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1. 8] & Introduction

1.1. MR Overview

1.1.1. A FE] &4 Company Profile

Breae AR I 47 PR 22 7] (Global Digital Cybersecurity Authority Co., Ltd.), fij#k GDCA
BB JEON T RECTHE R VAR O AR AR 7, AL T 2003 42 3 H 6 H. 2005
9 H, GDCA fkikimid T [ 5 %A a8 # Ja A B 52 A5 B\ i se ks i &, o e it
ANFHAF CRFIAERSVFAIE) (VFA[IES: ECP4401021007) FIHLFIAEIRS WG Z —;
2008 4 12 H, 345 E 805 BRAUA K (R P S i B VFaTIE): 2011 4F 4 H, dlid
T B GG R B IR S RE VPG, 3RS (R ESS H T UAE IR S ALY (4
7 A021) BEt%. 2013 4, XFHTUGEARS: RE#ET SM2 FkTT4, IRl | E RS
HRAL M2 e . 2015 4-4], GDCA @i T WebTrust EBr 24w iAiE, & TH
BrbruEAL ) iE B BRI SS K, AT DA HE AR f TAEIR S o 3&ERIL 55 R J 75 22,
2016 -5 H, “J  AREFUEBINIEFOERAR” B4R Bz AR R AR AR 7.

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as GDCA, or “4{Z{t") with the former
name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003. In September
2005, GDCA passed through the security review from
State Cryptography Administration Office of Security Commercial Code Administration (abbreviated as
OSCCA) and the former Ministry of Information Industry by law, as one of the first eight electronic
authentication authorities with "Electronic Authentication Service License" (license number:
ECP4401021007) in China. In December 2008, GDCA obtained "Commercial Cryptography Products
Sales License" issued by OSCCA. GDCA passed through the assessment of E-government and
Electronic Authentication Service Ability by OSCCA with the qualification certificate of "E-government and
Electronic Authentication Service Authority” (number: A021) in April 2011. In 2013, GDCA upgraded
electronic authentication service system for SM2 algorithm and passed through the security review by
OSCCA. In 2015, GDCA passed the assurance review for Certification Authority by WebTrust with the
international level of operation management and service to provide digital certification service globally.
For business development, GDCA changed its name from "Guangdong Digital Certificate Authority CO.,
LTD." to "Global Digital Cybersecurity Authority CO., LTD." in May, 2016.

GDCA B4, IR “I A AEFMETOHIRAT” M5, sy BaimaE s
Sl BRI AR AR A" &4k EEARS GDCA LL “J R B FIEFS I IE A L
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AIRAT” ZZATHE RS NN H T AR AR WA R AR 24 BB
FAHI) LS5 m “ B AR BB i A IR A 7”7 &k

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO., LTD."
are inherited by GDCA. Meanwhile, all the rights and obligations of the contract and agreement signed by
"Guangdong Digital Certificate Authority CO., LTD." are inherited by GDCA.

KB ML BIHT RS AME7 WiZEHE, GDCABUI T AB TS HTES K
245 B A N R A0 A FE AR AR 55

In the light of the operation concept “Authority, Innovation, Service and Public Trust’, GDCA is devoting to
providing electronic authentication services with high quality for e-commerce, e-government and social
informatization, etc.

1.1.2. IEHZEmE Certificate Policy (CP)

AR GDCA [IE 5% (CP), /& GDCA By il B4 skrg =i, EH T ATl
H GDCA % R MU HL B P AEB IASES 5E0k, Attt 2k, &HL. /. B, M4y
VEFS R DRI AT 43 M 25l 55« VR AR B EESRAIE . X S ZR ARG R 3 GDCA
BOFAE PRS2 MR sE 3 1, A8 — KB 1E GDCA i il Py —E0E F i s — M4, [tk
FE#A- GDCA B2y N Refig SR fit [FIFE R E AR LR . & CP JFANZ GDCA M2 577 Z [a] (kA
MWL, GDCA F1%-2 577 Z IR IAUR) S5 IR FE AT 1) 2538 1) 25 S A A

This document describes the Certificate Policy (CP) of GDCA and explains the policy statement for GDCA
digital certificate service. It applies to all digital certificates issued and managed by GDCA and their
related participants. The CP sets forth business, legal and technical requirements and specifications for
certificate approval, issuance, management, usage, renewal, revocation and related trusted services.
These requirements and specifications protects the security and integrity of GDCA digital certificate
services and includes a comprehensive set of consistently applicable single rule sets in the GDCA scope.
Therefore it provides the same extent of trust guarantee throughout the GDCA architecture. The CP is not
a legal agreement between GDCA and all participants; rather, contractual rights and obligations between
GDCA and participants are established by other means of agreements with such participants.

A CP i 2 (LRI X.509 2~ T 4 B Atk i 1k 5 SR RTIE 5 Mk 55 HE 28 ) € Internet X.509
Public Key Infrastructure Certificate Policy and Certification Practices Framework), I F5 H XX
FrRUE L “ HIM TR TAEZ4L” (Internet Engineering Task Force) il 5E ft] RFC3647 hrkft4h
PRI 2R, R B E (GB 26855-2011-T 15 & 22 A4 AR A FASEAN 15 it U 5 5 s 5 A E
W55 P HIHESR) HOSSH AN A B EK, JFARYE b B 72T GDCA iz 8 ZR T & 2 1Y

The CP complies with the structure and content requirements of both Internet X.509 Public Key
Infrastructure Certificate Policy and Certification Practices Framework, also called RFC3647 defined by

2
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The Internet Engineering Task Force, and GB 26855-2011-T Information Security Technology Public Key
Infrastructure Certificate Policies and Certification Practice Statement Framework. It would also make
appropriate changes in accordance with Chinese laws and regulations together with operational
requirements of GDCA.

GDCA 1EN—AMERRFE I (CA), TEA CP LM FABARIE A CAE, ZRIT
FUES . BT ARRERFRATER, AEEBRAA AR 0] DU R TR AT 9 45 0k i 22
LR RIS W4 OB BN A EIRNE . R IKIBA CP ok
FHRAT (0 LG ER, R BB IKIEF. GDCA [ FIEML SN (CPS) %A
CP MIZI3R, VE4NEIA T GDCA 1EAHLTIAEMR S MG SAERIE T . AfaT42 (EE15 LA R AR
(W E AR AR B . BT GDCA TEB T KA T S A CP A% CPS 1L
ST, P SHIEF RE RS AT

As a Certification Authority (CA), GDCA generates root and intermediate certificates, and issues
certificates to subscribers under CP restrictions. Based on different types and application scope, digital
certificates may be used by subscribers to process SSL, code signing, e-mail signing, document signing,
identity authentication, and other different applications. Relying party could decide whether to trust a
certificate in accordance with the requirements of the relying party’s obligations in this CP. GDCA
Certification Practice Statement (CPS) accept the discipline of CP, elaborates the definition of GDCA
digital certificates and the methods to provide these certificates as well as the corresponding managerial,
operational and security measures. All certificate subscribers and relying parties under GDCA must refer
the provisions of the CP and its relevant CPS to determine the usage and reliability of the certificates.

1.1.3. GDCA Z2#J GDCA Architecture

A% CP /& GDCA #i = H)5lg, GDCA HHEPRSSHIM (CA) %I CP #il%E CPS, RA %
BEA CP KARC CPS HATIE B RS BB % ml, T/ My K HAMAR ST A A CP KA
% CPS YR WE-BHIMEH] . (BAEIFEITHICH X5, GDCA 3 TR CA. T CA, FHHRK
FEMALAL . 2 rbtey M52 BN, X G SRS GDCA WIE M 5 AN A JE K IR &% 3214

The CP is the highest strategy throughout the GDCA architecture. Certification authority (CA) under
GDCA formulates CPS in accordance with CP. Registration Authority (RA) authenticates certification
requests according to this CP and its related CPS. Subscribers, relying parties along with other correlative
entities determine their rights for using and trusting the certificates as well as perform corresponding
obligations on the basis of the CP and its related CPS. GDCA has established services entities at different
levels, including root CA, subordinate CA, related RA, registration authority terminals and business
acceptance points.
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1.1.4. GDCA iEH BRIk ZE#) Hierarchical Architecture of GDCA Certificates

GDCA Hiif 6 MRIUET, 45 ROOTCA iE+ (RSA). GDCA ROOT CA iEfi.
ROOTCA iE45 (SM2) F1 GDCA TrustAUTH R5 ROOT iiE-43 . %22 i 4X R5 #)2 CA 1 5. GDCA
TrustAUTH E5 ROOT ilE-fi. MR CA T CA, BIREKMIIESS. GDCA AR R AIMET
CAEFS.

Currently, GDCA has 6 root certificates, including ROOTCA certificate(RSA), GDCA ROOT CA certificate,
ROOTCA certificate(SM2) , GDCA TrustAUTH R5 ROOT certificate, %z {8 R5 # CA certificate and

GDCA TrustAUTH E5 ROOT certificate. Each Root CA has Subordinate CAs to issue subscriber
certificates. GDCA does not issue external Subordinate CAs.

1) ROOTCA (RSA)

ROOTCA
(RSA2048-bit)
I
- fl[’[‘l\(ff:“\gﬂo}ﬂim GDCA TrustAUTH R2 CA
(RSA1024-bit) (RSA2048-bit)
| .
Individual Organization Equipment Other Individual Organization Equipment Other
Certificate Certificate Certificate Certificates Certificate Certificate Certificate Certificates

ROOTCA(RSA) I i 72 Bl 5% % i 8 B = AR UE 15, %S 5HE N RSA, MEHKEN
2048-bit, NHNT CAE+, Hr: (1) GDCA Guangdong Certificate Authority il 45, %
PR 1024-bit, 2R BAK A RSA 1024-bit A NKIEH . FUHEZRIER . W& KIER
FHABZAE T ; (2) GDCA TrustAUTH R2 CAETS, 8K N 2048-bit, &Kk HHKIEN
RSA 2048-bit 1l RSA 1024-bit /M A KIEF: . HUEZEIES . B RUEBAMHAB KIS

ROOTCA(RSA) certificate is a root certificate of OSCCA using RSA algorithm with 2048-bit root key
There are two subordinate CAs under this ROOT CA, including: (1) GDCA Guangdong Certificate
certificate with 1024-bit key length is used for issuing RSA 1024-bit individual certificates, organization
certificates, equipment certificates and other certificates. (2) GDCA TrustAUTH R2 CA certificate with
2048-bit key length is used for issuing RSA 2048-bit and RSA 1024-bit individual certificates, organization
certificates, equipment certificates and other certificates.

RSA ROOTCA(RSA)IE+44 - 2025 4F 8 H 23 HF[H.
ROOTCA certificate (RSA) will expire on August 23, 2025.

GDCA Guangdong Certificate Authority 1iE+5F- 2015 4 7 5 19 HF[#, 201541 H 1 H
2, GDCA AF#i % CAIEHZKIT FETS. GDCA TrustAUTH R2 CA iE45K T 2018 4
12 A 15 HEIM, 2017 48 12 A 15 Hil2, GDCA ¥ AHAHH % CAIEBERIT FIED.
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GDCA Guangdong Certificate Authority certificate expired on July 19, 2015. From January 1, 2015, GDCA
no longer uses it to issue subscriber certificates. GDCA TrustAUTH R2 CA certificate will expire on
December 15, 2018. From December 15, 2017, GDCA will no longer use it to issue subscriber certificates.

2) GDCAROOT CA (1024-bit>

GDCA ROOT CA
|
GDCA Guangdong
Certificate Authority
[
Individual Organization Equipment Other
Certificate Certificate Certificate Certificates

GDCA ROOT CA iF IR ZHKE A 1024-bit, i GDCA Guangdong Certificate
Authority iE15, ZHHKEN 1024-bit, 25Kk %K N RSA 1024-bit AN ANFRIUET . WL
UEHS . B SRUEP A AR ZRUESS .

The length of GDCA ROOT CA certificate root key is 1024-bit. There is a GDCA Guangdong Certificate

Authority certificate under this ROOT CA, used for issuing RSA 1024-bit individual certificates,
organization certificates, equipment certificates and other certificates.

GDCA ROOT CA ilE1544 ¥ 2024 4 12 /] 11 HFH.
GDCA ROOT CA certificate will expire on December 11, 2024.

GDCA Guangdong Certificate Authority UE+#4 72024 4 1 H 12 HE|#, 2016 1 H 1
Hitd, AEEHZ CAIERZRIT FHE.

GDCA Guangdong Certificate Authority certificate will expire on January 12, 2024. From January 1, 2016,
GDCA no longer uses it to issue subscriber certificates.

3) ROOTCA (SM2)
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ROOTCA
(SM2)

Guangdong Certificate Authority
(SM2)

I | l |

Individual Organization Equipment Other
Certificate Certificate Certificate Certificates

ROOTCA ity (SM2) 2 EZE M E R MIMRIESS, S50y SM2, HREHKEN
256-bit, 1% Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) iE, HHKE N
256-bit, 2K KM H T HIL SM2 AN NFGIES . HUSEIET . B Kb HA AR RIE S
ROOTCA (SM2) certificate is a root certificate of OSCCA using SM2 algorithm with root key length of
256-bit. There is a Guangdong Certificate Authority (GDCA TrustAUTH E1 CA SM2) certificate with key

length of 256-bit under this root CA, used for issuing individual certificates, organization certificates,
equipment certificates and other certificates with SM2 algorithm.

GDCA 1t SM2 iE 1535 i ROOTCA (SM2) T Guangdong Certificate Authority (GDCA
TrustAUTH E1 CA) &k .

All of the SM2 certificates from GDCA are issued by Guangdong Certificate Authority (GDCA TrustAUTH
E1l CA).

ROOTCA IEF5 (SM2) #5F 2042 57 F 7 H 2.
ROOTCA (SM2) will expire on July 7, 2042.
Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) iEHI47E 2034 £ 6 H 21 H

B, 2030 1 H 1 HilZ, HAFEHIZ CAUEREKIT k.

Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) certificate will expire on June 21, 2034. From
January 1, 2030, GDCA will no longer use it to issue subscriber certificates.

4) GDCA TrustAUTH R5 ROOT

GDCA TrustAUTH RS
ROOT

v v v v v v 12 L
GDCA TrustAUTH GDCA TrustAUTH R4 | | GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH
R4 EV SSL CA EV CodeSigning CA R4 OV SSL CA R4 IV SSL CA R4 DV SSL CA R4 CodeSigning CA R4 Generic CA R4 Primer CA
[
v
EV SSL Server EV CodeSigning OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization, Type | Individual
Certificate Certificate Certificate Certificate Certificate Certificate Individual Certificate Certificate
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GDCA TrustAUTH R5 ROOT ilEH R Z $H K & 9 4096-bit, T 1% 8 7 CA RS, Hr:
(1) GDCATrustAUTH R4 EV SSL CA, AL 2048-bit, 25K % HHK LN RSA 2048-bit
[ EV SSL AR 45 8 253E 4 ; (2)GDCA TrustAUTH R4 EV CodeSigning CA, £ & iy 2048-bit,
R EHKE )y RSA 2048-bit 1] EV fUHE2E 4 2K1E+5: (3) GDCA TrustAUTH R4 OV SSL CA
IES, KN 2048-bit, 25K ZHHKE N RSA 2048-bit [ OV SSL R4 ISIET; (4
GDCATrustAUTH R4 IV SSL CA, KN 2048-bit, 25k ZAHKE N RSA 2048-bit [1] IV
SSL R % #825iEH; (5) GDCATrustAUTH R4 DV SSL CA, ZHIKFE Ny 2048-bit, %5k #4H
B8 RSA 2048-bit [ DV SSL Al %5#%25uE1i; (6) GDCA TrustAUTH R4 CodeSigning CA iiE
H, BFHKE N 2048-bit, ZRFHKE N RSA 2048-bit MIRIGZE4ZKUEH; (7) GDCA
TrustAUTH R4 Generic CA iiE15, %50 5 Ay 2048-bit, 25k ZEHK A RSA 2048-bit (ML
ANNFSEF; (8) GDCA TrustAUTH R4 Primer CA, 1K E N 2048-bit, R FEHKEN
RSA 2048-bit {1/ A\ 1 ZKiE+fi.

The length of GDCA TrustAUTH R5 ROOT certificate root key is 4096-bit. There are eight subordinate
CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA with key length of RSA 2048-bit is
used for issuing RSA 2048-bit EV SSL Server Certificates. (2) GDCA TrustAUTH R4 EV CodeSigning CA
with key length of 2048-bit is used for issuing RSA 2048-bit EV CodeSigning Certificates. (3) GDCA
TrustAUTH R4 OV SSL CA with key length of 2048-bit is used for issuing RSA 2048-bit OV SSL Server
Certificates. (4) GDCA TrustAUTH R4 IV SSL CA with key length of 2048-bit is used for issuing RSA
2048-bit IV SSL Server Certificates. (5) GDCA TrustAUTH R4 DV SSL CA with key length of 2048-bit is
used for issuing RSA 2048-bit DV SSL Server Certificates. (6) GDCA TrustAUTH R4 CodeSigning CA with
key length of 2048-bit is used for issuing RSA 2048-bit CodeSigning Certificates. (7) GDCA TrustAUTH
R4 Generic CA with key length of 2048-bit is used for issuing RSA 2048-bit Organization, Individual
Certificates. (8) GDCA TrustAUTH R4 Primer CA with key length of 2048-bit is used for issuing RSA
2048-bit Type | Individual Certificate.

GDCA TrustAUTH R5 ROOT % T 2040 4= 12 A 31 H#I#.

GDCA TrustAUTH R5 ROOT certificate will expire on December 31, 2040.
GDCA TrustAUTH R4 EV SSL CA IE K 7E 2030 4£ 12 H 31 HF#A, 20271 H 1 Hi,

WAL Z CAIEBA AT FEF.

GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA UE+#47E 2030 4F 12 H 31 HEH#, 2027 4F 1
H1HE, ¥AFRMHZCAIERZRITFIE.

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 OV SSL CA k544 17E 2030 4F 12 7 31 H #[}H,2027 /£ 1 H 1 Hi,
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KA Z CAIEBZ KT FEf.

GDCA TrustAUTH R4 OV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 IV SSL CA iF5¥44F 2030 4F 12 A 31 H#I#1,2027 1 H 1 Hie,
BAFEEHZ CAIEPRERIT FES.

GDCA TrustAUTH R4 IV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 DV SSL CA ilF H - 7E 2030 4F 12 A 31 H#|#1, 2027 421 H 1 Hilg,
BAFEHZ CAIEPERITFIES.

GDCA TrustAUTH R4 DV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 CodeSigning CA iiF 544 7£ 2030 4 12 F 31 HZIM#, 2027 41 H 1
Hitd, BAEAHZ CAIERZE KT FIEH.

GDCA TrustAUTH R4 CodeSigning CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Generic CA iE5 ¥ £E 2030 45 12 H 31 HFIH#, 2027 £ 1 A 1 Hite,
BAFAE % CAUEBZRIT FiE .

GDCA TrustAUTH R4 Generic CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Primer CA E5 K £E 2030 4F 12 A 31 HF#H,2027 £ 1 H 1 HikE,
BAFAE R Z CAUF B2 RIT FIE .

GDCA TrustAUTH R4 Primer CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

5) #=iX R5 R CA

HZmKRS
HRCAIEFS
¥iatf R4EV Hurtfi R4 OV Himt R4 TV Heicat X R4 DV Hoiemt R4 Hwnf R4 Bt R4
IR 5 %I+ CA B4 88EH CA MR % 8HEF CA IR 95 #E 5 CA RIGELIES CA BT PIES CA T FHEF CA
v A Y A A
EV SSL Server OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization, Type | Individual
Certificate Certificate Certificate Certificate Certificate Individual Certificate Certificate

K AR RS AR CAE B IR Z K A 4006-bit, ¥ 7 ANF CAES, . (D ¥
LS R4 EV REEHET CA, HHKE N 2048-bit, %Kk %HKE N RSA 2048-bit (1] EV
SSL kS5 as2KiEF: (2) BZmX RAOV RSTEHIET: CA, BHIKE 2048-bit, K%Y
KJE 9 RSA 2048-bit 1) OV SSL IR %5 #s2K1EH: (3) HZMK R4 IV IR AIET CA, #HH
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K JE y 2048-bit, %5k ZAH K E A RSA 2048-bit [ 1V SSL R4 28 JIET; (D F X R4 DV
MRS5S EAETS CA, BTy 2048-bit, 25K %I RSA 2048-bit 1) DV SSL [l 55 4% 2Kk
Fi: (5) F AR R4 RIS HIEF CA, BHHK Ny 2048-bit, 25K % HHK [E )9 RSA 2048-bit
MRAD A FE T (6) B R4 I@IT FHET CA, ZHKE Ny 2048-bit, 25K K
FE2 RSA 2048-bit BN . N AZKIES; (7) iR R4 FEAliT FE CA, HHKERN
2048-bit, 2K HHIK LN RSA 2048-bit AN 1 F5IEH,

The length of %18 R5 R CA certificate root key is 4096-bit. There are seven subordinate CAs under
this root CA, including: (1) #% KX R4 EV i %5iE 15 CA with key length of 2048-bit is used for issuing
RSA 2048-bit EV SSL Server Certificates. (2) %48 R4 OV JIk%5 ##iE+: CA with key length of 2048-bit
is used for issuing RSA 2048-bit OV SSL Server Certificates. (3) #2248 R4 IV IRZ523iF -5 CA with key
length of 2048-bit is used for RSA 2048-bit IV SSL Server Certificates. (4) #1%F{X R4 DV AR5 84EF CA
with key length of 2048-bit is used for issuing RSA 2048-bit DV SSL Server Certificates. (5) ¥ Z:h4 R4
R824 0E+5 CA with key length of 2048-bit is used for issuing RSA 2048-bit CodeSigning Certificates. (6)
ez A R4 BT FHET CA with key length of 2048-bit is used for issuing RSA 2048-bit Organization,
Individual Certificates. (7) #zziX R4 JEAETT FHIEF CA with key length of 2048-bit is used for issuing
RSA 2048-bit Type I Individual Certificate.

ez RS AR CA LEF# T 2040 47 12 7 31 H#3.
ezt X R5 1R CA certificate will expire on December 31, 2040.

¥z L R4 EV JIRSSEET CAUEFH44E 2030 4F 12 J 31 HEM, 2027 /£ 1 H 1 H
2, B AR Z CAERZERIT L.

Bz R4 EV RS #1FH CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

B R4 OV REGZSIET CAIETKAE 2030 £ 12 A 31 HEIMA, 20271 H 1 H
&, BAFNHZ CAIFRBERIT FIER.

Hw R4 OV RS FHIETS CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

B RA IV RS ZSIEP CAUEFH7E 2030 4 12 A 31 HF|#, 2027 41 H 1 HiE,
BTG % CA IE R R IT FE+ .

Bz R4 IV R S5-231IEF5 CA certificate will expire on December 31, 2030. From January 1, 2027, GDCA
will no longer use it to issue subscriber certificates.

Bzt R4 DV HREZHIET CAEKAE 2030 4F 12 H 31 HFHY, 20271 H 1 H
i, AT % CA IFBERIT kR,

B8 R4 DV RS #3IEF CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

B RA RIS 2 4ZEF CA IEF4AF 2030 4F 12 H 31 HEIHH, 2027 4F 1 H 1 HiE,
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KA Z CAIEBZ KT FEf.

ez R4 fURS 25 4435 CA certificate will expire on December 31, 2030. From January 1, 2027, GDCA
will no longer use it to issue subscriber certificates.

Bz R4 T FEH CA IEFAE 2030 4F 12 H 31 HFIW], 2027 4£ 1 H 1 Hi,
BATEAS % CAE B KR IT FE+.

B A8 R4 3@ 1T S iE+ CA certificate will expire on December 31, 2030. From January 1, 2027, GDCA
will no longer use it to issue subscriber certificates.

B R4 ZERT FAEB CA EFEAE 2030 4F 12 H 31 HEHY, 202741 A 1 Hi,
BAFAL R Z CAUF B2 RIT FIE .

Bz A R4 JERIIT U IEF CA certificate will expire on December 31, 2030. From January 1, 2027, GDCA
will no longer use it to issue subscriber certificates.

6) GDCATrustAUTH E5 ROOT

GDCA TrustAUTH ES.
ROOT

| | | | l }

GDCA TrustAUTH E4 EV SSL CA GDCA TrustAUTH 4 OV SSLCA GDCA TruStAUTH E4 IV SSLCA GDCA TrustAUTH E4 DV SSL CA GDC'::’I;Z:;?:" GD(”'"S‘Ag:H FAGhamc GDCA TrustAUTH E4 Primer CA

v 2
EV SSL Server OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization, Type | Individual
Certificate Certificate Certificate Certificate Certificate Individual Certificate Certificate

GDCA TrustAUTH E5 ROOT iE B % i H LA ECC, REHK N 384-bit, Tk 74
T CAEH, Hr: (1) GDCA TrustAUTH E4 EV SSL CA , 4K E Ny 256-bit, %5k %41
K EE N ECC 256-bit 1) EV SSL ik %5 #5 2KilE+; (2) GDCA TrustAUTH E4 OV SSL CA, #%H
K g 256-bit, 25 & % 47K 5 A ECC 256-bit 1) OV SSL IR %5 %5 251E 155 (3)GDCA TrustAUTH
E4 IV SSL CA, KN 256-bit, 25K % HHKE N ECC 256-bit 1) IV SSL [k 55 #% Kk 15
(4) GDCA TrustAUTH E4 DV SSL CA, #HK N 256-bit, 25K ZHHK N ECC 256-bit
f) DV SSL AR %5 28251F+: (5) GDCA TrustAUTH E4 CodeSigning CA, Z4AK N 256-bit,
R B E N ECC 256-bit (1RSS4 J50F 15; (6 )GDCA TrustAUTH E4 Generic CA IiE13,
K Ny 256-bit, 25 K K JE Ny ECC 256-bit FIHLIY . AN AZEIEF; (7) GDCA TrustAUTH
E4 Primer CA, #HIKEJy 256-bit, 25Kk #% P E Y ECC 256-bit KA 1 KiE+.

The length of GDCA TrustAUTH E5 ROOT certificate root key is 384-bit with ECC algorithm. There are
seven subordinate CAs under this ROOT CA, including: (1) GDCA TrustAUTH E4 EV SSL CA with key
length of 256-bit is used for issuing 256-bit ECC EV SSL Server Certificates. (2) GDCA TrustAUTH E4 OV
SSL CA with key length of 256-bit is used for issuing 256-bit ECC OV SSL Server Certificates. (3)GDCA
TrustAUTH E4 IV SSL CA with key length of 256-bit is used for issuing 256-bit ECC IV SSL Server
Certificates. (4) GDCA TrustAUTH E4 DV SSL CA with key length of 256-bit is used for issuing 256-bit
DV SSL Server Certificates. (5) GDCA TrustAUTH E4 CodeSigning CA with key length of 256-bit is used
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for issuing 256-bit ECC CodeSigning Certificates. (6)GDCA TrustAUTH E4 Generic CA with key length of
256-bit is used for issuing 256-bit ECC Organization, Individual Certificates. (7) GDCA TrustAUTH E4
Primer CA with key length of 256-bit is used for issuing 256-bit ECC Typel Individual Certificates.

GDCA TrustAUTH E5 ROOT iF 451 2040 £ 12 A 31 H#|#.

GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.
GDCA TrustAUTH E4 EV SSL CA i 544 17£ 2030 4% 12 H 31 H I}, 2027 42 1 7 1 Hild,
BB Z CAIERERIT FET.

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 OV SSL CA iF 5 7F 2030 4= 12 H 31 H 33,2027 421 H 1 Hikg,
BATEHZ CAEPRERIT E .

GDCA TrustAUTH E4 OV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 IV SSL CA #IF K F 2030 4£ 12 H 31 H &I, 2027 F 1 A 1 Hig,
BATEHZ CAEPRERIT T ER .

GDCA TrustAUTH E4 IV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 DV SSL CA iF 5 7E 2030 4= 12 H 31 H 33,2027 41 H 1 Hilg,
AT Z CAEPRERIT T E .

GDCA TrustAUTH E4 DV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 CodeSigning CA ilE 5K 7£ 2030 4 12 H 31 HE, 2027 £ 1 H 1
Hig, BAEAMHZ CAIERZE AT FHEH.

GDCA TrustAUTH E4 CodeSigning CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Generic CA iIF 534 7E 2030 4E 12 H 31 H#|#,2027 % 1 A 1 Hig,
BT Z CAF B2 RIT FIE .

GDCA TrustAUTH E4 Generic CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Primer CA iE5347F 2030 4£ 12 H 31 HFIH, 2027 £ 1 H 1 Hig,
BAFAT % CA IF B RIT FE+ .

GDCA TrustAUTH E4 Primer CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

XtF GDCA TrustAUTH R5 ROOT iE+15. #22Hf 48 R5 #R CA iIE+5. GDCA TrustAUTH E5
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ROOT % % H Hh Z&31F 15 AT & 1937 P iE15 : GDCA 14 CA/B 1812 Chttps://www.cabforum.org.)
RATWI BB HRAK] Baseline Requirement #4725 & A1 BE AL AI{E4T SSL FUFE15, WA
CP #il Baseline Requirement 1 [1] 2 Z0E A — 25, T LA Baseline Requirement (1) P 25 9 .

For subscriber certificates issued by the intermediate CAs which are issued by GDCA TrustAUTH R5
ROOT certificate, %% /% RS54 CAIE15 and GDCA TrustAUTH E5 ROOT, GDCA conforms to the latest
version of CA/Browser Forum Baseline Requirements published at www.cabforum.org for the issuance

and management of publicly trusted SSL digital certificates. In the event that a discrepancy arises
interpretations of this document and Baseline Requirement, the Baseline Requirement shall govern.

1.2. XR&FR5H1E Document Name and Identification

AR (BB B R A FHEF 5g ) (FRiFK (GDCA CP)). 4% CP Hiy
BERAE S AOAE A5 SRS I 73 il — e — 0 AR IRAT, BAARTS WA CP§ 1.4.1 7.

This document is called "Global Digital Cybersecurity Authority CO., LTD. Certificate Policy" (abbreviated
as “GDCA CP”). This CP specifies a unique object identifier for Certificate Policy of each kind of
(see CP $1.4.1 for details).

A CP LA SCRE L 2R AT, 45 9 SCRRAS 5 P SCRRAS Y BAE AT 5L, BERA R SOicA
‘\/ﬁ‘o
This document is the Chinese-English bilingual edition of GDCA CP. If there is any inconsistency or
conflict between the Chinese and English versions, the Chinese version shall prevail for all purposes.

1.3. PKI &5 PKI Participants

1.3.1. B FAEARS VLM Certification Authorities

LT IMIEAR S MUK (Certification Authority, &K CA) JEMUZUETFSE/A . GDCA &R
i ChHE NRIERE 2205 CRTFMEIRSEEINEY MlE, WRERSLRE =J7m 1
WAEMRSS LI . GDCA i 45 I35 HL 752 S s s 5 5 FARMUR B e+, R HHEBIIER
FEFRIMBONBTFINEESINS S E4k, CA ZAEZIT BT CA ZRIUEMISAT)
AR, ER—MREHZR CA, — MR CA 2 —RiIEBR RN REZ.
Certification Authority (abbreviated as CA) is an entity which issues certificates. GDCA s a third-party
electronic authentication service authority established by law based on "Electronic Signature Law of
the People’s Republic of China" and "Measures for the Administration of Electronic Certification Services".
GDCA becomes a participant in electronic authentication activities by issuing certificates and

providing certificate verification services to the parties who are engaged in electronic transaction
activities. CA also means an element in certificate architecture that is issuing certificates to terminal
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subscribers or subordinate CAs. Root CA is a special entity, which is at the top of certificate
architecture.

1.3.2. MM Registration Authorities

ALK (Registration Authority, {#iF8 RA) X3 CA @i EMIE AR, #HAEDHiEE
Sy, MAEBEELUEB RG-S . E1 P RGUEAT, © 2Ll RS 1 S0 R MHIE S .
TP HEE LA CA B RA 7T I FE SR 58 B, HoR A IHE B 323845 CA BLRA.
CA Hi RA Hxf HiE#H 5y L EBIE TN, RE e RERIERIEAIZIE R WR
BERUEN, WEFRe e ROk 4G iEE . RA IEATLMRIEIT P f 2 MAIE, RER CA M
AR TAE, FRAE A ZES f 4451 (CRL)H .

Registration Authority (RA) establishes registration process, confirms the identity of certificate applicants,
and approves or rejects the request of certificate applicants on behalf of CA. Before a subscriber obtains
certificate, he/she must apply for a certificate as an applicant. Certificate applicants must follow
registration process established by CA or RA, and submit registration forms and related application
documents to CA or RA. CA or RA will authenticate applicant’s identity and other attributes, and then
decide whether accept or reject this application. If CA issues the certificate, the certificate will be sent to
the applicant. While RA could initiate certificate revocation process according to subscriber’s requests, CA
would be the only entity to complete the revocation operation and add the certificate to the certificate
revocation list (CRL).

1.3.3. 1T Subscribers

W, BIA CA SUGIER SR, sy 852 GDCA LI A AL, T P ATHHE
MR ZRHEIFA B ARIT AT AA — B W7 2 HE N RIESRAS B & 2 AL
NANX B RNFNE TIORGOS S RBUFAA. db i e
Bk, s, BAN A AR EE A SW ARSI S8, XT38 IS,
W T UEF AL S AR R, 1Tl S B AT R R K R NN, IR
VA (R A B S N RLIR) 355 o

Subscribers, the entities that receive certificates from CA, include individuals and organizations accepting
certificates from GDCA. Subscribers and applicants would not always be the same; in this case,
applicants need to ensure that they have obtained explicit and appropriate authorization. Individuals can
be divided into a natural person and person who belongs to an organization; Organization contains all
kinds of government organizations, enterprises and institutions and other social groups. Usually, an
organization has a legal personality or National Organization Code; for equipment certificates, due to the
particularity of the entity contained in certificates, subscribers are usually organizations or individuals who
own the equipment, and would assume the corresponding obligations.

PR UEAS T AP PTIRE HOME— SR, 1A X5 HAIE P ME— X I (AL e 28 2

14



[] SSRGS BRI S
m ol TRl Cies Sevunity Authonity Cow Lo GDCA -L[E:FB%H{% (Vl. 5) ﬁ}i

o T FEA CP TG A FESS, FF7KRIEA CP ZJ5E ) 55 .

Subscriber is the unique entity with corresponding public key in certificate and has ultimate rights to
control corresponding private key in certificate. Subscriber should use certificates under CP restrictions,
and assume the obligations agreed in this CP.

1.3.4. 35 Relying Parties

WHRETT REARGATUE T . EHRER A NMEAL. HOTT 7] BLZIERIT 7, W] IASZIE
;FB‘LTFIO
Relying parties are entities who trust and use the certificates. These entities may, or may not be a
certificate subscriber.

FSAT B —5KAE 1S, M7 L AU 1 1 A S 5, S AR ma IR

(CRL) Effi ] OCSP J7 NEWIIEFDIRAS o M7 L A & BE A A% J5 A RERS A5 AT — SKAIE
Sil

To trust or use a certificate, a relying party must verify revocation information of the certificate by looking

up the Certificate Revocation List (CRL) or searching the certificate status with OCSP servers. Before
relying party trusts a certificate, a proper review process must be executed.

1.3.5. HAth2 53 Other Participants

HthZ 535259 GDCA K HL T IAEWE S FE HHAH G 55 (i FiAth 2

Other participants are the entities that provide related services in electronic authentication activities of
GDCA.

1.4. IEFHRH Certificate Usage
1.4.1. EE M Appropriate Certificate Uses

GDCA (i1 FEF 2B HES, FREFRAAE, AATER R . s NIESS
FERBGEZ AN WA BREIr A OA RGt5E, HUMUE FHREEAT W L R BESE, Bk 4s
FIRFR IR Bt Sy« BEATIE ROEIE NS SE . B 1 BROYIE AR R 4K 5 6 A F TS B0E
R ZE 54N, GDCA 1T IEH AT LA iz B AR 0SS« i 95 AN A, DASEEL 4
WIE. R4 SCHAEE N 5 H 1.

Subscriber certificates of GDCA are widely used. Different types of certificate are applicable for different
cases. For example, individual certificate is used for sending encrypted e-mails with digital signatures,
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logging into OA system, etc.; organization certificate is used for online tax declaration, etc.; and
certificate is used for identifying equipment and encrypting communication tunnels, etc. Apart from
different applications caused by the identity of the certification subject, GDCA subscriber certificate can be
widely used in e-government, e-commerce and other social activities to realize identity authentication,
electronic signature, and encryption of data etc. Meanwhile, it can be used to ensure the validity and
authenticity of identity between peers of communication via Internet as well as the integrity and
confidentiality of information.

GDCA i kS, MIHe b nl AT 2 h 91 2 4 s 2
Certificates issued by GDCA can meet the following security requirements by functionalities:
® SrirliE, fRIERM GDCA fEAEMR S5 KL R & S Gkt
® I|dentification: the certification can ensure the validity of certificate holder using GDCA trust services.
o IIEEEZEEM, RIERT GDCA B e BSR4, AT LARHIES BAE A& i
FEOR ORI, SORNHRIE B S — .

® \Verification of integrity: the assurance to an entity that data has not been altered and further verify
the consistency of information between sender and receiver using certificate of GDCA.

o (EEMNEN, HUEFVEIRIEMIETT MO B RPLE, Axiltike e REER
BT -

® Confidentiality: the certification can ensure the confidentiality of information during transmission, and
avoid the leakage to other non-authorized parties.

® RHEHU TS, XHEAEIRAT Z A ATHUB A 1 e B A 28 44 HEAT BRIE

® \Verification of digital signature: the certification can ensure the non-repudiation of transaction entities
by verifying the digital signatures.

RIFUEFIRM, GDCA P&k MIEHEME M AKIE . PUSEES . WKk, sSL
MRS5S ERRUESS . A4 RIS o

According to the type of certificate, the certificates signed by GDCA include Individual Certificates,
Organization Certificates, Equipment Certificates, SSL Server Certificates, and CodeSigning Certificates.

® X TN ANKIEBMHURIUES, GDCA IR AIET 2%, 077
PRTBRNEEAR, SO 438, R, 2 gollim, 807 ™

® For Individual Certificates and Organization Certificates, GDCA classifies them into four categories
according to the security level, authentication method, and private key protection mode of the
certificate. The higher the class, the higher the security level, and the more strict the authentication
method,;

® T SSLIR% #s2KiEf, X 43~ DV SSL (Domain Validation SSL) iE45. IV SSL
(Individuals Validation SSL) ilFf5. OV SSL (Organization Validation SSL) iiF 54l
EV SSL (Extended Validation SSL) iF+;
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® For SSL Server Certificates, there are DV SSL (Domain Validation SSL) Certificates, IV SSL
(Individuals Validation SSL) Certificates, OV SSL (Organization Validation SSL) Certificates and EV
SSL (Extended Validation SSL) Certificates;

® W FAUSREAAUESS, X N B AL A EV AURS A4S

® [For CodeSigning Certificates, there are normal CodeSigning Certificates and EV CodeSigning
Certificates;

® A RUEHAFN HE AT 4
®  Equipment Certificates have no classification.

WP AT DURE SERR R 2L, | 32 R oo SR A AE R Sl AOE P38 8, AR AE-B BA A
[5] PR 2 FE 5

Subscriber can choose suitable type of certificates based on actual requirement. Different certificates are
applicable for different cases.

1.4.1.1. AN ANKIEF Individual Certificates

WUR 2N NIEFAE S, N AEHEERNERE SN, WAL R, kiR T4,
NSRSV WIS
Individual certificate is a digital certificate that is issued to the individual, including natural person or

personnel with specific identity, such as civil servant and employee, etc. There are four different types of
individual certificate:

% 1 RN MNEP——RAHE M A5 B AL IS R P A KA IED e, & TR 290 )
FL Y T 55 IO FH A8 A i B0 S5 LA FR o 1 SRS NIEBS I e/ 32 4 B 4 B kL, GDCA
R RAE A P P25 2, Qilifaitht . FHLSESE, ZEH N TRAEEAR T %4
BORAN S W2 4% L 2 s )RR SR O S U] RN 5 5

Type | individual certificate provides the basic authentication function in the process of online information
transmission, which is applicable for the cases of the low security requirement, including e-commerce and
non-e-government transactions. There is no need to offer identity information when applying for the Type |
Individual Certificate. GDCA just need to verify the information submitted by users, such as e-malil
address, mobile phone number and so on. Type | Individual Certificate can be used, but not limited to
e-mail signatures with low security requirement, client-side authentication, and small transactions that do
not require any identify certificate etc.

% 2 A MNEP——RMAER 5 BT RE PR S NE. 5B InE M 724 %7
RE, XS LA — 0 ORI HL T T 55 B FH AUk A Al L7 BOSS  F As. FRR S 2 SR
B TR A RIS 0 50RME S, GDCA FIGIER T it ss a8, LB, IEAUEE AL
R = T BRI BN NS E R, AT R TR EAN IR T BB R 5 5%
T ERE A 555
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Type Il individual certificate provides the identity authentication, data encryption and digital signatures etc.
in the process of online information transmission. It is applicable to the e-commerce with high security
requirements and e-government. When applying for Type Il individual certificate, GDCA requires the
applicant to provide some personal information, to verify the information submitted by users and, if
necessary, to authenticate the identity of the individual through an authorized third-party database. Type I
Individual Certificate can be used, but not limited to login through internet and the transactions with middle
amount payment.

55 3 AT —— S {5 e Rl 2 o 22 A BB O U AE £ L
BT IR T T2 4 R e 1 LT 45 7 P U R o T 25 P .
55 3 AN I 7 L S M (0 B 0 15 T B BDRL . GDCA AAZN £ 44 Vol I P s b itk
FERAE, SR 77 A AT LUBIE 5 . AU, RS 7 R A7 A B FR BB 5 kL
R 7 AR P 5 AT MO BT, 200 9 T R IR T 46552 PR R 80 5
. BRI T %558 5%

Type Il individual certificate is used in the process of identifies authentication, information encryption and
digital signatures etc. during online information transmission with higher security level, applied for
e-commerce and non-e-government with higher security requirement. GDCA requires the user to provide
complete identity information and application materials when applying for the Type Il individual
certificates. The GDCA must authenticate the identity data and application materials through the voice,
video, photo, etc., or compare the information with authorized third-party database. Type Il Individual
Certificate can be used, but not limited to the authentication of specific application system and
e-commerce transactions with large amount payment.

5 4 B NEP——SEIHE M _EA5 B AL ISR th 2 2 00 om0 S rAiE . 5 BN
B2 FIRE, 8 T 22 4 BERAR e A FL 7 7 5% 8L P AR FE 1 55 N AU FHIR 5
4 FN NUEF I T IR s B B0 15 2 g A kL, GDCA B TEH . M. FrH S5 ek
SR T X T 0 % 00 S5 07 AT AN, RS e 250K R 2 SRS A S S RUBER = T B e
45 2T XTI AR, ZIEBN A T REEART B TSR KO TRSZES%.

Type IV individual certificate is used to achieve the highest security level of identity authentication,
information encryption and digital signature functions during online information transmission. It is applied
to the cases with highest security level, including e-commerce and e-government. Users are required to
provide complete identity information and application materials when applying for Type IV individual
certificates. GDCA must verify the identity by voice, video, photograph, or face-face verification, etc. Type
IV Individual Certificate can be used, but not limited to the signing of electronic contracts and large
amount payment of e-commerce transactions etc.

1.4.1.2. HUHIZKIEF Organization Certificates

WU S B B FIETS, FU ARSI A BURHLR. HaBiE5%E. GDCA &K
55 1RGS2 RHUVESS, AR 3 MG 4 SRHLHIEFS:
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Organization certificate is a digital certificate that is issued to organization, including enterprise, institution,
government and social organization, etc. GDCA does not issue Type | and Type Il Organization
Certificates, and only issues Type Ill and Type IV Organization Certificates.

% 3 BHUNEF——SEIAE M A5 B R P B IE, (5 BN Mg 72544 55 7))
AE, &P T 22 A BERA R (1 L1 7 55 B P AR A FL 7 S5 N Ak FRAR 26 3 SRHLAILE
Fomf Fe P TE BN B 15 B X FRAEARL,  GDCA AU HURIE A BT RE A FRE A RHEEAT S0 IE,
AR 7 AT LUERE I & AU A IR AE D5 UHEAT WA BORs B B R SIS B S OB =T
He e P A B AT LU IR, R N T AR A AN IR TR e M R SR S AIE . BT

B RS

Type Il Organization Certificates are used for authentication, information encryption and digital signature
in the process of information transmission on the Internet. It is applicable for the cases with high security
requirements, including e-commerce and non-government transactions. Subscribers are required to
provide complete identity information and application materials when applying for Type Il Organization
Certificates. GDCA must verify the identity by voice, video, photo, face-face verification or compare the
information with authorized third-party database, etc. The certificate can be used, but not limited to the
authentication of specific application system, digital signature, and encryption etc.

5 4 FHUVRIEB——SEBE W _E A5 BAREERE T 2 200 s i B i aiE . (5 B &%
TREVFIIRE, WG 4 BEORAR v 1 LT 7 55 N AR L 1O B AT . FRE AR 4
FNUMIE-P I F SO e B0 S 015 2 & s A4 kL, GDCA A JUE I i85 . MU, A eise
Jita T X T 4 4651 S5 07 ANHEAT AN, LA A ZICRE HIAE 5 A 45 I S BUBER — 5 B I R
e BT EEXT AL, AZAEB R T REEAR TR T ERKZIT. KEB TR SZSH%.

Type IV Organization Certificate is used to achieve the highest security level of identity authentication,
information encryption and digital signature functions during online information transmission. It can be
used in the cases with highest security level, including e-commerce and e-government. Subscribers are
required to provide complete identity information and application materials when applying for a Type IV
Organization Certificate. GDCA must verify the identity by voice, video, photo, face-face verification, and
compare the information with authorized third-party database. The certificates must be used with USB
Key. They can be used, but not limited to the signing of electronic contracts and e-commerce transactions
with large amount payment etc.

1.4.1.3. W& KIEP Equipment Certificates

RIANUA 25 W o HOBCFUE TS, W BFE RS A% . B kdb . BEHIdeas, BUSRuE -l ® H 1 K
S INE, gz im g eE BRfLE. G, 4RSS as MU RIUEFS 18 b a5 7T LA
ool X 3k F 55 2 D B 4, B SSL N i LAE XU #EAT N2 23135

Equipment certificate is a digital certificate that is issued to equipment, including servers, firewalls, routers,
and etc. It is usually used for network equipment identification and secure communications. For example,
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certificates issued to servers enable browsers to authenticate the identity of website with certificate and
create SSL channel for secure session.

1.4.1.4. SSL AR%-2%KIEH SSL Server Certificates

SSL Hi g5 s RUEHARiR Web Pufislis Web Al 55 a5 0 E 4, w] DU Ul B Rk 1) 5 43 B
HR. PRt SSL INEIETE, MM AR ST IR BRI

SSL server certificate is a digital certificate that identifies the website or server, applicable for verification
of website certificates and provides SSL channel. It cannot be used for signature or verification of
transaction and payment.

GDCA Fli%8 1) SSL AR 45 s b5 B 45 LA R U Fh -

SSL server certificates of GDCA include the following:

® EVSSLiE+: (Extended Validation SSL Certificates), RI4™ 36 UE 5 AR 55 B3 1E 15
® EV SSL certificate (Extended Validation SSL Certificates), the extended validation SSL certificates.
® OV SSL iF+ (Organization Validation Certificates), B[ 75 BE6IE [ il G WAL EL 52 B
3 (bR R SSLIEFS

® OV SSL certificate (Organization Validation Certificates), the SSL certificate requires to verify the
identity of the organization owns the website.

® [V SSLFH CIndividuals Validation SSL Certificates), Bl 55 S2I64F WMk &4EH E AN &
Py HbRERY SSL AEH

® |V SSL certificate (Individuals Validation SSL Certificates), the SSL certificate requires to verify the
individual identity of website owner.

® DV SSL iF15 (Domain Validation SSL Certificates), H[J ' 3&iF W sk 35 42 i AL 15 5
A SSL iEF

® DV SSL certificate (Domain Validation SSL Certificates), the SSL certificate that only verifies the
ownership of the website.

Hodr, OV SSL UEFE IV SSL iE 5 v S EL W sl AL 2545 S50 28 DL R il B 47 ) 36 AE T RE
DV SSL iF 45 R L b2 (5 BRI N#Thhe . EV SSL IFHi%7E (GDCAEV iE KLY, A&
CP AN X Hodh 47 HAK )ik .

OV SSL certificate and IV SSL certificate provide the functions of information encryption and verification of
website identity. DV SSL certificate only provides information encryption. The issuance and usage of EV
SSL certificate conforms to “GDCA EV CPS”, which is no longer covered in this CPS.

SSL A 5% aS e AN R FIIA RIS, ik ds . BUFIRA 5

The types of domain names in SSL server certificates are not restricted, e.g. .com, .gov etc.
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1.4.15. G254, 2EF CodeSigning Certificates

FASRE A SR PR IR A AU FRIREE Iy, HBEH T8 RS My 2644, A5
TR S SO s A

CodeSigning certificate is a digital certificate that identifies the source or owner of the software code. It
can only be used for digital signature and cannot be used for transaction, payment and encryption, etc.

RAGREAL UL b AR, AP L G TXE S HEAS. 2
BURA . SRR E N4

Subscriber must commit not to sign malicious software, virus code, infringement software and hacker
software using CodeSigning certificate.

FRAG2E 44 FUF P AL @ AR AL 2 A TE A BV RG24 ETS, EV RIDZEZIEHEA 18
RABZEA T A DIRE, T AN AR s ZRURATE A BRGE— 7™ M S A B8 UE AR v S 7™ A% HROAE 5 AL B
R BV RIS L UEH80E (GDCA EVAEPHENE Y, A CP ARH X HHHT HAR A

CodeSigning certificate includes normal CodeSigning certificate and EV CodeSigning certificate. EV
CodeSigning certificate has all functions of normal CodeSigning certificate. The difference of EV Code
Signing is that the issuance and usage of EV CodeSigning certificate must follow the strict international
standard of identity verification and private key protection mechanism. EV CodeSigning certificate
conforms to "GDCA EV CPS", which is no longer covered in this CPS.

1.4.16. B HE P SRR R AR IRAF CP Object Identifiers of Certificates

FEAS CP RO RESRAIE S AOIE 5 SRS I 70 il — AP — (R0 AR RS, FLAARIR

We assign a unique object identifier to certificate policy items of different types in this CP, the regulation is
as follows:

51 KA NIEF G 1.2.156.112559.1.1.1.1

Type | individual certificate policy: (1.2.156.112559.1.1.1.1)
5 2 A NIEF5En: 1.2.156.112559.1.1.1.2

Type Il individual certificate policy: (1.2.156.112559.1.1.1.2)
%5 3 BN NIEF5HEm%: 1.2.156.112559.1.1.1.3

Type Ill individual certificate policy: (1.2.156.112559.1.1.1.3)
5 4 B NIEFHEn%: 1.2.156.112559.1.1.1.4

Type IV individual certificate policy: (1.2.156.112559.1.1.1.4)

5 3 BHUIEF R 1.2.156.112559.1.1.2.1

Type lll organization certificate policy: (1.2.156.112559.1.1.2.1)
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5 4 Y UKUE T3 g : 1.2.156.112559.1.1.2.2

Type IV organization certificate policy: (1.2.156.112559.1.1.2.2)
WA R3S 1.2.156.112559.1.1.3.1

Equipment certificate policy: (1.2.156.112559.1.1.3.1)

OV SSL HlEH 5 ShRiRAT: 1.2.156.112559.1.1.4.1
OV SSL server certificate policy: (1.2.156.112559.1.1.4.1)

IV SSL AP skl X SR iRFF: 1.2.156.112559.1.1.4.2

IV SSL server certificate policy: (1.2.156.112559.1.1.4.2)
DV SSL iF 1 SR S AR IRSF: 1.2.156.112559.1.1.4.3

DV SSL server certificate policy: (1.2.156.112559.1.1.4.3)

EV SSL k15 demexd Rbnilf: 1.2.156.112559.1.1.6.1
EV SSL server certificate policy: (1.2.156.112559.1.1.6.1)

B EE 4 SR A5 S X RARIRAT: 1.2.156.112559.1.1.5.1
General CodeSigning certificate policy: (1.2.156.112559.1.1.5.1)

EV AL ZE 15 SRS R AR IR AF: 1.2.156.112559.1.1.7.1

EV CodeSigning certificate policy: (1.2.156.112559.1.1.7.1)

1.4.2. FR 1) FIUEF M A Prohibited Certificate Uses

—MIM S, GDCA L& BtE H IRIES:, AT DURIAS R R IRAT Z AR B A . B
ttt, GDCAEBLELIAE ER&ZBIREIN, M NEBRGEH TP RN, AR
NS5 a5 B UL IE 50

In general, GDCA certificates are general certificates. These certificates can be used among different
relying parties for mutual operations. However, some features of the certificates are prohibited. For
example, the Individual Certificate can only be used as individual case rather than the cases being used
as Equipment or Organization Certificate.

EBABEH T ATHEA T AR T GRS P R s, BUH T 2RER
WG, iz IERAE . MUR CHLA SATEGEIN AR SE . 25 2@ 1 1) AR G e 42 i) 2
g, BONERARTERE AT B S EOET. . N 3053 8™ PR BERIR .

Special note here, the certificate is not designed for, not intended for, not authorized for control equipment
in danger, or for the occasion where the failure is required to avoid, such as operation of nuclear
equipment, navigation or communication systems of shuttles, control systems of air traffic or weapons,
since these faults or failures may lead to death, personal injury or serious environmental damage.
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UES2E I FEAT AT 33 S [ SR A . v O IR [ R 2 A O AR, 75 0] F b ad Rl v
e R EHP E K,

The certificate is prohibited to be used in such circumstances, such as any violation of state laws,
regulations and national security or legal consequences, otherwise all legal liability that triggered by this
will be taken consciously by user themselves.

1.5. SEBREF Policy Administration
1.5.1. SR B B LM Organization Administering the Document

GDCA %4 HilE 2 i 2372 GDCA HLT-AIEIRSS T SEms i) fe e 8 BEAILAL, SR Db E o 4k
PAREA CP.
GDCA Security Policy Committee is the highest management authority responsible for review and

approval of electronic certificate services, as well as the highest decision organization to perform
inspection and supervision of the CPS.

GDCA %A HHEZ Mok A TAREHRZ. [TEHO. EHP L. HRPL. BER
55 L ST SR S d AR ALK

GDCA Security Policy Committee is assigned as the role of document management authority responsible
for establishing, publishing and updating this CPS. The committee consists of the relevant
representatives with the right of decision-making from GDCA's management, administrative center,
marketing center, technology center, operation and service center, etc.

GDCA ‘%2 HiME 2 512 I B AT R A E it UE 5 SR 3E AT 8 BRATSL MR R, 2 22 AT — SR RE R,
WARIETERR, &2 R AW BER PERL .

Member of GDCA Security Policy Management Committee has the right of a vote over management and
approval of certificate policy. The Chairman of the committee may have two votes for decision in case of
tie of votes.

AR SRS SRS A0S A ) Al 9555 H AR eiAT BUS BEER ] 6253

Consultation of this policy document to the external parties and other routine jobs are undertaken by the
administrative department.

1.5.2. BE & A Contact Person
LA T: GDCA AT HUEEEE0 ]

Contact Department: GDCA Administrative Department

KRN £t
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Contact: Ms. Wang
HEEHhE: gdca@gdca.com.cn

E-mail: gdca@gdca.com.cn

Bt A H1E: 020-83487228

Tel: 020-83487228
fEH.: 020-83486610

Fax: 020-83486610
Hodik: AR NECICRIE 2R T N TS XA AR i 448 5 plefit K2R 23 1%

Address: 23F, 448 Dongfeng Zhong Road, Guangzhou, Guangdong, the People’s Republic of China
fi$4: 510030

Postal Code: 510030

1.5.3. B CP fF& IRESHKINL

Committees Determining CP Suitability for the Policy

A% CP 1 GDCA %4 HMEZR o fitife, BHEA CP HIMEIT MR AAZ .

This CP and the corresponding modifications and version changes should be approved by GDCA Security
Policy Committee.

GDCA %4 5RME 2 i 2 71 57 PRA% GDCA [ CPS 2 B & A CP, &tk FI k2 GDCA 1
CPS J& 75 574 CP Hid& M AL .

GDCA Security Policy Committee is responsible for assessing whether GDCA CPS is in accordance with
this CP as well as approving and deciding whether the CPS of GDCA corresponds with the CP or not.

1.5.4. CP #t#EFE CP Approval Procedures

A CP i GDCA Z4RMEE REFALMET REHSAHLMRN RIS SR, 3238
GDCA %4 g2 S E# % .

The CP is drafted by the director and secretary team of GDCA Security Policy Committee. The CP is
submitted to GDCA Security Policy Committee to for review after the draft.

1.5.5. CP f&1] CP Revision

WA ERAL . BRI S eI FIIG0E. 188 5 2 AR R ) 2
SREEXTA CP #HATIEH, 1 GDCA fTEUEBEER I IR B i ik 2, #2238 GDCA 22 4= i
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TREH . fdiZR RS, GDCA Ml By Mub kT A

If the CP will be modified because of standard changes, technical improvement, security mechanism
enhancement, operation environment changes, laws and regulations requirements, the proposal report
about modification will be submitted by GDCA administrative department, then it would be audited by the
GDCA Security Policy Committee. After approved by the Committee, GDCA will publish it on its website.

(Participant)

1.6. EMXFZEE Definitions and Acronyms
1.6.1. RigE X —Y¥ 2 List of Term Definition
ARiE 5E X
LTI IR R 5 LA AR BT AN SRR A AL .
(CA)
IEF g (CP) —E ARG, AR BRI — Mg BlR e B
AAH A 2 TR RS . filtn, —AMREER) CP
AT DL R 5 T S AR B AL 5 5 i B 2
577, B e AN A P ARG o
wNiE B & —MEFIIERFS (REBEFRENZOAH), &
( Certification Path) 1 Ab PRAZ P B AT AT AR I R A o
% ] & FE— A 5E PKI s — M AR NBEZ, il .

KHTT . CAL RA, AL HIENLA . UEF RS4R3 B3k
LS AR

HOoms R OE ¥

(Policy qualifier)

AT SRS 5 R, FIRES CP ARiRFAFILRE HIAE X.509
UEF . A5 BT RS AT CPS BT Ml i) URL btk
AT REAL S P 2RI 30T

TE M # LA
(RA)

HAT NI % TR RE K SeAA . ARiR AT 2 55030 45 35
F, FIEEERLUE S, RIS N AR ESS A B
&, AHEAT P R EEERFAE B RE R, RS EELLT R
HAF BB AMER . (H2&, RA FEAZRIET (A RA fR3%
CA FRHHILEEAESS ).

K #t J ( Relying
party)

UEF A, AR T2 AE P AIHZAIE 5 BT SR (1) 2 545
L
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w7
( Relying party
agreement)

UEFAAENURE S U7 Fra8E s, EHUE T AERIIE
Ky 25 4 mlCH A A IR S A RERE AT 9% 5 B A BRI A0 SC

%o

1T J* (subscriber)

WU 25— SKRAE S AJUES AR

12N A S CA HiT P Z AR B, Mg 1 X7 FEWUR A% & BRAIE
(subscriber agreement) | 5 F2 FR BT FIBRIAT LS o
N atei VT FHE RS IE PSR GDCA F3 it — ANk 55 1R A5, k55 1R
A5 T HAT P I S
Beowm %k FF BB B RO A T 1) I HL 75 B AR Y AR B B 5L
(Activation Data) Feld (Fan: PIN. 4 s\ AR i 28 P 3L 800D
% il WEN N AL EEY W AR AN A EE Y

(authentication)

R, fE PKI ETR3CH, SRI98 HR RS DU AN € 40k i
ik B U7 ) 5 S A N A 23 5 SR A N ERAL 2L
AR

WE Mk %% B

( certification practice

EFAENUGERS K B W BERE . %Hd R
o ISR R 55 SR AT 7

statement)
term definition
CA The authority is responsible for certificate issuance, management,
revocation and updates.
CP It is a set of naming rules used for indicating the applicability of a

specific body or application type with the same requirements of
security. For instance, a specific CP could indicate that certain type of
certificate is applied to verify the parties participating in
business-to-business transaction activities for a given price range of

the products and services.

Certification Path

An ordered sequence of certificates (including the public key of initial
object in path) could obtain the public key of end-user object by
handling the path.

Participant

The individual or organization who plays a role in given PKI, such as
subscriber, relying party, CA, RA, certificate generation authority,
certificate repository service provider, or similar entities.

Policy qualifier

Information relying on policy may be saved together with the CP
identifier in the certificate conforming to X.509 format. The information
may contain usable CPS, URL address of Relying Party Agreements,
and contents included in the clauses use by certificates.
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RA

Entities with one or more functions as follows: identifying and verifying

certificate applicants, approving and disapproving certificate
applicants, initial certificate revocation or suspension under certain
circumstances, handling requests of certificate revocation or
suspension, and approving or disapproving certificate and key
renewal requests initiated by subscribers. However, RA does not issue
certificates (in other words, RA assumes some responsibilities in place

of CA).

Relying party

It refers to certificate receipts. They rely on the certificate and the
digital signatures verified by the certificate.

Relying Party Agreement

The agreement between certification authority and relying party. It
usually defines rights and obligations of the above two parties during
the process of verifying digital signatures and other use of the
certificates.

Subscriber

Subscriber is the entity who receives certificates.

Subscriber Agreement

The agreement between CA and subscribers. It defines rights and
obligations of the above two parties during the process of issuing and
managing certificates.

Business Identification

Number

During the process of certification application, GDCA assigns a

business identification number to subscribers. This business

identification number is used to confirm the subscriber's identity.

Activation Data

It refers to data value that is necessary for operating cryptographic
modules and needs to be protected (For example, PIN, password,
command or manual controlled key sharing parts) rather than key
data.

Authentication

The process of making sure the individual, organization or things is the
same as it claimed. In the context of PKI, authentication is a defined
process to ensure if the individuals or organizations with specific
names trying to access the other individual or organizations are real.

Certification Practice
Statement

The statement of business practices used by certificate authentication
entities in the process of certificate issuance, management, revocation
or renewal.

1.6.2. YEMEAE K A X — %3 List of Abbreviations and their Meaning
CA Certificate Authority L UIEAR S AL
CP Certification Policy WE 5 5K g
CPS Certification Practice Statement HE I E L 5550 )
CRL Certificate Revoke List WE R ROE 5 %
GDCA Global Digital Cybersecurity Authority Bz AR B A BE 2 F]
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CO., LTD.
KM Key Management Center SRS A0
LDAP Lightweight Directory Access Protocol B H S A B
LRA Local Registration Authority A HE A7 T
OocCsp Online Certificate Status Protocol 1EZE PR &S s
PIN Personal Identification Number AN B AR B R
PKCS Public KEY Cryptography Standards N BRI b v
PKI Public Key Infrastructure N FE R EH B A
RA Registration Authority VEMEEAZ IR S ALK
RFC Request For Comments

TSR VFERRAE (— P LIRS B )
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2. RAi 518 B EFFE Publication and Repository Responsibilities

2.1. {52 FE Repositories

GDCA & BER —MRIIMATFIE B E, BRESIRAE. BUENES K S5IEBARIER.
GDCA 5 BN AIEEAR T LA NN %E: CP 1 CPS BT SfiiA iEfi. CRL. 1T/
s, LA LB GDCA AN IR AT IS B« GDCA ¥ K R AT L FEiE 5. CPS BT At e
PRI . GDCA 15 B ErS L@ pik:  https://www.gdca.com.cn 1), B{i1 GDCA [fiff
e M H e O VERAS .

GDCA repositories are open to the public. It can store, retrieve certificates and their related information.
GDCA repository includes but is not limited to the following: current and historical CPs and CPSs,
certificates, CRLs, subscriber agreements and other information published irregularly by GDCA. GDCA
will release certificates, CP and CPS revisions and so on timely that must remain consistence with the

CPS, relevant laws and regulations. You can search at https://www.gdca.com.cn or via any other
communication methods specified by GDCA at any time.

2.2. NEME B KA Publication of Certification Information

GDCA 7£ 5 J7 M3k https://www.gdca.com.cn A5 5 2E, 1% M & GDCA kAT A 15 5
B B BAUEIRIE

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website is a
chief, most updated and authorized channel to publish all information about GDCA.

GDCA ifiid H RSS2 K AT U HUEH A CRL, 3T /7 Bk 7 v LUE 5 1) GDCA
HZ RS a3k BGE B E B A mASE B, FR, GDCA fRMt{ELIETIRESE MRS, 1
JERAR A AT S 2 HE P IR S S B

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain information of
certificates and CRLs through LDAP. Meanwhile, subscriber or relying party can get the current state of
certificate instantly via OCSP service provided by GDCA.

AN, GDCA A AR 5 ZER A v 5E A AT 5 B kA

Also, GDCA may also release any related information in other possible forms.

2.3.  RATHIEEFISHZER Time or Frequency of Publication

GDCA fEI] FUEHLE A 8RR I, 38 i H S i 55 42 8 U5 Mok B SRAIEFS AT CRL &A1,
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RATEHINAKT 24 /N, BIFE 24 /N 9 R A Bl CRL; RS 2L N, GDCA Al LLH
1TV EUET AT CRL [ R A [A] » GDCA R4 R AT — IR - T IMIEAR S ML CA UIE-P N 513%
(ARL).

GDCA releases automatically the latest certificates and CRLs via LDAP or official website within 24 hours
when certificates are issued or revoked. In particular, GDCA can choose time to release the certificates
and CRL. GDCA releases CRL of CA (ARL) every year.

5 R LA Y 2R R AN TR AT, t GDCA NI Y, IRl R A7 B 1% 2 BT 1)
R, I HRAT B R SR BRI o

GDCA can individually choose the time and frequency of releasing other information of repository. The
release is immediate, efficient and consistent with the requirements of the laws.

2.4. 13 BEEVFI$EH] Access Controls on Repositories

GDCA {5 B HIE BRI AT KA, AR AAREWE BB, XX 2845 B R B0 1]
ABAEATRR A o

GDCA il Mgk 2 2B, Rawaviit. LaE B R AL =N 24 fE

TR ERIE N MBS, B2 KA SERAE.

The information in GDCA repository is publicly available. Anybody can read the relevant information, and
the access right of read-only is without any restrictions.

With network security, secure system design and security policy, GDCA ensures that only authorized
employees can add, delete, modify and publish the repositories.
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3. iR 5 XS] Identification and Authentication

3.1. 4% Naming
3.1.1. 4257 Type of Names

GDCA R MHUTIEB A& X 509 Frif, /MHCgs bR & i EARE 4%, R X.500
i 4477 3

The certificate issued by GDCA format meets X.509 standard and the identifier which is assigned to the
subscriber as the DN meets X.500 standard.

XFF SSL RS A IESS, BT s A% #R TSI 2 £ AU 44 v, o ERUE A O B4, 20
B AN B T 44 ) A4 B TP MLt

For SSL server certificate, all domain names or IP addresses are added as the Subject Alternative Name
and the common name is a primary domain name which must one of the domain names or IP addresses
from the Subject Alternative Name.

3.1.2. Xtn %A B X HIZE R Need for Names to be Meaningful

PR A8 i i 44 B EAT — @ AR R S, W B EIE B R B AL HLA R
HRAEII S

The subscriber’s name must be meaningful, usually contains the semantics which could be understood.
The name could be used to confirm the identity of individuals, organizations or equipment in the certificate
subjects.

3.1.3. WP RE 48454 Anonymity or Pseudonymity of Subscribers

PR HES . A2 HIEIES, IEBhEARMEHES. 4.

Subscribers cannot use anonymous or pseudonyms to apply for certification. Also, anonymous or
pseudonyms cannot be used in certificates.

3.1.4. EREAS ) 48 I3 ) Rules for Interpreting Various Name Forms
K X.500 il 44 iy 44 KLU A%
The interpretation should conform to naming rules of X.500 DN.
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3.15. 4 ME—: Uniqueness of Names

GDCA NARUERE KL HAT P eSS, L EARE4%, £ GDCA GRS A2 ME— 1. 2
UM R A2 AR, BLSE HE & DL Se A

DN of certificate must be unique for different subscribers in GDCA trust domain. When DN is not unique
for different subscribers, the first applicant of this DN shall govern.

316,  FEREIRA. £ 5HE

Recognition, Authentication, and Role of Trademarks

GDCA 25 & FIUEAS i) EAREUN 2 AR SR br 44

Subject’s DN of certificate issued by GDCA does not contain any trademarks.

3.2. ¥WIHBEE A Initial Identity Validation
3.2.1. E B4R FAEA 771 Method to Prove Possession of Private Key

UE P B 2 0 AIE B 456 5 BT By A o B AR S AL, IR B B 7 V2 4S AR IE P i T
BEHaE&HT7E4 (PKCS#10). H'E S5 MR HR R T, 83 GDCA ERFH Bk
W, BRI IVIGELE S (o E i B A A BRI R PIN i) 2%,

Applicants must prove that he/she holds the corresponding private key to the public key being registered.
You can use the ways of digital signature contained in certificate request messages (PKCS#10) or other
equivalent method to identify the secret keys, or some ways required by GDCA, such as initial information
(distributed key medium and its PIN code), etc. to prove that you holds the relevant keys.

3.2.2. MAN B HI %] Authentication of Individual Identity

ST AT SN N SHET, LR AJSE D AR 4 2T, SSL RS S SHED
g, HII AL SN AR IO ECSE . NSO S B A T P

For the application of all types of individual identity certificate such as individual certificates, CodeSigning
certificates, SSL server certificates, the identity of applicant must be authenticated by GDCA.
Authentication of individual identity includes the following:

1 SANE R RS EANR TN S 0 IE B B IR RS tBUR AL ATUA B BERSIE A A S 473
WA RO, B A R R AT R RIABUBER =7 Bl A

1. Authentication attestation includes but is not limited to valid government issued personal ID or
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military 1D, or valid authoritative third-party database signed document.
2. RZEUEP G GRS RS A ROCHFECE = SR R SRR RARSE, RS BIHE
Aix, (HEMHME B A& LHEE#IANME.

2. GDCA verifies to a reasonable level of assurance that key information in certificate application
matches valid document or third-party database. But final confirmation of applicant’s information
shall govern.

3. VAT R X T B MU R 55 sNER A BURF A LRI 8 R AT 3O AT

3. Subscribers can submit valid government issued document through methods such as face-to-face
submission or postal mail.

4. XF AR ELF AN E 34 SR, 38 75 ZER A8 H e A SR AL IE BT AL

4. If an applicant belongs to an organization and applied on his/her own, relevant attestation from
his/her organization should also be provided.

5. MNP ARGER LA, AT B TP RS2 N7
UEASH H AU KT NAT RS O e ) SR A B R

5. GDCA authenticates the representative’s authority to represent the applicant by checking authorized
document from applicant and valid original and copy of personal ID.

HHIEE DU EYEER, FFEMINZHAR SAE, DRI SR TN
Ji&

puil

o

If the request contains organization information, GDCA should confirm the realness of this organization
and applicant.

GDCA WA ZTUR A N S HIE 3B KA, PAT A RIEI S 3 5007 30, — &M =,
RSB, gm0 77 2B, S N AR A T
GDCA must perform different authentication methods depending upon the type of certificate applied by

the individual. Generally, the higher class certificate type means higher security level, and stricter
authentication method with more comprehensive authentication information.

Lo X 1N NET, $47 LT 40
1. For Type | Individual Certificate, the following authentication is performed:

GDCA W FIUEH P FHRAC G R, AKHT P B8 A AT I0E . #iA 7 =n] LR
HIE R AR I BOE I L . LA S A TR 7 R S R A TR AL 1S L
SIFIHALE . GDCA ANHAIA ANE LR BT & HIUE 5 AR BRI TEAS B LAAT K A 5 0315 2R LS
AR, BT HEEANM.

GDCA only verifies the information submitted by the subscriber and does not validate the identity of the
subscriber. The information submitted by the subscriber can be validated by sending verification code,
making a phone call, sending SMS or any other reasonable way. GDCA will not ensure or guarantee the
validation and reliance of other information, and will not validate whether the information belongs to the
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subscriber, except the information submitted by the subscriber.

2. WFFEE 2 RANUET, BT LR S50
2. Forthe Type Il Individual Certificate, the following authentication is performed:

GDCA FRIAEF P A e S B, IEF it 2 T P Ik 4 . il 7 sAaT el
eI I R IR AR A I T B I B TS . US55 A nT SRy ORI FR i & TR A
GRS, WER, TR A BUREE = 0 i B S S 1 05 SO RS S SRR
5 BT SREE, #OR RIS H TR ALIE R S A4 R —3.

GDCA shall verify the information submitted by the subscriber, and to verify that the common name is the
real name of the subscriber. The information submitted by the subscriber can be validated through
sending verification code, making phone call, sending SMS or any other reasonable way. GDCA can also
validate the identity of the subscriber through the well-known third-party database if necessary, to ensure
the consistency of the information from different channels.

3. MFFEE 3R NIUET, $uAT LR %50
3. For the Type Ill Individual Certificate, the following authentication is performed:
1) I AN B I LSRG R . B0 77 3R] LR A N B 0 IE B B UE S5 B BURT
WU AR [ B UE B /S N S 03 (A 00, B 5 28 A RO AR AL R = 5 3
PEREATRZ BN, WRIRFTIRAEIE B 5 E S R —5L

1) Ensure the identity of the subscriber. This can be validated by ID card, officer card or other valid
document issued by government agency. GDCA can also ensure the information of subscriber by
qguerying well-known third-party database, to ensure the consistency of the information from different
channels.

2) GDCA W] LUH TEHIE TG M, 7 8 S s B W BB =7 Bt e 5 Axt H i
ROLNE ST SCieUE, MRPHRIENE B SRELR 3

2) GDCA may verify the information submitted by the subscriber through a voice communication, video,
photo taking, etc. as well as validate through querying a well-known third-party database, to ensure
the consistency of the information from different channels.

3) WERZFCMATE, TR E R NIRRT X S ALY .

3) If applicant delegates an agent to summit the application form, the identity of the agent and
authorization document should also be validated.

4)  XFUREAHEGF BAN B34 RIS, 38 75 2538 H e AT SR A AUE I AL

4)  For the application applied by someone in his/lher name who works in an organization, the applicant
also needs to provide the proof materials from the organization.

5) HHIEELSAUSIMGEER, HEMIZIREFE, ULHIEANESGE 1%
PR o AN ESRARSEARIRUE B SO 88 =5 8 e . RO 7 55

5) When the application information contains some information of an organization, it is necessary to
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1)

2)

3)

4)

5)

RETEIATZAR], I EER BRI A BOCAE . VAEBGIEMI SO 8 B

confirm the existence of the organization and whether the applicant belongs to the organization.
GDCA could require the applicant to submit the certificate of incumbency, or validating by a
third-party database, or sending e-mails to the organization, and so on.

4. XTI 4 FAN N, $ATLL TS

For the Type IV Individual Certificate, the following authentication is performed:

1) AN NS OSSR Rt . BT 2R LU AN N B 0 IE % B R AS FRBUM
HURIAUR (B RENSUE AN N S 03 (A 80, a8 I 28 R A RO BB R = 5 Hdis
PEREATIZ AN, BRI RILINE R S ELS R 8.

Ensure the identity of the subscriber. This can be validated by ID card, officer card or other valid
document issued by government agency. GDCA can also ensure the information of subscriber by
guerying well-known third-party database, to ensure the consistency of the information from different
channels.

2) GDCA s i il M SIS T7 20 B B R ) B 40 BOREAT HR I 4
RLEEATHN, 6B N DATE O 18 R 7 AT R A

GDCA must verify the information submitted by the subscriber through a voice communication, video,
photo taking, etc. GDCA may also validate the information face-to-face if necessary.

3) WRZILMASE, TR EREIP NI EIC LS Ok .

If applicant delegates an agent to summit the application form, the identity of the agent and
authorization document should also be validated.

4)  XTFUSEAHEL PR NS4 SCRTE I, IE 7 Z 5SS AL SR AIE R KL

For the application applied by someone in his/lher name who works in an organization, the applicant
also needs to provide the proof materials from the organization.

5 HHIEELEUSHMEEN, FEMIMZVIL S, ULHIHAZGETIZI
R R 5 o AR ESRARSEARIRIE B SO B0 EE =5 i e . RO FL T 55

When the application information contains some information of an organization, it is necessary to
confirm the existence of the organization and whether the applicant belongs to the organization.
GDCA could require the applicant to submit the certificate of incumbency, or validating by a
third-party database, or sending e-mails to the organization, and so on.

FEIAL L B AR FREE MRS 5 A e 45 AN 2 BB IE TSI, 3B 7 ZERR R i
T A B S

TH R4

GDCA must verify the ownership of proprietary when a domain name, a device name or an email address

is used as the subject of the certificate. For example, the subscriber should submit ownership documents

of domain name or written ownership commitment of subscriber, etc.

IR T E, GDCA i n] Ul 5 =J7 R A5 BRI IZ HEE D A 51,

35



[] ﬁﬁlﬁﬂfﬂ!iﬂzlﬂﬁmb_l
AR e GDCA IEF NG (V1.5) iR

I GDCA ik NHE =5 32 B TR MG S, AT =B =t AT A, BB SR G # ft
WHME BANE R4 R}

If necessary, GDCA can also verify the subscribers’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate the
third-party to conduct an investigation or require certificate subscribers to provide additional information
and evidence materials.

IeAh, AR, GDCA & LABE B BT s 4 n 77 M B kL
If necessary, GDCA may also establish other required identification methods and information.

HIE G S5 ORIE B R LS 8, R 5 AR S 7 514E. GDCA TERET T
VEAERAE A PR & LUS, AR FIEH K S e (NS ik ss ) AT SRS
155

The applicant is obliged to ensure the authenticity of the application materials and take the corresponding
legal responsibility. The GDCA does not undertake any obligation to examine the validity of applicants'
identity documents (e.g. ID cards) after a limited review according to the requirements from relevant
legislations.

3.2.3. P B4 4 5] Authentication of Organization Identity

FERTAEEL CEURAUR P25, TELMALEE SUR I BLI TR WA SSL
Wi 3T S % JOEASIT  SEAAT PR B 0, T

Organizations (government agencies, enterprises and institutions, etc.), which apply for organization
certificates, equipment certificates, SSL server certificates and other types of certificates, should be
authenticated strictly, including the following:

L BN SRR . SR SER . BARI T AT Lo BURFHLAE RS R 1A R0

s BAEEART TR E AR B S AR, B I 2R AT O AL
JBER = 7 el A

1. GDCA must authenticate that the organization is valid and legal. Authentication attestation such as

valid government issued documents, including but not limited to business license or organization
code certificate, or valid documents from authoritative third-party database.

2. RZEUEFHIE OGS B 5 A RO ECE =T B E R SRR TARSE, s B
iR, (HEMHE B R4 DLREE AV

2. GDCA verifies to a reasonable level of assurance that key information in certificate application
matches valid document or third-party database. But final confirmation of applicant’s information
shall govern.

3. EHITE. HEEUE R BB SR AGUEM OO ECE S ISR e T i A Bk
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FRAESE, HIE TR AU E R B RAE RS S

GDCA should verify the organization information through telephone, postal mail, required attestation
or other similar methods.

4. AT AT R I X T B B PR S SR ASCBUR LA R K (14T A

Subscribers can submit valid government issued document through methods such as face-to-face
submission or postal mail.

5. NP ANREEREW AL AT LLE: LW 2 Ir N B
TPERUEAS 2 H AU K2 T0 NAT RS O AR 1) SR B R B A

GDCA authenticates the representative’s authority to represent the applicant by checking authorized
document from applicant and valid original and copy of personal ID.

GDCA ‘R IE U T HE FAE BB MIA R, AT AR S 03 %5107, — &S,

IEAS SR, LAagnliE, SR 07 SO A%, S N AR T

GDCA must perform different authentication methods depending upon the type of certificate applied by
the organization. Generally, the higher class certificate type means higher security level, and stricter
authentication method with more comprehensive authentication information.

1)

2)

L XT3 3 BHUIET, $ATLL N %5

For the Type Il Organization Certificate, the following authentication is performed:

1) HANURESEAETER) . BRI, Bl 7 T LU BURHIG R 1A R0
, BFEARRT TRIENM PR gl B H NSRS, BOE 2 KA %
SCPFRIAUBER =7 5040 PR A o

Confirm the legal existence of organization. This can be proved by a valid document issued by a
government agency, such as an Industrial and commercial business license, enterprise National
Organization Code certificate, or validation through well-known authorized third-party database.

2)  WHNFRBCHIE IS, BCERH SN R SRS HE IR 2 U BN
J5 AT AN 5 2 3 BN R AR 5 22 90 N A RS 3 B SO Bl L 28 =5 45
BURIRTESAS . WEEUE B8 <577 30 R HLAIREAT IS, DASRAS AL < H I B AL
FHMHIA

GDCA must confirm the validity of the authorization, which means the agents who applied on behalf
of organizations are authorized. Confirmation methods include checking organization authorization
agreements with official seals, validating agents’ valid ID, or contacting with the applicant by phone
number or mailing address obtained from a third-party.

2. XITE A RHUMUESS, AT LA R 55
For the Type IV Organization Certificate, the following authentication is performed:

1) GDCA WAZUEIEEF B M. 8IS ZO0 B LIRS 5 0 BORLAT HE 1
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REEAT BN, b BN N DATE N 7 UHEAT R A

1) GDCA must verify the identity and application information provided by the subscriber through voice
communication, video, photo taking, etc. If necessary, GDCA may conduct a face-to-face
confirmation.

2)  HANURRISEAFAE R SRRk, BAR 77 30rT BLZ . BURFBLIIAE K A R0
fF, SREART IRE IR gl i H SN AR IESE, JRil & U
5 = T3 8He 17 25 05 SO HAE 3 SO R AT IR, ORISR IR B B A4S
R
2) Confirm the legal existence of organization. This can be proved by a valid document issued by a

government agency, such as an Industrial and commercial business license, enterprise National
Organization Code certificate, or validation through well-known authorized third-party database.

BN I LS, RMCRA LW SESSIE S g I R 2 S5 . Bl 75 0
AL N i A BRIV LA K@ P NAT R e S, IRl 5 =05 R 2 il 5
. RS B 257 3\ AU AT IR SS,  DUSRAS I Ok HR BB B A A

Confirming the authenticity of the authorized application means that the person who submitted the
certificate application on behalf of the organization is authorized. The confirmation method can be
checking letter of attorney with organization's official seal and valid identity document of agent, contacting
the applying organization via the phone number, postal mail and etc. from the third party to obtain
confirmation about application or authorization of the applying organization.

UEAh, I EERS, GDCA IRl LA E H e i d 2 45 7 AR R

If necessary .GDCA can also set other required identification methods and information.

3.24. BB H % 5] Authentication of Equipment Identity

B S A AR H e A AR AR, GDCA i AUT 7 #EAT B 473 %I
BAEQT A%

Authentication of equipment identity is different according to different owners. GDCA must authenticate
the identity of subscriber, including the following:

BRI P R BRI R, WA & S E M SRR BN k55 708
BRSNS B SR AR A

Subscriber submits application form of equipment certificate with original and copy of owner’s ID,
authorization of operation, original and copy of responsible person’s ID.

BN 1 5 0 AR A [ SRR 42 B R B By 400 O AABAT, AT N A, &
i % LA CP$3.2.2 125 4 R NIEF B RIRFEIAT; 1T/ AN, #2084 CP$3.2.3 15
55 4 FHUIEAS SRR AT o
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Authentication of Individual equipment Identity will be different according to the different owner of the
equipment. If Subscriber are individuals, GDCA performs the verification of identity according to the CPS
$section 3.2.2 class 4 personal certificate identification process; Subscriber are institutions, GDCA
performs the verification of identity in accordance with the CPS $section 3.2.3 class 4 institutions
certificate identification process.

A A4 B AT R 1 25 RSN, SR T BT 2 5 2 A GBUR,
WA 7 20T LR B B3 SR AGIE B ST SR X 2% 4 B A B s A BT 7k i 5, IR
A,

When the device name is applying for a certificate as the certificate subject content, GDCA also need to
verify whether the applicants have the right to do so. Confirmation can be done as follows: Applicants
shall provide the certificate of ownership or the written commitment of the ownership or use-right from the
institution with company’s chop.

IR NA T2, GDCA i w] Ul 55 =J7 R A5 BRI IZHEEH N A 511,
R GDCA ik =T5 3 B T 15 8, AT RSB =077 A, sEOR g4 it
WHNAE SAHERI AL

If necessary, GDCA can also verify the applicants’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate a third-party
to conduct an investigation or require certificate applicants to provide additional information and evidence
material.

UEAh, I EERS, GDCA IRl PAE H e i d 2 45 7 SRR

GDCA can also set other required identification methods and information.

3.2.5. SSL RS &4 9% 7] Authentication of SSL Server ldentity

AR P28 A I F R AN RIS AT A A 2500 53, BT W2

GDCA must perform different authentication methods depending upon the types of SSL certificate applied
by the subscribers.

XFF OV SSLAEFS, 7556 UE Wk BT & & ML I B SE By, s 5 07 Uz IR CP$3. 2.3 711
5 4 BHUE P S RIIRFEAT -

For OV SSL certificate, GDCA shall validate the identity of the owner of website in accordance with the
Type IV organization authentication procedures in $3.2.3 of CPS.

XHF IV SSLUETS, FRUIEMIs &8 # N NS G4y, HEE0 77 AL A CP$3. 2. 2 1524
4 A NAE BB HAT -

For IV SSL certificate, GDCA shall validate the identity of the owner of website in accordance with the
Type IV individual authentication procedures in $3.2.2 of CPS.

XHF DV SSLAEH:, R IR EA N BB Xk 34 (0 P B s AL, e/ AL B
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AN NI FSE B BEAT B8

For DV SSL certificate, GDCA shall validate the ownership or control of the domain name and will not
verify the identity.

ST EV SSLAESS, H45 07208 (GDCA EV iE 35S Y), A CP AR H k47 B Ak
]%jii,o
The validation procedures of EV SSL certificates is described in the GDCA EV CP and not covered in this
document.

TEIRAWAENUE T A B HFUE B, BT EIRIE AL R EIHE ZAR, X84 1
W RFIE A CP $3.2.7 #1447 .

In case of domain name is used as subject of certificate, GDCA shall validate whether the organization
has the right and the validation of domain name is supposed to be in accordance with the CPS $3.2.7.

WARINA 2, GDCA b ] LU A2 =5 3R SR IZ H 1 & DA S 7
R GDCA ik =T5 3 B A T 15 8, AT RSB =07t AT A, SR i AR it
WHME BEAER R K

If necessary, GDCA can also verify the subscribers’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate the
third-party to conduct an investigation or require certificate subscribers to provide additional information
and evidence materials.

UEAh, I EERS, GDCA IRl P E H e i d 245 7 SR R

If necessary, GDCA may also establish other required identification methods and information.

3.2.6. RIS 4 543 1% 5 Authentication of CodeSigning Identity

ARG RS A4 B 13 1 S AR FACRD A 2 AN RIPAT A R B0 B 4 55007 38, AT P L
FIH, $I8AC CP$3.2.3 F11% 4 BHUIE B S RAEHAT: 1T AN AR, 12 CP$3.2.2 1
%4 RN NIEBERMRRESRAT . EV ARISEA 57 10 %0805 (GDCAEV IEP 5N ), 74 CP
ANFERS AT BAR A
Different authentication of subscribers’ identity for a code signing certificate is performed based on
different subscribers. For organization subscriber, GDCA performs certificate validation process in
accordance with the Type IV organization authentication in CPS $3.2.3; for individual subscriber, GDCA
performs certificate validation process in accordance with the Type IV individual authentication in CPS

$3.2.2. The validation procedures of EV CodeSigning certificates is described in the GDCAEV CP and
not covered in this document.

FE ISR A BT, AP N, 500 AR S A4 UE P Ve L L 75 A R
FUEBISCAE, AR AR AL TR AR RS, AU, B
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Subscriber must make a statement and prove for the use of the CodeSigning certificate. Subscriber must
promise not to sign the malicious software, virus code, infringement software and hacker software using
the CodeSigning certificate.

3.2.7. B4 K AR 4 A] Domain name recognition and identification

X IAL I RAIE, GDCA Faxt G I A M F AR AT 8 A%, R FR I SR A B Y
A 8 FIBGIE B A RL, [R] I GDCA L[] %35 A% A A 55 WU B HL e BB =T Bodie i )
LA 5E FRIE #2158 B AR B 42 o S0 AIERS, GDCA 75 $hAT PA TR IfiAE :

For the validation of the domain name, GDCA should review the written material submitted by subscriber,
and require subscriber to provide the proof of ownership of the domain name. At the same time, GDCA
shall determine whether the subscriber has the ownership of the domain name from domain name
registration service agencies or other well-known authorized third-party database. GDCA shall perform
the following procedures to validate:

1 JERE A MR S LA BB SR =7 Bt i (41 whois 3. CNNIC B, E T
PSE) Bl RIRIE B S BREE PR nE B3t xs, #AsE Fr A& SIEHHE
H 2.

1. GDCA verify the information through the domain name registration service agencies or well-known
authorized third-party database (e.g., whois, CNNIC, ChinaNet, etc.) and ensure the consistency
between the domain name owner and the subscriber.

2. JEIE AL A R 55 A LA S B S = B A v A ) B A2 A AT IR
B B RSAE  EMTRG . I s A AT R R SRR AR, LA
BARAT IR R G A EBUSIECR, W FEM R SR E R A (-
HE 2 RIEAE B, FF L m & 5 i s e — 2.

2. GDCA retrieves the information of the domain name owner (such as email, registrar, this domain
name website administrator mailbox, etc.) from the domain name registration service agencies or
well-known third-party database and send e-mail or make a phone call to the domain name’s owner.
GDCA shall confirm some key information in application request from the owner, such as the
subscriber's attestation information, etc.

WE, GDCA I T BRI BT o B i, DA A R R AL, R 2R
THHE RN A, ZHEE AMFHELMIER.

If necessary, GDCA may also perform the independent investigation to confirm the ownership of the
domain name. The subscriber shall not refuse the requirements when corresponding assistance is
needed from GDCA.
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3.2.8. BABAERT 42 B Non-Verified Subscriber Information

WH, B TR P JUESR N S5 B F BRI AT EERYIRIE S, XTIk
A EORAERIT 5 S, GDCA A& FAE B, A& R IR ETTE.

In general, apart from some necessary information require to be verified. For the subscriber information
which is not required to be verified, GDCA does not promise the authenticity of information and does not
bear the relevant legal responsibility.

3.2.9. AN Validation of Authority

MHUT P RAE I NP BRSO ML 55 B, SR LR A DL 45 A% 1D o5 3 A 7
VERAHIRIRS E I3 NIHALIF N o
Organizations can add official seals on the related business forms to indicate agents are authorized to

perform the certificate services on behalf of the organization.

3.2.10.  HEEHEN Criteria for Interoperation

S F AR B FUAEMRSS AL, FTLLS GDCA #EAT HARAE, (FRi%H FUNERS LI 1
CPS AZiTF & GDCACP ZLK, JfH-5 GDCA 223 M NLAT P«

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS are in
accordance with the requirements from GDCA’'s CP and sign related agreement with GDCA.

GDCA RHRIE LI N &, $2529F GDCA HIAENUSE RS I B, H N R AR
UEF.

GDCA accepts the information authenticated by other CAs and issue corresponding certificates based on
the agreement.

UK SOR AN A E, GDCA K™ 1% F BA#hAT .

If there are provisions of national laws and regulations regarding interoperations of issuing certificate,
GDCA will perform strictly according to relevant legislations.

33. FEHAEFERKIRE LR

Identification and Authentication for Rekey Requests

FEREAT CP § 4.7 ik U TS B SH TR, 575 T ST IR 2 GH 2R AT 6 1) DA DR 2% H T i oK
KB R AT
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Before rekey operation described in CP $4.7, GDCA should authenticate the key to confirm that the
request of rekey is from the original key owner.

3.3.1. HIFHAE IR NS LR

Identification and Authentication for Routine Rekey

TS OU R BB RER, 1T n] 7 i) GDCA UE RS Mt AT 5 B il , R4
HBEREOT P RIEBE S, WA ERFAS A, TBAGER % HE R RS GDCA IIE
FEINAE R GUKE )25 5 5 7 FROBEAT B S0 o 3T 7 B 1T LAE] GDCA BT ALK H 17 2 51 5 7,
GDCA JEMHLIA SRR F 5470 NI 00t

In general, subscriber can apply for rekey via GDCA certificate service website. The system can get
former certificate information automatically such as DN, serial number, etc. Above operations can
complete the application of rekey; Certificate authentication system of GDCA authenticates identity for
rekey application. Subscriber can also apply for rekey to RA. RA must authenticate valid documents of
subscriber and agent.

TP BT G A P T RN (N SO B oA AR, DA, T R FRR A
HIT s AN P S S (G I R S B s C2e i, i BiE sk, GDCA F Ak
HIE.

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or data.
Therefore, the subscriber should make sure the encrypted documents or data have been decrypted
before they apply for the secret key’s updating. GDCA shall not assume any responsibility due to failure of
decryption by the renewal of the secret key.

XS LR NIEF 2 2 A NS B SRR S ik 55 4% K15 L AAAS 22 4 IE 15 GDCA
AR S E TR

For Type | individual certificate, Type Il individual certificate, equipment certificate, server certificates, and
code signing certificate, GDCA does not accept key updates.

3.3.2. e HE SRR S &

Identification and Authentication for Rekey After Revocation

UEFS A A A BEREAT B BT

Re-key/renewal after revocation is not permitted.
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3.4. MEERRREER

Identification and Authentication for Revocation Request

WEHRAHIER AT LR TP, WAl Bk H GDCA. ML . 2 GDCA B VENLIG A
7Ry HOEL R AT T HES I, A RURIE BAIES, XMIBILEAUEETSAE. GDCA B E
MHHUR BROAIE 5 AT 5K, b e e FL A B AT B M B LR BEAT B 5 A PT AEAT . i 2RAT
FEAFRMEIES, WHZIA CP$3.2 WA HHT S 45 QA2 mIIEHL KL SR A,
CA Hi#H RA K B4 ARRENL IR A T 1 /81 RSCHHAF S ikcals, A FRdbAT HoAb A%
5l o

Revocation requests can be made by subscriber, GDCA or RA. GDCA or RA can revoke certificate based
on sufficient reason without authentication. Revocation requests of GDCA or RA must be approved by its
management or supervision authority. Subscribers who request to revoke certificates should follow
identity procedures described in CP $3.2. If the revocation requests are from judicial authority by law, CA
or RA will use revocation request documents of judicial authority as authentication evidence and will not
use any other methods for authentication.
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4. UESA oy A IRAR R

Certificate Life Cycle Operational Requirements

4.1. {EFHIE Certificate Application
4.1.1. iEF B #5524k Who Can Submit a Certificate Application

UEFS IS LR AR AR LR N SR A S (BRI BRI Sl s, e
EiluSiNENEI S

Certification applicant could include the individuals and organizations with independent legal entity (such
as administrative organizations, institutions, social organizations, people's organizations and other
organizations).

4.1.2. M 5 F4E Enrollment Process and Responsibilities

1. FEME R
1. Registration Process

G KRB R KA S RA, RA WAEZIEK, JFXTHEA, RIERKIKEL CA.
Applicant sends certificate request to RA. RA verifies and signs the request, then sends the results to CA.

CA U BZIERIG, Wik RA HI%54, 2T IET . EREAMENE RS, BACREK
eI ORIE -

CA validates the RA signature after receiving the request and issues the end-user subscriber certificate.
In the whole registration process, it is necessary to take enough measures to ensure that:

® RA WAZUN HIE(E SN IS # 1) BORNEAT 2501
® RA must verify the information of application and the identity of applicant.

® £ RA [ CA FIRIEFIERIS, fREERESERE % e, R, 28

® RA ensures the security, confidentiality and integrity of information transmission in the process of
sending certificate request to CA.

2. Wit

2.  Responsibilities

® GDCA KJEMHURAT ST [T 7 5 R0 7k 5 AT L1 25 42 (R4 FH 2% 15

® GDCA and Registration Authority have the responsibility to inform the subscribers about the usage
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condition of digital certificate and electronic signature.
® GDCA N EMALKA DA 1T 7 5 AR 55 2 i 100 H AR 7

® GDCA and Registration Authority have the responsibility to inform the subscriber on service charging
items and standards.

® GDCA JEMHUAA FTAERIT P &5 RORAE AN T 7 45 B AR AN S A5

® GDCA and Registration Authority have the responsibility to inform the subscribers on the rights and
responsibilities of preserving and using subscriber information.

® GDCA KiFEMALMAE s L1 45 %1 GDCA 1 54T VE s

® GDCA and Registration Authority have the responsibility to inform the subscribers on the
responsibility scope of GDCA.

® GDCA KIEMHUA SR/ 5 AT I STEVEH

® GDCA and Registration Authority have the responsibility to inform the subscribers on the
responsibility scope of subscriber.

® T GAT AR AL R SR A HE R E B N ST
® The subscriber has the responsibility to provide accurate application information and data to GDCA.
® EMHURA AT P SR AL AGIE TS RS B 5 SE A R — B & TAE, RIS
FRAEAR N B % 54T

® RAs shall make ensure the consistency check between certificate application information and
identification which subscribers provided and afford corresponding responsibilities of review.

4.2. IEPHIEAIE Certificate Application Processing
4.2.1. AT IR 547 Performing Identification and Authentication Functions

21 GDCA. JEMHUERZFIIT 7 IEF IS 5, MNA%A CP § 3.2 FEKR, XHT /7 #ET 5
R 5 40

After GDCA and its registration agencies receive the subscriber’s certificate application, they should
perform identity recognition and verification of identification over the subscriber according to the
requirements of CP 3.2.

4.2.2. IEH B iERLHERIIE 4 Approval or Rejection of Certificate Applications

GDCA. VEMHUR NAESUERI SR b, HEAESERAE . WORIELAFTE, N iZiE N E
77 FEE BRI (] Py EETS F g 2

GDCA and RA should approve or disapprove applications based on authentication. If GDCA and RA
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disapprove an application, they should inform the applicants with appropriate ways and within reasonable

time period.

422.1. IEF HiE R #EH#E Approval of Certificate Applications

WRFFE TR, RA AT DUHEHEIE 15 H i

1. ZHIEEAM A CP § 3.2 XTI 7 B HIbR IRAN 5 B €
2. HIEH AR ECE BOA RO IS B AT EDK

3. HUEE Qg ME ST AN 9%

RA will approve the certificate requests, if meet the following conditions:

1. The application shall meet the requirements from CP $3.2 regarding the subscriber's identification
information and identification.

2.  Applicant accepts or has opposition regarding the content or requirements of the subscriber's
agreement.

3. Applicant has paid already in accordance with the provisions.

4.2.2.2. iEF B A4 Rejection of Certificate Applications

WMHRRAETHINEE, RA BT LIELEIEF .

If the following circumstances happened, RA may refuse the certificate application:

1. ZHIEARFEA CP § 3.2 KT1T 7 B bR IR A IR E »

The application does not meet the specifications of subscriber’s identification and authentication in
CP $3.2.

2. HEEARERBIT R ER S IUEM kL

The applicant can’t provide the required identity documents.

3. HIEH R ECE NRERSZAT P A RN A RITESR

The applicant opposes or cannot accept the relevant content or requirements of the subscriber's
agreement.

4. RSB B N RES AL B E SRR LA 2 H
The applicant has not paid or can’t pay the appropriate fees.
5. GDCA B(EEMHU I NHEEZ HE R 260 GDCA i RK4rill . VAR 2y B 1K

GDCA or RA considers that the approval of the application will bring the dispute, legal disputes or
losses to the GDCA.
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4.2.3. A FEE 5 BB KR IE] Time to Process Certificate Applications

GDCA I TN SS MU (CPS) MIAAE £ R XL 5 i AR BRI 8] . GDCA AEMAL
e SEAE CPS FHLE OIS 18] Y A BEAIE S FR A, JE 18 e At e IE e 4R 46 o X AN )i /2 7 A TAEH

GDCA CPS should specify the processing period of certificate application. No matter approving or
rejecting, GDCA and RA should process certificate application within the period specified by CPS. The
period is 7 working days in usual.

4.2.4. Certification Authority Authorization (CAA)

Certification Authority Authorization (CAA)

AiEH . GDCA At CAA Bl

Not applicable. GDCA does not provide the service of CAA validation.

4.3. EF K Certificate Issuance
43.1. IEHZ R+ RA I CA 478 CA Actions During Certificate Issuance

FEUEP R RS RE S RA FYEHEE RSO RIS S L, JREE#RIE RA REUKREKIIE
FIIE R CA FHEBA K 4. RA KIE CA FHEBA K1 RIE BAUH RA 154 4515
B R TE I, PR IRIE R K BIER K CA IEBRER RS .

In the process of issuing certificate, the RA's administrator is responsible for the approval of certificate
application, and sending issuing certificate request to the certificate issuing system of CA via the RA
system. Issue request which RA sends to CA must include identification with the measures of information
security. RA must ensure that the request is sent to the correct CA certificate issuing system.

CA HIEB K RGAERTT RA KHERAERIE KRG, XKE RA KIE BT 80 5,
XA RMIUEBRERER, UIEBERRAZEKIFPIEf.

After obtaining the RA certificate issuing request, CA certificate issuing system authenticates and
decrypts the requests. For the valid certificate issuing request, certificate issues system issues the
subscriber certificate.

4.3.2. CA 1 RA BHIT PEBHRZXR

Notifications to Subscriber by the CA of Issuance of Certificate

GDCA MIERZE R RS KIS )E, K EESGE BT RAEANT FIES Ok, IFH
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PSRRI LIRAIE S 7 3, s i i pgs M, s E e 54
5E 177 35 FT P AR SRAGIE S

After GDCA certificate issuance system issues certificates, subscribers will be informed by GDCA or RA
that the certificate is issued and how to obtain certificates. Subscriber can get the certificate via face-face,
online download, or other methods specified by subscriber.

4.4. VFHEESZ Certificate Acceptance
4.4.1. FIAESZIEF 4T Conduct Constituting Certificate Acceptance

1 T BATVI T/ GDCA TEF 55 M RHIE N 8 B ASHIAF N BT, anA i 55
Pl. USB Key . iE4S T #5e R RIMUERIT 7 #5252 TiES

1. Subscribers access to specialized GDCA certificate service website, then download certificate to the
certificate carrier, that means subscriber totally accepted the certificate after it has been
downloaded.

2. GDCA VEMMLAMARE T 7 FEAUET, FEIIE 8 R E R e P8RS, 31T
PR Tz UAE BER AR T Bz THE .
2.  When RA of GDCA downloads the certificate on behalf of subscriber, the downloaded certificate will

be kept in digital certificate carrier. Once the subscribers accept the certificate carrier, the
subscribers accept the certificate.

3. WP TIMIEBHIT, I HBCH SR RO B I T A A

3. Subscribers have received the way of obtaining the certificates, and no objection of the certificates or
their contents.

4. AT ROHIEFS B UE 5 P & A BRI R

4.  Subscribers failed to oppose or conduct the operation of objection over the certificates or the content
of certificates.

4.4.2. CA XHEF K & A Publication of the Certificate by the CA
PR 5, GDCA FHZAT F k1 R AR B Al 3 A FF U7 10 1 H SR 55 R4t

After subscriber receive a certificate, GDCA publishes the subscriber certificate to public directory service
system.

49



[] SSRGS BRI S
m ol TRl Cies Sevunity Authonity Cow Lo GDCA -L[E:FB%H{% (Vl. 5) ﬁ}i

443.  CABMHEALLEIERHER
4.4.4. Notification of Certificate Issuance by the CA to Other Entities

FRUEAS1T /74N, GDCA S AU AN 75 2388 S HAt SEARIE 5 28 A

GDCA and RA do not need to notify the certificate issuance to other entities except for subscriber.

45. FBEHNFUEFEK R Key Pair and Certificate Usage
45.1. TP FEARERRE A Subscriber Private Key and Certificate Usage

WP R BEIEA CP #UE 1 B FI G I A AL AIE S, X T2 4k, AT T
ERMZL, TP MABIFFIANE LI NE . XTI UESS, HAVH AT T3 R X R A
IS BT AR o AR RS S P A b S W R ) P 28 4 A (eSO
TRHE BRI AN, X B A T s e 25 .

Subscribers can only use the private key and certificate in the CP specified range of applications. For the
signature certificate, the private key can be used for the signature of a message. The subscriber should
well know and confirm the signature content. For the encryption certificate, the private key can be used to
decrypt the information which uses the corresponding public key to encrypt. After the certificate expires or
is revoked, the subscriber must stop using the certificate’s corresponding private key.

45.2. I AHFER KR Relying Party Public Key and Certificate Usage

BB I ENIN ST A ME R A, A S5 REAT LU AR Ak

When the relying party have receives the message with digital signature, the party has the obligation to
carry out the following operations to confirm:

1. SRIGECFE LN N HUE T S ASAT 5

1. Obtain digital signature’s corresponding certificate and trust chain.

2. HRINZZ L XT MR H 2 H GDCA Figs ks

2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.

3. T A ) CRL 5% OCSP i\ %2542 X N AAIE 542 75 4% 4 s

3. Confirm whether the signature corresponding certificate has been revoked by querying the CRL or
OCSP.

4. PR AR IE O A4
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4. Certificate usage is suitable for the corresponding signature.

5. fEHHES BRI AHRIERE 4
5. Use certificate’s public key to verify the signature.
PLEARA— AR, WA SHEIR A A E S
If the above conditions are not met, relying party has the responsibility to refuse to sign information.
SRS Tt BB NN AR R A2 TN, AUl i 2 R AR SRS 52 T (RIS,
SRJE A FHEDS R AP R BN . MO RO NI 5 IE RN #8158 — R AR S 27 .

When the relying party needs to send an encrypted message to the receiving party, the party must first
obtain the encryption certificate of receiving party through proper channels, and then encrypt the
information using public key of the certificate. The relying party should send the encryption certificate and
encrypted information to receiving party.

4.6. MEHTEH Certificate Renewal

WEF B TR EA SORIE B R 2 A B AEAE BB T, RIT P8R —KEnE
:Fg o
Certificate renewal is the issuance of a new certificate to the subscriber without changing the public key or
any other information in the certificate.

4.6.1. EBEHBITE Circumstances for Certificate Renewal

FEAMIE AR HA R0, £/ MTFEB2IHE 30 KA EFIME 30 RN, Wil 1
EMHE B A A, 1T A5 GDCA UE TS AR 45 M3t 5 3] GDCA FIEM LAY HEIE 3
e

Each certificate has its valid period. If the registration information of subscriber has not been changed in
the period of 30 days before the expiration date or 30 days after the expiration date, the subscriber can
access the GDCA Certificate Services Website or GDCA Registration Authority for certificate renewal
application.

4.6.2. B RIEHEH LR Who May Request Renewal

1 SRAIE 5 S T (R SR 9T

The entity who requests certificate updated is the subscriber of the certificate.
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4.6.3. ALFEEH 5 HT1E R Processing Certificate Renewal Requests

PR SR, AR AR AR R IAIE . S0l B RUEF . X I 96 IR %5 5]
RN WIROVTIE

For certificate renewal, its process includes application and verification, identification, and issuance of the
certificate. The verification and authentication of application shall be based on the following:

1. A IJEEB AL H il GDCA sk
1. The original certificate of subscriber is exist and issued by GDCA

2. BOUENES SR SR AEVE AT IR Y +
2. Validate the certificate update request is in validity period.

3. HEFEIENME BT B %
3. Identity verification based on the original registration information.

FE LA LSS UEAT 55 )85 5 GDCA A Al it #E R K k45
GDCA can issue certificate only all the verification and identification above are passed.

TP ] A £ — i f AT AR TE TS FRVS AR BEAT UE TS S0, $ RIS S e A5 H
AN G UEWI SR GDCA FEARAR[O0 T H PR IX AP AU UE S FR 335 R4 90 05 3 D9 i+ ST i
HIEFIPISHEDE

When the certificate is updated, subscribers can use the original private key to sign the update request,
and GDCA will verify and identify the validity, legality and uniqueness of subscriber’s signature and public
key, user information of the update request.

4.6.4. BHRIT PIREPRIER

Notification of New Certificate Issuance to Subscriber

[F A< CP 4.3.2.

See CP $4.3.2

4.6.5. ¥ R 2% B UE R AT N

Conduct Constituting Acceptance of a Renewal Certificate

[F A CP4.4.1,

See CP $4.4.1
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4.6.6. CA XTEFHEFH K & AG Publication of the Renewal Certificate by the CA

[F]A~ CP 4.4.2.

See CP $4.4.2

4.6.7. CA B A SARIE BRI R

Notification of Certificate Issuance by the CA to Other Entities

[F] 4~ CP 4.4.3.

See CP $4.4.3

4.7. UEHEHEF Certificate Rekey

UEH R P17 7 B A 2 5 2 A B X R B I FRE R A PR K — AN EIE TS .
Certificate Rekey refers to generate a new key and request to issue a new certificate for the new public

key by the subscriber or other participants.

47.1. FBZEHAEHRIETE Circumstances for Certificate Rekey

GDCA HJE+ 3% 8 S A EA R T L M E I -
GDCA certificate Re-key including but not limited to the following circumstances:
1. UEBAEHMEER T A IE
1. Revocation certificate due to private key leakage.
2. UEF R
2. The certificate expires.
3. UEFE B
3. The certificate key expires.

4. FETEOR. BURZ4RRF, GDCA ZRIEF#HIH ¥

4. GDCArequires certificate key update based on the security reasons of technology and policy.
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4.7.2. B SR E 5 240 58 3% H Sk

Who May Request Certification of a New Public Key

T SRAE 1 8 TS S A ONE T

The entity who requests re-key is the certificate subscriber.

4.7.3. ALBEE 95 4H B BT1E K Processing Certificate Rekeying Requests

[A]4% CP 4.6.3.

See CP $4.6.3.

4.7.4. BRIT PIREPBRIZR

Notification of New Certificate Issuance to Subscriber

[F]4< CP 4.3.2,

See CP $4.3.2.

4.7.5. W 2 B EFE BTN

Conduct Constituting Acceptance of a Rekeyed Certificate

[Fl4A< CP 4.4.1.

See CP $4.4.1.

4.7.6. CA X HHABEFIEH R R

Publication of the Rekeyed Certificate by the CA

[FIA< CP 4.4.2.

See CP $4.4.2.
A TEHTIE TS RIAE 24 /NI R A

Re-Keyed Certificate must be published within 24 hours.
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4.717. CA B HAR AR UE B K

Notification of Certificate Issuance by the CA to Other Entities

[F]4x CP4.4.3.,

See CP $4.4.3.

4.8. JEHATE Certificate Modification

4.8.1. IERA T H1ETE Circumstances for Certificate Modification

WAL PRI B REBCE, 1511 GDCA HRHNE .

If the registered information which subscriber provide is changed, the subscriber has the obligation to
report certificate modification for the GDCA.

ARAES R B 15 B AL S AT RERZ AT P BUR] LS5 I 23g, AT P A RE R IE T A2 &,
HEEMAZIES, R EBHEIES.

If information contained in the certificate changes that may affect the rights and obligations of subscribers.
The subscriber cannot apply for the certificate change, and he/she can only revoke the certificate then
apply for a new certificate again.

UES AL 5[ B AL P R I A (KRR . 26 R — U

Both of the procedure and conditions of the certificate application and modification is the same.

4.8.2. BRIEHEZRE RS2k Who May Request Certificate Modification

HESRAE 1548 ISP NE 53T 7

The entity who requests the certificate modification is the subscriber of the certificate.

4.8.3. MFIEPARTEIER Processing Certificate Modification Requests
E 578 B % BRIk B UE B LS R AT AR B, [RI A CP 3.2,

The certificate modification is processed following the registration procedures where the first application
for a certificate, see CP 3.2.
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4.8.4. BHAT PIREPRIZR

Notification of New Certificate Issuance to Subscriber

[Fl4~ CP 4.3.2,

See CP $4.3.2

4.8.5. WREZZEIEBRAT N

Conduct Constituting Acceptance of Modified Certificate

[Fl4< CP 4.4.1.

See CP $4.4.1

4.8.6. CA XA EIEFH K & A Publication of the Modified Certificate by the CA

[FA CP4.4.2,

See CP $4.4.2

4.8.7. CA B AL AR IER IR

Notification of Certificate Issuance by the CA to Other Entities

[Fl 4 CP 4.4.3.

See CP $4.4.3

49. IEP B Certificate Revocation and Suspension
4.9.1. IEH RS KB Circumstances for Revocation
RAETHIEL, 1T UEF DL -

If the following circumstances occur, GDCA can revoke the certificate:

1 RBAKE . B REFBUNM AL E 2 2 Eh

1. The private key is stolen, tampering, unauthorized disclosed as well as being threated by other

security incidents.

2. WKk IA CPAUE K EEIN T,
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2. Subscribers violated important responsibilities regulated by CP.
3. W/ ES R MK,
3. Subscribers actively request the revocation of certificates.
4. GDCA IV I E FE I SR A AR AR AN 5k
4. GDCA found the proof material provided by subscriber at the time of application is not real.

5. ATURBEEATII N R R 5T, QAT 7 ARAL IS NIE A5 AR 55 9%

5. Subscriber fails to conduct obligations specified in subscriber agreements such as not paying
certificate service fees in time.

KATFHIETE, W T GDCAEF RS R4 MIESS, #lan CAL RA. ZH e e
MR%s Ak CELFEIRSS RGBS E) R MESS, ) LIRS

1. CA 5RA. ZHL ST PN A b B KA R

2. UETAAEHR AR e A VB B MRS R A e A AR

3. HMTEMMTE.

If the following circumstances occur, for the certificates using in GDCA certificate service system, such as
certificate using in CA, RA, RAT or other services entities (including equipment using certificate in service
system), GDCA can revoke the certificate:

1. Agreement between GDCA and RA, RAT has changed or stopped.
2. The private key of the certificate has security damage or is suspected with security damage.
3. The need of management.
UEFST P R R Bl MRAEIE T ALV 22 4 R AR BT, R RV AN CA HEAT A . 4T SSL
MR %% 3 UESS, A L TR —BE LIS, M7 IR AR
1. CA WU ARG ANTE S, b He g4 Jk . I ML & 292
1h%;
2. CA HUMAREN— AN BCAIE P A R A TE— MR VEYE 1R 5 88 4
3. CA HUMH TIEFFERA IEAT, I HARZHH M CA SRAL A UE 1 SRR
4. CA ZRIETIIACH CJmis sk gy s &k, Bk CA CE I %eHE, 4kstgid
CRL/OCSP;
5. UEFIIHEIAR P AR B 2 i 1 Xk L R A P I P BRI T AN P 3 52 1) XU

If certificate subscribers discover or suspect the security of private key of the certificate has been
damaged, they shall immediately notify GDCA to revoke the certificate. For the SSL server certificate, if
the following one or several cases have occurred, GDCA also need to carry out the certificate revocation:

1. Domain name that CA knows is no longer valid, such as the domain name has been judged by the
court, domain name registration agency contract termination, etc.
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2. GDCA knew a wildcard certificate was used for a fraudulent misrepresentation sub domain
name.

3. GDCA terminates the operation for some reasons and doesn’t arrange other CA to provide for
supporting operation of revocation certificates.

4. Unless GDCA make special arrangements, GDCA will continue to maintain CRL/OCSP, under
the circumstance of that GDCA's right to issue certificate has been expired, revoked or
terminated.

5. Technical content or format of certificate causes unacceptable risk for application software
vendor or relying party.

4.9.2. BERIEH B4 HISZ4E Who Can Request Revocation

PATR SR AT L SR /8 — ST e
The following entities can request revocation of subscriber certificate:
1. GDCA EEMALE A LUK A CP § 4.9.1 BSR4 — T Pk

1. GDCA or Registration Authority can revoke one subscriber certificate based on the requirements of
this CP § 4.9.1.

2. XFANES, ETA UG R BARATE S NIES;

2. For individual certificate, certificate subscribers can make a request to revoke their own individual
certificates.

3. XFHUIESS, HANURSEAIAARA BT R M D228 Rk 48 iU IR ;

3. For organization certificate, only representative authorized by this organization has the right to make
a request to revoke certificate which has been issued to this organization.

4. MFBRARUEAS, A B RIS ARAT BT K A8 D228 R IES;

4.  For equipment certificate, only representative authorized by this organization who has the equipment
has the right to make a request to revoke certificate which has been issued to this organization.

5. VABE. BUNEEMITRHEA AR T AT DKL AR T P ks

5. The court, government departments and other public power department can revoke subscriber
certificate in accordance with the law.

HA GDCA ] L RIE B 7 CA iEH.

Only GDCA can revoke root certificate or Subordinate CA certificate.
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4.9.3. IEH R8I R AL FERFF Procedure for Revocation Request

493.1. T iR B45iEFH The subscriber actively proposed to revocation application.

L AT AE MU SR A i1y 41 FROE R AN S O e AT RE, R B 35 B 7 41 D A

1. Subscriber submits revocation application form and identification material to registration authority
and indicates revocation reason.

2. VEMIHURAI A SIZE I 7 4 SR 10 S 473 M0 B L A O 2 1

2. Registration Authority verifies the identity of entities applying for revocation and the appropriateness
of revocation reasons.

3. VEMAUE A B s RIEACZ GDCA, B GDCA e M.

3. RA submits application form of revocation to GDCA and GDCA completes the revocation operation.

4.93.2. VT P gk eaE) B4AYUE The subscriber is forced to revoke the certificate

1. 4 GDCA ByEMAUA 785 EE i 65 A CP84.9.1 i I e i, ] Ji st Py S ff
5E HAUFE T AHE T

1. When GDCA or RA has sufficient reasons to confirm that circumstances described in CP$4.9.1 have
occurred, they can revoke subscriber certificates through determined internal processes.

2. GDCA M ke, WiddEsrrr, SfEE T, Bib. AR, SHT
JUUE A A A A
2. After the certificate revocation, GDCA or RA will use appropriate ways, including email, phone, and

fax to notify the final subscriber that the certificate has been revoked and the reason why it is
revoked.

49.4. A TE R K 5 FR ¥ Revocation Request Grace Period

R SR I T e B Y IR S T, R AR S SR U A LM % A Y S A BE 8 /NS
PG o FUAh 7 B 5 DAL B T SR UE AR B 48 /N Py i

If key exposure occurs or suspected occurs, revocation request must be submitted in finding leakage or
leakage suspicion within 8 hours after key exposure or suspected exposure is found. Revocation
requirements caused by other reasons must be made in within 48 hours.
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4.9.5, CA Ab3 7 8515 R BB FR

Time Within Which CA Must Process the Revocation Request

GDCA H 3 i1 K 2 72 il i B 2 18] I TRI R SHIRR - ANSHEERE 24 AN/

The cycle of GDCA processes revocation request is no more than 24 hours.

4.9.6. BT REES B NER

Revocation Checking Requirements for Relying Parties

WRHT AEMAR— MIEFS AT 20 & ) GDCA KA CRL S AEAT I TS AR A IE A 52 75 4 )
.

Relying parties must check the CRL published by GDCA before trusting a certificate to if the certificate is
revoked.

4.9.7. CRL RAA#iZE CRL Issuance Frequency

GDCA ZE I R AT s FUEFS A AR . 31T kS, R4S i A 51132 S8 (R I Th) () g
ARG 24 /Mo XEFT CA EF, AR 3 NHBERMAAT I, XTAR CA k4, 2
IEFEEAAT— Ko

Certificate renovation list (CRL) must be issued by GDCA periodically. For subscriber certificates, CRL
shall be issued and published every 24 hours. CRL for Subordinate CA certificates shall be issued and
published at least quarterly. CRL for root CA certificates must be published annually.

4.9.8. CRL R AR I8 A J5 B 18] Maximum Latency for CRLs

—MIER B ME B e R AR CRL L5 I TAIANREE IS 24 /NI

A revoked certificate will be added to CRL within 24 hours.

4.9.9. ELRAE AT H#: Online Revocation/Status Checking Availability

GDCA Z BEiE R TEL B IRS: (OCSP), DA 72 4 (RIS B3R ey P S FH A P

GDCA must provide OCSP services for application with high security requirements.
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49.10. FELREEWER Online Revocation Checking Requirements

Xt A PR EOR R T B g A B HEAT B 0 400 5B N, AR AE A — A
UEF AT AUE I TE RS E L SR A ZIE B AR .

Relying party must confirm the state of certificate via OCSP before trusting the certificate for the
applications that require high security level and fully rely on the certificate to authentication and
authorization.

49.11. BHEENHEMEAER

Other Forms of Revocation Advertisements Available

%7 CRL. OCSP 4, GDCA m] L3R a5 SR HA R AT, (HIXAE DL

GDCA can but does not have to provide other methods of the revocation information dissemination
except for CRL and OCSP.

49.12. HHABERIEHESR Special Requirements related to Key Compromise

RS CP$4.9.1 MUE TGS, HiT /7 BE MU FIEAS 5 9 32 B & B, ML
GDCA 2 HiEH MAHiIE K. IR CA KJ#H (IR CA BT CA HH) ZagHi® Bl M EEH
WE, DOZAE G EAY AP & 07 20 @ R 7 RRT .

Except for the case described in CP $4.9.1, when certificate key of subscriber or RA has security
damages, certificate revocation request should be made to GDCA immediately. If CA key (root CA or
Subordinate CA key) is compromised or may have been compromised, subscriber and relying party shall
be notified by reasonable means timely.

49.13. EPEHERERE Circumstances for Suspension

GDCA A FFIE T

GDCA does not support certificate suspension.

49.14. HERIEPHERLSLAE Who Can Request Suspension

GDCA A SZFHIE .

GDCA does not support certificate suspension.
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49.15.  HBERIERKIFERF Procedure for Suspension Request

GDCA A SZFRIE .

GDCA does not support certificate suspension.

4.9.16.  HEAIIFRFRH] Limits on Suspension Period

GDCA ASCHAEF .

GDCA does not support certificate suspension.

4.10. IEFIREPRS Certificate Status Services

410.1.  BAERFE Operational Characteristics

ITAA[ U@L CRL. LDAP H 3RS OCSP B fiF ks, ik 7 RNEniE RS RS

S22 S SR BE R S I (8] A0 A Ab B g

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate state services
described above should have reasonable response time and concurrency process capability for query

request.

410.2.  BR%ATHME Service Availability

UEFRA R S5 2 AURAIE 7X24 /N AT A o

Certificate Status Services must be available in 24 x 7 hours.

4.10.3.  FIERFE Operational Features

TERE o

No stipulation.

4.11. ITWYZ5 R End of Subscription

VPSR AU TR R AT AT AT N IE SRAE R

The following circumstances of certificates indicate that the subscriber’s subscribing behavior has

formally terminated:
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1. R B S B AT T
1. The certificate is not renewed after the expiration.
2. U EIIETH M.

2. The certificate is revoked before the expiration.

4.12. HHAFEE 5K E Key Escrow and Recovery

4121. EHREERENEKRETH

Key Escrow and Recovery Policy and Practices

UES T 7 N s Y  GDCA AT P 1) AR s U B D B AR G TR R
PEHAPOIATER . ZIEHIT YO TREIR RN # P, "TLLE GDCA $2 i gk = m
WHEY], GDCA LM RARHEH P LIOINE. WAL, BT PRI, il P IR
s 5 .

The certificate subscriber's encryption key pair which is applied for by GDCA on behalf of the subscriber is
generated and also managed by Guangdong key management center. When the certificate subscriber
needs to recover the encryption key, the subscriber should apply to GDCA for recovery. GDCA will accept
the subscriber's application and help the subscriber recover his or her encryption key according to the
corresponding rules and procedure of Guangdong Electronic Key Management Center.

HERAT P22 % AR T P BATRE, GDCA A2 P2 % HIFEEAIKE .

Subscribers shall keep signing key pairs by themselves. GDCA does not provide the key escrow and

recovery services for subscribers' signing key pairs.

4.122. SEFBFHANHEESKERNRESITN

Session Key Encapsulation and Recovery Policy and Practices

R R FIR AL AEE T HORBPR Y, B EREE RN A=
WE PN, B2 N E QR E IR R 218w

The session key is packaged in digital envelope using asymmetric algorithm. The digital envelope is to
encrypt the session key using information recipient's public key, then the recipient can use their own
private key to decrypt and recovery the session key.
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5. INEHUM B & B BRAEI

Facility, Management, and Operational Controls

5.1. #IE#EH] Physical Controls
5.1.1. Hfr B 585 Site Location and Construction

GDCA bl 2 D Re 1200 %0 X IS5 IX L B HLIX , #EX . ALK A X
120 DX — > P R L = o JLFe AR /N L BT 74 LR, LA TOE, B HCR F JE 2D 2mm
I FLAAAR MBSO JSEEE DY 3mm (7 SLAWAR . #7495 T 200 CO2 fRIIE . BRI S (1R
A RMIIBTF N BRI T BUR SRl ] 38 XU 2 257 i 2 AR P B e o R X8
T YIRS S R R VB AR o« AP TUOR S BRI B R A L AU B A0 X

According to the functions of GDCA central area, it consists of core area, service area, management area,
operation area, public area. The core area is a high-performance electromagnetic shielding room. Its shell
is made of six sides of high quality cold-rolled steel plate. The roof and wall panel is made of cold-rolled
steel plate with thickness of 2 mm. The floor is made of cold-rolled steel sheet with thickness of 3 mm.
Welding process is CO2 protection welding. Glass is thickened and bulletproof with metal mesh added on
it. Shielding door is manual locked. Vent is configured with honeycomb type ventilation duct shielding
room window according to the specifications of the shielding room. Power filter is single phase
high-performance low leakage filter. Safe with confidential information stored must be placed in the core
area.

5.1.2. WYIET R3] Physical Access

BN 2 A R AT NI T E S S . BRI, AT R AR H R — AN B
LR NER AT . GDCA ] CPS W ZiUR #5145 | 34T LR A K L E

The activities of accessing to each physical security layer shall be recorded, audited and controlled in
order to ensure that all above activities of certain person have been authorized. GDCA CPS must define
detailed rules for physical access control.

5.1.3. 1,77 52%4 Power and Air Conditioning

GDCA M5 MNA %4 AR Rt s I &R 48, LA IR RRSEAN 8] B (0 /8
R Ak, IEREANE T ARG B ARG HE S GO T A
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The computer room of GDCA shall be equipped with secure and reliable electric power system and
electric backup system to ensure continuous, uninterrupted access to electric power. In addition, these
systems shall have temperature and relative humidity of special air-conditioning system and wind system
control operation facilities.

5.1.4. Bi7K Water Exposures

GDCA HLpi NA R I THEORTE E, Bk Bl KRI L, IFRENs 72 BN /K I i R
JEE LI N IR ZK R NAIE 2R B8 (R 5

The computer room of GDCA should have specialized technical measures to prevent and detect leaks,
and be able to reduce the influence of leakage on the certification system to the maximum extent.

5.1.5. KRB Fire Prevention and Protection

GDCA ML BRI Tt I 1l 5 AR L R 3 AT BR AN B L JCOR IR A A, IX e KR B
I AT = B B T e AR

The room of GDCA should take preventive measures, and formulate the corresponding program to
eliminate and prevent the occurrence of the fire. These measures shall meet local applicable safety
regulations.

5.1.6. A RFEIX Media Storage

XTS5 A TRV P SE 2 Bk Bk Bl Bl B B, B
B R AR A A5 K 22 4 oK, JF HOESL ™ A R OR3P T B LAB IE XA B R S5 B A8 AT DT 1]

GDCA meets the security requirements for media storage, including fire-proof, water-proof,
earthquake-proof,  moisture-proof,  corrosion-proof,  pest-proof, static-proof, electromagnetic
radiation-proof, etc. Meanwhile, GDCA takes strict measures to prevent the media from unauthorized use
and access.

5.1.7. YA Waste Disposal

2 GDCA fF RS IR KA AR R AP 75 B A A IR IS e RS Tt AH 55, At
SRICVEWE o 0w AIAE IR JE A A A AR A IR A B A ARl i o r SR I R 5
R HAT IR I AT PO B A 5L

The written documents and materials of GDCA should be destroyed when they are no longer needed or
exceeded the expiration date, and must not be recovered. Cryptographic devices and media with
sensitive information should be initialized and sanitized by using manufacturer’s method before disposal.
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5.1.8. S Ay Off-Site Backup

GDCA 3L 1 st Bdla 4ty hote, A& TTIER AR OB R G it . o T H S A AL
il ABURAS B AT A S

GDCA has established a remote data backup center. It backups the core system data, audit log data and
other sensitive information by the specialized software at off-site location in real-time.

5.2. FEFF#EH| Procedural Controls

5.2.1. H{E A Trusted Roles

£ GDCA S M T IEAR ST RE T, REMA BT EHGER Ak (] & BT 4
SV PR BRI HRA #5 GDCA MM WIS Mt X 46 0 N A0 4 -

In the process of electronic authentication service provided by GDCA, a person who can essentially affect
the processes of certificate issuance, usage, management and revocation, and other related positions
which are involved in key operation is considered as trusted roles. The trusted roles include:

1. MBS IR BN

1. Administrator of key and password devices.
2. RGUEHAN;

2. System administrator.
3. wAeWIF AR,

3. Security auditor.

4. PSS RO RN

4. Business administrator and business operator.

5.2.2. TS FER AL Number of Persons Required per Task

GDCA NLAEFL A 35 FIE o BT 55 BEAT A 2], IR Z D AlE Ak AS 556 W
— LRSS

GDCA should strictly control key task for specific business specification to ensure that various trusted
roles jointly participate in completeness of some sensitive tasks:

1 EPAMEE R B EAE: &2 5 A al{E N R 3 ML A e ks
2. IERBEARGH)EGHERME: FHEINRGEHA AT 2 rE N SAIEFTE R

3. WIRMZERIES: T2 2 DAE NI FETE K.
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1. For operation and storage of the key cryptographic equipment, it requires at least three of five trusted
personnel to operate.

2. For background operation of the certificate issuance system, it requires at least two of three trusted
personnel to operate.

3. For review and issuance of the certificate, it requires two trusted personnel to operate.

5.2.3. FA A AR5 XS] Identification and Authentication for Each Role

XA A G ARG, AT A R AR, A DR L RE U AL T A L
TEER BT IR . SUEFE 7 7E GDCA N S FH A B 4% 191 R R A

All serving officers who undertake trusted roles must be identified and authenticated strictly to ensure that
they can meet the requirements of their jobs. The identification procedure is given in the GDCA personnel
management regulations.

5.2.4. FERT 2 EIF A Roles Requiring Separation of Duties

PRSI E, AR D NE T PRI A, A REREAE S — R e ARE
fith. @ EIRTT BN M S AR T

Segregation of duties means a person who plays a specific role cannot be the person who plays
another specific role. Roles requiring segregation of duties include but not limit to:

1. UEFkgs 2B
WE58k CRL 22k
R TREE 49
CA P&
LA

o r w D>

1. The acceptance of the certificate businesses
2. The issuance of certificates or CRLs

3. System Engineering and Maintenance

4. CAkey management

5. Security auditing
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5.3. AR Personnel Controls

5.3.1. . EFAEAHER

Qualifications, Experience, and Clearance Requirements

GDCA X 7K HH AT & F1 1) TAE N 52 B BEA 2R A T

H& RIFHIAE S TS 5

WAy E R B, IR GDCA Mgt — % JE B
5 GDCA A R Z A E MM R e i B
HARGFHIDNE S BIRU NIRRT TS
H& RIFHI BRI VERS 1

B IL .

o g A~ w DN

The qualification requirements of person who undertakes trusted role in GDCA are as follows:
1. Good social and working background.

2. Complying with state’s laws and regulations. Obeying GDCA's unified arrangement and
management.

3. Complying with the GDCA related security management norms, regulations and specifications.
4. Having good personalities and working attitudes, with good working experience.
5. Awell team player.

6. Noillegal and criminal records.

GDCA ZR7E 5 M i) N 51 2D b R4 B P A HLSORt TAR RO H o2 CA
AT EHIRTAE. ERAT I E R IRIC K

A person required by GDCA as trusted role personnel must have loyalty, trustworthy and dedicated to
work, without other part-time work that affects CA daily operation, no major bad records of this industry
and etc.

5.3.2. B E A& Background Check Procedures

GDCA 56 RMBUM I A BN E1E, 5ER nl{E T S

GDCA can collaborate with governments and investigation organizations to complete background review
for the trusted roles.

PP Bl 45 B3 AT B RN R A 3 DR APl R S R T e R E . WRiEED
N FEARR A A AT A
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All employees who are trusted or apply for should have a written consent that they must go through a
background investigation. Background review including: basic review and full review.

BEAWEQR TR, PR, #E, XK RE.
Basic review includes reviews about work experience, job recommendation, education and social relation.

SR AR S A AT H SNSRI AR LR, R AN 2T,

Full review includes reviews about criminal records, social relation and social security besides basic
review.

AT 45 -

a)  AFHIITGIT IS A A NBRT DU . SR EE W Rk B st
WAEFS . SEAAE S BEHAIE B B Uil S S IR .

by ANFHET S G, FeR. W, EVETE 00 HAR AR F St g7 4 5E

c) MAHITELIIAHEZ. HEWE. HRFRET g %R,

d) 4%, GDCA 5H LA RE ML, LAR G TAVFMFE CA IEFIRSS HIFTA &
EAHURE R . [FIE, GDCA I&¥f i AR 1 N D3 B & 4% % T AR AH A A
FEIOTERRN ST B 5 5%, DU B % RRR B0 IX 80 N 5% 10 v {5 A B R0 T A i

The review procedure includes:

a) The personnel department is responsible for confirming candidate’s personal information.
Candidates should provide the following information: resume, the highest degree graduation
certificate, degree certificate, qualification certificate and identity card and other related valid
certificates.

b) The personnel department identifies the authenticity of the information provided by candidates
through telephone, correspondence, network, visits and other forms.

c) The personnel department checks candidates through on-site assessment, daily observation,
situational test and other methods.

d) After the review, GDCA signs a confidential agreement with employee in order to restrain employee
not to reveal any confidential and sensitive information of CA certificate services. At the same time,
GDCA will also be in accordance with the relevant organization regulations of personnel
management and make job examination on in-service staffs who afford trusted role, so as to
continuously validate these employees’ confidence degree and working ability.

5.3.3. BEYIESK Training Requirements

N T AE G T REMEREAR AT, 75 200 5 b AT o B0 B AT B IR AR iR I, DASE &
F0 A2 AR BT N B ESR . BN AAZ BAEEAR T LT N A

In order to make the employees to competent at his/her jobs, necessary pre-training and re-training for
employees to meet the requirements of the job positions.
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1. GDCA 7 iIEF s A 7 IA IR 55 MR
1. CP and CPS issued by GDCA.
2. PKI AR,
2. PKI basic knowledge.
3. W TRRIENAHRIEENE RN
3. Electronic Signature Law of the People's Republic of China related laws and regulations.
4. GDCAIZEMZR . BORK A 245 P
4. GDCA operation system, technology system and security management system.
5. LAREASTAI G L1 A

5. Working responsibility and job description.

5.3.4. BEVIBERZER Retraining Frequency and Requirements

GDCA AR s B HER I, AORIIE B 5 A7 ) 3 S INAE & P AL 7K, R M e 1l
H TR

GDCA should arrange for continuous re-training for employees at important positions regularly to ensure
employees can meet their job requirements and complete their jobs more smoothly.

5.3.5. TAE R Srdt 8 I A F Job Rotation Frequency and Sequence

GDCA A8 %2 4=/ PR SAEM Hh) 5E AE MR N 53 1) A B S 6 o] SOV AT Y o

Job rotation cycle and the sequence of GDCA serving officer will be based on organization security
management strategy.

5.3.6. REBRUTNE AT Sanctions for Unauthorized Actions

GDCA NS IFYE — B E BN, WREBUT NEATIE LAY, AR 1Ly
hE RS WETAERA. T, MPEE . IRCANENIM AT 3 IR T AT 9N 2 4
EVEENEIE R .

GDCA shall establish and maintain a set of measures for the administration, including termination of labor
contracts, position removing, fines, criticism and education, submitting to Judiciary for processing, etc., to
appropriately discipline the personnel unauthorized activities. Above discipline activities should comply
with laws and regulations.
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5.3.7. AT A2 ANHIESR Independent Contractor Requirements

St A& T GDCA B PI#B TAEAGL, {HM 3 GDCA 5545 K TAE R Wl 55 53 ScHLA
Pk N BB REEISI A2 N, GDCA 4 —2Kan T
1 ANRARIRM & EEH,
2. BA LD EMOLS TAELR:
3. GDCA #HEG— b BT RF IR LAE - K AR, BRI 285 {E AR T GDCA UE TS
e W PRI S W

For persons who do not belong to the GDCA but participate in the relevant works for GDCA businesses,
such as business personnel of business branch organization, management personnel and other
independent contractors, GDCA has requirements are as follows:

1. Record management of personnel profiles
2. With more than 1 year relevant work experience

3. GDCA provides unified training and retraining, includes but not limited to the GDCA certificate
acceptance rules and electronic certification business rules.

5.3.8. RALS A 5 B S0 Documentation Supplied to Personnel

GDCA $ b4y PN 3 LIS RS R YA R 5 53 1 TARR RS o

Documents provided to internal employees by GDCA include training documents and related personnel
working documents.

5.4. ®HIHCRFERF Audit Logging Procedures

5.4.1. EFEHIZRE Types of Events Recorded

CA 1 RA LAUETHIBAT RGAKMFE. Xidsk, LR FIERSH ARG H
R, #ZEE LR E R
1. FRAER H AN E]
WP
IEESIEEE
RS IRIR 5
Re LIRS

o ~ w D

All major security incidents occurred in GDCA will be logged with the time-stamp and recorded in the audit
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trail records automatically. Regardless of manual or automatic generation, these records should contain

the following information:

1.

2.

The date and time of the event
Sequence number for the record
Type of record

Record source

Event recording entity

GDCA R AR EAR T

1. CA#WAEmBEMNIE RN, O CABPAER. &0 A, S, R, M
B AR, AR AR SE

2. EMBLEA N E R, iRl 2 WL Ban. . 4
%;

3. UL HIEEME, BT PTG S HRIEERAL. BIFEERIE. B
SIGAE SO DR 4755 5

4. AEPEdrFIAREBEECE, BARIEBIEIE. dE . NS Raiges
fF, A IR CA RENTES, T CA RGMLE AR Fl &
Vil A, T RGOS ARRAR T 1 R v A, 24 BUR I SR EAE S
B SEUMER, RSB BTSRRI AR

5. Bk EEANEG tH a T R 2 e g

6. ARGRIFFM, WRHAGEIINKH, REGPREIE. WER, BB

7. ANENUBERERI DT 1), RSN Gt HAAEN U B AR AN S22t A ER LAY
B K 7 [ N2 2 A el B0 (X D7 17 5

8. AIMEANGVEENCS, BAEMZBIRIIIKS FIFIds, REPRIETE. 28, Gl
CITERTE I NIAY G A

These events include but not limited to:

1.

Management events in key’s life cycle, including generation, backup, storage, recovery, usage,
revocation, archiving, destruction, private key leakage, etc.

Management events in cryptography device’s life cycle, including receiving, installation,
uninstallation, activation, usage, repair, etc. for equipment.

The certificate application events, including the subscriber accept subscriber’'s agreement, the
applied company, application data verification, application and validation data preservation, etc.

Management events of certificate life cycle, including application, approval, update, revocation, etc.
System security events including: successful or unsuccessful access attempts for CA system,
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unauthorized access attempts for CA system network and files, operation (read, write or delete, etc.)
for restricted and sensitive documents or records, system crash, hardware failures and other
abnormal events.

5. Security events recorded via firewalls and routers.

6. System operating events, including startup and shutdown, creation or deletion of permission,
configuration or modification of password.

7. Access to CA facilities, including the access of authorized or unauthorized personnel and attendants,
and the access to security storage facilities.

8. Management record of trusted roles and personnel, including network account application, system
permission application, modification, and creation, and the changes of personnel status.

5.4.2. K H EKISE Frequency of Processing Log

GDCA Mgt s ih H b, DME R ) 2 e BRI, 0 R B 2 e R AL
iEINAIOEL i

All the audit logs should be checked by GDCA regularly in order to discover the significant security and
operation events and take corresponding measures.

5.4.3. #HiHH Z R E IR Retention Period for Audit Log

GDCA 251 % ¥ AR A7 i TMEAR S5 1 s TH 0 A&, DRAFIIBR M 72 A2 AE R AU 4.

GDCA saves electronic certification service audit logs properly. The preservation limitation period is ten
years after the date of expiration of the electronic signature certification.

5.4.4. #Hi+ H ZHIREY Protection of Audit Log

P s T, RS SREU™ A% Y EAE AR Ty R 1A, B b RPN, &
2 MRS

All the audit logs should be handled with strict physical and logical access control measures to avoid
unauthorized read, modification and deletion, etc.

5.4.5. Hit H EWEFERF Audit Log Backup Procedures

X e T H S8 NAZ S S AT FT SR, s AT 4 6

GDCA should set up and carry out the reliable system for backups of audit logs, and full backups are
performed periodically.
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5.4.6. HIHEE R 4 Audit Collection System (Internal vs. External)

TERE o

No provisions.

5.4.7. X S B FEA EARRE & Notification to Event-Causing Subject

TSR A — AR, NEE RS R IZFRN N AL

When audit record reports an event, GDCA shall notify individuals, organizations who cause this event.

5.4.8. MEFSHEPEAE Vulnerability Assessments

MRYEH TR, GDCA NEMIHEAT % A WEgaEVEAY,  JFARTE PIAL 1 RN R it

GDCA should conduct security vulnerability assessments regularly according to audit records and take
remedial measures according to assessment reports.

5.5. gAY Records Archival

5.5.1. HRSE IR Types of Records Archived

i AR LR, BR T A CP&.4.1 BUERIS, 62 W M iCSe B AT 9, A4

In addition to the records need to be archived specified by CP $5.4.1, the following records should be
archived:

1 EBHIEREE
1. Information of certificate application.

2. UEPRERGEREH A SRS

2. Supporting documents of certificate issuance.

5.5.2. IFRSE F A BE HFR Retention Period for Archive

GDCA HJH-FIAEN SN (CPS) MK & & FH K RS 10 S5 5 B8 BARR .

CPS of GDCA shall provide reasonable retention period for archive.
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5.5.3. IHR SR Protection of Archive

2368 T 3 22 P A BT A 1) U 1) 4 6 Vs DR Vs e, RO e L)l 45 N 3 Se v U5 1)
ARG, BT BRI B IRR e BT .

All archive records shall take appropriate measures to control physical and logical access so that only
trusted personnel can access records. Archive records shall be protected from the unauthorized browsing,
modifying, deleting and other illegal operations.

5.5.4. VARSI B4R FE - Archive Backup Procedures

X RGUEBIT R T AIE SR, N E I T Ay, & ST A AR

For electronic archived records generated by the systems should be backed up weekly. The backup file
should also be stored off-site.

Xt AR BORE, AN BT A, (H R EEORBU™ M AR i IR E L 5 A

For the written archiving data, they do not need to be backed up, but some strict measures need to be
taken to ensure the security.

5.5.5. C A B E K Requirements for Time-Stamping of Records

GDCA % =7 A 22 I 50N 75 5 f5 GDCA U725 4 I 18] K

The GDCA file must be created with time-stamped signed by GDCA digital signatures.

5.5.6. JFR4YCEE RSt Archive Collection System (Internal or External)

SR NLAE A BRI R4, B3 GDCA HEMHLA «

All the entities including GDCA and RA should construct internal archive collection system.

5.5.7. REMREIHNE EWER

Procedures to Obtain and Verify Archive Information

GDCA 1722 45 SR 558 1 53 0 il DR B VAR A5 S0 2 P DL FESRIGSe B R AR S
I, ZAR 2 A% DUBEAT B

Security auditors and business administrators of GDCA retain 2 copies of the GDCA file information
respectively. While obtaining the complete archived information, comparison of the 2 copies should take
place to confirm the integrity.
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5.6. 4 HE Key Changeover

£ CAEH RIS, GDCA ¥5xt CAUEHHEATHHr . R 2 CA S YIS ) Rt A oh
A CP&.3.2 il E B K AE A, A4 CA R Al LA JEU B P e T S0 . 5 )RR A
WY, BHoad i CA B, RMEER YIS AN, GDCA thn] LUl A ik
RPN X AR CATE . fE—A CA IE Rz ar, BB HELBE)E5), PR
fEIX A CA AR R TSR CA IH 35 BT B8 2 BHX 1~ e v

When the certificate of CA expires, GDCA will renew the certificate of CA. As long as CA key pair does not
exceed the maximum lifetime specified in Section 6.3.2, the certificate of CA could renew using original
key. Otherwise, new key pair shall be generated to replace the expired key pairs of certificate of CA. Also,
even in the key pair life cycle, GDCA could generate new certificate of CA by using new key pair. Before
the certificate of former level CA expires, key changeover shall be performed to ensure that the entities in
the CA system shall switch from original key pair to new key pair smoothly.

TEAE ORI CA B EFNTI, 20 A% 57 GDCA X TS FLIRIE . B 2 R = A
I, GDCA R A&OBTH) CA UEH:, JFKIWREAT AT, 1EIT  RIHUT BE s M SRIBUHT (1) CA
EF.
New CA key pair is generated according to the key management rules of GDCA strictly. While generating

new key pair, GDCA shall issue and publish the new CA certificate timely, and it shall be available for
subscriber and relying party to obtain new CA certificate.

CA EHIE BN, ZORIUEEE M IEFHE AR I

Make sure that the entire certificate chain transits smoothly in CA key changeover.

5.7. #WEHREKE Compromise and Disaster Recovery
5.7.1. HMRELAERER Incident and Compromise Handling Procedures

GDCA N 1T & F g AL BT S TALBE TGS, 0 AH S B S M40 3 AL BEAR

GDCA should make handling schemes of different kinds of accidents and handling pre-scheme of
emergency, stipulate corresponding handling procedures of accidents and damages.

5.7.2. TEILEIR. AR/ EHE R

Computing Resources, Software, and/or Data Are Corrupted

AR LT SERLBEIR . P A/ B 1R 1 S, GDCA SLEI R Zh S b BAE /Y, gy

WEL, AHE IR B TR SR
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Following corruption of computing resources, software, and/or data, GDCA shall utilize the incident and
compromise handling procedures promptly. If necessary, the disaster recovery procedures could be used.

5.7.3. SEARRVAB E AL FRFF Entity Private Key Compromise Procedures

FEMGR I NARIBUZ AR KRS IL T, GDCA K REUF 515 IR AWK S & 43 5

GDCA NIE RS A S H . S EAE R . REEH AT E;

2. RIEFRMERIMERR, #4>BA IR 5 2 A B2 5 FH L

3. W HFEIIEMA R B A EEE, HRHdE, INEHEHM CRL 7 Bk Tk
g,

4. JBFUTIN) e A P R T R B R S B A

5. WIRFEEWE NS E A IRCE SO, Nl RS APATIRE ;

6. WIRTEIKE GDCA \A5HRAE R ML E SCLF, W eh 54 —4 GDCA %4k %545 4F A
Bl 55 5 B G 6 HLE AT R

=

In the intentional, man-made or natural disaster situation, GDCA will take the following steps to restore
security environment:

1. GDCA verification system’s password is changed by the business administrator, business operators
and system administrator.

2. According to the type of disaster, some or all certificates should be revoked or re-verified later.

3. Directory data, encryption certificate and CRL are needed for recovery if the directory is unavailable
or directory with impure suspicion.

4. Timely access to security site as far as possible to restore operation reasonably

5. While restore the business administrator's configuration file, it should be done by the system
administrator.

6. While restore the GDCA business operator’s configuration file, it should be done by another GDCA
security business operator or administrator.

2 CA RAVAR M f% , GDCA JA B B K HAF N GBI Y, i R 25k Al
FRML ZGEAT IS, BUETa TR QPR EEH CA IR, R KA 1

When CA root private key has been damaged, missed, tampered or leaked, GDCA starts a major
emergency treatment process, which is assessed by GDCA Security Policy Committee and the relevant
experts to make a plan. If the CA certificate must be revoked, the following measures will be taken:

1. HRIM T FE R EEER s

1. Notify relying parties and state administrative department.

2. RAGUEPIEFPIRASRNE B
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2. Publish certificate revocation status to repositories.

3. 1#id GDCA M sl H e (5 77 sURAN KR TEEH CA UL AL BB 5

3. Publish handling notification about revoked certificates at GDCA website or by other communication
methods.

4. PEAEFRELEE, BT R RAE .

4. Generate new root private key and re-issue certificate to subscriber.

5.7.4. R S5 V5 7R 4268 17 Business Continuity Capabilities After a Disaster

GDCA TERAERMENG, NAW R U755 2687

GDCA should have the following continuity capabilities after a disaster:

1. ERATREAE I KR ML 55 R 48, w2 AL 48 /N

1. Recover business system as soon as possible, not exceeding 48 hours.

2. REMIKEEERE;

2. Recover information of customers.

3. REWSTRIEIRE JR RIS E i & % e BK,

3. Ensure the operation site meets the security requirements after recovered.

4. AWK SRS VS5 T BANE SR T 70 B EK

4. There are enough employees to operate the business and not violating segregation of duties.

5.8. CA 3¢ RA K% 1E CA or RA Termination

2 GDCA 2 HE AL 75 245 b oMb 551, A 2507 6 2 B e N R ] i 725 449250
CRRTEIRSTE HINED SR B XS IAUE LG 28 1k f DGR IR S5 IR E B R BEAT A 5%
TAE.

When GDCA and its RA need to stop their business, it shall enforce termination procedures strictly
according to “Electronic Signature Law of the People's Republic of China’, “Measures for the
Administration of Electronic Certification Services” and relevant laws and regulations.

7E GDCA #1171, 4

1. ZHRL SR A

L GDCA &1L

AN GDCA £ 1EHH G 1 S s
P NEE N

HES VRN

Kb BRAFRS SCAF I 3R s

o oA W N
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7. FEIEAEH O IR S

8. FAuE H M

9. KMFEHFMSE:

10. 4b¥E GDCA V25 B 51 A GDCA MK 55 # 4 f;
11, AL,

12, AbFRAIATAfs U SRS s

13. j#F% GDCA FHUIEH:.

Before termination, GDCA must:

1. Arrange the business to undertake
2. Draft GDCA termination statement
3. Notify the entities that are related to GDCA termination.
4.  Shut down subordinate LDAP
5. Certificate revocation
6. Treatment of archive file record
7. Termination of certificate authority service.
8.  Archive main LDAP
9.  Shutdown main LDAP.
10. Process GDCA business administrator and GDCA business operator.
11. Process encryption key.
12. Process and store sensitive documents.
13. Remove GDCA mainframe hardware
2 RA I IEIRSS I, GDCA R li 5 H AT AR < WS AT 5 b 55 7K 5 B A
fih F T

When RA terminates its services, GDCA deals with all the relevant business in accordance with the

agreements.
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6. INERGHAR %23 H] Technical Security Controls

6.1. FHANHIA RS %3 Key Pair Generation and Installation

6.1.1. X B AR Key Pair Generation

6.1.1.1. CA FHXFAE R Generation of CA Key Pair

CA B EH X FH [ 52 8 F 8 s T At v ANV Pl OB s A A . BB AE B, B, A2
F RV ROEAE FIPS140-2 bRt A OCHEE . BT FIPS140-2 ArdE I E 2 B 5% 0 E
AT RISCRE AR AL, [ SR T35 7= g AR A B EER, [RIE FIPS140-2 ARtk 2 ik
17, RIEEFKEMEHBCEVF AT FIIEREEH, BASRE mieatrss. A1
S 2R B A A 1 B R A S [ R G R 1 . AIE.

Key pair of CA is generated by the device approved and licensed by OSCCA. The generation,
management, storage, backup and recovery of the key pair shall comply with the relevant regulations of
FIPS140-2 standard. Since FIPS140-2standard is not a standard that approved and accepted by OSCCA,
for strict manage requirements of state’s cryptographic products, GDCA only takes the provisions of
FIPS140-2 under the permission of OSCCA according to the information provided by device manufacturer.
Hardware Security Module used for key generation must be authenticated and certified by OSCCA.

6.1.1.2. T P24 B AR A X Generation of Signing Key Pair

PR EYPIS P, AT [ R MR R BRI E . GDCA S 2 M2 44 %
IR AE T 2 AT DU A A B i A (21 USB Key), 1T LA FH AR A R 30 1R 2 A ASE B Car «
DA B A AR R, Web IR 55 as BOPE SR AR B R BRI RS D, RS FRE AR PE L
BT X TER 4 S NIEAS 58 4 SRHUMIESS . B b 45, Db A P A 1 S A e
AE . AERMITR, EYPID PR R TR RZAS BIRIE, GDCA ZUERIA . M55
REFIE BB S 1 A 05 ) 22 4 R A HiE I

The generation of the subscriber’s signing key pair must comply with the national laws and regulations.
GDCA supports multiple patterns to generate signing key pair. Subscriber can use a hardware
cryptogrammic module (such as USB Key) or a standard software cryptogrammic module (such as the
cryptogrammic module provided by the browser or the key generate function offered by web server
software, etc.), so subscribers can choose according to their needs. It must use the hardware
cryptographic module to generate keys for type IV individual certificate. type IV organization certificate
and equipment certificate. In any case, the security of key pair’s generation should be guaranteed; GDCA
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shall implement adequate security measures in technology, business processes and management.

S8 PSR 2 R AL Y) GDCA 1T, 6 20U PR 61 5 2 i 3l 1 S vl P o A B
LN, BIIEnENL. NE R, USB Key. IC RE&A K. 11 EEEOX R &7, R
5E 16 GDCA BHH KRG HANEZHEL, GDCA [T /7 FR AL 7T & [ 555 T 45 BEAR S L E 1
USB Key 1E 1T 1244 B 50T I A4 RIA7A 80 4%«

For all GDCA’s subscribers using hardware cryptographic modules, they have to generate signing key
pair with devices approved by OSCCA, such as cryptographic server, cryptographic card, USB Key and
IC card etc. Before the choice of these devices, subscribers should consult in advance system
compatibility and acceptance related towards GDCA. In addition GDCA provides USB keys to subscribers
as generation and storage devices of signing key pairs which are in accordance with the relevant
provisions of state cryptography management.

GDCA — A HARTT 7 A2 B 44 S XS, AR 7 151 F i 42 GDCA #it#tE, GDCA
AT RUA R BN E U AR, IF HAREA TR AEHIEIAS, SRR 08 118 i R AE 25 0 1
A PEEVEANME—E, (ER T IR s . i ER SR SR RIS B A 2K, GDCA AR
P AT 5 L 55

TEFIT P 4G R RV 22 A R SRR 55, R ARH B SR A 5T

Generally, GDCA could not provide signing key pair for subscribers, only when the deputies obtain
authorize by GDCA with application form, and generate not to hold copy of private key, making use of
effective preventive measures ensure the key pair keep safety, reliable and unique.

Certificate subscribers have the responsibilities and obligations to protect the security of private keys, and
assume the legal responsibilities as this.

6.1.1.3. T P in#E & AR A B Generation for Encryption Key Pair

GDCA i] e 2 A%t GDCA ARAT 77 Al A48 B AR B O BB AR G, P R
FARE O TE L

XfJ i1 GDCATrustAUTH R5 ROOT iiE+i. #rZ X RS # CA iE+5. GDCA TrustAUTH
E5 ROOT 25 & I Al T R AT FAETS, 1T & il P A GRS s s e w & n
B A A L A G, GDCA AT AR LT A 5 5K % B B DGR E 1Y) USB Key 1E AT
R4 BN 0 A R T o

GDCA applied for generation of encryption key pair to Guangdong key management authority on behalf of
subscriber. The encryption key pair is managed by Guangdong key management authority.

For subscriber certificate issued by intermediate certificate of GDCA TrustAUTH R5 ROOT certificate, %
Z I fR R5 4R CA certificate and GDCA TrustAUTH E5 ROOT certificate, subscriber’s key pair is generated
by his/her own server or other devices embedded key generation mechanism. GDCA does not provide
the USB Key which is in accordance with relevant provisions of the state cryptographic administration to
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subscriber as the generation and storage device of signing key pair.

6.1.2. INBEFLEAFEILLEIT P Private Key Delivery to Subscriber

F GDCA £ EF LT Fo 0 B B B s Lo I T AR B B Lt 0
AL FIAT PIm I G (TR (SR, BRI J7 20154 GDCA, J@itif45 GDCA
TEENT SRR, AT OB R R R T

GDCA summits application of encryption key to Guangdong key management authority for subscribers
and Guangdong key management authority will using digital envelope encryption technology to encrypt
private key with subscriber's communication key and send it to GDCA by data stream. Subscribers
download the private encryption key from GDCA, decode and save the key using certificate carrier.

XtF H GDCA TrustAUTH R5 ROOT #E15. %z hf 4% R5 #R CA iE+5. GDCA TrustAUTH
E5 ROOT & K It JiF B2 R BT P UE+, MV 8474 5L, GDCA AN E A G5
BT

For subscriber certificate issued by intermediate certificate of GDCA TrustAUTH R5 ROOT certificate, %i
ZIH R5 # CA certificate and GDCA TrustAUTH E5 ROOT certificate, subscriber generates private key
by himself/herself. GDCA does not need to send private key to subscriber.

6.1.3. ANFEEETERZRHH Public Key Delivery to Certificate Issuer

N T IREECED, &M RA i PKCS#10 & X HIEB2E 441 k5 B H e %
FELRIAERER, PLET R 208 AR 2% GDCA Bk, X Ui R el SO 455 75
Bl H 2 Ry, b eSERE P (SSL).

In order to obtain a digital certificate, end subscriber and RA sends certification issuance request to GDCA
electronically. The request contains public key for GDCA to issue the certificate. The request information is
encoded as PKCS#10 or other packing format with digital signature.The transmission of these requests or
file packages needs to use security protocol for protection, such as secure sockets layer protocol (SSL).

%tF B GDCA TrustAUTH R5 ROOT. %1%/t R5 R CA #iE45. GDCA TrustAUTH E5
ROOT %K HITh E T & BT A, 43T/ RA Jlid PKCS#10 #REHET %4
WoRE BB e TS mER, LTI 0B AR A4 GDCA &K .

For subscriber certificate issued by intermediate certificate of GDCA TrustAUTH R5 ROOT certificate, %
Z B4R R5 #R CA certificate and GDCA TrustAUTH E5 ROOT certificate, subscriber and RA send request
information, which contains public key, in digital form encoded as PKCS#10 or other packing format with
digital signature to GDCA for issuing certificate.
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6.1.4. CA AAFRIEL MG TT CA Public Key Delivery to Relying Parties

=

GDCA Niizilid %4 SERR A CA R PAMES T, BN aul 5 . X
5228577 3o

GDCA should use secure and reliable way to deliver CA public key to relying party, including download
from security site, face to face submission, etc.

GDCA 75 2l id H 3% kA H CA k1.

GDCA also publishes CA certificate through server directory.

6.1.5. FEHMKE Key Sizes

GDCA Y H5F) RSA ZHHK E A 1024 A8kl L, SZRFHT SM2 S8HKE N 256 7, X HFH)
ECC %K N 256 LA . W E Z A BURF 8N 5T 38K A I RS
FIER, GDCA 2524 EM.,

The length of RSA key which GDCA supports is 1024 bits or more. The recommended key length of SM2
is 256 bits and ECC is 256 bits or above. GDCA will conform to the specifications and requirements of key
length from state’s laws and regulations, government, etc.

6.16. AYSHNERNAEERE

Public Key Parameters Generation and Quality Checking

X T R A B B AR GDCA 1T 7, 23 BH 280 2 A FH I 5 AL 2 38 I HE Vv
R FIREE A B A, BNl InE . USB Key. I1C REA LG, JEi# Aix sk
B ILE BUREAIbRAE . GDCA U NIXEE W &R T P9 B IH . BRSO g & T R0
TAREREK,

Py d
2
in
R

Public key parameters of subscriber who use hardware cryptographic modules must be generated in
encryption equipment and hardware medium approved and permitted by OSCCA, such as cryptographic
server, cryptographic card, USB Key, IC card, and follow generation standards of these devices. GDCA
considers that built-in protocols, algorithms for these devices and medium have already met sufficient
level of security requirements.

MNEZHRENGE, R hiEdE

G| % R 0 A T PR o0 g % RE 4 A T 3
17, Bl el. m# . USB Key. IC R

an)
fazty
~F

o

Quality of public key parameters is also checked through the encryption equipment and hardware medium
approved and permitted by OSCCA, such as cryptographic server, cryptographic card, USB Key, IC cards.
Of course, GDCA considers that built-in protocols, algorithms for these devices and medium have already
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met sufficient level of security requirements.

6.1.7. A B B Key Usage Purposes (as per X.509 v3 Key Usage Field)

GDCA Z K [f) X.500v3 IF P& T #AMEY B, HHAZS RFC 5280 fxifE(Internet
X.509 Public Key Infrastructure Certificate and CRL Profile, May 2008) #H#F. 41 GDCA 7&H
ZERAEF I AREY RN T 7 A&, R 7 D2 Mz 48 B 1 A g Ad FH 2% 4

X.509v3certificate issued by GDCA contains key usage extension which meets the RFC 5280 (Internet
X.509 Public Key Infrastructure Certificate and CRL Profile, May 2008).If the key usage is defined in the
certificate by GDCA, the certificate subscriber must use the key according to the key usage defined.

Z WA CPT7.1.2

See CP 7.1.2.

6.2. RHARFMEILE R TR
Private Key Protection and Cryptographic Module Engineering

Controls

WAENUA A SUEE Y3 IR AR A R 1 2R & SEDUR A ) CA R % & 1T MY
SYERAEFAT PR B E R TP BT IERAH R B . MR . B BRI A

Physical, logical and process control approaches must be synthetically used to ensure the security of
CA's private keys. Subscriber agreement will require certificate subscriber to take necessary measures to
prevent the loss, leak, changes, or unauthorized use of the private key.

6.2.1. FEROFR B PRHER$EH] Cryptographic Module Standards and Controls

GDCA WA ZBUfi Y [ 52 B b A PR T AT L HEHE RO RE A 25 DB A R CAL B RETS Y
CA Al CA YIXS, IFAFREAAIE CA BB,

GDCA must use the Hardware Security Module approved and permitted by OSCCA to generate and store
the key pair of root CA, issuing CA and other CAs.

CA S HXS i [ 5 3 0 1 DAL e AT VF T e s AR B A ZE ARG, BB A7
BRI NG FIPS140-2 bRAERIAHCHE . BT FIPS140-2 A I E 2 5% S 8
UTWFT RIS RFRIARAE, [ Z00 T 3500 7 AT P R 4 BER, [K L FIPS140-2 FrifE N 2 HE3A
17, RAEE D E BBV ATIR N RG], BARSIRS) Mgt e, M1
I SR P A B B A AR R I [ X A AR T T 255 . NIES
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Key pair of CA is generated by the device approved and licensed by OSCCA. The generation,
management, storage, backup and recovery of the key pair shall comply with the relevant regulations of
FIPS140-2. Since FIPS140-2 is not a standard that approved and accepted by OSCCA and OSCCA
implement a strict management of state’s cryptographic products, GDCA only apply part of the provisions
of FIPS140-2 under the permission of OSCCA. Specifically, the product manual of the device is for your
reference. Hardware Security Module used for key generation must be evaluated and certified by
OSCCA.

6.2.2. FhEAZ AN (m & n) Private Key (n out of m) Multi-Person Control

PR 08 S BRSO FE BRI HINLERSEI 2 L E N RAAZS S CA i
FWRE . BOR BRI <A S SOk, B —A CA AAPIR B &5 i3 2L
Yoo e TRy, Al 2 A E N RIS . IRy — MBI S AR AL 73 H1 2 B0
m, FABIATHEIE n AEIAEN A BERGE iR AR B R ) CA RV FEXHE m AV
T5, n AT 3,

CA must use technology and process control mechanisms to achieve multi-reliable personnel jointly
participate in the operation of CA encryption equipment. The “Secret Sharing” technology is adopted,
namely, the activated data required in operating the private key of CA is splitted into the several parts and
the parts are held by several trusted personnel. If hardware cryptography module’s secret division amount
ism, then at least the number of n of trusted personnel must be required to activate CA private key stored
in this cryptography module. It notes that m is not less than 5, n is not less than 3.

6.2.3. FAEHFEEF Private Key Escrow

TERE o

No provisions.

6.2.4. FE9 &4 Private Key Backup

NTRIENE % RESTF R, GDCA 420t CA RV &4, L& RS . R+
iy LI (T X ORAFAERE A B D e o A7 CA RV B A BIER BT & CP$6.2.1 K I
FETE RIS . CA AL 1) 21 2 3 B 3 AR B p B4 & CP$6.2.6 R

In order to ensure ongoing operations, GDCA must create backup of the CA private key for disaster
recovery. Such keys are stored in encrypted form in hardware cryptographic modules and associated key
storage devices Backup of the private key in encrypted form is stored in the hardware cryptographic
module, and cryptographic modules used for CA private key storage meet the requirements of 6.2.1 and
are stored in safety box. CA private key is copied to backup for hardware cryptographic module to meet
the requirements of 6.2.6.
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P RZAUESS, WRER P A B e, @ BaT P R T Ry, &
17 BIRVEH 5 R ] V& PRI AE ST I 1, B IR ARSRA S B et s

For subscribers signing certificate, if the private key is stored in the software code module, it is proposed
that subscribers backup the private key, the backup private key using the password for access control
authorized to prevent unauthorized modification or disclosure.

AT P INEUEAS, HnsE AR T AR T E B A O T S, S AL X
A

For subscriber’s encryption certificate, its encryption private key is backed up by Guangdong electronic
key management center, and backup private key exists in the form of cipher text.

6.2.5. FEHHAY Private Key Archival

7E CA RVHBIMA G, 2048 F i /2 CP$6.2.1 23R f S S5 p A b A RS (RAE 20 7 4. 15
PYHAR A S, X CA FABHRIAH BN 77 & CP$6.2.10 FIHILE -

After the expiration of private key, GDCA must use the hardware cryptographic module specified by CP
$6.2.1 to archive and store at least 7 years. After the expiration of archival period, the destruction of
private key should meet the provision of CP $6.2.10.

6.2.6. AT H. FANFELEL

Private Key Transfer Into or From a Cryptographic Module

CA A5, GDCA M™% AR P18 VO HET & 07, BRI MR T AT 3R
TERAGIVF. 25 CA SN & 00 2 53 ST B A B i, DU R A AR 2 [l f%
%, JF BAEALILRTEHAT S 50, AR IE CA RHME S, #e. Bk AERBUNIER .
R -

GDCA private key backup is run strictly in accordance with procedure and strategies specified by GDCA,
in addition, any data import and export operations are not be allowed. When CA key pair is backed up to
another hardware cryptographic module, by the way of the encrypted form to transmit between the
modules, and made a authentication before the transmitting to prevent the CA private key from being lost,
stolen, modified, disclosure non-authorized, used unauthorized.

GDCA ST RV MBE A s e e Y 1059, A Fe VP . X A7 e
BTSSR P AL, i AOT P B RO H B AT ARIEA SRS, 1T E RIS A TN
Jias AR R R A 1A ORI S BT el P 1 T

GDCA does not provide the export of subscriber’s private key from hardware cryptographic module and
allow this operation. As for the private key stored in software cryptographic module, and if subscriber is
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willing to bear the relevant risks, subscriber can choose the way of import and export with access control
such as password, etc.

6.2.7. FATE BRI 72 Private Key Storage on Cryptographic Module

CA FAHIL I LA SCHITE AAF A [ S 05 A8 A TRV ] R AR s A e o

The private key of CA in encrypted form must be stored in Hardware Security Module approved and
permitted by OSCCA.

WP A AEAERT & [ B T FEAUE ) USB Key M BislCEF ., BrffE USB
Key FAERERIFAGT, H LB SCRIEARAF . X T A AR AL R RARH Rl AE A
WA AL AEAE A, T AT BL B FE 0k PR A 22 A ORI PO 2 R S A AR

Subscriber's private key is stored in the USB key medium or file certificate meeting the regulations of
OSCCA. All the private keys stored in the USB key are stored in the form of cipher text. For the private
key generated by software cryptographic modules is preferably stored and used in hardware
cryptographic modules. Subscriber can also use specific software cryptographic modules with security
measures.

6.2.8. Vs FAEHE /7 Method of Activating Private Key

CA IR T RE AR i e e, Lo K 12 CP 86.2.2 #E AT 0r &1, JF HARAEAE IC
REEMEAE A, LA mig n (875 2003 BN S A A RS AL

The private key of CA shall be saved in hardware cryptographic module, and its activation data shall be
spilt in accordance with Section 6.2.2, and be saved in the hardware media such as IC card. The private
key must be activated through entering the data using n out of m

X FAFAE T A USB Key Ins R in s ALelcs Hof e 2 8 R i A B 11T RL B,
WPArbaEE 04 1IC REE Rt — DRI ST ENLE R TN IS S, K USB
Key. IC REEMAMMBE T, TN L, AP T A0HET ik S
WRSRLS A ARV, T ROZCR S B IR DB AR SAL, AR IEAE R AR R
FROTEGT, AN ST P T SRR OCRAH a0 SRA7 O B 2 A A e (R AL
BT ORI, A A R I BRI B RIS . R DR R, B
WIS, TR LA BERIE AL .

For the private key saved in such as USB Key, cryptographic card, cryptographic server, or other forms of

hardware modules, the subscriber can protect through password, IC card, etc. After the appropriate driver

is installed in subscriber’s computer, the private key is activated by the way that the USB Key, smart cards

are plugged into the appropriate device to enter the protection password. For the private key stored in the

subscriber's computer software cryptographic module, the subscriber should take reasonable measures
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to protect the computers physically in order to prevent unauthorized personnel from using computers and
private keys of subscriber. If the private key is stored in software cryptographic module without the
password protection, then the loading of software cryptographic module means the activation of private
key. The private key protected by password can be activated via inputting password.

6.2.9. HEEFAEHR 7% Method of Deactivating Private Key

— BAVAYEGS, BRARXFUIRES AR SS, AAHERAE T EIRES . SR T
B, AVARERBE, RBEHEAT —ERAE,  WORAR B AT TR, AR B AT

Once the private key is activated, unless the state is deactivated, the private key is always active. In some
cases, the private key is activated for one operation and reactivated for another operation.

PREERVAR T O TR SRR . DIW iR, R AR T VR B R S
%,

The ways of deactivating private key include exit, shutdown, removing hardware cryptographic module
and logout of user or system. Any unauthorized person can’t execute above operation.

KT CAFMEH, A7 RV I v W7 e, R AR 4
The private key will be deactivated when its storage device powers off.

PR AT RE, AR RER TN, s TR AR 3R 8%
HHECH, DI EIRET, ARG .

Subscriber can deactivate the private key by themselves. And private key will be deactivated when logout,
or remove hard cryptographic module from card reader, or turn off the power supply.

6.2.10. fEBRFHEBIEIRESH /7 Method of Destroying Private Key

AR ATERAERN, NIZEAHS, AR Rk, ey, iE R
fE

When private key is no longer used and do not need to be saved, it should be destroyed so as to avoid
loss, stealing and disclosure or unauthorized usage.

X ZAT POINEUEB R, EHAGEPS NG, Bizzi kg —E MR, DUET#
TR W T &EAT P BB, ERAGHYPSRE, WREHERE, BT
TRAEHAET %, WTLCEE IR R . RGBSR IR AL . ) BEAH AL A f A R
577 AR
For end subscriber’s encryption certificate private key, after the termination of lifetime, it should be kept
certain time so as to decrypt the encrypted information. For end subscriber signature certificate private
key, after the termination of lifetime, if it does not need to be kept, subscriber shall determine the method

of destroying the private key, including deletion of private key, initialization of system or cryptographic
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module, physically destroying the private key storage module and other methods.

CARHA, fEAEMAMEHE, Tk CA R — P Mt TR, HAbr CA R
Pl P A5 IR CA AR IR RN FAE 2 (B N RS SR T %
S8 CA FMIFIAERE N R, CA R SO U8 K CA RPN R h R
I R 2 R TG A 0 77 U B

After the termination of lifetime, GDCA need archive one or more backup of CA private key and securely
destroy other CA private key backup. The archived private key of CA shall be destroyed by multiple
Trusted Persons during its archiving period. The CA private key is stored in the hardware encryption card,
the destruction of CA private key must use the method that the CA private key is deleted from the
encryption card completely or is destroyed with encryption card initialization.

6.2.11.  FFRREBKI PR Cryptographic Module Rating

GDCA 1 FHI 5 A5 6 B T I v AT VR R (R 5B i, 352 HLATUR IR A5 St L BV
PSSR PPOMIEF SRR E0R, GDCA AlRE ™ b ERE . TARRCR. BLR) R B o 55 5
I 26 F, PRI ZEAR B

GDCA uses the products approved and permitted by OSCCA, and accepts various standards,
specifications, assessment, evaluation certification and other requirements published by OSCCA. GDCA
could select the module according to product performance, efficiency, supplier qualifications and other
aspects.

6.3. FHXEFMHAhHHE Other Aspects of Key Pair Management
6.3.1. A%JAR4 Public Key Archival

WZARS CA R AT RS, VRS RIS AT A7 e cdie o v

GDCA must archive CA and end subscriber certificate, and archived certificate can be stored in database.

6.3.2.  EPERIEYIAE AXE R BR

Certificate Operational Periods and Key Pair Usage Periods

SRRV B A BT BR S E S AT O O, (EF A e R FF— 2.

The usage period of public key and private key is related to the validity period of certificate, but they are
not completely consistent.

XA B HIES:, AT BEAEIE A AW A AT LA 3072840, AR AT 4
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BRANE I UE A BRI . B2, S 7 ORUEEIE A ROH A 24 115 B T DASRHIE, Al
FIARR W] LLAEUE S A RO BR LT

For the signing certificate, its private key can only be used for signing within the certificate validity period
and not be used surpass the validity period of certificate. However, in order to ensure signature
information can be verified within the certificate validity period, the public key can be used surpass the
validity period of certificate.

X s e, AR BAEIE A RN A T B s E R, AP R
BRANEE IR A BAWIR . B2, N 7 ORUEEE-BAA RO NN 1045 B T LAUOT, FABHIAE
JFHYIPR W] ASEE S A RAYIRR BLAb o

For the encryption certificate, its public key can only be used for encryption within the validity period of
certificate and not be used surpass the validity period of certificate. However, in order to ensure
information encrypted can be used to unlock the information within the validity period of certificate, the
private key can be used surpass the validity period of certificate.

X T B S RS, ARV A B R BREEBA RUHN A " BUEA .

For the certificate used for authentication, the private key and public key can only be used within the
validity period of certificate.

H—MERHZAHEE, AP R IR L BRSO 5 .

If a certificate has multiple usages, the usage periods of public key and private key follow the rules
described above.

TANFER KR TRZA IEERE CA WEH, EBREE, AREZENFL T, T
PRSP D A e S BEAT SR o (E2 S AN RETC IR IS

In addition, after the expiration of certificate, under the circumstances of ensuring security, original key
pair can be used to update the certificate. But the key pair can’t be used indefinitely.

XPTANE RS, FEB R o Vi d i ik =+ SR B s A PR 2

1. X} ROOTCA(RSA)Z K] RSA2048 fii CA iE+, HEEI%T i K 7o ki A 4ERR /2
10 4%, w710 4

2. % ROOTCA(RSA)Z K ] RSA1024 £ CA iE+:, FHBHAR HIHA fo i AR PR &
10 4%, w710 4

3. X ROOTCA (SM2) % &[] SM2 CA iE+, H 2 8xt (1 s & fu v FH 41 PR 20 4,

A>T 20 4

4. XfT GDCA ] RSA4096 AR CA 1E1S, HE P10 B i o vE A HIAF IR 2 30 4, 7]
bF 30

5. X GDCA (1] RSA1024 {7l CA UEFS, HEHI K HRK RV AR Z 30 4, 7]
bF 30 4
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6. X GDCA K] RSA1024 £ CA 2/ K] RSAL024 1) CAIET:, HEPIRHIEC
VA FHAERRAE 20 4, A>T 20 4F

7. X1 GDCA ] ECC 384 fif CA HE-Hh, LA HIxS ik suviAl 4 B /2 30 4F, W]
bF 30 4Fs

8. X RSA2048 frigZil] k4, HEHN MK R VFEHFERZE 8 4, /T
s

9. XfT RSA2048 fi SSL MRS #HEFS, A B I f K o Vi IR 2 39 AN, wl b
T 3941 H.

10. XfF RSA2048 A ARAGREAUESS, HB AR K v R 2 39 M H, Al b T
391 H.

11. XFT RSA1024 frdp 41T Pk, Ha HX M i K R vl AR E 4 4, il b T 4 45,

12, XfF SM2 S ZAT 7k, HEPI & K R ERZE 4 4, AlbT 44,

13. XfF ECC256 e &1 FHE 1, BN 1 K su v A P2 8 4, ml /b F 8 4.

14. X§F ECC256 fi SSL M 4% Al 15, H A iyt A vili IR 2 39 A, wl T
391 H.

15. X T ECC256 FiARIHZ k15, B i v IR Z 39 M H, " T
391 H.

For different certificates, the maximum usage period of the key pair can be obtained via certificate

renewal:

1.

For ROOTCA (RSA) RSA 2048-bits CA certificate, the maximum usage period of the key pair is 10
years or less than 10 years.

For ROOTCA (RSA) RSA 1024-bits CA certificate, the maximum usage period of the key pair is 10
years or less than 10 years.

For ROOTCA (SM2) SM2 CA certificate, the maximum usage period of the key pair is 20 years or
less than 20 years.

For the GDCA RSA 4096-bits root CA certificate, the maximum usage period of the key pair is 30
years or less than 30 years.

For the GDCA RSA 1024 bits root CA certificate, the maximum usage period of the key pair is 30
years or less than 30 years.

For the GDCA RSA 1024 bits root CA certificate, the maximum usage period of the key pair is 20
years or less than 20 years.

For the GDCA ECC 384-bits root CA certificate, the maximum usage period of the key pair is 30
years or less than 30 years.
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8. For RSA 2048 bits final subscriber certificate, the maximum usage period of the key pair is 8 years or
less than 8 years.

9. For the RSA 2048-bits SSL server certificate, the maximum usage period of the key pair is 39
months or less than 39 months

10. For the RSA 2048-bits CodeSigning certificate, the maximum usage period of the key pair is 39
months or less than 39 months

11. For RSA 1024 bits final subscriber certificate, the maximum usage period of the key pair is 4 years or
less than 4 years.

12. For SM2 final subscriber certificate, the maximum usage period of the key pair is 4 years or less than
4 years.

13. For the ECC 256-bits final Subscriber certificate, the maximum usage period of the key pair is 8
years or less than 8 years

14. Forthe ECC 256-bits SSL server certificate, the maximum usage period of the key pair is 39 months
or less than 39 months

15. For the ECC 256-bits CodeSigning certificate, the maximum usage period of the key pair is 39
months or less than 39 months

6.4. BWUEEFE Activation Data

6.4.1. BEBE K rE A f 2238 Activation Data Generation and Installation

CA FAHRBOE R, AL IR O T3 PIas Hdls 70 SNV P BINE R ZOR, ™k it
TR S RS o

Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.

WPAHREEEEE, BFEAT M EGEBROS (CLEMER PR . USB Key
(1 PIN 4%, LA JAE 22 4 T SE HOIAEE T BEHL™ A

Activation data of subscriber private key, including password (provided in the form of password envelope)
used to download the certificate, USB Key, login password of IC card, must be generated randomly in
secure and reliable environments.

6.4.2. EEEIE IR Activation Data Protection

X CA RBHRIBOEEE, b AUE R 73 FR 231 )5 B oS Bos AN R B AT 5 N 2
B, THEEN D DAFEIRTT RN ER, 22 UG R BB 7 #] 3EE3H 5E
Activation data of CA private key must be separated in reliable way and kept by different trusted
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personnel .Administrator must meet the requirements of responsibility division. The responsibilities of key
sharing holders should be confirmed by signing related agreements.

XA RARBOEEE, 45048 PIN 5, #RLAZUME %24 a] SE R IREE T 77 4
JUNLZ B RE I FL 2 B PIN A5, By kit e eI B RIS THREE LS RN = A /FoR, M
LB BRI AT 22

Subscriber’s activation data, including password and PIN, must be generated in the safe and reliable
environment. The subscriber should take good care of password or PIN to prevent the leakage or theft.
Meanwhile, in order to meet the security requirements of business systems, activation data should be
modified regularly.

6.4.3. BOE S B H A5 TH Other Aspects of Activation Data

AAHRIBOE BRI AT 1A, MR EN e R R T ER o, Bk, R
POtk Fz « BARRBUE -

Activation of private key should be protected from loss, theft, modification, unauthorized disclosure, or
unauthorized usage during the transmission.

AL BB e A R N NAZ B R eI R R e R e, iR BRI
BUEHT, A58 45 R TR B R 5 B o o B BB 12 3R A5 B Jdle 1 B 7 el 4= v, B
Uit s 2 4RI 206 A o

The activation data of private key which is no longer used should be destroyed and protected from theft,
disclosure or unauthorized use during the destruction. The result of destruction is that some or all of
activation data can’t be recovered directly or indirectly from the remnants information and medium, such
as paper recorded with passwords must be crushed.

6.5. HENLZEFEH Computer Security Controls

6.5.1. R BN R ERARE R

Specific Computer Security Technical Requirements

GDCA RZiMfE R 2 aEH, HREZELEHRAMN GEFBINIE RS K IHARR
BAFARIIEY . TOAE B AAAR CRFUIERSEEIME), S 15017799 (EE
AFRERE LA HARAR DG 15 B2 bril, e AT . e M 2 2 HSRIEAIRIRE, 1Ei8
BT A A AN EEAZ ARG A SR RIGE . B )
st/ Bt TN NGRS A = 2N 22l TR el
Information security management of GDCA certification system meets "Specifications Related Security
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Technology Certificate Authentication System" published by OSCCA, "Measures for the Administration of
Electronic Certification Services" published by Ministry of Industry and Information Technology, standards
of information security in 1ISO17799 and security standards of other relevant information. GDCA draws up
comprehensive and perfect security management strategies and standards, which have been
implemented, reviewed and recorded within operation. The main security technologies and control
measures include: Identification and authentication, logic access control, physical access control,
management of personnel's responsibilities decentralization, network access control, etc.

I AR 1) P T B, MR CA BAEFIEEE U RA R Z A ENRA, A%
BRI VTIA -

Strict security controls ensures that the system of CA software and data files is secure and reliable without
unauthorized access.

%L RGNS HAL RGN E B, AR5 Hih RS HEE . XMsrsa] LAHIE
Bt 5 1000 FH RR o %ot D 4 PR U 1) o A8 T 7 K 88 BEL LE A P PXL R A0 R N AR A 7= R G 4%, Rl
ViR RGEHES) . R CA RGRESEMATR. AUETHERE, Uik REK S
N GRTBLIE T 47 1) CA B e .

Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for specific
applications. The usage of firewall is to prevent the intrusion from the internal and external network
production system and restrict activities of access production system. Only trusted personnel who is in
operation and management group of CA system, has necessary work requirements and accesses to the
system can he/her access the CA database using password.

6.5.2. HHEILZ PP Computer Security Rating

GDCA IRAFEAIEMA L E MM E, MESZOHEH R 2F R ZR, K%
il o

GDCA achieves a system of security level in accordance with the specifications of laws, regulations and
administrative departments and the requirements of state computer security level.

GDCA HJIMIEARSE, B T EZEME RN L et FiE.

GDCA certification systems pass the security review of OSCCA.

6.6. A=A AHABIARTEH] Life Cycle Technical Controls

6.6.1. R4 FF K #EH| System Development Controls

GDCA HIH A B A A I FE B A DL )«

1. FB=J7WUEFEE &,
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PR AN I T T e
A, GDCA [T RIBRMEMINE, 2% 1S015408 [IbnitE, PATAHICHIFRIFITT K 1
i
Software design and development of GDCA process follows principles:
1. Verification and review of third-party
2. The security risk analysis and reliability design

The operation specifications of software development, which refer to 1ISO15408 standard, implement
relevant plan and development control.

6.6.2. R4 FIEH| Security Management Controls

GDCA NIERGHIME B A B, T MR [F 3 S AT A SR AT BV HEAT
2 (B

Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.

GDCA \ilE R G it B B A A& (42 FTE 1, BT 1) R GU a4 7™ A& B R 36 J5 7 3t
TR H, TTEUAF Rl R R ATROARYER]. DhREMAAIE %K. GDCA X}
IIE R G AT 52 BT 52 B RO RG 25 A ik o

GDCA authentication system have a strict control measures, and all the systems can be used through
rigorous testing and verifying .Any modifications and upgrades will be recorded for reference and made
for version control , functional test and record. GDCA also carries out regular and irregular inspection and
test for certification system.

GDCA R F] —Ff R 3 B8 BAA SRR A AL RGO &, AR IE RSB 2

GDCA uses the flexible management system to control, monitor system configuration and prevent
unauthorized modification.

I et R BN, AT R ERE, AR BB RANIR, REAE
ARSI B AR R 22 2 A JHUAE BB N ™ A6 1) 22 S a2 LA T, HEAT LA ARG
LAEFIII

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

GDCA NIE RS AR F B TH R LU, IR BB R AR AT AL BRI, 15 S 20 A
T A R 2 A S BARAE

After all the hardware and software equipment of GDCA authentication system are upgraded, GDCA must
confirm the existence of information which affects the security in waste equipment.
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6.6.3. A 1y B B &2 422 Life Cycle Security Controls

GDCA WL RGBT 50 & B I SRR T vt Rl FErp A3 7. B A i A
LilsiEres 8

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.

6.7. ML HEH] Network Security Controls

GDCA AIERGUR I 2 s KB M 4 Bl 22 il R G RIRd I HLSE 5 35 1 V5 1]
PR .

GDCA authentication system has multi-level firewalls and the protection of network resource security
control systems. It also has complete access control technology.

N T RN, %4, GDCANIERG LA E T NRIGI . 2T, PrmsmpE R
gt JF H I SR K NRIEI . Zawih. PR s MmE Ratiices, DU ATRER B
{1157 9= R R N s

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and updated to
the version of above systems, as much as possible to reduce the risks from the network.

6.8. BJEIEL Time-Stamping

WIERGHI M ARG HE BAF HEHROZA AR AR IR XL [ BRI A7 2R
2T 0 ) 80 I TR RR B AR o

All kinds of system log and operation log of authentication system should contain a corresponding time
records. The time records do not need to use the technology of digital time-stamping based on encryption.
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7. B B RHEFIRMELIEIRE X

Certificate, CRL, and OCSP Profiles

7.1. WEHHFER Certificate Profile

GDCA iEFiEHE ITU-T X.509v3 (1997): 15 B AR-FF MR Gt Hi&-H 3% AUEHESE (1997
F6 H) FrifEFI RFC 5280: Internet X.509 A#HFEAE#EIET A CRL £5#) (2008 &5 H).

The format of GDCA certificate conform to national standard, e.g., ITU-T X.509 V3 (1997): Information
Technology - Open Systems Interconnection - the Directory - Authentication Framework (June 1997)
recommendation by ITU-T and RFC 5280: Internet X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile (May 2008).

UEFS DA AR X500 v 38, HOUE (E BAE PR a0~ R P ik

Certificate contains at least basic X.509 v1 domain, and its specified value or limited value is described as

follow:
FR-UE -4 ) (R B AR 3
Table - Basic domain of Certificate structure
1 1 SAR AR BR 1
fRAS FHI X. 509 AEFS RS AT, (E 9 V3
3515 UEF (M — BRI
LA RIS S AIE AR T (25 4% L (L CP$T. 1. 3)
2R DN BRI EL ) 44
ARoRGHW | FETE R E OTC), MAbntiE R, % RFC 5280 Kl
BRIEAW | T E bR AR (UTC) , MG R R, 4% RFC 5280 ZR&wbD. 4K
WIRR ¥ 15 B4 & CP$6. 3. 2 BLE i PR i«
7 DN UEFRf A 2 Bl ik 1 B 531 42
N MR RFC 5280 #fith, 1] CP$7. 1. 3 PR E HISHE, B LI 2 CP$6. 1.5
TR R
domain Value or value limitation
Version Format version of X.509 certificate with the value is V3
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Serial number Unique identifier of certificate
Signature Signature algorithm for issuing certificate (see CP$7.1.3)
algorithm
Issuer DN Issuer’s Distinguish Name
Start period Based on the Coordinated Universal Time (UTC), Synchronized with Beijing

time, encoding follows the requirements of RFC 5280.

End period Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
time, encoding follows the requirements of RFC 5280. The setting of valid
period follows the limitation of this CP Section 6.3.2 specified.

Title DN Certificate holder or entity DN
Public key Using specified algorithm of CP Section 7.1.3 according to the encode of

RFC 5280, key length meets specified requirements of CP Section 6.1.5.

7.1.1. FRZA5 Version Number(s)

GDCA 1T FUERFF & X.509 V3 IETi% 0, WAME BAF A UE PR AE BN -

GDCA certificates are in line with X.509 V3 certificate format. The version information is stored in the field
of the certificate version column.

7.1.2. IERY BRI Certificate Extensions

GDCA B 7M1 X.509 V3 FRIE-ARHEY I LLAN, M T B Xy . B X
JEITHIAE Y2 S vRR, B BRAR T HRE A R M B & I A PRIEZS IR -

In addition to the X.509 V3certificate standard extensions, GDCA also uses custom extensions. The use
of custom extensions is allowed, but unless special application contains these extensions, GDCA does
not guarantee the use of these extensions.

7.1.2.1. r#EP B I Standard Extensions

o ZiHME (key usage)
® Key Usage

R IE s YIS AL B4, Anlike, seine, Bdme, Hemi Rk
IEHEE4, ik CRL 24, Hnw, R, R4

The key usage extension defines the purpose (e.g., electronic signature, non-repudiation, key encryption,
data encryption, key protocol, certificate signature verification, CRL signature validation, only encryption,
only decryption and only signature) of the key contained in the certificate.

® MR MM EEANRIRSF (authority Key Identifier)

®  Authority Key Identifier
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BREAT PR K CA EFIIABUA NG S PR RA Y I, ZiE P8 ks 8 3
RN R I, MU B AR AT B 160 A7 AT UE - B HLI I A 81T SHA-L §ig1i
B J5 FOABE A o 75 0], K B 5 R CA TR 3278 DN IX AN R I criticality 181 & 4 FALSE.

The authority key identifier extension of issuer shall be added to subscriber and intermediate CA
certificate. If the certificate of issuer contains subject key identifier extension, its authority key identifier is
composed of the 160-bit SHA-1 hash of the value of issuer's public key. Otherwise, it contains subject DN
of issuer CA. The criticality field of the extension should be set to FALSE.

® JEURHMIMNAF (subject Key Identifier)
® Subject Key Identifier

WEFS ) B AR AR R BB N, UEF5 32 R A B BB PR R IR R = A . e
JETN, HA R criticality 1%y FALSE.

The public key in a certificate shall be used to generate an identifier when the subject key identifier
extension in a certificate is initialized. The criticality field of this extension is set to FALSE.

® CRL /A (CRL Distribution Points)
® CRL Distribution Points

WEBHE CRL M K A ¥ I, e &AM — MR, v LAm K7 #4E CRL 15
BOME A WIERES . Iy R IUY) criticality TN A FALSE.

The CRL distribution points extension in the certificate contains a local link that can offer CRL information
to relying party for querying certificate status. The criticality field of the extension should be set to FALSE.

® EFIREEY I (certificate Policies)
® Certificate Policies

UEB RIS I A A CP X RIEFIRE CP X RARRRT K FHE B & £ o 1IX M e i
(1] criticality %% &}y FALSE.

The certificate policies extension contains corresponding certificate CP object identifier and strategy
qualifier of this CP. The criticality field of the extension should set to FALSE.

® JLAK[RMHIY R (basic Constraints)
® Basic Constraints

CA UEH HFEA SR 1 47 fre i v () TR BB CA I AT P HUIE T I FE AR 1 47 F TR
F RN IR AR (End-Entity). 1XANREIAT criticality 3% B A FALSE. ¥k, X+
HERRER, XA RN criticality 1 m PLi%E N TRUE.

The subject type of basic constraints extension of CA certificate is set to CA. The subject type of basic
constraints extension of end subscriber certificate is set to End-Entity. The criticality field of the extension
is set to FALSE. In the future, for other certificate, the criticality field of the extension can be set to TRUE.
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CA UE A PR A 2 10T b 1) e 4K B2 B NAEIE B AR IZIE B2 5 1 CA i3
X F AT PR & CA, H CA iIE+i“path Len Constraint”$( [ {E %N 0, Rk HiEgaEH
A — AT PR T DUERAEX S CA TEP 51 .

The path Len Constraint field of CA certificate gives the maximum number of non-self-issued intermediate
certificates that may follow this certificate in a valid certification path. For CA who issues end subscriber
certificate, the value of path Len Constraint filed of CA certificate is set to 0, which indicates that only one
end subscriber certificate can follow this CA certificate in a certificate path.

7.1.2.2. H e X P BT Custom extensions

BERSANR] FIIEAS B AR 55 75 3K GDCA R s 253 FE T, WAR(EANR T R e il -
etk s AR RS RE 5.

ALPFIAAS: T o H S AR .

TREMS: HTRonl T rEEN 585

EBCEICUES : TRl E R 5

EAEIRSS T UEFMURH U 22 T AR IRIT 7 (4 5

WRLEICIES . HTRoR 565,

MNEIESH: TR R R SRR — %5 .

N o g &~ Db

To satisfy different requirements for certificate application service, GDCA can define some extensions
flexibly, including but not limited to the following extensions:

1. Insurance number: It is used to indicate the subscriber's insurance number.

2. Organization Code: It is used to indicate the Organization code.

3. IC registration number: It is used to indicate enterprise IC registration number.

4. Taxation registration certificate number: It is used to indicate enterprise national taxation number.
5. Trusted service number: It is used to indicate subscriber’s unique number generated by GDCA.

6. Land taxation registration certificate number: It is used to indicate enterprise land taxation number.

7. Resident identity card number: It is used to indicate unique number of individual’s identity card.

7.1.3. B 5 HAF Algorithm Object Identifiers

GDCA Z Uk, S5 IFR IR ST A shalRSA. sha256RSA Fil sha256ECDSA.

The cryptographic algorithm identifiers of certificates issued by GDCA include shalRSA, sha256RSA and
sha256ECDSA.

GDCA FHffi FH I B0 G hRIRAT, 744 1SO M4 hRiRMG (OID) S FRHELE . .
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Algorithm object identifiers used by GDCA are in accordance with ISO object identifier (OID) management
standards. For example:

1. a5k

1. Signing Algorithm:

sha-1WithRSAEncryption OBJECT IDENTIFIER := ({

iso (1) member-body (2) us (840) rsadsi (113549) pkcs (1)

pkcs-1 (1) 5 }
2. TR

2. Digest Algorithm:

sha-1 OBJECT IDENTIFIER ::={

iso(1) identified-organization(3) oiw(14) secsig(3) algorithm(2) 26}

md5 OBJECT IDENTIFIER ::={

iso(1) member-body(2) us(840) rsadsi(113549) digestAlgorithm(2) 5}
3. ARXFREIE:

3. Asymmetric Algorithm

rsaEncryption OBJECT IDENTIFIER ::= {iso(1) member-body(2) US(840) rsadsi(113549) pkcs(1) 1 1}
4. XSPREE
A CP iU fa Y [ S 5 PR T 1A AT R B AR

4.  Symmetric Algorithm

This CP recommends the user to use the symmetric algorithm approved by OSCCA.

7.1.4. Z I, Name Forms

GDCA 2K IIE P & R s RN 545 & X501 Distinguished Name(DN) (% 51 44
1% o

Name of certificate issued by GDCA is formatted in accordance with X.501 DN.

7.15. 4 FRFR%] Name Constraints

WP B RS, MR G w8 3G nT DAMTRf e Ik 3 (1
M AL ECE B I S, TR AR N E AL s D A

Naming of subscriber must be meaningful, and usually contains the semantics which could be understood,
and could confirm the identity of individuals, organizations or facilities in the certificate subjects.
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Subscriber’s certificates are not allowed to use anonymous or pseudonyms.

7.1.6. IEFHRIEXT ZARRAF Certificate Policy Object Identifier

A FE S R I, AR A SR HK X RARIRET, 20 BARIRAT SR
UEFS AR R

When the certificate policy extension is used, the certificate contains object identifier of CP, and the object
identifier is in accordance with the corresponding certificate category.

7.1.7. SFEHg FR &Y R IR 4 A% Usage of Policy Constraints Extension

TERE o

No stipulation.

7.1.8. S PR B HIIE R AIE X Policy Qualifiers Syntax and Semantics

TEAE o

No stipulation.

7.1.9. REEHIE SRR R I AL BE

Processing Semantics for the Critical Certificate Policies Extension

5 X509 fI PKIX #i5E—2k.

Itis in accordance with X509 and PKIX regulations.

7.2. EHMREFIER CRL Profile

GDCA E A% % CRL, ftH & #{HH.
A CP %% 1 CRL £F& RFC5280 Frifi. CRL Z/DALE4n FRFTRIEAA A A .

The CRL determined in this CP is accordance with RFC5280. CRL contains at least basic domain and
content described in the following table:

1 B BB PR 1]
WA V2
iy 2K CRL FRISEAR, iR & B .
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A2 2% H 1 CRL (25K H

NREH CRL FRZAMIHM . CRL HEFE 24 /NI EEHT

R4 %R CRL BT fd F it 26 44 S0

WU MLAL B BB R AT H1 160 AU E B HLA A PHEAT B 18 5 B A4 R

MR FI A EUESS, AR RAAIE S A A H

Domain Value or value limitation

Version V2

Issuer Entity for issuing CRL, issuer distinguish.

This update Issuance date of CRL.

Next update Next issuance date of CRL. CRL is updated every 24 hours.

Signature signature algorithm used for issuing CRL.

Authority key identifier It's composed of a 160-bit hash of the value of CA's public key.

Revoked Certificates List of the revoked certificates, including serial number and
revocation date of revocation certificate.

7.2.1. R4 Version Number(s)

GDCA H %% X.509 V2 A/ CRL, MRASA7AE CRL A K% A2 H o,

GDCA currently issues CRL of X.509 V2 version. This version number is stored in format column of CRL.
7.2.2. CRL F1 CRL 4 H#¥ B3 CRL and CRL Entry Extensions

TERLE o

No provisions.

7.3. OCSP #ii® OCSP Profile

GDCA JH P #4t OCSP (FELLIFPIRSE RS ), OCSP 1E N CRL W %kb e, J51E
WE P I B IR IRSE B

As an effective supplement of CRL, OCSP provided by GDCA is used to check the information of
certificate status for subscriber online.
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7.3.1. RRA<5 Version Number(s)

RFC2560 5& X [t] OCSP V1 fiit 4,

The field conforms to OCSP V1 defined in RFC2560.

7.3.2. OCSP ¥ B I OCSP Extensions

TERE o

No provisions.
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8. WIENLA B TR Ad PP AL

Compliance Audit and Other Assessments

8.1.

PG BB FIETE Frequency and Circumstances of Assessment

GDCA NiAEZEFE N R HEAT — Ik — Bk d i AL & WA, IR UG E D 3% SSL $iy
UEFHEATVPAS, DARTEIEFS AR 55 HO AT Sk | 2 A MR mT 4% 1 o Al ) SSL #0-71iE 152y GDCA
TrustAUTH R5 ROOT IE45. #Zff /X R5 R CA iE15. GDCA TrustAUTH E5 ROOT 25K 1)+
A TR R AT FHIEAS

GDCA should conduct a compliance audit and an operation assessment each quarter to ensure the
reliability, security and controllability of certification services. We extract at least 3% of SSL certificates for
assessment. The extracted SSL certificates are subscriber certificates issued by intermediate certificates
of TrustAUTH R5 ROOT certificate and 22§44 R5 # CA certificate and GDCA E5 ROOT certificate.

bR 7 N ESEE THAIPEAL AL, GDCA IERSTE ML B THIMEE 55, 1218 WebTrust %f CA i)
FRIBEAT Sh 0 e T AT AL«

1.

MRAE (R N RILFE 2270 CRTFIMERS EEIME) FMER, 44—
RIS F R I I VRS A 2

GDCA X EE MBI TAIER . H GAHCARERI A CP (i SEiitiia B AR 55
F IR PP R TR, A 2D WIRAT — N R IV %, X GDCA
WHE SR (RA. ZHSS) VR H %,

GDCA HEEMAL I # THT 55 BT, %M WebTrust X CA [ iHRIN], &FET—
AN TRV .

GDCA AT — R PG AR, W3 N #8 5 HM B B, PP Al B S 2
(RIFTBE M S BB, FEVPAE H AT RN SEms . BoAR . RGO I i 2 75 A2
{8 %ot JALI o

In addition to internal audits and assessments, GDCA also invites external audit firms to perform

assessments and evaluations to be compliant with CA requirements of WebTrust.

1. GDCA s assessed and inspected once a year in accordance with the "Electronic Signature Law of

the People's Republic of China", "Measures for the Administration of Electronic Certification

Services" and other requirements by administrative authorities.

2. GDCA conduct operations and services according to the requirements of state’s authorities, the

specifications of state’s relevant standards and this CPS. GDCA should conduct internal assessment
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8.2.

and audit to other entities (including RA or LRA, etc.) in GDCA at least once a year.

GDCA invites external audit firms to conduct assessments and evaluations once a year to be
compliant with WebTrust for CA.

GDCA executes risk assessments once a year to identify internal and external threats, and to
evaluate the possibility of occurrence and potential damages, and to assess if the current coping
strategies, technologies, systems and relevant measures are able to mitigate these risks.

PG B By 43/ B #% 1dentity/Qualifications of Assessor

GDCA [ #Bdith, H GDCA %45k 2 L 2> 55T A 0 I T/ o oh PPAG /N, i it

PR NLIAT LT T 1

GDCA FHF MM TR, BZE A& LU B B -

1 IRAEVFATH . AT RTEREILR, e T = R A2

2. THATENEERZEER. BEMELEER. PKI BOR. drdEFI#ER{E
3. HERERGIZATIERER L ALEARM T A

4. BSOS T RS f

Cross department audit assessment group organized by GDCA Security Policy Committee performs
internal audit of GDCA.

External auditors which GDCA hires should have the following qualifications:

1.

2.

8.3.

Must be an authority which has been licensed and has a good reputation.

Understand computer information security system, communication network security requirements,
PKI technology, and related standards and operations.

Have the expertise and tools to check the system operation and functionality.

Be independent.

PG SRR E AR R

Assessor’s Relationship to Assessed Entity

1. GDCA il REANMMRGEI A WS EH R S EAE R TAE R AR E

=
Ho

2. ANERVEALE (15 B b MR AL THITER 55 B DL AR L) A GDCA 2 12
MALHIRAR, WAEMPNLSS . MR, BEE L EARTRIF 5 R 2 DS vFAL
FRNE, VRS ERLLST. A IE. FAHIAS RN GDCA HEATIEAY .
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1. Segregation of duties between GDCA auditors, system administrators, business administrators, and
business operators.

2. The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There is no business inter actions, financial
transactions, or any other interests that could affect the objectivity of the assessment between the
above two. Assessors should evaluate GDCA in an independent, fair and unbiased attitude.

8.4. THHHINZ Topics Covered by Assessment

GDCA W& s T N A 004 -
GDCA's internal audit include:
L ARG A1 B 78 40 (1 S it
2. IEE LAERRRAIGI R 515 B b
3. RMTHAZ CP. LSS IVEA 2 4 ER TRV 555
4. BFHE. WRREETEE, B EAALE N
5. JETARTEH A R BEAETE 1 22 A AU .
55 =07 TS 55 i i WebTrust For CA FIVEMIZER, X GDCA HEAT AL H i1

iy

1. Whether the security strategy is fully implemented
2. Whether operation procedures and processes strictly followed

3.  Whether strictly following the CPS, business specifications and security requirements when
conducting authentication services

4.  Whether all kinds of logs and records are preserved and if there is any question
5. If there’s any other potential security risks

Third-party audit firms perform assessments and evaluations on GDCA to be compliant with CA
requirements of WebTrust.

8.5. XtiREEARFEEHKI4T3) Actions Taken as a Result of Deficiency

XFT- GDCA A ER T R A B il AL, e e ThPP Ak /N 0 57 B A [t Y S AR I e T
BEAT M 55 SO 6 3 O DL o S8 O B THE RN BSGE 5 B WARE BT I 20 v o 1 1Pl /N2 52
ANV 55 itk TAE S A5

Audit assessment group monitors responsible departments for improvements and complete status of
issues that were mentioned in audit reports. After improvement of audit results have completed, various
functional departments should submit summary of improvement to audit assessment group.

XF T GDCA FBUE ML B o T+ 45 R, aiz AUl IEE#EAT i Se A< CP f GDCA fill i€ i
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fil Mk 55 WERIAT 9, GDCA H3 ¥ AfRlIE, FFARIST & HALBIE IEX 4708, AR YE GDCA
I EERHEAT ST RE D ML S5 AT D919 )™ B AVE ALY, GDCA K5 6 IE X AZ AL f LI
RN 553 AL o

For authorized RA mentioned in GDCA's audit report, if they are violating the CP and other business
standards defined by GDCA, GDCA will stop the above behaviors immediately and ask them to make
changes in accordance with the requirements of GDCA. GDCA will terminate relevant authorization of
electronic certification services of RA if the above behaviors are seriously violated.

=TI S TS AR GDCA JRIBIE LA A (T3, JFBE IR i
B

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the audit
reports. GDCA will be evaluated again after the rectification.

8.6. T4 ERIIFEES KA Communications of Results

GDCA [y A & 1 145 RN [ A B LA 2 BRAE R 1T LA K H T8 R e A LA k4T IE U Ak,
XA REIE T P 2 RS R, GDCA W4 K& ) 1T P I i .

Audit results are formally informed to all departments of GDCA and related RA. GDCA will notify the
subscriber of potential damage timely.

B PSS M e S, TR R, T www.gdca.com.cn WA T
AT o ATARIEE =75 T B DAL SR IE AN VTAl 45 B RN A5 B, #A 2= 56 B ff 7] GDCA &
DB AN H A7, JFEfS GDCA KRR, RN AMERRSN: GDCA fREFEXTITH
FVERALT)

If the assessment from a third-party auditor firm is completed, the audit results will be published at GDCA
website (www.gdca.com.cn). Third-party should communicate its purposes and methods to GDCA in
advance before notifying the evaluation entity on the assessment results or similar information, except
otherwise defined by law, GDCA reserves the legal rights in this part.

8.7. FHAhPP{L Other Assessments

TEARE o

No provisions.
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9. R FHEMH ARV 4% 2K Other Business and Legal Matters

90.1. %%H Fees

GDCA AJ HRAE SR 1T BT I E AR 55 U AU FRIE-FT P S s - BRI Bl o v 6 AR
M A R BT TR S SO AT, GDCA A3 B3R m e s bnvlE, 7 KW 3 TE

GDCA can charge the certificate subscriber of this institution for the electronic authentication service. The
specific charge standards must be executed according to the approved documents of state related price
administration department. The price and scope of charge of GDCA certificates shall conform to related
regulations.

9.1.1. IERE AT B3 A Certificate Issuance or Renewal Fees

GDCA SHEPBH A EH 1, AfrE GDCA KIM¥E www.gdca.com.cn F,
A

The fees of GDCA adding and renewing certificates are published in the website www.gdca.com for user
to query.

i GDCA ZE il HHE AN A% 1 GDCA ARG A—E, U B as
s
If the price specified in GDCA agreement is different from the one published, the agreement price
prevails.

9.1.2. IEREH P Certificate Access Fees

XFERER, HAET GDCA AYHUEM A . BRARR IR AT K, T2 GDCA
SATESMIZE ], GDCA K5 1 B i YACERURE 122 A HRF) 9

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the subscriber
has special requests, which makes GDCA to pay extra fees, GDCA will interact with the subscriber for
appropriate charges.

T AR P 2 ) A 2R S A AR A8 4k, GDCA #44x J I 7E M3t www.gdca.com.cn T LA
INAfi

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its website
(www.gdca.com.cn).

109



[] SSRGS BRI S
m ol TRl Cies Sevunity Authonity Cow Lo GDCA -L[E:FB%H{% (Vl. 5) ﬁ}i

9.1.3. B FRASE B E#H % A Revocation or Status Information Access Fees

ST AN AR S A, H AT GDCA ANUHUEM 2 . BrAEA I B USSR TR, 7
% GDCA ZAV#4sh 1%, GDCA -5 F /2 s WS i SCH 1 9% F o

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

an S A MR S S B B R W g BUR A AR T ARk, GDCA K & S AE K ik
www.gdca.com.cn - LA i .

If revocation and status information inquiry charging policy has any changes, GDCA will promptly post the
changes at its website (www.gdca.com.cn).

9.1.4. HAh RS 3 B Fees for Other Services

1. WA GDCA KA CP s AR G HIVE N SCAFIR), GDCA 7 S A
b7 A (R 338 R b FE T AR

2. GDCA o) H P S IETAE A ARG S5, GDCA TEH 1T 7 a8l Hofth Sk %
(R B S 4R B TN 4

3. At GDCA ¥ Zali# nl gefR Bt 55 9% 1, GDCA K& S oAt , fHEHI &l

1. If subscriber requests paper version of CP or other related documents from GDCA, GDCA will
charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares the
prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.

9.1.5. 1B S Refund Policy

GDCA XAT FSc B, Bae 15 B R A R 28 FH DX D g By v] LUIRIE 4, GDCA
AN RIS R AR 2

GDCA does not refund any fees to subscribers except fees charged for certificate application and renewal
because of specific reasons.

TESEHE P HEAERZ RAE R FEd, GDCA 57 A% (I HREFR T FISERE . 5 GDCA
HBYETA CP FrMER AT EE RS, 1T BLER GDCA MHiIEHHER. 1E
GDCA F 48 71T P HUER 5, GDCA L BIHETT 7oA & iZAE S A S A 0 2% FH e B b 45 1T
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In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CP or other
material obligations, subscribers can request GDCA to revoke certificates and refund. After GDCA

revokes subscriber’s certificates, GDCA will immediately refund the full amount that subscribers have paid
for the certificate application.

IR AR ANBR ) 1T P45 21 B T %
This refund policy does not limit users from obtaining other compensation.
FERGRFG, T IR IESAE FHZIETS, GDCA R st AR TT/E .

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate his/her
legal liabilities.

9.2. M%F4E Financial Responsibility
9.2.1. REEYEE Insurance Coverage

DRIV [ = 228X CP § 9.9 v T RILE I MG £2 o

Insurance Coverage mainly focuses on compensation specified in CP Section 9.9.

9.2.2. HAhWRE = Other Assets

TERE o

No stipulation.

923  NEZLEKRKEIERTEE

Insurance or Warranty Coverage for End-Entities

UEFT 7 — B2 GDCA HIES, &l il e RO IE B IR S5 132, A EWRE
ZA P B TR CP R TR AME R E LR .

The acceptance of the certificate or its services specified by the agreement by the subscriber means that
subscriber has accepted the specification and constraint of insurance and warranty coverage in this CP.
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9.3.

b5 BAR-% Confidentiality of Business Information

9.3.1. %45 EYEE Scope of Confidential Information

£ GDCA # Bt i T IEAR S5, LU NME BN IR E S B

1. GDCA i ' I E 4544 S ik o % 5

2. WO AERE: AHE. RESHE. TRHENEE, X8(E S8 GDCA LN
REGEE, RAZEHITAMNSEB AT UEE. RERER, AnJEA AN
KA

3. HAth1 GDCA 1 RA TRAF I NFIA WG BN AL IR T, BRIFEER, AR A4,

In the electronic certification service provided by GDCA, the following information is treated as
confidential information:

1.

2.

GDCA subscriber’s digital signature and decryption key

Audit records including local logs, server logs, archive logs information, which is treated by GDCA as
confidential information. These records can only be accessed by security auditors and business
administrators. Unless for law requirements, this information cannot be released outside of the
company

Other individual and company information preserved by GDCA and RA and should be treated as
confidential. Unless for law requirements, this information cannot be released to the public

9.3.2. AETFHRERER

Information Not Within the Scope of Confidential Information

1. H GDCA RATHIEFS . IEF I A
Certificate issued by GDCA and its public key.

2. AEBHRTPEE

Information of subscriber in the certificate.

3. EPMEIIE;

CRL

4. AEHNE (CPO. HLFIAMEMLSS RN (CPS).

CP and CPS
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9.3.3. R3P535 5 B B TT4E Responsibility to Protect Confidential Information

GDCA. EMHLE. 1T/ L SR SRS 505%, #A L% CP e,
ARAEAH B OR3P OR S B I SUE, D AUE A BB T BONE BURE e 0 AT fR 4P

GDCA, RA, subscribers, relevant entities and parties involved in certification business, have the
obligations to assume appropriate responsibility of keeping confidential information in accordance with
this CP, and must protect it through effective technical means and management process.

MREGE BRI PTEH BT RMRN, ZR GDCA AJFokl & i i MR % (5 B,
GDCA N 2 HER: [, GDCA R ERiZOREAE BB B 2 % X A il B AT T R4
PAZORILH S A T EE DR R R . I SR Ph Bl R TR (5 B AT i AT AT At 7 1) e £
M55, GDCA ANRLAFHATAT 5 HAH KA T A TR FAS BT % . IREE B IFTH
LA 5 A DG B T A TR A B3 I BT T 3 53 AT

As confidential-information holder requires GDCA to publish or reveal all his/her/its own confidential
information due to some causes, GDCA shall satisfy his/herl/its requirements; Also, GDCA shall require
the holder’s documentary application and authorization to express his/her/its own will of publishing or
revealing.

If any other obligation of compensation is involved in the act of revealing confidential information of the u
ser by GDCA, GDCA will not assume any responsibility for damage concerning it or caused by the act of
publishing the user's confidential information. The confidential-information holder shall assume
compensatory responsibilities related with it or caused by the opening of confidential information.

2 GDCA TEARAEAR . VAR VBT DL AR AR 130T Tl SVERR P RN, i
BEA CP e MR 5 B, GDCA MMy, M LL s H kSR, a3t
IATAHREIRES B, GDCA TCHKIALA T3, IXFRHRAEABA IS S T AR5 B EE R A S

o

S

When facing any requirements of laws and regulations or any demands for undergoing legal process of
court and other agencies, GDCA must provide confidential information in this CP, and could publish the
relevant confidential information to law-enforcing department according to requirements of laws,
regulations, legal doctrines or court judgments. Under this circumstance, GDCA shall not assume any
responsibility. The reveal shall not be regarded as a breach of confidential requirement and obligations.

9.4. M ANEEFAREE Privacy of Personal Information

9.4.1. Fa AR EE TR Privacy Plan

GDCA Nl g AL PR T RXHT B A5 B AR

GDCA should establish the Non-disclosure plan to protect the privacy information of subscriber.

113



[] SSRGS BRI S
m ol TRl Cies Sevunity Authonity Cow Lo GDCA -L[E:FB%H{% (Vl. 5) ﬁ}i

9.4.2. 1B AR Mb I 18 B Information Treated as Private

VENEEFAAL B (115 B 45 -
Information treated as private includes:
L WA RBOEE S S IE S8 SRR A
2. ATHIERAR L
3. TP L
4. ATIERATIKR S
1. Subscriber’s valid documents number such as ID number, organization code
2. Subscriber's telephone number
3. Subscriber’s mailing address and living address

4. Subscriber's bank account number

9.4.3. A RERTME B Information Not Deemed Private

WPRAREBNERERELR, UAZEBRRESE, B LATHH, AAUARAAE

PIANNC]

All information in a subscriber certificate and the status information of the certificate, etc. is deemed not
private, and shall not be regarded as privacy information.

9.4.4. BRI BB FAE FT4E Responsibility to Protect Private Information

GDCA. JEMHI 23RS 59 A CP.4.2 FHLE KT P BEAME B RS X5

GDCA has the responsibility and obligation for proper custody and protection of the certificate applicant
personal privacy described in section 9.4.2.

9.4.5. 1% F Ba fME B 1 4 205 [ & Notice and Consent to Use Private Information

GDCA fEHANIENV SSVE N AL TR R PR S, R SRl &R
HRS5AT P H o EAE P L5 B, iR S K B L, GDCA #BCA & AT 7 ) 55,
WILFRARRNIT A

Any subscriber information GDCA obtaining within the scope of certification business can only be used for
identifying, managing and serving subscribers. When using the information, no matter the privacy is
involved or not, GDCA has no obligations to notify subscribers, and no need to obtain subscriber’s
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consent.

GDCA TEATAM A I N B E VLB LA AR 130T Tl Ay P R, siE BRI
ZHHEZBE OLT AR E N S RS B, HEE ST P LS, I HAFEERNT
VL IE=

Under any requirements of laws and regulations, and demands for undergoing the legal process of other
agencies, or under the circumstance where private information holder submits the written authorization to
certain object for publishing the information, GDCA has no obligations to notify subscriber, and to obtain
the consent from the subscriber.

GDCA. JEMAU W R T EZR T P ARG B T X007 20 e @& DM B ), a1 520
BFVT P IEFRAAT 7 R R AR, 1 ELX b [ 72 AU AT RS 1) 7 2R e {5 R

If GDCA and registration authority shall apply user’s private information to other purposes beyond the
functions agreed between two sides, CA and RA shall notify subscriber to obtain his/her/its agreement
and authorization, and the agreement and authorization shall be in the form which can be archived (such
as fax and business letters etc.).

9.4.6. RIERBATERERFFE B E

Disclosure Pursuant to Judicial or Administrative Process

HFIRESAT . EESAAT BTN E, GDCA KT 7 AL 5 B et R dhik
PLoRS ATEHATHLR R SCVFRY. A F:

Due to the need of legal execution as well as administrative execution permitted by legal authorization,
GDCA shall provide subscriber’s private information to relevant law enforcement agency and
administrative enforcement authorities. The above behaviors are permitted. It includes:

1. BUMRERSERHIE I HZAHGE T 1l SETR P f ) Hi ;

1. Submit the application following the legal process required by relevant agencies pursuant to the
provisions of laws and regulations.

2. EBR VLA ER T A BE KA FAIE A5 77 A B 2 Gy I 502 B4R L H i
2. The formal application by court and other agencies when dealing with the dispute of using certificate

3. HAGERNEERAUAE I R .

3. The formal application by arbitration agency with legal jurisdiction.

9.4.7. HAbiE BB TE Other Information Disclosure Circumstances

UUARAT ;7 ER GDCA SRIERESRAT E % 7 SCER R 5 W BRI A7 I, GDCA I 7 ZHELT - (1
WK 2 BT A Ik S5 B AR 4 B8 =35 iRy 2w
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If certificate subscriber requires GDCA to provide some particular customer support services such as
mailing materials, GDCA needs to send the subscriber's name, mailing address and other related
information to a third-party such as mailing company.

9.5. &0iRFEA Intellectual Property Rights

1. GDCA A H R AHIEF LU GDCA HEAL I T A B (1 45 HR P2 A

2. GDCA X THIE RGP BA AR LR Fl a5 7 AL

3. GDCA Wik EAfRI—IME B8 GDCA 7=, K4 GDCA 5 i, fit AAEE
B T wAT

4. GDCA EATIIEFAI CRL 45 GDCA SZICHI =5

5. AHMZEE A AL GDCA 77,

6. HRENH GDCA 3 SR 44 (LA TEFR DND - LA i35 b i A 25 24
Ui SR IUEFS, 34179 GDCA [ 2.

1. GDCA reserves and remains full intellectual property rights for all the certificates and software
offered by GDCA.

2. GDCA holds ownership, the right of name, the right to share the benefits for certificate system
software

3. All the information published at GDCA website is GDCA property. Without written permission of
GDCA, others cannot repost them for commercial activities.

4. Certificates and CRLs issued by GDCA are both the property controlled by GDCA.
5. External operation management strategy and specification are GDCA property.

6. The distinguished name(hereinafter referred to as DN) used to express the GDCA domain entity in
the directory and the certificate issued to the terminal in the domain entity are the property of GDCA.

9.6. BFR5HHLR Representations and Warranties
9.6.1. CA HIBRIR 53R CA Representations and Warranties

GDCA XJUEF1T F e Z5Ufl T 4E R
GDCA must make the following warranties to subscriber:
1. GDCA ZR&4 T HIERFF &4 CP I A S IEEK

1. Certificates issued to subscribers by GDCA must be in line with all substantive requirements of this
CP.
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2. EBRUEBE, AP CA BRI FHE LSS CA Bl 2l fE A2

2. The information in certificate should not be inconsistent with the information received by CA because
of CA’s fault when issuing the certificates.

3. GDCA fRiFHAFAAIS B 2 2 A7 R R Y, GDCA &L AHAT 2 NI & E X
HH SR TR PRI 5 5

3. GDCA ensures that its private key shall be stored and protected securely, and GDCA shall establish
and implement security mechanism pursuant to the terms of national relevant policies.

4. GDCA #iA CP RIE, M fAHIE+S;
4. GDCA shall revoke certificate timely in accordance with this CP.
5. GDCA KAl iE- 1T B AR SR, A5 EREmT 7 BIES B Rk A n] &g
5= R

5. GDCA informs subscribers any known events, which will fundamentally affect the validity and
reliability of the certificate.

GDCA X i 75 o ZiUfi H G $HL0R <
GDCA must make the following warranties to relying party:
1. BRARGIEMIT S BAN, UEH i HART P S BT 2 A 1

1. GDCA guarantees that the subscriber information in the certificate are accurate except the
unauthenticated subscriber information.

2. GDCA SEA# A CP K CPS IfH#llE 25 K IUE 155
2. GDCAI s in full compliance with the provisions of the CP and relevant CPS to issue certificate.
3. f£ GDCA 15 BFEH KA NE Qe ks VT, IFHIT P izl cp i
SERR TR,
3. Certificates published in GDCA repositories should have been issued to subscribers and accepted
by subscribers in accordance with the provisions of the CP.

9.6.2. RA K52 5H{R RA Representations and Warranties

1 PRAESIETT P A R SE TR A AR CP AT A Sl PR
2. fE GDCA ERGIEFRS, A AU R T 5 B0E - P s RS H g
e BA—E
3. EMHUEIZA CP HIHLE, it GDCA $RASUEF Hi . MY BSR4 Hil .
1. The registration process provided for subscribers is compliant with all the substantive requirements

of GDCA CP.
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When generating certificates, GDCA does not allow the inconsistencies between certificate
information and certificate applicant information due to mistakes of registration authority.

Registration authority will submit the applications of revocation, update and other services to GDCA
in time according to the provisions of CP.

9.6.3.

IT P HIBRR 5484% Subscriber Representations and Warranties

T — B 52 GDCA R K IIEAS , AN J9 7] GDCATE ML e A5 1F Hh BAR 7Kt »

1.
2.

10.

FEIEF A AN TR 244 s

VTP FRFE S I [V E AU SR AL 015 B AGR HSE . Se BENTHERA Y, 8 R SEAE ]
ROEER. Dhid S5 B AEHSUE;

WERAAAERBEN, 2T AR P E AT & STt 1T 7 A ST BT R
RAEAT AN SEFRR 5 1800, 1851 GDCA BB BUIE 5 ARSI

ST PR B A G BRI AT (R — IR &84, AT H E 4, IF
HAEBATREAN, IEH2ERAE GERBRA T, M), IEBRRAIINT ALY
P ) FE A 5

FRARZRAT A RN LR (] A5 T B E , 1T 7 SRIEA A AAENLAY (BRERBIAL
LADIIVIE: IO RE

—RREAEYS, BRI RIBAER AR CP T SRS, R R
EIVAORADARIISNE

TSRS, W A A DU IR AR AL RIS H], A ATE R
ARG, RECE BT8ROk B LRV AT % . bRk . LR 2 3B 5
AFIELATAT R H GDCA AN R B B SEHT. AR, BB (R AR T 3R |
NG PR AZ AT 5 AR 55 1)1 A0 AT 55 5

EHAEAR CP A RlE M VE I N A, JURAIES T 2 SR st A
i F H s

PSS e SNIE S LI DE i 78/ QU T e VS 175 N 227 G T

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the following

commitments to GDCA, registration authority and related parties who trust the certificate:

1.

2.

The subscriber uses digital signatures if the certificate is valid.

All information that subscriber provides to registration authority during certificate application process
must be true, complete and accurate. The subscriber is willing to take legal responsibility for any

false or forged information.

If there is an agent, then both the subscriber and agent take jointly responsibility. The subscriber is
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10.

responsible for notifying GDCA and its authorized certification services agencies any false
statements and omissions made by the agent.

Each signature are generated using the private key corresponding to certificate by subscribers
themselves. The certificates shall be valid at the moment of signing, i.e. certificate is not revoked or
expired.

Subscribers ensure that they don't engage in business performed by the issuing agency (or similar
institutions) unless they sign written agreements with the issuing agency on such matters.

Once the certificate is accepted, subscribers are considered as knowing and accepting all the terms
and conditions in the CPS as well as corresponding subscriber agreements.

Once the certificate is accepted, the subscriber should assume the following responsibilities: always
maintain control of their private keys; use trust worthy systems; and take reasonable precautions to
prevent the loss, disclosure, alteration, or unauthorized usage of the private keys.

Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

The subscriber only uses certificate for the authorized or other lawful purpose within the range
specified by this CPS.

The subscriber use secure and reasonable measures to prevent the private key from loss, disclosure,
alteration and other events.

9.6.4. R HIMRiR S5HHR Relying Party Representations and Warranties

SR CP T HAE s

FERBOETHT, B AUE-FZERUE v FEATH R A

TERE T AT, XHIEFS S AT 5 AT S0 IE 5

TEMCBIE TS AT, J8Id 25 CRL 5% OCSP A AIE 52 A5 4 4 s

— Bl T B 2B AR RS T A B A &, Mol IR B4 GDCA iy
SRR IHEAT AME, I FLARCHH DR s p i 1 B s N AR 452K 5

6. ARELATMTRE GDCA AN A, B, R, AR, A HAER T 510 |
R PSRRI F3 5 25 PO R o R A ek 55

o ~ w npoE

Abide by all provisions of this CP.
Ensure that the certificate is used in prescribed scope and duration.
Verify certificate’s trust chain before trust the certificate.

Before trust a certificate, verify whether the certificate is revoked or not through querying CRL or
OCSP.

The relying party is willing to compensate GDCA for the losses and accept liabilities for any loss of
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self or others, due to negligence or other reasons violating the terms of a reasonable inspection.

6. Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

96.5. FAhZE5FHKREHR

Representations and Warranties of Other Participants

WAYA CP P HLE «

Abide by all provisions of this CPS.

9.7. HH{F% 3 Disclaimers of Warranties

A CP9.6.1 HH ¥ B R A& I8 41, GDCA AR HH HAAT AT T 201 CRAE AN S 55
APREIET 7 K05 . Hth 2 5FH R AR

2. AKX FAIETE Bl H A AR AT Rt DR

3. AXHERLEE M E H I ELA R AR AR T 54T

4. XETARGS, WG BARK FFIE R AR S5 I R e s T R R
SUE;

5. IR CP9.6.3 KRR, BRI A CP9.6.4 Z /KA, 1§LA%ER GDCA
L.

Except for the commitments declared in CP Section 9.6.1, GDCA does not assume any other form of
guarantee and obligation:

1. Do not guarantee the statements of certificate subscribers, relying party and other.
2. Do not guarantee any software used in electronic certification activities.
3. Do not assume any liability when certificate is used beyond the prescribed purposes.

4. Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc.

5. When subscriber violates the commitments defined in CP Section 9.6.3, or relying party violates the
commitments defined in CP Section 9.6.4, GDCA can exempt from liability.

9.8. AHFRFFE Limitations of Liability

UEFT S M5 Bl GDCA SR HL T AE R 95 N F IR FE I8 2 1%k, GDCA Rk iH
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A CP9.9.1 M2 A R 51T

The certificate subscriber and the relying party engage in civil activities suffering losses due to electronic
certification service provided by GDCA, GDCA only assume limited liability prescribed in CP $9.9.1.

9.9. A2 Indemnities

9.9.1. INEHLH B2 R 4E Indemnification by GDCA

i1 GDCA &/ T4 CP8.6.1 W fBRIR, 1T/, Wi 4% SEAR AT H11E GDCA 7R AHIE £ 57
£ GEEELE RTIBRIL), BHELL R TE:

1. GDCA KUEBHRMB RGP USMAE =7, FEOT 7 SUk 7 E 245151

2. TEVPRASAE BB RN . BB T, GDCA ZRIEF I T 4R 5 B,
SHEAT P BT 8 SZ AR R

3. 1E GDCA HHAIT P58 (5 BB BT RMETE R VR M5, B SR I 1T P 28 K13,
S EKRATT T LRI

4. 1T GDCA HJJF A T3 CA FAP Rt 2 ;

5. GDCA AKfe S eSS, BT 21551

If GDCA violates statements in CP Section 9.6.1, certificate subscribers, relying parties and other entities
can request GDCA assume compensation liabilities (except for statutory and contractual exemptions). If
the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to losses
of the subscriber or relying party.

2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates with error
information and the error leads to losses of the subscriber or relying party.

3. After GDCA knows the fact that subscriber provides fake registration information or data, GDCA still
issues certificate, which leads to relying party suffering losses.

4. If the private key of CA is disclosed due to GDCA's fault.

5. GDCAfails to revoke certificates in time, which leads to relying party suffering losses.

9.9.2. WP HIIEELF4E Indemnification by Subscribers

FEWTFAESL, 1T B B R IE U GDCAL MR 1k, B 7k R IR % 54T«

If the following situations cause GDCA or relying party suffering losses, subscribers shall be assumed the
liability to compensate:
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Lo AT/ HEEARE TR, B8, JRe#E SRR ikl, F8UERK GDCA &
HBAUUEF RS MR B 5 = 77 2 1%

2. WP RS EGE T AOE BRI . S, WAV AR 8T B 1 A
GDCA K HBAUMEBIRE MM, LRA A AAE A& . GDCA B HAZ AL
TEF RS AU L 5 = J7 2% s

3. FUEREBIAT N, HiERA CP FAHGERIENGE, Bl RIEHH TIE4A CP M
5 R 259 F

4. AEFAT P EE HE A BERH mASIEB I SR B AE RS, 2 GDCA 4 IZiE - i)

WEETLLRAANE, R B DT AR S, B AT A G I e AR 4

i), Wk GDCA %A CP WIRVEREAT T A KR ERAE, IBAZIUE-FIT 7 2K H

A IR E G TT s

TF - A 5 B AR AR SE AR R A5 LA T UE A5 O 2 BN 3@ 0 GDCA RIS Ty +

WA A RECA LRI $E i, SERAVH Z REiE . g, MiReE,

TEAFENFARH T R AP AR GRS, A 1 Ad FHIE 59 S i@ %1 GDCA RMKH T 5

TF -5 R AT 8 P E$

TP IEHAE BARIE 758 =07 M ANR AL

10. 7EHLE MR F VG AME FETS, a3 R gRig 3 .

L N o O

GDCA and its authorized service agencies or third-party suffer losses due to unreal information, such
as deliberate, mistake or malicious information, provided by applicants when applying for certificates.

GDCA and its authorized service agencies or third-party suffer losses due to disclosure and loss of
private keys deliberately and by mistake; due to not informing GDCA and its authorized service
agencies or third-party of the leakage and loss of private keys with knowing the facts; and due to
handing keys to others inappropriately.

Behaviors of subscribers violating the CP and related operation practices when using certificates as
well as using the certificates activities outside of the CP.

If the certificate is used for illegal transactions or causes disputes during the period from revocation
requests proposed by the subscribers or other entities authorized by GDCA to this information of
certificate revocation published by GDCA, if GDCA operates in accordance with the norms of the CP,
subscribers must assume any responsibility of losses according to this CP.

Subscribers do not stop to use the certificate which its information have changed and don't notify it to
GDCA or relying parties in time.

The private key is lost, damaged, stolen, disclosed, and etc. due to not taking effective protection
measures.

Subscribers continue to use the certificates and don't notify GDCA and relying parties promptly when
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private keys are lost or in danger.
8. The certificate has already expired but is still in use.
9. The subscriber’s certificate information violates intellectual property rights of a third-party.

10. Using certificates outside the provisions of specific application scope, such as engaging in illegal and
criminal activities

9.9.3. AT IR BT4E Indemnification by Relying Parties

FEUT NGO, AT B £ JE R IE RK) GDCAL 1T ik, B 47K HH A2 514 E

If the following circumstances lead to the losses of GDCA or subscriber, relying party shall be assumed
responsibility to compensate:

1. WAHEAT GDCA SR T M PMFIA CP e ¥ XL 55

2. RAEKHEA CP MU T G HLH %, S5 GDCA K IAZAUIIE TS MG ELEE =07
2 H

3. EAGHBINTE FHBUES, iy I EIIE-BAAERTEE . BB B0 15 T 5k
EH CA B AT Rt N ST TR, (AT SRR ASIE 15«

4. ARHGETT A RIS (B AT BEREAT B0IE

5. Kkl BCA B A ) CRL 5 OCSP #fiAIE 152 554 4N

1. Obligations defined in the CP and agreements between GDCA and relying parties are not fulfilled.

2. GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate reviews
against this CP.

3. Trust certificates in unreasonable circumstances. For example, relying party still trusts the certificate
with knowing that the certificate usage is beyond its scope or period or the certificate has or may
have been stolen.

4. Relying party does not verify trust chains of the certificates.

5. Relying party does not check whether a certificate is revoked through querying CRL or OCSP.

9.10. B 5% 1k Term and Termination

9.10.1. AR Term

A CP EAMHIATI IEXA, E—hAR) CP R 22; A CP E T —RA CP A%
2 HETE GDCA 21k T I IE AR &5 B 230
This CP will enter into force in the midnight of effective date, and the last version CP will become invalid.
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This CP will become invalid when the next version CP enters into force or the electronic certification
services of GDCA are terminated.

9.10.2.  #1k Termination

GDCA Z 1l -FIAIERRSS S, A CP &1k,

When GDCA terminates electronic certification services, this CP is terminated.

0.10.3. &ILFIMMB 5L Effect of Termination and Survival

A CP 2k, RORAUGERLIAIENL 51028 1L, EUEL S 02 1R R0k A ERLRY
BHEMIZ AL . YERLITENL 55 26 11 R BORHL G R, 5 IS F BB AERL, fR
AT R

The termination of this CP means that the termination of CA business, but the termination of certification
business does not mean the termination of CA’s responsibility. After the termination of business, CA shall
take reasonable measures to transfer certification service to other CA so as to ensure the interests of the
subscriber.

0.11. ¥SEHRANHELERERXE

Individual Notices and Communications with Participants

WAENUE L ERITEOL T, WES M et KB PR E B T E A i KT
JUOHABE AT P ATy, FNEE R, s, BT ERE . (SR fREEE, il
FOAT P RAST

The circumstances that CA actively revokes the subscriber’s certificate, finds out subscriber using
certificate out of specified usage, or behaviors of subscriber violating subscriber agreement have
occurred, CA can use appropriate way, such as telephone, E-mail, letter, Fax, etc., to notify subscriber
and relying party if necessary.

9.12. #&iT Amendments

9.12.1. BiT#ERF Procedure for Amendment

% GDCA %4 RMEZ 242, GDCA {TBUE HIHEE S/ D# & —IRA CP, MifRHELST
A B FFAAE IR 5T B R R BT R A I SSL FEE B SR MNYE , FF A UE ML 55T & 152
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Through the authorization of GDCA Security Policy Committee, GDCA Administration and Management
Department shall review this CP at least once a year, to ensure that CP meets the requirements of
national laws and regulations and administration department, to meet the latest SSL baseline
requirements and specifications, and satisfy the actual requirements of certification business operation.

A CP [FMEIT, HH GDCA 1T EUE T H B A2 T i3 , 3879 GDCA 24 R 2 i b e
i1 GDCA 1T EUE FER T ST 4HRBIT, BT /5 ) CP 43t GDCA 224 5 mE 2% i 2= ik v J 1F 20%t
AN RAT

The revised version of this CP will be revised by GDCA Administration Department and approved by
GDCA Security Policy Committee. GDCA Administration Department will be responsible for the revision
and the revised CP will be officially released after being approved by GDCA Security Policy Committee.

0.12.2. IBHEIHLEIFIHIFR Notification Mechanism and Period

BT JG i CP ik J5 s 37 BRI ZE GDCA M35 www.gdca.com.en B & AR . X/ Bl it
B I (S, BEARZE )T OB AN B, GDCA MEAE-S BRI A B A A 2 &7, S BRI
N 1] S ORAIE AT 5% 5 52 B IR2 A 5 /N o

After approval of the revised CP, it will be posted on GDCA official website www.gdca.com.cn immediately.
For the modification notified by email, mail, media and other ways, GDCA shall notify the relevant parties
in reasonable time, which ensures that the relevant parties have minimum influence.

9.12.3. W AMEITHITER Circumstances Under Which CP Must be Changed

R R 1G5, GDCA A%t 4 CP #7151

If the following situations occur, this CP must be modified:
1 EMEEOREIE KR, LU MILE CP A ZE;

1. The encryption technology develops significantly enough to affect the effectiveness of existing CP.
2. A IRNEME S5 AR SR HEREAT ST

2. The relevant standards have been updated.
3. WIERGNA R4 P AL BT B AL s

3. Certification system and relevant management regulations take significant upgrade or changes.
4. VEERFHUR AR EOR,

4. The laws and the administration departments require the CP to be modified.

5. Hlf5 CP HILEZHE.
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5. There is some significant deficiency in the existing CP.

0.13. &R P23K Dispute Resolution Provisions

2 GDCA. 1T RIS 5 2 [8] B3, A SR T SR 3 i G Pl v e ke, 00 e
RATHY, ATERLVE AR

When the dispute among GDCA, subscribers and relying parties has occurred, this can be solved by
negotiation according to agreement or even by law.

0.14. B#E4E Governing Law

GDCA 1] CP 32 [ ¢ CuitA i) € b BN BRI HE 725 4235 ) CR T IIEAR S5 8 B MK D
CHLTINIE IR G5 BB B M) Ve

The CP of GDCA has been governing by the law of “ Electronic Signatures Laws of People’s Republic of
China”, the regulation of "Measures for the Administration of Electronic Certification Services”
and "Measures for the Administration of Cipher Codes for Electronic Certification Services” promulgated
by the country.

0.15. fFE&EFER Compliance with Applicable Law

WIS I A LSS 3530 &L OB airra (b E N RIEAME B 7227 (B
FUWIEMRSE BT pE) . CRFIMERS HIEEINEY DL B A N R AN E R )
ME -

All businesses, activities, contacts, agreements of Certificate Authority must conform to "Electronic
Signatures Laws of People’s Republic of China”, “Measures for the Administration of Electronic
Certification Services”, “Measures for the Administration of Cipher Codes for Electronic Certification
Services” and other laws and regulations of People’s Republic of China.

9.16. —f%4&3k Miscellaneous Provisions
0.16.1.  SEEPHMN Entire Agreement

CP. CPS. I/l HOMTs B S HANTE P SCRE A A PRI 22 N3 22 T8 [ 52 BE WMo

The entire agreement is composed of CP, CPS, Subscriber Agreement and Relying Party Agreement as
well as its supplemental agreement.
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9.16.2.  ik¥¥ Assignment

RAEA CP P IR AIAUESEAR % J5 RIBURIAN 55, 07 8 N n] $L IR A S B i3k
AT BRI LS5 ek o BB RAT R A I AN R BB k07 %6 o5 — 5 AR AT 5155 K SAE IR BERT

According to the rights and obligations of certification entity parties detailed in this CP, all parties can
transfer the possession of rights and obligations in accordance with the relevant provisions of the law. The
occurrence of the above transfer behavior does not affect the change of any debt and liability among the
transferors.

9.16.3.  4r#f% Severability

WNERA CP AT 2% B H: I FH S 88 1 2442 e i FLAt o AT LA S S 8 e ) 2 — 2% e
TR PR TC R EA B AT I, IS A CP H AR (R 43 AT A AL T 30X — 2% T 4R BT

If any clause or application of this CP encounters situations such as judged by the court or the other
arbitration agency and is determined that one of the provisions in the agreements are invalid or
unenforceable for some reason, the other parts of the CP can remain valid to continue to execute
independent of this provision.

9.16.4. BEHEFHAT Enforcement

THE o
Not applicable.
9.16.5.  AH[#L S Force Majeure

KA CP il % [ CPS MALFEARIHL /156K, BLRI &5 A2k o

CPS formulated in accordance with this CP shall include clause of force majeure to maintain benefit of
each party.

9.17. HAh43k Other Provisions

GDCA Xt A CP B4 Fx &AL o

GDCA has final interpretation rights to this CP.
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Appendix: GDCA CP Revision Records

- B i L4} 1.5 S
1 BROM | POk E ST ) A E 38 A0 58 SO0 R B
5 . U B AT H I, E S AR
AR AT H ]
GDCA TrustAUTH R2 CA
G]?CA TrustAUTH R2 CA i AT “GDCA TrustAUTH R2 CA i iE z%k EB\ %k (i
$1.1.4 PHF 2018 £ 12 A 15 BT 2018 4E 12 1 15 [, ROOTCA %k, 245 JH
3 GDCA i 15 | HEIM, 2016 4F 12 H 15 2017 4 12 A 15 F42. GhoA 4%%@ BT, HAAE T )
JE RN Hd, GDCA ¥ANF-f8 FH 1% R CA AL BT P T S IR ANH E 5 AN
CA IEFZERAT FHIEFS MY 55, T I J5 2%
RN TA] o
§1.1.3 &N SM2 EFS %5 A A “GDCA 1Y
A GDCA iF 5 SM2  iE P ¥ B Guangdong
VR Certificate Authority ( GDCA
TrustAUTH E1 CA) Z%.”
§1.2 3 pY ?EFU%“ZIK CP Hﬁﬁf%i*ufﬁxﬁﬂﬁ
5 SR SR BIvE, anRh. JESCHIN A AR
X, LA SO HE”
A CP RHFFIRAE A | BECON A CP 1EA R H I E I I3
6 $9.10.1 A1 | MZ HAM 156 RZJFIE | A% E—kAK CP R Kk A
RUIR AR 7E GDCA 4 EHLF | CP fE R —hieA CP Az H BAE
WIE RS I 2R 3 GDCA #¢1E L FUIE RS R 2%
7 TffsiT ﬂéfﬂij?%i%ﬂ~%§% 51 R IRVE
EREPEIE o
ontents Revised
SEQ Sections V14 V15 Reasons
1 Full text Chinese version only Realese the first bilingual edition.
5 Cover Page Disclose the effective | Disclose the release date, as well as
date only. the effective date.
Section 1.1.4 | GDCA TrustAUTH R2 | GDCA TrustAUTH R2 CA certificate | GDCA TrustAUTH R2 CA
3 Hierarchical CA certificate  will | will expire on December 15, 2018. | certificate is issued by R
Architecture of | expire on December | From December 15, 2017, GDCA | OOTCA of OSCCA, and t
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GDCA
Certificates

15, 2018. From
December 15, 2016,
GDCA will no longer
use it to issue

subscriber certificates.

will no longer use it to issue

subscriber certificates.

he renewal cycle is unpr
edictable. GDCA adjusts
the final issuing time of
this CA to avoid discont
inuing the services of th
is CA before next renew
al.

Section 1.1.4
Hierarchical
Architecture of
GDCA
Certificates

Clearly claims that all of the SM2
certificates from GDCA are
issued by Guangdong Certificate
Authority (GDCA TrustAUTH E1
CA)

Section 1.2
Document Name
and

Identification

State that "This document is the
Chinese-English bilingual edition of
GDCA CP. |If
inconsistency or conflict between

there is any
the Chinese and English versions,
the Chinese version shall prevail for
all purposes".

Section 9.10.1
Term

This CP and the
updated version are
formally effective after
15 days from the day it
is published. And lose
the effectiveness

Changed to: This CP will enter into
force in the midnight of effective
date, and the last version CP will
This CP will
invalid when the next

become invalid.
become
version CP enters into force or the
electronic certification services of

GDCA are terminated.

Full text

Revise text errors and descriptions
that may be easily caused confused
or result in ambiguity.
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