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1. 8] & Introduction

1.1. MR Overview

1.1.1. A FE] &4 Company Profile

Brae AR I 47 PR 22 7] (Global Digital Cybersecurity Authority Co., Ltd.), fij#k GDCA
BB JEON T RECTHE R VAR O AR AR 7, AL T 2003 42 3 H 6 H. 2005
9 H, GDCA fkikimid T [ 5 %A a8 # Ja A B 52 A5 B\ i se ks i &, o e it
ANFHAF CRFIAERSVFAIE) (VFA[IES: ECP4401021007) FIHLFIAEIRS WG Z —;
2008 4 12 H, 345 E 805 BRAUA K (R P S i B VFaTIE): 2011 4F 4 H, dlid
T B G TR B IR S RE VPG, 3RS (R ESS H VIR S ALY (4
7 A021) BEt%. 2013 4, XFHTUGEARS: RE#ET SM2 FkTT4, IRl | E RS
HRAL M2 e . 2015 4-4], GDCA @i T WebTrust EBr 24w iAiE, & TH
BrbruEAL ) iE B BRI SS K, AT DA HE AR f TAEIR S o 3&ERIL 55 R J 75 22,
2016 -5 H, “J  AREFUEBINIEFOERAR” B4R Bz AR R AR AR 7.

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as GDCA, or “4tZ#4X”) with the former
name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003. In September
2005, GDCA passed through the security review by the
State Cryptography Administration Office of Security Commercial Code Administration (abbreviated as
OSCCA) and the former Ministry of Information Industry by law, as one of the first eight electronic
authentication authorities with "Electronic Authentication Service License" (license number:
ECP4401021007) in China. In December 2008, GDCA obtained the "Commercial Cryptography Products
Sales License" issued by OSCCA. GDCA passed through the assessment of E-government and
Electronic Authentication Service Ability by OSCCA with the qualification certificate of "E-government and
Electronic Authentication Service Authority” (number: A021) in April 2011. In 2013, GDCA upgraded
electronic authentication service system for SM2 algorithm and passed through the security review by
OSCCA. In 2015, GDCA passed the assurance review for Certification Authority by WebTrust with the
international level of operation management and service to provide digital certification service globally.
For business development, GDCA changed its name from "Guangdong Digital Certificate Authority CO.,
LTD." to "Global Digital Cybersecurity Authority CO., LTD." in May, 2016.

GDCA B4, IR “I A AEFMETOHIRAT” M5, sy BaimaE s
Sl BRI AR AR A" &4k EEARS GDCA LL “J R B FIEFS I IE A L
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AIRAT” ZZATHE RS NN H T AR AR WA R AR 24 BB
FAHI) LS5 w “ B AR BB i A IR A 77 &4k

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO., LTD."
were inherited by GDCA. Meanwhile, and all the rights and obligations of the contracts and agreements
signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

KB ML BIHT RS AME7 WiZEHE, GDCABUI T AB TS HTES K
245 B A N R A0 A FE AR AR 55

With a business philosophy of “Authority, Innovation, Services and Credibility”, GDCA has been and will
continue to dedicate itself in offering electronic authentication services of high quality to industries
including e-commerce, e-government, and social informatization etc.

1.1.2. IEHZEmE Certificate Policy (CP)

AR GDCA [IE 5% (CP), /& GDCA By il B4 skrg =i, EH T ATl
H GDCA % R MU HL B P AEB IASES 5E0k, Attt 2k, &HL. /. B, M4y
VEFS R DRI AT 43 M 25l 55« VR AR B EESRAIE . X S ZR ARG R 3 GDCA
BOFAE PRS2 A MR sE 38 1, 8 — B 1E GDCA i il Py —E0E F i s — MU 4, [tk
FE#A- GDCA B2y N Refig SR fit [FIFE R E AR LR . & CP JFANZ GDCA M2 577 Z [a] (kA
MWL, GDCA F1%-2 577 Z IR IAUR) S5 IR FE AT 1) 2538 1) 25 S A A

This document describes the Certificate Policy (CP) of GDCA and explains the policy statement for GDCA
digital certificate service. It applies to all digital certificates issued and managed by GDCA and their
related participants. The CP sets forth business, legal and technical requirements and specifications for
certificate approval, issuance, management, usage, renewal, revocation and related trusted services.
These requirements and specifications protects the security and integrity of GDCA digital certificate
services and includes a comprehensive set of consistently applicable single rule sets in the GDCA scope.
Therefore it provides the same extent of trust guarantee throughout the GDCA architecture. The CP is not
a legal agreement between GDCA and all participants; contractual rights and obligations between
GDCA and participants are established by other means of agreements with such participants.

A CP i 2 (LRI X.509 2~ T 4 B Atk i 1k 5 SR RTIE 5 Mk 55 HE 28 ) € Internet X.509
Public Key Infrastructure Certificate Policy and Certification Practices Framework), I F5 H XX
FrRUEL L “ HIEM TR TAEZ4L” (Internet Engineering Task Force) il 5E ft] RFC3647 hrkft4h
PRI 2R, R B E (GB 26855-2011-T 15 & 22 A4 AR A FASEAN 15 it U 5 5 s 5 A E
W55 P HIHESR) HOSSH AN A B EK, JFARYE b B 72T GDCA iz 8 ZR T & 2 1Y

The CP complies with the structure and content requirements of both Internet X.509 Public Key
Infrastructure Certificate Policy and Certification Practices Framework, also called RFC3647 defined by

2
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The Internet Engineering Task Force, and GB 26855-2011-T Information Security Technology Public Key
Infrastructure Certificate Policies and Certification Practice Statement Framework. It would also make
appropriate changes in accordance with Chinese laws and regulations together with operational
requirements of GDCA.

GDCA 1EN—AMERRFE I (CA), TEA CP LM FABARIE A CAE, ZRIT
FOES . ZEFARRZEEFIR FVC R, AE TR AN RILT P a] DU R R 47 I 4535 s 22
LR RIS W4 OB BN A EIRNE . R IKIBA CP ok
FHRAT (0 LG ER, R BB IKIEF. GDCA [ FIEML SN (CPS) %A
CP MIZI3R, VE4NEIA T GDCA 1EAHLTIAEMR S MG SAERIE T . AfaT42 (EE15 LA R AR
(W E AR AR B . BT GDCA TEB T KA T S A CP A% CPS 1L
ST, P SHIEF RE RS AT

As a Certification Authority (CA), GDCA generates root and intermediate certificates, and issues
certificates to subscribers under CP restrictions. Based on different types and application scope, digital
certificates may be used by subscribers to process SSL, code signing, e-mail signing, document signing,
identity authentication, and other different applications. Relying party could decide whether to trust a
certificate in accordance with the requirements of the relying party’s obligations in this CP. GDCA
Certification Practice Statement (CPS) accept the discipline of CP, elaborates the definition of GDCA
digital certificates and the methods to provide these certificates as well as the corresponding managerial,
operational and security measures. All certificate subscribers and relying parties under GDCA must refer
the provisions of the CP and its relevant CPS to determine the usage and reliability of the certificates.

1.1.3. GDCA Z2#J GDCA Architecture

A% CP /& GDCA #i = H)5lg, GDCA HHEPRSSHIM (CA) %I CP #il%E CPS, RA %
BEA CP KARC CPS HATIE B RS BB % ml, T/ My K HAMAR ST A A CP KA
K CPS YERERIEH . BAEIFBATH K 5% . GDCA B8 TH CA. 14 CA, #HH
RYEMHURE L A3ty 852 B A, IR S SRS Z GDCA WIER R AN E 2 X IR 55 34K

The CP is the highest strategy throughout the GDCA architecture. Certification authority (CA) under
GDCA formulates CPS in accordance with CP. Registration Authority (RA) authenticates certification
requests according to this CP and its related CPS. Subscribers, relying parties along with other correlative
entities determine their rights for using and trusting the certificates as well as perform corresponding
obligations on the basis of the CP and its related CPS. GDCA has established services entities at different
levels, including root CA, subordinate CA, related RA, registration authority terminals and business
acceptance points.
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1.1.4. GDCA iEH BRIk ZE#) Hierarchical Architecture of GDCA Certificates

GDCA HEiH 6 MRIEF, 4058 ROOTCA iE+ (RSA). GDCA ROOT CA iE-.
ROOTCA iF 45 (SM2) fil GDCA TrustAUTH R5 ROOT 45 . % iR R5 R CA iE45. GDCA
TrustAUTH E5 ROOT iE-Hi. MR CA T4t CA, USEA I IETS . GDCA A2 KR AN
HiZl CAETS,

Currently, GDCA has 6 root certificates, including ROOTCA certificate(RSA), GDCA ROOT CA certificate,
ROOTCA certificate(SM2) , GDCA TrustAUTH R5 ROOT certificate, %z {8 R5 # CA certificate and
GDCA TrustAUTH E5 ROOT certificate. Each Root CA has Subordinate CAs to issue subscriber
certificates. GDCA does not issue external Subordinate CAs.

1) ROOTCA (RSA)

ROOTCA
(RSA2048-bit)
I
- fl[’[‘l\(ff:“\gﬂo}ﬂim GDCA TrustAUTH R2 CA
(RSA1024-bit) (RSA2048-bit)
| .
Individual Organization Equipment Other Individual Organization Equipment Other
Certificate Certificate Certificate Certificates Certificate Certificate Certificate Certificates

ROOTCA(RSA) I i 72 Bl 5% % i 8 B = AR UE 15, %S 5HE N RSA, MEHKEN
2048-bit, FBEHAFLE CAUETS, HA: (1) GDCA Guangdong Certificate Authority iE3,
YK E N 1024-bit, ZRFEFKE AN RSA 1024-bit A ANKIEF . HUGKIER. B&KIE
FAHABIGES; (2) GDCA TrustAUTH R2 CA iE-, ZEK N 2048-bit, K K E
N RSA 2048-bit Al RSA 1024-bit 1)/ AFUEF: . HUASKIEF . A IKUEBAHARSRIES.

ROOTCA (RSA) certificate is a root certificate of OSCCA using RSA algorithm with 2048-bit root key
There are two subordinate CAs under this ROOT CA, including: (1) GDCA Guangdong Certificate
certificate with 1024-bit key length is used for issuing RSA 1024-bit individual certificates, organization
certificates, equipment certificates and other certificates. (2) GDCA TrustAUTH R2 CA certificate with
2048-bit key length is used for issuing RSA 2048-bit and RSA 1024-bit individual certificates, organization
certificates, equipment certificates and other certificates.

RSA ROOTCA(RSA)IE+44 - 2025 4F 8 H 23 HF[H.
ROOTCA certificate (RSA) will expire on August 23, 2025.

GDCA Guangdong Certificate Authority 1iE+5F- 2015 4 7 5 19 HF[#, 201541 H 1 H
2, GDCA AF#i % CAIEHZKIT FETS. GDCA TrustAUTH R2 CA iE45K T 2018 4
12 A 15 HEIM, 2017 48 12 A 15 Hil2, GDCA ¥ AHAHH % CAIEBERIT FIED.



[] SSRGS BRI S
m ol TRl Cies Sevunity Authonity Cow Lo GDCA -L[E:FB%H{% (Vl. 6) ﬁ)i

GDCA Guangdong Certificate Authority certificate expired on July 19, 2015. From January 1, 2015, GDCA
no longer used it to issue subscriber certificates. GDCA TrustAUTH R2 CA certificate will expire on
December 15, 2018. From December 15, 2017, GDCA will no longer use it to issue subscriber certificates.

2) GDCAROOT CA (1024-bit>

GDCA ROOT CA
|
GDCA Guangdong
Certificate Authority
[
Individual Organization Equipment Other
Certificate Certificate Certificate Certificates

GDCA ROOT CA iF IR ZHKE A 1024-bit, i GDCA Guangdong Certificate
Authority iE15, ZHHKEN 1024-bit, 25Kk %K N RSA 1024-bit AN ANFRIUET . WL
UEHS . B SRUEP A AR ZRUESS .

The length of GDCA ROOT CA certificate root key is 1024-bit. There is a GDCA Guangdong Certificate

Authority certificate under this ROOT CA, used for issuing RSA 1024-bit individual certificates,
organization certificates, equipment certificates and other certificates.

GDCA ROOT CA ilE1544 ¥ 2024 4 12 /] 11 HFH.
GDCA ROOT CA certificate will expire on December 11, 2024.

GDCA Guangdong Certificate Authority UE+#4 72024 4 1 H 12 HE|#, 2016 1 H 1
Hitd, AEEHZ CAIERZRIT FHE.

GDCA Guangdong Certificate Authority certificate will expire on January 12, 2024. From January 1, 2016,
GDCA no longer uses it to issue subscriber certificates.

3) ROOTCA (SM2)
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ROOTCA
(SM2)

Guangdong Certificate Authority
(SM2)

I | l |

Individual Organization Equipment Other
Certificate Certificate Certificate Certificates

ROOTCA ity (SM2) 2 EZE M E R MIMRIESS, S50y SM2, HREHKEN
256-bit, 1% Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) iE, K EN
256-bit, 2K KM H T HIL SM2 AN NFGIES . HUSEIET . B Kb HA AR RIE S
ROOTCA (SM2) certificate is a root certificate of OSCCA using SM2 algorithm with root key length of
256-bit. There is a Guangdong Certificate Authority (GDCA TrustAUTH E1 CA SM2) certificate with key

length of 256-bit under this root CA, used for issuing individual certificates, organization certificates,
equipment certificates and other certificates with SM2 algorithm.

GDCA 1t SM2 iE 1535 i ROOTCA (SM2) T Guangdong Certificate Authority (GDCA
TrustAUTH E1 CA) &k .

All of the SM2 certificates from GDCA are issued by Guangdong Certificate Authority (GDCA TrustAUTH
E1 CA).

ROOTCA IEF5 (SM2) #5F 2042 57 F 7 H 2.
ROOTCA (SM2) will expire on July 7, 2042.
Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) iEHI47E 2034 £ 6 H 21 H

B, 2030 1 H 1 HilZ, HAFEHIZ CAUEREKIT k.

Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) certificate will expire on June 21, 2034. From
January 1, 2030, GDCA will no longer use it to issue subscriber certificates.

4) GDCA TrustAUTH R5 ROOT

GDCA TrustAUTH RS
ROOT

v v v v v v 12 L
GDCA TrustAUTH GDCA TrustAUTH R4 | | GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH
R4 EV SSL CA EV CodeSigning CA R4 OV SSL CA R4 IV SSL CA R4 DV SSL CA R4 CodeSigning CA R4 Generic CA R4 Primer CA
[
v
EV SSL Server EV CodeSigning OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization, Type | Individual
Certificate Certificate Certificate Certificate Certificate Certificate Individual Certificate Certificate
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GDCA TrustAUTH R5 ROOT 1 5 (IR 2 $HK 2N 4096-bit, Rk 8 Mgl CAUET:, H
H1: (1) GDCATrustAUTH R4 EV SSL CA, #HK &0 2048-bit, 25k % HHK i RSA 2048-bit
[ EV SSL AR 45 8 253E 4 ; (2)GDCA TrustAUTH R4 EV CodeSigning CA, £ & iy 2048-bit,
R EHKE )y RSA 2048-bit 1] EV fUHE2E 4 2K1E+5: (3) GDCA TrustAUTH R4 OV SSL CA
IES, KN 2048-bit, 25K ZHHKE N RSA 2048-bit [ OV SSL R4 ISIET; (4
GDCATrustAUTH R4 IV SSL CA, KN 2048-bit, 25k ZAHKE N RSA 2048-bit [1] IV
SSL R % #825iEH; (5) GDCATrustAUTH R4 DV SSL CA, ZHIKFE Ny 2048-bit, %5k #4H
B8 RSA 2048-bit [ DV SSL Al %5#%25uE1i; (6) GDCA TrustAUTH R4 CodeSigning CA iiE
H, BFHKE N 2048-bit, ZRFHKE N RSA 2048-bit MILHGZE4KUEH; (7) GDCA
TrustAUTH R4 Generic CA iiE15, %50 5 Ay 2048-bit, 25k ZEHK A RSA 2048-bit (ML
ANNFSEF; (8) GDCA TrustAUTH R4 Primer CA, 1K E N 2048-bit, R FEHKEN
RSA 2048-bit {1/ A\ 1 ZKiE+fi.

The length of GDCA TrustAUTH R5 ROOT certificate root key is 4096-bit. There are eight subordinate
CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA with key length of RSA 2048-bit is
used for issuing RSA 2048-bit EV SSL Server Certificates. (2) GDCA TrustAUTH R4 EV CodeSigning CA
with key length of 2048-bit is used for issuing RSA 2048-bit EV CodeSigning Certificates. (3) GDCA
TrustAUTH R4 OV SSL CA with key length of 2048-bit is used for issuing RSA 2048-bit OV SSL Server
Certificates. (4) GDCA TrustAUTH R4 IV SSL CA with key length of 2048-bit is used for issuing RSA
2048-bit IV SSL Server Certificates. (5) GDCA TrustAUTH R4 DV SSL CA with key length of 2048-bit is
used for issuing RSA 2048-bit DV SSL Server Certificates. (6) GDCA TrustAUTH R4 CodeSigning CA with
key length of 2048-bit is used for issuing RSA 2048-bit CodeSigning Certificates. (7) GDCA TrustAUTH
R4 Generic CA with key length of 2048-bit is used for issuing RSA 2048-bit Organization, Individual
Certificates. (8) GDCA TrustAUTH R4 Primer CA with key length of 2048-bit is used for issuing RSA
2048-bit Type | Individual Certificate.

GDCA TrustAUTH R5 ROOT % T 2040 4= 12 A 31 H#I#.

GDCA TrustAUTH R5 ROQOT certificate will expire on December 31, 2040.
GDCATrustAUTH R4 EV SSL CA iE 156475 2030 4 12 A 31 HEI#1,2027 41 H 1 Hiz,
BT CAERZ R FIEf.

GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA ilE-5#47E 2030 4F 12 H 31 HE|H, 2027 4F 1

8
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A1 HE, AR X CAIERERAT P IEf.

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 OV SSL CA ilF H 5 7E 2030 4F 12 A 31 H#|#1, 2027 421 H 1 Hilg,
BAFEEHZ CAIEPRERIT FES.

GDCA TrustAUTH R4 OV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 IV SSL CA iF5¥44F 2030 7F 12 A 31 H#I#1,2027 41 H 1 Hie,
BAFEEHZ CAIEPRERITFIES.

GDCA TrustAUTH R4 IV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 DV SSL CA IE+K7E 2030 2£ 12 H 31 HRIH#A,2027 41 H 1 Hi,
AT HZ CAEPRERIT T E .

GDCA TrustAUTH R4 DV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 CodeSigning CA il 54 7£ 2030 4 12 H 31 H#I#, 2027 £ 1 H 1
Hitd, BAEAMHZ CAIERZ R FIE+H.

GDCA TrustAUTH R4 CodeSigning CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Generic CA iE5 ¥ £E 2030 45 12 H 31 H#I#, 2027 1 A 1 HitE,
BAFAE R Z CAUF B2 RIT FIE .

GDCA TrustAUTH R4 Generic CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Primer CA iE5 K £E 2030 4F 12 A 31 HF#H,2027 £ 1 H 1 HikE,
BAFAL R Z CAF B2 RIT FIE .

GDCA TrustAUTH R4 Primer CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

5) %L RS HE CA

W ARRS
HRCAIEH;
¥t R4 EV Hokrt L R4 OV BU HR4 TV ¥eimt X R4 DV Hoemt R4 Hwnt R4 Hkmt R4
FR% #5EF CA R % 83EP CA MR 55 #AEF CA IR 95 #E 5 CA RISZEFIES CA FERHT FHES CA AT FHEF CA
v N . A A s 4
EV SSL Server OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization, Type | Individual
Certificate Certificate Certificate Certificate Certificate Individual Certificate Certificate
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e RS MR CAE B IR E A E N 4096-bit, N 7 Mgk CAET, HA: (D
iU R4 EV IRSTEHIET CA, WPIKELDy 2048-bit, 2K HHIKEY RSA 2048-bit )
EV SSL R4 #82KE45; (2) FU&i R R4 OV RS HIET CA, HHKEERN 2048-bit, 25K
YR ETY RSA 2048-bit ) OV SSL kg5 a5 2KiE+: (3) ZMAR R4 IV RS AFIEF CA,
K E N 2048-bit, 2Kk HHIKE N RSA 2048-bit ] IV SSL RS- 2:I4EH; (4) Bkt
R4 DV IRZZHEH CA, FHIKE N 2048-bit, %Kk %K E N RSA 2048-bit [ DV SSL il
AR (5) HewimHt R4 REDZELIET CA, HEAKE N 2048-bit, BREHKEN
RSA 2048-bit /U254 2K1E 15 (6) Fre iU R4 @] ik CA, By 2048-bit,
BREEPIKEE )Y RSA 2048-bit UL MAEKIEF: (7) B R4 EAIHT FET CA,
WKy 2048-bit, 2K FHKIE )y RSA 2048-bit (I~ A 1 KiiE+.

The length of #Z i/t R5 R CA certificate root key is 4096-bit. There are seven subordinate CAs under
this root CA, including: (1) #tzmAt R4 EV k%5 231E+S CA with key length of 2048-bit is used for issuing
RSA 2048-hit EV SSL Server Certificates. (2) %X R4 OV IR%##E-15 CA with key length of 2048-bit
is used for issuing RSA 2048-bit OV SSL Server Certificates. (3) ¥ %L R4 IV 55 #%iF+ CA with key
length of 2048-bit is used for RSA 2048-bit IV SSL Server Certificates. (4) #1%F X R4 DV AR 45 84iEF CA
with key length of 2048-bit is used for issuing RSA 2048-bit DV SSL Server Certificates. (5) % h4 R4
AR5 405 CA with key length of 2048-bit is used for issuing RSA 2048-bit CodeSigning Certificates. (6)
Bz X R4 5@ 1T FHET CA with key length of 2048-bit is used for issuing RSA 2048-bit Organization,
Individual Certificates. (7) £zt R4 24T FHIETS CA with key length of 2048-bit is used for issuing
RSA 2048-bit Type | Individual Certificate.

Hraz i AC RS AR CAIEFRE - 2040 £ 12 A 31 H 2.
2wt R5 R CA certificate will expire on December 31, 2040.

B R4 EV RS EHIET CAIEFSKE/E 2030 4 12 7 31 HEIM], 2027 £1 H 1 H
e, WAFEHZ CAIE PRI P IET.

Bt R4 EV IRE-23EF CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

Bzt R4 OV HRE2HIET CAEKAE 2030 4F 12 A 31 HAHY, 20271 H 1 H
&, BAFMHZ CAIFBERIT IER.

Bz R4 OV JIRS#%1E45 CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

B RA IV RS Z5IEP CAEF47E 2030 4E 12 A 31 H#|#, 2027 41 H 1 HiE,
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KA Z CAIEBZ KT FEf.

Bz R4 IV iR 45 #31E 15 CA certificate will expire on December 31, 2030. From January 1, 2027, GDCA
will no longer use it to issue subscriber certificates.

Bz R4 DV RS #:IET CAIEKTE 2030 4E 12 A 31 HFIHH, 20271 H 1 H
&, AT Z CAEBERIT FE.

Bz R4 DV IR #3IEF5 CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

Bz R4 UIBAE4FEH CA IEF¥AE 2030 4F 12 H 31 HFIW], 2027 /£ 1 H 1 Hi,
BA A Z CAE R RIT FEF.

B 8 R4 L2 4 E+5 CA certificate will expire on December 31, 2030. From January 1, 2027, GDCA
will no longer use it to issue subscriber certificates.

Bz AR R4 BT EH CAEKLE 2030 4F 12 H 31 HEH, 2027 421 A 1 Hitg,
BATAE % CA IE R K IT FE+ .

B AR R4 1@ 1T FHETS CA certificate will expire on December 31, 2030. From January 1, 2027, GDCA
will no longer use it to issue subscriber certificates.

Bz AR RA FERELT P E CA EFE7E 2030 4F 12 A 31 HE, 2027 £ 1 H 1 Hig,
BATAE % CA IE R K IT FE+ .

B R R4 AT FEFS CA certificate will expire on December 31, 2030. From January 1, 2027, GDCA
will no longer use it to issue subscriber certificates.

6) GDCATrustAUTH E5 ROOT

GDCA TrustAUTH ES.
ROOT

GDCA TrustAUTH E4 EV SSL CA GDCA TrustAUTH £4 OV SSL CA GDCA TrustAUTH E4 IV SSL CA GDCA TrustAUTH E4 DV SSLCA COCH TR ANTHES SOCATRISAUTH EA Gk GDCA TrustAUTH E4 Primer CA
CodeSigning CA cA
A 4 A, Y 4
EV SSL Server OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization, Type | Individual
Certificate Certificate Certificate Certificate Certificate Individual Certificate Certificate

GDCA TrustAUTH E5 ROOT i B % i H LA ECC, REEAKE N 384-bit, R 7 4
gk CAIEF, Hr: (1) GDCA TrustAUTH E4 EV SSL CA , S4KER 256-bit, 2k %
FHKE 9 ECC 256-bit [ EV SSL &5 #+250E15; (2) GDCA TrustAUTH E4 OV SSL CA, #
HIKE A 256-bit, ZEKRZHIKE N ECC 256-bit ff] OV SSL R%#s25iFH: (3) GDCA
TrustAUTH E4 IV SSL CA, 4K BN 256-bit, 25K %K%y ECC 256-bit 1] IV SSL AR 55
#ISUE; (4) GDCATrustAUTH E4 DV SSL CA, 8K 256-bit, %k ZHKE N ECC
256-bit [ DV SSL R4 #$2%iF+4; (5) GDCA TrustAUTH E4 CodeSigning CA, 4K E N

256-bit, 25Kk %K EE N ECC 256-bit U254 2K4FE 5, (6) GDCA TrustAUTH E4 Generic
11
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CAFH, K E N 256-bit, 25K FHKE N ECC 256-bit KA. N AZIUEH; (7) GDCA
TrustAUTH E4 Primer CA, % 4H-K i ) 256-bit, 25 & 28 57K Ji 5 ECC 256-bit 1M A\ 1 2K3E .

The length of GDCA TrustAUTH E5 ROOT certificate root key is 384-bit with ECC algorithm. There are
seven subordinate CAs under this ROOT CA, including: (1) GDCA TrustAUTH E4 EV SSL CA with key
length of 256-bit is used for issuing 256-bit ECC EV SSL Server Certificates. (2) GDCA TrustAUTH E4 OV
SSL CA with key length of 256-bit is used for issuing 256-bit ECC OV SSL Server Certificates. (3)GDCA
TrustAUTH E4 IV SSL CA with key length of 256-bit is used for issuing 256-bit ECC IV SSL Server
Certificates. (4) GDCA TrustAUTH E4 DV SSL CA with key length of 256-bit is used for issuing 256-bit
ECC DV SSL Server Certificates. (5) GDCA TrustAUTH E4 CodeSigning CA with key length of 256-bit is
used for issuing 256-bit ECC CodeSigning Certificates. (6)GDCA TrustAUTH E4 Generic CA with key
length of 256-bit is used for issuing 256-bit ECC Organization, Individual Certificates. (7) GDCA
TrustAUTH E4 Primer CA with key length of 256-bit is used for issuing 256-bit ECC Typel Individual
Certif6BEA TrustAUTH E5 ROOT #E+5:K: T~ 2040 4 12 H 31 H £,
GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.

GDCATrustAUTH E4 EV SSL CA EF5# 7£ 2030 4 12 H 31 H £, 2027 £ 1 H 1 Hitg,
WEAFE A 1Z CAE B RAT FIETS .

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 OV SSL CAiF 5% 7E 2030 4 12 A 31 H3#A, 2027 41 H 1 Hi,
AT Z CAEPRERIT FUES .

GDCA TrustAUTH E4 OV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 IV SSL CA iiF 2 7F 2030 45 12 H 31 H &I, 2027 F 1 H 1 Hig,
AT Z CAEPRERIT FUER.

GDCA TrustAUTH E4 IV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 DV SSL CA iF 5 7E 2030 4= 12 H 31 H 331, 2027 41 H 1 Hilg,
A TS 1% CA E B KT EF .

GDCA TrustAUTH E4 DV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 CodeSigning CA ilE 5478 2030 4 12 H 31 HEJH, 2027 £ 1 H 1
Hig, BAHEAMHZ CAERZE AT FHEH.
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GDCA TrustAUTH E4 CodeSigning CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Generic CA iF ¥ 1F 2030 4F 12 A 31 H3#A,2027 41 H 1 Hig,
BAFEHZ CAIEPERITFIES.

GDCA TrustAUTH E4 Generic CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Primer CA ilF 478 2030 4F 12 H 31 H#I#, 2027 £ 1 H 1 Hik,
BAFALFZ CAUF B2 RIT FIUE .

GDCA TrustAUTH E4 Primer CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

XfF GDCA TrustAUTH R5 ROOT 5. # i 4 R5 #R CA ilE+:. GDCA TrustAUTH E5
ROOT & &k 2% CA 25 R 13T FiE+: GDCA &1 CA/N i 281817 (CA/Browser Forum,
E PR Z, NAREFR CA WA, Z&HlE CA EFRARAEIHLIF, www.cabforum.org) KA

[ HT AR ) Baseline Requirements Certificate Policy for the Issuance and Management of

Publicly-Trusted Certificates (fij#5 “Baseline Requirements” ).  Guidelines for the Issuance and
Management of Extended Validation Certificates (f&Fx “EV Guidelines”) #4728 & 4 BL/A I
A{EAE SSL b4, LA EHT AR (Minimum Requirements for the Issuance and
Management of Publicly-Trusted Code Signing Certificates). Guidelines for the Issuance and
Management of Extended Validation Code Signing Certificates ( & # “ EV Code Signing
Guidelines™) BEATRE R AVE B AL AEAE HACHE RS UET, e E s HERHN, JERRs:
FRAE R AT IR AHEATETT CP, WA CP &5 CA/NIYE 45183z (CA/Browser Forum) & Af )
FHIARAERTE I SO A — st Ty, W BL CA/ BE a5 184z 1E XU AT I FLTE

For subscriber certificates issued by the subordinate CAs which are issued by GDCA TrustAUTH R5
ROOT certificate, %1% H/%R5 4 CAiE15 and GDCA TrustAUTH E5 ROOT, GDCA conforms to the latest
versions of the Baseline Requirements Certificate Policy for the Issuance and Management of
Publicly-Trusted Certificates (hereinafter referred to as “Baseline Requirements”), Guidelines for the
Issuance and Management of Extended Validation Certificates(hereinafter referred to as “EV Guidelines”),
as well as the latest versions of the Minimum Requirements for the Issuance and Management of
Publicly-Trusted Code Signing Certificates, and the Guidelines for the Issuance and Management of
Extended Validation Code Signing Certificates (hereinafter referred to as “EV Code Signing
Guidelines” )published by CA/Browser Forum (an international organization, also known as international
CA browser alliance, to establish international standards of CA, www.cabforum.org) to issue and manage
the publicly-trusted SSL digital certificates and publicly-trusted code signing certificates. GDCA regularly

checks the updates on CA/Browser Forum’s website and continually revise its CP according to these
updates. The specifications of the CA/Browser Forum shall prevail in case of any discrepancies between
the provisions of this CP and the standard specifications published by the CA/Browser Forum.

13
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1.2. R4 #8547 Document Name and Identification

ARSCREFRE CBrze i B IR A IR A FEP RIS ) (fAjFR (GDCA CP»). A CP Hi
FFIEUE TS AL 15 SRS T 43 e — /N E— B RAR IR AT, Bkl S 0LA CP 2 1.4.1 75,

This document is called "Global Digital Cybersecurity Authority CO., LTD. Certificate Policy" (abbreviated
as “GDCA CP”). This CP specifies a unique object identifier for Certificate Policy of each kind of
(see CP sectionl.4.1 for details).

A CP LA e SCRUE LA A, A7 98 A 5 v SChiAS HE AR AT 5L, MERA A ST
“{ﬁo
This document is the Chinese-English bilingual edition of GDCA CP. If there is any inconsistency or
conflict between the Chinese and English versions, the Chinese version shall prevail for all purposes.

1.3. PKI &5 PKI Participants

1.3.1. B INEIRSE VLK Certification Authorities

L FINIER S ML (Certification Authority, f&iFK CA) ZMURIE T HISE/A. GDCA &R
i (PR NRILAE 7242750 (RFPIMEIRSEBINE) HlE, KIERLME =07 F
WIEMRSSHIAE . GDCA i 45 L 158 5 i sl K 807 EARMUR B e +5 . S HEUE I iE ik
S5 F BN RO FIMER B0 2 5 k. CA ZAMRZIT I T CA BRI BIISLAR
ARiE, ER— MR CA, — MR CA R —RIERE RN R Z.

Certification Authority (abbreviated as CA) is an entity which issues certificates. GDCA is a
third-party electronic authentication service authority established by law based on "Electronic
Signature Law of the People’s Republic of China" and
"Measures for the Administration of Electronic Certification Services". GDCA becomes a participant in
electronic authentication activities by issuing certificates and providing certificate verification
services to the parties who are engaged in electronic transaction activities. CA also means an
element in certificate architecture that is issuing certificates to terminal subscribers or subordinate
CAs. Root CAis a special entity, which is at the top of certificate architecture.

1.3.2. VMY Registration Authorities

ALK (Registration Authority, f#iFR RA) 3R CA @ i E M2, #iAEDHiEE
&, HHEBIELEIE T RiEE . R SRARUEAT, B AL, B 1 S REAHE .
TEF HITEE U CA B RA FE 7 IVEM SRR 58 S E M, FEH i G B3R 58 48 CA BiRA.
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CA ¢ RA BXIHIEH K1 G ML e @I TN, RERE LB RIE A4 1ZiIER. g
BERAES, NRFEEBgE RIELHIESE . RA B0 LUARELTT P FHE RS IER, RE&Z CA %K
AR A TAE, FBAIEB I RIEF M4 %1% (CRL) # .

Registration Authority (RA) establishes registration process, confirms the identity of certificate applicants,
and approves or rejects the request of certificate applicants on behalf of CA. Before a subscriber obtains
certificate, he/she must apply for a certificate as an applicant. Certificate applicants must follow
registration process established by CA or RA, and submit registration forms and related application
documents to CA or RA. CA or RA will authenticate applicant’s identity and other attributes, and then
decide whether accept or reject this application. If CA issues the certificate, the certificate will be sent to
the applicant. While RA could initiate certificate revocation process according to subscriber’s requests, CA
would be the only entity to complete the revocation operation and add the certificate to the certificate
revocation list (CRL).

1.3.3. 1T Subscribers

WP, HIAN CASRYGIES I s, BB A% GDCAIE RN AL, 1T/ HE
MNRZRHEIFA B WERIT AT AA — B 7 2 HE N PRIESRIS WA & 2 AL
NN NERNANE TR DB AN BB ERBUFAN. S e
Pk, s, BAN A AR A SWA AL S8 X T 3% S,
W TR G S EARRORR RN, 1Tl N B R R A NN, IR
A (R AL B S NI R 355 o

Subscribers, the entities that receive certificates from CA, include individuals and organizations accepting
certificates from GDCA. Subscribers and applicants would not always be the same; in this case,
applicants need to ensure that they have obtained explicit and appropriate authorization. Individuals can
be divided into a natural person and person who belong to an organization; Organization contains all
kinds of government organizations, enterprises and institutions and other social groups. Usually, an
organization has a legal personality or National Organization Code; for equipment certificates, due to the
particularity of the entity contained in certificates, subscribers are usually organizations or individuals who
own the equipment, and would assume the corresponding obligations.

W PARERFEUEAS T AP FTIRE HOME— SR, 1A X5 HAIE P ME— X 2 (AL ) e 28 2
Ko AT FHEA CP NG Bl A HIETS,  FF2R AR CP 415 I XL 55 o

Subscriber is the unigue entity with corresponding public key in certificate and has ultimate rights to
control corresponding private key in certificate. Subscriber should use certificates under CP restrictions,
and assume the obligations agreed in this CP.

1.3.4. 5 Relying Parties

WHBOT FEARFARUE . SRS N AR 0T R LUEIEIT 7, B AT U AR
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HITF
Relying parties are entities who trust and use the certificates. These entities may, or may not be a
certificate subscriber.

FAFAR B ] —SKAET, BT LU IR IE T R RS S, EAE A WIET M A&

(CRL) sifi ] OCSP Jy ANEWHIEFIRAS . (KA a2 28 1L £ R 1Y) B 4% 5 4 e {5 A — 5KIIE
15

To trust or use a certificate, a relying party must verify revocation information of the certificate by looking

up the Certificate Revocation List (CRL) or searching the certificate status with OCSP servers. Before
relying party trusts a certificate, a proper review process must be executed.

1.3.5. HAthS 52 Other Participants

Hh 2 5321679 GDCA I HL 7T IETE BFR R AR 55 1 HAb s 4

Other participants are the entities that provide related services in electronic authentication activities of
GDCA.

1.4. FFHRH Certificate Usage
1.4.1. EE IR Appropriate Certificate Uses

GDCA KT iEP il e, 1ZIRIEBRBMAE, #AEEMONMHE. B NETS
FRABIERZE L I EFi7r A OA RGEAE, HUIET FHRBEATI L AR5, W&ikE$s
FIRARRBEE By BEAT(S BOEIE NS S o B 1 BUOIE B FR IR T8 B A B9 A [F) T 3 BUIE
2 541, GDCA AT FUEF Al A2 S FHAE A IS F7 i 95 SRS, DASESN S 4y
WIE. BT84 B s 45 H 1
Subscriber certificates of GDCA are widely used. Different types of certificate are applicable for different
cases. For example, individual certificate is used for sending encrypted e-mails with digital signatures,
logging into OA system, etc.; organization certificate is used for online tax declaration, etc.; and
equipment certificate is used for identifying equipment and encrypting communication tunnels, etc. Apart
from different applications caused by the identity of the certification subject, GDCA subscriber certificate
can be widely used in e-government, e-commerce and other social activities to realize identity
authentication, electronic signature, and encryption of data etc. Meanwhile, it can be used to ensure the

validity and authenticity of identity between peers of communication via Internet as well as the integrity
and confidentiality of information.

GDCA T JEfS, MIhfe BT A 2 T 9122 4 7
Certificates issued by GDCA can meet the following security requirements by functionalities:
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® SHriMiE, fRIERM GDCA fEAEMRFHIE B A H & &5
® Identification: the certification can ensure the validity of certificate holder using GDCA trust services.
® INIL(ERSEHEME, SRR GDCA HUFHE-BAE w2844, Wl USRS B A A% i
PRGN, KEAEEE SRR .

® \Verification of integrity: the assurance to an entity that data has not been altered and further verifies
the consistency of information between sender and receiver using certificate of GDCA.

o (EEMNEN, Bl VIR AN B MPLE, Ailtikes e REER
BT -

® Confidentiality: the certification can ensure the confidentiality of information during transmission, and
avoid the leakage to other non-authorized parties.

® RHEHU TS, XHEAEIRAT Z A ATHUB A P B A 28 44 HEAT BRIE .

® Verification of digital signature: the certification can ensure the non-repudiation of transaction entities
by verifying the digital signatures.

RAEUE TR, GDCA P kK HAE BEFE N NKIES. VIMIIES. w&AZKIE. SSL
RS 2ESUFH . SR 4 2KF 4k, Hirp.

According to the type of certificate, the certificates signed by GDCA include Individual Certificates,
Organization Certificates, Equipment Certificates, SSL Server Certificates, and CodeSigning Certificates.

® T ANKIEFFNMEEIUES, GDCA MBI KIE B 250, BT, A
PR BIREAR, SCRHED 48, FnIlm, 2 a0, 5077 s0B™ #

® For Individual Certificates and Organization Certificates, GDCA classifies them into four categories
according to the security level, authentication method, and private key protection mode of the
certificate. The higher the class, the higher the security level, and the more strict the authentication
method,;

® T SSL ARZ#ZKIET, X4~ DV SSL (Domain Validation SSL) iEf5. IV SSL
(Individuals Validation SSL) iE+5. OV SSL (Organization Validation SSL) E+5 Al
EV SSL (Extended Validation SSL) iiF43;

® [For SSL Server Certificates, there are DV SSL (Domain Validation SSL) Certificates, IV SSL
(Individuals Validation SSL) Certificates, OV SSL (Organization Validation SSL) Certificates and EV
SSL (Extended Validation SSL) Certificates;

LIPS A LTS A& s S p AR L ECE AT Y I VRV L ECE AT P

® For CodeSigning Certificates, there are normal CodeSigning Certificates and EV CodeSigning
Certificates;

® LR RIUEBAEX AT K.
® Equipment Certificates have no classification.
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WP AT DARYE SEPR R 28, H 3 AR e R A N S G AIE 528, A FRFEFS B A
[7 ) B FH Y

Subscriber can choose suitable type of certificates based on actual requirement. Different certificates are
applicable for different cases.

1.4.1.1. N ANKIEF Individual Certificates

WU 2N NIIBCTAESS, SRS B RN E SN G, A ss ol 4l
W STR T SN

>
If—j—éo

il

Individual certificate is a digital certificate that is issued to the individual, including natural person or
personnel with specific identity, such as civil servant and employee, etc. There are four different types of
individual certificates:

%1 RN MNIEP——RAHE R 15 B AL R rp AR AIET e, & TR 240 )
FHL T 45 IO FH AT S A TS5 A . FRE 55 1 2R NAE B E R 3R L 5 43 ¥k}, GDCA
RS P IR s ifE 2, ilBAa bl . FHLUS S, IR+ N T A EA R 52 4
FORA R IR THRFRE A . & i ] BRSO S e NS 5 4%

Type | individual certificate provides the basic authentication function in the process of online information
transmission, which is applicable for the cases of the low security requirement, including e-commerce and
non-e-government transactions. There is no need to offer identity information when applying for the Type |
Individual Certificate. GDCA just need to verify the information submitted by users, such as e-mail
address, mobile phone number and so on. Type | Individual Certificate can be used, but not limited to
e-mail signatures with low security requirement, client-side authentication, and small transactions that do
not require any identify certificate etc.

% 2 R MNIEP——RMAER 5 B RE PR B E. (5B InE M 724557
BE, ST TR AT — g BRI L 1 55 L AT A A LSS N Ak HRAE 2 SR N
UL PR PRI S BRME S, GDCA WS ub I I ifE 2, 22T, I 0@ A
AR = 05 B e 5 T A N S S S, IR R TR RN IR T B AR B 5%
SRR AL 5 45

Type Il individual certificate provides the identity authentication, data encryption and digital signatures etc.
in the process of online information transmission. It is applicable to the e-commerce with high security
requirements and non e-government. When applying for Type Il individual certificate, GDCA requires the
applicant to provide some personal information, to verify the information submitted by users and, if
necessary, to authenticate the identity of the individual through an authorized third-party database. Type Il
Individual Certificate can be used, but not limited to login through internet and the transactions with
medium amount payment.

% 3 RN MNIEP——SEIUE M A5 B AL 18R 22 e GO Bem i S rliiE s 5 2 ins A
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Bep S 4TRG24 TR R L TR0 4% I SR o T B AR
3 3 A N ETIT TR SR 1 B 15 B F OB, GDCA A4T% 4 Yokl J% it P i
FFIAE, Sl 77 T LB . PO R ST A S R 11 B 5 R
B = 7 R e o 1 AT HL T IATE, 2600E 5 F T EEL AR B T2 2 D 28 45 1 44
I B TR %50 5 2.

Type Il individual certificate is used in the process of identities authentication, information encryption and
digital signatures etc. during online information transmission with higher security level, applied for
e-commerce and non-e-government with higher security requirement. GDCA requires the user to provide
complete identity information and application materials when applying for the Type Il individual
certificates. The GDCA must authenticate the identity data and application materials through  voices,
videos, photos, etc., or compare the information with authorized third-party database. Type Il Individual
Certificate can be used, but not limited to the authentication of specific application system and
e-commerce transactions with large amount payment.

9 4 B NEP——SEIHE M _EA5 B AL ISR b 2 e 00 om0 S rAaIE . 5 BN
By R EINRE, 8 T 22 4 ERAR e (0 HL ™ 7 55 IO P A0SR F 1 55 L FH AT, FR IR 28
4 R NP TS e B0 S5 S HiEA kL, GDCA AUE TE S . MU, Al SEek
S T X T ) S 0 S5 07 AT AN, RS IE I Z50RE F i SRS S S SRR = 7 B
45 BT XA AE, BN T EEEART B TSR KR 7RSS %,

Type IV individual certificate is used to achieve the highest security level of identity authentication,
information encryption and digital signature functions during online information transmission. It is applied
to the cases with highest security level, including e-commerce and e-government. Users are required to
provide complete identity information and application materials when applying for Type IV individual
certificates. GDCA must verify the identity by voice, video, photograph, or face-face verification, etc. Type
IV Individual Certificate can be used, but not limited to the signing of electronic contracts and large
amount payment of e-commerce transactions etc.

1.4.1.2. HLHZKIEP Organization Certificates

MUR LB R F-IE S, FU AR EF LA BUFYLR, 2 HiRSE. GDCA AN&ER
55 1RGS2 RHUVIESS, R 3 ML 4 SRHLAIIEFS:

Organization certificate is a digital certificate that is issued to organization, including enterprise, institution,
government and social organization, etc. GDCA does not issue Type | and Type Il Organization
Certificates, and only issues Type Il and Type IV Organization Certificates.

% 3 RHUHEF——SEIAE M A5 AL R P B IE . {5 BN Mg 72544 55 7))
BE, &P T 2 A BER AR (1 FL 1 T 55 B AR A FL 7 BS54k FRAE 2R 3 SRALAALE
FoIf T PO TE BN B 15 B FRAEARL,  GDCA 200 WURE A BERE & FRE A RHEEAT 56 0IE,
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WAER 7 AT LB & AU 1A SR D5 CHEAT Al A B0Rs B 2 SR A A5 B SRR =5
Hdfe e P S B AT LU IRAE, IR N T AR EA R TR E M R G S AE. BT
Bt I

Type lll Organization Certificates are used for authentication, information encryption and digital signature
in the process of information transmission on the Internet. It is applicable for the cases with high security
requirements, including e-commerce and non-government transactions. Subscribers are required to
provide complete identity information and application materials when applying for Type 1l Organization
Certificates. GDCA must verify the identity by voice, video, photo, face-face verification or compare the
information with authorized third-party database, etc. The certificate can be used, but not limited to the
authentication of specific application system, digital signature, and encryption etc.

55 4 RHVIEP——SEIAE M _EA5 B AR ISR b 2 2 00 m i B e 15 2003 A
TREAGEINRE, TG T g A BEORAR v 1) R T 55 L TSR HL OGS N AT FRE S 4
FMURNIE-PIN FF St e B0 S0 5 B & AR, GDCA AUl 155 . AL, 4RI SEalse
Jit T X T (1 40 5 7 AREEAT BN SR AN I 250K H R A 1R A AR B S BUBER =T Bt e T i
HREBAT S RAIE, ZEB M T EREEAR TR T ERMZET . KRR TRES L5 5%.

Type IV Organization Certificate is used to achieve the highest security level of identity authentication,
information encryption and digital signature functions during online information transmission. It can be
used in the cases with highest security level, including e-commerce and e-government. Subscribers are
required to provide complete identity information and application materials when applying for a Type IV
Organization Certificate. GDCA must verify the identity by voice, video, photo, face-face verification, and
compare the information with authorized third-party database. The certificates must be used with USB
Key. They can be used, but not limited to the signing of electronic contracts and e-commerce transactions
with large amount payment etc.

1.4.1.3. #£&ZKIEP Equipment Certificates

RIAUA 25 P e RO BUFUE TS, e BAEARST A% . Bl ki B dsas, SRuE -l & H 1k
AR S IE, B W2 eE RafEs. B, 25 IR55 S MU BUE T8 30 4 v] L2
ool X 3k R 2% 2 KD B, B SSL N e i LA XU AT N2 23145 -

Equipment certificate is a digital certificate that is issued to equipment, including servers, firewalls, routers,
and etc. It is usually used for network equipment identification and secure communications. For example,
certificates issued to servers enable browsers to authenticate the identity of website with certificate and
create SSL channel for secure session.

1.4.1.4. SSL AR4-8$KUEP SSL Server Certificates

SSL g5 #s RUEFARiR Web Puisis Web s #5054, wT LU T UE B Rk () 5 43 B
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FH. PR SSL MNEIEIE, MM AR SUTHIZE A BRI

SSL server certificate is a digital certificate that identifies the website or server, applicable for verification
of website certificates and provides SSL channel. It cannot be used for signature or verification of
transaction and payment.

GDCA JIr22 % 1] SSL A 55 as SRUE 4% LK DU b
SSL server certificates of GDCA include the following:
® EVSSLIiE+: (Extended Validation SSL Certificates), B[4 56 ik B4 iR 25 45 iE 13
® EV SSL certificate (Extended Validation SSL Certificates), the extended validation SSL certificates.
® OV SSL i+ (Organization Validation Certificates), B[ 75 ZE6IE [’ ik T A AL EL 52 B
{7 IR vEERY SSL IES

® OV SSL certificate (Organization Validation Certificates), the SSL certificate requires to verify the
identity of the organization that owns the website.

® [V SSLFH CIndividuals Validation SSL Certificates), Bl 55 S2I64F WMk &4EH E AN &
Py HbRERY SSL AEH

® |V SSL certificate (Individuals Validation SSL Certificates), the SSL certificate requires to verify the
individual identity of website owner.

® DV SSL iF+5 (Domain Validation SSL Certificates), B[ - 3&iF W sk 388 42 Fir G AL H) ] 5
Y SSL iEF

® DV SSL certificate (Domain Validation SSL Certificates), the SSL certificate that only verifies the
ownership of the website.

Hodr, OV SSL UEF5 IV SSL iE 5 v SEHL Y s AL 2545 B A 028 DL K 9 3y B 47y ) 36 E T RE
DV SSL iE+ RERHE MG 12515 BRI ThaE. EV SSL iFPi¥/E (GDCAEV iEHHng), A&
CP AN X Hodh 47 HAK )ik .

OV SSL certificate and 1V SSL certificate provide the functions of information encryption and verification of
website identity. DV SSL certificate only provides information encryption. The issuance and usage of EV
SSL certificate conforms to “GDCA EV CP”, which is no longer covered in this CP.

SSL i 5% as iP5 AN BRI A BOFHSE,  immiiskAs . BUF R4 55

The types of domain names in SSL server certificates are not restricted, e.g. .com, .gov etc.

1.4.1.5. RIS 4 FEF CodeSigning Certificates

RS A SRIEB IR IR A AU RIS BE AT, RAeH T8 RS 2644, A5
RS 7N X NI SE VA E

CodeSigning certificate is a digital certificate that identifies the source or owner of the software code. It
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only be used for digital signature and cannot be used for transaction, payment and encryption, etc.
RS54 KU T P 2k i, AFRARIE R 42 IR TXP& S A maEns. =
BUgAT . BRERAAERZE A

Subscriber must commit not to sign malicious software, virus code, infringement software and hacker
software using CodeSigning certificate.

FRAG2E 44 FUF P AL @ ARAD 2 A UE A EV ARIGZE 44 IE 15, EV RIS 2 E 15 24 3 18
AL A DR, FITAS 5] 1) A2 6 S0 4> BRGE— (174 Sy B b Ao B ™ i (R B AL
R HLH . BV ARIDEZIETEE (GDCA EVAEPHENEY, A CP AN kT BAR A

CodeSigning certificate includes normal CodeSigning certificate and EV CodeSigning certificate. EV
CodeSigning certificate has all functions of normal CodeSigning certificate. The difference of EV Code
Signing is that the issuance and usage of EV CodeSigning certificate must follow the strict international
standard of identity verification and private key protection mechanism. EV CodeSigning certificate
conforms to "GDCA EV CP", which is no longer covered in this CP.

1.4.1.6. FRIEHHIEF RIS S5 R AF CP Object Identifiers of Certificates

FEAR CP A Oy RESRIEAS (IEA5 S I 20 i — NP — R b iR, AR R

We assign a unique object identifier to certificate policy items of different types in this CP, the regulation is
as follows:

51 N NIF 5 1.2.156.112559.1.1.1.1

Type | individual certificate policy: (1.2.156.112559.1.1.1.1)
5 2 A NIE 5 5En: 1.2.156.112559.1.1.1.2

Type Il individual certificate policy: (1.2.156.112559.1.1.1.2)
5 3 A NIE 5 5En: 1.2.156.112559.1.1.1.3

Type Il individual certificate policy: (1.2.156.112559.1.1.1.3)
55 4 A NIUEF5EmE: 1.2.156.112559.1.1.1.4

Type IV individual certificate policy: (1.2.156.112559.1.1.1.4)
55 3 FHUMIEFS HEn%: 1.2.156.112559.1.1.2.1

Type Il organization certificate policy: (1.2.156.112559.1.1.2.1)
55 4 BHUMIEF HEnk: 1.2.156.112559.1.1.2.2

Type IV organization certificate policy: (1.2.156.112559.1.1.2.2)
WA IETI5RNE: 1.2.156.112559.1.1.3.1

Equipment certificate policy: (1.2.156.112559.1.1.3.1)

OV SSL IFPHIERT SbRIRAF: 1.2.156.112559.1.1.4.1
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OV SSL server certificate policy: (1.2.156.112559.1.1.4.1)
IV SSL HIE+5 S X RARIAST: 1.2.156.112559.1.1.4.2
IV SSL server certificate policy: (1.2.156.112559.1.1.4.2)
DV SSL ik +5 50 SbRiRAT: 1.2.156.112559.1.1.4.3
DV SSL server certificate policy: (1.2.156.112559.1.1.4.3)
EV SSL i+ 5 ShniRAF: 1.2.156.112559.1.1.6.1
EV SSL server certificate policy: (1.2.156.112559.1.1.6.1)
B EE A RAE A ST RARIRST: 1.2.156.112559.1.1.5.1
General CodeSigning certificate policy: (1.2.156.112559.1.1.5.1)
EV BB A UEA5 SR X R AR IRFT: 1.2.156.112569.1.1.7.1

EV CodeSigning certificate policy: (1.2.156.112559.1.1.7.1)

1.4.2. FR &) BUE 5 R Prohibited Certificate Uses

— MM E, GDCAE R —BtE H AIESS, 7T EARIAS R A 2 (e AR LA . e
ik, GDCA IEH{EDRE ER&ZBIREIK, WM NEB RGN TN RINA, AR
ARG as B AN UEAE A

In general, GDCA certificates are general certificates. These certificates can be used among different
relying parties for mutual operations. However, some features of the certificates are prohibited. For
example, the Individual Certificate can only be used as individual case rather than the cases being used
as Equipment or Organization Certificate.

WEBAB T ATHEAT . BB T RIS R v, B TZRER
Wi, Wiz e R KHLE SATBGEII RS, 22 P SO@ i ) 2R G sk 2542 11 &
girh, O RARAT bR AT ] B S EOETS . N G053 8™ A BERIA .

Special note here, the certificate is not designed for, not intended for, not authorized for control equipment
in danger, or for the occasion where the failure is required to avoid, such as operation of nuclear
equipment, navigation or communication systems of shuttles, control systems of air traffic or weapons,
since these faults or failures may lead to death, personal injury or serious environmental damage.

UEPS AR AR AR B B SR IR B B X e e OIS P A, 75 00 el b R )i
FRER A B Sk,

The certificate is prohibited to be used in such circumstances, such as any violation of state laws,
regulations and national security or legal consequences, otherwise all legal liability that triggered by this
will be taken consciously by user themselves.
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1.5. $EBREH Policy Administration
1.5.1. S SCRYE BEHLM Organization Administering the Document

GDCA %45l 2% i o7k GDCA HL YL AR 55 AT s 1) e B BEALA, S0 5310 o 4
IRIfEREAS CP,

GDCA Security Policy Committee is the highest management authority responsible for review and
approval of electronic certificate services, as well as the highest decision organization to perform
inspection and supervision of the CP.

GDCA %A RIEE Ao HkE TARERZE, TEHOG. EHtho. SRPL. BEIR
55 HL ST PSRN A IE AR LK

GDCA Security Policy Committee is assigned as the document management authority responsible for
establishing, publishing and updating this CP. The committee consists of the relevant representatives with
the right of decision-making from GDCA's management, administrative center, marketing center,
technology center, operation and service center, etc.

GDCA % 4= FMs 2 1 2 I ITAT R B3 A A UIE A5 SR BEAT 7 BT HERS , 2 247 — 2RO E AL,
INSRIEEAE, 2 32 AR X R ERL

Member of GDCA Security Policy Management Committee has the right to vote over management and
approval of certificate policy. The Chairman of the committee may have two votes for decision in case of
tie of votes.

A SRS SCRA XS A 0 il 95 55 H AT AT BUE BEER 1497
Consultation of this policy document to the external parties and other routine jobs are undertaken by the

administrative department.

1.5.2. Bt Z& A\ Contact Person

BERFBI]: GDCA ATEUEHHRI]
Contact Department: GDCA Administrative Department

KRN: itk

Contact: Ms. Wang
HS k. gdca@gdca.com.cn

E-mail: gdca@gdca.com.cn

Bt A i%: 020-83487228

Tel: 020-83487228
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fH: 020-83486610
Fax: 020-83486610
Hohike e NRIEAIET A T N TS X AR XA 6 448 5 it KSR 23 #
Address: 23F, 448 Dongfeng Zhong Road, Guangzhou, Guangdong, the People’s Republic of China
Ml : 510030

Postal Code: 510030

1.5.3. H7E CP FF A SREE N

Committees Determining CP Suitability for the Policy

A% CP 1 GDCA %4 HMEZR o fitife, BHEA CP HIMEIT MR A AL .

This CP and the corresponding modifications and version changes should be approved by GDCA Security
Policy Committee.

GDCA ‘4> 52 i 2 11 57 7F4ili GDCA ] CPS B 4&74 CP, ZHtUEF £ GDCA )
CPS & 15 54 CP AHI&E M ALY o

GDCA Security Policy Committee is responsible for assessing whether GDCA CPS is in accordance with
this CP as well as approving and deciding whether the CPS of GDCA corresponds with the CP or not.

1.5.4. CP #it#EFER CP Approval Procedures

A CP i GDCA #%4aSKMKZ: Bt TAE KR AR H S AL RN RAE S, $25¢
GDCA ‘%M & A 2 MHEH .

The CP is drafted by the director and secretary team of GDCA Security Policy Committee. The CP is
submitted to GDCA Security Policy Committee to for review after the draft.

1.5.5. CP f&1] CP Revision

GDCA AR¥E E K BRI . HART R il r Ak Foll 55 & e 1t &1 4% CP, CP
G5 /INELRRA A DG I T ol e CPABIT#EIX, $873C GDCA %A RIG R MWL, KU S
s, IR GDCA B 7 Mt F R A .

A CP BADRFBIT— IR WRTCAB SRS, WA S SRR AT (] A2 250 ) J
BATIER.

The CP will be updated timely in line with the change of national policies and regulations, technical
requirements, standard and business development. If the CP will be modified because of standard

25



[] SSRGS BRI S
m ol TRl Cies Sevunity Authonity Cow Lo GDCA -L[E:FB%H{% (Vl. 6) ﬁ}i

changes, technical improvement, security mechanism enhancement, operation environment changes,
laws and regulations requirements, the proposal report about modification will be submitted by GDCA
administrative department, then it would be audited by the GDCA Security Policy Committee. After
approved by the Committee, GDCA will publish it on its website.

This CP is updated at least once every year. Even if no other changes are made to the contents of this CP,
GDCA will increment the version number and update the release date, effective date, and the revision
records of this CP.

1.6. EMXFZEE Definitions and Acronyms

1.6.1. ARiEE X —¥F List of Term Definition

ARiG 7E X

ML AU R %5 ML M | — MR R A A SRR B O AUB AL .

(CA)
UEFSENG (CP) —EA RN, LR B — MR e Bk acE BA A
[ 22 A TR I N A R R IE A M. B, —ANREE Y CP AT LA
Fa SRR B IE A T FE A B A SE st 2 57,
BEXT 25 TE AN A VS B AR S5
NIER#4E (Certification | — /M FFHNIEHFH (5 ARG R AP, it
Path) HAZ T 5 W] PRAF AR i R A
Z25% (Participant) | fE—MAE PKI FHEIE— M AR NS, il . i
J7+ CA. RA. IERHIENR . IEPERSIRGERE . B EISE

.
&g BR & 75 (Policy | KM TSRI& M5 R, TRES CP ARIRFFIL A HEL/E X.509 IUE 15
qualifier) M, %5 BT REE S T CPS BURH T B A URL ik, b

A B AL S UE 8 H SRR K SO

T E AN (RA) | BAA N2 TR S AR S REHHiEE, [
HEEEELUET g, LIRS NI IE P AR, A
BT P e B RIE R, W BRI SR HAE
EUEEHIE R, B, RA JFAZKIES (B RA 405 CA 7K
FAIELEAESS),

a7 (Relying party) | UEP I, A AR Tk B AZUE BT I UE KL 725 4
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A5 7 P (Relying

party agreement)

UEFAUEN U SHHUT T8 & (s, EHHUE T AERIERCT
26 4 B A A FH RS (KL RS A 07 BT AT R BURIAT 355

i F* (subscriber)

WOMUR 25— KAEF HIEP 1K

1T /7 ¥ i Csubscriber

CA TP 223 (i, Mg 1 X7 FEMUA A% E BAIE 5 1)

agreement) A A AR A LSS .
NZ:Sgre! VP AE BB IE T GDCA 23— AN 25 R A1, Mk 45 R 51085 H

TR S .

% 0 ¥E  ( Activation
Data)

M T BRAFE R P b R A I 75 BRI A AR P A E
(Blhn: PIN. F-4 BN A8 % P IL =55

%5 Cauthentication)

BN AL BSED I PRI AR B E D LR .
£ PKI _ETRSCH, SRR AR RS AR € 448K H G B
Vi 1A B A N B A 500 FOR A NS A

AR Mk %% A

( certification practice

IEBVAENUAERS K BB S BCERNES . #H R
RN 55 S B 5 o

statement)
Term definition
CA The authority is responsible for certificate issuance, management,
revocation and updates.
CP It is a set of naming rules used for indicating the applicability of a

specific body or application type with the same requirements of
security. For instance, a specific CP could indicate that certain type of
certificate is applied to verify the parties participating in
business-to-business transaction activities for a given price range of

the products and services.

Certification Path

An ordered sequence of certificates (including the public key of initial
object in path) could obtain the public key of end-user object by
handling the path.

Participant

The individual or organization who plays a role in given PKI, such as
subscriber, relying party, CA, RA, certificate generation authority,
certificate repository service provider, or similar entities.

Policy qualifier

Information relying on policy may be saved together with the CP
identifier in the certificate conforming to X.509 format. The information
may contain usable CPS, URL address of Relying Party Agreements,
and contents included in the clauses use by certificates.

RA

Entities with one or more functions as follows: identifying and verifying

certificate applicants, approving and disapproving certificate

applicants, initial certificate revocation or suspension under certain
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circumstances, handling requests of certificate revocation or
suspension, and approving or disapproving certificate and key
renewal requests initiated by subscribers. However, RA does not issue
certificates (in other words, RA assumes some responsibilities in place
of CA).

Relying party

It refers to certificate receipts. They rely on the certificate and the
digital signatures verified by the certificate.

Relying Party Agreement

The agreement between certification authority and relying party. It
usually defines rights and obligations of the above two parties during
the process of verifying digital signatures and other use of the
certificates.

Subscriber

Subscriber is the entity who receives certificates.

Subscriber Agreement

The agreement between CA and subscribers. It defines rights and
obligations of the above two parties during the process of issuing and
managing certificates.

Business Identification
Number

During the process of certification application, GDCA assigns a
business identification number to subscribers. This business
identification number is used to confirm the subscriber's identity.

Activation Data

It refers to data value that is necessary for operating cryptographic
modules and needs to be protected (For example, PIN, password,
command or manual controlled key sharing parts) rather than key
data.

Authentication

The process of making sure the individual, organization or things is the
same as it claimed. In the context of PKI, authentication is a defined
process to ensure if the individuals or organizations with specific
names trying to access the other individual or organizations are real.

Certification Practice
Statement

The statement of business practices used by certificate authentication
entities in the process of certificate issuance, management, revocation
or renewal.

1.6.2. YEMEAE K A X — %3 List of Abbreviations and their Meaning

CA Certificate Authority HFINE IR &V
CpP Certification Policy 1F 5 &

CPS Certification Practice Statement FE I E L 5550 )
CRL Certificate Revoke List WEP R P R

Global Digital Cybersecurity Authority

GDCA o RBH A A IR A =
CO., LTD.
KM Key Management Center 2 S A P L0
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LDAP Lightweight Directory Access Protocol 2R S35 ) Bl

LRA Local Registration Authority A HE A7 T
OCsP Online Certificate Status Protocol TE LR E R &S X
PIN Personal Identification Number N2 AL !

PKCS Public KEY Cryptography Standards N R B ER R b v

PKI Public Key Infrastructure N LB EH IR AL T
RA Registration Authority VEMEEAZ IR S AL
RFC Request For Comments TR SR DA AR (— P ELIR 0 2 DU 1)

2. XA 515 B EHRFE Publication and Repository Responsibilities

2.1. {5 B JFE Repositories

GDCA 5 BER —MRIMATFE B, B irfr. WENES R SIEHERIER.
GDCA 15 BENAFBIEEAR T LU N Z: CP Ml CPS BT A EH. CRL. 1T}
B, PAR T B GDCA A A A (115 12 . GDCA ¥4 i R ATEAEIE . CPS BT fIH T

HRIENZ . GDCA 15 B EER] LLE L M k:  https://www.gdca.com.cn &, B GDCA [}
i € I e O k3RS
GDCA repositories are open to the public. It can store, retrieve certificates and their related information.
GDCA repository includes but not limited to the following: current and historical CPs and CPSs,
certificates, CRLs, subscriber agreements and other information published irregularly by GDCA. GDCA
will release certificates, CP and CPS revisions and so on timely that must remain consistent with the CPS,

relevant laws and regulations. You can search at https://www.gdca.com.cn or via any other
communication methods specified by GDCA at any time.

2.2. ANUEE BB KA Publication of Certification Information

GDCA 7EH J7 M https://www.gdca.com.cn &K Ai{5 21, 1% MiliE GDCA RKAFTAE B
E B RN BBUSRIE.

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website is the

primary, most prompt and authoritative channel to publish all information about GDCA.

GDCA it H RS 8 R ATV S IIAE A CRL, 1T /7 Bk #iJ7 f LLIEE 17 1] GDCA f#)
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H ik 55 43R BOE SRR S A mAIE 5%, [FIN, GDCA fRfEELIEIREE WIS, 1T
J B AT SER A IE B RIRSE B

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain information of
certificates and CRLs through LDAP. Meanwhile, subscriber or relying party can get the current status of
certificate instantly via OCSP service provided by GDCA.

[FlIEf, GDCA i 2 iR 4 R HUH A AT RE 2 UEAT 5 B R AT

Meanwhile, GDCA may also release any related information in other possible forms.

2.3.  RATHIE [E)FIBZE Time or Frequency of Publication

GDCA TET FHE P28 ks A, it H RS #8 80 E 7 Wl B 2R uE 5 A CRL & AR,
RAGFIHRNA KT 24 /NEF, BITE 24 /NN R AT BGHT CRL; TE RS AT, GDCA fTLLH
AT W EIE A CRL R AR 1H] . GDCA R4 K AT — IR - T-IAIE ARG5S ML CA IE P 51%

(ARL).,

GDCA releases automatically the latest certificates and CRLs via LDAP or official website within 24 hours
after the certificates are issued or revoked. In particular, GDCA can choose time to release the certificates
and CRL in case of an emergency. GDCA releases CRL of CA (ARL) once every year.

5 R A Y 2R I R AN TR, B GDCA MSLAf H Y, IR FlR A7 B 1% 2 RIS 1) |
AL, JF ARG E SE I ESR N

GDCA can individually choose the time and frequency of releasing other information of repository. The
release is immediate, efficient and consistent with the requirements of the laws.

2.4. 15 BPEEVsE#EH] Access Controls on Repositories

GDCA {5 B PE M5 RS Sh AT RATH, AR ARG E ], XX L4529 A 75 7]
ABAEATRR A o

GDCA B M4 &l Rgrwaiit. waEH i A L AU 514 fg

TIE R MR, B, RATEERAE.

The information in GDCA repository is publicly available. Anybody can read the relevant information, and
there are no restrictions on the read-only access of such information.

With network security, secure system design and security policy, GDCA ensures that only authorized
employees can add, delete, modify and publish the repositories.
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3. iR 5 XS] Identification and Authentication

3.1. 4% Naming
3.1.1. 4257 Type of Names

GDCA R MHUTIEB A& X 509 Frif, /MHCgs bR & i EARE 4%, R X.500
i 4477 3

The certificate issued by GDCA format meets X.509 standard and the identifier which is assigned to the
subscriber as the DN meets X.500 standard.

XFF SSL RS A IESS, BT s A% #R TSI 2 £ AU 44 v, o ERUE A O B4, 20
B AN B T 44 ) A4 B TP MLt

For SSL server certificate, all domain names or IP addresses are added as the Subject Alternative Name
and the common name is a primary domain name which must be one of the domain names or IP
addresses from the Subject Alternative Name.

3.1.2. Xtn %A B X HIZE R Need for Names to be Meaningful

PR A 5 i i 44 B EAT — @ AR MR S, WL EE B R B A LA R
HRAEII S

The subscriber’s name must be meaningful, usually contains the semantics which could be understood.
The name could be used to confirm the identity of individuals, organizations or equipment in the certificate
subjects.

3.1.3. WP RE 48454 Anonymity or Pseudonymity of Subscribers

PR HES . A2 HIEIES, IEBhEARMEHES. 4.

Subscribers cannot use anonymous or pseudonyms to apply for certification. Also, anonymous or
pseudonyms cannot be used in certificates.

3.1.4. FEREAS A 48 B9 M] Rules for Interpreting Various Name Forms
K X.500 il 44 iy 44 KLU A%
The interpretation should conform to naming rules of X.500 DN.
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3.15. 4 ME—: Uniqueness of Names

GDCA NARUERE KL HAT P eSS, L EARE4, £ GDCA GRS A2 ME— 1. 24
UM R A2 AR, BLSE HE & DL Se A

DN of certificate must be unique for different subscribers in GDCA trust domain. When DN is not unique to
different subscribers, the first applicant of this DN shall govern.

316,  FEREIRA. £ 5HE

Recognition, Authentication, and Role of Trademarks

GDCA 25 & FIUEAS i) EAREUN 2 AR SR br 44

Subject’s DN of certificate issued by GDCA does not contain any trademarks.

3.2. ¥WIHBEE A Initial Identity Validation
3.2.1. IE B4R FAEA 771 Method to Prove Possession of Private Key

UE P B & 0 AGIE B 456 5 BT By A o B AR B AL, IR B B 7 VS AR IE P S T
BEHaE&HT7E4 (PKCS#10). H'E S5 MR HR R T, 83 GDCA ERFH Bk
W, BRI IVIGELE S (o E i B A A BRI R PIN i) 2%,

Applicants must prove that he/she holds the corresponding private key to the public key being registered.
You can use the ways of digital signature contained in certificate request messages (PKCS#10) or other
equivalent method to identify the secret keys, or some ways required by GDCA, such as initial information
(distributed key medium and its PIN code), etc. to prove that you holds the relevant keys.

3.2.2. MAN B HI %] Authentication of Individual Identity

ST AT SN N SHET, LR AJSE D AR 4 2T, SSL RS S SHED
g, HIIE AL AN R RO ECE . N S B LA A T P %

For the application of all types of individual identity certificate such as individual certificates, CodeSigning
certificates, SSL server certificates, the identity of applicant must be authenticated by GDCA.
Authentication of individual identity includes the following:

1 SANE R RS EANR TN S 0 IE B B IR RS tBUR AL ATUA B BERSIE A A S 473
AT RO B A R R AT R RIBUBER =7 Bl A

1. Authentication attestation includes but is not limited to valid government issued personal ID or
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military 1D, or valid authoritative third-party database signed document.

2. BEUEPHE G B 5AH RO =T Bl M BURLE SARAT, B s B
iR, (HEME SR DL RIEHE AN

2. GDCA verifies to a reasonable level of assurance that key information in certificate application
matches valid document or third-party database. But final confirmation of applicant’s information
shall govern.

3. VT PSR P TR 2 5 6 57 SRS BRI 2 M R

3. Subscribers can submit valid government issued document through methods such as face-to-face
submission or postal mail.

4. XF AR ELF AN E 34 SR, 38 75 ZER A8 H e A SR AL IE BT AL

4. If an applicant belongs to an organization and applied on his/her own, relevant attestation from
his/her organization should also be provided.

5. MNP ANRGER LA, AT B TP RS2 AT
UEASH H AU KT NAT RS O IR ) SR A B R

5. GDCA authenticates the representative’s authority to represent the applicant by checking authorized
document from applicant and valid original and copy of personal ID.

HHIEE DU EYEER, FF 2R SAE, DRI SR TN
Ji&

puil

o

If the request contains organization information, GDCA should confirm the realness of this organization
and applicant.

GDCA 2 UK > N7 B e TR IR R ), BT R R S S 7k, — T
IEP AR, A, Yo r AR, % P 4 T

GDCA must perform different authentication methods depending upon the type of certificate applied by
the individual. Generally, the higher class certificate type means higher security level, and stricter
authentication method with more comprehensive authentication information.

Lo XF58 1 N AGETS, $hAT BT 40
1. For Type | Individual Certificate, the following authentication is performed:

GDCA RFWAEA P IR IE R, AXHT il 4 3T 5AE . #iA 7 =Un] DR A
HIE R AR I BOE I L . LA S A TR 7 R SR R 1 A TR AS (1S R
SIFIHALE . GDCA ANHAIA ANE LR BT & HIUE 5 AR BRI TEAS B LAAT K A 5 0315 2R LS
AR, BT HEEANM.

GDCA only verifies the information submitted by the subscriber and does not validate the identity of the
subscriber. The information submitted by the subscriber can be validated by sending a verification code,
making a phone call, sending an SMS message or any other reasonable ways. GDCA will not ensure or
guarantee the validation and reliance of other information, and will not validate whether the information
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belongs to the subscriber, except the information submitted by the subscriber.
2. XTH 2R NES, PATULTFE:
2. For the Type Il Individual Certificate, the following authentication is performed:

GDCA Sk - Frdg A2 s 2, IR (B 2 0T 7 IS ik 4% o A 2CRT A
FEIE IR A AR SIS B HL T FHURE AR S At T e (1475 2R BAIE FE & TR A1t i
RS, EN, R R A RS =7 R A T 77 3O R SR AR B
B BATIZSRIIE, W OR FIEE PR AL HE B 5 A L R 2.

GDCA shall verify the information submitted by the subscriber, and to verify that the common name is the
real name of the subscriber. The information submitted by the subscriber can be validated through
sending a verification code, making a phone call, sending an SMS message or any other reasonable
ways. GDCA can also validate the identity of the subscriber through the well-known third-party database if
necessary, to ensure the consistency of the information from different channels.

3. MFFEE 3R NIUET, $uAT LR %50
3. For the Type Ill Individual Certificate, the following authentication is performed:
1) WIS NS LSRG R . B0 75 3R] LR A N B 0 IE 8 B UE 55 B BURT
WU AR [ B UE B /S N S 03 (A 00, B 5 28 A RO AR AL R = 5 3
PEREATRZ BN, WRIRFTIRAEIE B 5 E S R —5L

1) Ensure the identity of the subscriber. This can be validated by ID card, military officer certificate or
other valid document issued by government agencies. GDCA can also ensure the information of
subscriber by cross-checking with well-known third-party database, to ensure the consistency of the
information from different channels.

2) GDCA W] LUH TEHIE TG M, 7 8 S s B W BUBER =7 Bl e 55 7 A0t H i
ROLNE ST SCieUE, MRPHRIENE B SRELR 3

2) GDCA may verify the information submitted by the subscriber through a voice communication, video,
photo taking, etc. as well as validate through cross-checking with a well-known third-party database,
to ensure the consistency of the information from different channels.

3) WERZFCMATE, TR E R NIRRT X S ALY .

3) If applicant delegates an agent to summit the application form, the identity of the agent and
authorization document should also be validated.

4) TR HELF BAN B34 RIS, 38 75 2538 H e AT SR A AR W AL o

4)  For the application applied by someone in his/lher name who works in an organization, the applicant
also needs to provide the proof materials from the organization.

5) HHIHEELSUSIMGEER, FEMNZHIMEEAE, DREHFIEANRETE T2
RO 5 o A ESRARSEARIRUE B SO 88 =5 i e . RO 7 45

5) When the application information contains some information of an organization, it is necessary to
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1)

2)

3)

4)

5)

RETEIATZAR], I EER BRI A BOCAE . VAEBGIEMI SO 8 B

confirm the existence of the organization and whether the applicant belongs to the organization.
GDCA could require the applicant to submit the certificate of incumbency, or validating by a
third-party database, or sending e-mails to the organization, and so on.

4. XTI 4 FAN N, $ATLL TS

For the Type IV Individual Certificate, the following authentication is performed:

1) HAAN NS O ISR R . B 7 3R] DU AN N B IE 8% B UE S5 FHBUM
HURIAUR (B RENSUE AN N S 03 (A 80, a8 I 28 R A RO BB R = 5 Hdis
PEREATIZ AN, BRI RILINE R S ELS R 8.

Ensure the identity of the subscriber. This can be validated by ID card, military officer certificate or
other valid document issued by government agencies. GDCA can by cross-checking with
well-known third-party database, ensure the information of subscriber is consistent with the
information from different channels.

2) GDCA s i il M $AlESET7 20 B B R ) B 4 BORERT FR IR 4
RLEEATHN, 6B N DATE O 18 R 7 AT R A

GDCA must verify the information submitted by the subscriber through a voice communication, video,
photo taking, etc. GDCA may also validate the information face-to-face if necessary.

3) WRZILMASE, TR EREIP NI EIC LS Ok .

If applicant delegates an agent to summit the application form, the identity of the agent and
authorization document should also be validated.

4) X TFUIEAHEL P A NG 4 SCRTE R, IE /5 Z5e ST AL SR A AIE B A KL

For the application applied by someone in his/her name who works in an organization, the applicant
also needs to provide the proof materials from the organization, etc.

5 HHIEELEUEHMEEN, FEMIMNZIIREAE, ULHIFEAZTE T %
R o AnESRARSEARIRIE B SO 0S8 =5 i e . RO 7 45

When the application information contains some information of an organization, it is necessary to
confirm the existence of the organization and whether the applicant belongs to the organization.
GDCA could require the applicant to submit the certificate of incumbency, or validating by a
third-party database, or sending e-mails to the organization, and so on.

FEIRAL L B AR FREE MRS 5 A e 45 AN 2 BB IE I, 3B 7 EERR R H s
T A B S

TH R4

GDCA must verify the ownership of proprietary when a domain name, a device name or an email address

is used as the subject of the certificate. For example, the subscriber should submit ownership documents

of domain name or written ownership commitment of subscriber, etc.

IR T E, GDCA i n] Ul 5 =J7 R A5 BRI Z HEE D A 51,
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I GDCA ik NS =5 R 2B T R (G 2, AT =465 =gt AT A, BRESR i & f it
WHME BANE R4 R}

If necessary, GDCA can also verify the subscribers’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate the
third-party to conduct an investigation or require certificate subscribers to provide additional information
and evidence materials.

IeAh, AR, GDCA & LABE B BT s 4 n 77 M B kL
If necessary, GDCA may also establish other required identification methods and information.

I A S5 PRAIE R AR S 2, TR IE S OGRS 93/E. GDCA 7E3#E1T 1
VERUE A IR A LS, ASARSEX RS I B O SO (B IESS ) JEAT A i v B )
155

The applicant is obliged to ensure the authenticity of the application materials and bear the corresponding
legal responsibility. The GDCA does not undertake any obligation to examine the validity of applicants'
identity documents (e.g. ID cards) after a limited review according to the requirements from relevant
legislations.

3.2.3. P B4 B 4 7)) Authentication of Organization Identity

FERTAEAL CEURAUR P25, TELMALEE SUR I FLIRIER BT SSL
Wi 3T S % JOEASIT  SEAAT PR B 0, T

Organizations (government agencies, enterprises and institutions, etc.), which apply for organization
certificates, equipment certificates, SSL server certificates and other types of certificates, should be
authenticated strictly, including the following:

L BN SRR . SR SER . BARI T AT Lo BURFHLAE RS R 1A R0

s BAEEART TR E AR B S AR, B I 2R AT O AL
JBER = 7 el A

1. GDCA must authenticate that the organization is valid and legal. Authentication attestation such as

valid government issued documents, including but not limited to business license or organization
code certificate, or valid documents from authoritative third-party database.

2. RZEUEFHIE OGS B 5 A RO ECE =T B E R SRR TARSE, s B
iR, (HEMHE B R4 DLREE AV

2. GDCA verifies to a reasonable level of assurance that key information in certificate application
matches valid document or third-party database. But final confirmation of applicant’s information
shall govern.

3. EHITE. HEEUE R BB SR AGUEM OO ECE S ISR e T i A Bk
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FRAESE, FIE AR TR AU E f B RAE RS S

GDCA should verify the organization information through telephone, postal mail, required attestation
or other similar methods.

4. AT AT R I X T B B PR S SR ASCBUR LA R K (14T A

Subscribers can submit valid government issued document through methods such as face-to-face
submission or postal mail.

5. MNP ANRGEREW AL AT R HEWIRBES 290 N HE
IPERUEASH H AU L2 T NAT RS O F I SR B R B A

GDCA authenticates the representative’s authority to represent the applicant by checking authorized
document from applicant and valid original and copy of personal ID.

GDCA ‘R IE U T HE FAE BB MIA R, AT AR S 03 %5107, — &S,

IEAS SR, LAagnliE, SR 07 SO A%, S N AR T

GDCA must perform different authentication methods depending upon the type of certificate applied by

the organization. Generally, the higher class certificate type means higher security level, and stricter

authentication method with more comprehensive authentication information.

1)

2)

L XT3 3 BHUIET, $ATLL N %5

For the Type Il Organization Certificate, the following authentication is performed:

1) HANURESEAETER) . BRI, Bl 7 T LU BURHIG R 1A R0
, BFEARRT TRIENM PR gl B H NSRS, BOE 2 KA %
SCPFRIAUBER =7 5040 PR A o

Confirm the legal existence of organization. This can be proved by a valid document issued by a
government agency, such as an Industrial and commercial business license, enterprise National
Organization Code certificate, or validation through well-known authorized third-party database.

2)  WHNFRBCHIE IS, BCERH SN R SRS HE IR 2 U BN
J5 AT AN 5 2 3 BN R AR 5 22 90 N A RS 3 B SO Bl L 28 =5 45
BURIRTESAS . WEEUE B8 <577 30 R HLAIREAT IS, DASRAS AL < H I B AL
FHMHIA

GDCA must confirm the validity of the authorization, which means the agents who applied on behalf
of organizations are authorized. Confirmation methods include checking organization authorization
agreements with official seals, validating agents’ valid ID, or contacting with the applicant by phone
number or mailing address obtained from a third-party.

2. XITE A RHUMUESS, AT LA R 55
For the Type IV Organization Certificate, the following authentication is performed:

1) GDCA WAZUEIEEF B M. 8IS ZO0 B LIRS 5 0 BORLAT HE 1
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REEAT BN, b BN N DATE N 7 UHEAT R A

1) GDCA must verify the identity and application information provided by the subscriber through voice
communication, video, photo taking, etc. If necessary, GDCA may conduct a face-to-face
confirmation.

2)  HANURRISEAFAE R SRRk, BAR 77 30rT BLZ . BURFBLIIAE K A R0
fF, SREART IRE IR gl i H SN AR IESE, JRil & U
5 = T3 8He 17 25 05 SO HAE 3 SO R AT IR, ORISR IR B B A4S
R
2) Confirm the legal existence of organization. This can be proved by a valid document issued by a

government agency, such as an Industrial and commercial business license, enterprise National
Organization Code certificate, or validation through well-known authorized third-party database.

BN I LS, RMCRA LW SESSIE S g I R 2 S5 . Bl 75 0
A UL N i A BRIV LA K P NAT RS O TEA S, IRl 5 =05 3 2 il 5
. RS B 257 3\ AU AT IR SS,  DUSRAS I Ok HR BB B A A

Confirming the authenticity of the authorized application means that the person who submitted the
certificate application on behalf of the organization is authorized. The confirmation method can be
checking letter of attorney with organization's official seal and valid identity document of agent, contacting
the applying organization via the phone number, postal mail and etc. from the third party to obtain
confirmation about application or authorization of the applying organization.

UEAh, I EERS, GDCA IRl LA E H e i d 2 45 7 AR R

If necessary .GDCA can also set other required identification methods and information.

3.24. BB H % 5] Authentication of Equipment Identity

B S A AR H e A AR AR, GDCA i AUT 7 #EAT B 473 %I
BAEQT A%

Authentication on equipment identity varies by different according to different owners. GDCA must
authenticate the identity of subscriber, including the following:

BRI P R BRI R, WA & S E M SRR BN k55 708
BRSNS B SR AR A

Subscriber submits application form of equipment certificate with original and copy of owner’s ID,
authorization of operation, original and copy of delegated person’s ID.

BN 1 5 0 AR A [ SRR 42 B R B By 400 O AABAT, AT N A, &
i % HHEIEAS CP 55 3.2.2 88 4 SR NI S RIRAEIAT s 1T P AN, 12 A CP 28 3.2.3
TEE 4 FNUIE AR RAT -

38


http://www.baidu.com/link?url=bXHFAOoH0ibcBWL8PsrBtVKcFCmfsiKf-LokmsF0KiAJEZjAZ7pUZ1B4A8C4xg7DrOT55ZlY7Cpt3vyP8nemLQZDLW-Lzarsfz62da1D2duaLmztBGegi5xKSCG5N8Gt

[] SSRGS BRI S
m ol TRl Cies Sevunity Authonity Cow Lo GDCA -L[E:FB%H{% (Vl. 6) ﬁ}i

Authentication of Individual equipment Identity will be different according to the different owner of the
equipment. If Subscriber are individuals, GDCA performs the verification of identity according to the CP
section 3.2.2 class 4 personal certificate identification process; Subscriber are institutions, GDCA
performs the verification of identity in accordance with the CP section 3.2.3 class 4 institutions certificate
identification process.

A A4 B AT R 1 25 RSN, SR T BT 2 5 2 A GBUR,
W7 20T DL B B3 SR AGIE B S BN X 12 6 46 B A AL El (s B F T R 6 55, FEIn s
A,

When the device name is applying for a certificate as the certificate subject content, GDCA also need to
verify whether the applicants have the right to do so. Confirmation can be done as follows: Applicants
shall provide the certificate of ownership or the written commitment of the ownership or use-right from the
institution with company chop.

IR NA T2, GDCA i w] Ul 55 =J7 R A5 BRI IZHEEH N A 511,
R GDCA ik =T5 3 B T 15 8, AT RSB =077 A, sEOR g4 it
WHNAE SAHERI AL

If necessary, GDCA can also verify the applicants’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate a third-party
to conduct an investigation or require certificate applicants to provide additional information and evidence
material.

UEAh, I EERS, GDCA IRl PAE H e i d 2 45 7 SRR

GDCA can also set other required identification methods and information.

3.2.5. SSL RS &4 9% 7] Authentication of SSL Server ldentity

AR P28 A I F R AN RIS AT A A 2500 53, BT W2

GDCA must perform different authentication methods depending upon the types of SSL certificate applied
by the subscribers.

XFF OV SSLAETS, 7550 E WSl BTG & MUK I B2 S 4y, HLS ) 7 =sUa AR CP 28 3.2.3
T 4 BHRIE R4 RIRAERAT .

For OV SSL certificate, GDCA shall validate the identity of the owner of website in accordance with the
Type IV organization authentication procedures in section 3.2.3 of CP.

XF IV SSLUET:, TR iEMI s &8 # NN SL Sy, HEER 7 RI% A CP 25 3. 2.2 1%
B4 BN NEPBLENRAERAT .

For IV SSL certificate, GDCA shall validate the identity of the owner of website in accordance with the
Type IV individual authentication procedures in section 3.2.2 of CP.

XHF DV SSLAEH:, R IR EA N BB Xk 34 (0 P B s AL, e/ AL B
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AN NI FSE B BEAT B8

For DV SSL certificate, GDCA shall validate the ownership or control of the domain name and will not
verify the identity.

ST EV SSLAESS, H45 07208 (GDCA EV iE 35S Y), A CP AR H k47 B Ak
]%jii,o
The validation procedures of EV SSL certificates is described in the GDCA EV CP and not covered in this
document.

TESE AW AE NIE D BN R LR, 87 ESUEZ A 2 B HE AR, HE4 1)
KRR CP 4 3.2.7 AT .

In case of domain name is used as subject of certificate, GDCA shall validate whether the organization
has the right and the validation of domain name is supposed to be in accordance with the CP section
3.2.7.

MR N NA T E, GDCA ik RENEE =TT RS BORIGAE Z A S H D AN S,
Uik GDCA BiENE=Tr 3R i fa MG 2, AT =g TR E, sERigE et
WHMAE BAER M KL

If necessary, GDCA can also verify the subscribers’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate the
third-party to conduct an investigation or require certificate subscribers to provide additional information
and evidence materials.

Ak, ERF, GDCA & R] Lk e Hoe B i B 4 i)y XA Bkl

If necessary, GDCA may also establish other required identification methods and information.

3.2.6. RIBZ4 5 1% 7] Authentication of CodeSigning Identity

e A5 44 B 1K S AR A ARSI 2 (AN RIHAT AN R ) B 48 500 07 K, 3T 7 L
K, 32 HROR CP 3 3.2.3 558 4 FHUMIE-B 4 NIRAR BT : 1T P /N A, 2[4 CP 28 3.2.2
T 4 B NIEBERIREHAT. EV RIGEZ G555 (GDCA EV iE ik ), 4
CP ANFEXS AT BAA I 14

Different authentication of subscribers’ identity for a code signing certificate is performed based on
different subscribers. For organization subscriber, GDCA performs certificate validation process in
accordance with the Type IV organization authentication in CP section 3.2.3; for individual subscriber,
GDCA performs certificate validation process in accordance with the Type IV individual authentication in
CP section 3.2.2. The validation procedures of EV CodeSigning certificates is described in the GDCA
EV CP and not covered in this document.

FE RIS T 7, ARHUEN N, 2500 ARS8 42 U -5 48 FH Vi Bl 75 B 04
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PHIERI SO, AR AR HACRS 2 4 IR T s e . i ae AR R B R AT
FENBA .

Subscriber must make a statement and prove for the use of the CodeSigning certificate. Subscriber must
promise not to sign malicious software, virus codes, infringement software and hacker software using the
CodeSigning certificate.

3.2.7. B4 K1 AR 4 A) Domain name recognition and Validation

XF T A IR, IR SEAAR IR T DU G M REA ], F AR SR ENIR, GDCA ]

KA 2553007 S i — b

1. AL I AL VE R 55 W LA B B = 7 5040 v 1 B R i A A S D I R T R
BRI, DURIE R 7 IR BRIT AR R T NS A R A H ISR, 1) H SR R
R SGEE EAE (W1 HIEFINEHMEE . A E RS, AN AR. %
77 B9 Baseline Requirments v1.4.1 5 3.2.2.4.3 1i 155 3.2.2.4.4 75,

2. ARYEIAL TR S5 B 38 A2 R B SO AT A% 5 . %5577 B/ Baseline Requirments
v1.4.1 %5 3.2.2.45 75,

3. fEfL# FQDN (FEAFREIRAZ) 1) URl (Gi— R PEAR AT MITELM UL FXT 2058 15 B
BEAT B, 77 AN G N FQDN (SRl . 25577 2B & Baseline
Requirments v1.4.1 2% 3.2.2.4.6 5.

For the purpose of domain name validation, entities to be validated may also be the applicant's parent
company, subsidiary company, or affiliate. GDCA may use one of the following ways for the validation of
domain names:

1. Obtain the e-mail address or phone number of the domain name owner listed by the domain name
registrar or other authoritative third party database, and check the key information (e.g.
documentation information or domain name details etc.) with the owner by emails or phone calls to
confirm its ownership of the domain name. This way of validation conforms to section 3.2.2.4.3 and
section 3.2.2.4.4 of the Baseline Requirements v1.4.1.

2. Verify according to the domain authorization documents provided by the domain name registrar. This
way of validation conforms to section 3.2.2.4.5 of the Baseline Requirements v1.4.1.

3. By making a change to the agreed-upon information found on an online Web page identified by a
uniform resource identifier containing the FQDN, to confirm the applicant’s practical control over the
FQDN. This way of validation conforms to section 3.2.2.4.6 of the Baseline Requirements v1.4.1.

X IEAAHR A, GDCA S ib@ AT A I A dskAa,  ORUEIZISA & IR R 58— ik
S AL AR BBUFHENN, TR EM A
GDCA fEZEEECHT (%) A4 B IR A « 2~ Hh )5 28 B A Y B 4%
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A4 BE FY I, BRI PRI & REREAIE B L 58 A a3 44 (1 BT i 44 25 1)
WE, GDCA 7 EERHUHL B o &t DA KRB, R EE SR A
HE RN A, ZHIEE AR RK.

As for the validation of a wildcard domain name, GDCA verifies the domain name in the right position of
the wildcard to ensure the domain name in the right position of (*) is obtained through registration, and
explicitly owned or controlled by a business entity, a social organization, or a government authority etc.

GDCA rejects any certificate request with a domain name in the right position of the wildcard (*) being a
gTLD, public suffix, or a registry — controlled domain name, unless the applicant proves its rightful control
of the entire domain namespace.

If necessary, GDCA may also perform the independent investigation to confirm the ownership of the
domain name. The subscriber shall not refuse the requirements when corresponding assistance is
needed from GDCA.

3.2.8. PURIRE A FRESAE Verification of DBA/Tradename

FAEFEM A DBA sk FK, GDCA wlilit LU R 77 3 & > —Fh DI S B i
A B 1% DBA 3R L A4 F5 -
1 HRIEE PERE X BB IR SR AL R HIE B FRE 8 SR RO AFFEEOA AT SO, Bl 5%
BUR LR IE) 38 5
CEAIEVe/P S1F
55 ST 2 DBA L ARER R b 4 R ICBUR LA VA I8 5
Bt ity SRR SR IR R BH R A
Pk B, BRATXIIK S, (ERRAIKE, BURZERIFLR, BUHAL GDCA I\ ] SE %
iE 77 2

o c w D

If the subject identity information is to include a DBA or tradename, GDCA verifies that the applicants
have right to use the DBA/tradename using at least one of the following:

1. Documentation provided by, or communication with, a government agency in the jurisdiction of the
applicant’s legal creation, existence, or recognition;

2. Areliable data source;

3. Communication with a government agency responsible for the management of such DBAs or
tradenames;

4.  An attestation letter accompanied by documentary support; or

5. A utility bill, bank statement, credit card statement, government-issued tax document, or other form
of identification that GDCA determines to be reliable.
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3.2.9. FrE B BRI 5% 5] Verification of Country

A U5 2R b FE X 30T, GDCA 3 BUBER = 5 4 B A kvl DNS e % 7R 1Y
P bk F I 1) 1P S SR AR A PTAE L, R OR FR I MY 1P Ik i £E [R5 B s N SEPs /e [
—

In case the “countryName” field is present in the subject, GDCA verifies the country associated with the
subject though checking the IP address of the applicant or the IP address on the DNS record from an
authoritative third party database, to ensure the IP address of the applicant is consistent with a country
where the applicant is actually located.

3.2.10.  IP HihkEIHEIAFI X H] Authentication of an IP Address

GDCA KHILL T 77 s il —Fh, - DA\ H s 2 4R S Bz il 1% 1P Mtk

1. HiEERAEABUEHZ IP bk FEY S, i34 IANA (the Internet Assigned Numbers
Authority) BEIXIACEALE RS 1P Huhik 7 Be FIIE B SO

2. fEAE IP YL URI (G — B IEFRIART) HIFEZM T EXF 2058 5 BT oa), did it
75 S CABN B 1P Mk (1) S PR i AL

GDCA adopts one of the following ways for the authentication, to confirm the applicant owns or practically
controls the IP address:

1. GDCA confirms the applicant’s capability to actually control and manage the IP address, and the
applicant provides relevant authorization documents over the IP address, such as the authorization
documents on the IP address assignment obtained from IANA (the Internet Assigned Numbers
Authority) or a regional agency.

2. By making a change to the agreed-upon information found on an online Web page identified by a
uniform resource identifier containing the IP address, to confirm the applicant’s practical control over
the IP address.

3.211. FFESRIERHEREME Data Source Accuracy

FERHAT AT B RUEA T AT OB S SRR T 2 1T, GDCA XHZORIS T Tk, Emt:, M
e DhiE AT HT AT VAN, IR BB LR IR
1 RS B RER;
2. AE HRIFHEF IR
3. HuEptNiRy, KAWEMER HE;
4. BHERT o AR AT A LT g A
5. Dy B SO O AR HESE
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Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its evaluation:

1. The age of the information provided,

2. The frequency of updates to the information source,
3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and

5. The relative difficulty in falsifying or altering the data.

3.2.12. BERIERIT P45 B Non-Verified Subscriber Information

WE, B 7SR P SRR S5 B F BRI Al SR SRR RS, XTI
A ERIBIERIT 5, GDCA AR RS BRI, AR REERTUE.

In general, apart from some necessary information require to be verified. For the subscriber information
which is not required to be verified, GDCA does not promise the authenticity of such information and does
not bear the relevant legal responsibility.

3.2.13.  BHUWHHIA Validation of Authority

P P RALE TP NS RUEF S5, AN AH SO 55 ks Bm s B A =,
VENANU R 2T N BN o

Organizations can add official seals on the related business forms to indicate agents are authorized to
perform the certificate services on behalf of the organization.

3.2.14.  EH#EHEN Criteria for Interoperation

ST HAB I T E RS WA, TTLLE GDCA #AT H#4E, {HIiR % IAERSHIAT
CPS W5 A GDCA CP %3k, JfH'5 GDCA ZZ MM ML .

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS are in
compliance with the requirements from GDCA’s CP and sign related agreement with GDCA.

GDCA BAKIE I, #:23F GDCA B UENUF RIS MG B, IR B R AR
_L[E:FS o
GDCA accepts the information authenticated by other CAs and issue corresponding certificates based on
the agreement.

AR E SR AN A L E, GDCA K™ % F LAhAT .
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If there are provisions of national laws and regulations regarding interoperations of issuing certificate,
GDCA will perform strictly according to relevant legislations.

33, EHAEFERKIGIRE LR

Identification and Authentication for Rekey Requests

FEREAT CP 55 4.7 J5 P AIE 52 B SEHT A, 5060 ST BB SRR AT 36 01 LA O 9 S0
PR A FIEH#AINAE

Before rekey operation described in CP section 4.7, GDCA should authenticate the key to confirm that the
request of rekey is from the original key owner.

3.3.1. HIEHAE RTINS LR

Identification and Authentication for Routine Rekey

St G LR S SR, 3T R U5 ] GDCA TR R 45 s BEAT A H i, R4
BRG] P EIEBE R, WER A B ASAE, TR RE R R GDCA IIE
FEINE 2R G0Ks ot 2 5H T B FAE JEAT B B AIE - 1T 7 5 AT LS GDCA (3 A B LA F 175 25 BH 53T
GDCA 1ML SR AEVT F7 54 I3 N 3800

In general, subscriber can apply for rekey via GDCA certificate service website. The system can get
former certificate information automatically such as DN, serial number, etc. Above operations can
complete the application of rekey; Certificate authentication system of GDCA authenticates identity for
rekey application. Subscriber can also apply for rekey to RA. RA must authenticate valid documents of
subscriber and agent.

SIS 2 2 I S I I i SO B TR A, AL, T A R A R
HIT AN P S S (PG I R S AR B s e i, & sk, GDCA F Ak
HIE.

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or data.
Therefore, the subscriber should make sure the encrypted documents or data have been decrypted
before they apply for the secret key’s updating. GDCA shall not assume any responsibility due to failure of
decryption by the renewal of the secret key.

XA LR NIEF 2 2 A NS B SRAEAS Ik 55 23 KE 15  AAAS 22 A 4IE 5 GDCA
AN PR

For Type I individual certificate, Type Il individual certificate, equipment certificate, server certificates, and
code signing certificate, GDCA does not accept key updates.
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3.3.2. B FAEF IR RS L5

Identification and Authentication for Rekey After Revocation

UEFS A A A BEREAT H T BT

Re-key/renewal after revocation is not permitted.

3.4. MEERKFREER

Identification and Authentication for Revocation Request

WEPMASTERAT LR AT, Bl LK E GDCA. ML . 24 GDCA s EMHLILAE
85 BB AT P E R, ARUKE REIET, X ME LG AUEAT S . GDCA B E
RS E F R A R, gt FOE BN ml s B B U AT e A mT AEAT . I SRAT P
F B R BBUE T, MR A CP 25 3.2 15 BTk HEAT B 43 4 31 fn SR 2 mVERL AR 4R 4,
CA ¥ RA ¥ BB LARIVENLIC T K B 1 SR SR A S AR, A FEAT oAt 7 i %
5l

Revocation requests can be made by subscriber, GDCA or RA. GDCA or RA can revoke certificate based
on sufficient reason without authentication. Revocation requests of GDCA or RA must be approved by its
management or supervision authority. Subscribers who request to revoke certificates should follow
identity procedures described in CP section 3.2. If the revocation requests are from judicial authority by
law, CA or RA will use revocation request documents of judicial authority as authentication evidence and
will not use any other methods for authentication.
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4. UESA oy A IRAR R

Certificate Life Cycle Operational Requirements

4.1. {EFHIE Certificate Application
4.1.1. iEF B #5524k Who Can Submit a Certificate Application

UEFS IS LR AR AR LR N SR A S (BT BRI Sl s, e
EiluSiNENEI S

Entities of certificate applicants may be individuals and organizations with independent legal entities
(such as administrative organizations, institutions, social organizations, people's organizations and other
organizations).

4.1.2. M 5 F4E Enrollment Process and Responsibilities

1. FEME R
1. Registration Process

G KRB R KA S RA, RA WAEZIEK, JFXTHEA, RIERKIKEL CA.
Applicant sends certificate request to RA. RA verifies and signs the request, then sends the results to CA.

CA W BIZIERIG, Kk RA HI%E4, KT PET . EREMNEMEEY, LICRE
eI ORIE -

CA validates the RA signature after receiving the request and issues the end-user subscriber certificate.
In the whole registration process, it is necessary to take enough measures to ensure that:

® RA WAZUN HIE(E SN IS # 1) BORNEAT 2501
® RA must verify the information of application and the identity of applicant.

® £ RA [ CA FIRIEFIERIS, fREERESERE % e, R, 28

® RA ensures the security, confidentiality and integrity of information transmission in the process of
sending certificate request to CA.

2. Wit

2.  Responsibilities

® GDCA KJEMHURAT ST [T 7 5 R0 7k 5 AT L1 25 42 (R4 FH 2% 15

® GDCA and Registration Authority have the responsibility to inform the subscribers about the usage
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condition of digital certificate and electronic signature.
® GDCA N EMALKA DA 1T 7 5 AR 55 2 i 100 H AR 7

GDCA and Registration Authority have the responsibility to inform the subscriber on service charging
items and standards.

® GDCA KIEMHLIA STERITT 7 35 AR A7 A HILT 7 45 S A BUR A 534 5

GDCA and Registration Authority have the responsibility to inform the subscribers on the rights and
responsibilities of preserving and using subscriber information.

® GDCA KiFEMALMAE s L1 45 %1 GDCA 1 54T VE s

GDCA and Registration Authority have the responsibility to inform the subscribers on the
responsibility scope of GDCA.

® GDCA KIEMHUA SR/ 5 AT I STEVEH

GDCA and Registration Authority have the responsibility to inform the subscribers on the
responsibility scope of subscriber.

® iTJTRNIERSE T . CP A CPS UM LE RIS, Al ok FHIES
WEHVEREL BOR] S5 AR AR AR O N 75

The applicants should learn about the agreed-upon matters stipulated in the subscriber agreement,
the CP and this CPS etc. in advance, particularly those in relation to certificate usage, rights,
obligations and warranties.

® T A TR HAIE L AR R B AU S B ST

The subscriber has the responsibility to provide accurate application information and data to GDCA.

®  EIHUR IR LT AR BEE B B 5 B 5 S UE B AR — Btk & AR, [
AFEAH N H AL DA

RAs shall ensure the consistency between certificate application information and identification which
subscribers provided and bear corresponding responsibilities of review.

IEF 54 Certificate Application Processing

4.2.1. PATIRA 5% 7] Performing Identification and Authentication Functions

2 GDCA. JEMYUESZ BT P IIE B R 5, MNA%A CP & 3.2 WIE SR, XTI Fatr

UNPVIIESE-SIP

After GDCA and its registration agencies receive the subscriber’s certificate application, they should
perform identity recognition and verification of identification over the subscriber according to the

requirements of CP section 3.2.

48



Il semrannemmes

Toon e GDCA IEHS SR mE (V1.6) FiX

4.2.2. IEH BB HEAIFE 4 Approval or Rejection of Certificate Applications

GDCA. VEMHUFINAE SUERISLAL |, HEHESIRAE HiE . WIRIEZ T, N8 E
77 A BRI [A] Py RIS I

GDCA and RA should approve or reject applications based on authentication. If GDCA and RA reject an
application, they should inform the applicants with appropriate ways and within reasonable time period.

4.2.2.1. iEP HIERIHALEE Approval of Certificate Applications

WRFFE TR, RA AT DUHEHEIE 15 H i
1. ZHIEEAMW LA CP 5 3.2 TRk 1T )7 S KR R S L€ ;
2. WIHERRZEE A RO I N AT K
3. HHEH CAIEWRE SO 7 AN B .
RA will approve the certificate requests, if the following conditions are met:

1. The application shall completely meet the requirements from CP section 3.2 regarding the
subscriber's identification information and authentication.

2. Applicant accepts or has no opposition regarding the content or requirements of the subscriber's
agreement.

3. Applicant has paid already in accordance with the provisions.

4.2.2.2. iEP HiIERITEZ Rejection of Certificate Applications

R RETHNER, RA ATLUIELEIIETS i
RA may refuse the certificate application in case of the following situations:
1. ZHIEAFEA CP 5 3.2 TRk 1T )7 S BIR AN R E 5

1. The application does not meet the specifications of subscriber’s identification and authentication in
CP section 3.2.

2. HIEH AREIRBLIT T E A B O UE WAL
2. The applicant can’t provide the required identity documents.
3. HTEH B ARERZAT UMM HI A RN B EDR
3. The applicant opposes or cannot accept the relevant content or requirements of the subscriber's
agreement.
4. T A B ASRE S IO ST AR LA 2% H 5
4. The applicant has not paid or can’t pay the appropriate fees.
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5. GDCA siEEMHBUA L EZ IR 2% GDCA ok i VA Gy sliE ik

5. GDCA or RA considers that the approval of the application will bring about controversies, legal
disputes or losses to the GDCA.

Xf T GDCATrustAUTH R5 ROOT iE-5. 22X R5 # CA iE15. GDCATrustAUTH E5
ROOT 2K I 26 CA Fras R INT FUESS, SRk E il i As (b AN HiiE, B0 GDCA A A
M Z R B A m R, GDCA MAEZ1ZH1E, GDCA MRYE A EECHL . Bids) misid
KWL DT 45 22 55 (M BUR H UG 55 58 =5 RATIN 44 B, BOA SRR A TP ARE Hh 45 52 1)
{55, B GDCA Z il BT 5% W4 444 1 55 Atk VE 9 FH 3 SR 1 0 4 140 IE 517 R B 7 484 FE
5, EESLAYES RS RS BAE A SR, FERZAE T RS R S B ISR B HFAIR
LA S N, GDCA ¥ B R4 H i,

SoFTHR L E - F i, GDCA 3 20 H 35 2510 5 H i 2R .

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT certificate,
Hzwi X R5 8 CA JETS and GDCA TrustAUTHES ROOT, if the application is prohibited clearly by laws
and regulations, or GDCA considers that there are highly risks to approve the application, GDCA shall
reject it. GDCA establishes and maintains a list of high risk certificate applicants according to the list
provided by anti-phishing alliance, antivirus vendor or related alliance, government agencies which are
responsible for network security affairs and other third parties, or the disclosure of information through
public media reports, or previously rejected certificate requests by GDCA due to suspected phishing or
other fraudulent usage or concerns. GDCA will query information from the list during accepting certificate
application. If the applicants appear in this list, GDCA will reject their application directly.

For the rejected certificate application request, GDCA will notify the applicant about the failure of
application.

4.2.3. AL S HR % BT 8] Time to Process Certificate Applications

GDCA I HFINEM SN (CPS) MWHLE & BEAJUE H G AL RS [A] . GDCA FIVEMAL
K REAE CPS K2 HI RS 6] Py AL EEIE 15 B, To e A HEHE IS 2 45 40 o X AN RS R 2 7 AN TAEH .

GDCA CPS should specify the processing period of certificate application. No matter approving or
rejecting, GDCA and RA should process certificate application within the period specified by CPS. The
period is 7 working days in general.

4.2.4. INENLHI#AL (CAA)  Certification Authority Authorization (CAA)

M 2017 #£ 7 H 1 Hilt, GDCA ¥ CAA its%, R RFC6844 [FHE kLB “issue”.
“issuewild” % “iodef” HIEPEIREE. fEULZ T, GDCA X SSL iFH5HiEA i CAA K.
SSL iF P28 GDCA HRiEH8E R il /£ CA/NI Y #%181% EV Guidelines. Baseline Requirements
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FORM AT AER) SSL #yiE 5.

From 1 July 2017, GDCA will check the CAA records and will process "issue", "issuewild", and “iodef”

property tags according to RFC6844, as part of the authentication and verification procedures for the SSL
certificates. GDCA will not perform the CAA check for the SSL certificate requests before 1 July 2017. SSL
certificates refer to any publicly trusted SSL digital certificates under the GDCA root certificates chain that
conform to the EV Guidelines, and Baseline Requirements of the CA/B forum.

4.3. UMERZ K Certificate Issuance

4.3.1. IEHZ R H RA F CA K478 CA Actions During Certificate Issuance

TEIE P RIS RA M R A TTIE iGN &R, @S EE RA R RIE
PRI R KL CA HIIFBE KR 25 RA K1t CA IIF P KIHREETA RA MEH LN 5
=R, FERORAE SR & B IERIR CAIEBE R AR5 .

In the process of issuing certificate, the RA's administrator is responsible for the approval of certificate
application, and sending certificate issuance request to the certificate issuance system of CA via the RA
system. Issuance request which RA sends to CA must include identification with the measures of
information security. RA must ensure that the request is sent to the correct CA certificate issuance
system.

CA MIEBLER RS RA FIEHZEKIERG, XHkE RA B AT S0 5%,
XA RMENEBRE KGR, IEBRERRGE KT PIES.

After obtaining the RA certificate issuance request, CA certificate issuance system authenticates and
decrypts the requests. For the valid certificate issuing request, certificate issues system issues the
subscriber certificate.

4.3.2. CA 1 RA BHIT PIERHZER

Notifications to Subscriber by the CA of Issuance of Certificate

GDCA HIEPER ZAGZ RE P )E, HBHEZESFEY RA BT FIEH &Rk, i
PR AT DISRIHE R 7 30, Bl mxdm. W P& TR, s e 50749
€ 177 205 AT P W] SRASAE 1 .

After GDCA certificate issuance system issues certificates, subscribers will be informed by GDCA or RA
that the certificate is issued and how to obtain certificates. Subscriber can get the certificate via face-face,
online download, or other methods specified by subscriber.
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4.4, EFER Certificate Acceptance
4.4.1. IR SZIEF HI4T A Conduct Constituting Certificate Acceptance

1 W EATYI L TTH) GDCA IE-P RS M RAUE T R EAHAF I BT, A T3
Hl. USB Key ™, iE45 T #5e R RIMRERIT 1 #6532 RS

1. Subscribers access to specialized GDCA certificate service website, then download certificate to the
certificate carrier, that means subscriber totally accepted the certificate after it has been
downloaded.

2. GDCA VEMHUAREAT R EAES, TRIGEBR RS AR T, T
R T ECTAIE B EAARRIACERAT 2 TR

2.  When RA of GDCA downloads the certificate on behalf of subscriber, the downloaded certificate will
be kept in digital certificate carrier. Once the subscribers accept the certificate carrier, the
subscribers accept the certificate.

3. W TIHRMERRTTA, I HEA R RNE RS IR N .

3. Subscribers have received the way of obtaining the certificates, and no objection of the certificates or
their contents.

4. AT ROGEAS B RS N A A ERATE R I

4.  Subscribers fail to oppose or conduct the operation of objection over the certificates or the content of
certificates.

4.4.2. CA SHEPB I RAT Publication of the Certificate by the CA

PR 5, GDCA RAZAT LS AAT B AT A TT U7 19 ) H s AR5 R 5t .

After a subscriber receives a certificate, GDCA publishes the subscriber certificate to public directory
service system.

443.  CABRIEALELEERRZER
4.4.4. Notification of Certificate Issuance by the CA to Other Entities
BRUEFSIT 141, GDCA B LA AN 75 S50 1 H At SEAARIE 5 1) B K

GDCA and RA do not need to notify the certificate issuance to other entities except for subscribers.
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45. BHAXTFERKEH Key Pair and Certificate Usage
45.1. T P FEHFIEFR IE A Subscriber Private Key and Certificate Usage

W R BAEA CP HLUE RN VG WA IAVANE S, X T2 e, JAEAT X
EEMZEL, TP NABIFINEL NS W T IEIES, RV RT B 5 R R R 4

AR BT . X TAEE S PR T A B[R AT 2 A MU s e, A
THRHME R, XN A T gL

Subscribers can only use the private key and certificate in the CP specified range of applications. For the
signature certificate, the private key can be used for the signature of a message. The subscriber should
well know and confirm the signature content. For the encryption certificate, the private key can be used to
decrypt the information which uses the corresponding public key to encrypt. After the certificate expires or
is revoked, the subscriber must stop using the certificate’s corresponding private key.

45.2. W5 ALAFRER R Relying Party Public Key and Certificate Usage

ARBT BN B TR KGRI, A AT LU AR A

When the relying party has received the message with digital signature, the party has the obligation to
carry out the following operations to confirm:

1. FRASHC 2540 0 N RIE S A A5 A

1. Obtain digital signature’s corresponding certificate and trust chain.

2. HRINZZEZ NN AIEH & B GDCA %K ;

2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.

3. T CRL 5% OCSP B\ %2542 Xt N A AIE 5 42 75 4% 4 s

3. Confirm whether the signature corresponding certificate has been revoked by querying the CRL or
OCSP.

4. UEF R AR IE 6 L A A4 5

4. Certificate usage is suitable for the corresponding signature.
5. fEHHET LR APHRAER 4 .
5. Use certificate’s public key to verify the signature.
PAEARAT— ARG, 0T A SRR AR 4415 B
If the above conditions are not met, relying party has the responsibility to refuse to sign information.
MRy T B SORINE AR BRI, AUEIE I Y @A IR AT 1 3 T N5
SR A8 FIE S L A XS BN 0T ORI IE P RN 45 B — B RIE 4 527
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When the relying party needs to send an encrypted message to the receiving party, the party must first
obtain the encryption certificate of receiving party through proper channels, and then encrypt the
information using public key of the certificate. The relying party should send the encryption certificate and
encrypted information to receiving party.

4.6. IEFHFEH Certificate Renewal

UEH EHHREA SR UE R T 7 AP AT E ST, T 2K — 5Kk
:FS o
Certificate renewal is the issuance of a new certificate to the subscriber without changing the public key or
any other information in the certificate.

4.6.1. EBEHRITE Circumstances for Certificate Renewal

FAMIE A A R0, £/ MT P ER2IHET 30 KN EFIME 30 RN, WHRiT 1
VEMHE BEA A, 1T A v5A GDCA ET AR 25 Wb sl # 21 GDCA FIyE ML FREIE 1 58
o

Each certificate has its valid period. If the registration information of subscriber has not been changed in
the period of 30 days before the expiration date or 30 days after the expiration date, the subscriber can
access the GDCA Certificate Services Website or GDCA Registration Authority for certificate renewal
application.

4.6.2. B RIEHEH AL Who May Request Renewal

R 05 NPT 7

The entity who requests certificate update is the subscriber.

4.6.3. A FEE P HTIE K Processing Certificate Renewal Requests

SFAERTH, ST RIS B i S ZRAEAS. ob eh B e
F BT LA T

For certificate renewal, its process includes application and verification, identification, and issuance of the
certificate. The verification and authentication of application shall be based on the following:

1. TP HYEAEPAAAEIE Hft GDCA sk

1. The original certificate of subscriber is exist and issued by GDCA

2. BOAIEE S SR I SRAE VAT IR A 5
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2. Validate the certificate update request is in validity period.

3. ETJRVENME BHET S 20
3. Identity verification based on the original registration information.

FE LA EIGUE AT % )i /5 GDCA A AT HEHERS K UEFS -
GDCA can issue certificate only if all the verification and identification above are passed.

VP AT PR — AR ARG IE A5 R TRE EATUE A5 S0, 4% R BRI AAR L A IE 5 H i
A I UEI BEEL . GDCA FEAL R[50 T #S PR IZX AT ARIE 5 FR 375 453 77 300 D9k =+ ST i
HEHILSEERE S

When the certificate is updated, subscribers can use the original private key to sign the update request,
and GDCA will verify and identify the validity, legality and uniqueness of subscriber’s signature and public
key, user information of the update request.

4.6.4. BRIT PIREPBRIZR

Notification of New Certificate Issuance to Subscriber

[A A CP %5 4.3.2 715,

See CP section 4.3.2

4.6.5. W2 EFE BTN

Conduct Constituting Acceptance of a Renewal Certificate

[FIA CP 5 4.4.1 7,

See CP section 4.4.1

4.6.6. CA XTEFUEFH K & AR Publication of the Renewal Certificate by the CA

[ CP %% 4.4.2 75,

See CP section 4.4.2

4.6.7. CA B AL SARIE BRI R

Notification of Certificate Issuance by the CA to Other Entities

[A4% CP % 4.4.3 75,

See CP section 4.4.3
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4.7. EFEHAEF Certificate Rekey

IEBEHEHRIT 7 B S 55 A R X s I RS N A K — eSS

Certificate Rekey refers to generating a new key and requesting to issue a new certificate for the new
public key by the subscriber or other participants.

4.7.1. IEPFEHEFBIE Circumstances for Certificate Rekey

GDCA HJE+ 38 S AR EA R T L E I -
GDCA certificate Re-key including but not limited to the following circumstances:
1. UEBAAEHMEER T AR
1. Revocation certificate due to private key leakage.
2. AR EIH;
2. The certificate expires.
3. R

3. The certificate key expires.

4. FETEOR. BURZ4RP, GDCA ZRIEHZ P H.

4. GDCArequires certificate key update based on the security reasons of technology and policy.

472 ERIEPEHEFRILE

Who May Request Certification of a New Public Key

SR S R 1 S 3T /.

The entity who requests re-key is the certificate subscriber.

4.7.3. MEIEPHELATERIER Processing Certificate Rekeying Requests

[FIA< CP %5 4.6.3 i

See CP section 4.6.3.
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4.7.4. BHAT PIREPRIZR

Notification of New Certificate Issuance to Subscriber

[F A CP % 4.3.2 75,

See CP section 4.3.2.

4.7.5. W R Z A EFE BTN

Conduct Constituting Acceptance of a Rekeyed Certificate

[FIA CP 55 4.4.1 7,

See CP section 4.4.1.

4.7.6. CA X FHAEFIET I AT

Publication of the Rekeyed Certificate by the CA

[FA CP %5 4.4.2 75,
See CP section 4.4.2.
ZHHOHTUE B NAE 24 /NN R AT

Re-Keyed Certificate must be published within 24 hours.

4.7.7. CA B H A AR IEB IR

Notification of Certificate Issuance by the CA to Other Entities

[FIA< CP 55 4.4.3 75,

See CP section 4.4.3.

4.8. IFHASHE Certificate Modification

4.8.1. IERAERIETE Circumstances for Certificate Modification

WRAT P IR REAME B A A, a2 GDCA 2 HEA5 42 5

If the registered information which subscriber provide is changed, the subscriber has the obligation to
report certificate modification to the GDCA.
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IARAEF AR S5 B AR AT RER T 7 BUR S5 A, AT 2 AN BE FRFIE A2 B,
R BEMAIZIE, R IEF eSS .

If information contained in the certificate changes that may affect the rights and obligations of subscribers.
The subscriber cannot apply for the certificate change, and he/she can only revoke the certificate then
apply for a new certificate again.

RS2 B B AHIE S B T A (AR . 2R — B0

Both of the procedure and conditions of the certificate application and modification is the same.
4.8.2. B RIEHERE K524 Who May Request Certificate Modification

T SRIE A28 B SR OFIEAS T 7

The entity who requests the certificate modification is the subscriber of the certificate.

4.8.3. REBEIEFAEF 1R Processing Certificate Modification Requests

UEFAZ S WA R VS LIE S v E TR R HEAT A0 B, [RI A CP 3.2,

The certificate modification is processed following the registration procedures where the first application
for a certificate, see CP 3.2.

4.8.4. BRIT PIREPRIZR

Notification of New Certificate Issuance to Subscriber

[FA CP %% 4.3.2 75,

See CP section 4.3.2

4.8.5. M 2 EAE B AT A

Conduct Constituting Acceptance of Modified Certificate

[FIA CP 5 4.4.1 7,

See CP section 4.4.1

4.8.6. CA XA HEIFFH K & A Publication of the Modified Certificate by the CA

[AA CP %5 4.4.2 75,
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See CP section 4.4.2

4.8.7. CA B A SARIE BRI R

Notification of Certificate Issuance by the CA to Other Entities

[FIA CP 55 4.4.3 7,

See CP section 4.4.3

4.9.

IEF RS A Certificate Revocation and Suspension

4.9.1. iEH B85 HIETE Circumstances for Revocation

4.9.1.1. iT PIEH B85 B Reasons for Revoking a Subscriber Certificate

MR TS, AR5 204 4 -

1.
2.
3.

10.
11.
12.

13.
14.

VTP CAF T R 30 SRR IE 135

P51 GDCA SAIIIE i SR AR BB H ARG ) BB AUT

GDCA 3Kf3 TiE4, TESIEB A R P AAHIE S 74153, SiAFHRF 4 Baseline
Requirements %% 6.1.5 15 &% 5 6.1.6 5 ;

GDCA 343 1 k538 2% F e

GDCA FRZEIT i 71T P . CPICPS H i — i B £ 1 & K 54T

GDCA 3RE [ A3 Y] FODN B¢ IP bk AR VR (Biltn, kB sifh
O M T AN AR BT, TN RE AR VR AT B IR & Bl
ek, BEIRA M AR BT A

GDCA SR M ELAFUE Pl FH T 580 B A 0 i S ) 714

GDCA FREUE i fir &5 B I EE KA AE

GDCA JKRIF P K K Ae & Baseline Requirements 223k, = GDCA ff] CP & CPS;
GDCA Y NAT AT H BRAEUE i oh (45 EAMER . A E S A A 1R T

GDCA HI TAEMEEF 1EEE, HARS 5 —K CA BRI LR BT 8 55
GDCA {4}t Baseline Requirements 25 & AEF IR RRL, Sk iy aip 21k, BRIk
44 CRLIOCSP 15 EJ#

GDCA SRZE M T2 RIE R % CA MAVBIE 2] T Al REMIH T 5

GDCA [fJ CP 5k CPS R 8511 F ik 13
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15.

16.

17.

TEFAIHA Py 25 5 20 L SRR R sk (lan, CA/Browser w3z AJ REIA AN
2l SR B K E T BT AN RS I KR T 3 LA E S R E R BT P
GDCA Ml S B #e) ik 7 ANATH5Z 1Y UK o

CPS RSt [ BAT W IR B2 AT HL /MRS s FAROCE: THHNLBURTE R 1,
ME LB AN SR BURFAT s s A A 0 J5 D6 B A A5 S ik
NP

GDCA C&JBATMEA NS5, T RGN %

Certificates must be revoked if one or more of the following occurs:

1.

2.

10.

11.

12.

13.

The subscriber requests in writing that GDCA revoke the certificate;

The subscriber notifies GDCA that the original certificate request was not authorized and does not
retroactively grant authorization;

GDCA obtains evidence that the subscriber’s private key corresponding to the public key in the
certificate suffered a key compromise or no longer complies with the Baseline Requirements
sections 6.1.5 and 6.1.6;

GDCA obtains evidence that the certificate was misused;

GDCA is made aware that a subscriber has violated one or more of its material obligations under the
subscriber agreement and CP/CPS;

GDCA is made aware of any circumstance indicating that use of a fully-qualified domain name or IP
address in the certificate is no longer legally permitted (e.g. a court or arbitrator has revoked a
domain name registrant’s right to use the domain name, a relevant licensing or services agreement
between the domain name registrant and the applicant has terminated, or the domain name
registrant has failed to renew the domain name);

GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate fully-qualified domain name;

GDCA is made aware of a material change in the information contained in the certificate;

GDCA is made aware that the certificate was not issued in accordance with Baseline Requirements
or GDCA's CP or CPS;

GDCA determines that any of the information appearing in the certificate is inaccurate, unreal or
misleading;

GDCA ceases operations for any reason and has not made arrangements for another CA to provide
revocation support for the certificate;

GDCA'’s right to issue certificates under the Baseline Requirements expires or is revoked or
terminated, unless it has made arrangements to continue maintaining the CRL/OCSP repository;

GDCA is made aware of a possible compromise of the private key of the subordinate CA used for
issuing the certificate;
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14. Revocation is required by GDCA’'s CP and/or CPS;

15. The technical content or format of the certificate presents an unacceptable risk to application
software suppliers or relying parties (e.g. the CA/Browser Forum might determine that a deprecated
cryptographic/signature algorithm or key size presents an unacceptable risk and that such
certificates should be revoked and replaced by GDCA within a given period of time);

16. The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as natural
disasters, computer or communications failures, changes of laws and regulations, government
actions or other causes beyond the reasonable control, causing threats to the information of others;
or

17. Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
subscribers to pay.

KAETIMER, XT GDCA LRSS RGeS, #illn CAL RA. 328 meiie
W55 AR (BFEIRSS RGP & RGUETS) A AGIESS, W) DA B HAIE S
1. CA 5RA. ZH F&FAT P& k8 K AR SR,
2. EFRAR A AR BE PO B R AR A R
3. HTEHMWFEE.

If the following circumstances occur, for the certificates using in GDCA certificate service system, such as
certificate using in CA, RA, RAT or other services entities (including equipment using certificate in service
system), GDCA can revoke the certificate:

1. Agreement between GDCA and RA, RAT has changed or stopped.
2. The private key of the certificate has security damage or is suspected with security damage.
3. The need of management.

UEFT P R R Bl MREEIE T ALV 22 4 R AR BT, R RV AN CA HEAT A 4T SSL
MR %% 3UESS, A L AR — I LIS, WRREATIES mas R AE:
1. CA WUMISEIISAA ATE A, bl H e 124 A% 51 TG & 20246 114
CA MLIFFEN— /N IE FCFFIE T B R B0 — MR VEME R S 714
CA WU HI T HM R R 21 EI84T, JF HoRZHEH AR CA $R AL S IE T M SCRFPERRAE
CA ZJRAEFIIAUR O Jiii BOp s 5 1k, BRIE CA O H 22k, 4k 8245 CRL/OCSP:
TEFS B Py 25 5h% i A T % 2 FH A3 7 o 7 A T 2 IR

o ~ w D

If certificate subscribers discover or suspect the security of private key of the certificate has been
damaged, they shall immediately notify GDCA to revoke the certificate. For the SSL server certificate, if
the following one or several cases have occurred, GDCA also need to carry out the certificate revocation:

1. Domain name that CA knows is no longer valid, such as the domain name has been judged by the
court, domain name registration agency contract termination, etc.

2. GDCA knew a wildcard certificate was used for a fraudulent misrepresentation sub domain
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name.

GDCA terminates the operation for some reasons and doesn’t arrange other CA to provide for
supporting operation of revocation certificates.

Unless GDCA make special arrangements, GDCA will continue to maintain CRL/OCSP, under
the circumstance of that GDCA's right to issue certificate has been expired, revoked or
terminated.

Technical content or format of certificate causes unacceptable risk for application software
vendor or relying party.

49.1.2. F %% CAEHRK R4 EE Reasons for Revoking a Subordinate CA Certificate

LI CL RIS AL [ — e 2 A, GDCA RifE 7 R2Z N RESH 2 CA IF:

1.

S e

GDCAZRAT [ ilEdfE, UER SUEB PR M A sh 2 CARAVE 2 7415, SiA 17 & Baseline
Requirements %% 6.1.5 15 & 2 6.1.6 5 [RAH G EK

GDCA kA3 1 L4518 2% H A IES ;

GDCA £ BAUFP 25 Kk K BEFF & Baseline Requirements 3K, 5 412 CA K BEFF & CP/CPS;
GDCA I\ JfEAT i AR UE T Hh 45 BAHER . AN L e B AT 13 3

GDCA i TEMIRRIE ILizE, HARS 55— CA LML LR BEIE 4 Ik 55+
GDCA f## Baseline Requirements 25 & UEFI AL 7280, BB B 261k, FRelE L4k
“:4E3 CRLIOCSP 15 B

GDCA (1] CP/CPS ZLR i 12t CA IE+;

UEAS AIHAR A A B SO B A B R R By (4, CA/Browser 31T BEIA VN
WA EE B K S BT AN R T S, LR S AR R E I T A
GDCA M B die) ok T AT H32 (1 WUk o

GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1.

GDCA obtains evidence that the subordinate CA’s private key corresponding to the public key in the
certificate suffered a key compromise or no longer complies with Baseline Requirements of Sections
6.1.5 and 6.1.6;

GDCA obtains evidence that the certificate was misused,;

GDCA is made aware that the certificate was not issued in accordance with Baseline Requirements
or that subordinate CA has not complied with the GDCA CP or CPS;

GDCA determines that any of the information appearing in the certificate is inaccurate, unreal or
misleading;

GDCA ceases operations for any reason and has not made arrangements for another CA to provide
revocation support for the certificate;
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GDCA's right to issue certificates under Baseline Requirements expires or is revoked or terminated,
unless GDCA has made arrangements to continue maintaining the CRL/OCSP Repository;

Revocation is required by GDCA's CP and/or CPS;

The technical content or format of the certificate presents an unacceptable risk to application
software suppliers or relying parties (e.g. the CA/Browser Forum might determine that a deprecated
cryptographic/signature algorithm or key size presents an unacceptable risk and that such
certificates should be revoked and replaced by GDCA within a given period of time).

4.9.2. B RIEF B84 B S24K& Who Can Request Revocation

o a0 &~ w b

PR SEARTT LA SR A — AT P ESS:

GDCA siF MALA T LMK HE A CP 25 4.9.1 17 SR A — AT JHIE$S;

XA NUEF, UEFAT 7 0] DOE R mAaARATH A ANIE$3;

SEFHUE S, KA WA Bk 1 R 8 C A28 KA AU RS

T RAEUES, RA P B& N BRI AR B R M8 D A28 R IE

bt BUR TS AU TR DR BT .

RHATT LSRR L B8 EE LA B AL 3 = 77 W DASRASE 15 ) R AR 4, 45
GDCA A & H i mAiET.

The following entities can request revocation of subscriber certificate:

1.

GDCA or Registration Authority can revoke one subscriber certificate based on the requirements of
this CP section 4.9.1.

For individual certificate, certificate subscribers can submit a request to revoke their own individual
certificates.

For organization certificate, only representative authorized by this organization has the right to
submit a request to revoke certificate which has been issued to this organization.

For equipment certificate, only representative authorized by this organization who has the equipment
has the right to submit a request to revoke certificate which has been issued to this organization.

The court, government departments and other public power department can revoke subscriber
certificate in accordance with the law.

Relying parties, application software suppliers, anti-virus organizations and other third parties may
submit certificate problem reports informing GDCA of reasonable grounds to revoke the certificates.

R GDCA 1L mHRIE P e 2 CA kT,

Only GDCA can revoke root certificate or Subordinate CA certificate.
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4.9.3. IEH R8I R AL FERFF Procedure for Revocation Request

4.9.3.1. IT P iER BASIEF The subscriber actively proposed to revocation application.

> w dpoE

VTP A LRSS A4S F s R A S e B AR, IR 0 B 7 4 S A 5
R URAIAZ SI2 FR T 73 B ST 1 0 0 7 8 B ) I 2 1
FERFHLRKS i1 44 B i 485045 GDCA,  th GDCA SE T4«

GDCA it 724 /NI 7484 S IR 5 -

Subscriber submits revocation application form and identification material to registration authority and
indicates revocation reason.

Registration Authority verifies the identity of entities applying for revocation and the appropriateness
of revocation reasons.

RA submits application form of revocation to GDCA and GDCA completes the revocation operation.

GDCA offers 24x7 certificate revocation requests service.

4.9.3.2. iT P ¥smsE] FB4AYIEF The subscriber is forced to revoke the certificate

2 GDCA SJEMMUIA 78 7 I E i 5 HBLA CP 55 4.9.1 1 AP IS DI, ) Ji g P F o
JE HAE M A UE

GDCA $i2fft 7*24 /NI FRIAIE 5 i B 5 MIAR B 5

M7 FNENURE S B R SR AR« s e A LA 55 55 =7 SRR IE S ) AL 75 i, GDCA
I 23 2 AR A I A A SRR P E 2 1 A TS

GDCA AT e e, @& i)y, AR TR BihsE, SR IER Ok
e S A B
When GDCA or RA has sufficient reasons to confirm that circumstances described in CP section
4.9.1 have occurred, they can revoke subscriber certificates through determined internal processes;
GDCA maintains a 24x7 certificate problems reporting and processing procedures;

GDCA will take actions to investigate the certificate problem reports submitted by relying parties,
judicial institutions, application software providers, anti-virus organizations and other third parties,
and will decide whether or not to revoke the certificates based on the results of the investigation;

After the certificate revocation, GDCA or RA will use appropriate ways, including email, phone, and
fax to notify the final subscriber that the certificate has been revoked and the reason why it is
revoked.
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4.9.4. M8 TE R % FR ¥ Revocation Request Grace Period

R SR D T e A R IR S T, R AR SR U R LM B Y e 8 /NS
PR o FLAh 7 B SR DAL 8 07 SR (AR B 48 /N Y

If key exposure occurs or suspected occurs, revocation request must be submitted in finding leakage or
leakage suspicion within 8 hours after key exposure or suspected exposure is found. Revocation
requirements caused by other reasons must be made within 48 hours.

4.9.5. CA Kb 3 8515 5K BB FR

Time Within Which CA Must Process the Revocation Request

GDCA HH%2 818 R 258 5 m B 2 8] (T R UIRR , AL 24 4>/

The cycle of GDCA processes revocation request is no more than 24 hours.

49.6. BT EIER RHEKER

Revocation Checking Requirements for Relying Parties

HRAT FEARA—MIEFS AT 2T & 1 GDCA AT CRL ST ITE AR A IE A2 754 )
.

Relying parties must check the CRL published by GDCA before trusting a certificate to check whether the
certificate is revoked.

49.7. CRL RAF#IZER CRL Issuance Frequency

GDCA Zi5E I A AT BB KIIEFS A A& o X T 4T P EAS, e 7 A5 51 3 S0 DI Th) 18]
ANBGEIL 24 /Mo XS CA GEH, 2R3 DMHBEMAAT K, TR CA EH,
WL IR A AT — IR

Certificate renovation list (CRL) must be issued by GDCA periodically. For subscriber certificates, CRL
shall be issued and published every 24 hours. CRL for Subordinate CA certificates shall be issued and
published at least quarterly. CRL for root CA certificates must be published annually.

4.9.8. CRL K A7 KB K J5 i) ] Maximum Latency for CRLs

—/MIEFS BB 8 B0 R AT B CRL [ i B[R] AN R 24 /N

A revoked certificate will be added to CRL within 24 hours.
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4.9.9. FELRASZE W AT FH # Online Revocation/Status Checking Availability

GDCA ZURHHIEFRIRASIEEL B M % (OCSP), LAt 2 4 ORI Z K & (1 R FAE A

GDCA must provide OCSP services for application with high security requirements.

49.10. ELREEHER Online Revocation Checking Requirements

X2 A ORISR I HL 78 S MOBHIEAS BEAT S0 S0 53U R, A0S #E s —
UEFSHT 208 I UEFIRASFE L WS B AZAIE T BRES .

Relying party must confirm the status of certificate via OCSP before trusting the certificate for the
applications that require high security level and fully rely on the certificate to authentication and
authorization.

49.11. AHEEERNHEMEAER

Other Forms of Revocation Advertisements Available

f% 7 CRL. OCSP 4, GDCA nJ LL#AE M 4HE i HAah R AT, (HIXASZ LA .

GDCA may provide other publication forms of revocation information in addition to CRL and OCSP,
however, such publication forms are not mandatory.

49.12. EHBERFREHZER Special Requirements related to Key Compromise

BrA CP 25 4.9.1 WHUEITEE AN, 20T P 8 AU AL 5% 41 52 B 22 P R, BT
Bl GDCA $#2HHiE B magiE K. ik CA %48 (R CA B2 CA %4H) 4 giiFEass
PREEREIE, NG E R[] N A 200 5 208 i I 0T AR T

Except for the case described in CP section 4.9.1, when certificate key of subscriber or RA has security
damages, certificate revocation request should be made to GDCA immediately. If CA key (root CA or
Subordinate CA key) is compromised or may have been compromised, subscriber and relying party shall
be notified by reasonable means timely.

49.13. EPHEHEREE Circumstances for Suspension

GDCA A SZFHIE .

GDCA does not support certificate suspension.
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49.14. ERIEBEEM LA Who Can Request Suspension

GDCA A SZFRIE .

GDCA does not support certificate suspension.

4.9.15. HEIFRBFFEF Procedure for Suspension Request

GDCA ASCHAEF .

GDCA does not support certificate suspension.

49.16. HERAHERRH] Limits on Suspension Period

GDCA ASZFHIE T .

GDCA does not support certificate suspension.

4.10. IEFIRZPRS Certificate Status Services

410.1.  BYERFE Operational Characteristics

WA LB CRL. LDAP H3MR% . OCSP EiliE4iRas, ik 7 sUAE A5 IR A AR 55
N2} T 1 17 SR A A FE A e I TR 0 5 R A 3

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate status services
described above should have reasonable response time and concurrency process capability for query
request.

410.2.  BR%ATHME Service Availability

UEFRA RSS2 AURAIE 7X24 /N T A

Certificate Status Services must be available in 24 x 7 hours.

410.3.  WJIERR{E Operational Features

TERE o

No stipulation.
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4.11. ITTEZ5TR End of Subscription

VTP A T IR T P AT IAT  iF SRR

The following circumstances of certificates indicate that the subscriber’s subscribing behavior has
formally terminated:

1 R B SR AT BT
2. The certificate is not renewed after the expiration.

2. R RIHIRTBT A

3. The certificate is revoked before the expiration.

4.12. HHAFEE 5K E Key Escrow and Recovery

4121, EHHEESKEKNRSITRN

Key Escrow and Recovery Policy and Practices

UEFRT P AR s g i GDCA AT 7 [ R4 S B R O R ARl IR HIT R
PEHAPLIATER . ZIEHT P YONTR RIS, "TLAE GDCA $2 i gk = m
Y], GDCA LI RA#HEH P LIMNE. WAL, 32T IHE, T IRE AN
o = 5 o

The certificate subscriber's encryption key pair which is applied for by GDCA on behalf of the subscriber is
generated and also managed by Guangdong key management center. When the certificate subscriber
needs to recover the encryption key, the subscriber should apply to GDCA for recovery. GDCA will accept
the subscriber's application and help the subscriber recover his or her encryption key according to the
corresponding rules and procedure of Guangdong Electronic Key Management Center.

HERAT P 22 % AR T P BATRE, GDCA A2 P2 % HIFEEAIKE .

Subscribers shall keep signing key pairs by themselves. GDCA does not provide the key escrow and
recovery services for subscribers' signing key pairs.

4122, SEEFANIRESIKEHRESITA

Session Key Encapsulation and Recovery Policy and Practices

RS IR EIEH I 5 BT AORBER 2T, B BRI E B2 E N A &
WE PN, B2 N E QR E IR R 2155

The session key is packaged in digital envelope using asymmetric algorithm. The digital envelope is to
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encrypt the session key using information recipient's public key, then the recipient can use their own
private key to decrypt and recovery the session key.

5. INEHUM B & B BRAEI

Facility, Management, and Operational Controls

5.1. YIE#EH| Physical Controls
5.1.1. iHfr B 585 Site Location and Construction

GDCA F UL HE TR 2 %0 X kS X BRI #EX . AKX AN XK.
WO X — A L R FL A7 i 2 o e A 7S THIL BT v SLAMAR , e Tt B iR R BE O 2mm
FVFLEANR, HIBCR T JEE DN 3mm BV SLANKR . JRIE T 20 CO2 TRAIE . BIEEINJF HHk
AR BB RIS . BRI D TR SRRk ] o 8 PRI 2 2 7 Al 2 A T e 1 XU
T HUERIEE AR AR E PR RN IR YR A o AR BRI B DA L AUR B AL X .
According to the functions of GDCA central area, it consists of core area, service area, management area,
operation area, public area. The core area is a high-performance electromagnetic shielding room. Its shell
is made of six sides of high quality cold-rolled steel plate. The roof and wall panel is made of cold-rolled
steel plate with thickness of 2 mm. The floor is made of cold-rolled steel sheet with thickness of 3 mm.
Welding process is CO2 protection welding. Glass is thickened and bulletproof with metal mesh added on
it. Shielding door is manual locked. Vent is configured with honeycomb type ventilation duct shielding
room window according to the specifications of the shielding room. Power filter is single phase

high-performance low leakage filter. Safe with confidential information stored must be placed in the core
area.

5.1.2. YIET R3] Physical Access

BB 2 A E AT N TR O S H AR, AT R R A — AN B 2
IR N R LB, GDCA 1] CPS WL ZiUN B I 4% i 3E 47 LB VR A I E

The activities of accessing to each physical security layer shall be recorded, audited and controlled in
order to ensure that all above activities of certain person have been authorized. GDCA CPS must define
detailed rules for physical access control.
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5.1.3. 1,775 2% Power and Air Conditioning

GDCA WL A %4, AR A RS i AR e, DA DRSS AN A W (1 HL
R Ak, IERLEANE T ARG B ARG HE E GO T AL

The computer room of GDCA shall be equipped with secure and reliable electric power system and
electric backup system to ensure continuous, uninterrupted access to electric power. In addition, these
systems shall have temperature and relative humidity of special air-conditioning system and wind system
control operation facilities.

5.1.4. B 7K Water Exposures

GDCA Bl NA L TTRIEORTE I, Brib. Al KB, JFBENEAE Bl K I 5 rE
JEE LI IN IR ZK R NAIE 2R 8 RIS

The computer room of GDCA should have specialized technical measures to prevent and detect leaks,
and be able to reduce the influence of leakage on the certification system to the maximum extent.

5.1.5. ‘KR PBH$P Fire Prevention and Protection

GDCA L BRI $& i, I 5 A L AR 7 R BRI 1 K R A 2R, 3K KR B
B RN AT b B B A T 2 A R

The room of GDCA should take preventive measures, and formulate the corresponding program to
eliminate and prevent the occurrence of the fire. These measures shall meet local applicable safety
regulations.

5.1.6. A R Media Storage

XTS5 A TRV P SE 2 Bk Bk Bl Bl B, B, B
B AR S SR M TR, I L SL ™ M B R4 T B LABT LEXS A R 25 B R FH AN 5 1]

GDCA meets the security requirements for media storage, including fire-proof, water-proof,
earthquake-proof,  moisture-proof,  corrosion-proof, pest-proof, static-proof, electromagnetic
radiation-proof, etc. Meanwhile, GDCA takes strict measures to prevent the media from unauthorized use
and access.

5.1.7. Y43 Waste Disposal

2 GDCA A7 4RI R TKSCAF AR R CAS P 5 ZE A IR I e ORI Tt A 550, ot
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The written documents and materials of GDCA should be destroyed when they are no longer needed or
exceeded the expiration date, and must not be recovered. Cryptographic devices and media with
sensitive information should be initialized and physically destroyed by using manufacturer’'s method
before disposal.

5.1.8. SRy Off-Site Backup

GDCA 3L 1 st &y ote, AEF & ITHBAEXT B R et . o T H S A s A
b BURAR BT A S 247

GDCA has established a remote data backup center. It backups the core system data, audit log data and
other sensitive information by the specialized software at off-site location in real-time.

5.2. FEFF#EH#| Procedural Controls

5.2.1. H{E a6 Trusted Roles

£ GDCA S M T IEAR ST RE . REMA BT B HGER Ak (] B 2R 4
SV DR BRI HRAL #5 GDCA MM WG Mt X 6 ff 0 N A0 4 -

In the process of electronic authentication service provided by GDCA, a person who can essentially affect
the processes of certificate issuance, usage, management and revocation, and other related positions
which are involved in key operation is considered as trusted roles. The trusted roles include:

1. PRI o B BN 5L s

1. Administrator of key and password devices.
2. RGUEHAN;

2. System administrator.
3. ZAEWIF AR,

3. Security auditor.

4. FEHN GOV ERIEN G

4. Business administrator and business operator.

5.2.2. FIAESFER AL Number of Persons Required per Task

GDCA NLAEFL A 55 HIUE o BT 55 BEAT ™A 22, IR Z D AlE MRS 5 5E W
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— LR AIESS

GDCA should strictly control key task for specific business specification to ensure that various trusted
roles jointly participate in completeness of some sensitive tasks:

1 EHME R BRAEAEI: &2 5 Da{E AN R 3 ML ek
2. IERBEARGN)E G FHEIDRGEHEA AT 2 DrE N LR TE;
3. WIRMNZERIES: FE 2 NAE N R FETE K.

1. For operation and storage of the key cryptographic equipment, it requires at least three of five trusted
persons to operate.

2. For background operation of the certificate issuance system, it requires at least two of three trusted
persons to operate.

3. For review and issuance of the certificate, it requires two trusted persons to operate.

5.2.3. FNAEKREB S X5 Identification and Authentication for Each Role

XA A G ARG, A ZREAT A KR A, AR ORI RE G AL P A T
TEER BT IR . SUEFEF7E GDCA N S FH A5 B 4% 191 R R A

All persons who undertake trusted roles must be identified and authenticated strictly to ensure that they
can meet the requirements of their jobs. The identification procedure is given in the GDCA personnel
management regulations.

5.2.4. FEFR M Roles Requiring Separation of Duties

PR s &, AR — D NBE TR A, AN BEFHEAE 7y — R E WRE
fth. BRSO FI M O aRE HART

Segregation of duties means a person who plays a specific role cannot be the person who plays
another specific role. Roles requiring segregation of duties include but not limit to:

1. iEPk gz
IEPEk CRL &K
ARG TR Sk
CA HHHE
AT

o &~ w N

1. The acceptance of the certificate businesses
2. The issuance of certificates or CRLs
3. System Engineering and Maintenance
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4. CAkey management

5. Security auditing

5.3. AR¥EH| Personnel Controls

5.3.1. . EFAEAHER

Qualifications, Experience, and Clearance Requirements

GDCA if A HH AT {5 A i T AR N 52 (1 B4R R4 R -

HA& RIFHtt M TAES 7

WP E . O A GDCA (4 — 2 HE M B B
ST GDCA H KL A HAINE . e M B 5

HA RN NRIT . 875 A SON 5 5T LIRS
2% BT A A A R

TIEFLIRID R

o a M w N

The qualification requirements of person who undertakes trusted role in GDCA are as follows:
1. Good social and working background.

2. Complying with state’s laws and regulations. Obeying GDCA’s unified arrangement and
management.

3. Complying with the GDCA related security management norms, regulations and specifications.
4. Having good personalities and working attitudes, with good working experience.
5.  Agood team player.

6. Noillegal and criminal records.
GDCA ZER7E 1 (5 M iy N 51 B b AR A8 B RIS SO AR A # JEs2 i CA
AT EHRIRTAE . ERAT L REHRIC KA

A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and dedication to
work, without other part-time work that affects CA daily operation, no major bad records of this industry
and etc.

5.3.2. BB A& Background Check Procedures

GDCA 54 KHIBUNERT I BN EAE, 58RO mI{E R TH)HE SR
GDCA collaborates with governments and investigation organizations to complete background review for
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the trusted roles.
BT B S G AT E RN RS R LES LA F e g r iy iR s, T REAS
AN TR E A4 T A

All employees who are trusted or apply for should have a written consent that they must go through a
background investigation. Background review including: basic review and full review.

AR AN TAEZD, WAL, #E, XA,

Basic review includes reviewing work experience, job recommendation, education and social relation.

STHA B RS S AR AT H AMEEFE SRR IC T, HEXRAM SRR,
Full review includes reviewing criminal records, social relation and social security besides basic review.

AR 45

a) NG RN R A N BT LA . SRR R BRI BT
WAEFS SEAEF . BERGIE B 5 Uik S AT ROIE T

b) AFHBIBELAEE. SR, W% BV R IR R ST E .

c) MAMITELIIAHEZ. HENE. HRFRET g %%,

d) 4%, GDCA 5 LA RE WL, LAR G TAVFMFE CA IEFIRSS HIFTA &
HAGUREE . IR, GDCA I 2 HEAH LR 1IN D3 BHAH SR % T 7R AH AT A
O IERRN AT IR 5 52, DU BE A5 RESEI0IEIX 28 N 5 () v] 5 A2 B R T/ R

The review procedure includes:

a) The HR department is responsible for confirming candidate’s personal information. Candidates
should provide the following information: resume, the highest degree graduation certificate, degree
certificate, qualification certificate and identity card and other related valid certificates.

b) The HR department identifies the authenticity of the information provided by candidates through
telephone, correspondence, network, visits and other forms.

c) The HR department checks candidates through on-site assessment, daily observation, situational
test and other methods.

d) After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At the
same time, GDCA will also be in accordance with the relevant organization regulations of personnel
management and make job examination on in-service staff who assumed trusted role, so as to
continuously review these employees’ trustworthiness and working ability.

5.3.3. BEYIZESK Training Requirements

N TR TRV IEAE AR, 75 200 53 AT L6 B0 B BT RS UIAN AR TP A, DASE S
F0 A2 AR AR N I ESR . BN AZ BAEEAR T LT N A

74



Il semrannemmes

Toon e GDCA IEHS SR mE (V1.6) FiX

In order to make the employees to competent at his/her jobs, necessary pre-training and re-training for
employees to meet the requirements of the job positions.

1. GDCA fitAfi LA A AT R T IATE M 55 RN 5
1. CP and CPS issued by GDCA.
2. PKIZEARANIH;
2. PKI basic knowledge.
3. W TRRIENAHRIEENE RN
3. Electronic Signature Law of the People's Republic of China related laws and regulations.
4. GDCAIZEMZR . BORK A 245 P
4. GDCA operation system, technology system and security management system.
5. TAREASTAI PG L1 A

5. Working responsibility and job description.

5.3.4. BEVIBERZER Retraining Frequency and Requirements

GDCA AR s B HE A I, AORIIE B2 g 7 1) 53 T EINAT & b ALK, IR Hh e
H TR

GDCA should arrange for continuous re-training for employees at important positions regularly to ensure
employees can meet their job requirements and complete their jobs more smoothly.

5.3.5. TAE RS # IR E A F Job Rotation Frequency and Sequence

GDCA AR 8 %24/ PR ) g AE MR N 53 1) A B S 6 o] SOV AT Y o

Job rotation cycle and the sequence of GDCA serving officer will be based on organization security
management strategy.

5.3.6. KRBT NE AT Sanctions for Unauthorized Actions

GDCA NZ S IFYEd—EEBIME, XORFEAUT NIHTE AL, B RR e S 157
aE. HETAERA. T IFEE . RS ENEN AL BIAET7 30, X EEAE T AT 9 B 24
EVR A ER .

GDCA shall establish and maintain a set of measures for the administration, including termination of labor
contracts, position removing, fines, criticism and education, submitting to Judiciary for processing, etc., to

appropriately discipline the personnel unauthorized activities. Above discipline activities should comply
with laws and regulations.
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5.3.7. AT A2 ANHIESR Independent Contractor Requirements

St A& T GDCA B PI#B TAE NG, (HMEE GDCA 5545 K TAE R Wk 55 53 ScHLA
kg N BB REESSI A2 N, GDCA 4 —2Kan T
1 ANRARIRM & EEH,
2. BA LD EMOLS TAELR:
3. GDCA #HEG— b BT RF IR LAE - K AR, BRI 285 {E AR T GDCA UE TS
e W PRI S W

For persons who do not belong to the GDCA but participate in the relevant works for GDCA businesses,
such as business personnel of business branch organization, management personnel and other
independent contractors, GDCA has requirements are as follows:

1. Record management of personnel profiles
2. With more than 1 year relevant work experience

3. GDCA provides unified training and retraining, includes but not limited to the GDCA certificate
acceptance rules and electronic certification business rules.

5.3.8. RALS A 5 B S0 Documentation Supplied to Personnel

GDCA $ b4y PN 3 LIS RS R YA R 5 53 1 TARR RS o

Documents provided to internal employees by GDCA include training documents and related personnel
working documents.

5.4. ®HIHCRFERF Audit Logging Procedures

5.4.1. EFEHIZRE Types of Events Recorded

CA 1 RA LAUETHIBAT RGAKMFE. Xeidsk, LR FIERSEHE R RGH
R, #ZEE LR E R
1. FRAER H AN E]
WP
IEESIEEE
RS IRIR 5
Re LRI M NS

o ~ w D

All major security incidents occurred in GDCA will be logged with the time-stamp and recorded in the audit
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trail records automatically. Regardless of manual or automatic generation, these records should contain

the following information:

1.

2.

The date and time of the event
Sequence number for the record
Type of record

Record source

Event recording entity

GDCA R AR EAR T

1. CAWAEmBENIE RN, B CA B, &0 A, E. R, M
B AR, AR AR SE

2. EMBCEAL AN E R, WAl 8. L Bon. . 4i2
%;

3. UL HIEEME, BT PTG S HRIEERAL. HIFEERIE. BiE
SR SO DR 4755 5

4. AEPEdrFIAREBEECE, ARIEBIEIE. dE . S Raigae®
fF, A IR CA RENTES, X CA ARG IIARREL) F &
Vil A, T RGOS ARRAR T 1 R v A, 24 BUR I SR EAE S
B SEUMER, RSB BTSRRI AR

5. Bk EEANEG tH a T R 2 e g

6. ARGRIFFM, WHAGEINKH, REPRMEIE. WER, BB

7. ANENURBERERI T 1A, BN St HAAUEN U BEE . AR AN S22t A UEA LAY
B K 7 [ N2 2 A el B0 (X D7 17 5

8. AIMEANGVEEICE, BAEMBIRIIKS HIFIi, REPIRMHIE. 2. Gl
CITERTE I NIAY G A

These events include but not limited to:

1.

Management events in key’s life cycle, including generation, backup, storage, recovery, usage,
revocation, archiving, destruction, private key leakage, etc.

Management events in cryptography device’s life cycle, including receiving, installation,
uninstallation, activation, usage, repair, etc. for equipment.

The certificate application events, including the subscriber accept subscriber’'s agreement, the
applied company, application data verification, application and validation data preservation, etc.

Management events of certificate life cycle, including application, approval, update, revocation, etc.
System security events including: successful or unsuccessful access attempts for CA system,
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unauthorized access attempts for CA system network and files, operation (read, write or delete, etc.)
for restricted and sensitive documents or records, system crash, hardware failures and other
abnormal events.

5. Security events recorded via firewalls and routers.

6. System operating events, including startup and shutdown, creation or deletion of permission,
configuration or modification of password.

7. Access to CA facilities, including the access of authorized or unauthorized personnel and attendants,
and the access to security storage facilities.

8. Management record of trusted roles and personnel, including network account application, system
permission application, modification, and creation, and the changes of personnel status.

5.4.2. K3 H EKISE Frequency of Processing Log

GDCA Mgt s ih H &, DME R I ) 2 e BRI, X R BLN % e AR AL
iEINAIOEL i

All the audit logs should be checked by GDCA regularly in order to discover the significant security and
operation events and take corresponding measures.

5.4.3. #HiHH Z R E IR Retention Period for Audit Log

GDCA 2512 ¥ AR A7 F T EAR 55 1 e H H A&, DRAFIIBR 9 72 A2 E R AU 4.

GDCA saves electronic certification service audit logs properly. The preservation limitation period is ten
years after the date of expiration of the electronic signature certification.

5.4.4. #Hi+ H ZHIREY Protection of Audit Log

FIAT IR o H A&, RO A% (A BRZ AR 7 I 3 38 i, B LRSI 12
2 MRS

All the audit logs should be handled with strict physical and logical access control measures to avoid
unauthorized reading, modification and deletion, etc.

5.4.5. Hit H EWEFERF Audit Log Backup Procedures

X e T H S8 A% S AAT FT SR, s AT 41

GDCA should set up and carry out the reliable system for backups of audit logs, and full backups are
performed periodically.
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5.4.6. HIHEE R 4 Audit Collection System (Internal vs. External)

TERE o

No provisions.

5.4.7. X S B FEH EARHE & Notification to Event-Causing Subject

BTSRRI, NS R IZFRN N AL

When audit record reports an event, GDCA shall notify individuals, organizations who cause this event.

5.4.8. MEFSHEPEAE Vulnerability Assessments

MRYEH TR, GDCA NEMIHAT % A e s tEvrfl,  JFARYE PAli 3 o RO R it

GDCA should conduct security vulnerability assessments regularly according to audit records and take
remedial measures according to assessment reports.

5.5. gAY Records Archival

5.5.1. HRSE IR Types of Records Archived

i ZEAR LR, BR U CP 2 5.4.1 WHUERISL, 7 Zxtan Ml st ir 98, (4.

In addition to the records need to be archived specify in CP section 5.4.1, the following records should be
archived:

1 EBHIEREE
1. Information of certificate application.

2. UEPRERGEREH A SRS

2. Supporting documents of certificate issuance.

5.5.2. IFRSE F A BE HFR Retention Period for Archive

GDCA HJH-FIAEN SN (CPS) MK & & FH K RS 10 S5 5 B8 BARR .

CPS of GDCA shall provide reasonable retention period for archive.
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5.5.3. IHR SR Protection of Archive

368 T 3 2 PR A BT A 1) U [ 4 ) Vs DR Vs el RO e )l 45 N 53 Se v U7 1]
ARG, BT BRI B IRR e BT .

All archive records shall take appropriate measures to control physical and logical access so that only
trusted personnel can access records. Archive records shall be protected from the unauthorized browsing,
modifying, deleting and other illegal operations.

5.5.4. VARSI B4R FE - Archive Backup Procedures

X RGUEBIT R T AIE SR, N E I T Ay, & ST A AR

Electronically archived records generated by the systems should be backed up weekly. The backup file
should also be stored off-site.

Xt AR BORE, AN BT A, (H R EEORBU™ M AR i IR E L 5 A

For the written archiving data, they do not need to be backed up, but some strict measures need to be
taken to ensure the security.

5.5.5. C A B E K Requirements for Time-Stamping of Records

GDCA % =7 A 22 I 50N 75 5 f5 GDCA U725 4 I 18] K

The GDCA file must be created with time-stamped signed by GDCA digital signatures.

5.5.6. JFR4YCEE RSt Archive Collection System (Internal or External)

SR NLAE A BRI R4, B3 GDCA HEMHLA «

All the entities including GDCA and RA should construct internal archive collection system.

5.5.7. REMREIHNE EWER

Procedures to Obtain and Verify Archive Information

GDCA 122 45 v SR 558 1 53 70 il DR B VAR A S0 2 P DL FESRIG e B AR 2.
I, ZAR 2 A% DUBEAT B

Security auditors and business administrators of GDCA retain 2 copies of the GDCA file information
respectively. While obtaining the complete archived information, comparison of the 2 copies should take
place to confirm the integrity.
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5.6. 4 HE Key Changeover

£ CAEH RIS, GDCA ¥5xt CAUEHHEATHHr. A2 CA S YIS ) Rt A Bof
A CP 55 6.3.2 Wl E I KA, B4 CAIE AT LA R 3 kAT 8. I 5 22
PRSI, B O A I CA BEXS . RIMELES S A ar I, GDCA o Af Pt
A R s PR 5 S AT CAAEFS . £ CA EPI 2 /T, S LR R 5,
PAPRFEX AN CA R R 1S N CA - THZEEH X S 57 2 F0T (1-FFad % .

When the certificate of CA expires, GDCA will renew the certificate of CA. As long as CA key pair does not
exceed the maximum lifetime specified in Section 6.3.2, the certificate of CA could renew using original
key. Otherwise, new key pair shall be generated to replace the expired key pairs of certificate of CA. Also,
even in the key pair life cycle, GDCA could generate new certificate of CA by using new key pair. Before
the certificate of former level CA expires, key changeover shall be performed to ensure that the entities in
the CA system shall switch from original key pair to new key pair smoothly.

TEAE ORI CA BT, W20 A% 57 GDCA X TS FLIMHIE . B 12 R = A
I, GDCA R ABTH) CA UEH:, JF K REAT AT, 1EIT 7 RKHUT BE g I SRIBUET (1) CA
EF.

New CA key pair is generated according to the key management rules of GDCA strictly. While generating
new key pair, GDCA shall issue and publish the new CA certificate timely, and it shall be available for
subscriber and relying party to obtain new CA certificate.

CA EHIE BN, ZORIUEEE M IEFHE AR I

Make sure that the entire certificate chain transits smoothly in CA key changeover.

5.7. #WEHREKE Compromise and Disaster Recovery
5.7.1. HMmELERER Incident and Compromise Handling Procedures

GDCA N 1T & F g AL BT S SALBE TGS, 0 AH S F0 S 5 M40 3 AL BEAR Y o

GDCA should make handling schemes of different kinds of accidents and handling pre-scheme of
emergency, stipulate corresponding handling procedures of accidents and damages.

5.7.2. TEILEIR. AR/ EHE R

Computing Resources, Software, and/or Data Are Corrupted

AR LT SERLBEIR . P AN B 1R 1 S, GDCA SLEI R ZhE i BAE Fy, gy

WEL, AHE IR B TR SR
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Following corruption of computing resources, software, and/or data, GDCA shall utilize the incident and
compromise handling procedures promptly. If necessary, the disaster recovery procedures could be used.

5.7.3. SEARRVAB E AL FRFF Entity Private Key Compromise Procedures

FEMGEII S NARBUZ AR K AERITEIL T, GDCA K REUF 515 IR LAWK S & 43 1

GDCA NIE RS A S H . S EAE R . REEH AT E;

2. RIEFRMERIMERR, #4>BA IR 5 2 A B2 5 FH L

3. W HFEIIEM R B A EEE, HRHdE, InFHEA CRL 7 ZE Tk
g,

4. JBFUTIN) e A P R T R B R S B A

5. WIRFEEWE NS E A IRCE SO, Nl RS APATIRE ;

6. WIRTEIKE GDCA \A5HRAE R ML E SCLF, W h 54— GDCA %4k %45 AF A
Bl 55 5 B G 6 HLE AT R

=

In the intentional, man-made or natural disaster situation, GDCA will take the following steps to restore
security environment:

1. GDCA verification system’s password is changed by the business administrator, business operators
and system administrator.

2. According to the type of disaster, some or all certificates should be revoked or re-verified later.

3. Directory data, encryption certificate and CRL are needed for recovery if the directory is unavailable
or directory with impure suspicion.

4. Timely access to security site as far as possible to restore operation reasonably

5. While restore the business administrator's configuration file, it should be done by the system
administrator.

6. While restore the GDCA business operator’s configuration file, it should be done by another GDCA
security business operator or administrator.

2 CA RAVAR i F% , GDCA JA B K HAF N G FIRE Y, R e HIRE Bl
FRML ZGEAT L, BUETaI TR QPR EEH CAIE, R 2RI T 1

When CA root private key has been damaged, missed, tampered or leaked, GDCA starts a major
emergency treatment process, which is assessed by GDCA Security Policy Committee and the relevant
experts to make a plan. If the CA certificate must be revoked, the following measures will be taken:

1. HRIM T FE R EEER s

1. Notify relying parties and state administrative department.

2. RAGUEPIEFPIRASRNE B
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2. Publish certificate revocation status to repositories.

3. 1#id GDCA M sl H e (5 77 sURAN KR TEEH CA UL AL BB 5

3. Publish handling notification about revoked certificates at GDCA website or by other communication
methods.

4. PEAEFRELEE, BT R RAE .

4. Generate new root private key and re-issue certificate to subscriber.

5.7.4. R S5 V5 7R 4268 17 Business Continuity Capabilities After a Disaster

GDCA TERAERMENG, NAW R U755 2687

GDCA should have the following continuity capabilities after a disaster:

1. ERATREAE I KR ML 55 R 48, w2 AL 48 /N

1. Recover business system as soon as possible, not exceeding 48 hours.

2. REMIKEEERE;

2. Recover information of customers.

3. REWSTRIEIRE JR RIS E i & % e BK,

3. Ensure the operation site meets the security requirements after recovered.

4. AWK SRS VS5 T BANE SR T 70 B EK

4. There are enough employees to operate the business and not violating segregation of duties.

5.8. CA 3¢ RA K% 1E CA or RA Termination

2 GDCA 2 HE AL 5 245 1k HMb 551, A 2507 A 2 B e N R ] i 1285 44925
CRRTEIRSSE B INED SR B X IAUEN LR 28 11 f IR IR S5 R E B R BEAT A 5%
TAE.

When GDCA and its RA need to stop their business, it shall enforce termination procedures strictly
according to “Electronic Signature Law of the People's Republic of China”, “Measures for the
Administration of Electronic Certification Services” and relevant laws and regulations.

7E GDCA #1171, 4

1. ZHRL SR A

L GDCA &1L

AN GDCA £ 1EHH G 1 S s
P NEE N

HES VRN

Kb BRAFRS SCAF I 3R s

o oA W N
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7. FEIEAEH O IR S

8. FAuE H M

9. KMFEHFMSE:

10. 4b¥E GDCA V25 B 51 A GDCA MK 55 # 4 f;
11, AL,

12, AbFRAIATAfs U SRS s

13. j#F% GDCA FHUIEH:.

Before termination, GDCA must:

1. Arrange the business to undertake
2. Draft GDCA termination statement
3. Notify the entities that are related to GDCA termination.
4.  Shut down subordinate LDAP
5. Certificate revocation
6. Treatment of archive file record
7. Termination of certificate authority service.
8.  Archive main LDAP
9.  Shutdown main LDAP.
10. Process GDCA business administrator and GDCA business operator.
11. Process encryption key.
12. Process and store sensitive documents.
13. Remove GDCA mainframe hardware
2 RA I IEIRSS I, GDCA Rl 5 H AT I AH < WIS AT 5 b 55 7K 5 B R
fih F T

When RA terminates its services, GDCA deals with all the relevant business in accordance with the

agreements.
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6. INERGHAR %23 H] Technical Security Controls

6.1. FHANHIA RS %3 Key Pair Generation and Installation

6.1.1. X B AR Key Pair Generation

6.1.1.1. CA BN A B Generation of CA Key Pair

CA Z5EHX EH [ 5 2 3= 8 s T I v A VF vl RO 8 A A . BB ZE R, PR, F7A6
F RV ROEAE FIPS140-2 bRt A OCHEE . BT FIPS140-2 ArdE I E 2 B 5% 0 E
TR FISCRFARAE, RSO0 T 3500 7 A PR 1 K, (KL FIPS140-2 FRifEN 2 HEHh,
17, REEEFEMEHECEV I arde FIEREEs, BasRie migatrse. 31
S 2R B A A 1 B R A S [ R G R 1 . AIE.

Key pair of CA is generated by the device approved and licensed by OSCCA. The generation,
management, storage, backup and recovery of the key pair shall comply with the relevant regulations of
FIPS140-2 standard. Since FIPS140-2standard is not a standard that approved and accepted by OSCCA,
for strict manage requirements of state’s cryptographic products, GDCA only takes the provisions of
FIPS140-2 under the permission of OSCCA according to the information provided by device manufacturer.
Hardware Security Module used for key generation must be authenticated and certified by OSCCA.

6.1.1.2. 3T P &4 BN A Bk Generation of Signing Key Pair

PRI, A B K W B E . GDCA SCFF 2 MR s 2544 3
B 7 2 AT DU A B i A (i USB Key), AT DU FH FRHE 1R 30 1R 2 R AR B Ca »
DT A B A AR, Web IR 55 A% P SR AL IS B R BB RE S D, IES FREH RTARIE L
THATIERE . X TE 4 RN NIE . 55 4 FHUIEF . BERAESS, T 25 A 1 2 A A B
AR AERFT, B AR 2 e AR AT B fRIE, GDCA ZIERIAR . k55
REAIE P E SO 1 A2 0% ) 22 A DR O 18 It

The generation of the subscriber’s signing key pair must comply with the national laws and regulations.
GDCA supports multiple patterns to generate signing key pair. Subscriber can use a hardware
cryptogrammic module (such as USB Key) or a standard software cryptogrammic module (such as the
cryptogrammic module provided by the browser or the key generate function offered by web server
software, etc.), so subscribers can choose according to their needs. It must use the hardware
cryptographic module to generate keys for type IV individual certificate. type IV organization certificate
and equipment certificate. In any case, the security of key pair’s generation should be guaranteed; GDCA
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shall implement adequate security measures in technology, business processes and management.

XA PSR 2 R ALY GDCA T, 6 20U PR 561 5 2 3l 1 S P P 8 A B
LN, BIIHNENL. INE R, USB Key. IC RE&A K. 11 EEEOX R &7, R
5E 16 GDCA BHH KRG HANEZHEL, GDCA [T /7 FR AL 7T & [ 555 T 45 BEAR S L E 1
USB Key 1E 1T 1244 B 50T I A4 RIA7A 80 4%«

For all GDCA’s subscribers using hardware cryptographic modules, they have to generate signing key
pair with devices approved by OSCCA, such as cryptographic server, cryptographic card, USB Key and
IC card etc. Before choosing these devices, subscribers should consult in advance system compatibility
and acceptance with GDCA. In addition GDCA provides USB keys to subscribers as generation and

storage devices of signing key pairs which are in accordance with the relevant provisions of state
cryptography management.

GDCA —fRAGEHARIT 7 A= AR 44 S XS, AR 7 151 F i 42 GDCA #iti#t, GDCA
AT LUA R B A E AR, IF AR AR AHIEIAS, SRR 08 118 5 CRAE 25 50 10
A PEEPEANME—E, (ER T IR X g . i ER SR IR RIS B A 2K, GDCA AR
LR AR L5

Xf ¥ i1 GDCATrustAUTH R5 ROOT iiE+i. #rZ i RS A CA iE45. GDCA TrustAUTH
E5 ROOT 2K i1 2 CA BT & WIVT FETS, 1T 380X T 7 E S RS s sk e s &
B A HA BLHIAE . GDCA W45 AT F A U AT A CSR, AAEH N % O 4P 5 i85 SSL
INEE AR AT o VT 7 B AR Ok R RIS A CTE A T 40 1 BE LR B Bl O B L 5L
Az B IR R B I FIPS 140-2 55 — 0 SR I e vk h 4k . 9K 2270y RSA 2048
fir8 ECC 256 fir. £ GDCA Wi fdf F AL EH A T BB = AL i XU BT 7K #H . GDCA Ak
FAAT T FAEAANARD, AT IX S5 DR AR A4S F P JE R .

For subscriber certificate issued by subordinate CA of GDCA TrustAUTH R5 ROOT certificate, #zif /%
R5 fR CA certificate and GDCA TrustAUTH E5 ROOT certificate, subscriber’s key pair is generated by
his/her own server or other devices embedded key generation mechanism. GDCA accepts the generation
of keys and certificate signing requests for the subscribers, and the private keys are delivered encrypted
and protected via SSL secured connection to the subscribers. Subscriber key generation is performed by
personnel in trusted roles within a secure cryptographic device that uses a suitable random number
generator (RNG) or pseudo random number generator (PRNG) and meets or exceeds the requirements
of FIPS 140 level 2. The key sizes are at least RSA 2048 or ECC 256. The use of the private key
generation utility at the GDCA website is at the sole risk of the subscriber. GDCA does not keep any
private keys or passwords, and all such information is deleted after delivered to the subscribers.

WEBT P A R A Z I SRR 5%, IR B I SR IV 5T .

Certificate subscribers have the responsibilities and obligations to protect the security of private keys, and
assume the legal responsibilities for this.
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6.1.1.3. iT P inEE 4% AL B Generation for Encryption Key Pair

GDCA ] i & 9% it GDCAARIT )|~ R A B B B oL R ARG, IR HIT R
HIAE YOI TE .

%f T Hi GDCA TrustAUTH R5 ROOT iiE+5. #2248 R5 #i CA iE+5. GDCA TrustAUTH
E5 ROOT Z KMt CA BT & BT e+, 1T %8N 1T 7 B S PIRSS 2L B & N
BRI R AE . GDCA FIH32 N1 A B B A CSR, RPN fRdP e ilnd SSL
INEE AR LT o VT 7 B AR Bk B mI A A COTE A T 40 1) B L BIAE R sl Dy B L
PE RS IR R BRI FIPS 140-2 58 — 4 M BER 1 In 2 v 4% R R A o 25K %2/ 0 RSA 2048
frEl ECC 256 fir. £ GDCA Mufifdf FALAEH A= i L BB~ AL i XA BT 7K #H . GDCA Ak
AT RAEH AN D, T IX s BAE AR A5 F P JE R .

GDCA applied for generation of encryption key pair to Guangdong key management authority on behalf of
subscriber. The encryption key pair is managed by Guangdong key management authority.

For subscriber certificate issued by subordinate CA of GDCA TrustAUTH R5 ROOT certificate, £z 4%
R5 # CA certificate and GDCA TrustAUTH E5 ROOT certificate, subscriber’s key pair is generated by
his/her own server or other devices embedded key generation mechanism. GDCA accepts the generation
of keys and certificate signing requests for the subscribers, and the private keys are delivered encrypted
and protected via SSL secured connection to the subscribers. Subscriber key generation is performed by
personnel in trusted roles within a secure cryptographic device that uses a suitable random number
generator (RNG) or pseudo random number generator (PRNG) and meets or exceeds the requirements
of FIPS 140 level 2. The key sizes are at least RSA 2048 or ECC 256. The use of the private key
generation utility at the GDCA website is at the sole risk of the subscriber. GDCA does not keep any
private keys or passwords, and all such information is deleted after delivered to the subscribers.

6.1.2. TN FEHFEIELIT I Private Key Delivery to Subscriber

HH GDCA B 1T 7 6 257 B rp O 3R HE N 28 B R I oK, 8B B e o 0o 72 26 R N 2%
AR AT FIB W EHI TR A E E s, DEEER A T e i%64 GDCA, JEiTiE+ GDCA
FEERT P U AR, 1T B SRR AR R A Z A A7

GDCA submits application of encryption key to Guangdong key management authority for subscribers
and Guangdong key management authority will use digital envelope encryption technology to encrypt
private key with subscriber's communication key and send it to GDCA by data stream. Subscribers
download the private encryption key from GDCA, decode and save the key using certificate carrier.

XtF H GDCA TrustAUTH R5 ROOT #E15. %k 4t R5 #R CA iIE+5. GDCA TrustAUTH
E5 ROOT 2 K2 CA Z & AT ik, FAHHIT Y A4T74 R, GDCA A3 E AL
Y537 ' GDCA A5 AT P AR B AH G AT CSR, RAEAIN & f5dr fG ik SSL hnas 3L it 45
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For subscriber certificate issued by subordinate CA of GDCA TrustAUTH R5 ROOT certificate, {2z 4%
R5 ## CA certificate and GDCA TrustAUTH E5 ROOT certificate, subscriber generates private key by
himself/herself. GDCA does not need to send private key to subscriber. GDCA accepts the generation of

key pairs and certificate signing requests for the subscribers, and the private keys are delivered encrypted
and protected via SSL secured connection to the subscriber.

6.1.3. NEREREAIEFHLZ XK BRI Public Key Delivery to Certificate Issuer

NTHREGE TS, RZTPA RA @id PKCS#10 4% 2 IUE15%5 44 1 3R A5 BB B 4k
FREARA ORI, LT 77 308 AR A4 GDCA 28k, X il R e A LI 7
A 2Ry, iz a2 EmE I (SSL).

In order to obtain a digital certificate, end subscriber and RA sends certification issuance request to GDCA
electronically. The request contains public key for GDCA to issue the certificate. The request information is
encoded as PKCS#10 or other packing format with digital signature.The transmission of these requests or
file packages needs to use security protocol for protection, such as secure sockets layer protocol (SSL).

%tF 1 GDCA TrustAUTH R5 ROOT. %% X R5 ff CA iF+. GDCA TrustAUTH E5
ROOT & &M 2 CA T2 R FIT FHES, 51T A RA JE PKCS#10 # A HiE B4 1E
KRG BB EHFZEAR M, Pl TR 08 A A% GDCA 5K .

For subscriber certificate issued by subordinate CA of GDCA TrustAUTH R5 ROOT certificate, #{z 4%
R5 2 CA certificate and GDCA TrustAUTH E5 ROOT certificate, subscriber and RA send request
information, which contains public key, in digital form encoded as PKCS#10 or other packing format with
digital signature to GDCA for issuing certificate.

6.1.4. CA AEAFRIEA IS TT CA Public Key Delivery to Relying Parties

GDCA Nizilid %4 SE R e CA AR W, SN2 el 5 N, X T
5228577 3o

GDCA should use secure and reliable way to deliver CA public key to relying party, including download
from security site, face to face submission, etc.

GDCA 175 Zidid H 3 kA H: CA iEF.

GDCA also publishes CA certificate through server directory.

6.1.5. FEHBIKE Key Sizes

GDCA 7 ##1) RSA 5K &N 1024 A1k LA L, STRFRT SM2 Z4HK B 256 47, SZRFRY
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ECC %8 KN 256 oL o S E S0 A0 . BUR 32 B LA S5 28 5K A B i e
FIZR, GDCA W54 M,

The length of RSA key which GDCA supports is 1024 bits or more. The recommended key length of SM2
is 256 bits and ECC is 256 bits or above. GDCA will conform to the specifications and requirements of key
length from state’s laws and regulations, government, etc.

6.16. AVPSHNERNAERE

Public Key Parameters Generation and Quality Checking

XA PR A B R AR Y] GDCA T 77, 2 B 2 H0b Z0As Y ) 5 i 2 oS I HEVF w F
ERCE I B AR, BNl B R USB Key. IC REFARAIEI, JFi8 X L6
B WA RATEARRHE. GDCA INIXEE B A RN BRI P FAF O R 12
LAEER

=57

2
in
.

Public key parameters of subscriber who use hardware cryptographic modules must be generated in
encryption equipment and hardware medium approved and permitted by OSCCA, such as cryptographic
server, cryptographic card, USB Key, IC card, and follow generation standards of these devices. GDCA
considers that built-in protocols, algorithms for these devices and medium have already met sufficient
level of security requirements.

XTSRRI, [FIFE i E 5800 325 50 TV REAE VR AT (00 25 15 2% FHRgE A o 3k
17, Blanhn= sl n# . USB Key. IC K%,

Quality of public key parameters is also checked through the encryption equipment and hardware medium
approved and permitted by OSCCA, such as cryptographic server, cryptographic card, USB Key, IC cards.
Of course, GDCA considers that built-in protocols, algorithms for these devices and medium have already
met sufficient level of security requirements.

6.1.7. 2 8H1% FH B 1Y Key Usage Purposes (as per X.509 v3 Key Usage Field)

GDCA 2 1) X.509v3 iEFf & 12y emi, HAEYE RFC 5280 #rifE(Internet
X.509 Public Key Infrastructure Certificate and CRL Profile, May 2008) #H%F. 1 GDCA 1t H:
ZERUE TRV EY R ITN 8 T &, UE5IT 220 48 B 09 & (8 B %481 .

X.509v3certificates issued by GDCA contains key usage extension which meets the RFC 5280 (Internet
X.509 Public Key Infrastructure Certificate and CRL Profile, May 2008).If the key usage is defined in the
certificate by GDCA, the certificate subscriber must use the key according to the key usage defined.

Z WA CP7.1.2,

See CP 7.1.2.
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6.2. RHARFMEFEER TIEES]
Private Key Protection and Cryptographic Module Engineering

Controls

WAENU L UEE YR, AT RE 2 ] R 25 6 SEDR R IR CA RVAR) 24z T Il
SEORAET R BOR Z TR T IR Bk i S ORI E -

Physical, logical and process control approaches must be synthetically used to ensure the security of
CA's private keys. Subscriber agreement will require certificate subscriber to take necessary measures to
prevent the loss, leak, changes, or unauthorized use of the private key.

6.2.1. LR AR HERN % ] Cryptographic Module Standards and Controls

GDCA WAZBdi FH [ S8 S5 i 3R T 1IN A] . v (RS B A e A= AR CAL 25 R AEF 1)
CA F1HAth CA HHX}, FHAFEAHIL CA FAHH .

GDCA must use the Hardware Security Module approved and permitted by OSCCA to generate and store
the key pair of root CA, issuing CA and other CAs.

CA BT el [ 53R B 0 T I HEAIVE T I8 A ) o SRR G B R0
K AR E ROEAE FIPS140-2 bR IAHSCHEE . 1T FIPS140-2 Frifk Ik 2 B 5 %5 £ 0
IINFTMISCRE bR, B 500 T3 007 i A P kg 0 B K, (R FIPS140-2 FrifE{Z |
17, RIEEFKEMEHBCRVF AT NI EEH, RSB mieatrhss. 3T
IR B A A ) B R A A S [ K R 1 4 . AIE .

Key pair of CA is generated by the device approved and licensed by OSCCA. The generation,
management, storage, backup and recovery of the key pair shall comply with the relevant regulations of
FIPS140-2. Since FIPS140-2 is not a standard that approved and accepted by OSCCA and OSCCA
implement a strict management of state’s cryptographic products, GDCA only refers to part of the
provisions of FIPS140-2 under the permission of OSCCA. Specifically, the product manual of the device is
for your reference. Hardware Security Module used for key generation must be evaluated and certified by
OSCCA.

6.2.2. FE92 A8 (m ik n) Private Key (n out of m) Multi-Person Control
WUENLAE 26 200 i F52 R SO 78 B3 d LR SEIL 2 L Al B N 3R 25 CA %

A SR BRI Al AR BOR, B — A CA ALY B & A3 2L
o e TRy, a2 A EN RS . Ry — M AR H AL 73 F S B0
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m, 2 LIAEHIL n ANRITE N R BEEE g 7R DA 1) CA BEH. 7EIXE m A/
+ 5, n AT 3.

CA must use technology and process control mechanisms to achieve multi-reliable personnel jointly
participate in the operation of CA encryption equipment. The “Secret Sharing” technology is adopted,
namely, the activated data required in operating the private key of CA is split into the several parts and the
parts are held by several trusted personnel. If hardware cryptography module’s secret division amount
ism, then at least the number of n of trusted personnel must be required to activate CA private key stored
in this cryptography module. It notes that m is not less than 5, n is not less than 3.

6.2.3. FHFEE Private Key Escrow

TEAE o

No provisions.

6.2.4. FhEHZ A Private Key Backup

N TIRIENE S FREETTE, GDCA 2l CA A& Ar, L& KA AT . A B
1 LI (T X ORAFAE R A B R A . £ CA RV RSB BIAF & CP 5 6.2.1 i 2
RIFAETAECRIIAE 1. CA FAEHE 1 2%y B AT S A b E27 & CP 55 6.2.6 1T E K.

In order to ensure ongoing operations, GDCA must create backup of the CA private key for disaster
recovery. Such keys are stored in encrypted form in hardware cryptographic modules and associated key
storage devices Backup of the private key in encrypted form is stored in the hardware cryptographic
module, and cryptographic modules used for CA private key storage meet the requirements of section
6.2.1 and are stored in safety box. CA private key is copied to backup for hardware cryptographic module
to meet the requirements of section 6.2.6.

SFFAT P AT, A B SR S DB, @UGT PSR S,
T FRIRA B 7 SR I 1A R S By B 42, 9 1 AR R A T R

For subscribers signing certificate, if the private key is stored in the software code module, it is proposed
that subscribers backup the private key, the backup private key using the password for access control
authorized to prevent unauthorized modification or disclosure.

AT INEUESS, HnsE A A T e B A O T S, S AL 3L
A AFAE

For subscriber’s encryption certificate, its encryption private key is backed up by Guangdong electronic
key management center, and backup private key exists in the form of cipher text.
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6.2.5. FEHHRY Private Key Archival

7E CARLEHRI M S , D254 B35 /2 CP 45 6.2.1 715 3R I B i S B RS R AE 22 /0 7 4F.
AR AR R fE, X CA RV A SN AT & CP 2 6.2.10 T HTHLE .

After the expiration of private key, GDCA must use the hardware cryptographic module specified by CP
section 6.2.1 to archive and store at least 7 years. After the expiration of archival period, the destruction of
private key should meet the provision of CP section 6.2.10.

6.2.6. RASH. SAFEER

Private Key Transfer Into or From a Cryptographic Module

CA L8, GDCA N A% AR % P18 VO T & 07, BRI AMERI T AT TR
TERAPICVF. 25 CA SEPIR & 0r 2 53 SN BE T S RO B B, DU (0 Qe B 2 [l %
%, I HIEASERTEHHT S0 %00, DABTIE CA RV ER. #51. 1Be. FERAUEE |
FEFRBLIAE -

GDCA private key backup is run strictly in accordance with procedure and strategies specified by GDCA,
in addition, any data import and export operations are not be allowed. When CA key pair is backed up to
another hardware cryptographic module, by the way of the encrypted form to transmit between the
modules, and made a authentication before the transmitting to prevent the CA private key from being lost,
stolen, modified, disclosure non-authorized, used unauthorized.

GDCA ARMELT  FAH B A b e rp G 59, AN SRVF Ao X A7 e
BAF ARG RLE, R P R H B AT A O, T AT BRSNS
Jias AR R R A ORI SR U7 [ 42 ) 15 i

GDCA does not provide the export of subscriber’s private key from hardware cryptographic module and
allow this operation. As for the private key stored in software cryptographic module, and if subscriber is
willing to bear the relevant risks, subscriber can choose the way of import and export with access control
such as password, etc.

6.2.7. FEATE BRI FEAE Private Key Storage on Cryptographic Module

CA RGEHIFAI UL AL ST AT TRAE [ 285 00 A8 30 11 A0 T ) s A 3 o A B
RS & /D FF A FIPS 140-2 = 20 brif B[R 25 4 %2 4K F-
The private key of CA systems in encrypted form must be stored in Hardware Security Module approved

and permitted by OSCCA, and hardware cryptographic module at least meets the FIPS 140-2 level 3
standards or equivalent security levels.

WP R AEAERT & [ X B A FEAUE R USB Key M BESCAIEF ., BT fE USB
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Key FAEEIFAGT, H LB SCRIEARAF . X T A AR AL R RA R, R AE A
WA AL AEAE A, T AT BL B FE 0k PR A 22 A ORI PO 28 R S A AR

Subscriber's private key is stored in the USB key medium or file certificate meeting the regulations of
OSCCA. All the private keys stored in the USB key are stored in the form of cipher text. For the private
key generated by software cryptographic modules is preferably stored and used in hardware
cryptographic modules. Subscriber can also use specific software cryptographic modules with security
measures.

T2 A7 AR 28 2R 15 1T 7 AR R AF 2 0k e 22 /D 75 & FIPS 140-2 — 2 bR 51
S w7 4K

The hardware cryptographic module used to store the private keys of the code signing certificates at least
meets the FIPS 140-2 level 2 standards or equivalent level of security.

6.2.8. BoiEFAEHE /7 Method of Activating Private Key

CA MRVHME T HE AR pd e, RS B % CP 2 6.2.2 1itir n#|, JF HAR T
TE I1C K& R, S21H m ik n (K77 207 5% N B0E BUE A REOE AL .

The private key of CA shall be saved in hardware cryptographic module, and its activation data shall be
spilt in accordance with Section 6.2.2, and be saved in the hardware media such as IC card. The private
key must be activated through entering the data using n out of m.

X AT T A0 USB Key N - i AL el Ho i 72 2R 8 1R 2 A e e i3 T P RL A
WA L 14 IC REETT A — PR AT T ENL 2R T AR JE . H5 USB
Key. IC REEMAMMBLE T, TARS L, AP XA 0HET ik SR
WRSRLS A ARV, T ROZCR A B IR DB ORGP T SAL, AR IEAE R AR R
FREGT, HA N ST P BT SRR OCRAH a0 SRA7 O SR 2 A A e (R L
BT ORI, A E R I BB IS . R DR R, B
ERSEEOINE R, T ER A A RIS A .

For the private key saved in such as USB Key, cryptographic card, cryptographic server, or other forms of
hardware modules, the subscriber can protect through password, IC card, etc. After the appropriate driver
is installed in subscriber’s computer, the private key is activated by the way that the USB Key, smart cards
are plugged into the appropriate device to enter the protection password. For the private key stored in the
subscriber's computer software cryptographic module, the subscriber should take reasonable measures
to protect the computers physically in order to prevent unauthorized personnel from using computers and
private keys of subscriber. If the private key is stored in software cryptographic module without the
password protection, then the loading of software cryptographic module means the activation of private
key. The private key protected by password can be activated via inputting password.

93



[] SSRGS BRI S
m ol TRl Cies Sevunity Authonity Cow Lo GDCA -L[E:FB%H{% (Vl. 6) ﬁ}i

6.2.9. HEFAEHR 7% Method of Deactivating Private Key

— BAVAYEGS, BRARXFIRES AR S, A ERAE T EIRE . IR T
B, AARERBRGE, RBEBEAT —RAE,  WOR AR B AT T RAE, R B AT

Once the private key is activated, unless the state is deactivated, the private key is always active. In some
cases, the private key is activated for one operation and reactivated for another operation.

PREEAVAR 7T O FRR G RPRES . DIWT s R A8 R 3 AR T VR B R 4t
£

The ways of deactivating private key include exit, shutdown, removing hardware cryptographic module
and logout of user or system. Any unauthorized person can’t execute above operation.

XFF CARMH, A IALVH B BT L, AR 4
The private key will be deactivated when its storage device powers off.

PRI AT RE, B IERIERER TR, s O BRI R 4%
HHECHE, DI IR, RAEH ARG .

Subscriber can deactivate the private key by themselves. And private key will be deactivated when logout,
or remove hard cryptographic module from card reader, or turn off the power supply.

6.2.10. fABRFHEBIEIRESK /¥ Method of Destroying Private Key

A ATERAEN, NIZEAHS, AR Rk, Moy, EaEERm
i

When private key is no longer used and do not need to be saved, it should be destroyed so as to avoid
loss, stealing and disclosure or unauthorized usage.

X ZAT POINEUEB R, EHAGABISRE, RiZzERar —EWIR, UET
TR W T &EAT P BB, ERAGRPSRE, QR ERE, BT
e FLSRTT, AT RUEE R INER . RSB AR TG . PR SRR AR B
57 AR
For end subscriber’s encryption certificate private key, after the termination of lifetime, it should be kept
certain time so as to decrypt the encrypted information. For end subscriber signature certificate private
key, after the termination of lifetime, if it does not need to be kept, subscriber shall determine the method

of destroying the private key, including deletion of private key, initialization of system or cryptographic
module, physically destroying the private key storage module and other methods.

CA R, fEAM RS, T8 CA R — A ERE &3 HEAT AR, Al CA AL
PIR B e HBL AIRE CA RPIEH AR ETR I FAEZ LB AN RS 5RHEL T %
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S8 CA RMYIFIBAERELHINE R, CA RBIRIH SO U8 CA FAPIMINE R R
I R I R TG AL 0 77 U B

After the termination of lifetime, GDCA need archive one or more backup of CA private key and securely
destroy other CA private key backup. The archived private key of CA shall be destroyed by multiple
Trusted Persons during its archiving period. The CA private key is stored in the hardware encryption card,
the destruction of CA private key must use the method that the CA private key is deleted from the
encryption card completely or is destroyed with encryption card initialization.

6.2.11. RV Cryptographic Module Rating

GDCA 1 I [ 58 3 A5 2 Bl T v A VR AT (R ™ i, B2 52 HLATUR IR 8 SRt L BV
PSSR PPOMIEF SRR E0R, GDCA AlRE ™ M ERE . TARRCR. BLR) i B o 55 5
I 26 F, PRI 2R B

GDCA uses the products approved and permitted by OSCCA, and accepts various standards,
specifications, assessment, evaluation certification and other requirements published by OSCCA. GDCA
could select the module according to product performance, efficiency, supplier qualifications and other
aspects.

6.3. X EA AT Other Aspects of Key Pair Management
6.3.1. A%JA%4 Public Key Archival

AR CA R AT RS, VRS RIS AT A7 AR odie o v

GDCA must archive CA and end subscriber certificate, and archived certificate can be stored in database.

6.3.2.  EPERIEYIAE AXE R BR

Certificate Operational Periods and Key Pair Usage Periods

AR B IR S e A OIS, (BFF A SE SR FF— 2.

The usage period of public key and private key is related to the validity period of certificate, but they are
not completely consistent.

XA B HIES:, AP BRI RN A AT L e840, AR AT 3
BRAN IR A BAWIR . B2, N 7 ORIEEIE-BA RO N 24 1045 B AT DURHIE, A8
FISBR AT CALEE F5 B RO R BA b

For the signing certificate, its private key can only be used for signing within the certificate validity period
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and not be used surpass the validity period of certificate. However, in order to ensure signature
information can be verified within the certificate validity period, the public key can be used surpass the
validity period of certificate.

X B ES, AR RAEIES A RN A T EL T E S, AP
BRAN IR A BRI . B2, N 7 ORUEEIEFA ZOH NN E 1045 5 o] LUEIT, FARHIE
FHYIPR W] AFEIE S A RAYIRR BLAb o

For the encryption certificate, its public key can only be used for encryption within the validity period of
certificate and not be used surpass the validity period of certificate. However, in order to ensure
information encrypted can be used to unlock the information within the validity period of certificate, the
private key can be used surpass the validity period of certificate.

X T B S5 R HIE TS, RV A B0 R REEIE A RO 4w LU .

For the certificate used for authentication, the private key and public key can only be used within the
validity period of certificate.

B MEFAZAHERN, APIFRSIR AT UL BB R A S

If a certificate has multiple usages, the usage periods of public key and private key follow the rules
described above.

TANFER KR TRZA IEERE CA IEH, EBEE, AREZENFL T, T
VRSP i 2 A0 SHIE S BEAT ST o (HZ S R AN RE T IR IS

In addition, after the expiration of certificate, under the circumstances of ensuring security, original key
pair can be used to update the certificate. But the key pair can’t be used indefinitely.

St AR FRIETS,  FEBEI%T A0 V3@ 0 15 5 3 (A A A YA RR 4

1. X} ROOTCA(RSA)Z K] RSA2048 fii CA iE+, HEHI%T i K 7o ivrfd A 4ERR /2
10 4, Al/bF 10 4

2. X} ROOTCA(RSA)Z &) RSA1024 fii CA iEHs, HSEX i K 7o 1 4R PR /&
10 ¢, AIZbF 10 4,

3. X} ROOTCA (SM2) 2% 1f] SM2 CA HIF45, H BB I B K Vi F AR BR A2 20 4,

A /b 20 4R

4. %}T GDCA [) RSA4096 fi7tR CA iIE+:, HR XS Bt o Vi FAERR 2 30 4, ]
/b 30 4

5. X7 GDCA (] RSA1024 il CA EHs, HEHHX A RV AR 2 30 4, 7]
/bF 30 4F;

6. X1 GDCA i RSA1024 fiifR CA &k i) RSA1024 i CA UEF, HZEHEMHHK
VRfd HAEIR A 20 4, AJ/bF 20 4,
7. X} GDCA 1] ECC 384 fiif} CA UET5, FHEHHX &K R FHAE IR 2 30 4F, W]
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/LT 30 4

8. T RSA2048 fii SSL R4S 28iFF5, 2018 4F 3 A 1 HAl, HEBFEAX 5K v d
HIRA394MNH, AT 3940 H: 2018 3 A 1 Him, HEHENHI&K o8 H 5
227 NMH, albF 27 4N A

9. Xt RSA2048 ArAURREAIESS, HE IR M AV EAIYIRZ 39~ H, AT
39 M

10. X} RSA2048 fiifk SSL AR4s #HiE-15 ARRLZE 2 uE F AT Pl s, HS X 15
K REHFER 2 8 4F, Al/bF 84

11. X7+ RSA1024 711 FAEF, HSEN Fit v FHER 2 4 4, nl/bF 4 &,
12. X SM2 AT FHETS, HEAX s K v R Z 4 4, /T 4 4

13. X} ECC256 o7 SSL A5 #siE45, 2018 4F 3 A 1 Hul, HEEAXT i K o vrfs 1
PRAZ39MNH, Al 39N H; 2018 4E 3 A 1 Hm, HEAINT B fo -8 AR
21 N H, T 27 M H;

14. XFF ECC256 HARILAZAEP, HEHMREKAFERRE 39 MH, mfbF
391N Hs

15. XJF ECC256 fiifx SSL AR 45 78 Uk 15 S AL A ZUE AT FHEs, HEHX K
YHE RS 8 /£, AJ/bT 8 4F.

For different certificates, the maximum usage period of the key pair can be obtained via certificate

renewal:

1.

For ROOTCA (RSA) RSA 2048-bits CA certificate, the maximum usage period of the key pair is 10
years or less than 10 years.

For ROOTCA (RSA) RSA 1024-bits CA certificate, the maximum usage period of the key pair is 10
years or less than 10 years.

For ROOTCA (SM2) SM2 CA certificate, the maximum usage period of the key pair is 20 years or
less than 20 years.

For the GDCA RSA 4096-bits root CA certificate, the maximum usage period of the key pair is 30
years or less than 30 years.

For the GDCA RSA 1024 bits root CA certificate, the maximum usage period of the key pair is 30
years or less than 30 years.

For the GDCA RSA 1024 bits root CA certificate, the maximum usage period of the key pair is 20
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years or less than 20 years.

7. For the GDCA ECC 384-bits root CA certificate, the maximum usage period of the key pair is 30
years or less than 30 years.

8. Forthe RSA 2048 bits SSL server certificate, the maximum usage period of the key pair is 39 months
or less than 39 months before March 1, 2018. The maximum usage period of the key pair is 27
months or less than 27 months after March 1, 2018.

9. For the RSA 2048 bits code signing certificate, the maximum usage period of the key pair is 39
months or less than 39 months.

10. For the RSA 2048 bits Subscriber Certificates beyond the SSL server certificates and code signing
certificates, the maximum usage period of the key pair is 8 years or less than 8 years.

11. For RSA 1024 bits subscriber certificate, the maximum usage period of the key pair is 4 years or less
than 4 years.

12. For SM2 subscriber certificate, the maximum usage period of the key pair is 4 years or less than 4
years.

13. For the ECC 256 bits SSL server certificate, the maximum usage period of the key pair is 39 months
or less than 39 months before March 1, 2018. The maximum usage period of the key pair is 27
months or less than 27 months after March 1, 2018.

14. For the ECC 256-bits code signing certificate, the maximum usage period of the key pair is 39
months or less than 39 months

15. For the ECC 256 bits Subscriber certificates beyond the SSL server certificates and the code signing
certificates, the maximum usage period of the key pair is 8 years or less than 8 years.

6.4. BIEEFE Activation Data
6.4.1. BEEHE KA 2238 Activation Data Generation and Installation

CA RARIBOEEE, AL IS T8 PR B 7 FI A P BLIMEARI EOR, PRt
TR 3 RAME ] .

Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.

WP RAREGE SR, SR ITEIEBR DS (CIEMEERRERIRA). USB Key
(¥ PIN 555, #RLAJIAE 22 4 ] Fe 3R R REHL2E

Activation data of subscriber private key, including password (provided in the form of password envelope)
used to download the certificate, USB Key, login password of IC card, must be generated randomly in
secure and reliable environments.
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6.4.2. BUEBIER AR Activation Data Protection

XtF CA MBS ElE, e ATE A 3 HIPRE 2331 5 RS 2 t A R R el N 5 5
&, M HEE N RBAFTEITT BRI ER, 2E B TR o $I 8 5.

Activation data of CA private key must be separated in reliable way and kept by different trusted
personnel .Administrator must meet the requirements of responsibility division. The responsibilities of key
sharing holders should be confirmed by signing related agreements.

S FAT P ARG AR, 4R A PIN B, 5 BU7E 22 4 SERUBR B R 74k
PR E A AT O A PIN B, DTSRI [N TR R 2 e R, R
AR AT

Subscriber’s activation data, including password and PIN, must be generated in the safe and reliable
environment. The subscriber should take good care of password or PIN to prevent being exposed or
stolen. Meanwhile, in order to meet the security requirements of business systems, activation data should
be modified regularly.

6.4.3. BOE BRI HAR 5 TH Other Aspects of Activation Data

AR BIE AR AT RN, MR ElEAREE R TR, e, B JFR
Ptk FR  BARRAUE -

Activation of private key should be protected from loss, theft, modification, unauthorized disclosure, or
unauthorized usage during the transmission.

A B R A e BN NAZ B R e R T e T B e R BRI
BUEHT, B SBUIEE R TR R 5 B o o B BB H2 3R A5 B a1 BT 70 Bl 4= 7, B
AC A 2 AR UL 0K e o

The activation data of private key which is no longer used should be destroyed and protected from theft,
disclosure or unauthorized use during the destruction. The result of destruction is that some or all of
activation data can’t be recovered directly or indirectly from the residual information and medium, papers
recorded with passwords must be shredded.

6.5. HENLZEFEH Computer Security Controls

6.5.1. R BT EYL R AR ARER

Specific Computer Security Technical Requirements

GDCA AGi1E R A B, IR EZHELE B R A GEFINE RS AR
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ZARATARMIE) . TALAE BB AAE) CRTERSSEHINED), S 15017799 {5 H %
A RRAERE LRI ARAR SIS B Abit, HlE AT . B2 2B B AR, 152
BT L. HARCR. FEZEHARREGIR AR S0 URRIE. 2
Pl PpERVT ] N GER ST AU R X4 U I B 5

Information security management of GDCA certification system meets "Specifications Related Security
Technology Certificate Authentication System" published by OSCCA, "Measures for the Administration of
Electronic Certification Services" published by Ministry of Industry and Information Technology, standards
of information security in ISO17799 and security standards of other relevant information. GDCA draws up
comprehensive and perfect security management strategies and standards, which have been
implemented, reviewed and recorded within operation. The main security technologies and control
measures include: Identification and authentication, logic access control, physical access control,
management of personnel's responsibilities decentralization, network access control, etc.

R TR T B BOR CA BAFMBEE I R G L T E RS, A%
BIRGEFRBLI VI -

Strict security controls ensures that the system of CA software and data files is secure and reliable without
unauthorized access.

L ARG LA S ARG E &, ARG S HMh RGP ERE . X8 AT DR Ik
BT e AR P RE P S X 28 (R U5 1] o A5 P 917 K st BELLE A PAY AN SR RN AR A7 R G W 2%, BR A
WA RGHES . RA CA KRG FSEHATH. FUETERE. JinREHE
N BT P 45 1) CA Hidfe

Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for specific
applications. The usage of firewall is to prevent the intrusion from the internal and external network
production system and restrict activities of access production system. Only trusted persons in operation
and management group of CA system, when necessary to access to the system can  access the CA
database using password.

6.5.2. TN Z 2Pl Computer Security Rating

GDCA RIFVEAEIM EE LI e, HRE O EI 2SR ER, St 245
R E

GDCA achieves a system of security level in accordance with the specifications of laws, regulations and
administrative departments and the requirements of state computer security level.

GDCA MNIERSGe, il 1 E S8 A PR 1) 22 4 1 o A

GDCA certification systems pass the security review of OSCCA.
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6.6. A= AHABRTEER] Life Cycle Technical Controls

6.6.1. R4S TF K ¥EH| System Development Controls

GDCA HJERAF Bt A A A 1047 LA T Ji )«
1. B=J7 U A,
2. wERE AT SRR
RIS, GDCA MIUTFRIEIEMIE, 27 1S015408 HIbRME, HATAHIC IR FITF A f
.
Software design and development of GDCA process follows principles:
1. Verification and review of third-party
2. The security risk analysis and reliability design

The operation specifications of software development, which refer to 1ISO15408 standard, implement
relevant plan and development control.

6.6.2. 24 FPEH| Security Management Controls

GDCA NIERGIIE B e B, ™ M A8 [ 585 R ] 1A SRIs AT 8 B AT
#BAE

Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.

GDCA \IE R G TR A T M R i, A i) SR ez id 7™ I e ik Jim Ak
1T MR, ARTENT 2D AL S IF AT RO Z R DhREI UL SR . GDCA it
WA R GEREAT & IANASE 0 e A ik

GDCA authentication system have a strict control measures, and all the systems can be used through
rigorous testing and verifying .Any modifications and upgrades will be recorded for reference and made
for version control , functional test and record. GDCA also carries out regular and irregular inspection and
test for certification system.

GDCA R F] —Ff R B BAA SRR A AL RGO &, AR IE RSB 2

GDCA uses the flexible management system to control, monitor system configuration and prevent
unauthorized modification.

BEPF B BRI RIRR I, St T Z et FARIRBIBERGTHEANR, ZEAE
AR A o N B AR AN 22 0 A SN ™ M 1) 22 A2 LA T, AT B AR 8
gL
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Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

GDCA NIERGHTAT BB F B TH R LU, JRIH B R AR AT AR BRI, 15 b Zf A
KA W 7 A S BAPAE .

After all the hardware and software equipment of GDCA authentication system are upgraded, GDCA must
confirm the existence of information which affects the security in waste equipment.

6.6.3. A iy B B &2 4 #5 4] Life Cycle Security Controls

GDCA WIE R G BRI 2 B & I SEVE RO T Gut-dl, Fh sl 7R, A2 i A
LilsiEres

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.

6.7. I Z4EHEH] Network Security Controls

GDCA WIIE R G R 2 25 KBS 2% B 22 il RGO/, I HLSit 52 & 1 15 1]
PR .

GDCA authentication system has multi-level firewalls and the protection of network resource security
control systems. It also has complete access control technology.

N T RN, %4, GDCANE ARG ZARAE 7 NRIGI . 22wt PrmsmpE R
gt, JFH R K EE . NI 2Tt B fmNeE RENRAS, DU ARERIFE
ISR B 2% R XU

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and updated to
the version of above systems, as much as possible to reduce the risks from the network.

6.8. BJEIEL Time-Stamping

WIERGH ARG H & BE H SR RZA MR A AR R X LEI BRI A TR 2R
2T 0 ) 80 I TRV RRB AR

All kinds of system log and operation log of authentication system should contain a corresponding time
records. The time records do not need to use the technology of digital time-stamping based on encryption.
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7. B B RHEFIRMELIEIRE X

Certificate, CRL, and OCSP Profiles

7.1. WEHHFER Certificate Profile

GDCA iEFiEHE ITU-T X.509v3 (1997): 15 B AR-FF MR Gt Hi&-H 3% AUEHESE (1997
F6 H) FrifEFI RFC 5280: Internet X.509 A#HFEAE#EIET A CRL £5#) (2008 &5 H).

The format of GDCA certificates conforms to national standard, i.e. ITU-T X.509 V3 (1997): Information
Technology - Open Systems Interconnection - the Directory - Authentication Framework (June 1997)
recommendation by ITU-T and RFC 5280: Internet X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile (May 2008).

UEFS DA AR X500 v 38, HOUE (E BAE PR a0~ R P ik

Certificate contains at least basic X.509 v1 domain, and its specified value or limited value is described as

follow:
F-UE S 2 F 1) AR
Table - Basic domain of Certificate structure
i i B A PRI BR ]
FRAS FH X. 509 UE PSR A, {H N V3
IR TS I ME— bR R4
%44 B RAETS I T A2 42 5% (L CP 58 7. 1.3 741
2R 4 DN B IR TR S 44
ARoRGHW | FETE R E OTC), MAbntiE R, % RFC 5280 Kl
AMLIEEY | ETE PR AR (UTC), FILRTHa[F25, 1% RFC 5280 ER4w%. 134K
WIBRIBEEAT & CP 5 6. 3. 2 T HUE I PRI«
%/ DN EFREA 2 B4R 1 B 4
N R4 RFC 5280 Zwhid, {H/ CP %5 7. 1. 3 Tirh4RE sk, SHK WL cP
6. 1.5 W MER
domain Value or value limitation
Version Format version of X.509 certificate with the value is V3
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Serial number Unique identifier of certificate
Signature Signature algorithm for issuing certificate (see CP section 7.1.3)
algorithm
Issuer DN Issuer’s Distinguish Name
Start period Based on the Coordinated Universal Time (UTC), Synchronized with Beijing

time, encoding follows the requirements of RFC 5280.

End period Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
time, encoding follows the requirements of RFC 5280. The setting of valid
period follows the limitation of this CP Section 6.3.2 specified.

Title DN Certificate holder or entity DN
Public key Using specified algorithm of CP Section 7.1.3 according to the encode of

RFC 5280, key length meets specified requirements of CP Section 6.1.5.

7.1.1. FRZA5 Version Number(s)

GDCA 1T FUEBfF & X.509 V3 IETii% 0, WAME BAF A UE PR AE BN -

GDCA certificates are in line with X.509 V3 certificate format. The version information is stored in the field
of the certificate version column.

7.1.2. IERY BRI Certificate Extensions

GDCA B 7M1 X.509 V3 FRIE-ARHEY I LLAN, M T B Xy . B Xy
JEITHIAE Y2 S vRR, B BRAR T HRE A R M B & I A PRIEZS IR -

In addition to the X.509 V3certificate standard extensions, GDCA also uses custom extensions. The use
of custom extensions is allowed, but unless special application contains these extensions, GDCA does
not guarantee the use of these extensions.

7.1.2.1. r#EP B I Standard Extensions

o ZiHME (key usage)
® Key Usage

TR IE A L. Bya, AU, S9N, HdEneE, S0 Kk
R4, Bk CRL %44, Hnws, Hig#, W4,

The key usage extension defines the purpose (e.g., electronic signature, non-repudiation, key encryption,
data encryption, key protocol, certificate signature verification, CRL signature validation, only encryption,
only decryption and only signature) of the key contained in the certificate.

® MR MM EEANRIRSF (authority Key Identifier)

®  Authority Key Identifier
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BREAT PR K CA EFIIABUA NG S PIBR R I, e P8k s B i
RN RIS, MU B AR R RT B 160 A7 AT UE B HLI I A 81T SHA-L §iglis
B J5 FOABE A o 75 0], K B 5 R CA TR 3278 DN IX AN R I criticality 181 & 4 FALSE.

The authority key identifier extension of issuer shall be added to subscriber and intermediate CA
certificate. If the certificate of issuer contains subject key identifier extension, its authority key identifier is
composed of the 160-bit SHA-1 hash of the value of issuer's public key. Otherwise, it contains subject DN
of issuer CA. The criticality field of the extension should be set to FALSE.

® JEURHMIMNAF (subject Key Identifier)
® Subject Key Identifier

WEFS ) B PR AR AT R BB N, UEF 32 R A B R PR IR R A . e
JETN, HA R criticality 1%y FALSE.

The public key in a certificate shall be used to generate an identifier when the subject key identifier
extension in a certificate is initialized. The criticality field of this extension is set to FALSE.

® CRL /A (CRL Distribution Points)
® CRL Distribution Points

WEBHE CRL M7 K S d I, "E RS A — MR, v LAm K7 #4E CRL 15
BOME A WIERES . Iy R IUY) criticality TN A FALSE.

The CRL distribution points extension in the certificate contains a local link that can offer CRL information
to relying party for querying certificate status. The criticality field of the extension should be set to FALSE.

® EFIREEY I (certificate Policies)
® Certificate Policies

UEB RIS R A A CP A RIEFRE] CP X RARRRT L FHE B & £ o 1IX AN e i
(1] criticality %% &}y FALSE.

The certificate policies extension contains corresponding certificate CP object identifier and strategy
qualifier of this CP. The criticality field of the extension should set to FALSE.

® JLAK[RMHIY R (basic Constraints)
® Basic Constraints

CA UEF HFEA SR 1 47 fre i vh () TR BB CA I AT FHUE T B AR 147 R TR
F R N IR &SR (End-Entity). 1XANREIAT criticality 3% B A FALSE. ¥k, X+
HERRER, XA RN criticality 1 m PLi%E N TRUE.

The subject type of basic constraints extension of CA certificate is set to CA. The subject type of basic
constraints extension of end subscriber certificate is set to End-Entity. The criticality field of the extension
is set to FALSE. In the future, for other certificate, the criticality field of the extension can be set to TRUE.
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CA UE A PR A 2 10T b 1) e 4K B2 B NAEIE B AR IZIE B2 5 1 CA i3
X F AT PR & CA, H CA iIE+i“path Len Constraint”$( [ {E N 0, Rk HiEgEH
A — AT PR T DUERAEX S CA TEP 51 .

The path Len Constraint field of CA certificate gives the maximum number of non-self-issued intermediate
certificates that may follow this certificate in a valid certification path. For CA who issues end subscriber
certificate, the value of path Len Constraint filed of CA certificate is set to 0, which indicates that only one
end subscriber certificate can follow this CA certificate in a certificate path.

7.1.2.2. H e X P BT Custom extensions

BERSANR] IEAS B AR 55 75 3K GDCA R s 259 FE T, WA (EANR T R 3™ e il -
etk s AR RS RE 5.

ALPFIAAS: T o H S AR .

TREMS: HTRonl T rEEN 585

EBCEICUES : TRl E R 5

EAEIRSS T UEFMURH U 22 T AR IRIT 7 (4 5

WRLEICIES . HTRoR 565,

MNEIESH: TR R R SRR — %5 .

N o g &~ Db

To satisfy different requirements for certificate application service, GDCA can define some extensions
flexibly, including but not limited to the following extensions:

1. Insurance number: It is used to indicate the subscriber's insurance number.

2. Organization Code: It is used to indicate the Organization code.

3. IC registration number: It is used to indicate enterprise IC registration number.

4. Taxation registration certificate number: It is used to indicate enterprise national taxation number.
5. Trusted service number: It is used to indicate subscriber’s unique number generated by GDCA.

6. Land taxation registration certificate number: It is used to indicate enterprise land taxation number.

7. Resident identity card number: It is used to indicate unique number of individual’s identity card.

7.1.3. B 5 HAF Algorithm Object Identifiers

GDCA Z Uk, S5 IFR IR ST A shalRSA. sha256RSA Fil sha256ECDSA.

The cryptographic algorithm identifiers of certificates issued by GDCA include shalRSA, sha256RSA and
sha256ECDSA.

GDCA FHffi FH I B0 G hRIRAT, 744 1SO M4 hRiRsG (OID) SNG4l tn.
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Algorithm object identifiers used by GDCA are in accordance with 1ISO object identifier (OID) management
standards. For example:

1. a5k

1. Signing Algorithm:

sha-1WithRSAEncryption OBJECT IDENTIFIER := {

iso (1) member-body (2) us (840) rsadsi (113549) pkcs (1)

pkcs-1 (1) 5 }
2. TR

2. Digest Algorithm:

sha-1 OBJECT IDENTIFIER ::={

iso(1) identified-organization(3) oiw(14) secsig(3) algorithm(2) 26}

md5 OBJECT IDENTIFIER ::={

iso(1) member-body(2) us(840) rsadsi(113549) digestAlgorithm(2) 5}
3. ARXFREIE:

3. Asymmetric Algorithm

rsaEncryption OBJECT IDENTIFIER ::= {iso(1) member-body(2) US(840) rsadsi(113549) pkcs(1) 1 1}
4. XSPREE
A CP iU fa Y [ S 5 PR T 1A AT R B AR

4.  Symmetric Algorithm

This CP recommends the user to use the symmetric algorithm approved by OSCCA.

7.1.4. Z I, Name Forms

GDCA 2K IIE P & R s RN 545 & X501 Distinguished Name(DN) (% 51 44
1% o

Name of certificate issued by GDCA is formatted in accordance with X.501 DN.

7.15. 4 FRFR%] Name Constraints

WP B RS, MR G w8 3G nT DAMTR i € Ik 3 8 (1
M AL ECE B I S, TR AR N E AL s D A

Naming of subscriber must be meaningful, and usually contains the semantics which could be understood,
and could confirm the identity of individuals, organizations or facilities in the certificate subjects.
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Subscriber’s certificates are not allowed to use anonymous or pseudonyms.

7.1.6. IEFHRIEXT ZARRAF Certificate Policy Object Identifier

A FIE S R T, AR A SR HK X RARIRST, 200 SR IRAT SR
UEFS AR R

When the certificate policy extension is used, the certificate contains object identifier of CP, and the object
identifier is in accordance with the corresponding certificate category.

7.1.7. SFEHg FR &Y R IR 4 A% Usage of Policy Constraints Extension

TERE o

No stipulation.

7.1.8. S PR B B AIE X Policy Qualifiers Syntax and Semantics

TEAE o

No stipulation.

7.1.9. REEHIE SRR R I AL BE

Processing Semantics for the Critical Certificate Policies Extension

5 X509 fI PKIX #i5E—2k.

Itis in accordance with X509 and PKIX regulations.

7.2. EHMREFIER CRL Profile

GDCA E A% % CRL, ftH & #{HH.
A CP %% 1 CRL £F4& RFC5280 Frifi. CRL Z/DALE4n FRFTRIEARA A A .

The CRL determined in this CP is accordance with RFC5280. CRL contains at least basic domain and
content described in the following table:

1 B BB PR 1]
WA V2
iy 2K CRL FRISEAR, iR & B .
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A2 2% H 1 CRL (25K H

NREH CRL FRZAMIHM . CRL HEFE 24 /NI EEHT

R4 %R CRL BT fd F it 26 44 S0

WU MLAL B BB R AT H1 160 AU E B HLA A PHEAT B 18 5 B A4 R

MR FI A EUESS, AR RAAIE S A A H

Domain Value or value limitation

Version V2

Issuer Entity for issuing CRL, issuer distinguish.

This update Issuance date of CRL.

Next update Next issuance date of CRL. CRL is updated every 24 hours.

Signature signature algorithm used for issuing CRL.

Authority key identifier It's composed of a 160-bit hash of the value of CA's public key.

Revoked Certificates List of the revoked certificates, including serial number and
revocation date of revocation certificate.

7.2.1. R4 Version Number(s)

GDCA H %% X.509 V2 A/ CRL, MRASA7AE CRL A K% A2 H o,

GDCA currently issues CRL of X.509 V2 version. This version number is stored in format column of CRL.
7.2.2. CRL F1 CRL 4 H#¥ B3 CRL and CRL Entry Extensions

TERLE o

No provisions.

7.3. OCSP #ii® OCSP Profile

GDCA JH P #4t OCSP (FELLIFPIRSE AR S ), OCSP 1E N CRL W %kb7e, &
WE P I B IR IRSE B

As an effective supplement of CRL, OCSP provided by GDCA is used to check the information of
certificate status for subscriber online.
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7.3.1. RRA<5 Version Number(s)

RFC6960 5& X [] OCSP V1 fiit 4,

The field conforms to OCSP V1 defined in RFC6960.

7.3.2. OCSP ¥ B I OCSP Extensions

TERE o

No provisions.
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8. WIENLA B TR Ad PP AL

Compliance Audit and Other Assessments

8.1. THEMIBIEFIER Frequency and Circumstances of Assessment

GDCA N AFZEE N HT — X — S d i Fs B Ve, IR E D 3% 5 & e
BATIEAY, DARIEIE B ARSS (ml Sk 2 A nT #bk . il E 45248 GDCA TrustAUTH
R5 ROOT iF 15, #0ZHffX RS R CA iE15. GDCA TrustAUTH E5 ROOT if 528 K {14 2% CA
T2 R 1) SSL AR 55 RT3

GDCA should conduct a compliance audit and an operation assessment each quarter to ensure the

reliability, security and controllability of certification services. We extract at least 3% of certificates for

assessment. The extracted certificates are SSL server certificates issued by subordinate CA of
TrustAUTH R5 ROOT certificate and #72#}1% R5 #R CA certificate and GDCA E5 ROOT certificate.

bR 7 N ESEE THAIPEAL AL, GDCA IERSTE ML B THIMEE 55, 1218 WebTrust %f CA i)
FRIBEAT Sh 0 e T AT AL«

1.

MG (R N RILRE 7282750 CRFIMEIRS B M) FMER, FFE—
RIS F R I I VRS A 2

GDCA X EE MBI TAIER . [ SAHCARERI A CP (i S iitiia B AR 55
F IR PP R TR, A 2D WIRAT — N R IV %, X GDCA
WHE SR (RA. ZHSS) VR H %,

GDCA HEEMAL K # THT 45 BT, $%H WebTrust X CA [ tHRIN, &FET—
AN TRV .

GDCA B AT — R PG AR, W3 385 A0SR B, P4l B S A AR
(RIFTBE M S BB, FEVPAE H AT RN SEms . BoAR . RGO I i 2 75 A2
i X RS, AR KU VP4, B ST AR R R e AR R S I e A
R

In addition to internal audits and assessments, GDCA also engages external audit firms to perform

assessments and evaluations according to the requirements of WebTrust on CA.

1. GDCA s assessed and inspected once a year in accordance with the "Electronic Signature Law of

the People's Republic of China", "Measures for the Administration of Electronic Certification

Services" and other requirements by administrative authorities.

2. GDCA conducts operations and services according to the requirements of state’s authorities, the
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specifications of state’s relevant standards and this CPS. GDCA should conduct internal assessment
and audit to other entities (including RA or LRA, etc.) in GDCA at least once a year.

3. GDCA engages external audit firms to conduct assessments and evaluations once a year to be
compliant with WebTrust for CA.
4. GDCA performs a risk assessment once a year to identify internal and external threats, and to

evaluate the possibility of occurrence and potential damages, and to assess if the current
strategies, technologies, systems and relevant measures are able to mitigate these risks. Based on
the risk assessment, GDCA develops, implements, and maintains a security plan consisting of
security procedures, measures, and products.

8.2. THEEHIEM/EM 1dentity/Qualifications of Assessor

GDCA N #ERHi T, H GDCA 24 Hilg 2 o st A B EF T 1 i o T PR A /AL, el ot
PP NPT TR LA

GDCA BSiE I AN T LK, Bz HA& DUR A8

1 IRAEVITH. AP IVERIL, e A=A R 2

2. TITENGERZERR. BEMBLEER, PKI BAR. AREfEREIE

3. HEBKARGISTHR T E AR T A

4. ELEOTH R

Cross department audit assessment group organized by GDCA Security Policy Committee performs
internal audit of GDCA.

External auditors which GDCA hires should have the following qualifications:
1. Must be an authority which has been licensed and has a good reputation.

2. Understand computer information security system, communication network security requirements,
PKI technology, and related standards and operations.

3. Have the expertise and tools to check the system operation and functionality.

4. Be independent.

8.3. THEESHIEEZEKKA

Assessor’s Relationship to Assessed Entity

-

1. GDCA Hil R EANMM ARG EH A WSEH R S HAIE G TR AR E
5

‘H. o

2. HNERVEALE (fF B AR BRSL TS5 i LU AR L) A GDCA 2 [A] 2
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MALHIR AR, BOAEMTEDLS . WK, B AR A E IR AL LA PP
FNE, PPALERLLSL ., AR, ZNZSEEXT GDCA BT 1FA .

1. Segregation of duties is required between the GDCA auditors, and the GDCA system administrators,
business administrators, and business operators.

2. The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There is no business inter actions, financial
transactions, or any other interests that could affect the objectivity of the assessment between the
above two. Assessors should evaluate GDCA in an independent, fair and unbiased attitude.

8.4. THHHINZ Topics Covered by Assessment

GDCA W T+ A A AL
GDCA'’s internal audit includes:
1 IR R B3 7870 W SE i
Y2 AR IR AN ) 15 19 8 TR 5
TSR HR CP MG A 22 A R IT R AR 55 5
FAHE ICRREEE, REFER
FE A AFAE A T REAFLE N 22 4 RS o
55 =7 BT S 45 T % WebTrust For CA FIYEEER, X+ GDCA #HAT L H it

0

o ~ w N
=

A

1. Whether the security strategy is fully implemented
2. Whether operation procedures and processes strictly followed

3. Whether strictly following the CPS, business specifications and security requirements when
conducting authentication services

4.  Whether all kinds of logs and records are preserved and if there is any question
5. If there’s any other potential security risks

Third-party audit firms perform assessments and evaluations on GDCA to be compliant with CA
requirements of WebTrust.

8.5. X5 RFXEHKI4T3) Actions Taken as a Result of Deficiency

Xt GDCA A EBH V45 AR A A il AL, b e T PP A /N B 53 B 2 [ 1 DA A RE )
BEAT M 55 SR 56 3 O L o S8 O B THE RN BG5S WARE BT I 20 17 o 1 VPl /N2 52
ANV 55 otk TAE S A5

Audit assessment group monitors responsible departments for improvements and complete status of
113



[] ﬁﬁlﬁﬂfﬂ!iﬂzlﬂﬁﬁb_l
AR e GDCA IEF NG (V1.6) iR

issues that were mentioned in audit reports. After improvement of audit results have completed, various
functional departments should submit summary of improvement to audit assessment group.

Xf T GDCA FBGEMHU Y T+ 45 2R, iz IEFE #4738 ;e A CP ¢ GDCA il 52 f) 3
fib Mk 5 BSEHIAT ., GDCA 4 T LAILE, FHAR ST HALRIF 1EiX 2647, [FRARHE GDCA
(ISR AT A5 B 2. 45 I AT S 45 72 S (T E LAY, GDCA H4 & b X LA (1 HL A
EME 25 RAZAL .

For authorized RA mentioned in GDCA’s audit report, if they are violating the CP and other business
standards defined by GDCA, GDCA will stop the above behaviors immediately and ask them to make
changes in accordance with the requirements of GDCA. GDCA will terminate relevant authorization of
electronic certification services of RA if the above behaviors are seriously violated.

ST VLT PRS2 AR, GDCA SIS T Al B AT R, IR B 1A
.

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the audit
reports. GDCA will be evaluated again after the rectification.

8.6. THLZRKIEIAS KA Communications of Results

GDCA A FB & THE5 RN AH LA S BAREHE 1T AL T8 S RE A LA A7 1 U0,
XA REIE LT P 2 AR iR, GDCA A [T FiE iR -

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA will notify the
subscribers of any potential security risks timely.

W=D NS R e RS, TR AR, KiEd www.gdea.com.cn Wit EAT
DA o AT SRS = T7 e VEAl S AT N VP A 45 R B SR S, #R L Z 5B W] ) GDCA %
Wl AR B A7, JFHETS GDCA MR, 5 A ERERSL: GDCA fRE(EIXJTIH
AL -

If the assessment from a third-party auditor firm is completed, the audit results will be published at GDCA
website (www.gdca.com.cn). Third-party should communicate its purposes and methods to GDCA in
advance before notifying the evaluation entity on the assessment results or similar information, except
otherwise defined by law, GDCA reserves the legal rights in this part.

8.7. H/ABiRAL Other Assessments

TEHLE o

No provisions.
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9. R FHEMH ARV 4% 2K Other Business and Legal Matters

90.1. %%H Fees

GDCA HJ MR S AL 1 BT IR AR 55 AW U FRAIE FAT P e B - AR Bl b 6 ZBTAR
M A R BT TR S SO AT, GDCA A3 B3R m e s bnvlE, 7 KW 3 TE

GDCA can charge the certificate subscriber of this institution for the electronic authentication service. The
specific charge standards must be executed according to the approved documents of state related price
administration department. The price and scope of charge of GDCA certificates shall conform to related
regulations.

9.1.1. IERE AT B3 A Certificate Issuance or Renewal Fees

GDCA SHEBH A EH 12, AfrE GDCA KIM¥E www.gdca.com.cn F,
A

The fees of GDCA adding and renewing certificates are published in the website www.gdca.com for user
to query.

i GDCA ZE Pl -HHE BRI A% 1 GDCA ARG A—E, U B As
s
If the price specified in GDCA agreement is different from the one published, the agreement price
prevails.

9.1.2. IEREH P Certificate Access Fees

XFERER, HAET GDCA AYHUEM A . BRARR IR AT K, T2 GDCA
SATESMAIZE ], GDCA K5 1 B i YACERURE 122 A R ) 9

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the subscriber
has special requests, which makes GDCA to pay extra fees, GDCA will interact with the subscriber for
appropriate charges.

T AR P 2 ) A 2R S A AR A8 4k, GDCA #44x J I 7E M3t www.gdca.com.cn T LA
INAfi

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its website
(www.gdca.com.cn).
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9.1.3. B FRASE B E#H % A Revocation or Status Information Access Fees

ST AN AR S B A, H AT GDCA AUWHUEM 2 . BRAER P B Rk TR, &
% GDCA ZAV#4sh 1%, GDCA -5 F /2 s WS i SCH 1 9% F o

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

an S A MR S S B B R W g BUR A AR T ARk, GDCA K & S AE K ik
www.gdca.com.cn - LA i .

If revocation and status information inquiry charging policy has any changes, GDCA will promptly post the
changes at its website (www.gdca.com.cn).

9.1.4. HAh RS 3 B Fees for Other Services

1. WA GDCA KA CP s AR G HIVE N SCAFIR), GDCA 7 S A
b7 A (R 338 R b 3 T AR

2. GDCA o) H P S IETAE A ARG S5, GDCA TEH 1T 7 a8l Hofth Sk %
(I B S 4R B TN

3. At GDCA ¥ Z el nl g fR Bt 55 9% 1, GDCA K& S oAt , fHEHI Al

1. If subscriber requests paper version of CP or other related documents from GDCA, GDCA will
charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares the
prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.

9.1.5. 1B S Refund Policy

GDCA XAT FSc B, Bae 15 B R A R 28 FH DX D g By v] LUIRIE 4, GDCA
AN RIS R AR 2

GDCA does not refund any fees to subscribers except fees charged for certificate application and renewal
because of specific reasons.

TE SR P HEAE R RAE R FEd, GDCA 57 A% (KR EFR T FISERE . 5 GDCA
B TA CP FrMlER ATE S EE RS, 1T/ TBLER GDCA MHiIEHHER. 1
GDCA F 48 71T P HUER 5, GDCA L BIHETT 7oA & iZAE S A S A 0 2% FH e B b 45 1T
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)i'o

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CP or other
material obligations, subscribers can request GDCA to revoke certificates and refund. After GDCA

revokes subscriber’s certificates, GDCA will immediately refund the full amount that subscribers have paid
for the certificate application.

IR AR ANBR ) 1T P45 21 B T %
This refund policy does not limit users from obtaining other compensation.
FERGRFG, T IR IESAE FHZIETS, GDCA R st AR TT/E .

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate his/her
legal liabilities.

9.2. M%F4E Financial Responsibility
9.2.1. REEYEE Insurance Coverage

DRIBS VE F EZEET XS CP 28 9.9 5 o Il g £

Insurance Coverage mainly focuses on compensation specified in CP Section 9.9.

9.2.2. HAhWRE = Other Assets

TERE o

No stipulation.

923  NEZLEKRKEIERTEE

Insurance or Warranty Coverage for End-Entities

UEFIT 7 — B %52 GDCA HUES, BEE @ il e RO IE B IR S5 132, A EWRE
ZA P B TR CP R TR AME R E LR .

The acceptance of the certificate or its services specified by the agreement by the subscriber means that
subscriber has accepted the specification and constraint of insurance and warranty coverage in this CP.

117



[] ﬁﬁlﬁﬂfﬂ!iﬂzlﬂﬁﬁb_l
AR e GDCA IEF NG (V1.6) iR

9.3.

b5 BAR-% Confidentiality of Business Information

9.3.1. 245 EYEHE Scope of Confidential Information

£ GDCA # Bt i T IEAR S5, LU NME BN IR E S B

1. GDCA i ' I E 4544 S ik o % 5

2. WO AERE: AHE. RESHE. TRHENEE, X8(E S8 GDCA LN
REGEE, RAZEHITAMNSEB AT UEE. RERER, AnJEA AN
KA

3. HAth1 GDCA 1 RA TRAF I NFIA WG BN AL IR T, BRIFEER, AR A4,

In the electronic certification service provided by GDCA, the following information is treated as
confidential information:

1.

2.

GDCA subscriber’s digital signature and decryption key

Audit records including local logs, server logs, archive logs information, which is treated by GDCA as
confidential information. These records can only be accessed by security auditors and business
administrators. Unless for law requirements, this information cannot be released outside of the
company

Other individual and company information preserved by GDCA and RA and should be treated as
confidential. Unless for law requirements, this information cannot be released to the public

9.3.2. AETFHRERER

Information Not Within the Scope of Confidential Information

1. H GDCA RATHIEFS . IEF I A
Certificate issued by GDCA and its public key.

2. AEBHRTPEE

Information of subscriber in the certificate.

3. EPMEIIE;

CRL

4. AEHNE (CPO. HLFIAMEMLSS RN (CPS).

CP and CPS
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9.3.3. R3P535 5 B B TT4E Responsibility to Protect Confidential Information

GDCA. EMHLE. 1T/ L SR SRS 505%, #A L% CP e,
ARAEAH B OR3P R A5 BRI STE, D AUE A B EOR T BN B o 0 AT IR 3

GDCA, RA, subscribers, relevant entities and parties involved in certification business, have the
obligations to assume appropriate responsibility of keeping confidential information in accordance with
this CP, and must protect it through effective technical means and management process.

MREGEERPTEH T EMEAN, ZR GDCA AJFuldl & it BT AR (5 R,
GDCA N 2 HER: [, GDCA R ERiZOREAE BB B 2 % X A il B AT T R4
PAZORILH S A T EE DR R R . I SR Ph Bl R TR (5 B AT i AT AT At 7 1) e £
M55, GDCA ANRLAFHATAT 5 HAH KA T A TR FAS BT % . IREE B IFTH
LA 5 A DG B T A TR A B3 I BT T 3 53 AT

As confidential-information holder requires GDCA to publish or reveal all his/her/its own confidential
information due to some causes, GDCA shall satisfy his/herl/its requirements; Also, GDCA shall require
the holder’s documentary application and authorization to express his/her/its own will of publishing or
revealing.

If any other obligation of compensation is involved in the act of revealing confidential information of the u
ser by GDCA, GDCA will not assume any responsibility for damage concerning it or caused by the act of
publishing the user's confidential information. The confidential-information holder shall assume
compensatory responsibilities related with it or caused by the opening of confidential information.

2 GDCA TEARAEAR . VAR VBT DA AR AR 130T Tl SVARR P ISR N, A 2ide
BEA CP il MR 5 B, GDCA MMy, M LL s H kSR, ]
AR AR ES B, GDCA AR IALA T3E. IXFRHR BB IS S T AR B EE R A S

o

S

When facing any requirements of laws and regulations or any demands for undergoing legal process of
court and other agencies, GDCA must provide confidential information in this CP, and could publish the
relevant confidential information to law-enforcing department according to requirements of laws,
regulations, legal doctrines or court judgments. Under this circumstance, GDCA shall not assume any
responsibility. The reveal shall not be regarded as a breach of confidential requirement and obligations.

9.4. M ANEEFAREE Privacy of Personal Information

9.4.1. Fa AR EE TR Privacy Plan

GDCA Nl g AL PR T RXHT B A5 B AR

GDCA should establish the Non-disclosure plan to protect the privacy information of subscriber.
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9.4.2. 1B AR Mb I 18 B Information Treated as Private

VENEEFAAL B (115 B 45 -
Information treated as private includes:
L WA RBOEE S S IE S8 SRR A
2. ATHIERAR L
3. TP L
4. ATIERATIKR S
1. Subscriber’s valid documents number such as ID number, organization code
2. Subscriber's telephone number
3. Subscriber’s mailing address and living address

4. Subscriber's bank account number

9.4.3. A RERTME B Information Not Deemed Private

WPRAREBNERERELR, UAZEBRRESE, B AT, AHUSRAAE

PIANNC]

All information in a subscriber certificate and the status information of the certificate, etc. is deemed not
private, and shall not be regarded as privacy information.

9.4.4. BRI BB FAE FT4E Responsibility to Protect Private Information

GDCA. JEMHIT 23R 5974 CP 58 9.4.2 F5 R e 0T P BRAME BRI i AE 5 X
%o

GDCA has the responsibility and obligation for proper custody and protection of the certificate applicant
personal privacy described in section 9.4.2.

9.4.5. 1% Fl B R s B 145 515 [F) & Notice and Consent to Use Private Information

GDCA 7EHANUENV SSVE N A TR S AT PR, R Sl B R
ARSI ) H o AEAE I 25 B, iR i K BIR AL, GDCA HRBUA 5 AT 7 K XL 55,
R CEADREIEIF

Any subscriber information GDCA obtaining within the scope of certification business can only be used for
identifying, managing and serving subscribers. When using the information, no matter the privacy is
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involved or not, GDCA has no obligations to notify subscribers, and no need to obtain subscriber’s
consent.

GDCA TEATAEAE M B E LB L AR5 A GVERE P ISR, sE B ETA
FH R B ST R E S R RS B, WA ST P LSS, I HAFERNT
VLN IE=

Under any requirements of laws and regulations, and demands for undergoing the legal process of other
agencies, or under the circumstance where private information holder submits the written authorization to
certain object for publishing the information, GDCA has no obligations to notify subscriber, and to obtain
the consent from the subscriber.

GDCA. VEMHUR Gn R 75 ZLRAT R AME B T X007 202 A& LLAME H B, ST L 20
BRI IFARAFIT 7 R AL 1 HR R A OB AR ) 07 s (e B 5 e

If GDCA and registration authority shall apply user’s private information to other purposes beyond the
functions agreed between two sides, CA and RA shall notify subscriber to obtain his/her/its agreement
and authorization, and the agreement and authorization shall be in the form which can be archived (such
as fax and business letters etc.).

94.6.  RKIEBRBATEREFHEESHE

Disclosure Pursuant to Judicial or Administrative Process

AT . R BAT BT I/ 2, GDCA KT M IR AAE Bkt A R hik
PLIRS ATBHATHLOE SEVFIY . 4

Due to the need of legal execution as well as administrative execution permitted by legal authorization,
GDCA shall provide subscriber’'s private information to relevant law enforcement agency and
administrative enforcement authorities. The above behaviors are permitted. It includes:

1. BUMREANERIRRUE I BT 8 SVERR 1R D

1. Submit the application following the legal process required by relevant agencies pursuant to the
provisions of laws and regulations.

2. EBE VLR AU ER T T AL BR RIS FAIE A5 7 A B 2 Gy ) Bk B4R HY F i
2. The formal application by court and other agencies when dealing with the dispute of using certificate

3. RATEERNEE BN I IE L .

3. The formal application by arbitration agency with legal jurisdiction.

9.4.7. EHAhfsE B E B E Other Information Disclosure Circumstances

UHSRAT 7 EERK GDCA SRR € 2 7 SCHR R 55 i BERHAR A7 I, GDCA I 7 ZHET 7 (1
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W AR T A I Ik S5 S PR A A 2 =35 Al A 7]

If certificate subscriber requires GDCA to provide some particular customer support services such as
mailing materials, GDCA needs to send the subscriber's name, mailing address and other related
information to a third-party such as mailing company.

9.5. &0iRFEAL Intellectual Property Rights

1. GDCA =4 H R AHIEF LA GDCA HEAL I T B 1 45 AR P2 A

2. GDCA X TIE RGP BA AR LR Fl a5 7 AL

3. GDCA Wil EAM—VI{E B39 GDCA 77, K% GDCA 5l foif, it AAEE
FEH T AT M

4. GDCA EATHIEF A CRL 45 GDCA SZICHIM =5

5. WFAMNZEE RS ARG GDCA 7=

6. FIRE/RHZT GDCA P SR EI A4 (LUFEIFR DN LURAZR A il Rk 45 4
Ui SR IUEFS, 34179 GDCA [ 2.

1. GDCA reserves and remains full intellectual properties rights for all the certificates and software
offered by GDCA.

2. GDCA holds ownership, the right of name, the right to share the benefits for certificate system
software

3. All the information published at GDCA website is GDCA property. Without written permission of
GDCA, others cannot repost them for commercial activities.

4. Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.
5. External operation management strategy and specification are GDCA property.

6. The distinguished name (hereinafter referred to as DN) used to express the GDCA domain entity in
the directory and the certificate issued to the terminal in the domain entity are the properties of
GDCA.

9.6. BFiR5HHLR Representations and Warranties
9.6.1. CA WA 53 1% CA Representations and Warranties

GDCA XFIE1T - e ZiU it G T #E4R
GDCA must make the following warranties to subscriber:

1. GDCA ZERGVT P IEBRF & A CP [ FTA SE 1 25K ;
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1. Certificates issued to subscribers by GDCA must be in line with all substantive requirements of this
CP.

2. EZRIUEPER, A=K CA BKIRMAEIERFHEES CA Il slrE BEA—2;

2. The information in certificate should not be inconsistent with the information received by CA because
of CA’s fault when issuing the certificates.

3. GDCA fRiFHAFAAIS B 2 2 A7 ORI R Y, GDCA &L AHAT 2 e HLHIFF & E X
HH SR TR PR 5 5

3. GDCA ensures that its private key shall be stored and protected securely, and GDCA shall establish
and implement security mechanism pursuant to the terms of national relevant policies.

4. GDCA ¥4&74 CP e, M H4siE1i;
4. GDCA shall revoke certificate timely in accordance with this CP.
5. GDCA Rt[aliE-A5iT Fral AR RN, HFAEAR ESZmaiT 7 BE - A R A ey 5
PESEA.

5. GDCA informs subscribers any known events, which will fundamentally affect the validity and
reliability of the certificate.

GDCA X 7 06 Ul H i R 4E 4R -

GDCA must make the following warranties to relying party:

1 BRARZIGIERIIT S AL, EF B AT 15 B0 A

1. GDCA guarantees that the subscriber information in the certificate is accurate except the
unauthenticated subscriber information.

2. GDCA 54l A CP Jz CPS IIHLE 2 KAEF3:
2. GDCAI s in full compliance with the provisions of the CP and relevant CPS to issue certificate.
3. f£ GDCA 15 BFEH KA NE Qe ks VT, IFHIT P izl cp i
SERR T ZIE.
3. Certificates published in GDCA repositories should have been issued to subscribers and accepted
by subscribers in accordance with the provisions of the CP.

9.6.2. RA K52 5H{R RA Representations and Warranties

1 SRAEGBIERIT P SRR e 2 FF &R CP A L PR EEK

2. {E GDCA ERGEFN, 2B A MU B 2 R 1T 5 BOE T iME RS RS g #
115 BA—E

3. EMHUEIZA CP HIHLE, it GDCA $RAZUE Hi . MY BB R4 Hil .

1. The registration process provided for subscribers is compliant with all the substantive requirements
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of GDCA CP.

2.  When generating certificates, GDCA does not allow the inconsistencies between certificate
information and certificate applicant information due to mistakes of registration authority.

3. Registration authority will submit the applications of revocation, update and other services to GDCA
in time according to the provisions of CP.

9.6.3.

IT P IBRR 5484% Subscriber Representations and Warranties

T — B 52 GDCA R K MIIEAS , AN J9 17 GDCA - TE ML B A5 1F H EAR 7Kt »

1.
2.

FEIEF A AN TR 244 s

VTP FRFE S I [V E AL SR AL 15 BAGR S Se BENTHERA Y, e R SEAE A
ROEER. Dhid (s B AEEHSUE;

WERAAAERBEN, AT AR P E AT & STt 1T 7 A ST TR
RAEAT AN SE R 51800, 1851 GDCA BB BUIIE 5 ARSI

ST PR B A GRS BRI AT (R — IR &84, AT H A4, IF
HAEBATREAAN, IEH2ERGE GERBRA T, M), IEBRRASINT ALY
P ) FE A 5

BRARZEAT A RN LR (] A5 T B E , 3T 7 SRIEA R AAENLR (BRERBIAL
) BT 555

— RS, BRI RIBAEERZ AR CP IR SRS, TR BRI
EIVAORADARIISNE

TS, WIS A AT DU IR AR AL RIS H], A ATE R
ARG, RECE BRI 8 ROk B IERVH AT % bRk . LR 2 AU Y 5
AFIELATAT R H GDCA AN A B o ST, AR, B FE (R AR TSR0 |
RN PR AZ SR 5 R 55 1)1 A0 AT 55 5

EHAEAR CP A RUE M VE I N AE M, JURAIES T 2 SR st A
i F H s

10. REUZ 4. A HEPTFERRET ILIEBAARIE L . S MR o S F 0t
11 TR LRSS, T AR T A AU SRR SRR 2EA

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the following

commitments to GDCA, registration authority and related parties who trust the certificate:

1. The subscriber uses digital signatures if the certificate is valid.

2. All information that subscriber provides to registration authority during certificate application process
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10.

11.

must be true, complete and accurate. The subscriber is willing to take legal responsibility for any
false or forged information.

If there is an agent, then both the subscriber and agent take jointly responsibility. The subscriber is
responsible for notifying GDCA and its authorized certification services agencies any false
statements and omissions made by the agent.

Each signature is generated using the private key corresponding to certificate by subscribers
themselves. The certificates shall be valid at the moment of signing, i.e. certificate is not revoked or
expired.

Subscribers ensure that they don't engage in business performed by the issuing agency (or similar
institutions) unless they sign written agreements with the issuing agency on such matters.

Once the certificate is accepted, subscribers are considered as knowing and accepting all the terms
and conditions in the CPS as well as corresponding subscriber agreements.

Once the certificate is accepted, the subscriber should assume the following responsibilities: always
maintain control of their private keys; use trust worthy systems; and take reasonable precautions to
prevent the loss, disclosure, alteration, or unauthorized usage of the private keys.

Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

The subscriber only uses certificate for the authorized or other lawful purpose within the range
specified by this CPS.

The subscriber use secure and reasonable measures to prevent the private key from loss, disclosure,
alteration and other events.

The subscriber must not use the code signing certificates for signing suspicious codes and other
illegal or malicious software.

9.6.4. W FIRRIR S5 4HAR Relying Party Representations and Warranties

1. ESFA CP BT HUE ;

FEMHSEFS AT, B VIE AR RILE (178 BRI BR A 1 5

FEARBUE AT, XHIEH B AERE AT WAL

FERHIE 57T, Jfid A ) CRL B OCSP i A E 152 T 4% i 4 :

— Bl T2 cE AR RS E 1A A A S, WRiUs B4 GDCA i

R RAEAT AMa2, I HARSH R e i B B BN 452K 5

6. ARBELAETRE GDCA AL, oA, BB THEE, BB EHAPR T 50
TRV PR B CSORTIE ~F5 R 55 FXO 18 T A R 55 o

a c w N

Abide by all provisions of this CP.
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Ensure that the certificate is used in prescribed scope and duration.
Verify certificate’s trust chain before trust the certificate.

Before trust a certificate, verify whether the certificate is revoked or not through querying CRL or
OCSP.

The relying party is willing to compensate GDCA for the losses and accept liabilities for any loss of
self or others, due to negligence or other reasons violating the terms of a reasonable inspection.

Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

96.5.  FAhZE5FHKREHR

Representations and Warranties of Other Participants

BESF A CP BT ALE o

Abide by all provisions of this CPS.

9.7.

{5457 Disclaimers of Warranties

A CP9.6.1 HH ¥ BRI A I8 41, GDCA AR HH HAAT AR T 201 CRAUE AN S 55
APREIET 7 K05 . Hth 2 5FH G AR

2. ANKE T AUETE Bl A AT B AT R L DR
3. ASKHIE-BAER HAUE H 1 LA R AR AT 5345
4. METARGI, GG BIRKFE I R AR S5 T R e s A R AR

L
5. IJVERA CP9.6.3 KA, BUHHU A CP9.6.4 Z ki, 13 LL%ufk GDCA
Z 5T

Except for the commitments declared in CP Section 9.6.1, GDCA does not assume any other forms of

guarantee and obligation:

1.

2.

Do not guarantee the statements of certificate subscribers, relying party and other.
Do not guarantee any software used in electronic certification activities.
Do not assume any liability when certificate is used beyond the prescribed purposes.

Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc.

When subscriber violates the commitments defined in CP Section 9.6.3, or relying party violates the
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commitments defined in CP Section 9.6.4, GDCA can exempt from liability.

9.8. APRIFT4E Limitations of Liability

HEFIT P AK#7 R GDCA S i B TR R 95 N RSS2 412k, GDCA 7Kk H
A% CP 25 9.9.1 T HUE 1A IR 5TE-

The certificate subscriber and the relying party specialized in civil activities suffered losses due to
electronic certification service provided by GDCA, GDCA only assume limited liability amount stipulated in
CP section 9.9.1.

9.9. A2 Indemnities

9.9.1. INENLH 2 5 4F Indemnification by GDCA

U GDCA i T4 CP 5 9.6.1 T WFRIR, 1177 iy 46 Sk v] Filif GDCA 72K #H Ik
BE5HE GEEBLE RTTIRID, WAL THE:

1. GDCA KUEBHIRMB RGP UAMAE =7, FEOT 7 SUk 7 E 245151

2. TEVPRASAE RECFRNER . BB T, GDCA ZRIEFH I T 4R E 8,
SHEAT P BT 8 2 AR R

3. 1E GDCA HHHIT 1 #EAL (5 BB B RMETE R VIR 1B 0L, BTSSR IA3T P2 28 R AIE1S,
S B TT T Z BRI

4. 1T GDCA HJF A 33 CA APt 2 ;

5. GDCA K ft & e, S8k 24000,

If GDCA violates statements in CP Section 9.6.1, certificate subscribers, relying parties and other entities
can request GDCA assume compensation liabilities (except for statutory and contractual exemptions). If
the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to losses
of the subscriber or relying party.

2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates with error
information and the error leads to losses of the subscriber or relying party.

3. After GDCA knows the fact that subscriber provides fake registration information or data, GDCA still
issues certificate, which leads to relying party suffering losses.

4. If the private key of CA is disclosed due to GDCA's fault.

5. GDCAfails to revoke certificates in time, which leads to relying party suffering losses.
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9.9.2. T PRI 2 37 4E Indemnification by Subscribers

FEWTRAESL, 1T E S RGO GDCAL MR 11Kk, B2 7K HH IR 2 54 E

If the following situations cause GDCA or relying party suffering losses, subscribers shall be assumed the
liability to compensate:

Lo AT/ HEEARE B, R, R SRR A Bk, F8UEMR GDCA X
HBAUUEF RSB 5 = 77 2 1%

2. TP RMEEE S RIE AR HRE. Bk, BAMAHOEME. SR Mm% A S A
GDCA K HBAUMEBIRE M, LRA A AAE A& . GDCA B HAZ AL
TEF RS AU 55 = J7 2%

3. WHERRERIAT R, FERA CP KAHSARIEMIE, sFEKIEBHTIEA CP M
5 R 55 Y5 F

4. AEFAT P EEE S A BER H W ATIE I AR A TSRS, ) GDCA 4 IZIE 1 )

WG R T LU IR, i SRzl B AT A58 5, B AT 38 i e AR Y

211, ik GDCA FZ&HA CP WRITURET 1A KERAE, I AIZUEFT 7 b AR AE T

A IR E G TAT s

TF - P 5 B A AR SE AR R A5 LA T UE A5 O 2 BN 3@ & GDCA RIS Ty +

WA A RECA LRI $E i, SERAVH Z REiEH . g, R4,

TEAFENFAEA R AP AE SR, AAs 1 Ad FHUE 15 ) K iN@ %1 GDCA RMKH T 5

TF - 2R AT E 8 P E$

WP RUERE BRI T 88 =75 RO AR AL

10. 7ERLE (¥R PG AME FIE TS, S R gRS 3 .

© N o O

1. GDCA and its authorized service agencies or third-party suffer losses due to unreal information, such
as deliberate, negligent or malicious provision of unreal information by applicants when applying for
certificates.

2. GDCA and its authorized service agencies or third-party suffer losses due to disclosure and loss of
private keys deliberately and by mistake; due to not informing GDCA and its authorized service
agencies or third-party of the leakage and loss of private keys with knowing the facts; and due to
handing keys to others inappropriately.

3. Subscribers violate the CP and related operation practices when using certificates as well as using
the certificates activities outside of the CP.

4. If the certificate is used for illegal transactions or causes disputes during the period from revocation
requests submitted by the subscribers or other entities authorized by GDCA to this information of
certificate revocation published by GDCA, if GDCA operates in accordance with the requirements of
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10.

the CP, subscribers must assume any responsibility of losses according to this CP.

Subscribers do not stop to use the certificate which its information have changed and don't notify it to
GDCA or relying parties in time.

The private key is lost, compromised, stolen, exposed, and etc. due to not taking effective protection
measures.

Subscribers continue to use the certificates and do not notify GDCA and relying parties promptly
when they are made aware that private keys are lost or at the risk of being compromised.

The certificate has expired but is still in use.
The subscriber’s certificate information infringes upon the intellectual property rights of a third-party.

Using certificates outside the provisions of specific application scope, such as the use of certificates
for illegal and criminal activities

9.9.3. g5 I 5T4E Indemnification by Relying Parties

FEUN NGO, AT B 5 R R IE R GDCAL 1T ik, N 7K HH A 51T

If the following circumstances lead to the losses of GDCA or subscriber, relying party shall be assumed

responsibility to compensate:

1. &AJEAT GDCA SHHTT M P sCRIA CP R HRE f X 555

2. RAEIKHEA CP MVEHET S B %, S8 GDCA S HARAHIUE 5k 55 WAL B 28 =T
2

3. (EAFERIREL N HRULAS, AR W RIIE FA7 ALV ol 0 PR FH A 15 2 B
UEFS BT Al BE N BT IS T, (BTSSR AR AIE 5 5

4. MG BARAE T R E R REAT IRALE

5. KT A 8IS &) CRL B OCSP #fiiAUE 52 B4 i 4H

Obligations defined in the CP and agreements between GDCA and relying parties are not fulfilled.

GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate reviews
against this CP.

Trust certificates in unreasonable circumstances. For example, relying party still trusts the certificate
with knowing that the certificate usage is beyond its scope or period or the certificate has or may
have been stolen.

Relying party does not verify trust chains of the certificates.

Relying party does not check whether a certificate is revoked through querying CRL or OCSP.
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9.10. BXHIE% 1k Term and Termination

9.10.1. AR Term

A CP AEA R H NS IEAAR, B — RO CP AR R A< CP £~ —hitA CPAERK
Z HBAE GDCA # 1EF T IAE R 55 I R AL

This CP will enter into force at 12 o’clock of the effective date, and the last version CP will become invalid.
This CP will become invalid when the next version CP enters into force or the electronic certification
services of GDCA are terminated.

9.10.2.  #JkE Termination

GDCA # 1EHFINIEARSSHS, 4 CP £k,

When GDCA terminates electronic certification services, this CP is terminated.

0.10.3. & IEHIRER 5FESE Effect of Termination and Survival

A CP %k, BMAMIENG IR S5 281k, HUENL S 21 E A BIRE DIENLR
FUERIZ L . NIENUGFENY 55 2% 15 )5 RORHUS BRI, R AR R S5 2 A TEN LAY, R
UEVT P A 2

The termination of this CP means that the termination of CA business, but the termination of certification
business does not mean the termination of CA’s responsibility. After the termination of business, CA shall
take reasonable measures to transfer certification service to other CA so as to ensure the interests of the
subscriber.

9.11. MZE5HHAMHEELERXE

Individual Notices and Communications with Participants

WAENFE L Z RO, TS M8 e I RAEF TR 4 & AT
JOHABE ST P ATy, REIE 25 W R (S RRSE, A HERT
AT -

The circumstances that CA actively revokes the subscriber’s certificate, finds out subscriber using
certificate out of specified usage, or behaviors of subscriber violating subscriber agreement have
occurred, CA can use appropriate way, such as telephone, E-mail, letter, Fax, etc., to notify subscriber
and relying party if necessary.
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9.12. 1] Amendments

9.12.1. BATFE R Procedure for Amendment

%t GDCA %42 RIS 4%, GDCA ITHUE HI A ESR /D HE A — KA CP, MfRHLFAT
A EGEEEI . EEET TR DL AR O E BrbriE, AR A AIEML S5 T R i SR 7 2

Through the authorization of GDCA Security Policy Committee, GDCA Administration and Management
Department shall review this CP at least once a year, to ensure that CP meets the requirements of
national laws and regulations and administration department, to meet the latest SSL baseline
requirements and specifications, and satisfy the actual requirements of certification business operation.

A CP HIMEIT, H GDCA TS FRERHE BB ITHR A , 37759 GDCA 4 RIR & i &l )5,
i1 GDCA 17 BUE FEER 1 ST ZHZMEVT, BT JG ) CP 43t GDCA %24 5% R 2=k v J 1F 200}
AN RAT

The revised version of this CP will be revised by GDCA Administration Department and approved by
GDCA Security Policy Committee. GDCA Administration Department will be responsible for the revision
and the revised CP will be officially released after being approved by GDCA Security Policy Committee.

0.12.2. IBHAIHLEIFIHIFR Notification Mechanism and Period

BTG 1 CP &tk 5 44 S B 7E GDCA f 3k www.gdca.com.cn kA . X T 75 Ei@ it
B HRAE . A51E. WA RIBAIMB I, GDCA KLEA FI [ B AIE X &7, AR
T[] L CRAE AT 557 52 B 50 /N o

After approval of the revised CP, it will be posted on GDCA official website www.gdca.com.cn immediately.
For the modification notified by email, mail, media and other ways, GDCA shall notify the relevant parties
in reasonable time, which ensures that the relevant parties have minimum influence.

9.12.3. W AMEITHITER Circumstances Under Which CP Must be Changed

R LR 5L, GDCA A%t 4 CP #7154

If the following situations occur, this CP must be modified:
1 EEEARH I ERRRE, LEmIA CP HIH R

1. The encryption technology develops significantly enough to affect the effectiveness of existing CP.
2. A RINUEML 55 A R AR HEEAT 3T

2. The relevant standards have been updated.

3. NIERGANA A BE A A HOR T s
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3. Certification system and relevant management regulations take significant upgrade or changes.
4. VEEANERUR BT TR,
4. The laws and the administration departments require the CP to be modified.

5. I CP il ZBRIE

5. There is some significant deficiency in the existing CP.

0.13. & P53EK Dispute Resolution Provisions

2 GDCA. 1T /RIS 5 2 [8] B3, A SR T ISR 3 i e Pl v e ke, 0 o
RATHY, LB VA

Any disputes between GDCA and subscribers or relying parties shall be resolved through negotiations as
agreed, and those cannot be settled by negotiations will be resolved by laws.

0.14. E%EHEAR Governing Law

GDCA 1] CP 2z [E 8 &\ aiAni i) € b BN RSEFNE B 725 44780 CREFAEAR S5 B BEAMED
CHL AR AR S5 B A B F Ak ) vy s i

The CP of GDCA is governed by the law of “ Electronic Signatures Laws of People’s Republic of China”,
the regulation of "Measures for the Administration of Electronic Certification Services” and "Measures for
the Administration of Cipher Codes for Electronic Certification Services” promulgated by the country.

9.15. fFE&EHER Compliance with Applicable Law

WU IR SS . 353D &R OB airra (b E N RIEME B 72 420E) . (B
FWIEMRS BB ME) . CRFIMERS HE R INEY DL B A N R LA E A )
ME -

All businesses, activities, contracts, and agreements of GDCA must conform to "Electronic Signatures
Laws of People’s Republic of China”, “Measures for the Administration of Electronic Certification

Services”, “Measures for the Administration of Cipher Codes for Electronic Certification Services” and
other laws and regulations of People’s Republic of China.
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9.16. —f& kX Miscellaneous Provisions

9.16.1. 58PN Entire Agreement

CP. CPS. iT ¥, FRHUT s FCRN S UK HI P PKI 28 A 2 1 5 B L

The entire agreement is composed of CP, CPS, Subscriber Agreement and Relying Party Agreement as
well as its supplementary agreement.

9.16.2. ik Assignment

RAEA CP P IR FIATESEAR % 5 RIBURIAN (5%, & 07 25 AT $2 IRE A S e 2t
AT RN LS5 (AL o IR LEAT DR A I AN S B 1107 % 3 — 5 IARAT 5255 K STAT IR ST

According to the rights and obligations of certification entity parties detailed in this CP, all parties can
transfer the possession of rights and obligations in accordance with the relevant provisions of the law. The
occurrence of the above transfer behavior does not affect the change of any debt and liability among the
transferors.

0.16.3.  4#If% Severability

UNERA CP AT An] 2% 7 B H: N P A 8 a1 4925 e i EL Al o B LA 3 2 3L O 2R — 2%kt
TR R A BT I, B4R CP AR R 43 W AL T 3% — 26K T 4R 2 4hAT

In case any clause or provision of this CP is held to be unenforceable or invalid by a court of law or other
arbitration agencies, the remainder of the CPS shall remain valid.

9.16.4.  I&EH|IAT Enforcement

TEARE o

Not applicable.

9.16.5.  ANA[$L ST Force Majeure

WKHEA CP il 3E i) CPS MALIE AR L/ 26K, AR J5 Ml ot o

CPS formulated in accordance with this CP shall include a force majeure clause to defend the benefits of
each party.
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9.17. HAhZkFKk Other Provisions

GDCA A CP B B &AL

GDCA has final interpretation rights to this CP.
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Appendix: GDCA CP Revision Records
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49.3.1. 1] /7 i

SR P ESIET The
) Z‘;ﬁf/‘;‘)‘fer 262 GDCA fie41 7%24 /MY I
M FFIE RS .7
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revocation
application.
4.9.3.2. 97 7 #
o 11 i B IR
1 The subscriber P 8 55 = J7 PRVEIET )R 15
is forced to [ I
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certificate
6.1. %5 FA X 1 A4
13 5 %3¢ Key % GDCA mJ #2252 T A%
Pair Generation BEEIRT AT CSR HIFN]
and Installation
6.2.7. FAH1E %
fth A5 P 1) A7 £k
1 Private Key P T ARG 2 AL PR AR B
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Cryptographic
Module
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B A B A
Mo 8 R BREH %
15 Certificate SSL # X B R vr E’?ggfg?ésgﬁﬁg\ gfﬂﬁ
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ontents . .
Sections Revised V15 V1.6 Remarks
SEQ
1. Specify the name of relevant
specifications published b
Section 1.1.4. P P y
. . the CA/Browser Forum for
Hierarchical . e
1 Architecture of the issuance of certificates.
2. Add the standards which the
GDCA Certificates L. e
code signing certificates
conform to.
5 Section 1.5.5. CP Clearly define the frequency of
Revision update
1. Amend the description on
the ways used for the
authentication of domain
Section 3.2.7.
. names to clearly conform to
Domain name .
3 .. a  specific way  of
recognition and o . )
. e L. authentication outlined in
identification . .
the Baseline Requirements;
2. Disclose the validation of
wildcard domain names
Secti 3.2.8.
ec,l_on_ Disclose the rules for the
4 Verification of e .
verification of DBA/Tradename.
DBA/Tradename
Section 3.2.9. .
e L. Disclose the rules for the
5 Verification of e .
Verification of Country
Country
Section 3.2.10. .
6 Authentication  of Disclose the rules for the
Authentication of an IP Address
an IP Address
. Section 3.2.11. Data Disclose the evaluation on the
Source Accuracy Data Source Accuracy
4.2.4.Certification
8 Authority Disclose the rules for CAA
Authorization validation
(CAA)
1. Disclose clause No. 2, 4, 8,
and 14 of the Baseline
Section 49.1 Clause No. 1, 3,5, 6, 7, 9, 10, Requirements section
. 2111, 12, 13 and 15 of the q
9 Circumstances for . . ) 49.1.1.
. Baseline Requirements section . .
Revocation 2. Disclose the circumstances

4.9.1.1 disclosed.

for revoking subordinate
CAs.
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Section 4.9.2. Who

Disclose relying parties,
application software suppliers,

10 Can Request . .
. a and other third parties as those
Revocation .
who can request revocation
Section 4.9.3.1. The
subscriber actively Disclose “GDCA offers 24x7
11 proposed to certificate revocation requests
revocation service”
application.
Section 4.9.3.2. The
o Disclose the policy for third
subscriber is forced . -
12 parties to report certificate
to  revoke the
- problems.
certificate
Section 6.1. Key Disclose the rules for GDCA to
13 Pair Generation and create key pairs and CSR for the
Installation subscribers.
Section 6.2.7. i
. Disclose the hardware
Private Key .
cryptographic module used to
14 Storage on .
. protect the private keys of the
Cryptographic code signing certificates
Module gning '
Section 6.3.2. . .
. . . The maximum usage period of
Certificate The maximum usage period of -
. . - the SSL server certificates key
15 Operational Periods | the SSL server certificates key ..
. . pair is 27 months after March 1,
and Key Pair Usage | pair is 39 months.
. 2018.
Periods
16 Section 7.3.1. | OCSP V1 defined in the | OCSP V1 defined in the
Version Number(s) | RFC2560 RFC6960
Section 9.6.3. .
. Add an additional warranty
Subscriber - .
17 . responsibility for the subscribers
Representations - .
. of code signing certificates.
and Warranties
Correct a few mistakes in
. section numbers, adjust some
18 Other revisions J

wording issues, and other parts
that may cause confusion.
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