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1. 3] & Introduction

1.1. MR Overview

1.1.1. A F]fEi 4 Company Profile

Brae AR I 47 R 22 7] (Global Digital Cybersecurity Authority Co., Ltd.), fij#k GDCA
BB JEN T RECTHE R VR DA R AR 7, AL T 2003 4 3 H 6 H. 2005
9 H, GDCA fkikilid 1 B %A% # 5 Al 5 B 55 Brs s stk g, s EEit
INFHRA (BFERSVFANE) (YFAHES: ECP4401021007) ML FIAERGSHIZ —;
2008 4 12 H, 345 E ZCE 0D BRI AUA K (R P S i B VFaTIE): 2011 4F 4 H, dlid
T B GG R B IR S RE VPG, 3RS (R ESS HFUAE RSB (4
T A021) BEt&. 2013 4, XFHTUGEARS RE#EAT SM2 FETT4, IRl | E RS
HRAL 2 A, 2015 4£4), GDCA it T WebTrust EPFrzc A tHAE, H& T E
BrbruEAb ) IE B BRI SS K, AT DR HE AR fL TAEIR S o 3ERIL 55 R J 75 22,
2016 4E 5 H, “T  ARBFUEBIAE DA IR A w7 544 0 “ B AR AT IR AR 7. 2017
8 7 11 H, GDCA JFIRTERT MRS 5, BERTIMR: B, IEEAS: 871932,

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as GDCA, or “¥Zzi{%") with the former
name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003. In September
2005, GDCA passed the security review by the
State Cryptography Administration Office of Security Commercial Code Administration (abbreviated as
OSCCA) and the former Ministry of Information Industry by law, as one of the first eight electronic
authentication authorities with "Electronic Authentication Service License" (license number:
ECP4401021007) in China. In December 2008, GDCA obtained the "Commercial Cryptography Products
Sales License" issued by OSCCA. GDCA passed through the assessment of E-government and
Electronic Authentication Service Ability by OSCCA with the qualification certificate of "E-government and
Electronic Authentication Service Authority" (number: A021) in April 2011. In 2013, GDCA upgraded
electronic authentication service system for SM2 algorithm and passed through the security review by
OSCCA. In 2015, GDCA passed the assurance review for Certification Authority by WebTrust with the
international level of operation management and service to provide digital certification service globally.
For business development, GDCA changed its name from "Guangdong Digital Certificate Authority CO.,
LTD." to "Global Digital Cybersecurity Authority CO., LTD." in May, 2016. On 11 August 2017, GDCA was
admitted to the National Equities Exchange and Quotations (NEEQ) of China, with a stock abbreviation of
“¥rzeibf%”  and stock code “871932” .

GDCA 4, Ji “J AREFIUEFHNETOHRAF” KI5, 6ids. Haimzehs
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Gl B AR R A IR AR 7 &k, FEEAHTS GDCA LA “T7 ARECAIEASIAIEH O
AIRATF” ZATHEF PN R H T AR AHEB VAR WA RA " A4 R
FAHI) 55w “ B AR BB i A IR AR 7 &k

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO., LTD."
were inherited by GDCA. Meanwhile, and all the rights and obligations of the contracts and agreements
signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

KE BB BT RS AME7 KEIZE S, GDCA BT AR TS HTHS K
A2 A5 B A N ISR B0 B A B A EAR 55

With a business philosophy of “Authority, Innovation, Services and Credibility”, GDCA has been and will
continue to dedicate itself in offering electronic authentication services of high quality to industries
including e-commerce, e-government, and social informatization etc.

1.1.2. IEF ZEmE Certificate Policy (CP)

AR GDCA [IE 5 (CP), /& GDCA By il Bk 4S MIskrg i, EH T Arl
HH GDCA Z KA E B ETIE B LA RS 5 k. Al Bk, BH. . B, M
EFAIAR G o] 45 IR 25 il M 45« VR IR R BRI . X SR AIE (R4 GDCA
BRI e A MR sE 38 1, 5 — B 1E GDCA i il Py —E0sE F i s — M4, [tk
TEREA GDCA 2RI N BERS TR AL RIFE S AEARIR . A% CP J A2 GDCA F1%- 2575 2 Al ik
PV, GDCA Fl% 21575 2 AR SC55 A St T 2 [R] 25 28 1) 5 S B URG BG o

This document describes the Certificate Policy (CP) of GDCA and explains the policy statement for GDCA
digital certificate service. It applies to all digital certificates issued and managed by GDCA and their
related participants. The CP sets forth business, legal and technical requirements and specifications for
certificate approval, issuance, management, usage, renewal, revocation and related trusted services.
These requirements and specifications protects the security and integrity of GDCA digital certificate
services and includes a comprehensive set of consistently applicable single rule sets in the GDCA scope.
Therefore it provides the same extent of trust guarantee throughout the GDCA architecture. The CP is not
a legal agreement between GDCA and all participants; contractual rights and obligations between
GDCA and participants are established by other means of agreements with such participants.

A% CP i /L CHLIK I X509 2 2 P RE Ak 15t ik 3 SR ATUE A5l S5 HE SR ) C Internet X.509
Public Key Infrastructure Certificate Policy and Certification Practices Framework), H[J i B X
FRUEHZR “ HIEM TR TAE4L” CInternet Engineering Task Force) i3 i) RFC3647 Fri )45
PRI 2R, R B E (GB 26855-2011-T 15 & 22 A AR A FHSLAN it U 5 5 s 5 A E
A 55 P HIHESE) HISE R AN A B EKR, FFARYE b 7R GDCA iz & ZR T & 24 1Y
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The CP complies with the structure and content requirements of both Internet X.509 Public Key
Infrastructure Certificate Policy and Certification Practices Framework, also called RFC3647 defined by
The Internet Engineering Task Force, and GB 26855-2011-T Information Security Technology Public Key
Infrastructure Certificate Policies and Certification Practice Statement Framework. It would also make
appropriate changes in accordance with Chinese laws and regulations together with operational
requirements of GDCA.

GDCA 1EN—AMMEFRFE I (CA), TEA CP LM FABARIE A CAE, ZRIT
FOES . ZEFARRZEEFIR FVC R, AE TR AN RILT P a] DU R R 47 I 4535 s 22
LR R W4 SO BRI A ERN . R IKIBA CP ot
FHRAT (0 LG ER, R R BB IKIE. GDCA TR (CPS) %A
CP [MIZI3R, VE4NEIA T GDCA 1EAHTIAEMR S HAGFLAERIET . A faT42 (EE15 LA R AR
(W E BRAE AR . BT GDCA TEB T ' AT 5 A CP K AH 2% CPS 1L
ST, PR SHIET A RS AT

As a Certification Authority (CA), GDCA generates root and intermediate certificates, and issues
certificates to subscribers under CP restrictions. Based on different types and application scope, digital
certificates may be used by subscribers to process SSL, code signing, e-mail signing, document signing,
identity authentication, and other different applications. Relying party could decide whether to trust a
certificate in accordance with the requirements of the relying party’s obligations in this CP. GDCA
Certification Practice Statement (CPS) accept the discipline of CP, elaborates the definition of GDCA
digital certificates and the methods to provide these certificates as well as the corresponding managerial,
operational and security measures. All certificate subscribers and relying parties under GDCA must refer
to the provisions of the CP and its relevant CPS to determine the usage and reliability of the certificates.

1.1.3. GDCA Z2#y GDCA Architecture

7% CP /& GDCA fi =i )5S, GDCA RJUEFARSSHLIY (CAD %I CP fil € CPS, RA 1%
HEAS CP JeAHIG CPS HEATIUE TIARSS HE %0, 1T ARy S A AR G SR iz AR CP A AH
K CPS WRERHEFRIMEM . BAEIFEATHICH 55 . GDCA B TH CA. 4 CA, &4
FUEMHURE L sy 5532 IR, X EESLARHTE GDCA VAR R AR Z IR SS 4k
The CP is the highest strategy throughout the GDCA architecture. Certification authority (CA) under
GDCA formulates CPS in accordance with CP. Registration Authority (RA) authenticates certification
requests according to this CP and its related CPS. Subscribers, relying parties along with other correlative
entities determine their rights for using and trusting the certificates as well as perform corresponding
obligations on the basis of the CP and its related CPS. GDCA has established services entities at different

levels, including root CA, subordinate CA, related RA, registration authority terminals and business
acceptance points.

11
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1.1.4. GDCA iE+ Rk ZE#] Hierarchical Architecture of GDCA Certificates

GDCA HEiH 7 MBIEF, 40518 ROOTCA iE+ (RSA). GDCA ROOT CA iE-.
ROOTCA iE15 (SM2). GDCAROOT CAL ik 5. GDCA TrustAUTH R5 ROOT HlE+5. %2}
& R5 R CA iE15. GDCA TrustAUTH E5 ROOT iE5, SEAMR CA Rk CA, AR F
WEFi . GDCA AR AMTH G CAEF .

Currently, GDCA has 7 root certificates, including ROOTCA certificate(RSA), GDCA ROOT CA certificate,
ROOTCA certificate(SM2) , GDCA ROOT CA1 certificate, GDCA TrustAUTH R5 ROOT certificate, %%
i R5 #R CA certificate and GDCA TrustAUTH E5 ROOT certificate. Each Root CA has Subordinate CAs
to issue subscriber certificates. GDCA does not issue external Subordinate CAs.

1) ROOTCA (RSA)

ROOTCA
(RSA2048-bit)
I
- fl[’[‘l\(ft‘;“ii“}ﬂim GDCA TrustAUTH R2 CA
(RSA1024-bit) (RSA2048-bit)
' .
Individual Organization Equipment Other Individual Organization Equipment Other
Certificate Certificate Certificate Certificates Certificate Certificate Certificate Certificates

ROOTCA(RSA) iiE i 72 [l 5% % i 8 21 = AR IE 5, %R LN RSA, MEHKEN
2048-bit, FEHAFZ CAUET, HA: (1) GDCA Guangdong Certificate Authority iiE43,
KN 1024-bit, 2R K N RSA 1024-bit (AN NBIEF . HUZEIEF . #a2KiE
FAHABIGES; (2) GDCA TrustAUTH R2 CA iE-P, ZHIK N 2048-bit, 25K K E
4 RSA 2048-bit F1 RSA 1024-bit FIAN ANZKUEF . FUZRIUEF . A& KUE B HAREUE T .

ROOTCA (RSA) certificate is a root certificate of OSCCA using RSA algorithm with 2048-bit root key
length. There are two subordinate CAs under this ROOT CA, including: (1) GDCA Guangdong Certificate
Authority certificate with 1024-bit key length is used for issuing RSA 1024-bit individual certificates,
organization certificates, equipment certificates and other certificates. (2) GDCA TrustAUTH R2 CA
certificate with 2048-bit key length is used for issuing RSA 2048-bit and RSA 1024-bit individual
certificates, organization certificates, equipment certificates and other certificates.

RSA ROOTCA(RSA)IE-H5#4 - 2025 4 8 H 23 H 2,
ROOTCA certificate (RSA) will expire on August 23, 2025.

GDCA Guangdong Certificate Authority 1iE-+5F- 2015 4% 7 5 19 HF[#, 201541 H 1 H
e, GDCA AF#i % CAIEHZKRIT FET. GDCA TrustAUTH R2 CA iE 15T 2018 4
12 A 15 HEI#, 2017 4£ 12 A 15 Hit2, GDCA K AHAEH % CA IR RIT k.
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GDCA Guangdong Certificate Authority certificate expired on July 19, 2015. From January 1, 2015, GDCA
no longer used it to issue subscriber certificates. GDCA TrustAUTH R2 CA certificate will expire on
December 15, 2018. From December 15, 2017, GDCA will no longer use it to issue subscriber certificates.

2) GDCAROOT CA (1024-bit>

GDCA ROOT CA
|
GDCA Guangdong
Certificate Authority
[
Individual Organization Equipment Other
Certificate Certificate Certificate Certificates

GDCA ROOT CA iF IR ZHKE A 1024-bit, i GDCA Guangdong Certificate
Authority i3, ZHHKEN 1024-bit, 25k %K N RSA 1024-bit AN ANRIUET . WL
UEHS . B SRUEP A AR ZRUESS .

The length of GDCA ROOT CA certificate root key is 1024-bit. There is a GDCA Guangdong Certificate

Authority certificate under this ROOT CA, used for issuing RSA 1024-bit individual certificates,
organization certificates, equipment certificates and other certificates.

GDCA ROOT CA ilE4544 ¥ 2024 4 12 /] 11 HFH.
GDCA ROOT CA certificate will expire on December 11, 2024.

GDCA Guangdong Certificate Authority iE+44 72024 4 1 H 12 HE|#, 2016 1 H 1
Hig, AEMEHZCAIERZERITFIUET.

GDCA Guangdong Certificate Authority certificate will expire on January 12, 2024. From January 1, 2016,
GDCA no longer uses it to issue subscriber certificates.

3) ROOTCA (SM2)

14
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ROOTCA
(SM2)

l

Guangdong Certificate Authority
(SM2)

| | | |

Individual Organization Equipment Other
Certificate Certificate Certificate Certificates

ROOTCA iE+: (SM2) ZEZHIE B FIIMRIES, #HHEZN SM2, WREHKEA
256-bit, | Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) iE+, 8K E N
256-bit, 25 KM E % H L SM2 AN NZKIE1 . HUZEIE . B 2R A1 AR ZRUE 45

ROOTCA (SM2) certificate is a root certificate of OSCCA using SM2 algorithm with root key length of
256-bit. There is a Guangdong Certificate Authority (GDCA TrustAUTH E1 CA SM2) certificate with key
length of 256-bit under this root CA, used for issuing individual certificates, organization certificates,
equipment certificates and other certificates with SM2 algorithm.

GDCA [t SM2 iE 1534 i ROOTCA (SM2) T Guangdong Certificate Authority (GDCA
TrustAUTH E1 CA) &k

All of the SM2 certificates from GDCA are issued by Guangdong Certificate Authority (GDCA TrustAUTH
E1 CA).

ROOTCA iETs (SM2) 4T 2042 47 H 7 HEIH,

ROOTCA (SM2) will expire on July 7, 2042.
Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) iEH447E 2034 £ 6 A 21 H

2, 2030 1 H 1 Hilg, BAFEHIZ CAUEPRERIT FiEf.

Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) certificate will expire on June 21, 2034. From
January 1, 2030, GDCA will no longer use it to issue subscriber certificates.

4) GDCAROOQT CA1

GDCA Public CA1 ‘ GDCA Public CA2
individual organization equipment individual organization equi it
ni h i quipmen’ .
certificates certificates certificates other certificates certificates certificates certificates other certificates

GDCA ROOT CAL B 224K 5 4 4096-bit, ik 2 N 4e CAEH, Hrf: (1)
GDCA Public CA1, 4K E N 2048-bits, 25K %K A RSA 2048-bit BN NZRIUEFH . #l
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FZEUE . & IGIEBRIHABSIUES: (2) GDCA Public CA2, #HK N 2048-bits, 22K
YKL RSA 2048-bit FIN AZKIEF . HUMZEE . B&FIEBAMHABRIES .

GDCAROOT CAL il 1344 T 2040 = 12 H 31 H 2.

GDCA Public CALIEF5¥7E 2030 4F 12 H 31 HEH, 2027 4 1 H 1 Hild, A H-fEH
% CAIEH R RAT FEFS

GDCA Public CA2 il 7 2030 4F 12 H 31 HEIWI, 2027 4F 1 H 1 Hile, HAFEH
% CAE-BR AT FHES
The length of GDCA ROOT CAL certificate root key is 4096-bit. There are two subordinate CAs under this
root CA, including: (1) GDCA Public CAl with key length of 2048 bits, used for issuing RSA 2048-bit
individual certificates, organization certificates, equipment certificates and other certificates; (2) GDCA

Public CA2 with key length of 2048 bits, used for issuing RSA 2048-bit individual certificates, organization
certificates, equipment certificates and other certificates.

GDCA ROOT CA1 will expire on December 31, 2040.

GDCA Public CA1 will expire on December 31, 2030, and from January 1, 2027, GDCA will no longer use
it to issue subscriber certificates.

GDCA Public CA2 will expire on December 31, 2030, and from January 1, 2027, GDCA will no longer use
it to issue subscriber certificates.

5) GDCATrustAUTH R5 ROOT

GDCA TrustAUTH RS
ROOT

v v v v v 7 2 B
GDCA TrustAUTH GDCA TrustAUTH R4 | | GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH
R4 EV SSL CA EV CodeSigning CA R4 OV SSL CA R4 IV SSL CA R4 DV SSL CA R4 CodeSigning CA R4 Generic CA R4 Primer CA
[
12

EV SSL Server EV CodeSigning OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization, Type Individual
Certificate Certificate Certificate Certificate Certificate Certificate Individual Certificate Certificate

GDCA TrustAUTH R5 ROOT ik 5 R & A B2 0 4096-bit, F ik 8 Mgk CAESS, JL
H1: (1) GDCATrustAUTH R4 EV SSL CA, %K 0 2048-bit, 25Kk % P11 RSA 2048-hbit
[ EV SSL R 55 8% 254E 45 (2)GDCA TrustAUTH R4 EV CodeSigning CA, 2 51K & iy 2048-bit,
ZEREHIKE Y RSA 2048-bit () EV AR5 4 2K1E+: (3) GDCA TrustAUTH R4 OV SSL CA
HE, KR 2048-bit, 2R EHKE N RSA 2048-bit [ OV SSL fR &4 JSIE1; (4
GDCA TrustAUTH R4 IV SSL CA, 4K 5 A 2048-bit, 25k % 4K E N RSA 2048-bit (] IV
SSL R4S #435UEH: (5) GDCATrustAUTH R4 DV SSL CA, 4K N 2048-hit, 25k %4
K24 RSA 2048-bit [1) DV SSL ik 554525 1E+5; (6) GDCA TrustAUTH R4 CodeSigning CA iiF
H, FHKE N 2048-bit, ZKFHKE N RSA 2048-bit IS4 EH; (7) GDCA
TrustAUTH R4 Generic CA iE 15, %4 B 2y 2048-bit, 25k % 4K 5 A RSA 2048-bit (I «
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MAZKIEF; (8) GDCA TrustAUTH R4 Primer CA, Z4HK K 2048-bit, 25k K- A
RSA 2048-bit /N N 1 2KFEH .

The length of GDCA TrustAUTH R5 ROOT certificate root key is 4096-bit. There are eight subordinate
CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA with key length of RSA 2048-bit is
used for issuing RSA 2048-bit EV SSL Server Certificates. (2) GDCA TrustAUTH R4 EV CodeSigning CA
with key length of 2048-bit is used for issuing RSA 2048-bit EV CodeSigning Certificates. (3) GDCA
TrustAUTH R4 OV SSL CA with key length of 2048-bit is used for issuing RSA 2048-bit OV SSL Server
Certificates. (4) GDCA TrustAUTH R4 IV SSL CA with key length of 2048-bit is used for issuing RSA
2048-bit IV SSL Server Certificates. (5) GDCA TrustAUTH R4 DV SSL CA with key length of 2048-bit is
used for issuing RSA 2048-bit DV SSL Server Certificates. (6) GDCA TrustAUTH R4 CodeSigning CA with
key length of 2048-bit is used for issuing RSA 2048-bit CodeSigning Certificates. (7) GDCA TrustAUTH
R4 Generic CA with key length of 2048-bit is used for issuing RSA 2048-bit Organization, Individual
Certificates. (8) GDCA TrustAUTH R4 Primer CA with key length of 2048-bit is used for issuing RSA
2048-bit Type | Individual Certificate.

GDCA TrustAUTH R5 ROOT iE 434 F 2040 & 12 A 31 HFI#.

GDCA TrustAUTH R5 ROOT certificate will expire on December 31, 2040.
GDCA TrustAUTH R4 EV SSL CA il 5K 7£ 2030 4F 12 H 31 H 2, 2027 41 H 1 Hitg,
BAFAMHZ CAIETZRIT FET.

GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA ilE-157E 2030 4F 12 H 31 HE}, 2027 4F 1
H1HE, BAFMLEHZ CAIERZERIT FIET.

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 OV SSL CA iE+#7E 2030 4F 12 H 31 HF|#, 2027 4£ 1 H 1 HiE,
AT Z CAEPRERIT FEH .

GDCA TrustAUTH R4 OV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCATrustAUTH R4 IV SSL CA ilE 54 £ 2030 £F 12 H 31 HEI#, 2027 £ 1 A 1 AL,
BT CAERZERIT FHES .

GDCA TrustAUTH R4 IV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.
17
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GDCA TrustAUTH R4 DV SSL CA ilF H 5 7E 2030 4F 12 A 31 HF|#1, 2027 421 H 1 Hilg,
BAFEHZ CAERZRIT EH.

GDCA TrustAUTH R4 DV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 CodeSigning CA il 54 7£ 2030 4 12 /] 31 H#If#{, 2027 £ 1 H 1
Hig, BAHEMEHZ CAIERZ AT FE+H.

GDCA TrustAUTH R4 CodeSigning CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Generic CA iF 547 2030 42 12 A 31 H#I#H,2027 £ 1 A 1 Hilg,
BATAEHZ CAEPREKRIT S HET .

GDCA TrustAUTH R4 Generic CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Primer CA F5EE7E 2030 4F 12 A 31 HFI#H,2027 £ 1 H 1 HikE,
BAFAE % CAEREKRIT T EH .

GDCA TrustAUTH R4 Primer CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

6) HrzifURS R CA

oz m{CRS
HRCAIEF
#imt A R4EV Hurtfi R4 OV it R4 TV Heicnt X R4 DV Hriemt R4 Hrnf R4 Hrient R4
IR 5 %+ CA R4 83EP CA TR 55 #HEF CA IR 5 #E 5 CA RIGELIES CA BT FIES CA T FHEF CA
A A Y A A
EV SSL Server OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization, Type | Individual
Certificate Certificate Certificate Certificate Certificate Individual Certificate Certificate

$ree bR RS MR CAE R IR S K E N 4096-bit, T 7 NFgk CAIES, Hr: (D
B U R4 EV IRSEHIET CA, WK 2048-bit, 2K FHHKEN RSA 2048-bit 1)
EV SSL R4 #82ET; (2) FLrH R R4 OV IR AHIETS CA, HAHKEE N 2048-bit, %k
K EEY RSA 2048-bit 1) OV SSL k55 #2K1EH: (3) R R4 IV RS EHIEF CA,
FEHK N 2048-bit, 25Kk ZPKE N RSA 2048-bit ] IV SSL AR5 28J5UEH; (4) Bt
R4 DV R4 #HEH CA, FHIKE N 2048-bit, %Kk B YK E N RSA 2048-bit ¥ DV SSL i
ZamdRiEt: (5) #uhi U R4 RIDZZIET CA, FHKE N 2048-hit, R HHKEN
RSA 2048-bit FIARUILAE 4 FUEF: (6) H e A R4 Ed T HE+H CA, BHIK By 2048-bit,
R FHKE N RSA 2048-bit FIHLIG . MAZIUET: (7) Hehf R R4 F:aliT FHET CA,
THYPICEDY 2048-bit, 2R FHIKE Y RSA 2048-bit #M A 1 2K1EH.
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The length of %1t R5 R CA certificate root key is 4096-bit. There are seven subordinate CAs under
this root CA, including: (1) #% KX R4 EV i #5iE 15 CA with key length of 2048-bit is used for issuing
RSA 2048-hit EV SSL Server Certificates. (2) % R4 OV IjRZ%-##E 15 CA with key length of 2048-bit
is used for issuing RSA 2048-bit OV SSL Server Certificates. (3) ¥ %L R4 IV R55#5iE+ CA with key
length of 2048-bit is used for RSA 2048-bit IV SSL Server Certificates. (4) #1%FHX R4 DV i 45 841F P CA
with key length of 2048-bit is used for issuing RSA 2048-bit DV SSL Server Certificates. (5) 1z R4
RIBZE 4 EHS CA with key length of 2048-bit is used for issuing RSA 2048-bit CodeSigning Certificates. (6)
A% R4 WIE T FiEF CA with key length of 2048-bit is used for issuing RSA 2048-bit Organization,
Individual Certificates. (7) %tz R4 JERETT FE CA with key length of 2048-bit is used for issuing
RSA 2048-bit Type | Individual Certificate.

ez A RS AR CA KT 2040 47 12 H 31 HEHI.
ez H A R5 #R CA certificate will expire on December 31, 2040.

B R4 EV IRSSEHIETS CAIEASKELE 2030 4 12 /1 31 HEI#], 2027 £1 7 1 H
&, A IZ CAERZKIT FHET.

Bz R4 EV RS 23FH CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

Bz R4 OV RS #:IET CAIEKTE 2030 45 12 H 31 HFI#A, 202741 H 1 H
&, BAFAMHZ CAERZERIT FE.

B R4 OV R FHIETS CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

B RA IV RS ZSIEP CAUEFH7E 2030 4 12 A 31 HF|#, 2027 41 H 1 HiE,
BTG % CA IE B RIT P iE+ .

B R4 IV RS 23IE T3 CA certificate will expire on December 31, 2030. From January 1, 2027, GDCA
will no longer use it to issue subscriber certificates.

B R4 DV REGZSIET CAIETKAE 2030 £ 12 A 31 HEIMA, 20271 H 1 H
&, EAFMNHZ CAIFRERIT AIE.

B8 R4 DV RS #3IEF CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

B8 R4 RS54 0FF CAET44E 2030 4F 12 A 31 HEI#H,2027 4£ 1 A 1 Hig,
AT % CA IE R KT FHER.

B i 8 R4 RS2 4 E+H CA certificate will expire on December 31, 2030. From January 1, 2027, GDCA
will no longer use it to issue subscriber certificates.

AR R4 5@ T FUEH CAEF4LE 2030 4F 12 H 31 H#I#H, 2027 461 H 1 Hitd,
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KA FAE I Z CAERRRAT T UEH.

B A8 R4 3@ 1T FiE+ CA certificate will expire on December 31, 2030. From January 1, 2027, GDCA
will no longer use it to issue subscriber certificates.

e AR R4 FERETT FEF CA ERKEAF 2030 4F 12 A 31 HEIH, 2027 £ 1 A 1 HiE,
BASEAE % CA IE B RIT FUEP.

i X R4 JERIIT U EFS CA certificate will expire on December 31, 2030. From January 1, 2027, GDCA
will no longer use it to issue subscriber certificates.

7) GDCATrustAUTH E5 ROOT

GDCA TrustAUTH ES.

' | | | | }

‘GDCA TrustAUTH E4 GDCA TrustAUTH E4 Generic
CodeSigning CA cA

GDCA TrustAUTH E4 EV SSLCA GDCA TrustAUTH £4 OV SSLCA GDCA TrustAUTH E4 IV SSLCA GDCA TrustAUTH E4 DV SSL CA GDCA TrustAUTH E4 Primer CA

Y. v v Yy A4 Y . 4
EV SSL Server OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization, Type | Individual
Certificate Certificate Certificate Certificate Certificate Individual Certificate Certificate

GDCA TrustAUTH E5 ROOT iF- B30 H kN ECC, RFHKE N 384-bit, & 7/
g% CAIES:, . (1) GDCA TrustAUTH E4 EV SSL CA , 81K i )y 256-bit, 25k %
BHK N ECC 256-bit [17 EV SSL k448 250E15; (2) GDCA TrustAUTH E4 OV SSL CA, #
BN 256-bit, 2Kk FEEHKE N ECC 256-bit 1] OV SSL ARk45-2:2KiE+; (3) GDCA
TrustAUTH E4 IV SSL CA, 4K N 256-bit, 5k Z81K & ECC 256-bit 1) IV SSL AR %5
Z2EF5; (4) GDCATrustAUTH E4 DV SSL CA, 47K 256-bit, 25Kk &8 K E N ECC
256-bit ] DV SSL AR %5 #:281E; (5) GDCA TrustAUTH E4 CodeSigning CA, FiHKE N
256-bit, 25K %K E )y ECC 256-bit 1A% 4 K0F15; (6) GDCA TrustAUTH E4 Generic
CAE1, ZHKE A 256-bit, 2K %K N ECC 256-bit IHLIA. N AZKIET; (7) GDCA
TrustAUTH E4 Primer CA, 258K 5 4 256-bit, 25 & %5 £ B S ECC 256-bit [N A 1 J5EH .

The length of GDCA TrustAUTH E5 ROOQT certificate root key is 384-bit with ECC algorithm. There are
seven subordinate CAs under this ROOT CA, including: (1) GDCA TrustAUTH E4 EV SSL CA with key
length of 256-bit is used for issuing 256-bit ECC EV SSL Server Certificates. (2) GDCA TrustAUTH E4 OV
SSL CA with key length of 256-bit is used for issuing 256-bit ECC OV SSL Server Certificates. (3)GDCA
TrustAUTH E4 IV SSL CA with key length of 256-bit is used for issuing 256-bit ECC IV SSL Server
Certificates. (4) GDCA TrustAUTH E4 DV SSL CA with key length of 256-bit is used for issuing 256-bit
ECC DV SSL Server Certificates. (5) GDCA TrustAUTH E4 CodeSigning CA with key length of 256-bit is

used for issuing 256-bit ECC CodeSigning Certificates. (6)GDCA TrustAUTH E4 Generic CA with key
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length of 256-bit is used for issuing 256-bit ECC Organization, Individual Certificates. (7) GDCA
TrustAUTH E4 Primer CA with key length of 256-bit is used for issuing 256-bit ECC Typel Individual

Certificates.

GDCA TrustAUTH E5 ROOT iE45:¥4 T 2040 4F 12 H 31 HF|#H.

GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.
GDCA TrustAUTH E4 EV SSL CA IE 547 2030 4 12 H 31 H 31,2027 421 1 Hi,
BT Z CAIERZRIT FHET .

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 OV SSL CA iF 5 7E 2030 4= 12 H 31 H 331, 2027 421 H 1 Hilg,
B ANEAT 1% CA IE R KRAT FIE+H .

GDCA TrustAUTH E4 OV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 IV SSL CA #iF K 7E 2030 45 12 A 31 H&I#, 2027 1 A 1 Hig,
B ANEAT 1% CA IF R KT FE+ .

GDCA TrustAUTH E4 IV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 DV SSL CA iF5%7E 2030 4 12 A 31 H##A, 2027 41 H 1 Hiz,
BAFAT HiZ CA IE R KT FIE+ .

GDCA TrustAUTH E4 DV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 CodeSigning CA iiE 564 7£ 2030 4 12 H 31 HE|H#, 2027 £ 1 H 1
Hitd, BAFEAMAHZ CAIERZE R P IEH.

GDCA TrustAUTH E4 CodeSigning CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Generic CA iIF F5#7E 2030 4F 12 H 31 HF|#,2027 %1 A 1 Hilg,
A FAE 1% CA EBZ KT HE+ .

GDCA TrustAUTH E4 Generic CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Primer CA F-347E 2030 4F 12 A 31 H#I#1,2027 41 H 1 Hig,
A FAE 1% CA EBZ KT E+ .

GDCA TrustAUTH E4 Primer CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

21



Il semnnnnaemes

Sooa GDCA F Fh5kHg (V1.8 fi)

Xt GDCA TrustAUTH R5 ROOT 15, #zif 4 R5 #R CA iE+5. GDCATrustAUTH E5
ROOT &k 144 CA 2K IKITT P iE-: GDCA 78 CA/NI % 22161 (CA/Browser Forum,
E PR, NHREPR CA NI ZSEEN, ZHlE CA EPFRFRHERINLIF, www.cabforum.org) & A5

FIECHT A Baseline Requirements Certificate Policy for the Issuance and Management of

Publicly-Trusted Certificates (fj#5 “Baseline Requirements” ).  Guidelines for the Issuance and
Management of Extended Validation Certificates (f&iifx “EV Guidelines”) #4745 & FIE # A St
A fEAE SSL #r 7 ib4, PLEBH AR (Minimum Requirements for the Issuance and
Management of Publicly-Trusted Code Signing Certificates). Guidelines for the Issuance and
Management of Extended Validation Code Signing Certificates ( &% “ EV Code Signing
Guidelines”) BEAT 25 K HNE B AL EAE RIS LIRS, A EHEREN, JFERrs:
MRAE H AT BIRCAS AT BT CP, WRA CP 5 CANI 43184z (CA/Browser Forum) KA
FHIRARAEREYE H ) 25 AN — Bt 7, T BL CATRI NS 23 18 32 1E 2R A R 9

For subscriber certificates issued by the subordinate CAs which are issued by GDCA TrustAUTH R5
ROOT certificate, #{ZZK{{ R5H# CAIE+ and GDCA TrustAUTH E5 ROOT, GDCA conforms to the latest
versions of the Baseline Requirements Certificate Policy for the Issuance and Management of
Publicly-Trusted Certificates (hereinafter referred to as “Baseline Requirements”), Guidelines for the
Issuance and Management of Extended Validation Certificates(hereinafter referred to as “EV Guidelines”),
as well as the latest versions of the Minimum Requirements for the Issuance and Management of
Publicly-Trusted Code Signing Certificates, and the Guidelines for the Issuance and Management of
Extended Validation Code Signing Certificates (hereinafter referred to as “EV Code Signing
Guidelines” )published by CA/Browser Forum (an international organization, also known as international
CA browser alliance, to establish international standards of CA, www.cabforum.org) to issue and manage

the publicly-trusted SSL digital certificates and publicly-trusted code signing certificates. GDCA regularly
checks the updates on CA/Browser Forum’'s website and continually revise its CP according to these
updates. The specifications of the CA/Browser Forum shall prevail in case of any discrepancies between
the provisions of this CP and the standard specifications published by the CA/Browser Forum.

1.2. XHLZFR5#RE Document Name and Identification

ASCREFRAR (R AR BRAR A PR 24w IEF5 5K V1.8) (fRi#k “(GDCACP V1.8)”, “ A
CP™). HRAMA CP HIBITERIESHM K. A CP rhyfRiub FAIEF HIE I i — 4
ME— RIS GbRIRAE, BRI S HA CP 2 1.4.1 7.

This document is called "Global Digital Cybersecurity Authority CO., LTD. Certificate Policy V1.8"
(abbreviated as “GDCA CP V 1.8” or “This CP”). Please refer to Appendix for detailed revisions of this

version. This CP specifies a unique object identifier for Certificate Policy of each kind of certificates (see
CP section1.4.1 for details).

A CP UL S SCUGE L 2R AT, 45 S SCRRAS 5 A SCRRCAS I B AT 5 L, B BL AR SCRRCA
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“{ﬁ o
This document is the Chinese-English bilingual edition of GDCA CP. In case any inconsistency or conflict
between the Chinese and English versions, the Chinese version shall prevail for all purposes.

1.3. PKI&5%# PKI Participants

1.3.1. B INEIRSEVIK Certification Authorities

HL T INIEARSS MUK (Certification Authority, fEiFK CA) MR IEB ALk, GDCA ZHR
i (R ANRILHE B2 CETFIMERSEHINE) e, HIERSLHE =T7imr
WIERR S ALK . GDCA &I 45 #8138 5 TG Bl % 77 F WU B E iy $RAIE R TER
ST BN TINMEIES 0 Z 5 k. CA RIAFRLIT P EIET CA SR IEFHISLAr
ARiE, ER— MM CA, — /MR CA B—HKIEBERMESZ.

Certification Authority (abbreviated as CA) is an entity which issues certificates. GDCA is a
third-party electronic authentication service authority established by law based on "Electronic
Signature Law of the People’s Republic of China" and
"Measures for the Administration of Electronic Certification Services". GDCA becomes a patrticipant in
electronic authentication activities by issuing certificates and providing certificate verification
services to the parties who are engaged in electronic transaction activities. CA also means an
element in certificate architecture that is issuing certificates to terminal subscribers or subordinate
CAs. Root CA is a special entity, which is at the top of certificate architecture.

1.3.2. VEMHLM Registration Authorities

TEMALK) (Registration Authority, f&i#% RA) 8% CA BryE Mt fe, e HigE
&, MAEBEELIER RS . R SRAFEBRET, T ALl g 1 B SR HIEF
UEF HTE & AU CA B RA S HVENE AR 58 BB, JERE MG B R84 CA BURA.
CA B RA KXt HiiE & 1 S M BTN, SR doe R RIE AR 4015 R . i)

SRS, TUE okl Rk 4 g S . RA IETUARIEIT F FZMAEIE T, RER CA 5B
BB TAE, FRIER I ENE - R A5 5% (CRL)H .

Registration Authority (RA) establishes registration process, confirms the identity of certificate applicants,
and approves or rejects the request of certificate applicants on behalf of CA. Before a subscriber obtains
certificate, he/she must apply for a certificate as an applicant. Certificate applicants must follow
registration process established by CA or RA, and submit registration forms and related application
documents to CA or RA. CA or RA will authenticate applicant’s identity and other attributes, and then
decide whether accept or reject this application. If CA issues the certificate, the certificate will be sent to
the applicant. While RA could initiate certificate revocation process according to subscriber’s requests, CA
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would be the only entity to complete the revocation operation and add the certificate to the certificate
revocation list (CRL).

1.3.3. iT F¥ Subscribers

WP B CA SGIES I s, BdEFr A #%5 GDCAIER A AL, 1T/ HHE
MR Z IR IFA B GRAT AT AA— B 7 2 5E N CRIESRAS B & 2 AL
NN EBRNFNE T IO RN LRSS S RBUFHS., db A e
PR, — IS, BALNIZE ARG B WA USRS 6 X+ &K,
SRR T VISR O R S NCRE RS 7N C PR A R VR EE L R S R & SR VA - o NP S EE i
I R AL B A NI R 55 o

Subscribers, the entities that receive certificates from CA, include individuals and organizations accepting
certificates from GDCA. Subscribers and applicants would not always be the same; in this case,
applicants need to ensure that they have obtained explicit and appropriate authorization. Individuals can
be divided into a natural person and person who belong to an organization; Organization contains all
kinds of government organizations, enterprises and institutions and other social groups. Usually, an
organization has a legal personality or National Organization Code; for equipment certificates, due to the
particularity of the entity contained in certificates, subscribers are usually organizations or individuals who
own the equipment, and would assume the corresponding obligations.

WK EUE T AAFTYR € e —SER, 4G 65 HE S — X B2 AR AL AH 1 e 24 4281
o 1T EA CP T A E FIE, J&RIEA CP Z15E K L5

Subscriber is the unique entity with corresponding public key in certificate and has ultimate rights to
control corresponding private key in certificate. Subscriber should use certificates under CP restrictions,
and assume the obligations agreed in this CP.

1.3.4. R# 5 Relying Parties

AT AR EARUE T AAREF DN AMAL, M7 AT LU IERIT 7, W] IASZIE
:FS)I/TF'O
Relying parties are entities who trust and use the certificates. These entities may, or may not be a
certificate subscriber.

TR ECE A —RUES, MO8 BAUEIE B mEE R, BRlEWIEDREsIE
(CRL) =ifi ] OCSP Jy sNAEMIEIRZS . KM Wb e id & 311 1 1% 5 4 RES (5 4E — 9Kk
Sil
To trust or use a certificate, a relying party must verify revocation information of the certificate by looking
up the Certificate Revocation List (CRL) or searching the certificate status with OCSP servers. Before

relying party trusts a certificate, a proper review process must be executed.
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1.3.5. HAthS 52 Other Participants

HAh 2 5321679 GDCA I HL TGS S IR AR AR 55 i HAb s 4

Other participants are the entities that provide related services in electronic authentication activities of
GDCA.

1.4. EPMH Certificate Usage
1.4.1. &E& BN Appropriate Certificate Uses

GDCA HJAT FHEH I8 eSS, $ZME-PRBARE, #AE MR HlinA eSS
FIRBGEZE AN MR ERiIr A OA RGt5E, HUMIEF FHRZEEAT M L R B, & iE4s
FERAR R By« AT BAEIE N 55 . R 1 RUOSIESFR IR 10 4K B0 AN [ T 3 BUIE
R ZE AN, GDCA LT JHIEAS AT A2 MR FE T B0S% . WL 55 SR AT, DASEEL S 4
WIE. BF24 . REEEEINE S H .

Subscriber certificates of GDCA are widely used. Different types of certificate are applicable for different
cases. For example, individual certificate is used for sending encrypted e-mails with digital signatures,
logging into OA system, etc.; organization certificate is used for online tax declaration, etc.; and
equipment certificate is used for identifying equipment and encrypting communication tunnels, etc. Apart
from different applications caused by the identity of the certification subject, GDCA subscriber certificate
can be widely used in e-government, e-commerce and other social activities to realize identity
authentication, electronic signature, and encryption of data etc. Meanwhile, it can be used to ensure the
validity and authenticity of identity between peers of communication via Internet as well as the integrity
and confidentiality of information.

GDCA I FEfs, MIfe BT DU 2 T 512 4 7
Certificates issued by GDCA can meet the following security requirements by functionalities:
®  SrOrihiE, TRIERH GDCA fEAE MRS HIUEF R & S iy 0G5
® I|dentification: the certification can ensure the validity of certificate holder using GDCA trust services.
o INIF(EEEEM, RIEKH GDCA BTk E T2 A mr, Al LUHIEE B e (L i i
PR R MR, RIEAHEWE R RTS8

® \Verification of integrity: the assurance to an entity that data has not been altered and further verifies
the consistency of information between sender and receiver using certificate of GDCA.

o (EEMBLENE, PLEVERIEMAIR I NSO BRINLE, AoitfEa e Rkaiix
B
® Confidentiality: the certification can ensure the confidentiality of information during transmission, and
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avoid the leakage to other non-authorized parties.
® IEETAEA, M ATAARSE T AN TR AR 4 R B 25 44 BEAT BRI

Verification of digital signature: the certification can ensure the non-repudiation of transaction entities
by verifying the digital signatures.

RYTIEF R, GDCA P A MNEHEFE N ANFGE . HUSKIES . & 2KIETS. SSL

MRS5S ERRUESS . ARV A RIE 5. Horp

According to the type of certificate, the certificates signed by GDCA include Individual Certificates,
Organization Certificates, Equipment Certificates, SSL Server Certificates, and CodeSigning Certificates.

® X TN ANKIEBMHUIRIES, GDCA IR AIET 24550 En77.
PRI RNEEAR, SO 438, FAME, 2 a5 gollim, 007 ™

For Individual Certificates and Organization Certificates, GDCA classifies them into four categories
according to the security level, authentication method, and private key protection mode of the
certificate. The higher the class, the higher the security level, and the more strict the authentication
method;

® X T SSL IR ERIGIETS, X 43N DV SSL (Domain Validation SSL) iE45. IV SSL
(Individuals Validation SSL) iE+5. OV SSL (Organization Validation SSL) iF+5 Al
EV SSL (Extended Validation SSL) 1iF3;

For SSL Server Certificates, there are DV SSL (Domain Validation SSL) Certificates, IV SSL
(Individuals Validation SSL) Certificates, OV SSL (Organization Validation SSL) Certificates and EV
SSL (Extended Validation SSL) Certificates;

® i FAUSREZAESS, N N s AL A EV ARSI S

For CodeSigning Certificates, there are normal CodeSigning Certificates and EV CodeSigning
Certificates;

® W UETA X Hdk T 3K
Equipment Certificates have no classification.

WP AT DURAE SR 22, B A e R AR &8 IIE 2R, ARIES RA A

[7] FA) 2 FH o

Subscriber can choose suitable type of certificates based on actual requirement. Different certificates are

applicable for different cases.

1.4.1.1. N ANZKIEF Individual Certificates

MR LGN NECTES:, DRSS ERNBEE SR, ass i, Al i T,

MAKUEF LIRS CGF 1R NEFS 26 2 A NIEBAEH T SSLEF AL 2E 4
EF):
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Individual certificate is a digital certificate that is issued to the individual, including natural person or
personnel with specific identity, such as civil servant and employee, etc. There are four different types of
individual certificates (Type | and Type Il individual certificates are not applicable to SSL certificates and
code signing certificates):

% 1 RN MNEPB——RAHE M A5 SIS R P A RAIED e, & TR 290 )
FEL T 4 95 I8 A0 % T P 055 T A . FRIE 55 1 2R RT3 L 5 47 B3}, GDCA
ABWAEM P HRZER, it FHLSISE, ZIEHNH T 22 E2RA RS
THRAERE4L . 2 iy ] T e 5 U B IR/ INGIAE 5 55

Type | individual certificate provides the basic authentication function in the process of online information
transmission, which is applicable for the cases of the low security requirement, including e-commerce and
non-e-government transactions. There is no need to offer identity information when applying for the Type |
Individual Certificate. GDCA just need to verify the information submitted by users, such as e-malil
address, mobile phone number and so on. Type | Individual Certificate can be used for e-mail signatures
with low security requirement, client-side authentication, and small transactions that do not require any
identify certificate etc.

5 2 B NIEB——RMEW A5 A EE L PR B GE. 5 BN M7 44 46 T)
E, S8 TR 2 A — g BRI HL T 55 T AT A A HE T OSSN k. AR 26 2 RN

IEASI F PR A PRI S BRME S, GDCA Ui 7 IR A5 2, 22T, i@ A
R =TT B ST AR AN NS0 ER, ZIEBNH T HERM RS, PEEEL S
£

=

4

Type Il individual certificate provides the identity authentication, data encryption and digital signatures etc.
in the process of online information transmission. It is applicable to the e-commerce with high security
requirements and non e-government. When applying for Type Il individual certificate, GDCA requires the
applicant to provide some personal information, to verify the information submitted by users and, if
necessary, to authenticate the identity of the individual through an authorized third-party database. Type I
Individual Certificate can be used for login through internet and the transactions with medium amount
payment.

55 3 FANIEH——SLHUE M _EAF B ARSI 2 P 22 2 00 Bem 1 S AR {5 20 A
B R EIRE, 8 T 22 4 BRI e A FL 7 7 5% L P AU A FL 3 OS5 N AT R
% 3 RN NIEBIN THR ML 7E BB S5 B & BB, GDCA W20 B 4 Bk} I FR g Rk
ATUE, SRR AT DOEI T . AU, AT R AT B A SR FREE SR A S B 5
JBER = 5 K e R A5 S BEAT LU XS BRI, RN TR N R S S rAIE . BORH
THRSEZEHE

Type Il individual certificate is used in the process of identities authentication, information encryption and
digital signatures etc. during online information transmission with higher security level, applied for
e-commerce and non-e-government with higher security requirement. GDCA requires the user to provide
complete identity information and application materials when applying for the Type 1l individual
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certificates. The GDCA must authenticate the identity data and application materials through  voices,
videos, photos, etc., or compare the information with authorized third-party database. Type Il Individual
Certificate can be used for the authentication of specific application system and e-commerce transactions
with large amount payment.

5 4 B NEP——SEIHE M _EA5 B AL ISR b 2 e 00 s i S rAiIE . 5 2N
By A0 ThRE, 8 TR 22 4 BEORAR R 1) L 75 55 0 FH ATUSRT H 1 B 55 I P A0 FR I 56
4 R NIEP RS e B0 S5 B HEA R, GDCA Ul 15 . M. Al SEE)
St T 1T P S 0 25 07 AT RN, IR AN i 250K FR I 2 5 A2 RS S8 S LB = 05 B e
e B BEAT EEXT IS, ZAEB R T A FRSEIT . KB TR 5585 5%.

Type IV individual certificate is used to achieve the highest security level of identity authentication,
information encryption and digital signature functions during online information transmission. It is applied
to the cases with highest security level, including e-commerce and e-government. Users are required to
provide complete identity information and application materials when applying for Type IV individual
certificates. GDCA must verify the identity by voice, video, photograph, or face-face verification, etc. Type
IV Individual Certificate can be used for the signing of electronic contracts and large amount payment of
e-commerce transactions etc.

1.4.1.2. HL#KIEP Organization Certificates

MU LGN BCTIE S, WU AR, BUFHLOG. thaHR<E, GDCA A&k
55 1RGS2 RHUVESS, R 3 ML 4 SRHLAIEFS:

Organization certificate is a digital certificate that is issued to organization, including enterprise, institution,
government and social organization, etc. GDCA does not issue Type | and Type Il Organization
Certificates, and only issues Type Il and Type IV Organization Certificates.

585 3 FNUNIEA——SEHUE M _EAF S AR RE T B GIE A5 B s Aty 26 44 26 3
BE, 38 TR 22 A R Ry ) P 1 55 I AN A L 55 B R A0, FRE 2R 3 SRMLAIIE
oIS T SO e B B 15 B FRAEATRL,  GDCA 2500 WURE A BERE KRB A RHEEAT S0 0IE,
Ay AT BB . AU SRSy s AT A A BORE B 2 SR A N5 B S BUBCR =5
Hdfe e P S B AT LU SRR, IR N TR E M RS S AIE. BT InfEE
E1

Type lll Organization Certificates are used for authentication, information encryption and digital signature
in the process of information transmission on the Internet. It is applicable for the cases with high security
requirements, including e-commerce and non-government transactions. Subscribers are required to
provide complete identity information and application materials when applying for Type Ill Organization
Certificates. GDCA must verify the identity by voice, video, photo, face-face verification or compare the
information with authorized third-party database, etc. The certificate can be used for the authentication of
specific application system, digital signature, and encryption etc.
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55 4 RHVIEP——SEIUAE M _EA5 B AR ISR b 2 2 00 m i B e 15 2003 Al
TREVEIIRE, TR0 4 BERAR v 1 LT 55 N AR T O B U FRE A 4
FNURIE-PIN FF S Ot e B0 05 2 S A kL, GDCA AUl 155 . AL, 4R SEalse
Jit T X T (1 40 5 7 AUHEAT WA, SR AR I 250K IR A 1R A AR B S BUBER =T Hdla e T
5 REAT O RAIE, ZIEBNH TR TERKEIT. KB TR 5 55%,

Type IV Organization Certificate is used to achieve the highest security level of identity authentication,
information encryption and digital signature functions during online information transmission. It can be
used in the cases with highest security level, including e-commerce and e-government. Subscribers are
required to provide complete identity information and application materials when applying for a Type IV
Organization Certificate. GDCA must verify the identity by voice, video, photo, face-face verification, and
compare the information with authorized third-party database. The certificates must be used with USB
Key. They can be used for the signing of electronic contracts and e-commerce transactions with large
amount payment etc.

1.4.1.3. #£&ZKIEF Equipment Certificates

RIAUA 25 e e OB UETS, e BAE RS A% . Bk B dsas, BSRuE -l & H 1 K
A INE, W2z eE BRI G, 4R AU HOUEF 16 b5 25 7T LA
o0 WAl R 5545 (4 S A, IR SSL R I IE DUE U7 EAT N 251k

Equipment certificate is a digital certificate that is issued to equipment, including servers, firewalls, routers,
and etc. It is usually used for network equipment identification and secure communications. For example,
certificates issued to servers enable browsers to authenticate the identity of website with certificate and
create SSL channel for secure session.

1.4.1.4. SSL BR45282KUE+S SSL Server Certificates

SSL g5 as R UEFAriR Web Pufisls Web 5550 54, wT DL - UE B Rk (1) B 43 B
HUB. Mt SSL nEimiE, AMEHTRRLS . SIS BRI .

SSL server certificate is a digital certificate that identifies the website or server, applicable for verification
of website certificates and provides SSL channel. It cannot be used for signature or verification of
transaction and payment.

GDCA JITZ5 K 1) SSL k55 #s RUE B4 AT DU A
SSL server certificates of GDCA include the following:

® EVSSLiFF (Extended Validation SSL Certificates), B#™ & 56 iF Al IR 2% 244F 1

® EV SSL certificate (Extended Validation SSL Certificates), the extended validation SSL certificates.

® OV SSL iF (Organization Validation Certificates), B[ 75 BE&IE [ 3 i G WAL BL 52 B
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B HIARAERS SSLAEFS

® OV SSL certificate (Organization Validation Certificates), the SSL certificate requires to verify the
identity of the organization that owns the website.

® |V SSL iF# (Individuals Validation SSL Certificates), B[ 75 3E503F N uh4E # /NN &
B I FRERY SSL AIEF

® |V SSL certificate (Individuals Validation SSL Certificates), the SSL certificate requires to verify the
individual identity of website owner.

® DV SSL iF+5 (Domain Validation SSL Certificates), [ - 3&iF ¥ sk 35 42 G #L I ] 5
A SSLHIEP

® DV SSL certificate (Domain Validation SSL Certificates), the SSL certificate that only verifies the
ownership of the website.

Hodr, OV SSL EF5 IV SSL iE 45 v SZHL M sl AL 2545 B 025 DL AL I i ¢ 47 FRI B81E T RE
DV SSL iF 45 Rt b L2515 SR Thhe . EV SSL IF %G (GDCAEV iFHEIE), A
CP AN X gt 47 BAK )ik .

OV SSL certificate and IV SSL certificate provide the functions of information encryption and verification of
website identity. DV SSL certificate only provides information encryption. The issuance and usage of EV
SSL certificate conforms to “GDCA EV CP”, which is no longer covered in this CP.

SSL i 5% S-S AN R A AORISE,  nmiiskAs . BUFIRA 55

The types of domain names in SSL server certificates are not restricted, e.g. .com, .gov etc.

1.4.1.5. fRIB&42EF CodeSigning Certificates

A4 SRR IR A AU FRIRBE AT, HBeH T8 RS 844, A5
TR 5 SO I sE RN -

CodeSigning certificate is a digital certificate that identifies the source or owner of the software code. It
can only be used for digital signature and cannot be used for transaction, payment and encryption, etc.

ARAGREAL RUE T P b AR, AP G T &8 mEA., =
BURAT . BB E A .

Subscriber must commit not to sign malicious software, virus code, infringement software and hacker
software using CodeSigning certificate.

FRAG2E 44 FAUF AL FE @R AL 2 A UE T EV ARIGZE 4 IE TS, EV RIS E T 2 AT 518
FRBSREA T DIRE, T/ [R5 b ZEAT S BRGE— 7™ Hs S A B8 UE A 1 B ™ 4% B IE 5 AL B
YL BV RIS ZIETEIE (GDCA EVAEPHENEY, A CP AR H kT BAR A

CodeSigning certificate includes normal CodeSigning certificate and EV CodeSigning certificate. EV
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CodeSigning certificate has all functions of normal CodeSigning certificate. The difference of EV Code
Signing is that the issuance and usage of EV CodeSigning certificate must follow the strict international
standard of identity verification and private key protection mechanism. EV CodeSigning certificate
conforms to "GDCA EV CP", which is no longer covered in this CP.

1.4.1.6. ZZREFHUET RIS RFRIRAF CP Object Identifiers of Certificates

FEZR CP A O RESRAEAS (IEAS BRI I 7> e — N — R0 SR IR T, BRI R

We assign a unigue object identifier to certificate policy items of different types in this CP, the regulation is
as follows:

1B NUFP AN 1.2.156.112559.1.1.1.1

Type | individual certificate policy: (1.2.156.112559.1.1.1.1)
552 A NIE T 5Eng: 1.2.156.112559.1.1.1.2

Type Il individual certificate policy: (1.2.156.112559.1.1.1.2)
55 3 AN NIET55En%: 1.2.156.112559.1.1.1.3

Type Il individual certificate policy: (1.2.156.112559.1.1.1.3)
554 B NIEF NS 1.2.156.112559.1.1.1.4

Type IV individual certificate policy: (1.2.156.112559.1.1.1.4)
55 3 FHUMIAE P HemE: 1.2.156.112559.1.1.2.1

Type lll organization certificate policy: (1.2.156.112559.1.1.2.1)
55 4 BHUMIE TS 5N 1.2.156.112559.1.1.2.2

Type IV organization certificate policy: (1.2.156.112559.1.1.2.2)
WAIE 55 1.2.156.112559.1.1.3.1

Equipment certificate policy: (1.2.156.112559.1.1.3.1)
OV SSL iE P55 ms 5 G AR 17 AF: 1.2.156.112559.1.1.4.1

OV SSL server certificate policy: (1.2.156.112559.1.1.4.1)
IV SSL iF 5 SR w6 S AR IR AT : 1.2.156.112559.1.1.4.2

IV SSL server certificate policy: (1.2.156.112559.1.1.4.2)
DV SSL ilF 5 SRS 6 R AR RS : 1.2.156.112559.1.1.4.3

DV SSL server certificate policy: (1.2.156.112559.1.1.4.3)
EV SSL P SRms A RARIAST: 1.2.156.112559.1.1.6.1

EV SSL server certificate policy: (1.2.156.112559.1.1.6.1)
e AU RS AL UL SRS X AR IRAT: 1.2.156.112559.1.1.5.1
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General CodeSigning certificate policy: (1.2.156.112559.1.1.5.1)
EV AR A IE 1 5 RARIRAT: 1.2.156.112559.1.1.7.1

EV CodeSigning certificate policy: (1.2.156.112559.1.1.7.1)

1.4.2. FR &1 iE B2 Prohibited Certificate Uses

— MM E, GDCA L —Beth H AIES:, T EARIAS RO 2 (B AR LA . 8
gk, GDCA IEH{EDIfRE EARAZBIREIN, WM NESRBEH MNP, mARE
N IRGS as B W UAIE P

In general, GDCA certificates are general certificates. These certificates can be used among different
relying parties for mutual operations. However, some features of the certificates are prohibited. For
example, the Individual Certificate can only be used as individual case rather than the cases being used
as Equipment or Organization Certificate.

WEBA R T ATEH T BB TR h S izl vest, sl T 2Z5RpI %
WG, Iz IERAE . MUR CHLA SATEGEIN AR SE . 25 2@ 1 1) AR ge sl 42 i) 2
g, BONE NIRRT B S EBOET. . N 3053 8™ B A BRI .

Special note here, the certificate is not designed for, not intended for, not authorized for control equipment
in danger, or for the occasion where the failure is required to avoid, such as operation of nuclear
equipment, navigation or communication systems of shuttles, control systems of air traffic or weapons,
since these faults or failures may lead to death, personal injury or serious environmental damage.

UEP AR AR AR B B SE R IR X 2 i N, thaR AR AR (g ik
ARG S BRI A IO S5 A, 75 g R R R T B R

The certificate is prohibited to be used in such circumstances, such as any violation of state laws,
regulations and national security or legal consequences, in addition, a certificate is prohibited to be used
in business that involves criminal activities, or in business forbidden by laws, otherwise all legal liability
that triggered by this will be taken consciously by user themselves.

1.5. SRR Policy Administration
1.5.1. SR RSB FEHLHM Organization Administering the Document

GDCA %452 125 & GDCA HLFINUEARSS BT A3 SRmS ) i e B B LA, ol oe 4
PREREA CP,

GDCA Security Policy Committee is the highest management authority responsible for review and
approval of electronic certificate services, as well as the highest decision organization to perform
inspection and supervision of the CP.
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GDCA %A HIEZE Rtk A TARERZE. [TEHO. EHPO. BRPL. BER
55 L ST SR S E AR ALK

GDCA Security Policy Committee is assigned as the document management authority responsible for
establishing, publishing and updating this CP. The committee consists of the relevant representatives with
the right of decision-making from GDCA's management, administrative center, marketing center,
technology center, operation and service center, etc.

GDCA % 4= M 2% O3 2 I TAT R B3 A A UIE 5 SR BEAT 7 BRI HERS , 2247 — SR O E AL,
IR ZEAAA], 2 Ol EAETTHIA SRR ERL

Member of GDCA Security Policy Management Committee has the right to vote over management and
approval of certificate policy. The Chairman of the committee may have two votes for decision in case of
tie of votes.

AR SRS SRS O Ah ) Al 5555 H AR iiAT BUE BT ] 5193

Consultation of this policy document to the external parties and other routine jobs are undertaken by the
administrative department.

1.5.2. Bt Z& A Contact Person

BERIEI]: GDCA 4T BUEHEH]
Contact Department: GDCA Administrative Department

KRN Fat

Contact: Ms. Wang
R A4 k. gdca@gdca.com.cn

E-mail: gdca@gdca.com.cn

Bt & Hi%: 020-83487228

Tel: 020-83487228
f£H.: 020-83486610

Fax: 020-83486610
ke AR NRICATE 7R T M TS XA R A i 448 5 plefii K2R 23 1%

Address: 23F, 448 Dongfeng Zhong Road, Guangzhou, Guangdong, the People’s Republic of China
g : 510030

Postal Code: 510030
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1.5.3. RE CP K& KIEHIPLH Committees Determining CP Suitability for the

Policy

A CP Hi GDCA %4 RS2 b, BIEA CP MEIT R AR H .

This CP and the corresponding modifications and version changes should be approved by GDCA Security
Policy Committee.

GDCA ‘% 4= 52 R 26137 7Pt GDCA [f] CPS £ B 5a 4 CP, & lL#EFI k€ GDCA [¥]
CPS /275 54 CP FHi& N AL -

GDCA Security Policy Committee is responsible for assessing whether GDCA CPS is in accordance with
this CP as well as approving and deciding whether the CPS of GDCA corresponds with the CP or not.

1.5.4. CP #it#EFE* CP Approval Procedures

A CP H GDCA LA TRIEZ: il AT M o 5 B A S RN e SO, 358
GDCA %4 R 2 =R 1%

The CP is drafted by the director and secretary team of GDCA Security Policy Committee. The CP is
submitted to GDCA Security Policy Committee to for review after the draft.

1.5.5. CP f&1] CP Revision

GDCA FR¥E K BURE I . BOREER . bt Solk 35 % e G UL K RHiZ 1T A CP, CP
I 5 /N HARGEAH G I UL E CP BT, $25¢ GDCA L e RIgE %, KiZRAE
s, EXAE GDCA B 7 Mk 1R Am .

A CP BAREBI IR WRTAENSN, WEIEIERRAR S . BB AT ) A2 R0 8] &
(EARGE

The CP will be updated timely in line with the change of national policies and regulations, technical
requirements, standard and business development. If the CP will be modified because of standard
changes, technical improvement, security mechanism enhancement, operation environment changes,
laws and regulations requirements, the proposal report about modification will be submitted by GDCA
administrative department, then it would be audited by the GDCA Security Policy Committee. After
approved by the Committee, GDCA will publish it on its website.

This CP is updated at least once every year. Even if no other changes are made to the contents of this CP,
GDCA will increment the version number and update the release date, effective date, and the revision
records of this CP.
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1.6. EMXFZEE Definitions and Acronyms

1.6.1. RIEE X — ¥ F List of Term Definition

ARG

X

L7 I iR 55 LR
(CA)

—ARBEE R BB A AT FHE TS BB .

UE 5 mE (CP)

—Em AN, IR IREY — AN e BIA s B A H
Al 22 AR AN SRR G e . Biltn, — MR CP AT L
AR ol I T2 N Ak B VA2 B s sh i 2 577,
T 28 58 W ARV R AR A AT IR 55

NIFER 1% (Certification
Path)

—AHFRERFY] (BF e RGN R A, dEidit
BAZ P 3 AT SRAG AR st B0 A o

% 5% (Participant)

TE—/NhE PKI AR R — A A NEd 2, iy 7. A
77+ CA. RA. iEBHIENA . IEFERSGSRAE . a2 plsr
1

% g R E £ ( Policy

qualifier)

TSR m& (12 K, TTRES CP driR#F4L A L ILAE X.509 iiF 5
. %45 B AR & n] F CPS Bk il i) URL bk,
AR AL SR P 2R S F .

TEMEZALE (RA)

HA T A2 I RER) Sk : bl MEANEHHiEE, [
BEEEAIET S, ST NIRRT A B, Ak
BT A B R AR IE R, R BSR4 1T B e
BUE IR R H2, RA JFAZRIES (R RA AU3& CA 7k
FHHLEAESS).

##i77 (Relying party)

IEPS RIS , A TZAIE S ANZIE S e M H 7284

WA J7 B (Relying

party agreement)

UEFAUEN U S U7 P8 & s, EHHUE 7 AERIERCY
26 4 B A A RS WL RS A A 0T AT OBURIA 355

1T/ (subscriber)

WEMUR 2 — SKAUEF HJUE P 1K

1T /P i (subscriber

agreement)

CA I P 2283 (il ME 1 X057 FEMUA A% E BAIE S 1Y
AR B AT BRI AN LSS

A 55 R )5

W AE IR GDCA 73l — M55 RS, Mk 55115 5 H]
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TN S

% % ¥E  (Activation
Data)

M T B E SR P b R A I HL 75 BRI A AR P A E
(Bildn: PIN. 4 BN T2l (1 s P30 800D

%5 (authentication)

HEN N HLASED LSRN B SHE iR
£ PKI _ETRSCH, SR4R AR RS AR € 42K H I B
V7 1) B A N B S S0 FOSR A N B A

WAE Mk %% A

( certification practice

TEAAEAUITERS R T, AT SR b
SRR 55 S BRI 4

statement)
Term definition
CA The authority is responsible for certificate issuance, management,
revocation and updates.
CP It is a set of naming rules used for indicating the applicability of a

specific body or application type with the same requirements of
security. For instance, a specific CP could indicate that certain type of
certificate is applied to verify the parties participating in
business-to-business transaction activities for a given price range of

the products and services.

Certification Path

An ordered sequence of certificates (including the public key of initial
object in path) could obtain the public key of end-user object by
handling the path.

Participant

The individual or organization who plays a role in given PKI, such as
subscriber, relying party, CA, RA, certificate generation authority,
certificate repository service provider, or similar entities.

Policy qualifier

Information relying on policy may be saved together with the CP
identifier in the certificate conforming to X.509 format. The information
may contain usable CPS, URL address of Relying Party Agreements,
and contents included in the clauses use by certificates.

RA

Entities with one or more functions as follows: identifying and verifying

certificate applicants, approving and disapproving certificate
applicants, initial certificate revocation or suspension under certain
circumstances, handling requests of certificate revocation or
suspension, and approving or disapproving certificate and key
renewal requests initiated by subscribers. However, RA does not issue
certificates (in other words, RA assumes some responsibilities in place

of CA).

Relying party

It refers to certificate receipts. They rely on the certificate and the
digital signatures verified by the certificate.

Relying Party Agreement

The agreement between certification authority and relying party. It
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usually defines rights and obligations of the above two parties during
the process of verifying digital signatures and other use of the
certificates.

Subscriber

Subscriber is the entity who receives certificates.

Subscriber Agreement

The agreement between CA and subscribers. It defines rights and
obligations of the above two parties during the process of issuing and
managing certificates.

Business Identification
Number

During the process of certification application, GDCA assigns a

business identification number to subscribers. This business

identification number is used to confirm the subscriber's identity.

Activation Data

It refers to data value that is necessary for operating cryptographic
modules and needs to be protected (For example, PIN, password,
command or manual controlled key sharing parts) rather than key
data.

Authentication

The process of making sure the individual, organization or things is the
same as it claimed. In the context of PKI, authentication is a defined
process to ensure if the individuals or organizations with specific
names trying to access the other individual or organizations are real.

Certification Practice
Statement

The statement of business practices used by certificate authentication
entities in the process of certificate issuance, management, revocation

or renewal.

1.6.2. YEHRAE F Ho A X — W3 List of Abbreviations and their Meaning

CA Certificate Authority T IUIEAR S AL

cP Certification Policy IEF SR

CPS Certification Practice Statement I E L 5550 )

CRL Certificate Revoke List WEBHUE Y #=
Global Digital Cybersecurity Authority

GDCA e ARHB A A7 IR 2 =
CO., LTD.

KM Key Management Center SR BH A F

LDAP Lightweight Directory Access Protocol B S A B

LRA Local Registration Authority AN HIE 57 T

OocCsp Online Certificate Status Protocol 1ERIF R s

PIN Personal Identification Number AN B AR SR

PKCS Public KEY Cryptography Standards N LB EH SRR b v

PKI Public Key Infrastructure N LR IR A T
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2. RAi 518 B EFFE Publication and Repository Responsibilities

2.1. {52 FE Repositories

GDCA 15 BER —MXAMNATFE B, BReWSIRAE. HURNREF A& 5UEHA KME B
GDCA 5 B JE N FUIEEAR T LN ZE: CP 1 CPS BT Sl A iEFi. CRL. 1T/
s, LA I B GDCA A& IR AT IS B« GDCA ¥ K K AT 515, CPS (BT At e
BRI N 2. GDCA 15 8 FEr LB MAE:  https://www.gdca.com.cn i), ki1 GDCA [l
i € M H e O 3R A
GDCA repositories are open to the public. It can store, retrieve certificates and their related information.
GDCA repository includes but not limited to the following: current and historical CPs and CPSs,
certificates, CRLs, subscriber agreements and other information published irregularly by GDCA. GDCA
will release certificates, CP and CPS revisions and so on timely that must remain consistent with the CPS,

relevant laws and regulations. You can search at https://www.gdca.com.cn or via any other
communication methods specified by GDCA at any time.

2.2. {8 BW KA Publication of Information

GDCA 7£ 5 J7 M3k https://www.gdca.com.cn & A5 5 2E, 1% M & GDCA kAT T A 15 5
B B BAUEIRIE

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website is the

primary, most prompt and authoritative channel to publish all information about GDCA.

GDCA it H R IR &5 28 R AT P HER A CRL, 1T /7 B # 7 AT AL U 1) GDCA )
H MR 55 #45 RBGIEF 15 B A A UE 513K RN, GDCA $REAELUEFIREE MRS, T
PSS B UE B RS R

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain information of
certificates and CRLs through LDAP. Meanwhile, subscriber or relying party can get the current status of
certificate instantly via OCSP service provided by GDCA.

AR, GDCA g o iRk 7 ZER U At mT e 118 kAT (5 8 K AT -
Meanwhile, GDCA may also release any related information in other possible forms.
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2.3.  RATHKIE E)FIZ Time or Frequency of Publication

GDCA TE1] FHE 125k sl # i as IN , 1@ I H 5% IR 55w 50 E J7 Wil H 3E 1581 CRL & Af
RATFIHRNA KT 24 /NEF, BITE 24 /NN R AT EGHT CRL; TR R 2T H T, GDCA fTLLH
1T ¥ EUET AT CRL [ R A [A] » GDCA R4 R AT — IR - T IMIEAR S ML CA UIE-P N 513%

(ARL).

GDCA releases automatically the latest certificates and CRLs via LDAP or official website within 24 hours
after the certificates are issued or revoked. In particular, GDCA can choose time to release the certificates
and CRL in case of an emergency. GDCA releases CRL of CA (ARL) once every year.

5 R LA Y 2R I R AN TR, B GDCA ML Y, SR FhR A7 B 1% 2 RIS 1) |
AL, JF ARG B SE I ER N

GDCA can individually choose the time and frequency of releasing other information of repository. The
release is immediate, efficient and consistent with the requirements of the laws.

2.4. g BEVF$EH| Access Controls on Repositories

GDCA {5 B HIE BRI AT AT, AR AAREWS A, WX EAE B A R B U5 1]
ANSZAEAATFR A o

GDCA B M4l Rgrwcaiit. waEH i A L AU 514 fe

TESERNII. MER. B2 KATEERAE.

The information in GDCA repository is publicly available. Anybody can read the relevant information, and
there are no restrictions on the read-only access of such information.

With network security, secure system design and security policy, GDCA ensures that only authorized
employees can add, delete, modify and publish the repositories.
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3. iR 5 X5 Identification and Authentication

3.1. #y4 Naming

3.1.1. 4257 Type of Names

GDCA ZRMATIEH R & X.509 brifE, MFCss i3 RiAT & I EARB 4%, K X.500
LIEXVIEW

The certificate issued by GDCA format meets X.509 standard and the identifier which is assigned to the
subscriber as the DN meets X.500 standard.

XFF SSL RS A UESS, BT A% #R TSI 2 £ AU 44 v, 0 ERUE A O B4, 20
B S B T A T i At AL B TP sk

For SSL server certificate, all domain names or IP addresses are added as the Subject Alternative Name
and the common name is a primary domain name which must be one of the domain names or IP
addresses from the Subject Alternative Name.

3.1.2. Xn A B X HIZER Need for Names to be Meaningful

VPR AL 5 i i 4 BLEAT — @ AR S, WL EUE B R BN A LA R
BRI S

The subscriber’s name must be meaningful, usually contains the semantics which could be understood.
The name could be used to confirm the identity of individuals, organizations or equipment in the certificate
subjects.

3.1.3. TP RIEAZ B4 Anonymity or Pseudonymity of Subscribers

PRI S % HED, TR RS .

Subscribers cannot use anonymous or pseudonyms to apply for certification. Also, anonymous or
pseudonyms cannot be used in certificates.

3.1.4. FEREAS A} 48 B9 Rules for Interpreting Various Name Forms

K X.500 H 51 44 i 42 K0 0] ek o

The interpretation should conform to naming rules of X.500 DN.
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3.15. fr 4 ME—: Uniqueness of Names

GDCA NARIERE K45 HAT P eSS, L EARE4%, £ GDCA (GRS A2 ME— 1. 2
UM R A2 AR, BLSE HE & DL Se A

DN of certificate must be unique for different subscribers in GDCA trust domain. When DN is not unique to
different subscribers, the first applicant of this DN shall govern.

316,  FEREIRA. £ 5HE

Recognition, Authentication, and Role of Trademarks

GDCA 25 & FIUEAS i) EAREUN 2 AR SR br 44

Subject’s DN of certificate issued by GDCA does not contain any trademarks.

3.2. ¥WIHBEE A Initial Identity Validation
3.2.1. E B4R FAEA 771 Method to Prove Possession of Private Key

UE P B 0 AIE B 476 5 BT By A o B AR S AN, IR B B VS AR IE P i T
B a&HT7EY (PKCS#10). He S5 SIS AR R 7%, 803 GDCA ZR I ek
W, BRI IVIGELE S (o E i B AR A BRI B PIN i) 2%,

Applicants must prove that he/she holds the corresponding private key to the public key being registered.
You can use the ways of digital signature contained in certificate request messages (PKCS#10) or other
equivalent method to identify the secret keys, or some ways required by GDCA, such as initial information
(distributed key medium and its PIN code), etc. to prove that you holds the relevant keys.

3.2.2. MAN B HI %] Authentication of Individual Identity

X PRI NS BHET, BFAAKET, (R4 SR, SSL M BET
B, FRIN AL U A AR I TLSIE B . A A S 05 B L T

For the application of all types of individual identity certificate such as individual certificates, CodeSigning
certificates, SSL server certificates, the identity of applicant must be authenticated by GDCA.
Authentication of individual identity includes the following:

1 SANE R RS EANR TN S 0 IE B B IR RS tBUR AL ATUA B BERSIE A A S 473
AT RO B A R R AT R RIBUBER =7 Bl A

1. Authentication attestation includes but is not limited to valid government issued personal ID or
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military 1D, or valid authoritative third-party database signed document.
2. RZEUEP G GRS RS A ROCHFECE = SR R SRR RARSE, RS BIHE
AR, EEMHME B &L LR E AT,
2. GDCA verifies to a reasonable level of assurance that key information in certificate application

matches valid document or third-party database. But final confirmation of applicant’s information
shall govern.

3. VAT R X T B MU R 55 sNER A BURF A LRI 8 R AT 3O AT

3. Subscribers can submit valid government issued document through methods such as face-to-face
submission or postal mail.

4. XF AR ELF AN E 34 SR, 38 75 ZER A8 H e A SR AL IE BT AL

4. If an applicant belongs to an organization and applied on his/her own, relevant attestation from
his/her organization should also be provided.

5. MNP ARGER LA, AT B TP RS2 N7
UEASH H AU KT NAT RS O IR ) SR A B R

5. GDCA authenticates the representative’s authority to represent the applicant by checking authorized
document from applicant and valid original and copy of personal ID.

HHIEE DU EYEER, FFEMIZHAR SAE, DUAHIEAR SR TN
Ji&

puil

o

If the request contains organization information, GDCA should confirm the realness of this organization
and applicant.

GDCA RIS N BT HE AE BRI E, BATAR GBS T, — KIS,
WET A, Zagutke, S0 A0S, SRNAERAT. 5 1 RN NIET A 2
EA NIEHAER T SSL i H AL 2 44 30EF .

GDCA must perform different authentication methods depending upon the type of certificate applied by
the individual. Generally, the higher class certificate type means higher security level, and stricter
authentication method with more comprehensive authentication information. Type | and Type Il individual
certificates are not applicable to SSL certificates and code signing certificates.

Lo 3T 12BN NIEF, AT LR %0
1. For Type | Individual Certificate, the following authentication is performed:

GDCA HFIUEH P HHAC G R, AKHT P B8 A AT I0E . #iA 7 =n] LR
HIE R AR I BOE I L AU S A S ) 7 ke S R FR I R TR AS 15 B
S FIAIE - GDCA AN AN LR BT & HIE T - BRI UEAS S5 LA ¥ A 5 315 2R B S
AR, BT HIEEANM.

GDCA only verifies the information submitted by the subscriber and does not validate the identity of the
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subscriber. The information submitted by the subscriber can be validated by sending a verification code,
making a phone call, sending an SMS message or any other reasonable ways. GDCA will not ensure or
guarantee the validation and reliance of other information, and will not validate whether the information
belongs to the subscriber, except the information submitted by the subscriber.

2. XFH2RADNEA, AT
2. For the Type Il Individual Certificate, the following authentication is performed:

GDCA & HiE 7 Frde A2 s B, AE-F 3 42 0T Y I ECSE ik 44 o A 7 AT B
FE I IR AR AR SRR B BT L LR A A H A T e (175 SR IGHIE F U & TR it 1
EEMESEE, BB, & AU =5 Bl 2 S T SR 5 O R SR AR B
fE BT IZSCIRIE, BhfR FIEE TR BG5S AE S R —2.

GDCA shall verify the information submitted by the subscriber, and to verify that the common name is the
real name of the subscriber. The information submitted by the subscriber can be validated through
sending a verification code, making a phone call, sending an SMS message or any other reasonable
ways. GDCA can also validate the identity of the subscriber through the well-known third-party database if
necessary, to ensure the consistency of the information from different channels.

3. XTH3RDMNIES, AT
3. For the Type Il Individual Certificate, the following authentication is performed:

1) WINEEE S0 ISR R . BIAR 5 s AR SRAT FR I & 20— b UM
FURIAUR B A 200 5 IO R B SO (s IR ESHIE 9718 ket
filt FSFIEIED , GDCA B %A W S S A AR R e sk i R, 6 Z2i , GDCA
A DL 25 A AT 25 3 UE WIS B RUBER =5 Bl PR AT R A FE 3 B,
A PUEE S @ A SRS SO0 B SR A AR AT AR SR, B IR
RMEME S SZAELS R 8.

1) Ensure the identity of the subscriber. This must be validated by obtaining at least one currently valid
government-issued photo ID (e.g. ID card, passport, military ID, or equivalent document type), GDCA
should inspect the copy for any indication of alteration or falsification. GDCA cross-checks with an
authoritative third-party database that issues the valid identification document, when necessary,
GDCA may also verify the information submitted by the subscriber through a voice communication,
video, photo taking, etc. as well as validate through cross-checking with a well-known third-party
database, to ensure the consistency of the information from different channels.

2) HHIANFTEE k. GDCA AT L@ Wlk 28K . ARAT R K 5 B R U AR A S
FAIR 2 AR ik B2 ARSERURT 25 5 ) B Uk WD S B bt

2) GDCA may verify the address of the applicant using a utility bill, bank statement, credit card
statement etc., or directly rely on the address on the identification document issued by the

government.

3) MZEIUEFIERMELNE. GDCA @I AL, W, 5 HIEEZSLIEHIE K.
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3)

4)

5)

6)

1)

2)

3)

GDCA verifies the certificate request with the applicant by sending e-mails or making phone calls etc.

4)  WERBFEALNIPEE, TREERNEICHEEII NS HIES.

If applicant delegates an agent to submit the application form, the identity of the agent and
authorization document should also be validated.

5) X LY AL 4 SR, 7 RS LR SRS R

For the application applied by someone in his/lher name who works in an organization, the applicant
also needs to provide the proof materials from the organization.

6) HHIEESUSIMEER, HEMNZIWEEAE, RPN SETIZL
PRI o AN EESRGEAAR UL A SO . ARS8 =5 B e . IR WAL T 155

When the application information contains some information of an organization, it is necessary to
confirm the existence of the organization and whether the applicant belongs to the organization.
GDCA could require the applicant to submit the certificate of incumbency, or validating by a
third-party database, or sending e-mails to the organization, and so on.

4. XTE AR NIET, $ATELUN -

For the Type IV Individual Certificate, the following authentication is performed:

1) WNFEE SR RSEAA R o AT FERNARE: 1 BAURIRE FiE#H
Z/b— M BUFHU TR I AR AT 1 SHmEN SO (s RS e 37
BB FE R B A R 2R R D , GDCA K EE 1% UE B S 2 58 AT A B e s i () IR 5
2) MR R RS e B SO BB = 7 B RS AT R B A, BRI SR AL
BEZESR

Ensure the identity of the subscriber. Ways of authentication are: 1) obtaining at least one currently
valid government-issued photo ID (e.g. ID card, passport, military ID, or equivalent document type),
GDCA will inspect the copy for any indication of alteration or falsification; and 2) Cross-checking
with an authoritative third-party database that issues the valid identification document, to ensure the
consistency of the information from different channels.

2) BRAHIEFE AL, GDCA R LGEE ML 57K . RAT AR IK 5 B A5 R K A5 A2 K
A 2 Rt bk B B AU 22 5 1) B e B S B

GDCA may verify the address of the applicant using a utility bill, bank statement, credit card
statement etc., or directly rely on the address on the identification document issued by the
government.

3) BEIUEBIERMELM. GDCA M /il M7, 5 HRIEEZIGERIEK.

GDCA should verify the certificate request with the applicant by sending e-mails or making phone
calls etc.

4) LEN, GDCA W LUERLEFETE . AU ATy 200 HiE & 1) B BEAT A
AT LA T AR AT R A
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4) GDCA may verify the information submitted by the subscriber through a voice communication, video,
photo taking, etc. GDCA may also validate the information face to face.

5) WERZACMATE, FTREERE TP NRZAT LS -

5) If applicant delegates an agent to submit the application form, the identity of the agent and
authorization document should also be validated.

6) X FRAREAHLF A NG 34 LRG3 7 EHE A H e AL SR A A IE AL

6) For the application applied by someone in his/her name who works in an organization, the applicant
also needs to provide the proof materials from the organization, etc.

7) HHIEEECUEIMEER, &EMINZIREAE, ULHEAZTETIZ
PRI o ANESRGESATUE B SO A8 =T Bl e . AIA TN L T IR 55

7) When the application information contains some information of an organization, it is necessary to
confirm the existence of the organization and whether the applicant belongs to the organization.
GDCA could require the applicant to submit the certificate of incumbency, or validating by a
third-party database, or sending e-mails to the organization, and so on.

IR . B AR B IR AE bl VR AE 5 N 2 G IE BN, BB ZHiEE
B A ZAR], B ERIEAZIE A A BOCH . VAR BGIE A S8 # HE 2 6 BT A AU
T A2

GDCA must verify the ownership of proprietary when a domain name, a device name or an email address
is used as the subject of the certificate. For example, the subscriber should submit ownership documents
of domain name or written ownership commitment of subscriber, etc.

IARINNA T E, GDCA i w] Ul 5 =J7 R A5 BRI ZHEE DN AN 51,
IRk GDCA EiENHE =TI BRI R G S, AR =g T e, R PiEE 4t
BHMAE BAERI M KL

If necessary, GDCA can also verify the subscribers’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate the
third-party to conduct an investigation or require certificate subscribers to provide additional information
and evidence materials.

UEAh, M ERS, GDCA &Rl P e Hoe s B A4 95) )7 UM Bk

If necessary, GDCA may also establish other required identification methods and information.

R AT S5 DRAE B A R ST 2K, JF7RSE 5 BEARSC IR 0 AE

The applicant is obliged to ensure the authenticity of the application materials and bear the corresponding
legal responsibility.

3.2.3. HLtE B4 B %5 Authentication of Organization Identity

FEATAHL (BUFHLR AL S, 2 LI ZAA% SCRIB L SRIE S . BE&2RIEFS . SSL
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R 55 2 SRUE S 5 A R ANE IS, ROBEAT A% B S 45 00), BAE A0 R P25

Organizations (government agencies, enterprises and institutions, etc.), which apply for organization
certificates, equipment certificates, SSL server certificates and other types of certificates, should be
authenticated strictly, including the following:

1 WU R SEAFE R . SRS, Bk AT U BUF AL 2K A RO
BB EAR T IR E AR B SRS IESE, s I8 25 5 A AR

JBER =5 B dE PR
1. GDCA must authenticate that the organization is valid and legal. Authentication attestation such as

valid government issued documents, including but not limited to business license or organization
code certificate, or valid documents from authoritative third-party database.

2. BEUETPIEREE R 5 A RO EEE =T R E N R R AR, s SIS
AR, (HIEHME B RALLHRIEE I .

2. GDCA verifies to a reasonable level of assurance that key information in certificate application
matches valid document or third-party database. But final confirmation of applicant’s information
shall govern.

3. JERLAE. EREUEM . HCESRIGENISOE e S SRR e T A A Z A R
BRMESENE, HIE AR GE RS IR L E & IR S

3. GDCA should verify the organization information through telephone, postal mail, required attestation
or other similar methods.

4. AT AT SR DX T B MU B S SR SCBURF L &8 K (AT A

4. Subscribers can submit valid government issued document through methods such as face-to-face
submission or postal mail.

5. WNZPANRGER LB AL AT LW S 4T N HE
FREAE P B IO R 2 I0 NAT RS i R A Bl R B

5. GDCA authenticates the representative’s authority to represent the applicant by checking authorized
document from applicant and valid original and copy of personal ID.

GDCA WA ZRHE LA T B3 I -BRAI AR, AT AR S 85007, — RS,
UL, Al ST SRR, S PN AR T

GDCA must perform different authentication methods depending upon the type of certificate applied by
the organization. Generally, the higher class certificate type means higher security level, and stricter
authentication method with more comprehensive authentication information.

1 XT38 3 BHUMES, AT LU 250
1. Forthe Type lll Organization Certificate, the following authentication is performed:

1) WA R SEAAE R . AVER SR, BRIk 0T U BUFHLI 2 K A R0
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1)

2)

1)

2)

fF, WRREART TRELHIR . sl m i SN ARSIESE, BB kA
SO HIASUBEE = 5 it PERf A o

Confirm the legal existence of organization. This can be proved by a valid document issued by a
government agency, such as an Industrial and commercial business license, enterprise National
Organization Code certificate, or validation through well-known authorized third-party database.

2)  WHNFBCRIE IS, BCERHSINURSSIESS g IR 2 S BN
J5 AT AR N i 2 B AN UM IR AE 15 S I3 N RS O e SO il o 2 =7 43
FURTHRTE SRS WEEUE B S5 T7 305 BRI EAT IS, ASRAS AL A 5% FR I B AL
HEMHIA

GDCA must confirm the validity of the authorization, which means the agents who applied on behalf
of organizations are authorized. Confirmation methods include checking organization authorization
agreements with official seals, validating agents’ valid ID, or contacting with the applicant by phone
number or mailing address obtained from a third-party.

2. XTH A RHMES, AT LT %0

For the Type IV Organization Certificate, the following authentication is performed:

1) GDCA WAZUEEE B M. $0 ST SO0 RE NSRBI 5 0 BORLAT HR AL
REEAT I, b B N DATE A T 7 UHEAT A

GDCA must verify the identity and application information provided by the subscriber through voice
communication, video, photo taking, etc. If necessary, GDCA may conduct a face-to-face
confirmation.

2) AU BRSEAAE R BRI BiAm s sUnT LU BURFHLIZE R 10 300
P, AFEEARRT TR E SR A A SRS IESE, JFiE i & AU
5 = 75 B A U SO B S FRE AREEEAT R, B ORTIR LS B 5 A s
R

Confirm the legal existence of organization. This can be proved by a valid document issued by a

government agency, such as an Industrial and commercial business license, enterprise National
Organization Code certificate, or validation through well-known authorized third-party database.

BB R IS, RIACRA LW SR AR iE IR 2 BB Bl 5 20

VAN 5 2 BRIV AS R L P NAT RS e S, IRl 55 =05 R 2 il 5

ERN

M B <507 205 B MU AT IR, DASRIS AL G H i B DR B A

Confirming the authenticity of the authorized application means that the person who submitted the

certificate application on behalf of the organization is authorized. The confirmation method can be

checking letter of attorney with organization's official seal and valid identity document of agent, contacting

the applying organization via the phone number, postal mail and etc. from the third party to obtain

confirmation about application or authorization of the applying organization.
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UEAk, AER, GDCA i n] PAsE HE Bl Z A 25 U5 sUR Bk

If necessary .GDCA can also set other required identification methods and information.

3.24. W& 4% 5] Authentication of Equipment Identity

B SR AR e A AN F T AR, GDCA 250 1T 7 3E4T B 47 %5E
BB N

Authentication on equipment identity varies by different according to different owners. GDCA must
authenticate the identity of subscriber, including the following:

BRI P EIACHCTIE R IR, BRI SO SO R R BN k55 AR
RS P NA RS I E I SRR BT

Subscriber submits application form of equipment certificate with original and copy of owner’s ID,
authorization of operation, original and copy of delegated person’s ID.

B A 1 5 Oy SRR AN () ST 42 AN [ 1) By 580 7 ST, AT N S A, &
i S HHEIEAS CP 55 3.2.2 58 4 - NIEH S RIRAEIAT : 1T AN, #2804 CP 25 3.2.3
T 4 RYIEP SRR AT -

Authentication of Individual equipment Identity will be different according to the different owner of the
equipment. If Subscriber are individuals, GDCA performs the verification of identity according to the CP
section 3.2.2 class 4 personal certificate identification process; Subscriber are institutions, GDCA
performs the verification of identity in accordance with the CP section 3.2.3 class 4 institutions certificate
identification process.

FEVC# AR OVIE P AN & G UE T, 6 F 200 I H 2 S A AN,
W77 AT U SR A V5 8 AUIE W ST BT AR X 2 84 P A A s s R P TR W 5%, IR N 2
NE
When the device name is applying for a certificate as the certificate subject content, GDCA also need to
verify whether the applicants have the right to do so. Confirmation can be done as follows: Applicants

shall provide the certificate of ownership or the written commitment of the ownership or use-right from the
institution with company chop.

IRV T2, GDCA MW DL A2 =5 FREL 15 BRI 1Z 1 & DA B 7
WA GDCA ik MNHE =7 32 A TR RIME S, AT RIEH =7 AT A, BB SR G & et
WM B ANE R R

If necessary, GDCA can also verify the applicants’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate a third-party
to conduct an investigation or require certificate applicants to provide additional information and evidence
material.
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UEAk, AER, GDCA i n] PAsE HE Bl Z A 25 U5 sUR Bk

GDCA can also set other required identification methods and information.

3.2.5. SSL ARZ2% 54 B9 % 5] Authentication of SSL Server Identity

IR P28 R HIE R A AT A F R 200755, BRI WA

GDCA must perform different authentication methods depending upon the types of SSL certificate applied
by the subscribers.

X 0V SSLiEF:, T3k M sk B E AU B S 4y, L2 7 e AR CP 56 3.2.3
T 4 BHUER % AR AT .

For OV SSL certificate, GDCA shall validate the identity of the owner of website in accordance with the
Type IV organization authentication procedures in section 3.2.3 of CP.

XTIV SSLAESS,  FRUSERuhZeE & DN Sy, HAEHT7 A% fA CP 55 3. 2.2 7%
% 4 B NIRRT o

For IV SSL certificate, GDCA shall validate the identity of the owner of website in accordance with the
Type IV individual authentication procedures in section 3.2.2 of CP.

XFF DV SSLEH:, R FFIAE M NSRS W b 3544 1) A B AL, JE s LA
AN NI S B3 BEAT B

For DV SSL certificate, GDCA shall validate the ownership or control of the domain name and will not
verify the identity.

StF EV SSLEFS, H45177=0875 (GDCA EV IETimS), A CP ASFNT HighAT H ik
E3p%
The validation procedures of EV SSL certificates is described in the GDCA EV CP and not covered in this
document.

TES A AR NUE P SN A IR TR, 187 EIG U AR R B IAE ZR], XHE 41
KRB A CP 25 3.2.7 14T

In case of domain name is used as subject of certificate, GDCA shall validate whether the organization
has the right and the validation of domain name is supposed to be in accordance with the CP section
3.2.7.

IR T E, GDCA i n] Ul 5 =T R A5 BRI IZ HE H D A 51,
1SR GDCA TLiE N =53 2T P fi A5 8, WIRIBH =7 T M, BEOR i 1Rt
WA BANE R K

If necessary, GDCA can also verify the subscribers’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate the
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third-party to conduct an investigation or require certificate subscribers to provide additional information
and evidence materials.

SEAh, W EEF, GDCA I R] LA e H e T i 2L 45 0 5 U Bk}

If necessary, GDCA may also establish other required identification methods and information.

3.2.6. RIZZZ S 0% 5] Authentication of CodeSigning Identity

eIl RS2 44 B 1) S5 AR T EACHS A 3 AN RIRAT A F ) B 26050 75 3K, 3T 7 9L
I, AR CP 5 3.2.3 #5584 JHUMIIE-B SR AR AT s T A, #2108 CP 35 3.2.2
TE 4 RN NIEBEAREHAT. EV AL S0 %588 (GDCA EV IE5KI), A&
CP A XS Hab AT BAR IR

Different authentication of subscribers’ identity for a code signing certificate is performed based on
different subscribers. For organization subscriber, GDCA performs certificate validation process in
accordance with the Type IV organization authentication in CP section 3.2.3; for individual subscriber,
GDCA performs certificate validation process in accordance with the Type IV individual authentication in
CP section 3.2.2. The validation procedures of EV CodeSigning certificates is described in the GDCA EV
CP and not covered in this document.

HE ISR A BT 77, AR AN, 6 2500 AR A8 44 1E 5 4 IV M 78 W 4
BEERISCI, A AR HAUS R A IE P TXEEEE AT W el AR Rt

LRI

Subscriber must make a statement and prove for the use of the CodeSigning certificate. Subscriber must
promise not to sign malicious software, virus codes, infringement software and hacker software using the
CodeSigning certificate.

3.2.7. .42 KA R4 5] Domain name recognition and Validation

X T IRAG B BRAIE, RS E ) SR T DL FiE R I REA R, A RS E AL, GDCA 7]

K FH BT 48900 07 = i) — o

1ol A A T MR S5 LR BB B8 = 75 B8 122 rh 25 18 B I 38 44 5 38 50 1 B A
BHIE S Y, DLURE f T IR R T L Iy K S R B R ICR, 119 FR AR
S BN (e IS IR R A E RS, MiAHIHRAMIE . %
5177 275 Baseline Requirments v1.5.6 %5 3.2.2.4.3 i A% 3.2.2.4.4 77,

2. fEfE FQDN (SE&fREi4) 1 URI (Z5—BEFRRAT) MIFELR I TT Xt 205 145 2
BAT SN, @k AR A IS X FQDN 1 sERrda il . %)) sUEHE Baseline
Requirments v1.5.6 5 3.2.2.4.6 75
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3. HEIHIIAFFIEEATE DNS CNAME. TXT 8¢ CAA 1035 H AT B H 8 SR 4 K I A7 7R
BN HIE AN FQDN (e 4R g 42 ) idsiil . %5077 201 Baseline Requirments v1.5.6
55 3.2.2.4.7 75,

For the purpose of domain name validation, entities to be validated may also be the applicant's parent
company, subsidiary company, or affiliate. GDCA may use one of the following ways for the validation of
domain names:

1. Obtain the e-mail address or phone number of the domain name owner listed by the domain name
registrar or other authoritative third party database, and check the key information (e.g.
documentation information or domain name details etc.) with the owner by emails or phone calls to
confirm its ownership of the domain name. This way of validation conforms to section 3.2.2.4.3 and
section 3.2.2.4.4 of the Baseline Requirements v1.5.6.

2. By making a change to the agreed-upon information found on an online Web page identified by a
uniform resource identifier containing the FQDN, to confirm the applicant’s practical control over the
FQDN. This way of validation conforms to section 3.2.2.4.6 of the Baseline Requirements v1.5.6.

3. By confirming the presence of a Random Value or Request Token in a DNS CNAME, TXT, or CAA
record to confirm the applicant’s practical control over the FQDN. This way of validation conforms to
section 3.2.2.4.7 of the Baseline Requirements v1.5.6.

X IEACAHE A, GDCA Rl IEACAT A7 MK sAa,  DRAE 123844 52 B I & 28— Al
SR AR BBUFH N, TR IEM AR 1.

GDCA fHZEEACHT (%) AUk A ELAR TIURA « 2~ Hh 5 28 B 4 A Y B 4%
il A3 FIE P R, BRAIE RO 2 RR G AIE ) L 58 AR i i 384 1 T A i 44 7 1)

WLE, GDCA 75 EER U B [ o B, DA A MR B, i R ZE K
THHE RN A, ZHIEE ANMFIELMIER.

As for the validation of a wildcard domain name, GDCA verifies the domain name in the right position of
the wildcard to ensure the domain name in the right position of (*) is obtained through registration, and
explicitly owned or controlled by a business entity, a social organization, or a government authority etc.

GDCA rejects any certificate request with a domain name in the right position of the wildcard (*) being a
gTLD, public suffix, or a registry — controlled domain name, unless the applicant proves its rightful control
of the entire domain namespace.

If necessary, GDCA may also perform the independent investigation to confirm the ownership of the
domain name. The subscriber shall not refuse the requirements when corresponding assistance is
needed from GDCA.

3.2.8. WIS & FRISAE Verification of DBA/Tradename

HUEB T DBA B & FK, GDCA Al AR J7 b 2/ — M DL S HE i
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FH RS 1Z DBA B ML 44 55

1 HTEE PE R X B BUF LR SR B PTHIE B FRE 8 SR O AAFEBOA T SO, 8%
BUR LAV 38

CIEA k7P S7F

HHFTE B DBA 44 R E i b A4 R A BUR LA V) 38

B s SRRSO BOAIE B B

Plbik s, ARATXIKES, (R -RXIKE, BURFSERRIBLE, B Al GDCA I\ Al SER) 5K
WETT

o c w N

If the subject identity information is to include a DBA or tradename, GDCA verifies that the applicants
have right to use the DBA/tradename using at least one of the following:

1. Documentation provided by, or communication with, a government agency in the jurisdiction of the
applicant’s legal creation, existence, or recognition;

2. Areliable data source;

3.  Communication with a government agency responsible for the management of such DBAs or
tradenames;

4.  An attestation letter accompanied by documentary support; or

5. A utility bill, bank statement, credit card statement, government-issued tax document, or other form
of identification that GDCA determines to be reliable.

3.2.9. e B a5 %] Verification of Country

A UE S I A [ X T, GDCA 3B BB = T3 A A A W vl DNS ¢ 7R 1Y
\P kB FH I 1) 1P SRR IAPTAE L, R R FE I N0 1P LIk 2 [ 5 B s N SEPs /e [
_Aﬁo

In case the “countryName” field is present in the subject, GDCA verifies the country associated with the
subject though checking the IP address of the applicant or the IP address on the DNS record from an
authoritative third party database, to ensure the IP address of the applicant is consistent with a country
where the applicant is actually located.

3.2.10. IP M bk B AR 2 5] Authentication of an IP Address

GDCA KL T 77 A i —Hh,  DLERIA FRE & A Bl bris il i 1P ok
1. HOEESRAEABUEHZ 1P HbEAUE B S, a3 M IANA (the Internet Assigned Numbers
Authority) EIXIACEALAE RIS 1P Hudik 73 BT e B S0
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2. TEEE P HbER URI (G—ZFYEARMRET) AR vl X2 e fifs Bt T elesl, @it
77 G AR HE A 6 1P ik ) S Rz il AL
GDCA ANA[ 2y 1P Huhik% % EV SSL iF 4.

GDCA adopts one of the following ways for the authentication, to confirm the applicant owns or practically
controls the IP address:

1. GDCA confirms the applicant’s capability to actually control and manage the IP address, and the
applicant provides relevant authorization documents over the IP address, such as the authorization
documents on the IP address assignment obtained from IANA (the Internet Assigned Numbers
Authority) or a regional agency.

2. By making a change to the agreed-upon information found on an online Web page identified by a

uniform resource identifier containing the IP address, to confirm the applicant’s practical control over
the IP address.
GDCA must not issue EV SSL certificate for an IP address.

3.2.11. BIESRIERHEREME Data Source Accuracy

FERAT AR B AU A Dy T ORI RV P 2 T, GDCA WHZRIB I A gt vEmfdE, 2
B G AT B AT P, R B IE L TR
1L FritfiE B FR;
2. A5 SRR A
3. HdEMLNR, MEREER H
4. BHER A AR I ST 1) 4
5. Dt B COBUE AR HESE .
A VR Ak 9 i AR AR SR 3R AT B SO AN I IE 2K AT 825 K, U GDCA A
S o
Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its evaluation:
1. The age of the information provided,
2. The frequency of updates to the information source,
3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and
5. The relative difficulty in falsifying or altering the data.
GDCA may use the documents and data to verify certificate information, provided that it obtained the data

or document no more than 825 days prior to issuing the certificate.
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3.2.12. EAHEBUFHIT F{E B Non-Verified Subscriber Information

WH, B TR P JUESR N S5 B F BRI AT EERYIRIE S, XTIk
A EORAERIT 5 S, GDCA A& FAE B, A& R IR ETTE.

In general, apart from some necessary information require to be verified. For the subscriber information
which is not required to be verified, GDCA does not promise the authenticity of such information and does
not bear the relevant legal responsibility.

3.2.13.  FHWHHIA Validation of Authority

BHHGIT HRAAE Ip NP PAEFL 550, GDCA RHEAT 1 T 5l -
1 S =T S E AR 55 B e . BUR A A TR R K SRS T SR LA A7 A 5
2. JEMEHUERBOCCH IR A RIS EEEE R L B BT [ 5 DT HORIIEZ N &

T LR BLR HACRAT AL U AL

GDCA JS S ¥F FIE#& 18 B AL AR IFIES . 35BS iR ae 2 1 n] BLETE
FHIFRILAN, N GDCA MG ZIEE N S LSMETIES HIFTER . IS HE
H ORZSERI S HETE RIS, GDCA LA Hiig & 1Rt H S BN R s .

The following verification should be conducted while the representative of organization subscriber
applying for certificate:
1. Confirming the organization from third-party identity verification service or database,
documents issued by government.

2. Using telephone, postal letter with return receipt, employment proof document or any
equivalent way to confirm that the person belongs to above organization and his/her behavior is
authorized by these organization.

GDCA should allow an applicant to specify individuals to request certificates. If an applicant specifies, in
writing, the individuals who may request a certificate, then GDCA should not accept any certificate
requests that are outside this specification. GDCA should provide an applicant with a list of its authorized
certificate requesters upon the applicant’s verified written request.

3.2.14.  EH#AEH#EN Criteria for Interoperation

ST HAR I B F RS WK, TTLLYS GDCA AT H#efE, {HIiR 1% IERSHLAT
CPS W Zif74 GDCACP 223k, JfH 5 GDCA 2538 HH M

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS are in
compliance with the requirements from GDCA’'s CP and sign related agreement with GDCA.

GDCA R RHE N N7, $5529F GDCA B R IENUI AL 1015 2 I N2 B A AR
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-L[E:FS ]
GDCA accepts the information authenticated by other CAs and issue corresponding certificates based on
the agreement.

IR FE SR ENE N A L E, GDCA K™ 1 T LT .

If there are provisions of national laws and regulations regarding interoperations of issuing certificate,
GDCA will perform strictly according to relevant legislations.

BEHA, GDCA RZRAEFIAZXAEFS

To date, GDCA has not issued any cross certificates.

33. EHAEFERKIRE L5

Identification and Authentication for Rekey Requests

FEREAT CP 55 4.7 TR (L5 B SE A, 75 06 58T 1A R AT 26 01 LU D s 9 BE
PR A FIEH#AINAEE

Before rekey operation described in CP section 4.7, GDCA should authenticate the key to confirm that the
request of rekey is from the original key owner.

331  EMEAEFHRREEN

Identification and Authentication for Routine Rekey

TS OU T BB SR, 1T ] 7 i) GDCA UEF IS5 Ml AT 2 S B i, R4
BRG] P EIEBE R, BRI B, TERIEBE AT R HE; GDCA HIE
FEINE ZR GoKs ot 2 5H T3 H S AT B B . 1T 7 B AT LS GDCA (3 AL B 175 25 5H 53T
GDCA ML LR E VT 7 54 I8 N B 3800

In general, subscriber can apply for rekey via GDCA certificate service website. The system can get
former certificate information automatically such as DN, serial number, etc. Above operations can
complete the application of rekey; Certificate authentication system of GDCA authenticates identity for
rekey application. Subscriber can also apply for rekey to RA. RA must authenticate valid documents of
subscriber and agent.

T S 3 A i s P I ) SO B iR s AL, AT A R T R
HIT 2RI S S (G I PR SR B s e, tig sk, GDCA F Ak
HIE.

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or data.
Therefore, the subscriber should make sure the encrypted documents or data have been decrypted
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before they apply for the secret key’s updating. GDCA shall not assume any responsibility due to failure of
decryption by the renewal of the secret key.

XS LR NIEF B 2 AL B SRIEAS Ik 55 4% 2845 L AARS 22 2 E 15 GDCA
AN TP R

For Type | individual certificate, Type Il individual certificate, equipment certificate, server certificates, and
code signing certificate, GDCA does not accept key updates.

3.3.2. B EFAE TR IRS S5

Identification and Authentication for Rekey After Revocation

UEFS R AH A A BEREAT B BT

Re-key/renewal after revocation is not permitted.

3.4. MBEERKRREER

Identification and Authentication for Revocation Request

IEPMATERATLLRET P, Bl LIk E GDCA. MY . 24 GDCA s EMLEA
85 BB AT E R, ARUKE RETIET, X ME LG AUEAT S . GDCA B VE
RS FE 1 R A R, e FUAE AL Bl B B LA AT W s AP AREAT . G SfedT 7
FENERBAUETS, WAZIEA CP 5 3.2 15 IR #E4T &y 25701 - a0 SR S8 RIVENL R RVE S th i il
CA T RA B H:LARIVENLIC T A B 1 SRR A S AR, A F AT oAt 7 R %
5l

Revocation requests can be made by subscriber, GDCA or RA. GDCA or RA can revoke certificate based
on sufficient reason without authentication. Revocation requests of GDCA or RA must be approved by its
management or supervision authority. Subscribers who request to revoke certificates should follow
identity procedures described in CP section 3.2. If the revocation requests are from judicial authority by
law, CA or RA will use revocation request documents of judicial authority as authentication evidence and
will not use any other methods for authentication.

56



[] SR RIXIRIGBIRD S
m (RO TR C e Secun ity Athonityg Coe Lo GDCA -‘LIE:H%H{% (Vl. 8 F[&)

4. UESA oy A IRAR R

Certificate Life Cycle Operational Requirements

4.1. {EFHIE Certificate Application
4.1.1. iEF B #5524k Who Can Submit a Certificate Application

UEAS B SEAR QA AN B AT IOLIE N B A S (AT EWRLOC . Flbpfr, Hh
ik IPNEAEIL S

Entities of certificate applicants may be individuals and organizations with independent legal entities
(such as administrative organizations, institutions, social organizations, people's organizations and other
organizations).

4.1.2. M 5 F4E Enrollment Process and Responsibilities

1. FEME R
1. Registration Process

G & KA BIE R KA S RA, RA WAEZIER, JHXT ALY, RERKHKEL CA.
Applicant sends certificate request to RA. RA verifies and signs the request, then sends the results to CA.

CA W BIZIERIG, Kk RA HI%E4, KT PET . EREMNEMEEY, LICRE
eI ORIE -

CA validates the RA signature after receiving the request and issues the end-user subscriber certificate.
In the whole registration process, it is necessary to take enough measures to ensure that:

® RA WAZUN HIE(E SN IS # 1) BORNEAT 2501
® RA must verify the information of application and the identity of applicant.

® {f RA [ CA KIXIUEIERE, REAHERTREZ S, RE. 5%

® RA ensures the security, confidentiality and integrity of information transmission in the process of
sending certificate request to CA.

2. Wit

2.  Responsibilities

® GDCA JKyEMHAA TTAT 1T 7 45 il 1A 725 44 146 FH 26485

® GDCA and Registration Authority have the responsibility to inform the subscribers about the usage
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condition of digital certificate and electronic signature.

® GDCA JKIEMHURIA FTAEIAITT 7 i &0 A 55 2 300 H AbR v

® GDCA and Registration Authority have the responsibility to inform the subscriber on service charging
items and standards.

® GDCA JEMHURAA FTAERIT /&5 RRAE AN T 7 45 B AR A B A5

® GDCA and Registration Authority have the responsibility to inform the subscribers on the rights and
responsibilities of preserving and using subscriber information.

® GDCA KiFEMHLA BT EmT 4551 GDCA 1 51 E 75 s

® GDCA and Registration Authority have the responsibility to inform the subscribers on the
responsibility scope of GDCA.

® GDCA KiFEMHNUAAHA ST RV 745 50T i ST VE

® GDCA and Registration Authority have the responsibility to inform the subscribers on the
responsibility scope of subscriber.

® TS T L. CP A CPS & AFZIERIHI, Rl H b ok THEFi&
PV . BRI OS5 AHELR AR OR A 25

® The applicants should learn about the agreed-upon matters stipulated in the subscriber agreement,
the CP and CPS etc. in advance, particularly those in relation to certificate usage, rights, obligations
and warranties.

® T TR HAIE L R R R AU S B ST
®  The subscriber has the responsibility to provide accurate application information and data to GDCA.
®  JEHUR AR LT AR BEE B B 5 B 5 S IE B AR — Bk & AR, [
AFEAH N H AL DA

® RAs shall ensure the consistency between certificate application information and identification which
subscribers provided and bear corresponding responsibilities of review.

4.2. IFEHHFELE Certificate Application Processing
4.2.1. AT IR A E %5 Performing Identification and Authentication Functions

2 GDCA. JEMHEZ 2T P IE G 5, NAZA CP 28 3.2 WIREEKR, X7 kAT
S5 %0

TEUE T2 R, #5 GDCA i4IE CP 55 3.2 7 Hh 4R 2 SRR SR 13 i B 8IE B SCAF AN I 825
RHEAZEEBRKAEZN, W GDCA A 25 s 5k B S0, Stk s 2.

After GDCA and its registration agencies receive the subscriber’s certificate application, they should
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perform identity recognition and verification of identification over the subscriber according to the
requirements of CP section 3.2.

GDCA may use the documents and data provided in section 3.2 to verify certificate information, provided
that it obtained the data or document from a source specified under section 3.2 no more than 825 days
prior to issuing the certificate, and provided that no changes occurred to the documents and data within
such time period.

4.2.2. WE HiERLHERIFEZS Approval or Rejection of Certificate Applications

GDCA. VEMHUR NAE SRR EEA b, #EHESIRAE g . WORIEZE AT, N iE
7 A BRI R P I RE S F R

GDCA and RA should approve or reject applications based on authentication. If GDCA and RA reject an
application, they should inform the applicants with appropriate ways and within reasonable time period.

4.2.2.1. iEF BRI Approval of Certificate Applications

WARFFE TR &M, RA T DAHEAEE 5 H1iE :
1 ZHIE ST A CP 5 3.2 F Rk TI 7 B bR IR AN S A L5 5
2. FRTEH P2 BE A RO IS A K
3. HEH O IMUE ST T AR B
RA will approve the certificate requests, if the following conditions are met:

1. The application shall completely meet the requirements from CP section 3.2 regarding the
subscriber's identification information and authentication.

2. Applicant accepts or has no opposition regarding the content or requirements of the subscriber's
agreement.

3. Applicant has paid already in accordance with the provisions.

4.2.2.2. iE P HIERITEZ Rejection of Certificate Applications

WRRATHIEE, RA NMABELIET H1E:
RA should refuse the certificate application in case of the following situations:
1 ZHEAFFEA CP 5 3.2 TRk 11T ' S BIAR IR AT 250 B A

1. The application does not meet the specifications of subscriber’s identification and authentication in
CP section 3.2.

2. HUEEARERALT T Z BT R

2. The applicant can’t provide the required identity documents.
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3. HEH RO EE ARERESZAT P A RN A ATESR

3. The applicant opposes or cannot accept the relevant content or requirements of the subscriber's
agreement.

4. FITEE A B ASRE IS H O SO AR R A 2 T 5
4. The applicant has not paid or can’t pay the appropriate fees.
5. HHEMIEP S ICANN (The Internet Corporation for Assigned Names and Numbers)
e T gTLD (g4 );

5. The requested certificates contain a new gTLD under consideration by ICANN (The Internet
Corporation for Assigned Names and Numbers).

6. GDCA S FEMHU A AR Z FiEH 2% GDCA kGl yEFE gy e k.

6. GDCA or RA considers that the approval of the application will bring about controversies, legal
disputes or losses to the GDCA.

Xf T GDCATrustAUTH R5 ROOT iE-f5. 2K R5 #2 CA 1iE+5. GDCATrustAUTH E5
ROOT KM 2% CA BT K IGT FIE, ik LA A 28 (- 524N i, 80 GDCA AN
HeHEiZ il A R, GDCA BiR4ai% i, GDCA MRYE R MELE .. Bimds kAl
R 5T W 45 22 A 55 (M BUR UG 55 58 = 0 AT IR 44 B, BOA SRR A FFARE 45 52 1)
{515, B GDCA Z Al B 5% I 444 1 S5 Ath VE 9 FH e 00 i 5 4 14 IF 5178 R B30 48 1E
A5, EESLANAEY RS KU FE A FISR, FEHEZAE-B RS RS 2 B WIS ERE B X THI%R
LA S N, GDCA ¥ ELIEE 4 H i .

ST T AR LA AIE 5 F i, GDCA I8 %0 H i & 10E 5 H s eI

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT certificate,
2w R5 #8 CA IETS and GDCA TrustAUTHES ROOT, if the application is prohibited clearly by laws
and regulations, or GDCA considers that there are highly risks to approve the application, GDCA shall
reject it. GDCA establishes and maintains a list of high risk certificate applicants according to the list
provided by anti-phishing alliance, antivirus vendor or related alliance, government agencies which are
responsible for network security affairs and other third parties, or the disclosure of information through
public media reports, or previously rejected certificate requests by GDCA due to suspected phishing or
other fraudulent usage or concerns. GDCA will query information from the list during accepting certificate
application. If the applicants appear in this list, GDCA will reject their application directly.

For the rejected certificate application request, GDCA will notify the applicant about the failure of
application.

4.2.3. b FEIE B & I E] Time to Process Certificate Applications

GDCA HIHFNUENLS N (CPS) M E A ERAIIE T g A BER [H] . GDCA FIyEAHL
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FREAE CPS FiLE A 18] Y AL BRAEAS FR A, JE e e Atk ik IL AR 46 o X AN R385 72 7 4> TAEH

GDCA CPS should specify the processing period of certificate application. No matter approving or
rejecting, GDCA and RA should process certificate application within the period specified by CPS. The
period is 7 working days in general.

4.2.4. IIENLFIZAL (CAA)  Certification Authority Authorization (CAA)

%tF GDCA A & i 2 CAINI Y2381 EV Guidelines. Baseline Requirements 5K [ 2y

SEREAE SSLAEFS, A 2017 47 A 1 Hit, GDCA RAFAE K IE S 3/ 44 4 e i 1)

—> dNSName f# CAA LA &, JFIEIE &R BINIE2S, L2 AT, GDCA Xf SSLE+S HiiF
Al CAA H T .

GDCA P4 RFC6844 (£ flji73 5065 1217 HIHIE A “ issue " “issuewild” f& “iodef”
HIJBTERRSS: 2 “issue”. “issuewild” FrZErPANEL4 “gdca.com.cn”, M GDCA AELE K%}
RIFIIEFS: %7 CAA ICF HIL “iodef” 525, U GDCA N5 FiTiE # V4 id J5 th g 42 75 9 Hot
RUEAS

GDCA LA R 31 CAA L AR ARG DUE AT B AP 26 #F: 1D fE4F GDCA Ry Ak
Wit R A CAA BRI 2) B2l —IRE &R CAA Itk 3) 34 FTfE KA E
fEFR 7 ICNNA R XI5 ) DNSSEC 5k »

For the publicly trusted SSL certificates issued by GDCA and conform to the EV Guidelines and Baseline
Requirements of the CA/Browser Forum, from July 1, 2017, GDCA should check the CAA records and
follow the processing instructions found for each dNSName in the subjectAltName extension of the
certificate to be issued, and GDCA will not perform the CAA check for the SSL certificate requests before
July 1, 2017.

GDCA should process "issue", "issuewild", and “iodef” property tags according to RFC6844 as amended
by Errata 5065: GDCA should not issue corresponding certificates if the "issue”,
do not contain“gdca.com.cn”. In case the property tag “iodef” is present in the CAA records, GDCA should

determine whether or not to issue certificates after communicating with the applicant.

GDCA should treat a record lookup failure as permission to issue certificates if: 1) the failure is outside the
GDCA's infrastructure; 2) the lookup has been retried at least once; and 3) the domain's zone does not
have a DNSSEC validation chain to the ICANN root.

4.3. EPLK Certificate Issuance
4.3.1. IEHZ &K H RA F1 CA BJ4T8 CA Actions During Certificate Issuance

R CA FUEFS 2 A Nt GDCA AL A5 N ST HM A AT B AR 2, (IR CA $ATIES
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LB

A trusted person authorized by GDCA should deliberately issue a direct command with respect to
certificate issuance by the root CA, in order for the root CA to perform a certificate signing operation.

LIRS RE T RA VBB R SHIEF IS s L, JREd#E RA R KIE
TG R CA FIEBA K 4. RA KIE CA FIEBZ K IE RIE BAUA RA 54 %515
B ROREENE, IR ORI R BRI CAERE R R YL

In the process of issuing certificate, the RA's administrator is responsible for the approval of certificate
application, and sending certificate issuance request to the certificate issuance system of CA via the RA
system. Issuance request which RA sends to CA must include identification with the measures of
information security. RA must ensure that the request is sent to the correct CA certificate issuance
system.

CA MIEBLER RGAESATF RA FIEBZEKIERG, XHkE RA MG BT S0 5,
XA RUIEBZERER, UEBERRAZE KT LS.

After obtaining the RA certificate issuance request, CA certificate issuance system authenticates and
decrypts the requests. For the valid certificate issuing request, certificate issues system issues the
subscriber certificate.

4.3.2. CA fl RA EHNT FEPRRHIEXR

Notifications to Subscriber by the CA of Issuance of Certificate

GDCA MIERZE R RS RIE)E, K EESGEEE RAEANT FIES Ok, IFH
WP SRR IR R 3, i@ . M2 T ERE 3, s e 52
SE (177 35 FT AR SRAGIE S

After GDCA certificate issuance system issues certificates, subscribers will be informed by GDCA or RA
that the certificate is issued and how to obtain certificates. Subscriber can get the certificate via face-face,
online download, or other methods specified by subscriber.

4.4. EHER Certificate Acceptance
4.4.1. MIRAEZE P HI4T N Conduct Constituting Certificate Acceptance

1 W EATV L TTH) GDCA UEF RS M RAUE T R EAHAF AN T, AT
Hl. USB Key ™, iEAS T #5e SR RIMRERIT 7 #2532 TIES

1. Subscribers access to specialized GDCA certificate service website, then download certificate to the
certificate carrier, that means subscriber totally accepted the certificate after it has been
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downloaded.
2. GDCA VEMHUAREIT A FEUET, T EUEF 3 R RS TR B s+, 41T
FUBSZ T B UE TR RIARRAT 8252 TE 15

2.  When RA of GDCA downloads the certificate on behalf of subscriber, the downloaded certificate will
be kept in digital certificate carrier. Once the subscribers accept the certificate carrier, the
subscribers accept the certificate.

3. VTP T HERER 7R, I FLIAT SRt SRR A F3eh 7 2.

3. Subscribers have received the way of obtaining the certificates, and no objection of the certificates or
their contents.

4. AT RAFUEAS B LS A AR IR R I

4. Subscribers fail to oppose or conduct the operation of objection over the certificates or the content of
certificates.

4.4.2. CA SHEPB K RAG Publication of the Certificate by the CA

W PESAEAS 5, GDCA RAZAT LS KA B AT TT U5 1] 1 H SRR 55 R 5t

After a subscriber receives a certificate, GDCA publishes the subscriber certificate to public directory
service system.

443 CABRHANSEAIER IR
4.4.4. Notification of Certificate Issuance by the CA to Other Entities

BRUEFS1T /7 5h, GDCA JE M AU AN 75 ZE8 1 Al SEARIE F 28 K

GDCA and RA do not need to notify the certificate issuance to other entities except for subscribers.

45, FHANFERKEH Key Pair and Certificate Usage
45.1. TP FEARERRE A Subscriber Private Key and Certificate Usage

WPEIRAS TR G52 T GDCA T & HIEH Ja » BN B4 [F) 0 <7 5 GDCA.
AT AT RIIBURIAN LSS B2 K T B RIS, RIS B 2 36 ORA7 A 5%
IS PR ARL BB o R AU T o 1T R BEAEE TR . AR CP RALAT P IO R v Bl Y
il FHALPHAIES -

XTRAUET, WA TEENGES, TP RMEIAR LN E . X T
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UEFS, R AT T R AIRE B A S0 A ST s . BRI s i s, T
W2 LA FHAZIE o0 2 R RA B o

XFF SSLAEFS, 1T SR AN LS5 ORAIE R AEUEF5Hh 51 1 AR 32 881 44 6f 2 PO iR 55 45 v 3 2
EF.
After the subscribers have submitted certificate application and received certificates issued by GDCA,
they are deemed to have agreed to comply with the terms of GDCA, relying party related rights and

obligations. The subscriber who receives the certificate shall take appropriate measures to properly keep
the corresponding private key to the certificate from unauthorized use.

Subscribers can only use the private key and certificate in the CP specified range, and under applicable
laws and the subscriber agreement. For the signature certificate, the private key can be used for the
signature of a message. The subscriber should well know and confirm the signature content. For the
encryption certificate, the private key can be used to decrypt the information which uses the
corresponding public key to encrypt. After the certificate expires or is revoked, the subscriber must stop
using the certificate’s corresponding private key.

For the SSL certificates, the subscribers should undertake an obligation and warranty to install the
certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.

45.2. R AHFER KA Relying Party Public Key and Certificate Usage

AR AR IS LG R R, A ST DU B AR

When the relying party has received the message with digital signature, the party has the obligation to
carry out the following operations to confirm:

1. A2 4 X0 BIE P S G AT 5%

1. Obtain digital signature’s corresponding certificate and trust chain.
2. WA RLIET 2 B GDCA T2 K :

2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.
3. i) CRL B OCSP i A %2544 %k L HJAIE 2 75 45 4 s

3. Confirm whether the signature corresponding certificate has been revoked by querying the CRL or
OCSP.

4. UEFHIHLEEH T X R4
4. Certificate usage is suitable for the corresponding signature.
5. fEHHEF BRI APHRAER 4
5.  Use certificate’s public key to verify the signature.
PAEARAf— ARG, BT A SRR E R .
If the above conditions are not met, relying party has the responsibility to refuse to sign information.
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T T B ROB IS BT, el i 2 IR AR SR AG R R T I IE S,
SRJEE FHAEDS R APIE BN . AT ROR I HIE 1 3 RN (5 B — R AR R 32 77

When the relying party needs to send an encrypted message to the receiving party, the party must first
obtain the encryption certificate of receiving party through proper channels, and then encrypt the
information using public key of the certificate. The relying party should send the encryption certificate and
encrypted information to receiving party.

4.6. IEFHFEH Certificate Renewal

WEB B R AEA B UE T P B AP ECHARAEfAE BRSO T, T P 2K — K HE
:FS o
Certificate renewal is the issuance of a new certificate to the subscriber without changing the public key or
any other information in the certificate.

4.6.1. EBEHRTE Circumstances for Certificate Renewal

FMEREA AR, £ T IEBRIET 30 RN EFIWIE 30 RN, WIERITT )
FEMHE B A A, 1T A5 GDCA UET5 AR 55 Wt 5 3] GDCA FIEMALA HEIE 8
o

Each certificate has its valid period. If the registration information of subscriber has not been changed in
the period of 30 days before the expiration date or 30 days after the expiration date, the subscriber can
access the GDCA Certificate Services Website or GDCA Registration Authority for certificate renewal
application.

4.6.2. B RIEHEHHIL4E Who May Request Renewal

RV B 3 5 A 51T 7

The entity who requests certificate update is the subscriber.

4.6.3. JEHEEHEFiER Processing Certificate Renewal Requests

XFFUERE T, HACPE R AR FIEIE. S0l ZRAETS . X BT ISR AN 25 75 A
TUNJUAN -

For certificate renewal, its process includes application and verification, identification, and issuance of the
certificate. The verification and authentication of application shall be based on the following:

1. TP HYEAEPAAAEIE Hlt GDCA 3
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1. The original certificate of subscriber is exist and issued by GDCA

2. BOUENES SR SRAEVE AT IR Y+
2. Validate the certificate update request is in validity period.

3. R EIENME BT S %
3. Identity verification based on the original registration information.

FE LA EIGUE AT % )i /5 GDCA A Rl HEHERS K UEFS -
GDCA can issue certificate only if all the verification and identification above are passed.

VP AT PR — AR BT AGE 15 FR VTR AT IR 15 S0, 4% IR EORIR AR L I+ i
AN G UEW] BEEL . GDCA FEARMRIFOL T # PR IZX AP AR UE S F 335 R4 990 05 3 D9 i+ ST i
HESILSEERE &

When the certificate is updated, subscribers can use the original private key to sign the update request,
and GDCA will verify and identify the validity, legality and uniqueness of subscriber’s signature and public
key, user information of the update request.

4.6.4. BRIV PIRERRIER

Notification of New Certificate Issuance to Subscriber

[FIA< CP 55 4.3.2 %5,

See CP section 4.3.2

4.6.5. M2 EIE B AT A

Conduct Constituting Acceptance of a Renewal Certificate

[ CP %% 4.4.1 75,

See CP section 4.4.1

4.6.6. CA XTEFEFH K K AR Publication of the Renewal Certificate by the CA

[A4% CP % 4.4.2 75,

See CP section 4.4.2
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4.6.7. CA B AL AR UEB IR R

Notification of Certificate Issuance by the CA to Other Entities

[F4s CP %8 4.4.3 77,
See CP section 4.4.3

47. EFHEHAEF Certificate Rekey

IEBEHEHARIT 7 B S 55 A R X R I RS N A K — M HE S

Certificate Rekey refers to generating a new key and requesting to issue a new certificate for the new
public key by the subscriber or other participants.

47.1. IFBZEHAEHRIETE Circumstances for Certificate Rekey

GDCA HJE+ 3% 8 S A EA R T L E I -
GDCA certificate Re-key including but not limited to the following circumstances:
1. UEBAAEHMEER T AR
1. Revocation certificate due to private key leakage.
2. UEF R
2. The certificate expires.
3. UEFE B

3. The certificate key expires.

4. FETEOR. BURZ4RPF, GDCA ZRAEF % H1HE H.

4. GDCArequires certificate key update based on the security reasons of technology and policy.

472 ERIEPEHEFRILE

Who May Request Certification of a New Public Key

TR B T B S AT P

The entity who requests re-key is the certificate subscriber.
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4.7.3. ALBEAE 595 4H B BT1E K Processing Certificate Rekeying Requests

[FIA CP %5 4.6.3 i,

See CP section 4.6.3.

4.7.4. BAIT PFAERRIER

Notification of New Certificate Issuance to Subscriber

[FIA CP 55 4.3.2 7,

See CP section 4.3.2.

4.7.5. VIR 2 B EFE BTN

Conduct Constituting Acceptance of a Rekeyed Certificate

[AA CP %5 4.4.1 7.

See CP section 4.4.1.

4.7.6. CA ST EHAEFER R R A

Publication of the Rekeyed Certificate by the CA

[FA CP %5 4.4.2 17,
See CP section 4.4.2.

BRSBTS IR 24 /N PR AR -

Re-Keyed Certificate must be published within 24 hours.

4.717. CA BMHEMEBIERRER

Notification of Certificate Issuance by the CA to Other Entities

[[]4% CP % 4.4.3 75,

See CP section 4.4.3.
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4.8. IEFHATE Certificate Modification

4.8.1. EBAERIETE Circumstances for Certificate Modification

ARAT AR B VEANHME B R A, 14700 GDCA H HE A

If the registered information which subscriber provide is changed, the subscriber has the obligation to
report certificate modification to the GDCA.

AR RS AR SRS S T RERZ T P BCR] S s, AT AN RE I IE S A2 5
HEEMAIZIES, R EBHIERIES.

If information contained in the certificate changes that may affect the rights and obligations of subscribers.
The subscriber cannot apply for the certificate change, and he/she can only revoke the certificate then
apply for a new certificate again.

RS2 B B AHIE 1S B BT Al AR . 2R — B0

Both of the procedure and conditions of the certificate application and modification is the same.

4.8.2. B RIFHERE KLk Who May Request Certificate Modification

T SRIE 22 B I SEAR R IEAS 1T 7

The entity who requests the certificate modification is the subscriber of the certificate.

4.8.3. MFIEPATEER Processing Certificate Modification Requests

UEF AR S A IR AT B UE B R M AR AT AL B, [RIAS CP 3.2,

The certificate modification is processed following the registration procedures where the first application
for a certificate, see CP 3.2.

4.8.4. BRI PFHEBRIER

Notification of New Certificate Issuance to Subscriber

[FA CP % 4.3.2 5.

See CP section 4.3.2
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4.8.5. MRS EERRATA

Conduct Constituting Acceptance of Modified Certificate

[F A CP % 4.4.1 75,

See CP section 4.4.1

4.8.6. CA XA BEUEH ) K AR Publication of the Modified Certificate by the CA

A CP 55 4.4.2 7,

See CP section 4.4.2

4.8.7. CA B AR IER IR

Notification of Certificate Issuance by the CA to Other Entities

[A A CP %5 4.4.3 7.

See CP section 4.4.3

4.9. FPBEEMIEER Certificate Revocation and Suspension

4.9.1. EHBARETE Circumstances for Revocation

4.9.1.1. T PEFH R85 B H Reasons for Revoking a Subscriber Certificate

MRBLLL R BB, UET LR A

Lo 3P DA 8 208 SR e 1

2. 1TFiEH GDCA B EF 1 sRAAF B AL H AR IE W BFAUT N

3. GDCA IRf3 TiE#HE, IEMISIEBAHEM BT A AHES 7%, SUREAE Baseline
Requirements 5 6.1.5 7 & 5 6.1.6 717

4. GDCA 15 7 iEH#E 2% H 1L

5. GDCA FRZEIT Fif R 7 P ¥, CP/CPS H ¥ —IiEl £ Wi & K 57T

6. GDCA ZRZ& [AEMR W] FQDN 5 IP Huhk i Ak VE T (B, JEikBe slifh 3
HREE MM T HAEMN AEREA ), AN NS 5 AR VF AT BRSSPl
Wik, B AL M AR R SRR A D
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10.
11.
12.

13.
14.
15.

16.

17.

GDCA 3R 78 Lt FeAFIE A5 FH 46 50l BA S0k 1% S P ) 138044

GDCA FREBUE T & 15 B B KA

GDCA R RIUF P25 K K BERT & Baseline Requirements Z 3k, ¢ GDCA [ CP 1{ CPS;
GDCA I\ JfEA i BAEUE P 45 A HER . AN LB A 1R 3

GDCA ti TEMRRIE IL12E, HARE 55— CA LR LR BEIE 45 Ik 55
GDCA f## Baseline Requirements 25 & UEF AL J7 020, BB B ¢ 1k, BRaIEH 4k
444" CRLIOCSP 15 % ;

GDCA KRB TR %% CA MAVHE S| 1 Al sEf i

GDCA 1] CP 8% CPS ZEL:R 51T Ik 155

UEF B N 25 BA% 200 B PR N R At (i, CA/Browser 1832 AT BE NN
WA BRSBTS R T S, R A5 SR R E I TR A
GDCA i LB ) iRk T AR RS2 IR A

CPS IR T I JBAT R B2 AN T B I BEAG s FAR S E s THENLEOB(E R 4
L B EVE R A s BURAT N BB A AR 1 S R ELO A A5 SR s
D

GDCA CAJEATMAM LS55, W RGNS .

Certificates must be revoked if one or more of the following occurs:

1.

2.

The subscriber requests in writing that GDCA revoke the certificate;

The subscriber notifies GDCA that the original certificate request was not authorized and does not
retroactively grant authorization;

GDCA obtains evidence that the subscriber’s private key corresponding to the public key in the
certificate suffered a key compromise or no longer complies with the Baseline Requirements
sections 6.1.5 and 6.1.6;

GDCA obtains evidence that the certificate was misused;

GDCA is made aware that a subscriber has violated one or more of its material obligations under the
subscriber agreement and CP/CPS;

GDCA is made aware of any circumstance indicating that use of a fully-qualified domain name or IP
address in the certificate is no longer legally permitted (e.g. a court or arbitrator has revoked a
domain name registrant’s right to use the domain name, a relevant licensing or services agreement
between the domain name registrant and the applicant has terminated, or the domain name
registrant has failed to renew the domain name);

GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate fully-qualified domain name;

GDCA is made aware of a material change in the information contained in the certificate;
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9. GDCA is made aware that the certificate was not issued in accordance with Baseline Requirements
or GDCA's CP or CPS;

10. GDCA determines that any of the information appearing in the certificate is inaccurate, unreal or
misleading;

11. GDCA ceases operations for any reason and has not made arrangements for another CA to provide
revocation support for the certificate;

12. GDCA'’s right to issue certificates under the Baseline Requirements expires or is revoked or
terminated, unless it has made arrangements to continue maintaining the CRL/OCSP repository;

13. GDCA is made aware of a possible compromise of the private key of the subordinate CA used for
issuing the certificate;

14. Revocation is required by GDCA's CP and/or CPS;

15. The technical content or format of the certificate presents an unacceptable risk to application
software suppliers or relying parties (e.g. the CA/Browser Forum might determine that a deprecated
cryptographic/signature algorithm or key size presents an unacceptable risk and that such
certificates should be revoked and replaced by GDCA within a given period of time);

16. The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as natural
disasters, computer or communications failures, changes of laws and regulations, government
actions or other causes beyond the reasonable control, causing threats to the information of others;
or

17. Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
subscribers to pay.

RETHIER, X1 GDCA LRSS R IES, #lin CAL RA. Z# meitle
AR gs AR CRAEIRSS RGP I BEEAE ) (R AIESS, AT BUR 4 HAIES:
1. CA 5RA. ZHpi55250T P& b B K A A
2. UEPRPIR A LA TR BCE YRR A 2 AR E
3. HMTEHFEE.,

If the following circumstances occur, for the certificates using in GDCA certificate service system, such as
certificate using in CA, RA, RAT or other services entities (including equipment using certificate in service
system), GDCA can revoke the certificate:

1. Agreement between GDCA and RA, RAT has changed or stopped.
2. The private key of the certificate has security damage or is suspected with security damage.
3. The need of management.

UEFAT P SR I B MREEIE BALE 22 i AR 4, ST BB AN CA HEAT M %1 SSL
AR5 A UESS, A B MER — I LIS, AT eSS M iRAE:
1. CA WUMIBFIIEA A G, WBERBE I E 12384 ARE . S TEIR & 20 24 14
2. CA HUMARRI— AN B BCATIE F R IS IE— MRVENE IR & 74844 5
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3.
4.
5.

CA MUl F5M RN 2510817, JF HORZHRHAR CA SR AL ML M SCHRFPEIRAT
CA ZERUEAS AR O femip B B 1k, BRAE CA - AT % HF, 48 2L4E" CRL/OCSP;
A5 AR P 7 B T S 7 X L Y 2P (R 7 7 s A5 A T 422 52 [ JRU o

If certificate subscribers discover or suspect the security of private key of the certificate has been

damaged, they shall immediately notify GDCA to revoke the certificate. For the SSL server certificate, if

the following one or several cases have occurred, GDCA also need to carry out the certificate revocation:

1.

Domain name that CA knows is no longer valid, such as the domain name has been judged by the
court, domain name registration agency contract termination, etc.

GDCA knew a wildcard certificate was used for a fraudulent misrepresentation sub domain
name.

GDCA terminates the operation for some reasons and doesn’t arrange other CA to provide for
supporting operation of revocation certificates.

Unless GDCA make special arrangements, GDCA will continue to maintain CRL/OCSP, under
the circumstance of that GDCA's right to issue certificate has been expired, revoked or
terminated.

Technical content or format of certificate causes unacceptable risk for application software
vendor or relying party.

49.1.2. 12 CAEFHK BEEE Reasons for Revoking a Subordinate CA Certificate

A LA S S —FhEl 2 Fh, GDCA RifE 7 RN M2 CA UEFS:

1.

o oA W N

GDCAFRAF T UEHE , iiF B S UE F A FH X REfK 2 CARAHIE 3 T 15, BiANFE 7474 Baseline
Requirements & 6.1.5 15 &2 5 6.1.6 15 [RAH G EK

GDCA 373 7 UEF5 18 S5 F A UESE ;

GDCA 3L R P 125 & AR BERF & Baseline Requirements Z23K , 814 CA R g% & CP/CPS;
GDCA Y AMEFTHIIEIE R P {5 EAER . AELEAG RS

GDCA I TAEMJE T 1EEE, HARS 5 —K CA BRI LA ALIES M8 R 5% ;
GDCA f#}# Baseline Requirements 25 & UEF AL IR0, BB Bt 261k, FRIEIH 4k
8447 CRL/IOCSP 15 2 % 5

GDCA ] CP/CPS ZE3K i % CA k15

EF AR A 25 B0k 2N BRI R R B 77 (40, CA/Browser i3z AT REIA N
BB A H B K B BT AR W U 7 A B I A S TE R B TR] P9
GDCA 4 S B He) ok AN 1 KU o

GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:
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1.

GDCA obtains evidence that the subordinate CA’s private key corresponding to the public key in the
certificate suffered a key compromise or no longer complies with Baseline Requirements of Sections
6.1.5 and 6.1.6;

GDCA obtains evidence that the certificate was misused;

GDCA is made aware that the certificate was not issued in accordance with Baseline Requirements
or that subordinate CA has not complied with the GDCA CP or CPS;

GDCA determines that any of the information appearing in the certificate is inaccurate, unreal or
misleading;

GDCA ceases operations for any reason and has not made arrangements for another CA to provide
revocation support for the certificate;

GDCA's right to issue certificates under Baseline Requirements expires or is revoked or terminated,
unless GDCA has made arrangements to continue maintaining the CRL/OCSP Repository;

Revocation is required by GDCA’'s CP and/or CPS;

The technical content or format of the certificate presents an unacceptable risk to application
software suppliers or relying parties (e.g. the CA/Browser Forum might determine that a deprecated
cryptographic/signature algorithm or key size presents an unacceptable risk and that such
certificates should be revoked and replaced by GDCA within a given period of time).

4.9.2. B RIEP B85 R4k Who Can Request Revocation

© g > w Db

PR SEARTT LA SR (85— AT P ESS:

GDCA EEMAL AT LUK HE A CP 55 4.9.1 7% R M4 — T ik,

SEFANUEFS, TEFT AT LA SR M4 A1 B S AN A IE 5

ST HUIE S, RN BRI ARGRAT BEA% 18 3K M8 © 28R A AU RS

ST BRAAUETS, R HHA & MR AR B 15 R 48 D28 K IMIET

BT BUR BT R AR AR T DURVE AT P e .

AT LR B8 B AL ERCH A P 35 = 5 T USRS E A5 ) /AR S, 45
GDCA & HH i i+

The following entities can request revocation of subscriber certificate:

1.

GDCA or Registration Authority can revoke one subscriber certificate based on the requirements of
this CP section 4.9.1.

For individual certificate, certificate subscribers can submit a request to revoke their own individual
certificates.

For organization certificate, only representative authorized by this organization has the right to
submit a request to revoke certificate which has been issued to this organization.

For equipment certificate, only representative authorized by this organization who has the equipment
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has the right to submit a request to revoke certificate which has been issued to this organization.

5. The court, government departments and other public power department can revoke subscriber
certificate in accordance with the law.

6. Relying parties, application software suppliers, anti-virus organizations and other third parties may
submit certificate problem reports informing GDCA of reasonable grounds to revoke the certificates.

HA GDCA w] L HRIEH B 4k CA k5.

Only GDCA can revoke root certificate or Subordinate CA certificate.

4.9.3. IEH B8R A BRFF Procedure for Revocation Request
4.9.3.1. W FER BEEH The subscriber actively proposed to revocation application.

Lo AT P UG HRAE A F I 2R U WA R, TRTA 338 B e A R
2. TEMHAURAIAZ S H U T SR 110 S 43R0 B L B 1 O

3. VENHLRE A FRIE R IRAC 4T GDCA, 1 GDCA 58 /% M 4H

4. GDCA At 7%24 /NI ¥ B BB IR S5 -

1. Subscriber submits revocation application form and identification material to registration authority and
indicates revocation reason.

2. Registration Authority verifies the identity of entities applying for revocation and the appropriateness
of revocation reasons.

3. RA submits application form of revocation to GDCA and GDCA completes the revocation operation.

4. GDCA offers 24x7 certificate revocation requests service.

4.9.3.2. T F¥ms] B 4A5IEF The subscriber is forced to revoke the certificate

1. 4 GDCA SUEMHLIE 7843 B (5 B CP 28 4.9.1 1 U5 B, T id ik py 3R
S IR R BHE 15

2. GDCA 24t 7%24 /N FRIHIE A5 v /AR 5 A AL BEAAR

3. AT FIVENUAL LR AR | B AR S 5 = $RAE LR TS i R 75 15, GDCA
37 2H £ 2 AR A U 5 SR ok g R TS AN IE

4. GDCA M#ITFET G, @& 2wy, GRmiies, miss, ST e i o
A S S EEER

1. When GDCA or RA has sufficient reasons to confirm that circumstances described in CP section

4.9.1 have occurred, they can revoke subscriber certificates through determined internal processes;

2. GDCA maintains a 24x7 certificate problems reporting and processing procedures;
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3. GDCA will take actions to investigate the certificate problem reports submitted by relying parties,
judicial institutions, application software providers, anti-virus organizations and other third parties,
and will decide whether or not to revoke the certificates based on the results of the investigation;

4. After the certificate revocation, GDCA or RA will use appropriate ways, including email, phone, and
fax to notify the final subscriber that the certificate has been revoked and the reason why it is
revoked.

4.9.4. WA E K B 3 FR B Revocation Request Grace Period

R SR I T e B T e IR AR S T, R A T SR B A M B B HE S S BE 8 /NS
AR o FLAh 7 B R DAL 1 B U SR E AR B 48 /N Y it

If key exposure occurs or suspected occurs, revocation request must be submitted in finding leakage or
leakage suspicion within 8 hours after key exposure or suspected exposure is found. Revocation
requirements caused by other reasons must be made within 48 hours.

4.9.5, CA K3 R 4515 R K FR

Time Within Which CA Must Process the Revocation Request

GDCA H#2 M IHE R 25 i m 8 Z 8] (1] B YIRS 24 4~/

The cycle of GDCA processes revocation request is no more than 24 hours.

4.9.6. TR EE D R E R

Revocation Checking Requirements for Relying Parties

HRAT FEAR A —MIEFS AT 20 ) GDCA AT CRL BT T B AR A IE 2 75 4 )
.

Relying parties must check the CRL published by GDCA before trusting a certificate to check whether the
certificate is revoked.

4.9.7. CRL RA#iZ CRL Issuance Frequency

XFFIT FIETS, GDCA f CRL KA AN 24 /NI, BIFE 24 /NPy R Al CRL, H.
nextUpdate 7B F{E A8 H thisUpdate {2/ 10 K LA L.

T CAETS, GDCA K CRL KA AN 12 4 H .« Wik mds b2 CAE+:, GDCA
MmN G 24 /N Z IWFEHT CRL, H. nextUpdate 7B [ AN 7582 H thisUpdate {E 1) 12 4~ H LA
.
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FERFIRE GG OL T T BAE CRL SZENAR (AR AR 2 AF RERS IRIED, CRL AYSZEDA:
2 GDCA ffill %€ ) R AT SR R E o

For the subscriber certificates, GDCA should update and publish certificate revocation list (CRL) every 24
hours, and the value of the nextUpdate field should be no more than ten days beyond the value of the
thisUpdate field.

For the subordinate CA certificates, GDCA should update and publish certificate revocation list (CRL)
every 12 months. In case the subordinate CA certificates are revoked, GDCA should update and publish
the certificate revocation list (CRL) within 24 hours after the revocation, and and the value of the
nextUpdate field should be no more than twelve months beyond the value of the thisUpdate field.

However, CRL can come into effect immediately determined by release strategy made by GDCA in
special emergency circumstances (assuming that the network transmission condition can guarantee).

4.9.8. CRL K47 KI5 KA J5 B 18 Maximum Latency for CRLs

—MIEFS BB B B R A B CRL (R 5 I R AN el 24 /N

A revoked certificate will be added to CRL within 24 hours.

4.9.9. LIRS R T i Online Revocation/Status Checking Availability

GDCA R[AlE 53T 7 AR 7 S A AE GG E FRAS A iR %« OCSP i N2 A4 RFC6960
MR, FtH B OCSP % #3454 » OCSP k4548 HIIE+ 5 IE/E B PR IIEH B [l — A CA
25 9%, OCSP IR 5% 2% HIAIE 15 A & — 4 RFC6960 & S A7 ) id-pkix-ocsp-nocheck frI7 e Tl .

GDCA should support OCSP responses for subscribers and the relying parties. The OCSP responses
should conform to RFC6960, and signed by an OCSP Responder whose Certificate is signed by the CA
that issued the Certificate whose revocation status is being checked. The OCSP signing certificates
should contain an extension of type id-pkix-ocsp-nocheck, as defined by RFC6960.

49.10. FELREEHER Online Revocation Checking Requirements

FHP AT UL AT TE SRS A0, GDCA ANE 5 BAT ] A SRR

GDCA #it Get 1 Post ## /7 i) OCSP £ IR -

SFFAT FHIETS , GDCA R 2 /b 4 U K 5 357 OCSP {5 5. - OCSP Wi 7 () e £ 2400 10 K.

Xk CAET:, GDCA RZE/DHE 12 4 HBEH OCSP {58 . Hmifrh g CA IEHmT,
JSLFE 24 /INIF A BEHT OCSP {5 2.

YT ARZERENEBFPREEMIE R, GDCA AFIRE “good” IRFE -

Users may feel free to inquire status online. GDCA must not impose any access limits.
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GDCA offers the OCSP service using both the Get and Post methods.

For subscriber certificates, GDCA should update the OCSP information at least every four days.OCSP
responses from this service have a maximum expiration time of ten days.

For subordinate CA certificates, GDCA should update the OCSP information at least every twelve months,
and within 24 hours after revoking a subordinate CA certificate.

GDCA must not respond with a "good" status for the request for status of a certificate that has not been
issued.

49.11. BY¥EENHMEMAER

Other Forms of Revocation Advertisements Available

%7 CRL. OCSP 4, GDCA n] LA#AE m4HE i HAah R AT, (HIXASZ LA .

GDCA may provide other publication forms of revocation information in addition to CRL and OCSP,
however, such publication forms are not mandatory.

49.12. HHABERIEHESR Special Requirements related to Key Compromise

RS CP 55 4.9.1 TWHUE RIS IEAL, 24T 7 BREE U FIE A 2 B 2 i I, WAL
H i) GDCA R HHEP M TER . WKk CA %8 (R CA B2 CA =) L ey F ol
MRBERIE , NAZAE G Z I 8] Y & 30 5 QRN @ R T P A -

Except for the case described in CP section 4.9.1, when certificate key of subscriber or RA has security
damages, certificate revocation request should be made to GDCA immediately. If CA key (root CA or
Subordinate CA key) is compromised or may have been compromised, subscriber and relying party shall
be notified by reasonable means timely.

49.13. EPEHERFERE Circumstances for Suspension

GDCA A FFIE T

GDCA does not support certificate suspension.

49.14. BERIEFHERFIELMAE Who Can Request Suspension

GDCA A SZFHIE .

GDCA does not support certificate suspension.
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49.15. HRIFRKFEF Procedure for Suspension Request

GDCA A SZFRIE .

GDCA does not support certificate suspension.

4.9.16.  HEAIIFRFRH] Limits on Suspension Period

GDCA ASCHAEF .

GDCA does not support certificate suspension.

4.10. IEFIREPRS Certificate Status Services

410.1.  BAERFE Operational Characteristics

TP A L@ CRL. LDAP H/lR%s. OCSP &ifjiE+RA, b

S22 S SR BE R S I (8] A0 A Ab B g

B T7 HREFIRE RS

T #mA LS, GDCA ANAEIEHRIMIRTIMERHAE CRL H 1) M4Hic3k. GDCA A

B CRL HRARAS S 42 4E 15 1 MBS 1 5%
GDCA AR OCSP H (1) a4 3% o

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate status services
described above should have reasonable response time and concurrency process capability for query

request.

For the revoked certificates, GDCA shall not remove their revocation records from CRL prior to expiration

of such certificates. GDCA does not remove the revocation records of code signing certificates from the

CRL.

GDCA does not remove the revocation records in the OCSP.

4.10.2.  FRZATH 4 Service Availability

UEFSIRAS AR S5 AL AR 7X24 /NP AT A, ELWi R a) AN R 10 D

Certificate Status Services must be available in 24 x 7 hours, and the response time must be of ten

seconds or less.
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4.10.3.  TWIRHRHE Operational Features

TERE o

No stipulation.

4.11. TS5 End of Subscription

VT PES B IR R 0TT 7 T W4Ty TE R

The following circumstances of certificates indicate that the subscriber’s subscribing behavior has
formally terminated:

1. UEBEIE R A AT
1. The certificate is not renewed after the expiration.

2. UEPSRIMIRTH T .

2. The certificate is revoked before the expiration.

4.12. HHAFEE 5K E Key Escrow and Recovery

4121,  EARESKERRBEITA

Key Escrow and Recovery Policy and Practices

UEFS T 7 I s Y6 GDCA AT 7 ) AR s P B P R AR A, IR ) 2R
PEH AP OIATE R BT YO TR R I # P, "TLAE GDCA $2 i g =
WHE Y], GDCA LM RS HE AP LI, WAE, BT RIHIE, il P KA
s & 5 o

The certificate subscriber's encryption key pair which is applied for by GDCA on behalf of the subscriber is
generated and also managed by Guangdong key management center. When the certificate subscriber
needs to recover the encryption key, the subscriber should apply to GDCA for recovery. GDCA will accept
the subscriber's application and help the subscriber recover his or her encryption key according to the
corresponding rules and procedure of Guangdong Electronic Key Management Center.

ERAT P22 % AR T P BATRE, GDCA A2 P4 % HIFEEAIKE .

Subscribers shall keep signing key pairs by themselves. GDCA does not provide the key escrow and
recovery services for subscribers' signing key pairs.
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4122, EEHARBESKERRESTHN

Session Key Encapsulation and Recovery Policy and Practices

R IREE A R E 58T ORBR 2T E ], B G R E B R E N A&
WE PN, #52E HE SR E IR E 210

The session key is packaged in digital envelope using asymmetric algorithm. The digital envelope is to
encrypt the session key using information recipient's public key, then the recipient can use their own
private key to decrypt and recovery the session key.

5. WENUM B & EAI R AR

Facility, Management, and Operational Controls

5.1. YyE#EH] Physical Controls
5.1.1. b B 57 Site Location and Construction

GDCA H DAL BT RE £ 2 iz O X RS X B REX . #0EX . ALK A X,
P20 DX > P e FL R 57 = o L Fe R /N 0BT 74 SLAWAR, e TOT. B ACR F T2 2 2mm
I FLAAAR,  MBCR S DY 3mm (74 SLARAR . F745 T 200 CO2 fRIMIE . BRI S R
AR BEskl 1S TSR Bl ] 8 X% 57 ik 2 RS P B e g 2R3 IR
T YRR A I RE R VB AS o« AFTRUOR S BURL B R AR A AUBCE AR X

According to the functions of GDCA central area, it consists of core area, service area, management area,
operation area, public area. The core area is a high-performance electromagnetic shielding room. Its shell
is made of six sides of high quality cold-rolled steel plate. The roof and wall panel is made of cold-rolled
steel plate with thickness of 2 mm. The floor is made of cold-rolled steel sheet with thickness of 3 mm.
Welding process is CO2 protection welding. Glass is thickened and bulletproof with metal mesh added on
it. Shielding door is manual locked. Vent is configured with honeycomb type ventilation duct shielding
room window according to the specifications of the shielding room. Power filter is single phase
high-performance low leakage filter. Safe with confidential information stored must be placed in the core
area.

5.1.2. YIEE [ #EH] Physical Access

BEH BB 2 A R AT N T Rl . H TR, AT AR UERE BB — AN B 2

81



Il semnnnnaemes

Sooa GDCA F Fh5kHg (V1.8 fi)

R NE LA . GDCA [F) CPS W ZRNH R 7 1l 455 i) HEAT FL RSV EGR IR 5E o

The activities of accessing to each physical security layer shall be recorded, audited and controlled in
order to ensure that all above activities of certain person have been authorized. GDCA CPS must define
detailed rules for physical access control.

5.1.3. B, /7523 Power and Air Conditioning

GDCA HLps NA 4. AISER ARG & RS, LA RS AN ] W i L )
MR Ak, IERLEANE T ARG B RGAEHE E GO T AL

The computer room of GDCA shall be equipped with secure and reliable electric power system and
electric backup system to ensure continuous, uninterrupted access to electric power. In addition, these
systems shall have temperature and relative humidity of special air-conditioning system and wind system
control operation facilities.

5.1.4. B 7K Water Exposures

GDCA Bl MNA LT TRIEOARTE I, Brib. Al K B, JFBEMEAE I DK ore
JEIIR NI KR DIE 2R S (R

The computer room of GDCA should have specialized technical measures to prevent and detect leaks,
and be able to reduce the influence of leakage on the certification system to the maximum extent.

5.1.5. ‘KR PBF$P Fire Prevention and Protection

GDCA L5 BB TR & T, I 52 AH BL I RE 7 SRV B A Lk R AR, IR 88k R B
PP ST B 2 T B BRI e R
The room of GDCA should take preventive measures, and formulate the corresponding program to

eliminate and prevent the occurrence of the fire. These measures shall meet local applicable safety
regulations.

5.1.6. AR Media Storage

XFPIEAY 5 (R AF BORVSE T S 2 Bk s Bk B Bl BifEeh. BrdisE. Bk,
B FE R S S ) 22 A T R, I HLE ST ™ R ORGP T B LA IR X 1 Jo R 22 45 LA A7 1)
GDCA meets the security requirements for media storage, including fire-proof, water-proof,
earthquake-proof,  moisture-proof,  corrosion-proof, pest-proof, static-proof, electromagnetic

radiation-proof, etc. Meanwhile, GDCA takes strict measures to prevent the media from unauthorized use
and access.
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5.1.7. EYAbFE Waste Disposal

2 GDCA A7 RS IR TKSCAF AR R AP 7 BB AS IR I e AR AR 580, ot
BRICIEWE o 5 05 e 2 ME TRBURAE J2 I A BRCE A R A B8 i AR A i 32 7o B A0 5 5
e HATIEA I REAT VB B

The written documents and materials of GDCA should be destroyed when they are no longer needed or
exceeded the expiration date, and must not be recovered. Cryptographic devices and media with
sensitive information should be initialized and physically destroyed by using manufacturer’s method
before disposal.

5.1.8. FHLZA> Off-Site Backup

GDCA ML 1 Bl A rhote, AEFH L TTROBRAERT Ot R el . o iF H S B AL
b BURAE BT AR

GDCA has established a remote data backup center. It backups the core system data, audit log data and
other sensitive information by the specialized software at off-site location on a daily basis.

5.2. FEF##] Procedural Controls

5.2.1. H{E /£ Trusted Roles

£ GDCA S IR S RE A, BEMA ST B mREF Rk . (A B HER w4
SV B R E I BRA 78  GDCA NI A M . I S £ B A0 4 -

In the process of electronic authentication service provided by GDCA, a person who can essentially affect
the processes of certificate issuance, usage, management and revocation, and other related positions
which are involved in key operation is considered as trusted roles. The trusted roles include:

1. ARSI & A BN 0L

1. Administrator of key and password devices.
2. RGEHANAR,

2. System administrator.
3. ZAWHIFAR;

3. Security auditor.

4. PSS GO SR B

4. Business administrator and business operator.
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5.2.2. FIWAESFEER AL Number of Persons Required per Task

GDCA NLAEEL A 35 FIE O S BAT 55 EAT A 2], IR 2 D alfE A kRS 55
— LB AL 55 -

GDCA should strictly control key task for specific business specification to ensure that various trusted
roles jointly participate in completeness of some sensitive tasks:

1 ERAMEM A B EAAEI: 2 5 D rE A R 3 NI ek
2. IEBBERGHN)E G FEIDRGEHARPTH 2 DNAE N AIEFTE R
3. WKL % 2 afE N AL F e

1. For operation and storage of the key cryptographic equipment, it requires at least three of five trusted
persons to operate.

2. For background operation of the certificate issuance system, it requires at least two of three trusted
persons to operate.

3. For review and issuance of the certificate, it requires two trusted persons to operate.

5.2.3. FAAERKR )5 X5 Identification and Authentication for Each Role

XA A TG ARG, AT A R AR, DR L RN AL T S T
TEER DT 2K . SUERE P 7E GDCA YN A FH A IR0 Fh A€

All persons who undertake trusted roles must be identified and authenticated strictly to ensure that they
can meet the requirements of their jobs. The identification procedure is given in the GDCA personnel
management regulations.

5.2.4. FER TS EIF A Roles Requiring Separation of Duties

PrEisi s, iR — D ANEE TR IREERMA T, BUARAEHEIE S g IAER)
fith. FTEPAFINMA O EART:

Segregation of duties means a person who plays a specific role cannot be the person who plays
another specific role. Roles requiring segregation of duties include but not limit to:

1 RSS2 B
iEF 8, CRL %%
REG TR 4
CA HHHE
ZAH

o ~ w D
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1. The acceptance of the certificate businesses
2. The issuance of certificates or CRLs

3. System Engineering and Maintenance

4. CAkey management

5. Security auditing

5.3. AR¥EH| Personnel Controls

5.3.1. . EEAEAHER

Qualifications, Experience, and Clearance Requirements

GDCA of ARHH T {55 A €1 T AR N SR A% Bk

HA& RIFHtt oM TAES 7

WP E . P, A GDCA M4 — 2 HE M G L
ST GDCA H KA HAIMNE . e M 5

HA RN ANRIT . 1875 A SON 5 5T LIRS
2% BT A A AR R

TLIEFEL AR5

o a M w N

The qualification requirements of person who undertakes trusted role in GDCA are as follows:
1. Good social and working background.

2. Complying with state’s laws and regulations. Obeying GDCA’'s unified arrangement and
management.

3. Complying with the GDCA related security management norms, regulations and specifications.
4. Having good personalities and working attitudes, with good working experience.
5.  Agood team player.
6. Noillegal and criminal records.
GDCA ZR7E 1 5 M i) N 53 /D b AR A B RIS SO0t AR RO E JEs2 i CA
BATHIH SR AR . L AAT L R HRIE 35

A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and dedication to
work, without other part-time work that affects CA daily operation, no major bad records of this industry
and etc.
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5.3.2. B R IAERERF Background Check Procedures

GDCA 5H RMBUMES I TN E1E, 58RO nlE i LS s

GDCA collaborates with governments and investigation organizations to complete background review for
the trusted roles.

FTA AT S AT R RN B AT A5 G A i [ o T i E . WRiEaE D
N BRI A A AT A

All employees who are trusted or apply for should have a written consent that they must go through a
background investigation. Background review including: basic review and full review.

BEARE RN TAEZD;, BOER, K, KR HNRA.

Basic review includes reviewing work experience, job recommendation, education and social relation.

AT AR AL A A A H NS BIEL TS, SRR S AT A,

Full review includes reviewing criminal records, social relation and social security besides basic review.

kYRR T

a)  AFEIIHAIT IS A A AN BERET DU . Rt Nkl B, mmiE
NIATIES VIS 2 VATIES VNI SN E= TN S S I i

b) AFEITEE R, Bk, W, E VS A00 HER AE AR B AT % E .

c) AAMITEEILERZ. HENEE. BHRERE T HHER,

d) Z£%#%, GDCA 5 R TATRE MU, LAAR A TAVREE CA UEBIRS A IR
HAGURAEE o AN, GDCA MR FANUAL (¥ N 5345 BEAR 5 56 % T 7K 4H T 15
FETITERR N ST ERAL 5%, DA BEASFRRERIGIEIX B N\ 570 [ {5 R B R0 AR g

The review procedure includes:

a) The HR department is responsible for confirming candidate’s personal information. Candidates
should provide the following information: resume, the highest degree graduation certificate, degree
certificate, qualification certificate and identity card and other related valid certificates.

b) The HR department identifies the authenticity of the information provided by candidates through
telephone, correspondence, network, visits and other forms.

c) The HR department checks candidates through on-site assessment, daily observation, situational
test and other methods.

d) After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At the
same time, GDCA will also be in accordance with the relevant organization regulations of personnel
management and make job examination on in-service staff who assumed trusted role, so as to
continuously review these employees’ trustworthiness and working ability.
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5.3.3. BEYIESK Training Requirements

N T AE G T REMEREAR AT, 75 20 5% TLdEAT o B0 B T B IR AR o (B, PASE S
(0 2 TAE IO N LR . BEI R AZ RS EA PR T DL P28

In order to make the employees to competent at his/her jobs, necessary pre-training and re-training for
employees to meet the requirements of the job positions.

1. GDCA it frIE A5 A AT T IATEM 55 K0 5
1. CP and CPS issued by GDCA.
2. PKI AR,
2. PKI basic knowledge.
3. HFRRAIEMAMISEBEM
3. Electronic Signature Law of the People's Republic of China related laws and regulations.
4. GDCAZEMRR. FRM RN 24 P
4. GDCA operation system, technology system and security management system.
5. TAREASURI PG L1 B

5. Working responsibility and job description.

5.3.4. HEI M ERESR Retraining Frequency and Requirements

GDCA NARHE 75 B HE AU, AORIEEE 2L A7) 03 T EINAT & b AL R K, IR e Al
HTAEIAST

GDCA should arrange for continuous re-training for employees at important positions regularly to ensure
employees can meet their job requirements and complete their jobs more smoothly.

5.3.5. TAE RS 3 IR E AT Job Rotation Frequency and Sequence

GDCA N5 %2 4 PSR A 5 A2 AN B3 A B A 3 4 AT o

Job rotation cycle and the sequence of GDCA serving officer will be based on organization security
management strategy.

5.3.6. RIFBAT NBIAL ST Sanctions for Unauthorized Actions

GDCA NI IS —EE HIpE, WRRBAT NREATE H AT, SIS MRR e 1LY
AEFE. B TAERAL. TG MIPEE . JRACFRAN AN B ATy 30, XA TIAT R 2 1F
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EVEENE R .

GDCA shall establish and maintain a set of measures for the administration, including termination of labor
contracts, position removing, fines, criticism and education, submitting to Judiciary for processing, etc., to
appropriately discipline the personnel unauthorized activities. Above discipline activities should comply
with laws and regulations.

5.3.7. ST A2 AHIZER Independent Contractor Requirements

T AJET GDCA NN LAEAN BT, EIEFE GDCA k554 5k TARRI Y55 73 SZHLAY
ks Nt BB RSO A ZIN, GDCA 4t —Z0RATT
1 NRAREMSREH,
2. HA1HL MRS T2,
3. GDCA #&Atg— 1 b BT B JIA LA i E s I, 85I N AERHEEAR T GDCA IE+
2 AR LT A E L 55 U o

For persons who do not belong to the GDCA but participate in the relevant works for GDCA businesses,
such as business personnel of business branch organization, management personnel and other
independent contractors, GDCA has requirements are as follows:

1. Record management of personnel profiles
2. With more than 1 year relevant work experience

3. GDCA provides unified training and retraining, includes but not limited to the GDCA certificate
acceptance rules and electronic certification business rules.

5.3.8. R4S A 7B SO Documentation Supplied to Personnel

GDCA $ 45 PN 53 LSO RS R IR R 5 53 1 TARR S .

Documents provided to internal employees by GDCA include training documents and related personnel
working documents.

5.4. ®HERERF Audit Logging Procedures
5.4.1. EFERIZRE Types of Events Recorded

CA M RA WAULKSIBIT RGMHRHI M. Xk, Lt FaldEREE ER/%H
A, AN AZE S UME R
1 SHARERAM H AT (A
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All major security incidents occurred in GDCA will be logged with the time-stamp and recorded in the audit
trail records automatically. Regardless of manual or automatic generation, these records should contain
the following information:

1.

2.

3.

The date and time of the event
Sequence number for the record
Type of record

Record source

Event recording entity

GDCA Ric M FH A EAR T

1.

CA BHHAE M AN I B E, 5 CABHER. & . WE. R,
B RS, AR AR RS,

B ar I S B, AR, R HEL WA . 42
%;

IESHIE S, QT BTG BRI RAL. IS TORIRIE . HE
JLBSIE BRI PR A5 5

RSB dn BV A S B, BRI HIE . e, R MR Raiga®
fF, WIS RIEA IR CA RGHITES, X CA RGEMZE R ARRE] H &
Vi A B, X RGO AR s R R U R A, s de s BURR I SR BAS
B SEUMER, RGUEEL BTSRRI AR

77 K B AT S 2 F

RGBT, BREAGRIMKCH, RGPIRIEE. BER, REBIZSCE;
YAENU B AT 1], ARSI Sk I ENUR et ARSABUN 51k HAER LAY
Bt 2 I [R) NN 22 A A Uit 147 1+

AE N VE LS, AREMSBIRAIKS HiFics, REPURKHIE . ZE ., f
HF L, AR

These events include but not limited to:

1.

Management events in key's life cycle, including generation, backup, storage, recovery, usage,

revocation, archiving, destruction, private key leakage, etc.

89



Il semnnnnaemes

Sooa GDCA F Fh5kHg (V1.8 fi)

2. Management events in cryptography device’s life cycle, including receiving, installation,
uninstallation, activation, usage, repair, etc. for equipment.

3. The certificate application events, including the subscriber accept subscriber’'s agreement, the
applied company, application data verification, application and validation data preservation, etc.

4. Management events of certificate life cycle, including application, approval, update, revocation, etc.
System security events including: successful or unsuccessful access attempts for CA system,
unauthorized access attempts for CA system network and files, operation (read, write or delete, etc.)
for restricted and sensitive documents or records, system crash, hardware failures and other
abnormal events.

5. Security events recorded via firewalls and routers.

6. System operating events, including startup and shutdown, creation or deletion of permission,
configuration or modification of password.

7. Access to CA facilities, including the access of authorized or unauthorized personnel and attendants,
and the access to security storage facilities.

8. Management record of trusted roles and personnel, including network account application, system
permission application, modification, and creation, and the changes of personnel status.

5.4.2. A3 H EKISE Frequency of Processing Log

GDCA Mgt e ih H &, DME AR E ) 2 e BRI, 0 R BLN % e AR AL
FH L 5 It

All the audit logs should be checked by GDCA regularly in order to discover the significant security and
operation events and take corresponding measures.

5.4.3. i H ZRRE IR Retention Period for Audit Log

GDCA 2512 ¥ AR A7 i T MEAR S 1B HH A &, DRAFIIBR N 72 A4 E R AU +4.

GDCA saves electronic certification service audit logs properly. The preservation limitation period is ten
years after the date of expiration of the electronic signature certification.

5.4.4. H 1t H E LRI Protection of Audit Log

P R T &, RS SREU™ A% Y BAZ AR U7 R 150, B bR &
o MRS

All the audit logs should be handled with strict physical and logical access control measures to avoid
unauthorized reading, modification and deletion, etc.
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5.4.5. #HiHH ZHZBFEFF Audit Log Backup Procedures

X T H G B & O ROAZ LA AT PR AHIRE,  E HREAT %4 o

GDCA should set up and carry out the reliable system for backups of audit logs, and full backups are
performed periodically.

5.4.6. HIHEE R 4 Audit Collection System (Internal vs. External)

TERE o

No provisions.

5.4.7. TS EMHEARRE R Notification to Event-Causing Subject

SRR S — AR, RS R IZ RN A

When audit record reports an event, GDCA shall notify individuals, organizations who cause this event.

5.4.8. MEFF PG Vulnerability Assessments

MRYEH LS, GDCA NE WIHEAT 2 A e g P FAli,  FFARAE VP At 75 R EUKN R it o

GDCA should conduct security vulnerability assessments regularly according to audit records and take
remedial measures according to assessment reports.

5.5. gAY Records Archival

5.5.1. IHR%E K2R Types of Records Archived

i ZVAR LR, BR U CP 2 5.4.1 WHUERISL, 7 Zxan Ml et AT 98, (4.

In addition to the records need to be archived specify in CP section 5.4.1, the following records should be
archived:

1 AERHIEREE
1. Information of certificate application.
2. UEBERGIRE B SCHF O .

2. Supporting documents of certificate issuance.
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5.5.2. IHRHE R B HAFR Retention Period for Archive

GDCA FIHFINIENL S HIN (CPS) BRI E & R A RS e S 4 B A PR

CPS of GDCA shall provide reasonable retention period for archive.

5.5.3. AR SCAEBIRST Protection of Archive

S 368 T3 2 PR A B ATE A R U7 ()3 ) R R AR e, RSBl 5 N 53 Fe v U7 1]
ER S, BRI b Bk MR e R ST .

All archive records shall take appropriate measures to control physical and logical access so that only
trusted personnel can access records. Archive records shall be protected from the unauthorized browsing,
modifying, deleting and other illegal operations.

5.5.4. VARSI B4R FE P Archive Backup Procedures

X RGUERIT R T AR, N E AT R, & ST AR

Electronically archived records generated by the systems should be backed up weekly. The backup file
should also be stored off-site.

X IR, AT BT, (H R RO R AR St DR IE L 2 Ak

For the written archiving data, they do not need to be backed up, but some strict measures need to be
taken to ensure the security.

5.5.5. TC A R BRE K Requirements for Time-Stamping of Records

GDCA HJJARAC sRAFRIER 18], Z 507 A2 A A BRI NI 8] 8K

The archived records of GDCA are labeled with time, and the records generated by the system are
required to be added a time stamp.

5.5.6. IHESKEE R 4t Archive Collection System (Internal or External)

H H SR NLAE A BRI R L, L4 GDCA HIEMHLA

All the entities including GDCA and RA should construct internal archive collection system.
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557.  RENREBAMEENER

Procedures to Obtain and Verify Archive Information

GDCA 22 2 di vk GI AL 558 B 53 70 il R B VA RS A5 2 00 2 NP5 DL FERAS e B R A5 R
I, ZXHE 2 A9 DUBEAT LA

Security auditors and business administrators of GDCA retain 2 copies of the GDCA file information
respectively. While obtaining the complete archived information, comparison of the 2 copies should take
place to confirm the integrity.

5.6. 44 Key Changeover

7E CAUEF RIS, GDCA KXt CAIE-BHEATHE B, W2 CA BYIN I Rt F5 a1l
LA CP 45 6.3.2 T rh ML B R AE A I, T4 CAIETm] LA F B2 I AT . 7500 75 22
PR, B O I CA BT, BME7EZ X B iy, GDCA ] Bl
A ORI R 1 7 A AR CAE . TE—AY CA IE I 1, 2R s R b E 50,
PURFEIXAS CA 4R R RS2 CA TH AT 238 23 B0 AT Ae i v

When the certificate of CA expires, GDCA will renew the certificate of CA. As long as CA key pair does not
exceed the maximum lifetime specified in Section 6.3.2, the certificate of CA could renew using original
key. Otherwise, new key pair shall be generated to replace the expired key pairs of certificate of CA. Also,
even in the key pair life cycle, GDCA could generate new certificate of CA by using new key pair. Before
the certificate of former level CA expires, key changeover shall be performed to ensure that the entities in
the CA system shall switch from original key pair to new key pair smoothly.

TEAE OB CA BN, 20 A% 57 GDCA S8 T B FLIRIE . B B2 AR = A
I, GDCA RiZEARBTH) CA UEH:, JFKIREAT AT, T AT e s S SRIBUET (1) CA
UEF.
New CA key pair is generated according to the key management rules of GDCA strictly. While generating

new key pair, GDCA shall issue and publish the new CA certificate timely, and it shall be available for
subscriber and relying party to obtain new CA certificate.

CA BB, 2 OREBE M UE B AR I

Make sure that the entire certificate chain transits smoothly in CA key changeover.
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5.7. #MEHRMEWKE Compromise and Disaster Recovery
5.7.1. HRAHRELEEF Incident and Compromise Handling Procedures

GDCA N IT % Ff F A AL BE 7 e SALBR TGS, U AH S A S M40 3 AL B AR Y o

GDCA should make handling schemes of different kinds of accidents and handling pre-scheme of
emergency, stipulate corresponding handling procedures of accidents and damages.

5.7.2. THEVLEIR. AR/ R

Computing Resources, Software, and/or Data Are Corrupted

AR LT SERLBTIR . A B R 1 S, GDCA SLEI R Zh b B AR P, iy
WEL, AHE IR R AR BT R SR

Following corruption of computing resources, software, and/or data, GDCA shall utilize the incident and
compromise handling procedures promptly. If necessary, the disaster recovery procedures could be used.

5.7.3. SRRV E AL BFER Entity Private Key Compromise Procedures

FEHCE R NAMEUE AR K MERITENL T, GDCA K RHU T F0 B UMK 22 A A 5%

1. GDCAGNIERZM O LS E B 61 WS HRIER . RGUEH R TR,

2. ARIEIAERINERT, 873 B4 AR UL+ 7 2 A B Jm EURAE s

3. MR HRLIEEHECE A A ALiimse, Ha s, i3 CRL =5 2Tk
2

4. JeIG iR 2 A RRT RE A B AR B AR A

5. WRFHFEWMEMSSE H A WECE I, Ml RGEH RPATIKE

6. WIRFEWE GDCA M55 #AF 53 A BT B S, WIH 73 4h—44 GDCA % 4k 55 ¥ AT 57

B 558 B G0 H AT R

peiss

S

In the intentional, man-made or natural disaster situation, GDCA will take the following steps to restore
security environment:

1. GDCA verification system’s password is changed by the business administrator, business operators
and system administrator.

2. According to the type of disaster, some or all certificates should be revoked or re-verified later.

3. Directory data, encryption certificate and CRL are needed for recovery if the directory is unavailable
or directory with impure suspicion.
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4. Timely access to security site as far as possible to restore operation reasonably

5.  While restore the business administrator's configuration file, it should be done by the system
administrator.

6. While restore the GDCA business operator’s configuration file, it should be done by another GDCA
security business operator or administrator.

4 CA MRAHB B it 7%, GDCA Ja s B KA N S FIREFF, 22 5 RIE 2% S 2 Al
AR L FBAT AL, HIEATANER] . AR EEH CAIET, R RECLT i i -
When CA root private key has been damaged, missed, tampered or leaked, GDCA starts a major

emergency treatment process, which is assessed by GDCA Security Policy Committee and the relevant
experts to make a plan. If the CA certificate must be revoked, the following measures will be taken:

1. SRR N E K E s

1. Notify relying parties and state administrative department.

2. RATIEBEFRESEME B,

2. Publish certificate revocation status to repositories.

3. 1#IL GDCA Wi sl e il R AR R TvEAH CA WE AL H L iE i ;

3. Publish handling notification about revoked certificates at GDCA website or by other communication
methods.

4. FPAFRIARFA, BEFTONIT P B RIE .

4. Generate new root private key and re-issue certificate to subscriber.

5.7.4. KM 5 HINV4S 7R 8288 /7 Business Continuity Capabilities After a Disaster

GDCA fER KA, NA T LA T HL 5547858 ) -
GDCA should have the following continuity capabilities after a disaster:

1. TERVREREIN R NIKEN S RS8, w2 ML 48 /N

1. Recover business system as soon as possible, not exceeding 48 hours.

2. REMIKEEEE;

2. Recover information of customers.

3. BEMIRIERE G HIZERIAT & L e K,

3. Ensure the operation site meets the security requirements after recovered.

4. AW SRS 55 I BANE SR BT 70 FI SR

4. There are enough employees to operate the business and not violating segregation of duties.
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5.8. CA 8t RA K& 1k CA or RA Termination

2 GDCA 2 HE AL 75 2452 1k ol 5 B, A 250 2 R e N R ] i 125429250
CHTUAEIRSSE BINED S BRI UE LG 28 11 H T VAR IR S5 IR E B R BEAT A 5%
TAE.

When GDCA and its RA need to stop their business, it shall enforce termination procedures strictly
according to “Electronic Signature Law of the People's Republic of China”, “Measures for the
Administration of Electronic Certification Services” and relevant laws and regulations.

fE GDCA & 1L7i, W4
TH S5 7R B AL

L GDCA £ 175 B,

AN GDCA #¢1bHH G 1 S
SR H R 5% %5

UES VRN

Kb BRAF RS SCAF D5 s

{5 A TE O R 5

RS H RS 35

R HR M5 45

AbFE GDCA V554 #iL 51 AT GDCA ML 55 #1F i s
- AN A

Kb BRI BURR SCAY 5

13. j#F% GDCA FEHUEH.

© © N o g A~ w N oPE

e =
I

Before termination, GDCA must:

1. Arrange the business to undertake

2. Draft GDCA termination statement

3. Notify the entities that are related to GDCA termination.
4.  Shut down subordinate LDAP

5. Certificate revocation

6. Treatment of archive file record

7. Termination of certificate authority service.

8. Archive main LDAP
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9.  Shutdown main LDAP.

10. Process GDCA business administrator and GDCA business operator.
11. Process encryption key.

12. Process and store sensitive documents.

13. Remove GDCA mainframe hardware
2 RA R 1RSS5 BT, GDCA 4% 8 5 AT FIAR S s Ab 3 Sk 55 Ak e 5 E A
I

When RA terminates its services, GDCA deals with all the relevant business in accordance with the
agreements.

6. INIERZiH: AR 22434 Technical Security Controls

6.1. FHMKAERSZEE Key Pair Generation and Installation

6.1.1. BT A R Key Pair Generation

6.1.1.1. CA XA B Generation of CA Key Pair

CA BP0t el B 5% A5 A 0 T I UE VP T 0 8 AR B o SRR ARG, 5B A2
AR E RS FIPS140-2 bRt RIAHCHE . BT FIPS140-2 FrifkH JF 2 B 5K % A0 3
IIINFT IS RE bR, [ 500 T35 00 = i A P kg 10 B K, (R FIPS140-2 FrifE{Z |
17, RAIEEFEME BRI FrEREEs, BEasiks) mdtmie. 83T
SR B A A B R A A [ K R 1 4 . AIE.

Key pair of CA is generated by the device approved and licensed by OSCCA. The generation,
management, storage, backup and recovery of the key pair shall comply with the relevant regulations of
FIPS140-2 standard. Since FIPS140-2standard is not a standard that approved and accepted by OSCCA,
for strict manage requirements of state’s cryptographic products, GDCA only takes the provisions of
FIPS140-2 under the permission of OSCCA according to the information provided by device manufacturer.
Hardware Security Module used for key generation must be authenticated and certified by OSCCA.

6.1.1.2. iT P44 BXT A B Generation of Signing Key Pair
PB4, SR E R AR BURHE . GDCA R Z MM 4%

B Ay 2 AT DU R A B I AR (- USB Key ), AT DA FH B v e 004 2 A S e (g
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DT A B AR, Web IR 55 A BP0 B R BRI BE R, RS FRE H RTARIE L
BHATIERE . XTH 4 R NIEAS . 28 4 FHUIESS . BeAf5,  TNLA Z0Ud FH SR 1 A
LR AEMRITI BN ER 2 A TR Z A3 BIRIE, GDCA ZERIAR . k55
REAIE B SO 1 A2 05 ) 2 2 DR O 6 It

The generation of the subscriber’s signing key pair must comply with the national laws and regulations.
GDCA supports multiple patterns to generate signing key pair. Subscriber can use a hardware
cryptogrammic module (such as USB Key) or a standard software cryptogrammic module (such as the
cryptogrammic module provided by the browser or the key generate function offered by web server
software, etc.), so subscribers can choose according to their needs. It must use the hardware
cryptographic module to generate keys for type IV individual certificate. type IV organization certificate
and equipment certificate. In any case, the security of key pair’s generation should be guaranteed; GDCA
shall implement adequate security measures in technology, business processes and management.

XA P R A5 B AL ) GDCA 1T, 68U PR 6] 5% 2% 0 8 3 | DAV P P 1 8 2R i 28
L Ext, FlihingEsL. e, USB Key. IC &4 K. 1T/ AERFIX &R, NE
Jen] GDCA & A KRG H AL Z HE . GDCA [A11] SR AERF & B 550 8 BEAR O E 1
USB Key 11T 25 44 %X I AR BORIAE it 1 4% o

For all GDCA’s subscribers using hardware cryptographic modules, they have to generate signing key
pair with devices approved by OSCCA, such as cryptographic server, cryptographic card, USB Key and
IC card etc. Before choosing these devices, subscribers should consult in advance system compatibility
and acceptance with GDCA. In addition GDCA provides USB keys to subscribers as generation and
storage devices of signing key pairs which are in accordance with the relevant provisions of state
cryptography management.

GDCA — A AT 7 A= AR 44 S XS, AR 7 151 FH i 42 GDCA #it#tE, GDCA
ALK ER A B AO A CRSNS, IF BAR A CR B AAEH I RIS, SRIEUE 08 IR it DR UE 2 50 1)
ZAVE. TEEMEAIME— M, (HUR B TR B R sk L TR A5 R A4 e, GDCA ANk
AR THAF 5 55 .

XF T i1 GDCATrustAUTH R5 ROOT iE-5. #rZ 4R R5 4R CA iE+5. GDCA TrustAUTH
E5 ROOT %K I 4% CA Bt ZIAT FAES, 1T/ % 8X BT P H B RSS2 s e 3 & W
B A LI A . GDCA I #2532 1T F A B BRI CSR, AV N (R4 5@ 1 SSL
INEHEARAER LG T o VT P B AR B0l B P A e A T A0 1 BE LR B35 Bl D BB AL 5L
Az B IR0 L B IS FIPS 140-2 55 2 ORI v o 4k . B9 2270y RSA 2048
i85 ECC 256 fiz. 7E GDCA Wi fill I FASHAE B I 28 (0 XU B 1T /- 7K 45 . GDCA Ak
AT AN 2T, Tk e B AEAL 1245 F P S I

Generally, GDCA does not provide signing key pairs for subscribers, unlesswhen submit written
applications to do so and approved by GDCA, and GDCA guarantees not to hold copy of private keys, and

take effective actions to ensure the key pairs are safe, trustworthy and unique. However, GDCA does not
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assume any responsibilities and obligations for the losses caused by the loss, disclosure of such key pairs
or for any other reason related to such key pairs.

For subscriber certificate issued by subordinate CA of GDCA TrustAUTH R5 ROOT certificate, #{zzHf /¢
R5 ## CA certificate and GDCA TrustAUTH E5 ROOT certificate, subscriber’s key pair is generated by
his/her own server or other devices embedded key generation mechanism. GDCA accepts the generation
of keys and certificate signing requests for the subscribers, and the private keys are delivered encrypted
and protected via SSL secured connection to the subscribers. Subscriber key generation is performed by
personnel in trusted roles within a secure cryptographic device that uses a suitable random number
generator (RNG) or pseudo random number generator (PRNG) and meets or exceeds the requirements
of FIPS 140 level 2. The key sizes are at least RSA 2048 or ECC 256. The use of the private key
generation utility at the GDCA website is at the sole risk of the subscriber. GDCA does not keep any
private keys or passwords, and all such information is deleted after delivered to the subscribers.

T P 0 R AL 2 A B STEAN 55, FFRIE A R IR DA .

Certificate subscribers have the responsibilities and obligations to protect the security of private keys, and
assume the legal responsibilities for this.

6.1.1.3. iT PN 4% A Bk Generation for Encryption Key Pair

GDCA T 7" iy & x5 i GDCA ARAT 7 o)) R A s A B oL MRS AR ARG JF i 2R
HHE OB T E B

Xf T i1 GDCATrustAUTH R5 ROOT iE-5. #2248 R5 R CA iE+5. GDCA TrustAUTH
E5 ROOT 2K I -H 2l CA B RN FAETS, 1T P 8 8% T 7 [ B IR de sl L e s %
B BLE A . GDCA A 332 N TT A s B A CSR, AN fR4P il SSL
INE AR LG T o VT P B AR Ok B IS A e A T A0 1 BE LR 25 B D BB AL 5L
A B 0 L B IS FIPS 140-2 55 2 BRI v ok A F . P 2270y RSA 2048
fir8 ECC 256 fiz. 7E GDCA Wi fifl FH FASHAE Bl 2l = 28 (0 UK B 1T - 7K 4H . GDCA AR
FAT IR Y, Ak Lo B AEAL 1645 F S R

GDCA applied for generation of encryption key pair to Guangdong key management authority on behalf of
subscriber. The encryption key pair is managed by Guangdong key management authority.

For subscriber certificate issued by subordinate CA of GDCA TrustAUTH R5 ROOT certificate, {22 1¢
R5 #i# CA certificate and GDCA TrustAUTH E5 ROOT certificate, subscriber’s key pair is generated by
his/her own server or other devices embedded key generation mechanism. GDCA accepts the generation
of keys and certificate signing requests for the subscribers, and the private keys are delivered encrypted
and protected via SSL secured connection to the subscribers. Subscriber key generation is performed by
personnel in trusted roles within a secure cryptographic device that uses a suitable random number
generator (RNG) or pseudo random number generator (PRNG) and meets or exceeds the requirements
of FIPS 140 level 2. The key sizes are at least RSA 2048 or ECC 256. The use of the private key
generation utility at the GDCA website is at the sole risk of the subscriber. GDCA does not keep any
private keys or passwords, and all such information is deleted after delivered to the subscribers.
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6.1.2. TN FAEHAEIE AT P Private Key Delivery to Subscriber

H1 GDCA ARER T 7 oxt s P B rp O S HY DN 3 A R OR, P B g 77 A Ry o
A AT P d R PR T B B R, LBdEIR K 77 if%ik 4y GDCA, i@ idiE+s GDCA
NERENT RN, T B SRR AR AL P T A

GDCA submits application of encryption key to Guangdong key management authority for subscribers
and Guangdong key management authority will use digital envelope encryption technology to encrypt
private key with subscriber's communication key and send it to GDCA by data stream. Subscribers
download the private encryption key from GDCA, decode and save the key using certificate carrier.

Xf ¥ i1 GDCA TrustAUTH R5 ROOT ik, #Z X RS A CA iE45. GDCA TrustAUTH
E5 ROOT 22K gk CA 28R IMAT ks, AT BTN, GDCA AN fs Z AL EHfE %
51T 1. GDCA W] #5252 NiT 1 AE XA CSR, FABH NS -3 Je @it SSL & & ek ik 45
‘LTF" o
For subscriber certificate issued by subordinate CA of GDCA TrustAUTH R5 ROOT certificate, #{z 4%
R5 # CA certificate and GDCA TrustAUTH E5 ROOT certificate, subscriber generates private key by
himself/herself. GDCA does not need to send private key to subscriber. GDCA accepts the generation of

key pairs and certificate signing requests for the subscribers, and the private keys are delivered encrypted
and protected via SSL secured connection to the subscriber.

6.1.3. ANFUEEEEPL RV Public Key Delivery to Certificate Issuer

NTIREECED, &M RA B PKCS#10 & X AIE B2 4411 k5 Bl H e %
FRELZWCAEAS N, LT R 7 30K AR A4S GDCA &k, IXSbif R B OB Lk 7
B H 2 Ry, b eSERE P (SSL).

In order to obtain a digital certificate, end subscriber and RA sends certification issuance request to GDCA
electronically. The request contains public key for GDCA to issue the certificate. The request information
is encoded as PKCS#10 or other packing format with digital signature.The transmission of these requests
or file packages needs to use security protocol for protection, such as secure sockets layer protocol
(SSL).

X+ H GDCA TrustAUTH R5 ROOT. #Zif4% R5 f2 CA ilE15. GDCA TrustAUTH E5
ROOT & &M %% CA FiZE R IIT FES, B3] 7 RA it PKCS#10 #% A HIE B 415
RAGE B E R AR, LTI 08 A HIR A4 GDCA 25K .

For subscriber certificate issued by subordinate CA of GDCA TrustAUTH R5 ROOT certificate, #{z2Hf4/¢
R5 R CA certificate and GDCA TrustAUTH E5 ROOT certificate, subscriber and RA send request
information, which contains public key, in digital form encoded as PKCS#10 or other packing format with
digital signature to GDCA for issuing certificate.
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6.1.4. CA ANAMEIEL KIS CA Public Key Delivery to Relying Parties

GDCA Niizilid 24w SERR RS CA AR HNr, BN aul 5 N, X T
5228577 3o

GDCA should use secure and reliable way to deliver CA public key to relying party, including download
from security site, face to face submission, etc.

GDCA 75 %l id H 3% kA H CA k1.

GDCA also publishes CA certificate through server directory.

6.1.5. FHKKE Key Sizes

GDCA 7 #71f) RSA 47K E N 1024 A1k bh b, Hd AFF e {EAFEIE HY RSA K M
K3 2048 ArER LA b, STERE SM2 BAHKE N 256 7, W ECC 254K K 256 B4 LA F. 1
REZFEEEI . BUF R BN S 2K A B E A E K, GDCA &5 B M.

The size of RSA key which GDCA supports is 1024 bits or more, and the size of RSA key for the publicly
trusted certificates should be 2048 bits or more. The recommended key size of SM2 is 256 bits and ECC
is 256 bits or above. GDCA will conform to the specifications and requirements of key size from state’s
laws and regulations, government, etc.

6.1.6. AASBIEBRMNFRERE

Public Key Parameters Generation and Quality Checking

XA P A A A R AR LK) GDCA T 77, 23 BH S S500h Z0UAE Y I s i 8 J8  J MV v Fn
RGBS FUERG Bl K. USB Key. IC REEAEMAMER, JFEIxLe
B M A RATEA AR E. GDCA YN EEB M A BRI BRSO A% T 21
TARERIR,

Public key parameters of subscriber who use hardware cryptographic modules must be generated in
encryption equipment and hardware medium approved and permitted by OSCCA, such as cryptographic
server, cryptographic card, USB Key, IC card, and follow generation standards of these devices. GDCA
considers that built-in protocols, algorithms for these devices and medium have already met sufficient
level of security requirements.

SFFSHURE AT, [FIRFE i ] 5 S0 32 0 1 A 1 A s 8 4 RO A A o ik
17, Blahnagl. ns+. USB Key. IC F%.

Quality of public key parameters is also checked through the encryption equipment and hardware medium
approved and permitted by OSCCA, such as cryptographic server, cryptographic card, USB Key, IC cards.
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Of course, GDCA considers that built-in protocols, algorithms for these devices and medium have already
met sufficient level of security requirements.

6.1.7. #4458 A H ) Key Usage Purposes (as per X.509 v3 Key Usage Field)

GDCA %K) X.500v3 iE L 7 #HMEY RO, HHAEE RFC 5280 #xifE(Internet
X.509 Public Key Infrastructure Certificate and CRL Profile, May 2008) 7. 4% GDCA £
ZERAEB A REY RN T &, uERIT P Loz is R s % 8.

X.509v3certificates issued by GDCA contains key usage extension which meets the RFC 5280 (Internet
X.509 Public Key Infrastructure Certificate and CRL Profile, May 2008).If the key usage is defined in the
certificate by GDCA, the certificate subscriber must use the key according to the key usage defined.

Z WA CP7.1.2,

See CP 7.1.2.

6.2. FAPARY R BRI TR
Private Key Protection and Cryptographic Module Engineering

Controls

WIENUE L AGEIT PP B4R A R 6] B 27 & LRI O} CA BRI Z 4. 1T P MY
SEORAEFST R BOR Z TR T BRI B e ORGSR .

Physical, logical and process control approaches must be synthetically used to ensure the security of
CA's private keys. Subscriber agreement will require certificate subscriber to take necessary measures to
prevent the loss, leak, changes, or unauthorized use of the private key.

6.2.1. EROREL B AER$E %] Cryptographic Module Standards and Controls

GDCA WAZ FH [ S8 35 i A 3R 1 1IN AT . v AR S5 i e A AR CAL &R EH I
CA Fl1H At CA X}, HAAEA L CA FAHH .

GDCA must use the Hardware Security Module approved and permitted by OSCCA to generate and store
the key pair of root CA, issuing CA and other CAs.

CA Pt et [ 5% A0 E 3 80 T I U VP T R 8 AR B B BHRAE AR, 5B A7
AR S IEAG FIPS140-2 ARUEMIFISCHUE . HHT FIPS140-2 bRt A2 [ 52 e 3= 5 30
IINFT ISR AR TR, B 500 T35 00 i A P kg 0 B K, (R FIPS140-2 FrifE{ 21|
17, RAEEFEME BRI AT FrEREs, BasRRs) mdtmie. 83T
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B P A O R AR R AT I [ 5 Y A AR T 14 E . AIIES

Key pair of CA is generated by the device approved and licensed by OSCCA. The generation,
management, storage, backup and recovery of the key pair shall comply with the relevant regulations of
FIPS140-2. Since FIPS140-2 is not a standard approved and accepted by OSCCA and OSCCA
implements a strict management of state’s cryptographic products, GDCA only refers to part of the
provisions of FIPS140-2 under the permission of OSCCA. Specifically, the product manual of the device is
for your reference. Hardware Security Module used for key generation must be evaluated and certified by
OSCCA.

6.2.2. FhEAZ AN (mi& n) Private Key (n out of m) Multi-Person Control

VAR UG 6 AUE I B 2l 72 sl HL ARSI 2 LB AR ILAZ S CA I
FMBRAE. FOR BRI R o E]” R, RUEAEH —A CA FAEHI B 75 0E 2
Yoo T4y, Al Z A E N REEE . iRy — /MR R R R 2 43 E S H0R
m, AaBEAEEE n ASAE N R BEBIE AR BT ) CA V. EXE m A/
T5, nANT 3,

CA must use technology and process control mechanisms to achieve multi-reliable personnel jointly
participate in the operation of CA encryption equipment. The “Secret Sharing” technology is adopted,
namely, the activated data required in operating the private key of CA is split into the several parts and the
parts are held by several trusted personnel. If hardware cryptography module’s secret division amount
ism, then at least the number of n of trusted personnel must be required to activate CA private key stored
in this cryptography module. It notes that m is not less than 5, n is not less than 3.

6.2.3. FAEHFEEF Private Key Escrow

TERE o

No provisions.

6.2.4. FE3 &4 Private Key Backup

NTRIENE S RESETFRE, GDCA 2t CA RV &4, L& RS . R+
1 I (T AR AE R AR BT B o f 6 CA RV R SRS BRI A& CP 5 6.2.1 19 &
RIFAFAEORIIAE T CA FAEH R 1 2 5% O B A S AU AR B B4 & CP 25 6.2.6 11 EEK.

In order to ensure ongoing operations, GDCA must create backup of the CA private key for disaster

recovery. Such keys are stored in encrypted form in hardware cryptographic modules and associated key

storage devices Backup of the private key in encrypted form is stored in the hardware cryptographic

module, and cryptographic modules used for CA private key storage meet the requirements of section

6.2.1 and are stored in safety box. CA private key is copied to backup for hardware cryptographic module
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to meet the requirements of section 6.2.6.
XFFAT PSS, WOREAAHAA A A s p s h, @G0T P AT &0, %
7 B FAH 76 EER A 1 ORI SF R ABLTT 1920, B IR AR AR 2 i et 2

For subscribers signing certificate, if the private key is stored in the software code module, it is proposed
that subscriber’s backup the private key, the backup private key using the password for access control
authorized to prevent unauthorized modification or disclosure.

ST OB A, B GI R A TR IR R DT 0, A R IBL A
AT

For subscriber’s encryption certificate, its encryption private key is backed up by Guangdong electronic
key management center, and backup private key exists in the form of cipher text.

6.2.5. FLEHIERY Private Key Archival

7F CA VRN HAJE , W 548 B i S CP 4 6.2.1 17 S5k 1 Al AF 2 R A A RS AR AE B8 /0 7 4
IRSHARRZE R, 6 CA AV SN AR A CP 58 6.2.10 T RILE

After the expiration of private key, GDCA must use the hardware cryptographic module specified by CP
section 6.2.1 to archive and store at least 7 years. After the expiration of archival period, the destruction of
private key should meet the provision of CP section 6.2.10.

6.2.6. RASH. SAFEER

Private Key Transfer Into or From a Cryptographic Module

CA L8, GDCA M™% MRS B HMVE T & 00, PRI MR T T 3%
TERAPICVF. 25 CA YIRS &0 2 53 SN BE AT SRR B B, DU i aUE R B 2 )%
%, JEHAEALIERTEAT S S, LABIE CA BRI RS, #. Bk ERBUIEE |
AR -

GDCA private key backup is run strictly in accordance with procedure and strategies specified by GDCA,
in addition, any data import and export operations are not be allowed. When CA key pair is backed up to
another hardware cryptographic module, by the way of the encrypted form to transmit between the
modules, and made a authentication before the transmitting to prevent the CA private key from being lost,
stolen, modified, disclosure non-authorized, used unauthorized.

GDCA AHRHEVT = FASH AR A B FE S e S R (0 7502, AN SRV b B o X T2 U
BAF RSB RV, A BT P R H AT AR A R, 1T P T EE RSN H
Jia, BRI T EER O A R AL U 1) 4 4 i o
GDCA does not provide the export of subscriber’s private key from hardware cryptographic module and

104



[] SR RIXIRIGBIRD S
m (RO TR C e Secun ity Athonityg Coe Lo GDCA -‘LIE:H%H{% (Vl. 8 F[&)

allow this operation. As for the private key stored in software cryptographic module, and if subscriber is
willing to bear the relevant risks, subscriber can choose the way of import and export with access control
such as password, etc.

6.2.7. FAEAAE B 7245 Private Key Storage on Cryptographic Module

CA Z G AL G L6 J0 L SC IR 3AF T P 53 05 78 A 1t v AT 7 T ) s 7 i A
B RS R 2/ FF A FIPS 140-2 =20 bRitEEk R 2544 22 4K P

The private key of CA systems in encrypted form must be stored in Hardware Security Module approved
and permitted by OSCCA, and hardware cryptographic module at least meets the FIPS 140-2 level 3
standards or equivalent security levels.

W BIRAEEAERT & B A B E 1 USB Key /i ECSCAHIEH, B 7E USB
Key ARG, HRLLESCHIEALRAT . XS A A F S AR AL I RARH e AE A
WA AL REANE T, 1T B AT DL B Tk A AT 22 e OR3P I PO R 2 A S R AR

Subscriber's private key is stored in the USB key medium or file certificate meeting the regulations of
OSCCA. All the private keys stored in the USB key are stored in the form of cipher text. For the private
key generated by software cryptographic modules is preferably stored and used in hardware
cryptographic modules. Subscriber can also use specific software cryptographic modules with security
measures.

F T2 A7 AR 28 2R 11T 7 A A AT 2 A e &2 /D 5 & FIPS 140-2 — 2 bR R[]
e oyl G

The hardware cryptographic module used to store the private keys of the code signing certificates at least
meets the FIPS 140-2 level 2 standards or equivalent level of security.

6.2.8. BEFAEH R 7% Method of Activating Private Key

CA RN I T RE A F s i A e rh, Bl Bt 1% CP 28 6.2.2 1RkAT /031, I HARAE
FE1C REEREAF Y b, il moik n 1905 200 N AR SR 4 BE IS AL

The private key of CA shall be saved in hardware cryptographic module, and its activation data shall be
spilt in accordance with Section 6.2.2, and be saved in the hardware media such as IC card. The private
key must be activated through entering the data using n out of m.

X AT T A0 USB Key I - i e Fefh 2 2R 8 1 2 A e i i3 T P RL B
AR LLEE A4 1IC RETT BRI . BT P RN B2 THMKIRE) S, # USB
Key. IC REHHAMM &S, FART DL, AR XFAABAET P i SR
WA RN, T RN AZR A S B A B B ORI SENL, AR AR B AR 2R
BRI LT, HAb N AT T P BT AR SSRA T o A RAF TRAE R 3 A A B f A
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BA BRI, A AT N B ok AE R BOE . an A A ORIP AL, AT
THREHINEE, EFHERA LA R R .

For the private key saved in such as USB Key, cryptographic card, cryptographic server, or other forms of
hardware modules, the subscriber can protect through password, IC card, etc. After the appropriate driver
is installed in subscriber’s computer, the private key is activated by the way that the USB Key, smart cards
are plugged into the appropriate device to enter the protection password. For the private key stored in the
subscriber's computer software cryptographic module, the subscriber should take reasonable measures
to protect the computers physically in order to prevent unauthorized personnel from using computers and
private keys of subscriber. If the private key is stored in software cryptographic module without the

password protection, then the loading of software cryptographic module means the activation of private
key. The private key protected by password can be activated via inputting password.

6.2.9. HEFVEAR 71 Method of Deactivating Private Key

— HAVHBEOE, BRAFIMORS WA SS, AR TIESRE . XA 2
o, FHERRRGE, RAEREAT — 3R, SRR BT IR ERAE, @ EREUGEAT RO .

Once the private key is activated, unless the state is deactivated, the private key is always active. In some
cases, the private key is activated for one operation and reactivated for another operation.

PREERVAI T O TR S RRRES . DIWT i KRB R S AR RS T VRS B AR 4t

farey
~3 o

The ways of deactivating private key include exit, shutdown, removing hardware cryptographic module
and logout of user or system. Any unauthorized person can’t execute above operation.

T CARH, MAFBRVHRIB & W, AR
The private key will be deactivated when its storage device powers off.

WHRERERHB K BT RE, SR ERIERERE RN, B O S A~ 4%
HRECH, DTN RUER, R RS

Subscriber can deactivate the private key by themselves. And private key will be deactivated when logout,
or remove hard cryptographic module from card reader, or turn off the power supply.

6.2.10. RBRABBIFIRESHITTEE Method of Destroying Private Key

AN AT ERAEN, NIZEMPIHES, AR R, o, MEksEERR
.

When private key is no longer used and do not need to be saved, it should be destroyed so as to avoid
loss, stealing and disclosure or unauthorized usage.

XTI IR R, RGNS ARG, MiZZE RS, DUE T
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TR B R T REAT P GIE BRG], EIE R RARUR . IRER R, T
VUEIUHBOTE, TOUBILALS MR RAR ST TG DI B ALE  Le
%71 KRR,

For end subscriber’s encryption certificate private key, after the termination of lifetime, it should be kept
certain time so as to decrypt the encrypted information. For end subscriber signature certificate private
key, after the termination of lifetime, if it does not need to be kept, subscriber shall determine the method
of destroying the private key, including deletion of private key, initialization of system or cryptographic
module, physically destroying the private key storage module and other methods.

CARH, fEAMmAMLH)E, 7k CA R Mt iT I, HAbr CA R
Pl P A5 ISR CA AL IIIRERIN TE 2 B i B AN RS 550 %
. CA I IAEREEINE R, CA FABHII Y S AU 4 CA RV MINEE -R A
0 Bt o R AR A 1) A B

After the termination of lifetime, GDCA need archive one or more backup of CA private key and securely
destroy other CA private key backup. The archived private key of CA shall be destroyed by multiple
Trusted Persons during its archiving period. The CA private key is stored in the hardware encryption card,
the destruction of CA private key must use the method that the CA private key is deleted from the
encryption card completely or is destroyed with encryption card initialization.

6.2.11. SRR Cryptographic Module Capabilities

GDCA i FH ] 5 s B 25 A8 ¥ [ DL HEANVF Rl FR s A7 i, 3RS LU IR 45 SR b . AT
PAGEE R PPUNIERAE S IRER, GDCA rIARIE M ERE . AR (R R M B 557
T 25 AT, R PT ZE AR

GDCA uses the products approved and permitted by OSCCA, and accepts various standards,
specifications, assessment, evaluation certification and other requirements published by OSCCA. GDCA
could select the module according to product performance, efficiency, supplier qualifications and other
aspects.

6.3. ZFEAXTEEAFH AT Other Aspects of Key Pair Management
6.3.1. A4HARY Public Key Archival

AR CA R ZZAT RS, VRS RS R A7 e Hodia o v

GDCA must archive CA and end subscriber certificate, and archived certificate can be stored in database.
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6.3.2. IEH BB A FI#HER Certificate Operational Periods and Key

Pair Usage Periods

AR A HYIBR S P A RAWAR oG, EIFA e e R — 2L

The usage period of public key and private key is related to the validity period of certificate, but they are
not completely consistent.

XA B IAES, HAHR GRS A XA A AT CLH T 8072840, AR 3
BRANE IR A BANIR . B2, N 7 ORUEEIEBA RO N ZE 4 1045 B AT DURHIE,  A1E
FHYIPR W] AAEIE S A RAYIRR BLAb o

For the signing certificate, its private key can only be used for signing within the certificate validity period
and not be used surpass the validity period of certificate. However, in order to ensure signature
information can be verified within the certificate validity period, the public key can be used surpass the
validity period of certificate.

X B e, AR REAEIES A XA A AT BLH TR E S, AP
BRANEE I IEF A BAIR . B2, 8 7 ORUEFEIE A RPN N & 1015 B rT DU, RABH R 1t
FISIBR T BALEIE S A4 RO R LA

For the encryption certificate, its public key can only be used for encryption within the validity period of
certificate and not be used surpass the validity period of certificate. However, in order to ensure
information encrypted can be used to unlock the information within the validity period of certificate, the
private key can be used surpass the validity period of certificate.

XF T B S0 SRS, ARV A B L RREE B RO A " DUEA .

For the certificate used for authentication, the private key and public key can only be used within the
validity period of certificate.

B MEFAZ AN HIER, APIRSIREHIRE DL BB A&

If a certificate has multiple usages, the usage periods of public key and private key follow the rules
described above.

FANTERRR LW T PIEBIE R CA IE, EHRM)E, ERIEZENELT,
VRSP D A0 XHIE S BEAT SR o (E S AR AN RETC IR IS

In addition, after the expiration of certificate, under the circumstances of ensuring security, original key
pair can be used to update the certificate. But the key pair can’t be used indefinitely.

S FANRIEFS, BT o v @ U - 5 1) fe A5 P A BR 2

1. % ROOTCA(RSA)Z K] RSA2048 fii CA iE, HZs % i K o il i 46 R A&
10 4, AlZbF 10 4

2. X} ROOTCA(RSA)Z K] RSA1024 fi CA UEH, HSP%} i K 7o Ve 4R PR /&
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10.

11.

12.

13.

14.

15.

10 45, "> 10 4

%F ROOTCA (SM2) 25K ) SM2 CA iE-F5, H2 PN I K s v AR IR 2 20 4,
A>T 20 4

Xf T GDCA f] RSA4096 AR CA iE-S, HE PR i o vFd I 4F IR A2 30 4F, Af
b 30 4

%FT GDCA [¥] RSA1024 {7t CA IE+:, HEHINS A R VFE FHAEFR /2 30 4F, AJ
bF 30 4E;

XF+ GDCA [1] RSA1024 fii#R CA 25Kk If1 RSAL024 [¥] CA iE1, HEHXMHK R
VR R 2 20 4, A>T 20 4,

X§ T GDCA ] ECC 384 fiifR CA E1S, FHEPIN HFA o VR I 4F 2 30 4, 7T
b 30 4

T RSA2048 7 SSL RS #5UE+5, 2018 4F 3 H 1 HEl, HZNHI &K R i4-F
R 3941 H, AF 3940 H; 2018 -3 A 1 Him, HEEHN R K fo a8 H 3
R A& 825 K, mJ/bF 825 K;

X1 RSA2048 AR 44Uk, HBEHN R v R 2 39 ~H, b+
39 M H s

X+ RSA2048 7% SSL AR ZS A3l MARISZE A UE T ANV PR+, R HX i
K AREHERE 8 4F, A[/bT 84,

XF T RSAL024 73T HIESS, FE P I e AR IR 4 5, 7T/bT 4 4,
X SM2 AT HIESS, PR F RVFE I EIRE 4 5, 7T 4 4,

X+ ECC256 £ SSL ARk 45 #3iE 15, 2018 43 A 1 HAlT, HEEAX 15K e vrd FHiH
RAZ39MH, AT 39MH: 201843 A 1 Hig, HEHXT A &K f s FH IR
& 825 K, m[/bT 825 K;

XtF ECC256 ARG ZAET, HEHAX MR RVEEHRZE 39 NH, A+
391N Hs

X+ ECC256 frfk SSL AR 55 #3E 15 S ARIE 25 2 UEHAMAIT b, HEH &K
eV R 2 8 4, n/bT 8 4,

For different certificates, the maximum usage period of the key pair can be obtained via certificate

renewal:
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1. For ROOTCA (RSA) RSA 2048-bits CA certificate, the maximum usage period of the key pair is 10
years or less than 10 years.

2. For ROOTCA (RSA) RSA 1024-bits CA certificate, the maximum usage period of the key pair is 10
years or less than 10 years.

3. For ROOTCA (SM2) SM2 CA certificate, the maximum usage period of the key pair is 20 years or
less than 20 years.

4. For the GDCA RSA 4096-bits root CA certificate, the maximum usage period of the key pair is 30
years or less than 30 years.

5. For the GDCA RSA 1024 bits root CA certificate, the maximum usage period of the key pair is 30
years or less than 30 years.

6. For the GDCA RSA 1024 bits root CA certificate, the maximum usage period of the key pair is 20
years or less than 20 years.

7. For the GDCA ECC 384-bits root CA certificate, the maximum usage period of the key pair is 30
years or less than 30 years.

8. Forthe RSA 2048 bits SSL server certificate, the maximum usage period of the key pair is 39 months
or less than 39 months before March 1, 2018. The maximum usage period of the key pair is 825
days or less than 825 days after March 1, 2018.

9. For the RSA 2048 bits code signing certificate, the maximum usage period of the key pair is 39
months or less than 39 months.

10. For the RSA 2048 bits Subscriber Certificates beyond the SSL server certificates and code signing
certificates, the maximum usage period of the key pair is 8 years or less than 8 years.

11. For RSA 1024 bits subscriber certificate, the maximum usage period of the key pair is 4 years or less
than 4 years.

12. For SM2 subscriber certificate, the maximum usage period of the key pair is 4 years or less than 4
years.

13. For the ECC 256 bits SSL server certificate, the maximum usage period of the key pair is 39 months
or less than 39 months before March 1, 2018. The maximum usage period of the key pair is 825
days or less than 825 days after March 1, 2018.

14. For the ECC 256-bits code signing certificate, the maximum usage period of the key pair is 39
months or less than 39 months

15. For the ECC 256 bits Subscriber certificates beyond the SSL server certificates and the code signing
certificates, the maximum usage period of the key pair is 8 years or less than 8 years.
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6.4. WIEEEFE Activation Data

6.4.1. BOEBIE R P4 222 Activation Data Generation and Installation

CA REHRIBOEEd, A% 5 T8 PRS2 70 B A P BLIMA R EOR, P2t
TR 2 RAER

Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.

WA BTSSR, BT M EIEBR A4 (L EEREIRM) . USB Key
() PIN 55, #RA AL 2 4 m] S IR EE T REAL 2

Activation data of subscriber private key, including password (provided in the form of password envelope)
used to download the certificate, USB Key, login password of IC card, must be generated randomly in
secure and reliable environments.

6.4.2. BEEIE IR Activation Data Protection

X CA FAIRIBEOE R, e AUE AL 7 R 7> E1 5 (s EdlE A R AT 5
&, MHZEENRBIRFERTT I ER, 2F TR B ) F 8 & 5t

Activation data of CA private key must be separated in reliable way and kept by different trusted
personnel .Administrator must meet the requirements of responsibility division. The responsibilities of key
sharing holders should be confirmed by signing related agreements.

XA P AVARIBOE SdE, B E 4L PIN B, #RZFE 224 ] SE T T 7 AR
PN RE I O PIN 65, Bribitfsiei i, FNy TRCEL S RGN %R, M
L B BRI AT IR 2

Subscriber’s activation data, including password and PIN, must be generated in the safe and reliable
environment. The subscriber should take good care of password or PIN to prevent being exposed or
stolen. Meanwhile, in order to meet the security requirements of business systems, activation data should
be modified regularly.

6.4.3. BoEE3E R HAh 5 T Other Aspects of Activation Data

AAARBIE AR AT RN, MR EAEAEE R R T 2. o). B JER
Btk FE  BARRAUE -

Activation of private key should be protected from loss, theft, modification, unauthorized disclosure, or
unauthorized usage during the transmission.
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AL IS BlE A T 2 NAZ A B, IR eI RE R e T R G . MER AR
BUEH, SIS KR B TR (E 2 S o B BRI R A0 Hodie (18 ) B4 v, L
ANC A 2 AR T A6 T0R e o

The activation data of private key which is no longer used should be destroyed and protected from theft,
disclosure or unauthorized use during the destruction. The result of destruction is that some or all of
activation data can’t be recovered directly or indirectly from the residual information and medium, papers
recorded with passwords must be shredded.

6.5. HEMZ4$EH] Computer Security Controls

6.5.1. BFAKTENZESB REXR Specific Computer Security Technical

Requirements

GDCA £#4i1f5 B8, IREFRFEWEHRAAN GEBINE RS S IR
ZARATARMIE) . TS BB A E) CETVAERSSE R INED), S 15017799 {58 %
ARRERNE LA ARAR DRI M5 B2 Abnite, e AT . e M 2 A TSRS AU RE, 1Ei8
EH LIS ARG, EE ARG RS SR ARIE . 2
Pl PERVT I RES . N BRSO RUE B 4 U ] 4 )4

Information security management of GDCA certification system meets "Specifications Related Security
Technology Certificate Authentication System" published by OSCCA, "Measures for the Administration of
Electronic Certification Services" published by Ministry of Industry and Information Technology, standards
of information security in ISO17799 and security standards of other relevant information. GDCA draws up
comprehensive and perfect security management strategies and standards, which have been
implemented, reviewed and recorded within operation. The main security technologies and control
measures include: Identification and authentication, logic access control, physical access control,
management of personnel's responsibilities decentralization, network access control, etc.

ML PR ) 22 P T B B CA BB U R G R 2 B R RS, AR
BIRGFRBI VT -

Strict security controls ensures that the system of CA software and data files is secure and reliable without
unauthorized access.

ZORELAGHALR G B, ERESH MM REEHERE . X R85 0] LA i
Bt i 1) L P2 0T X 2% (1 U7 18] o A5 L 917 K 8 BELLE DAY I A RN AR A 7= R G P 2%, BR A
Pill A= RS . R CA RGHRESEBA P M. AL ETEFE. Wi R%NTTE
N GART LA 45 i) CA HHi
Core system must be separated physically from other systems and the production system must be
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separated from other system logically. This separation can prohibit network access except for specific
applications. The usage of firewall is to prevent the intrusion from the internal and external network
production system and restrict activities of access production system. Only trusted persons in operation
and management group of CA system, when necessary to access to the system can  access the CA
database using password.

6.5.2. THEHL 247245 Computer Security Rating

GDCA MRIEEHZIAM EE E I THIE, LR EZH R 2 2SR ER, T Z 5
il o

GDCA achieves a system of security level in accordance with the specifications of laws, regulations and
administrative departments and the requirements of state computer security level.

GDCA [INIEARSE, @/ EFENERR N2 et A,

GDCA certification systems pass the security review of OSCCA.

6.6. A AHABIARTEH] Life Cycle Technical Controls
6.6.1. R YT k54 System Development Controls

GDCA HH A BT AT A AR A LA TR«
1 B=J7 e
2. g A SE R
AR, GDCA A RIRMEMIE, 2% 1S015408 MIbnifE, HATAHIRHRIFIH K2
il
Software design and development of GDCA process follows principles:
1. Verification and review of third-party
2. The security risk analysis and reliability design

The operation specifications of software development, which refer to 1ISO15408 standard, implement
relevant plan and development control.

6.6.2. R4S Security Management Controls

GDCA WIER GG B A B, Tk T0L0G [ 2 %S LA B0 T 0SS AT i B AT
#AF.
Information security management of GDCA certification system conforms to the relevant operation
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management specification of OSCCA strictly.

GDCA AIE R G LA TR (4% I I, BT 1 R GG 4% (1 R8I 5 A3
ITZRFMER, AT SORTE R 2D FAE ZEIFBEAT AR ] . DhReI A5 . GDCA it}
WAIE R GUEAT i WAIAS i B 1A 2 A

GDCA authentication system have a strict control measures, and all the systems can be used through
rigorous testing and verifying .Any modifications and upgrades will be recorded for reference and made
for version control , functional test and record. GDCA also carries out regular and irregular inspection and
test for certification system.

GDCA K JH — T R G B SR ML R HORCE, ARG LRI E

GDCA uses the flexible management system to control, monitor system configuration and prevent
unauthorized modification.

WEF B BRI R N, St T Zetbiie s, FRIRBIBEREHEANR, ZHAE
ZARIA S o N B IR AN 22 b A SN ™ 1) 2 A2 R LR T, AT B IR 6
LRI

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

GDCA WL R G HTAT MR R TR VAR, IR BB AEREAT AL BRI, B Se i A A L
FE A I % A5 BAFAE .

After all the hardware and software equipment of GDCA authentication system are upgraded, GDCA must
confirm the existence of information which affects the security in waste equipment.

6.6.3. A iy JE B 22 23254 Life Cycle Security Controls

GDCA Wik R GV AEF e 2 Bt PR SR RO T atRal, Jerh A3E 7Bk, A2 i A
Wk

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.

6.7. M HZ44%] Network Security Controls

GDCA AIE R GURK 2 25 Kb MR 4 Bl 22 il RGE R IRY I HLSEH 5 35 (19 77 7]
FERIREAR

GDCA authentication system has multi-level firewalls and the protection of network resource security
control systems. It also has complete access control technology.

N T RN %4, GDCAWIE RS LAHE L NRIGI . it PimdmpE R
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gt JFH RIS R kS NI Zadiih. BIRaE AN E RGNS, DU AT RERIFE
R B T 10 228 R XSS

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and updated to
the version of above systems, as much as possible to reduce the risks from the network.

6.8. HEJ[E]EX Time-Stamping

WIERGHI ARG HE. 8AF HEHRZA BRI AAR R X LEI AR IR A TR 2R
FHZE TSR R 807 I TR AR

All kinds of system log and operation log of authentication system should contain a corresponding time
records. The time records do not need to use the technology of digital time-stamping based on encryption.

7. IEF IR REFIRMELIEBRA Y Certificate, CRL, and

OCSP Profiles

7.1. iEBHIR Certificate Profile

GDCA IE 845 ITU-T X.509v3 (1997): 15 BFAR-H MRSt HiZk-H 3% AUEHESE (1997
6 H) iR RFC 5280: Internet X.509 %A AH i 1E A1 CRL 4544 (2008 45 H).

The format of GDCA certificates conforms to national standard, i.e. ITU-T X.509 V3 (1997): Information
Technology - Open Systems Interconnection - the Directory - Authentication Framework (June 1997)
recommendation by ITU-T and RFC 5280: Internet X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile (May 2008).

GDCA i#id CSPRNG “E KT 0 HKE N 64 AL rIHERF 51 RIE 7415 .

GDCA generates non-sequential certificate serial numbers greater than zero containing 64 bits of output
from a CSPRNG.

UEF 2 /DAL A X509 v 8, FLA e B BAE A BR 1 40 R Pt ik

Certificate contains at least basic X.509 v1 domain, and its specified value or limited value is described as
follow:

RS AEH I AR

Table - Basic domain of Certificate structure

24 B B A BR ]
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&N &9 X. 509 UEF A% XA, H V3
FPa s EFS I ME— bR R4
AL B RE TR BT 25 4 5398 (L CP 3 7. 1. 3 7))
%K DN R IR TR 44
ARoREHIE | AT E bR A e (UTC) , Ak atist Al [ 42, % RFC 5280 3K Jwht
ARZIERY | E T EERE AR UTC), AL RERIFE, % RFC 5280 ZR4wi%. AL
WIPR ¥ B A5 CP 28 6. 3. 2 19 R E A PR
= DN UEFS A & BSR4
N7 M4 RFC 5280 Zfih, A/ CP 45 7. 1. 3 *ehiig i@ MOAE, BFHK I 2 CP
5% 06. 1.5 THEEM K
domain Value or value limitation
Version Format version of X.509 certificate with the value is V3

Serial number

Unique identifier of certificate

Signature Signature algorithm for issuing certificate (see CP section 7.1.3)
algorithm
Issuer DN Issuer’s Distinguish Name

Start period

Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
time, encoding follows the requirements of RFC 5280.

End period Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
time, encoding follows the requirements of RFC 5280. The setting of valid
period follows the limitation of this CP Section 6.3.2 specified.
Title DN Certificate holder or entity DN
Public key Using specified algorithm of CP Section 7.1.3 according to the encode of

RFC 5280, key length meets specified requirements of CP Section 6.1.5.

7.1.1. FRZA<5 Version Number(s)

GDCA i JHEP4F & X.500 V3 IEF#E3, WA BAF A IEF A E BAE A

GDCA certificates are in line with X.509 V3 certificate format. The version information is stored in the field

of the certificate version column.

7.1.2. EHBFH B Certificate Extensions

GDCA Fr Tl X.509 V3 FRIUE-ARHEY EILLAN, SO T B Xy it B X3
JEITIAE Y2 e VPR, B ERAR T RF A R M B 5 I A PRUEZS IR
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In addition to the X.509 V3certificate standard extensions, GDCA also uses custom extensions. The use
of custom extensions is allowed, but unless special application contains these extensions, GDCA does
not guarantee the use of these extensions.

7.1.2.1. PREY BRI Standard Extensions

® ML (key usage)
® Key Usage

TREUEP XS L. B4, AT, SO, e, 90, KAk
WEBEE4, Wk CRL A4, Hin®, R, RE4.

The key usage extension defines the purpose (e.g., electronic signature, non-repudiation, key encryption,
data encryption, key protocol, certificate signature verification, CRL sighature validation, only encryption,
only decryption and only signature) of the key contained in the certificate.

® MR HIMIZEHIRRST (authority Key Identifier)
®  Authority Key Identifier

BRAAT PR K CA IEBIMAMUR NG B PHAR IR R R I, ik HE K S 38
BEFR R TN, MRS R IR AT B 160 A7 AT & IE-BHL I A HHET SHA-L Bip)is
SE B R 75 0], BB AR CA 6 /8 DN IX AN JE T criticality 3815 B A FALSE .

The authority key identifier extension of issuer shall be added to subscriber and intermediate CA
certificate. If the certificate of issuer contains subject key identifier extension, its authority key identifier is
composed of the 160-bit SHA-1 hash of the value of issuer's public key. Otherwise, it contains subject DN
of issuer CA. The criticality field of the extension should be set to FALSE.

® THUEAMATT (subject Key Identifier)
® Subject Key Identifier

UEF I B PR IR AT R IURAE I, IE 8 AP 2 A IR A . Y
R, Hy I criticality 1% N FALSE.

The public key in a certificate shall be used to generate an identifier when the subject key identifier
extension in a certificate is initialized. The criticality field of this extension is set to FALSE.

® CRL /& ffisi (CRL Distribution Points)
® CRL Distribution Points

HEF ) CRL W20 K A I, B & A — MR, mT AR 524 CRL 15
BUMEHAWUERE . 3 R IR criticality TN 1%y FALSE.
The CRL distribution points extension in the certificate contains a local link that can offer CRL information
to relying party for querying certificate status. The criticality field of the extension should be set to FALSE.

® IR Y B (certificate Policies)
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® Certificate Policies
UEP RIS I A A CP X MAE T 2EM CP X SRR SR IR B 7. XA I
1] criticality 11X &} FALSE.

The certificate policies extension contains corresponding certificate CP object identifier and strategy
qualifier of this CP. The criticality field of the extension should set to FALSE.

® JLAKRIRHIY el (basic Constraints)
® Basic Constraints
CA UEFS A AR 1l 9™ R T o i RS U B0y CAL BT HEFS A AR A1l 9™ R T
TR N R4S (End-Entity). XA RTIY criticality 3% &% FALSE. ¥k, %71
HERRES, XA R criticality 1Al PLE N TRUE.

The subject type of basic constraints extension of CA certificate is set to CA. The subject type of basic
constraints extension of end subscriber certificate is set to End-Entity. The criticality field of the extension
is set to FALSE. In the future, for other certificate, the criticality field of the extension can be set to TRUE.

CA UE A PRI 0T rh 1) B A K B2 B NAEIE B AR IZIE B2 5 1 CA 248
X RZAT PR K& CA, H CA {E+i“path Len Constraint”3fE ¥ N 0, RwiEBEZEF
A — AT FHEF Al URAE XA CA IEF /R

The path Len Constraint field of CA certificate gives the maximum number of non-self-issued intermediate
certificates that may follow this certificate in a valid certification path. For CA who issues end subscriber
certificate, the value of path Len Constraint filed of CA certificate is set to 0, which indicates that only one
end subscriber certificate can follow this CA certificate in a certificate path.

7.1.2.2. H X P BT Custom extensions

BERSASRIIEAS B AR 55 75 3K GDCA R 5 259 FE I, WA (EANR T-Un T FE Il -
1 #2kES: ATt RE 565,

AAFIARS: T For i H SRS .

TREM S W TRl T 514
EBCFICUE S : TRl ER 5

EAEIRSS S UEFMURHURL 22 TARIRIT 7 (4 5

MBS : TRl B 555 .

MASHE TS T RoRE RS2 5.

N o g &~ Db

To satisfy different requirements for certificate application service, GDCA can define some extensions
flexibly, including but not limited to the following extensions:

1. Insurance number: It is used to indicate the subscriber's insurance number.
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2. Organization Code: It is used to indicate the Organization code.

3. IC registration number: It is used to indicate enterprise IC registration number.

4. Taxation registration certificate number: It is used to indicate enterprise national taxation number.
5. Trusted service number: It is used to indicate subscriber’s unique number generated by GDCA.

6. Land taxation registration certificate number: It is used to indicate enterprise land taxation number.

7. Resident identity card number: It is used to indicate unique number of individual’s identity card.

7.1.3. B Xt 5 FR IR AF Algorithm Object Identifiers

GDCA %2R BEFrh, #HEAIIFR RS )y shalRSA. sha256RSA Hil sha256ECDSA,
A TF AEAEIE TS A B R SN A8 ] shalRSA.

The cryptographic algorithm identifiers of certificates issued by GDCA include shalRSA, sha256RSA and
sha256ECDSA, and GDCA shall not use shalRSA for the cryptographic algorithm of the publicly trusted
certificates.

GDCA FHdi FH I = G hRIRT, 74 1SO M4 hRiR& (OID) & FKEE . 1ltn.

Algorithm object identifiers used by GDCA are in accordance with ISO object identifier (OID) management
standards. For example:

1. BHHZ%
1. Signing Algorithm:
sha-1WithRSAEncryption OBJECT IDENTIFIER := {
iso (1) member-body (2) us (840) rsadsi (113549) pkcs (1)
pkes-1 (1) 5 }
2. THEEE:
2. Digest Algorithm:
sha-1 OBJECT IDENTIFIER ::={
iso(1) identified-organization(3) oiw(14) secsig(3) algorithm(2) 26}
md5 OBJECT IDENTIFIER ::={
iso(1) member-body(2) us(840) rsadsi(113549) digestAlgorithm(2) 5}
3. ARXAREE:
3. Asymmetric Algorithm

rsaEncryption OBJECT IDENTIFIER ::= {iso(1) member-body(2) US(840) rsadsi(113549) pkcs(1) 1 1}
4. RREE

119



[] SR RIXIRIGBIRD S
m (RO TR C e Secun ity Athonityg Coe Lo GDCA -‘LIE:H%H{% (Vl. 8 F[&)

A CP g UUAT Y [ 52 A BB 1T 0 AT R PR R0
4.  Symmetric Algorithm

This CP recommends the user to use the symmetric algorithm approved by OSCCA.

7.1.4. Z TR, Name Forms

GDCA 25k BIE s 2R s XA A 25456 X.501 Distinguished Name(DN) ¥ %51 4
e

Name of certificate issued by GDCA is formatted in accordance with X.501 DN.

7.1.5. £ FRFR4%] Name Constraints

TEAE o

No stipulation.

7.1.6. IEH T S AFIREF Certificate Policy Object Identifier

s HE S S R TN, E 5 A B S UE R SR (0 AR IRAT, 200 SRR S A R 1
UEFS AR R

When the certificate policy extension is used, the certificate contains object identifier of CP, and the object
identifier is in accordance with the corresponding certificate category.

7.1.7. SR PR3 IR Y F % Usage of Policy Constraints Extension

TERLE o

No stipulation.

7.1.8. SR R 58 7 OBV A1E X Policy Qualifiers Syntax and Semantics

TERE o

No stipulation.
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7.1.9. REEHEIRY BRI AL BTE X Processing Semantics for the Critical

Certificate Policies Extension

5 X509 i1 PKIX ¥isE—F.

Itis in accordance with X509 and PKIX regulations.

7.2. IEHRF)FE CRL Profile

GDCA SEA% % CRL, ftH a1,

A CP %% ] CRL £F4& RFC5280 Frifi. CRL Z/DALE 40 N R TR IEAAI N A .

The CRL determined in this CP is accordance with RFC5280. CRL contains at least basic domain and

content described in the following table:

ik 18 B (B R BR A1)

JRAS V2

R R CRL BISEAR, ARUR # B o

A2 R H 4 CRL M%7 H ¥

TR CRL FIRZE&HIH M. CRL RERG 24 /NI ST
% i R CRL Jrfd FH 9 25 42 502

WUR MUK 3 bR R4

H1 160 A7 AR UEF LI 2 HHEAT RIS 2 SR I EAE

RAHIZR

FIH B HE S, A AL T 51 5 A0 A 30

Domain Value or value limitation

Version V2

Issuer Entity for issuing CRL, issuer distinguish.
This update Issuance date of CRL.

Next update

Next issuance date of CRL. CRL is updated every 24 hours.

Signature

signature algorithm used for issuing CRL.

Authority key identifier

It's composed of a 160-bit hash of the value of CA’'s public key.

Revoked Certificates

List of the revoked certificates, including serial number and
revocation date of revocation certificate.

7.2.1.

FRAs Version Number(s)

GDCA HHi% % X.509 V2 iiiA [ CRL, IHIRASSIEMAE CRL MiuA k& A H b,
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GDCA currently issues CRL of X.509 V2 version. This version number is stored in format column of CRL.
7.2.2. CRL # CRL 4 B¥ B3 CRL and CRL Entry Extensions

TERE o

No provisions.

7.3. OCSP #ii& OCSP Profile

GDCA N F#24t OCSP (FELAFPIRSE WS ), OCSP 1E N CRL A %k 78, H1E
WE P I B IR IR S E B

As an effective supplement of CRL, OCSP provided by GDCA is used to check the information of
certificate status for subscriber online.

7.3.1. FRZA5 Version Number(s)

RFC6960 & X ] OCSP V1 hitAs.

The field conforms to OCSP V1 defined in RFC6960.

7.3.2. OCSP ¥ Il OCSP Extensions

TEARE o

No provisions.
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8. I\ iE ML # & i+ F1 H fth ¥ 45 Compliance Audit and Other

Assessments

8.1.

PG BB FIETE Frequency and Circumstances of Assessment

GDCA N AFZEE T — X — S d i Fg B Ve, IR E D 3% 5 & (e
BEATVEAY, DAERIEIE P ARSS (ml Sk s A nT #bk . il E 45248 GDCA TrustAUTH
R5 ROOT iE 15, %%t R5 R CA iE15. GDCA TrustAUTH E5 ROOT iE 548 & I+ 2% CA
T2 R 1) SSL AR 55 RT3

GDCA should conduct a compliance audit and an operation assessment each quarter to ensure the
reliability, security and controllability of certification services. We extract at least 3% of certificates for

assessment. The extracted certificates are SSL server certificates issued by subordinate CA of
TrustAUTH R5 ROOT certificate and #72#}1% R5 #R CA certificate and GDCA E5 ROOT certificate.

& 7 N ESEE THAIPEAL AL, GDCA IERSE ML B THITEE 55, 1218 WebTrust %f CA i)
FRIBEAT Sh 0 e T AT AL«

1.

MG (R N RILRE 7282750 CRFIMEIRS B M) FMER, FFE—
IS F R I IVPAS A 7

GDCA &I E S EE TR . E A RFREM A CP e SEitiis B MRS,
F IR PP R TR, A 2D WIRAT — N R IV %, A FEXT GDCA
WHE SR (RA. ZHSS) VR H %,

GDCA HEEMAL # THT 55 BT, $4H WebTrust Xf CA fIs tHRIN], &FET—
AN TRV .

GDCA BT — RS PPAS AR, W5 I #85 AM B B, P4l B S A A
(RIFTBE M S BB, FEVPAE H AT RN SEms . BoAR . RGO I i 2 75 A2
i X R, AR KU VP4l B S R 4RI A e AR I S I e A
R

In addition to internal audits and assessments, GDCA also engages external audit firms to perform

assessments and evaluations according to the requirements of WebTrust on CA.

1. GDCA s assessed and inspected once a year in accordance with the "Electronic Signature Law of
the People's Republic of China", "Measures for the Administration of Electronic Certification

Services" and other requirements by administrative authorities.

2. GDCA conducts operations and services according to the requirements of state’s authorities, the
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8.2.

specifications of state’s relevant standards and this CPS. GDCA should conduct internal assessment
and audit to other entities (including RA or LRA, etc.) in GDCA at least once a year.

GDCA engages external audit firms to conduct assessments and evaluations once a year to be
compliant with WebTrust for CA.

GDCA performs a risk assessment once a year to identify internal and external threats, and to
evaluate the possibility of occurrence and potential damages, and to assess if the current
strategies, technologies, systems and relevant measures are able to mitigate these risks. Based on
the risk assessment, GDCA develops, implements, and maintains a security plan consisting of
security procedures, measures, and products.

PG B B 43/ %5 4% 1dentity/Qualifications of Assessor

GDCA NI H T, B GDCA %4 thMg 2 i =t st U 50 11 (o THiPAl /N, B s T

P NPT I LA

GDCA BSiE 1AM T LAY, Bz HE A& DUR A5
WGV A POV T AL, 7RV RS R 2
2. TITENGERZERR. BEMZLETR, PKI BAR, ArEfEREIE
3. A&WAERGISATIHRMEWEAM A
4. ELEOTH RS

=

Cross department audit assessment group organized by GDCA Security Policy Committee performs
internal audit of GDCA.

External auditors which GDCA hires should have the following qualifications:

1.

2.

Must be an authority which has been licensed and has a good reputation.

Understand computer information security system, communication network security requirements,
PKI technology, and related standards and operations.

Have the expertise and tools to check the system operation and functionality.

Be independent.

8.3. VHEE SHOHEE ZMKIR R

Assessor’s Relationship to Assessed Entity

1. GDCA B 55 AN RS H 5, LS 5 LS8l RN TR AR A
.

2. HNERVEALE (fF B L AR AL TR 55 B LU AR L) A GDCA 2 1A 2
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MSLMIRER, BOAEAMTHDNLSS . WK, B H B AR 35 5% & 2 A2 Al (14
FNE, PPALERLDSL ., AR, ZMZSEEXT GDCA BT IFA .

1. Segregation of duties is required between the GDCA auditors, and the GDCA system administrators,
business administrators, and business operators.

2. The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There is no business inter actions, financial
transactions, or any other interests that could affect the objectivity of the assessment between the
above two. Assessors should evaluate GDCA in an independent, fair and unbiased attitude.

8.4. THHHINZ Topics Covered by Assessment

GDCA W & Tt N A AL 4
GDCA's internal audit includes:
1. AR R T 0 1S
iz TARRURE AN 5 A 1515 3™ R 5T 5
S AR AE CP ML S VI AN 22 A SR TT RRAUIENL 55
FRHE, xR EEE, O
FE T AL LA T REAF AR 10 22 4 UG
S5 =7 IS S5 BT R WebTrust For CA BN EER, X GDCA HEATMASLH# it

0

o ~ w N
=

A

1. Whether the security strategy is fully implemented
2. Whether operation procedures and processes strictly followed

3. Whether strictly following the CPS, business specifications and security requirements when
conducting authentication services

4.  Whether all kinds of logs and records are preserved and if there is any question
5. If there’s any other potential security risks

Third-party audit firms perform assessments and evaluations on GDCA to be compliant with CA
requirements of WebTrust.

8.5. XTHEEAREREUIFTE) Actions Taken as a Result of Deficiency

XF T GDCA W ERH THES R P il AL, H o T PP Ak /N 0 B M B I 2 ] LR ST AR e AT T
BEAT M 55 SR 6 3 O DL o S8 O B THE RN BG5S WARE BT T 2T 17 o 1 1P /N2 52
ANV 55 otk TAE S A5

Audit assessment group monitors responsible departments for improvements and complete status of
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issues that were mentioned in audit reports. After improvement of audit results have completed, various
functional departments should submit summary of improvement to audit assessment group.

XF T GDCA BT MU 1B vF 45 3, Wz AU IEAEEAT 3 S AR CP Jt GDCA il i€ ) F
fib Mk 5 BSEHIAT ., GDCA 4 T LAILE, FHAR ST H AL RIF 1EX 647, [FRARHE GDCA
(ISR AT 45 B 2. M 45 I AT S 45 72 S (KT E LAY, GDCA 42 X LA 1 HL A
EME 25 RAZAL .

For authorized RA mentioned in GDCA’s audit report, if they are violating the CP and other business
standards defined by GDCA, GDCA will stop the above behaviors immediately and ask them to make
changes in accordance with the requirements of GDCA. GDCA will terminate relevant authorization of
electronic certification services of RA if the above behaviors are seriously violated.

S5 AT S5 TR TSR, GDCA HRIRI TR AT R, FFBEZ TR R
.

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the audit
reports. GDCA will be evaluated again after the rectification.

8.6. THLZERKMEIAS KM Communications of Results

GDCA A FB & THE5 RN AH LA S BAREHE 1T AL T8 S RE A LA A7 1 U0,
XA REIE LT P 2 AR iR, GDCA A [T FiE iR -

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA will notify the
subscribers of any potential security risks timely.

W=D IS R e RS, W TR TR, KiEd www.gdea.com.cn (it EAT
DA o AT SRS = T7 e A VEAl S ATl N VP Ak 45 R B SR S, #R L 5B W] Hf ) GDCA 3%
AN H AT 2, JFEFS GDCA MR, VEE A MUE MFRSh: GDCA fREA1EIX 5T
AL -

If the assessment from a third-party auditor firm is completed, the audit results will be published at GDCA
website (www.gdca.com.cn). Third-party should communicate its purposes and methods to GDCA in
advance before notifying the evaluation entity on the assessment results or similar information, except
otherwise defined by law, GDCA reserves the legal rights in this part.

8.7. HiFfli Self-Audits

TEHLE o

No provisions.
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9. R FHEMH ARV 4% 2K Other Business and Legal Matters

90.1. %%H Fees

GDCA HJ MR S AL 1 BT IR AR 55 AW U FRAIE FAT P e B - AR Bl b 6 ZBTAR
M A R BT TR S SO AT, GDCA A3 B R me s bnvlE, 3 KU 3t E

GDCA can charge the certificate subscriber of this institution for the electronic authentication service. The
specific charge standards must be executed according to the approved documents of state related price
administration department. The price and scope of charge of GDCA certificates shall conform to related
regulations.

9.1.1. IER AT B3 A Certificate Issuance or Renewal Fees

GDCA SHEBH A EH K, AffE GDCA KIM¥E www.gdca.com.cn F,
A

The fees of GDCA adding and renewing certificates are published in the website www.gdca.com for user
to query.

w4 GDCA ZE P HHE B A% F1 GDCA ARG A—E, UL Mg
s
If the price specified in GDCA agreement is different from the one published, the agreement price
prevails.

9.1.2. IEREH P Certificate Access Fees

XFERER, HAET GDCA AYHUEM A . BRARR IR AT R, T2 GDCA
SATESMEIZE . GDCA K5 1 B e YACERUR A2 A HR ) 9%

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the subscriber
has special requests, which makes GDCA to pay extra fees, GDCA will interact with the subscriber for
appropriate charges.

T SRR P 2 ) A 2R B A AR A8 4k, GDCA #44x J I 7E M3l www.gdca.com.cn T LA
INAfi

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its website
(www.gdca.com.cn).
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9.1.3. B FIRAME B & #H % A Revocation or Status Information Access Fees

ST AN AR S B A, H AT GDCA AUWHUEM 28 . BRAEA P 3 B Rk TR, &
% GDCA ZAV#4sh 1%, GDCA -5 F /2 s WS i SCH 1 9% F o

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

an S R AR S S B B R W S BUR A AR T AR 1, GDCA K & S I AE K ki
www.gdca.com.cn _FF LA .

If revocation and status information inquiry charging policy has any changes, GDCA will promptly post the
changes at its website (www.gdca.com.cn).

9.1.4. HAh RS 3 B Fees for Other Services

1. WA GDCA REAUIH CP s AR G VRN SRR, GDCA 7 SIS A
b7 A (R 338 R b 3 T AR

2. GDCA 10 H F $2HEIEFAE A S AH G S5, GDCA FE 51T 1 Bl Hofth S 1255
(I B S 4R B TN

3. JAth GDCA W Z s nTREFR LIRSS 2% FH, GDCA H5-43 Je it A, A1 FH 7 A5

1. If subscriber requests paper version of CP or other related documents from GDCA, GDCA will
charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares the
prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.

9.1.5. 1B S Refund Policy

GDCA X$1I W 97, B 17 AIE+5 s A S8 9 RS 2 B vT BLIRIESh, GDCA
A RIS R AR 2 A

GDCA does not refund any fees to subscribers except fees charged for certificate application and renewal
because of specific reasons.

TESEHE P HEAE R RAE R FEd, GDCA 57 A% (IR EFR T FISERE . 5 GDCA
B TA CP FrMlER AT EE RS, 1T/ TBLER GDCA MAHIEHHER. 1F
GDCA F 48 71T P HUER 5, GDCA L BIHETT 7oA & iZAE S A S A 0 2% FH e B b 45 1T
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)ilo

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CP or other
material obligations, subscribers can request GDCA to revoke certificates and refund. After GDCA

revokes subscriber’s certificates, GDCA will immediately refund the full amount that subscribers have paid
for the certificate application.

IR AR ANBR ) 1T P45 21 B T %
This refund policy does not limit users from obtaining other compensation.
FERGRFG, T IR IESAE FHZIETS, GDCA R st AR 5T .

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate his/her
legal liabilities.

9.2. % F4E Financial Responsibility
9.2.1. REEYEE Insurance Coverage

DRIBS VE F EZEET XS CP 28 9.9 5 o Il g £

Insurance Coverage mainly focuses on compensation specified in CP Section 9.9.

9.2.2. H A= Other Assets

TERE o

No stipulation.

923  NEZLEKRKEIERTEE

Insurance or Warranty Coverage for End-Entities

UEFIT 7 — B %% GDCA HIES, Bl il 5e MO IE B RS 12, A EWRE
ZAT P B TR CP R TR AE AR A RLE AL A o

The acceptance of the certificate or its services specified by the agreement by the subscriber means that
subscriber has accepted the specification and constraint of insurance and warranty coverage in this CP.
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9.3.

Ab%15 BAR-% Confidentiality of Business Information

9.3.1. 245 EYEHE Scope of Confidential Information

£ GDCA # Bt i T IEAR S5, LU NME BN IR E S B

1. GDCA i U I E 2544 S fide o % 5

2. WO AERE: AHE. RESHE. TRHENEE, X8(E S8 GDCA LN
REGEE, RAZEHITAMNSEB AT UEE. RERER, AnJEA AN
KA

3. HAthH1 GDCA 1 RA TRAF I NFIA WG BN AL IR T, BRIFEESR, AR A4,

In the electronic certification service provided by GDCA, the following information is treated as
confidential information:

1.

2.

GDCA subscriber’s digital signature and decryption key

Audit records including local logs, server logs, archive logs information, which is treated by GDCA as
confidential information. These records can only be accessed by security auditors and business
administrators. Unless for law requirements, this information cannot be released outside of the
company

Other individual and company information preserved by GDCA and RA and should be treated as
confidential. Unless for law requirements, this information cannot be released to the public

9.3.2. AETFHRERER

Information Not Within the Scope of Confidential Information

1. ™ GDCA KATHES: . EFSH A H;
Certificate issued by GDCA and its public key.

2. AEBHRTPEE

Information of subscriber in the certificate.

3. UEPMEIIE;

CRL

4. AEAHENE (CPO. HLFIAMEMLSS RN (CPS).

CP and CPS
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9.3.3. R4 535 15 B B TT4E Responsibility to Protect Confidential Information

GDCA. EMHLE. 1T/ L SR SRS 505%, #A L% CP e,
ARAEAH B OR3P R A5 BRI STE, D AUE A B EOR T BN B o 0 AT IR 3

GDCA, RA, subscribers, relevant entities and parties involved in certification business, have the
obligations to assume appropriate responsibility of keeping confidential information in accordance with
this CP, and must protect it through effective technical means and management process.

MREGERPTEE HTRMEAN, ZR GDCA AJFoldl & it BTl AR (5 R,
GDCA N 2 HER: [, GDCA R ERiZOREAE BB B 2 % X A il B AT T R4
PARIRILE S ATF B DR R R . W SR IRl 5 TR 15 B AT i AT AT At 77 Fr) e £
M55, GDCA ANRLAFHATAT 5 HAH KA T A TR FAS BT % . IREE B IFTH
LA 5 A DG B T A TR A B3 I BT T 3 53 AT

As confidential-information holder requires GDCA to publish or reveal all his/her/its own confidential
information due to some causes, GDCA shall satisfy his/herl/its requirements; Also, GDCA shall require
the holder’s documentary application and authorization to express his/her/its own will of publishing or
revealing.

If any other obligation of compensation is involved in the act of revealing confidential information of the u
ser by GDCA, GDCA will not assume any responsibility for damage concerning it or caused by the act of
publishing the user's confidential information. The confidential-information holder shall assume
compensatory responsibilities related with it or caused by the opening of confidential information.

21 GDCA TEARAEA . VAR VBT DA AR AR 130T Tl A VERR P RN, A 2ide
HEA CP e AR (5 B, GDCA NA%MREEE . DL Sk B IR R BR,  [aiE 561
AR AR ES B, GDCA AR IALA T3E. IXFRHR BB IS S T AR B EE R A S

o

S

When facing any requirements of laws and regulations or any demands for undergoing legal process of
court and other agencies, GDCA must provide confidential information in this CP, and could publish the
relevant confidential information to law-enforcing department according to requirements of laws,
regulations, legal doctrines or court judgments. Under this circumstance, GDCA shall not assume any
responsibility. The reveal shall not be regarded as a breach of confidential requirement and obligations.

9.4. MANBERFREE Privacy of Personal Information

9.4.1. Fa AR EE TR Privacy Plan

GDCA Nl g AL PR T RXHT B A5 B AR

GDCA should establish the Non-disclosure plan to protect the privacy information of subscriber.
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9.4.2. 1B AR Mb B 118 B Information Treated as Private

VENEEFAAL B (115 B 45 -
Information treated as private includes:
L WA RBOEE S S IE S8 SRR A
2. ATHIERAR L
3. TP L
4. ATIERATIKR S
1. Subscriber’s valid documents number such as ID number, organization code
2. Subscriber's telephone number
3. Subscriber’s mailing address and living address

4. Subscriber's bank account number

9.4.3. A RERTME B Information Not Deemed Private

WPRAREBNERERELR, UAZEBRRESE, B AT, AHUSRAAE

PIANNC]

All information in a subscriber certificate and the status information of the certificate, etc. is deemed not
private, and shall not be regarded as privacy information.

9.4.4. BRI BB FAE FT4E Responsibility to Protect Private Information

GDCA. JEMHIF 23RS 54974 CP 58 9.4.2 iR e T P BEAME BRI i /E 5 X
%o

GDCA has the responsibility and obligation for proper custody and protection of the certificate applicant
personal privacy described in section 9.4.2.

9.4.5. 1 F a2 B 8945 415 [ B Notice and Consent to Use Private Information

GDCA 7EHANUENV SSVE N A TR S AT PR, R Sl B R
ARSI ) H o AEAE I 25 B, iR i K BIRE AL, GDCA HRBCA & /T 7 K 355
R CEADREIEIF

Any subscriber information GDCA obtaining within the scope of certification business can only be used for
identifying, managing and serving subscribers. When using the information, no matter the privacy is
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involved or not, GDCA has no obligations to notify subscribers, and no need to obtain subscriber’s
consent.

GDCA TEATAEAE M B E LB L AR5 A GVERE P ISR, sE B ETA
FH R B ST R E S R RS B, WA ST P LSS, I HAFERNT
VLN IE=

Under any requirements of laws and regulations, and demands for undergoing the legal process of other
agencies, or under the circumstance where private information holder submits the written authorization to
certain object for publishing the information, GDCA has no obligations to notify subscriber, and to obtain
the consent from the subscriber.

GDCA. VEMHUR Gn R 75 ZLRAT R AME B T X007 202 A& LLAME H B, ST L 20
BRI P IFERAFIT 7 R AL 1 H R [R] E A BCE AR ) 07 s (e A5 e

If GDCA and registration authority shall apply user’s private information to other purposes beyond the
functions agreed between two sides, CA and RA shall notify subscriber to obtain his/her/its agreement
and authorization, and the agreement and authorization shall be in the form which can be archived (such
as fax and business letters etc.).

94.6.  RKIEBRBATEREFHEESHE

Disclosure Pursuant to Judicial or Administrative Process

AT . R BIAT BT 2, GDCA Kl L E BIR it Rk
PLIGS ATBHTHLOGE SEVFIY. A 4:

Due to the need of legal execution as well as administrative execution permitted by legal authorization,
GDCA shall provide subscriber’'s private information to relevant law enforcement agency and
administrative enforcement authorities. The above behaviors are permitted. It includes:

1. BUMREANERIRRUE I BT 8 SVERR 1R D

1. Submit the application following the legal process required by relevant agencies pursuant to the
provisions of laws and regulations.

2. EBE VLR AU ER T T AL BR RIS FAIE A5 7 A B 2 Gy ) Bk B4R HY F i
2. The formal application by court and other agencies when dealing with the dispute of using certificate

3. AATEERNEE BRI IE T .

3. The formal application by arbitration agency with legal jurisdiction.

9.4.7. EHAhfsE B E B E Other Information Disclosure Circumstances

ULSRAT 7 EERK GDCA SRR € 2 7 SCHR R 55 i BERHAR A7 I, GDCA I 7 ZHET 7 (1
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WA AR T A I S5 S PRI A 2 = Al 2 7]

If certificate subscriber requires GDCA to provide some particular customer support services such as
mailing materials, GDCA needs to send the subscriber's name, mailing address and other related
information to a third-party such as mailing company.

9.5. &0iRFEAL Intellectual Property Rights

1. GDCA =4 R AHIEF LA GDCA HEAL I BT A B 1 45 H1R P A

2. GDCA XTI RGP BA AR SRR a7 AL

3. GDCA R EAARI—Y){5 B398 GDCA 7™, K% GDCA Hifeir, Mt AAKE
FEH T AT M

4. GDCA EATHIEFAI CRL 245 GDCA SZICHIM =5

5. WFHMNZEE RS ARG GDCA 7=

6. FIRE/RHZT GDCA AP ISR B A4 (LUFEIFR DN LU IZR A il Rk 45 44
Ui SR IUEFS, 34179 GDCA [ 2.

1. GDCA reserves and remains full intellectual properties rights for all the certificates and software
offered by GDCA.

2. GDCA holds ownership, the right of name, the right to share the benefits for certificate system
software

3. All the information published at GDCA website is GDCA property. Without written permission of
GDCA, others cannot repost them for commercial activities.

4. Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.
5. External operation management strategy and specification are GDCA property.

6. The distinguished name (hereinafter referred to as DN) used to express the GDCA domain entity in
the directory and the certificate issued to the terminal in the domain entity are the properties of
GDCA.

0.6. KA E5H{R Representations and Warranties
9.6.1. CA WA 53 1% CA Representations and Warranties

GDCA XFIE1T - e ZiU it G T #E4R
GDCA must make the following warranties to subscriber:

1. GDCA ZER&T P RIERRF &4 CP M A L 12K
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1.

10.

Certificates issued to subscribers by GDCA must be in line with all substantive requirements of this
CP.

2. WAFEPH TS 4 E BIHERYE CorganizationalUnitName 13 S B 41);

Verifies the accuracy of all of the information contained in the certificate (with the exception of the
organizationalUnitName information).

3. GDCA fRiF HAHE R 22 AR, GDCA Z S AIHAT 1) 22 N HI T &
HH SR TR PR 5 5

GDCA ensures that its private key shall be stored and protected securely, and GDCA shall establish
and implement security mechanism pursuant to the terms of national relevant policies.

4. GDCA ¥4&74 CP 1l E, KIS H4siE-1i;

GDCA shall revoke certificate timely in accordance with this CP.

5. GDCA Rt[aliEA5iT Fral AR RN, AFAEAR B2 M 7 B A R A el 5
PESEA.

GDCA informs subscribers any known events, which will fundamentally affect the validity and
reliability of the certificate.

6. IRIEHIFE X FIAEIE D E B B BB AT (B, USRS, 3RS 1
A A A TR RN L BIRBO P 342 e 1P L hESIA 158 PR AL

Verifies that the applicant either had the right to use, or had control of, the Domain Name(s) and IP
address(es) listed in the certificate’s subject field and subjectAltName extension (or, only in the case
of Domain Names, was delegated such right or control by someone who had such right to use or
control);

7. BAEHIEFERB TR AR A BEE RIRAT 1B AR HE & R IE TS

Verifies that the applicant authorized the issuance of the certificate and that the applicant
representative is authorized to request the certificate on behalf of the applicant;

8.  REUIGEHE it sk /NMIEH 38 “organizationalUnitName” H BT & ({5 BAEAE 1R S
(AT e

Implements a procedure for reducing the likelihood that the information contained in the certificate’s
subject: organizationalUnitName attribute would be misleading;

9. MR CP 3.2 FZRIGIE HHE A 47

Verifies the identity of the applicant according to section 3.2 of this CP:

10. % GDCA 5iI /" JekIk, W GDCA 51T st A R H AT AT AT P 0y, %
TP EF & CAIX Y 281837 KA i) Baseline Requirements 25355k, % GDCA 51T
JAON A —SEAR B OB, U F I AAER SA AT A FH 255K

That, if GDCA and subscribers are not affiliated, the subscriber and GDCA are parties to a legally
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11.

valid and enforceable subscriber agreement that satisfies the Baseline Requirements and other
requirements published by the CA/Browser Forum, or, if GDCA and subscribers are the same entity
or are affiliated, the applicant representative acknowledged the terms of use;

11, &0 BT AR HE P R 2 FPIRESE B R R E ) L R e3P 4 R AR ) (24XT)
NIFHIE R PE

Maintains a 24 x 7 publicly-accessible repository with current information regarding the status (valid
or revoked) of all unexpired certificates.

GDCA X 7 05 Ul H i R 4E 4R -

GDCA must make the following warranties to relying party:

1 BRARZIGIERIT S BN, R R AT 15 B A

GDCA guarantees that the subscriber information in the certificate is accurate except the
unauthenticated subscriber information.

2. GDCA SEATBHEA CP J CPS [l & 25 K IE 155

GDCA is in full compliance with the provisions of the CP and relevant CPS to issue certificate.

3. 7E GDCA {5 REPRAMKNER CA ke 7117, I HAT P @A CP il
SEFSZ %,

Certificates published in GDCA repositories should have been issued to subscribers and accepted

by subscribers in accordance with the provisions of the CP.

9.6.2. RA HIfRi2 5FH4R RA Representations and Warranties

1 SRAEUESIT P REMNE R S AT & A CP AT SER 245K 5

2. 1t GDCA ERGIEFI, A BN MU 1 % 5% 110 2 E0ES 5 2 SUEH g
15 BA—E

3. MU IZA CP HIE, JKiFa GDCA $&ASIEF HIE . 4. TR RS k.

The registration process provided for subscribers is compliant with all the substantive requirements
of GDCA CP.

When generating certificates, GDCA does not allow the inconsistencies between certificate
information and certificate applicant information due to mistakes of registration authority.

Registration authority will submit the applications of revocation, update and other services to GDCA
in time according to the provisions of CP.

9.6.3. TP IR 54E4% Subscriber Representations and Warranties

1T — B2 GDCA RS R IE S, AR 1) GDCA ML S ARAST 1 H DL 7K v«
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10.
11.

12.

FEIEF 1A AN TR 244 5

VPR IR I R LR SR S 5 B AR S Se SRR 1, SR SR HAE ]
ROEEER. Dhid S5 B AEHSUE;

WERAAAEREN, AT FRURE AP AT & STt 1T 7 A ST TR
AR AL FRAR 5 18R, 18 %1 GDCA B HABZAHIUE 5 IR 55 A4 ;

ST PR S AP N AT AT I — R4, BRI A, Jf
HAEBATEAN, IEH2E RO GERBAEH. M), IEBRRASINT ALY
Vi ) FfgE A

BRARZEAT A RN LR (] A5 T B E , 3T 7 SRIEA R AAENLR (BRERBIAL
) BT I 55 5

—RPERAEYS, BRI P RIEB AR A CP T sk A6, JRRIZB A%
EIVA R DARIISNE

TS, BN A AR DU IR AR AL RS H], A ATE R
ARG, RECE BRI R B IE RV RO O . bR . ABL O aioR 2 AU Y 5
AFHELATTR H GDCA Anid 7 B S0 BT FH5E, AFEEAN PR T 505 |
FRAE B SSORTAIE 5 R 55 RO 888 0 A ek 55

UEPAEAR CP A RUE M VE R N A, FURAIE TS T Gt S i sl it 595
i F H s

PR G 7% SNIE S LI DK i 78/ QU T e VS 7 175 v N7 M G T

XFF SSLAEAS, T A DU S5 ORAE S AEUEFS H 410 H 110 3 7 44 %o o2 (14 il 55 4 o
FEAIE .

AR LA, AR T A B S ARE A R4

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the following

commitments to GDCA, registration authority and related parties who trust the certificate:

1.

2.

The subscriber uses digital signatures if the certificate is valid.

All information that subscriber provides to registration authority during certificate application process
must be true, complete and accurate. The subscriber is willing to take legal responsibility for any
false or forged information.

If there is an agent, then both the subscriber and agent take jointly responsibility. The subscriber is
responsible for notifying GDCA and its authorized certification services agencies any false
statements and omissions made by the agent.

Each signature is generated using the private key corresponding to certificate by subscribers
themselves. The certificates shall be valid at the moment of signing, i.e. certificate is not revoked or
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10.

11.

12.

expired.

Subscribers ensure that they don't engage in business performed by the issuing agency (or similar
institutions) unless they sign written agreements with the issuing agency on such matters.

Once the certificate is accepted, subscribers are considered as knowing and accepting all the terms
and conditions in the CPS as well as corresponding subscriber agreements.

Once the certificate is accepted, the subscriber should assume the following responsibilities: always
maintain control of their private keys; use trust worthy systems; and take reasonable precautions to
prevent the loss, disclosure, alteration, or unauthorized usage of the private keys.

Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

The subscriber only uses certificate for the authorized or other lawful purpose within the range
specified by this CPS.

The subscriber use secure and reasonable measures to prevent the private key from loss, disclosure,
alteration and other events.

For the SSL certificates, the subscribers undertake an obligation and warranty to install the
certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.

The subscriber must not use the code signing certificates for signing suspicious codes and other
illegal or malicious software.

9.6.4. W IRRIR S5 4HAR Relying Party Representations and Warranties

1. JESFA CP A HUE :

FEMHSEFS AT, B VIE AR RILE (178 BRI BR A 1 5

FEARBUE AT, XHIEH AE AR AT WAL

FEAHIE 57T, JfId A ) CRL B OCSP #fi A E 152 5 0k i 4 :

— Bl TE 2 AR RS 1A B A R4, g0 IRt 4y GDCA i

R RBEAT AMeE, I HARSH R & i i B B B N 52K 5

6. ARBELAETRE GDCA AL, oA, BB THEE, BB EHAPR T 50
TRV PR A2 CSORTIE ~F5 R 55 PO 18 T A R 55 o

a > w N

Abide by all provisions of this CP.
Ensure that the certificate is used in prescribed scope and duration.
Verify certificate’s trust chain before trust the certificate.

Before trust a certificate, verify whether the certificate is revoked or not through querying CRL or
OCSP.
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5.

The relying party is willing to compensate GDCA for the losses and accept liabilities for any loss of
self or others, due to negligence or other reasons violating the terms of a reasonable inspection.

Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

96.5.  HihS5FHKALSHER

Representations and Warranties of Other Participants

WSFAS CP T A LE -

Abide by all provisions of this CP.

9.7.

IR %3 Disclaimers of Warranties

A CP9.6.1 Hf¥ B Ak i 41, GDCA ANk HH HAAT AR JE 2 CRAUEAN 55«
ACRUEEFAT . KRBT . Hth 255 MR A2

2. ASKE LTRSS Bl A A AR T R Al ORI
3. AXFUEALER HE H K BLAR R A AR AT 54
4. XTHFAEHU, WA E IR G SR I A AR 55 HH T O e e i 1 e g Rk A

DigaR
5. I P A CP9.6.3 Z &G, Bk 716 [ A CP9.6.4 2 A&, 15 LA%kR GDCA
2 5iE.

Except for the commitments declared in CP Section 9.6.1, GDCA does not assume any other forms of

guarantee and obligation:

1.

2.

Do not guarantee the statements of certificate subscribers, relying party and other.
Do not guarantee any software used in electronic certification activities.
Do not assume any liability when certificate is used beyond the prescribed purposes.

Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc.

When subscriber violates the commitments defined in CP Section 9.6.3, or relying party violates the
commitments defined in CP Section 9.6.4, GDCA can exempt from liability.
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9.8. AHPFRIT4E Limitations of Liability

WEFIT L AK#7 R GDCA i B TR IR 95 N RSS2 4512k, GDCA R 7Kk HH
A CP % 9.9.1 W HUE AT ER DT iE-

The certificate subscriber and the relying party specialized in civil activities suffered losses due to
electronic certification service provided by GDCA, GDCA only assume limited liability amount stipulated in
CP section 9.9.1.

9.9. EAZ Indemnities

9.9.1. INENLHI IR 2 5 4F Indemnification by GDCA

U GDCA i 74 CP 5 9.6.1 T FRIR, 1177 iy 46 Sk v] Fi i GDCA 2 11k
EoE GREERAE R otkrih), BT EE:

1. GDCA KIEBHIRIIZ RGN FUSMAFE =7, ST 8UKE 7 8 5245 1

2. TEVPRAAE BB RNER . BTSN, GDCA ZERIEF L T 45R1E 8,
FEOT P BT 1 AR R

3. 1E GDCA AT P55 BB BORMETE R BRI B BL, EASRIA] 28 KA,
S EKATT T Z BRI

4. T GDCA HJJR K T3 CA R % ;

5. GDCA AKfg K BAHUETS, S EURT 2 1K1 o

If GDCA violates statements in CP Section 9.6.1, certificate subscribers, relying parties and other entities
can request GDCA assume compensation liabilities (except for statutory and contractual exemptions). If
the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to losses
of the subscriber or relying party.

2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates with error
information and the error leads to losses of the subscriber or relying party.

3. After GDCA knows the fact that subscriber provides fake registration information or data, GDCA still
issues certificate, which leads to relying party suffering losses.

4. If the private key of CA is disclosed due to GDCA's fault.

5. GDCAfails to revoke certificates in time, which leads to relying party suffering losses.
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9.9.2. T PRI 37 4E Indemnification by Subscribers

FEWTRAESL, 1T E S R IE R GDCAL AR 112k, B2 7k HH IR 2 54 E

If the following situations cause GDCA or relying party suffering losses, subscribers shall be assumed the
liability to compensate:

Lo AT/ HEEARE R, R, Rl B E R A Bkl 3 GDCA K4
BUIEFS IR S5 LR B2 58 = 77 18 2 401 5

2. TP RMEEE S RIE AR HRE. Bk, BAMAHOEME. SR Mm% A S A
GDCA JHAAHPEF RS, ARAS B Al AT & . GDCA J HAR ALY
TEF RS AU 55 = J7 2

3. WHERRERIATH, FiERA CP KAHJHRIEMIE, sSFHKIETBHTIEA CP M
5 R 55 Y5 F

4. AEFAT P EEE S A BER H M ATIE I AR A E RS, $I GDCA 4 IZIE T

WG R T LU IR, i SRzl B AT A58 5, B AT 38 i e AR Y

2110, W GDCA 42 CP HIRVEHEAT 1A KEAE, I AIZIEIT 1 b K A8

A IR E G TAT s

TF -5 P A5 B A AR SE AR R A5 L A3 P TR A5 01 A i@ 1 GDCA RIS 7y 5

WA XA REA BRI i, SERAVHE R E . g, RS

TEAFENFARH R BAFAE SE RIS, AAs 1 Ad FHIE 59 K Rl &0 GDCA RIKHT ;

TF - 2R AT E 8 P E$

WP RUERE BRI T 88 =75 RO AR AL

10. 7ERLE (¥R PG AME FIE TS, S R gRS 3 .

© N o O

1. GDCA and its authorized service agencies or third-party suffer losses due to unreal information, such
as deliberate, negligent or malicious provision of unreal information by applicants when applying for
certificates.

2. GDCA and its authorized service agencies or third-party suffer losses due to disclosure and loss of
private keys deliberately and by mistake; due to not informing GDCA and its authorized service
agencies or third-party of the leakage and loss of private keys with knowing the facts; and due to
handing keys to others inappropriately.

3. Subscribers violate the CP and related operation practices when using certificates as well as using
the certificates activities outside of the CP.

4. If the certificate is used for illegal transactions or causes disputes during the period from revocation
requests submitted by the subscribers or other entities authorized by GDCA to this information of
certificate revocation published by GDCA, if GDCA operates in accordance with the requirements of
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10.

the CP, subscribers must assume any responsibility of losses according to this CP.

Subscribers do not stop to use the certificate which its information have changed and don't notify it to
GDCA or relying parties in time.

The private key is lost, compromised, stolen, exposed, and etc. due to not taking effective protection
measures.

Subscribers continue to use the certificates and do not notify GDCA and relying parties promptly
when they are made aware that private keys are lost or at the risk of being compromised.

The certificate has expired but is still in use.
The subscriber’s certificate information infringes upon the intellectual property rights of a third-party.

Using certificates outside the provisions of specific application scope, such as the use of certificates
for illegal and criminal activities

9.9.3. g5 I 5T4E Indemnification by Relying Parties

FEUN NGO, AT B 5 R R IE R GDCAL 1T ik, N 7K HH A 51T

If the following circumstances lead to the losses of GDCA or subscriber, relying party shall be assumed

responsibility to compensate:

1. &AJEAT GDCA SHHTT M P sCRIA CP R HRE f) X 555

2. RAEIKHEA CP MVEHET S B %, S8 GDCA S HARAHIUE 5k 55 WA B 28 =T
2

3. (EAFERIREL N HRULAS, AR W RIIE FA7 ALV ol 0 PR FH A 15 2 B
UEFS BT Al BE N BT IS T, (BTSSR AR AIE 5 5

4. MG BARAE T R E R REAT IRALE

5. KT A 8IS B i) CRL B OCSP #iiAE 52 B4 h4H

Obligations defined in the CP and agreements between GDCA and relying parties are not fulfilled.

GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate reviews
against this CP.

Trust certificates in unreasonable circumstances. For example, relying party still trusts the certificate
with knowing that the certificate usage is beyond its scope or period or the certificate has or may
have been stolen.

Relying party does not verify trust chains of the certificates.

Relying party does not check whether a certificate is revoked through querying CRL or OCSP.
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9.10. BH 5% 1E Term and Termination

9.10.1. AR Term

A CPAEA R H I IEAAR, B CP RN R A< CP T~ —hitA CPAERK
2 HBfE GDCA # 1L T IAIE R S5 I R A

This CP will enter into force at 12 o’clock of the effective date, and the last version CP will become invalid.
This CP will become invalid when the next version CP enters into force or the electronic certification
services of GDCA are terminated.

9.10.2.  #JkE Termination

GDCA # 1EHFINIEARSSIS, 4 CP £k,

When GDCA terminates electronic certification services, this CP is terminated.

0.10.3. & IEHIRER 5FESE Effect of Termination and Survival

A CP %k, BMAMIENG IR S5 281k, HUENL S 21 E A BIRE DIENLR
FARMZ L. DAENULENY 25 26 10 J5 RCRICE BRI T, R e IR 55 B AR VIEN LR, fR
UEVT P A 2

The termination of this CP means that the termination of CA business, but the termination of certification
business does not mean the termination of CA’s responsibility. After the termination of business, CA shall
take reasonable measures to transfer certification service to other CA so as to ensure the interests of the
subscriber.

9.11. MZE5HHAMHEELERXE

Individual Notices and Communications with Participants

WAENUAFE L Z RO, TS MET e KT ORAE T80 S T i KT
JOHABE ST P ATy, REIE 25 W R (S RRSE, A HERT
AT -

The circumstances that CA actively revokes the subscriber’s certificate, finds out subscriber using
certificate out of specified usage, or behaviors of subscriber violating subscriber agreement have
occurred, CA can use appropriate way, such as telephone, E-mail, letter, Fax, etc., to notify subscriber
and relying party if necessary.
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9.12. 1] Amendments

9.12.1. BATFE R Procedure for Amendment

%t GDCA %4 RIS 14428, GDCA 1THUE FLFEE 2/ D H & —IRA CP, #ifRHAF
A EGEEEI . EEET TR DL AR O E BrbriE, FF A IAEML S5 T R 1 SR 7 2

Through the authorization of GDCA Security Policy Committee, GDCA Administration and Management
Department shall review this CP at least once a year, to ensure that CP meets the requirements of
national laws and regulations and administration department, to meet the latest SSL baseline
requirements and specifications, and satisfy the actual requirements of certification business operation.

A CP HIMEIT, H GDCA ATHUE FRERHE BB ITHR A , 3779 GDCA 4 FIR & i &l )5,
i1 GDCA 17 BUE FEER T ST ZHZMENT, BT J5 ) CP 43t GDCA %24 5% i 2= ik v J 1F 200}
AN RAT

The revised version of this CP will be revised by GDCA Administration Department and approved by
GDCA Security Policy Committee. GDCA Administration Department will be responsible for the revision
and the revised CP will be officially released after being approved by GDCA Security Policy Committee.

0.12.2. IBHAIHLEIFIHIFR Notification Mechanism and Period

BTG I CP it dE 5 45 S B E GDCA f 35k www.gdca.com.cn kA . X T 75 Bt
B HRAE . A51E. WA RIBAIHB I, GDCA KLEA F I B B A E X &7, AR
T[] L CRAE AT 557 52 B 50 /N o

After approval of the revised CP, it will be posted on GDCA official website www.gdca.com.cn immediately.
For the modification notified by email, mail, media and other ways, GDCA shall notify the relevant parties
in reasonable time, which ensures that the relevant parties have minimum influence.

9.12.3. W AMEITHITE Circumstances Under Which CP Must be Changed

R R 155, GDCA LAkt 4 CP #EHAT 1514

If the following situations occur, this CP must be modified:
1 EERH I ERRRE, LEmIA CP A R

1. The encryption technology develops significantly enough to affect the effectiveness of existing CP.
2. A RINUEML 55 A R AR HEEAT 3T

2. The relevant standards have been updated.

3. NIERGANA A BE A A HOR T s
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3. Certification system and relevant management regulations take significant upgrade or changes.
4. VEEANERUR BT TR,
4. The laws and the administration departments require the CP to be modified.

5. DA CP il H ZEBRIE

5. There is some significant deficiency in the existing CP.

0.13. & P53EK Dispute Resolution Provisions

2 GDCA. 1T /RIS 5 2 [8] B3, A SR T ISR 3 i e Pl v e ke, 0 o
RATHY, LB VAR

Any disputes between GDCA and subscribers or relying parties shall be resolved through negotiations as
agreed, and those cannot be settled by negotiations will be resolved by laws.

0.14. E%EHEAR Governing Law

GDCA 1] CP 3z [E 5 &\ aiAn i) € Hh BN RALFNE 725 44780 s CREFAEAR S B BE A
CHL AR AR S5 B A B F Ak ) vy s i

The CP of GDCA is governed by the law of “ Electronic Signatures Laws of People’s Republic of China”,
the regulation of "Measures for the Administration of Electronic Certification Services” and "Measures for
the Administration of Cipher Codes for Electronic Certification Services” promulgated by the country.

9.15. fFE&EHER Compliance with Applicable Law

WU IR SS . 353D &R OB airra (b E N RIEME B 72 420E) . (B
FWIEMRS BB ME) . CRFIMERS HE R INEY DL B A N R LA E A )
ME -

All businesses, activities, contracts, and agreements of GDCA must conform to "Electronic Signatures
Laws of People’s Republic of China”, “Measures for the Administration of Electronic Certification

Services”, “Measures for the Administration of Cipher Codes for Electronic Certification Services” and
other laws and regulations of People’s Republic of China.
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9.16. —f& k=X Miscellaneous Provisions

9.16.1. 58PN Entire Agreement

CP. CPS. I/l HHSS P S AN 78 - SCRFF i PRI S N3 2 T8] ) 2 B AL o

The entire agreement is composed of CP, CPS, Subscriber Agreement and Relying Party Agreement as
well as its supplementary agreement.

9.16.2.  ik¥¥E Assignment

IRAEA CP P IR FAUESEAR % J5 RIBURIAN (55, 07 25 AT $5RVE A A S o e 12t
AT RN LS5 (AL o IR LEAT DR A I AN S B 1107 % 3 — 5 (AR AT 5255 B STAE I BT

According to the rights and obligations of certification entity parties detailed in this CP, all parties can
transfer the possession of rights and obligations in accordance with the relevant provisions of the law. The
occurrence of the above transfer behavior does not affect the change of any debt and liability among the
transferors.

0.16.3.  4#If4% Severability

UNERA CP IATAR 2% 3 B B 1 T+ 5 GDCA FTE 4 X VA = A ph M 4 4 8 N G
AN BAAT I . GDCA NLAE SR IR B BRE MEIT %2650, (EHAREA 2L, AR A
SR, GDCA RPEME T HEER BT N A .

TEMRAR AT 5 ER S KUE 217, GDCA MKIAHEMES question@cabforum.org, &
CAB iz CPS HEBITHMER, JHMA Ok 2 AL S R AL T AR R YR
(https://cabforum.org/pipermail/public/) .

AIXEATHEHR], 8l CAIB WIZHIER$ELL, (I GDCA R #F & CA/B i1z () Baseline
Requirements A& HEESR, MIAE 5 P ATfT0 GDCA LS HRAE BRI A kSR EH . Rik
XS5 A E AT ARG B, Xt GDCA [¥) CPS HIf&IT, K Ial CA/B itz Vi@ AINAE 90 K P
Ko
In case any clause or provision of this CP is held to be unenforceable or invalid due to any conflicts with
the laws of any jurisdiction in which GDCA operates, GDCA shall modify any conflicting clause or
provision to the minimum extent necessary to make them continue to be valid, and other clauses and

provisions shall remain valid without being affected. GDCA shall disclose the modified contents in this
section.

GDCA shall (and prior to issuing a certificate under the modified requirement) notify the CA/Browser
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Forum of any modified content in the CPS by sending emails to question@cabforum.org, and confirm that
it has been posted to the Public Mailing List and is indexed in the Public Mail Archives available at
https://cabforum.org/pipermail/public/.

Any modification to GDCA's practice enabled under this section shall be discontinued if and when the law
no longer applies, or the requirements published by the CA/B Forum are modified to make it possible to
comply with both them and the law simultaneously. An appropriate change in practice, modification to the
GDCA's CPS and a notice to the CA/Browser Forum, as outlined above, shall be made within 90 days.

0.16.4.  5&HIAT Enforcement

TEHLE -
Not applicable.
9.16.5.  NA[Hi/] Force Majeure

KYEA CP il 5E 1) CPS MALIE AT HL /253K, AR & J5 Ml it o

CPS formulated in accordance with this CP shall include a force majeure clause to defend the benefits of
each party.

9.17. HAhZk#X Other Provisions

GDCA A& CP B &AL

GDCA has final interpretation rights to this CP.
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Appendix: GDCA CP Revision Records

REA . .
BT & V1.7 V1.8 2 VE VB
55
1.1.4.GDCA iF /2
1 R ZE K] Hierarchical B FE“GDCA ROOT CAl iFF7 2k
Architecture of LY AR
GDCA Certificates
12, XMEES
2 FriH Document Name ST A TENENSE i
and Identification
Ml Baseline Requirments v1.4.1 &5
3.2.7. 48 4 I B A A . — .
s jéominﬁn{a\me 3.2.245 F MWK AE 7 =0 E A
3 . Baseline Requirments WA 55 i 5%
recognition and . . sore
identification Baseline Requirments v1.5.6 7
3.2.2.4.7 AL TT Ao
5.5.5. 1ok [a] & | GDCA MRS RAER | |
: . | TAEEHER A GDCA 11 418 A
L3k Requirements | &R UM G | = oo . X X
4 ) . o T EARER ], ARG AR
for Time-Stamping | i GDCA (7% 4 BRI TR,
of Records 47 B TR o SR Ve
. BT —EiE S b Mo FAE R
. AT BT ME TEBL&‘I% falﬁ&
HoAth — L6258 5 51 S 8 A T o
tent
ontents Sections Revised V1.7 V1.8 Remarks
SEQ
1.1.4.GDCA it )= . .
VAR Hieratc:?ci Added the hierarchical
1 7K. architecture for “GDCA ROOT
Architecture of CA1 certificate”
GDCA Certificates '
1.2. R A RS FRiR
2 Document Name Added description on CP version.
and ldentification
Deleted validation method
3.2.245 of the Baseline
3.2.7.1 k7RI
e o A EI./] Bk Requirments v1.4.1. Adjusted the
% %) Domain name , .
3 . version number of the Baseline
recognition and .
. e Requirments, and added
identification

validation method 3.2.2.4.7 of the
Baseline Requirments v1.5.6.
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5.5.5. 10 s I A) k2L
3k Requirements
for Time-Stamping
of Records

“The GDCA file
must be created
with
time-stamped
signed by GDCA
digital
signatures.”

Changed to “The archived records
of GDCA are labeled with time,
and the records generated by the
system are required to be added a
time stamp.”

Other revisions

Adjusted some wording issues, a
ew mistakes and other parts that
may cause confusion.
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