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1. 8] & Introduction

1.1. AR Overview
1.1.1.  A7FfEr Company Profile

B AR G IR A 5] (Global Digital Cybersecurity Authority Co., Ltd., fAj#x
GDCA 8 “#zif X7, J5A “I REFIERIEF O AR A", BaLT 2003 4 3 H
6 H.2005 4 9 f, GDCA fkiZidid 1 [ 58 % i 3= A i ) 5745 2 P M 0 B A o
BN A E B O\F RS (R IERRS VFRTIEY (VFRTIES . ECP44010215007) [1HLT
WIEIRSS IR Z —: 2008 4 12 F, 3RAFEF 0D B RMUL I (2500 S A 5 vr
A[EY; 2011 4F 4 H, @i 7 B 5% A B R HL B L UGIEIRSS RE 0 VEAl, k43 (L
TR HFIERS P (S5 A021) #Efg. 2013 4, X HFIAMEARS RGHAT
SM2 AT, JREN T E X ELE HERALS N 7 A A, 2015 £, GDCA @il T
WebTrust [EB5 722 4 & vHAIE, B T B bR s &8 BRI S KT, a4k
R FYAER S . AIERNL S ERFHE, 2016 4E5 H, “) RKEFAEBUGEF0A R
N HEN BB RBHR A R AF . 2017 4£ 8 H 11 H, GDCA FFUA7EHT —
WRAERRAE 5y, WS AR: Heni R, B Rid: 871932,

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as GDCA, or “#Z ") with the
former name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003. In
September 2005, GDCA passed the security review by the State Cryptography Administration
Office of Security Commercial Code Administration (abbreviated as OSCCA) and the former
Ministry of Information Industry by law, as one of the first eight electronic authentication authorities
with "Electronic Authentication Service License" (license number: ECP44010215007) in China. In
December 2008, GDCA obtained the "Commercial Cryptography Products Sales License" issued
by OSCCA. GDCA passed through the assessment of E-government and Electronic Authentication
Service Ability by OSCCA with the qualification certificate of "E-government and Electronic
Authentication Service Authority” (number: A021) in April 2011. In 2013, GDCA upgraded electronic
authentication service system for SM2 algorithm and passed through the security review by
OSCCA. In 2015, GDCA passed the assurance review for Certification Authority by WebTrust with
the international level of operation management and service to provide digital certification service
globally. For business development, GDCA changed its name from "Guangdong Digital Certificate
Authority CO., LTD." to "Global Digital Cybersecurity Authority CO., LTD." in May, 2016. On 11
August 2017, GDCA was admitted to the National Equities Exchange and Quotations (NEEQ) of
China, with a stock abbreviation of “#{ZZ i {%” and stock code “871932” .
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GDCA B4 Jm, J& “T" AREFAIEHIMEFT OHRAR " 5. fiis. MaMmaE
A el “BRm ABSRm AR AR A%k fEEXHTS GDCA LA “T  AREUTHIE
FEF DA RA R 4 AT AR PRI H T REBFHEFAEF LA R
"7 A BRI LS5 h “ B AR BB AT IR A =] 7 7RGk

B AR Rr “ 5550, B GUFT. RS MM EM, AT “fEEBER T
b fsidr, BOT TN “— RIS EER SR 7

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO.,
LTD." were inherited by GDCA. Meanwhile, and all the rights and obligations of the contract and
agreement signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

GDCA upholds the corporate values that are “Pragmatic, Progressive, Innovative, and Service
Oriented”, fulfils the corporate mission of “Trust Connects Parties from all over the World”, and is
committed to becoming a “first-class online trust service provider”.

1.1.2. IEFKME Certificate Policy (CP)

AR GDCA 1) EV IEi5kmg (EV CP), /& GDCA EV UFiE 15 55 1) Sk
A, & T A T GDCA 25k FIEFE EV B b LA S 5 k. ki, k.
B G BEH. R BV IR S I AE IR S AL S IR AR B SR AN
G o X LR AT ORGP GDCA EV I IR 55 ) 22 e Va5 864, 105 — B EAE GDCA
TN —BodE R — B AE, BIEE/EHEAS GDCA ZEH Y Refg S LRI AL B AR E 0k .
A% CP I A& GDCA -2 575 Z [ FIIEEE M1, GDCA 4% 2 577 Z R IR 55
PREEATAT T TA) 252 ) B 2R LR B
This document describes the Certificate Policy (CP) of GDCA and explains the policy statement for
GDCA digital certificate service. It applies to all digital certificates issued and managed by GDCA
and their related participants. The CP sets forth business, legal and technical requirements and
specifications for certificate approval, issuance, management, usage, renewal, revocation and
related trusted services. These requirements and specifications protects the security and integrity of
GDCA digital certificate services and includes a comprehensive set of consistently applicable single
rule sets in the GDCA scope. Therefore it provides the same extent of trust guarantee throughout
the GDCA architecture. The CP is not a legal agreement between GDCA and all participants;

contractual rights and obligations between GDCA and participants are established by other means
of agreements with such participants.

A CP 151§ CA/Browser Forum il 1) Guidelines For The Issuance And Management
Of Extended Validation Certificates ( & #“EV Guidelines”) Guidelines for the Issuance And
Management of Extended Validation Code Signing Certificates (%% “EV Code Signing
Guidelines™), EI¥ JEIGUEIE5487 (Guidelines for Extended Validation Certificates) [
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BT RA Bk, L& Baseline Requirements for the Issuance and Management of
Publicly-Trusted Certificates (f&#X “Baseline Requirements” ) , ¥/ ( HELM X.509 24
TH 2 FH B A i E 15 SR ms AIE ML S5 HEZR Y C Internet X.509 Public Key Infrastructure
Certificate Policy and Certification Practices Framework), I iy F B¢ W kvl 2H 21« B E R T
FETAEZL” CInternet Engineering Task Force) il () RFC3647 Frifk II4hfFI N 252K,
[ B a3 22 (GB 26855-2011-T 7 & %2 AR A PR B UE 15 SR I 5 VI MK 55 75 BIHE
Z8) HSERI RN R, IR S b [ KR EE U GDCA 13z B ZOR AT IE I g

This CP conforms to the latest version of the Guidelines for The Issuance and Management of
Extended Validation Certificates (hereinafter referred to as “EV Guidelines”), Guidelines for the
Issuance and Management of Extended Validation Code Signing Certificates (hereinafter referred
to as “EV Code Signing Guidelines”) namely the Guidelines for Extended Validation Certificates,
and the Baseline Requirements for the Issuance and Management of Publicly-Trusted Certificates
(hereinafter referred to as “Baseline Requirements”) formulated by CA/Browser Forum. Meanwhile,
this CP meets the requirements of structure and content defined in Internet X.509 Public Key
Infrastructure Certificate Policy and Certification Practices Framework, RFC3647 from The Internet
Engineering Task Force, and GB 26855-2011-T Information Security Technology Public Key
Infrastructure Certificate Policies and Certification Practice Statement Framework, and would make
appropriate changes in accordance with Chinese laws and regulations together with operational
requirements of GDCA.

GDCA fEN—MEFRFH (CA), 1EA CP LR T AR EV HRIEH 1 EV CA
WEF, BRI PUET . BT ARRREECRIS G, (ENUE A AT 7 al LAE FHE
FbAT Mgl iz R ARIBEA . B4 . ORI B AIESE AN EI RN H
AT U IBAR CP rh OG THHT [ SU5 R, g RS EAE—TKIE . GDCA ¥ EV
FINEML SN (EV CPS) #2327 CP LI, TE4HE IR T GDCA 1E N H-FIMIENRSS
WS RIESS . TSR HEUETS DLRAH BRI A B SRR ORBE S . T GDCA IET
IAT P ARG T 6B A CP KA EV CPS FIMLAE, P RHIES (o fd FHAME AE

As a Certification Authority (CA), GDCA generates root and intermediate certificates, and issues
certificates to subscribers under CP restrictions. Based on different types and application scope,
digital certificates may be used by subscribers to process SSL, code signing, e-mail signing,
document signing, identity authentication, and other different applications. Relying party could
decide whether to trust a certificate in accordance with the requirements of the relying party’s
obligations in this CP.GDCA Certification Practice Statement (CPS) accept the discipline of CP,
elaborates the definition of GDCA digital certificates and the methods to provide these certificates
as well as the corresponding managerial, operational and security measures. All certificate
subscribers and relying parties under GDCA must refer to the provisions of the CP and its relevant
CPS to determine the usage and reliability of the certificates.
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1.1.3. GDCA ZZ#J GDCA Architecture

A% CP /& GDCA N EV iF 1515 i i, GDCA HIEF & MM (CA) %A CP
i€ EV CPS, RA %A CP JKAHIK CPS #HATUEF R 55 BG4, T/ M7 A oA
FHR AR A CP S AHK EV CPS W EXUEH I AZAE I BAT AR 55 .

The CP is the highest strategy throughout the GDCA architecture. Certification authority (CA) under
GDCA formulates CPS in accordance with CP. Registration Authority (RA) authenticates
certification requests according to this CP and its related CPS. Subscribers, relying parties along

with other correlative entities determine their rights for using and trusting the certificates as well as
perform corresponding obligations on the basis of the CP and its related CPS.

GDCA EV CP
GDCA EV CPS
|
| |
E RA1
iy A

(Vi
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1.14. GDCA EV iE ¥ BEX % ¥ GDCA EV Certificate Hierarchical

Architecture

GDCA HEif 34 EV HRIFE+H, 4r%]9 GDCA TrustAUTH R5 ROOT ilF . 2
& R5 # CAiEF5. GDCA TrustAUTH E5 ROOT k4. &R CA Ti%&4 CA, LI%
KFFAEH . GDCA A& KANFH L CAEF .

Currently, GDCA has 3 EV root certificates, including GDCA TrustAUTH R5 ROOT certificate, %%
i 4% R5 #R CA certificate, GDCA TrustAUTH E5 ROOT certificate. Each Root CA has Subordinate
CAs to issue subscriber certificates. GDCA does not issue external Subordinate CA certificates.

1) GDCATrustAUTH R5 ROOT
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GDCA TrustAUTH R5
ROOT

GDCA TrustAUTH R4 EV GDCA TrustAUTH R4 EV
SSL CA CodeSigning CA

EV CodeSigning

EV SSL Server Certificate Certificate

GDCA TrustAUTH R5 ROOT ilE i ¥ B $HK By 4096-bit, N 2 M2 CA IR,
Hr: (1) GDCA TrustAUTH R4 EV SSL CA iE+, #HIK N 2048-bit, 25Kk K
J5£ >N 2048-bit ] EV SSL R4S #3iE+5; (2) GDCA TrustAUTH R4 EV CodeSigning CA ilF
Hi, EWHKEJy 2048-bit, 2K EPIIE Ny 2048-bit 1) EV AL A IET .

GDCA TrustAUTH R5 ROOT ilE+344 T 2040 4 12 H 31 HE#.

GDCA TrustAUTH R4 EV SSL CA i34 7E 2030 4 12 /] 31 HFH, 2027 41 7 1
Hie, BAEMHZ CAUERZERIT .

GDCA TrustAUTH R4 EV CodeSigning CA iE 34 7E 2030 4F 12 A 31 HEI#, 2027

F1H1HE, BAFMHZ CAUEHERIT PRt .

The length of GDCA TrustAUTH R5 ROOT certificate root key is 4096-bit. There are two
Subordinate CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA is 2048-bit
lengths and responsible for issuing 2048-bit EV SSL Server Certificates. (2) GDCA TrustAUTH R4
EV CodeSigning CA is 2048-bit lengths and responsible for issuing 2048-bit EV CodeSigning
Certificates.

GDCA TrustAUTH R5 ROQT certificate will expire on December 31, 2040.

GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. From
January 1, 2027, GDCA will no longer use it to issue subscriber certificates.

2) H@wtfX R5 MR CA
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K ARSHCA

Y
WL R AR4 EV
R&#/IUEH CA

4

EV SSL Server
Certificate

iR RS AR CAIET IR ZEHE N 4096-bit, T 1% 1 A% CA E: izt
fR R4 EV RS EIET CA, HEHKEAN 2048-bit, 25K % EHK A 2048-bit 1) EV SSL
MR A8 uE1

Kz AX R5 MR CAE-F44 T 2040 4 12 H 31 HEIH.

Mo RAEV RS #EH CAF7E 2030 4 12 H 31 HEIH, 2027 41 A 1
H, A% CATEB& R FiE.

The length of #1748 R5 18 CA certificate root key is 4096-bit. There is one Subordinate CA under
this root CA: #2hT X R4 EV JIR% #%iE) CA is 2048-bit length and responsible for issuing 2048-bit
EV SSL Server Certificates.

¥ iR R5 #2 CA certificate will expire on December 31, 2040.

iR R4 EV AR 45 #81EH CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

3) GDCA TrustAUTH E5 ROOT
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GDCA TrustAUTH E5 ROOT

GDCA TrustAUTH E4 EV SSL CA

h 4

EV SSL Server
Certificate

GDCA TrustAUTH E5 ROOT il Bk H #5558 ECC, WEHKE Ny 384-bit,
T 1A CAUE+H: GDCATrustAUTH E4 EV SSL CA , 81K & N 256-bit, 25K
AR FE N 256-bit [ EV SSL R %5 #5iE 1.

GDCA TrustAUTH E5 ROOT iF 544 - 2040 4F 12 J 31 H £

GDCA TrustAUTH E4 EV SSL CA ilE45:K7E 2030 4 12 H 31 H##], 2027 41 7 1
Hig, KA Z CAERZRIT il

The length of GDCA TrustAUTH E5 ROOT certificate root key is 384-bit using ECC algorithm.
There is one Subordinate CA under this ROOT CA: GDCA TrustAUTH E4 EV SSL CA with 256-bit
key length is responsible for issuing 256-bit EV SSL Server Certificates.

GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA i#1F CA/ 5T #3183% (CA/Browser Forum) & Aii I3 FE 56 UEIE 35 R ) fe 8
WRASELSR, LK Baseline Requirements #E{T28 & FIEHE EV FUib 1, @A E HEH
THOL, IR RR SR AT B IR AT 21T CP. A RAC CP A CA/W bR 4% 18 1%

(CA/Browser Forum) At FIAH SSRITE i 25 CE A —E b7, JIEL CA/NYE #3181
TESR AT T A -
GDCA issues and manages the EV certificates based on the latest version of Guidelines for the
Issuance and Management of Extended Validation Certificates, Guidelines for the Issuance and
Management of Extended Validation Code Signing Certificates, and the Baseline Requirements
published by CA/Browser Forum. GDCA regularly checks the status on CA/Browser Forum’s
website and continuously revise this CP if there is any update. In the event that a discrepancy

arises between interpretations of this document and CA/Browser Forum, the CA/Browser Forum
shall govern.
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1.2. XRE4RRE#RIR Document Name and Identification

ASCRFRAE (B AR A IR A 7] EV IEFS 58S V1.7 jit) (fiF% (GDCAEV
CP V1.7). A CP). HRAHA CP IEITE BT S HIF. A CP HNRSRIEF ik
FEAME I e —NME— 1 SR IR, BAATTZ IR CP % 1.4.1.3 17,

A CP LA S SORGR L AR A, 3 5 SCRRCAS 5 HH SCRRCAS R BRAE AR5 S, B A SR
A
This document is called "Global Digital Cybersecurity Authority CO., LTD. EV Certificate Policy V
1.7" (abbreviated as “GDCA EV CP V1.7” or “this CP”). Please refer to Appendix for detailed

revisions of this version. Certificate policy for each kind of certificate is assigned a unique object
identifier in this CP. Please refer to CP sectionl1.4.1.3 for details.

This document is the Chinese-English bilingual edition of GDCA CP. In case any inconsistency or
conflict between the Chinese and English versions, the Chinese version shall prevail for all
purposes.

1.3. PKI £53% PKI Participants

1.3.1. HFAIEIRSHLM Certification Authorities

HLFIMIEAR 55 ML) ( Certification Authority, R CA) &MR EV IE T 5244 . GDCA
ARG (e NRIEME B -FEE) . (R MERSEHINE) e, WIEBRSLHH
=7 B INIE RS LI . GDCA Tl 25 I HLF- 58 5 i 8l 1) % 75 EARMIUK EV BUFIET
PRAHIE FIGUE IR S5 55 F BOM BN BTG S 2 5 145

GDCA is a third-party electronic authentication service authority established by law based on
"Electronic Signature Law of the People's Republic of China" and "Measures for the Administration
of Electronic Certification Services ". GDCA becomes a participant in electronic authentication
activities by issuing EV certificate and providing certificate verification service to the parties who
engage in electronic transactions.

1.3.2.  YEMPLM Registration Authorities

HMALR (Registration Authority, fF8 RA) Gk CA @ miFMhd e, #il EV
IEPSHEE I Sy, HAESIEZE EV IR i .
GDCA {24 EV L) CA I E N, BATHIEEV b1 RA, AHAATHROL RA.

Registration Authorities (abbreviated as RA) set up registration process on behalf of CA, confirm
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the identity of applicant, and approve or reject the applicant.

As a CA operator of EV certificate, GDCA serves as RA of EV certificate by itself, and no longer to
set up another RA.

1.3.3. T/ Subscribers

PR BV AL A B g0 E (e —SEAR,  JAT 0 5 LR A5 e — 3 B AL B (1
AR T EAS CP IVEH A AE BV IEHS, JFFAR$EAS CP Z5E ) 355

Subscribers, the entities that receive certificates from CA, include individuals and organizations
accepting certificates from GDCA. Subscribers and applicants would not always be the same; in
this case, applicants need to ensure that they have obtained explicit and appropriate authorization.
Individuals can be divided into a natural person and a person who belongs to an organization;
Organization contains all kinds of government organizations, enterprises and institutions and other
social groups. Usually, an organization has a legal personality or National Organization Code; for
equipment certificates, due to the particularity of the entity contained in certificates, subscribers are
usually organizations or individuals who own the equipment, and would assume the corresponding
obligations.

GDCA R #IE NN RN EV UEFS, A HANE EV IE HE AR Kk
%o

GDCA only issues EV certificates to legal entities and doesn’t provide application and issuance
services of EV certificate to natural person.

1.3.4. 4&#iH7 Relying Parties

A5 T A5 AR AL FIEFS A S MRS P DLRIE T 7, AT AASEIEF T

Relying Parties are entities who engage in related electronic authentication activities based on the
reliance of electronic signature provided by GDCA. This entity may, or may not be a certificate
subscriber.

FABAT B A —FKAET, AT UG UEE P B E S, A e TR 51
#* (CRL) Hffiff] OCSP Jj NAWIEIRZS . Ay i Ziizeid & B § % 5 4 BEWS (51
—HKIEFS

To trust or use a certificate, a relying party must verify revocation information of the certificate by
looking up the Certificate Revocation List (CRL) or searching the certificate status with OCSP
servers. Before relying party trusts a certificate, a proper review process must be executed.

1.3.5. HAhZ 53 Other Participants

HAhZ 532489 GDCA K HL 5 IAETE S FR A AR 55 i HAth e 4k

10
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Other participants are entities that provide related services in electronic authentication activities of
GDCA.

1.4. EFRMH Certificate Usage
1.4.1. TEAEBIMH Appropriate Certificate Uses

GDCA %251 EV IEBEEM T SR, Nt geid ik 52 2 H GDCA 2K
1 EV IEH, HERNZESH I SNEERSAR, el 7d s m g
I ERIREST -

EV certificate issued by GDCA is mainly used for identification. When the EV certificate is verified
and confirmed the issuer is GDCA, it means that the information contained in the certificate is true
and effective, and has passed the appropriate and reliable authentication procedure.

1.4.1.1. EV SSL AR4:23iE+ EV SSL Server Certificates

EV SSL AR 45 #8E 15 F 980 UE 5 A bR R 0 191 265 32 AR 55 2 53R IR X 3542 1) 5 47
DB RFAT 1220 265 IR 55 % B3 BB 9 358 44 (070 AHTLAE) S 47

GDCA A REICAT EV SSL IS5 &kt FRdMAT 44 4h, EV SSL R AIE+S
BRI A R, w4 . BURIERE 5.

EV SSL server certificate is used for verifying the contents of certificates including: identity of
network server, internet domain name and identity of organization who owns this server or domain
name.

GDCA does not issue wildcard EV SSL server certificate. The types of domain names like business
domain name or government domain name, except wildcard domain name, in EV SSL server
certificates are not restricted.

1.4.1.2. EV RIB&4IEH EV CodeSigning Certificates

EV AU A2 UE 1 H T3 UEE 15 s AR iR B AR S B 07 B AT 7 /0 B 47

EV CodeSigning certificate is used for verifying the identity of program provider or publisher.

1413, BRUEBHIET RN RAFRAFF  CP Object Identifiers of Certificates

TEAR CP N EEZE EV UE TS HIE 1 SR ME T4 e — N E— FO S AR RS, Bk T
EV SSL AR5 #eiE 550 1.2.156.112559.1.1.6.1 }% 2.23.140.1.1

11
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EV RS2 44 F 5 51 1.2.156.112559.1.1.7.1

GDCA assigns unique CP object identifiers of different EV certificate type in this CP, the regulation
is as follows:

EV SSL server certificate policy: 1.2.156.112559.1.1.6.1 and 2.23.140.1.1

EV Code signing certificate policy: 1.2.156.112559.1.1.7.1

1.4.2. [R#IHAERNLA Prohibited Certificate Uses

EV iEBEA T EiRRUEERS, AT AMTEAT . AR TER
SRR S, BUH T ERPIRIMIA G, W& IERAE. R CHLR S s
WRG ., i RGSNBIER KRG T, FATCKAEAKERTRSELT. A
S BT B PR

EV IEBZE AR S S0 IR BRI IR T, thag ik re
FEATE R IRE S BE AR I AR S 55 AT, 5 0 e R iR R P E B
Gz I8

Except the scope of certificate usage specified above, EV certificate is not designed for, not
intended for, and not authorized for control equipment in danger, or for the occasion prohibited to
fail, such as operation of nuclear equipment, navigation or communication systems of shuttle,
control systems of air traffic or weapon. These faults may lead to personal injury or serious
environmental damage.

EV certificate is prohibited to be used in the circumstances that in violation of national laws,
regulations or undermine national security; in addition, a certificate is prohibited to be used in
business that involves criminal activities, or in business forbidden by laws. Otherwise, legal
consequences caused by the above circumstances must be taken by the subscribers themselves.

1.5. SREEEHE Policy Administration
15.1. SERESCRYEENLM Organization Administering the Document

GDCA ‘ZaHMEZR i/ GDCA HL T INIEAR S5 T SRS ) e et B BRI, S Dl
E - HEFRIEREA CP.

GDCA ZA&RIER AL dkE TAREIE. ATEH O, EHhO. FRbo, &
J R GS e AT SRR B TG AR R

GDCA Security Policy Committee is assigned as the document management authority responsible
for establishing, publishing and updating this CP.

12
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The committee consists of the relevant representatives with the right of decision-making from
GDCA's management, administrative center, marketing center, technology center, customer service
center, etc.

A WS SCRS T A0 A R 55 55 H O AT AT BUE B 19052

GDCA administrative center is responsible for external consulting services of this policy document
and other related routines.

1.5.2. EXZRA Contact Person

BRRIT]: GDCA ATBUEHLE]
BRAN: Tt
HEEHhE: GDCA@gdca.com.cn
B R HLIE: +86 20-83487228
fEE: +86 20-83486610
Hohk: e NRFLFIE ARG BT X AR X it 448 5 pedi K 58 23 1%
k% : 510030
Contact Department: GDCA Administrative Department
Contact: Ms. Wang

E-mail: GDCA@gdca.com.cn

Tel: +86 20-83487228
Fax: +86 20-83486610

Address: 23F, 448 Dongfeng Zhong Road, Guangzhou, Guangdong, the People’s Republic of
China

Postal Code: 510030

153. WE CP FFEKMEHIHLM Person Determining CP Suitability for the

Policy

A CP 1 GDCA %4 g2 2 ik, B4EA CP BT AR A AR 5 .
GDCA 4 mgZ 25tk GDCA ] CPS ZHE/HEA CP, ity E
GDCA [f] CPS J&2 5 5 4% CP Hi& M. ML -

This CP and the corresponding modifications and version changes should be approved by GDCA
security policy committee.

GDCA Security Policy Committee is responsible for assessing whether GDCA CPS is in
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accordance with this CP as well as approving and deciding whether the CPS of GDCA corresponds
with the CP or not.

1.5.4. CP #it#EFRRF CP Approval Procedures

A CP tH GDCA %2 4= RIS 2 i 2 FAT M T 2 S5 b A SUR e N Rl SOy, 1
%Z GDCA %4 R it EH 1 .

After drafted by the team designated by GDCA security policy committee, the CP is submitted to
GDCA security policy committee to audit.

1.5.5. CP1&iT CP Revision

GDCA H5xf CP HEAT "™ KA IZE R, IFH 2R RIg R R ST R HE .

GDCA R ¥ B ZX M BURIE ML . BoARZR . W55 KSR IL L L CA/NI Y 4 iR 1
(CA/Browser Forum) K AT 4 e 4GEIEt545# (Guidelines for Extended Validation
Certificates) DL J% Baseline Requirements )8 2 3R KB AE1T A CP, CP 4w’5 /N HR
RIS E CPAEIT A, $#38 GDCA %A RIK R A H %, SRR HESE,
1EFFE GDCA B 5 Wt E KA o

A CP 2/DRAFEBIT —Ik. WERTHNENS), WG S B AR . AR
I 18] S B 1T i 5%

GDCA will implement strict version controls on this CP, and such work will be arranged by the
GDCA Security Policy Committee.

This CP will be updated in accordance with the change of national policies and regulations,
technical requirements, business development, as well as the latest requirements of the Guidelines
for Extended Validation Certificates and the Baseline Requirements published by the CA/Browser
Forum. The proposed suggestion of modification will be submitted by the team which is responsible
for writing this CP based on relevant changes, then it would be reviewed by the GDCA Security
Policy Committee. After approved by the committee, GDCA will publish the CP on the official
website.

This CP is updated at least once every year. Even if no other changes are made to the contents of
this CP, GDCA will increment the version number and update the release date, effective date, and
the change log of this CP.

14



'] ﬁﬁmﬂjﬁﬂﬁﬂiﬁiﬁﬂﬁﬂﬁl
B Gl Tl Gty At Lk

GDCA EV iE55EmE (V1.7 fRD

1.6. EMXH4EE Definitions and Acronyms

1.6.1. ARiEEN—WKFR List of Term Definition

R 7E X

GDCA “ZA kI ZE 4> | GDCA TAIEAR S 5 A 1 e o SR s A 3 s B LA A CP — 3K
PEYEN I -

BT IAIEAR S5 ML TS, R, W REEE BRI . ZAREEH
T4 CAs K2k CAs.

EMHLAY ALK (Registration Authority, RA) 4 57 AL FEAIE 5 H i
FANEBIT P IRSSE R, IRV ERSHI, H
B AR S A RR S, B RHIE S F i
TS FRRFE R, KB ISR TE R, AARBTIA
TIE AR 25 AT b8 7 B 3 UE 5 B 5 B 2 R 1 FR S

iEFS fEAE B BT, AT RAHS S0 9E.

L CERIES FH 25 AR B H PN E IR S HLIE (CAD Al b T i 725 4,
H 5 HAE B 1 RS IR S v s (Rl A1 3R

L FITE M 45 K00 M RGUEF ST, 2R, BB AT EAME L ) — 03 S0

B4 WA R Be 2 5N SRR

564 fRE 384 ALHE FLC I 44 R G A S T PRSI 4

TELRUEPRIRAS X FEGUEFAT AL, PRI 7 N FH A4 Wi S 4 o 1k 1)
R

PizE! HH 25 X A AR R AR R, TR
5k, S BAR S IR L BN ) il S B

NE! FAHXT AT AN AR B AT, TSRO T
i, DA 5FE AINAH— IR ETE4, KiIs
AT TS S, DRSO R FA SRR & T 0 2R AE Bk AT
fil 2

NERFERE B —HAFERE . . AR W U ETHER A4, H
TR T AR A LE B EaE. k. FH
FALTH D RE .

AIEAEIEF P T L AH . AR UE 5 DS AT 0 308 32 ] FH R FH ¢
W, AT AT AE RS .

Bk I E T FFEA CP T 8.3 TR E R 1 H AR N BIEHESEAE .

(3] WA AR ) B SR N BEA S

s BB RAE T B AR NBOEE SR, H 20T 7 Ui E s 4%k
ZI ) AR NEE S

DRk INEAR S LA S IEH BE NAT P 2 (B, iZihistie 7
& IR BT

WebTrust CPA N RAE B INIE IR S ALK WebTrust I H AT brifk .
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GDCA Security Policy
Committee

It is the highest management and monitor function for CP and the
decision-making agency pursuant to CP within the GDCA certification
services system.

Certification Authority

An organization that is responsible for the creation, issuance,
revocation, and management of certificates. The term applies equally
to both Roots CAs and Subordinate CAs.

Registration Authority

A Registration Authority (RA) is responsible for processing service
requests from certificate applicants and certificate subscribers, and
submitting them to the certification authority for the final certificate
applicant to establish registration process. RA is also responsible for
identifying and verifying certificate applicants, initiating or transferring
certificate revocation request, and approving certificate renewal or
re-key request on behalf of the certification authority.

Certificate

An electronic document that uses a digital signature to bind a public
key and an identity.

Certificate Revocation List

A regularly updated time-stamped list of revoked certificates that is
created and digitally signed by the CA that issued the certificates.

Certification Practice

Statement

One of several documents forming the governance framework in
which certificates are created, issued, managed, and used.

Domain Name

The label assigned to a node in the Domain Name System.

Fully Qualified Domain
Name

A Domain Name that includes the labels of all superior nodes in the
Internet Domain Name System.

Online Certificate Status

An online certificate-checking protocol that enables relying party

Protocol application software to determine the status of an identified certificate.

Private Key The key of a key pair that is kept secret by the holder of the key pair,
and that is used to create digital signatures and/or to decrypt
electronic records or files that were encrypted with the corresponding
public key.

Public Key The key of a key pair that may be publicly disclosed by the holder of

the corresponding private key and that is used by a relying party to
verify digital signatures created with the holder's corresponding private
key and/or to encrypt messages so that they can be decrypted only
with the holder's corresponding private key.

Public Key Infrastructure

A set of hardware, software, people, procedures, rules, policies, and
obligations used to facilitate the trustworthy creation, issuance,
management, and use of certificates and keys based on public key

cryptography.

Publicly Trusted

Certificate

A certificate that is trusted by virtue of the fact that its corresponding
root certificate is distributed as a trust anchor in widely-available
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application software.

Qualified Auditor

8.3. of this CP.

A natural person or legal entity that meets the requirements of section

Relying Party

Any natural person or legal entity that relies on a valid certificate.

Subscriber

A natural person or legal entity to whom a certificate is issued and who
is legally bound by a subscriber agreement.

Subscriber Agreement

An agreement between the CA and the Applicant/Subscriber that
specifies the rights and responsibilities of the parties.

WebTrust The current version of CPA Canada’s WebTrust Program for
Certification Authorities

1.6.2. ZE5iE R HE X — Y3 List of Abbreviations and their Meaning
CA Certification/Certificate Authority H T USE RS LI
CAA Certification Authority Authorization YGENUREZ AL
CP Certificate Policy TE s
CPS Certification Practice Statement LT E L 55 0
CRL Certificate Revocation List TEB RO 53
CSR Certificate Signing Request TEA 3 sk Sk
DBA Doing Business As R
DNS Domain Name System 4 25
EV Extended Validation B FE IO A BRI E

(US Government) Federal Information Processing CEEBUF) BV B b
FIPS Standard

bR HE

FQDN Fully Qualified Domain Name S o [ 5 4 47,

Global Digital Cybersecurity Authority CO., LTD. H 22 AR B TR
GDCA

/A

gTLD Generic Top-Level Domain i T 438 4
IANA Internet Assigned Numbers Authority H IR 2R 43 B LA

Internet Corporation for Assigned Names and H B 4 5 5 52 4 i
ICANN | Numbers

P
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1SO International Organization for Standardization BrAT AV 2H 21

KM Key Management W K] e 3

LDAP Lightweight Directory Access Protocol 250 H 0 Al Y
LRA Local Registration Authority AT LA

OCSP Online Certificate Status Protocol TERAEBIRAS TN

State Cryptography Administration Office of o [ [ 57 7 A e
OSCCA | Security Commercial Code Administration of

China INRE
PIN Personal Identification Number AN GRS
PKCS Public KEY Cryptography Standards N B B B L A
PKI Public Key Infrastructure INEF LR
RA Registration Authority FEFHLAG

Request For Comments 8 SR T A (— A LI
RFC

P 2 bR 1 )

SSL Secure Sockets Layer A
TLS Transport Layer Security i R4

2.8 i 5 & B B F /£ Publication and Repository

Responsibilities

2.1. 18 B JFE Repositories

GDCA MJHFIMNER BEENAERELL TN : KR (CP). AR5 #
(CPS). WEP. IFHHEIFIE (CRL). IFPELIRATH (OCSP) 4,

GDCA repositories should include the following: CP, CPS, certificate, CRL, OCSP, etc.

2.2. 12 B K4 Publication of Information

GDCA 75 J7 M https://www.gdca.com.cn & #if5 B %, %Mk GDCA KA i g
fERRE T, B, RAUBNRE.
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GDCA il H %5 #8 BAT VT BIUE-T5 AT CRL, 11 7 sl Ak #fi 5 mT LA@ I 15 i1l GDCA
() B IR BGIE 5 45 B UE 55 [FIB), GDCA $&tfELLiE FRASE WS, 1T
PRSI A E B RS E R

[F]IS, GDCA L 2 M4 75 ZE R HUH Ath m] R 1 T 2UEA T 45 B K A o

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website is
the primary, most prompt and authoritative channel to publish all information about GDCA.

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain in formation
of certificates and CRLs through GDCA's official website. Meanwhile, subscriber or relying party
can get the current status of certificate instantly via OCSP service provided by GDCA.

Meanwhile, GDCA may also release any related information in other possible forms.

2.3.  RATKIFEFIHZR Time or Frequency of Publication

GDCA 7EIT FHIE 2 K s VAR, 8B 77 Wk 3 s ¥ e+ CRL KA, KA
JE#A )y 24 /NF, CRL 52 i K AN 48 /i, fEX 21150 T, GDCA ATLLH
AT REUEF AT CRL IR AT 8] . GDCA AR AT — IR L FINIEAR S ML 1) CA IIE -
%1% (ARL).

R A A R R R AT TR R, 1 GDCA SR e, X Fh & A A% A2
IR R, I BRI AR R

GDCA releases automatically the latest certificates and CRLs via official website and the CRLs are
issued every 24 hours and are valid for no more than 48 hours. In particular, GDCA can choose
time to release the certificates and CRL in case of an emergency. GDCA releases CRL of CA (ARL)
once every year.

GDCA can individually choose the time and frequency of releasing other information of repository.
The release is timely, efficient and consistent with the requirements of the laws.

2.4. {2 BEEVi 4] Access Controls on Repositories

GDCA 15 B HIE B X AN A TR AT, AR ANHFRRENS BB, XTI L1520 A 1%
U IR ANSZAE AT FR 1

GDCA i Mz el ARG aviit. LBl iR A AL A A 5
A REATE B ERIE I, MR, BE. KATEERAE.

The information in GDCA repository is publicly available. Anybody can read the relevant information,
and there are no restrictions on the read-only access of such information.
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With network security, secure system design and security policy, GDCA ensures that only
authorized employees can add, delete, modify and publish the repositories.

3. iR 5 X5 Identification and Authentication

3.1. #§4% Naming

3.11. IR Type of Names

GDCA 22K EV B FIEHFF& X509 b, rECUE A & I EARE 4, R
F X.500 iy 44 75 3o

EV SSL iEH A1 EV D25 44 UE 15 iy 44 BE AT Z SR AT S AEAZ AR CP i) 3 1Y
CPS 1, FfHEM CAN AR 18Is (CA/Browser Forum) J#id www.cabforum.org A i
(RIFE R 5 LA (2R AH— 3. EV SSL IE-HAI EV ASRE A4 UE 45 1 B 44 0 256 25 08
Fi4 (common name, CN=) W%, ZiTUGIERIIEMH %R S EE4 . P HFIRe:
bk WU Ak 44 R4

EV certificates issued by GDCA conform to X.509 standard and naming rules of Subject
Distinguished Name assigned to certificate holder is in accordance with X.500 standard.

Naming rules and requirements of EV SSL certificate and EV code signing certificate must be
stated in the CPS customized according to the CP, and in line with Section 9 requirements of
Guidelines published by CA/ browser Forum at www.cabforum.org. Distinguish name of EV SSL
certificate and EV code signing certificate must contain common name (CN=). Common name after
verification should contain domain name, organization e-mail address, organization valid name, etc.

XFF EV SSL g% asib45,  FIrAT (1444 AR T I 38 2 AU 44 s 1 2 ABUE FH 44 D 35
H, I AN AR R A P A4

For EV SSL server certificate, all domain names are added as the Subject Alternative Name and a
primary domain name shall be used as the Common Name.

3.1.2. XA B XHER Need for Names to be Meaningful

WPER T & W 44 N BA — € IACRTERE o 1T B8 1 ARR5 4
PR, L2 B W A A R UIE S R AT MU LAS P AR IR A R 2 EHLAR 55 2 ELIRI 444 BUER
PERATE Sy, I T DA AR R . AR50 48 FR B4 R G A R S e
HIZSK
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Names in subscriber certificates should have a significant meaning. Subject Distinguished Name in
subscriber certificate shall definitely indicate the identities of certificate holders or specified internet
servers, internet domain names or software publishers; it shall be identified by relying parties. The
naming rules of Subject Distinguished Name shall meet the requirements of relevant laws and
regulations.

3.1.3. ITHPRELEL4 Anonymity or Pseudonymity of Subscribers

WPARMEHESA . (A iEIES, B BAREHES. i,

Subscriber cannot apply for certificate with anonymity or pseudonymity stated in this CP.

3.1.4. fEBAEZKIN Rules for Interpreting Various Name Forms

e X.500 i 551 44 i 42 0 U] ff R

The format of DN conforms to X.500, and naming rules of DN are defined by GDCA.

3.1.5. A KIME—E Uniqueness of Names

GDCA MARUEZS KA FAT P HAEY, HEARERH, £ GDCA SALIN ZrE—
o AH—ANT Fa] DA 9 9k sl DA B Ao A R TR)— S 32 U 50 44 FAE 15

Subject DN of certificate must be unique for different subscribers in GDCA trust domain. But a
subscriber can hold more than one certificate using the same subject DN.

3.16. MWRAMULHIAE Naming Dispute Processing

GDCA AAMMF AL FigTk Tar B UL oTiE, KAEMGE, T MEATR
FHEN U B 1T HR D R

GDCA doesn't assume the responsibility of solving naming disputes during certificate application.
When dispute is occurred, subscribers shall submit above issue to judicial institutions or
administrative departments.

3.1.7. BHKRA. X35/ 6 Recognition, Authentication, and Role of

Trademarks

GDCA 2R ML+ 1 AR B 4 A S RAR 4

Subject’s DN of certificate issued by GDCA does not contain any trademarks.
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3.2. #IEEHHHIA Initial 1dentity Validation
3.2.1. EBIRAE RV Method to Prove Possession of Private Key

EV EF G E IR R A 5 AT SR A SRR R AAEH R B O VA R R
PHIFGHEPOEEHTESL (PKCS#I0). HE 5SS R T, 8% GDCA
TR UE I 7 2, BRI AAE B Gl 20 e 1 35 5 A A A ORI S2FE) PIN A

A
~3 o

Applicants must prove that he/she holds the corresponding private key to the public key being
registered. You can use the ways of digital signature contained in certificate request messages
(PKCS#10) or other equivalent method to identify the secret keys, or some ways required by GDCA,
such as initial information (distributed key medium and its PIN code), etc. to prove that you holds
the relevant keys.

3.2.2. P E4 R4 R] Authentication of Organization Identity

FEXI LA SR HEAT S 00 SR N = WG RAE EV CPS i, JRHEAM CA/
W8 1n (CA/Browser Forum) Eid www.cabforum.org & A7 [ $i B 55+ 340 (1)
RAH—2 HiEH S EPrfbig4 (internationalized domain names, IDNs) i, BiFH
1 bRk 34 1 [R5 OB (homographic spoofing ).

The identification procedures for organization identity authentication must be stated clearly in
GDCA EV CPS and comply with the Section 11 of guidelines released by CA/Browser Forum at
www.cabforum.org. Homographic spoofing should be prevented if the certificate contains

internationalized domain names (IDNs).

3.23. PMABGHIER] Authentication of Individual Identity

GDCA Az M NH P EV E B HIE .

EV certificate does not accept individual application.

3.2.4. BWHERAT 12 B Non-Verified Subscriber Information

BV A A L 2 T £ A 0 AT

All information in EV certificate must be verified.
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3.25. FEBWAIA Validation of Authority

PV P I TP N TP BRIE ML S5 I, N 23R4T QR S
1 85 =07 SO IR SS B 2 . BURF R 1188 R B S5 T izl
AR
2. @I HIE. A RFETHEEUE A R I s [ 2 T HORBHEZ N R T B
HURE AR HARERAT AU 3L o
GDCA R fCVF HHE# 15 E AL A AR HIFIESS o 35 HE & DA i a2 1 n] Lk
ATIEF IO, U GDCA AMGHESZAEIZIRE N 51 UM AETIES I K o
FEWCEN IS # CAZ SER TS SR, GDCA B[] B i 35 H (I BN RIS 5

The following verification processes shall be taken when agents authorized by subscribers apply for
certificates:

1. Confirming the organization validity by using third-party identity verification service or
database and reviewing documents issued by government.

2. Using telephone, postal letter with return receipt, employment proof document or any
equivalent way to confirm that a person belongs to above organizations and his/her behaviors
are authorized by these organizations.

GDCA should allow an applicant to specify individuals to request certificates. If an applicant
specifies, in writing, the individuals who may request a certificate, then GDCA should not accept
any certificate requests that are outside this specification. GDCA should provide an applicant with a
list of its authorized certificate requesters upon the applicant’s verified written request.

3.2.6. HEEMEHEN Criteria for Interoperation

ST AR B FUGER S, ATLLS GDCA HEAT H MR, (H2i% 8 FUAERS:
HUFIH) CPS L Zif & GDCACP #5K, Jf H55 GDCA 25 HH R HMX

GDCA ¥R IE LI A, % 3F GDCA HIKIENMERNEIER, AR
FRELFRIAIE TS o

#HEH#, GDCA KRZERALAMZE XAE,

AR E SOEHE IO A BUE , GDCA H4/™4% T LAAT .

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS
are in compliance with the requirements from GDCA’'s CP and sign related agreement with GDCA.

GDCA accepts the information authenticated by other CAs and issue corresponding certificates
based on the agreement.

To date, GDCA has not issued any cross certificates.
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If there are provisions of national laws and regulations regarding interoperations of issuing
certificate, GDCA will perform strictly according to relevant legislations.

3.2.7.  BERIRHIHERM Data Source Accuracy

TENGAT AT SRSy T A R U5 A6 T 2 BT, GDCA W iZ R IR 1 g rE ,
ik, ROt BOH T U T VP4, JEERE DL R R
BT L5 B4R ;
5 RR IR SR A2
BRI, RN H 1
UK 2 A m] P BT el
Ohy it Bl B SR R A P
0 AT A A TGS AR SRV SR AR 1 8 S AR 1 e TR AN E B A8 R AT 134
I GDCA 7] f F iz Hiths A ST Ao

o c w bpoE

Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its
evaluation:

1. The age of the information provided,

2. The frequency of updates to the information source,
3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and
5. The relative difficulty in falsifying or altering the data.

GDCA may use the documents and data to verify certificate information, provided that it obtained
the data or document no more than thirteen months prior to issuing the certificate.

3.3. FHEHIERBIRFRES XS] Identification and Authentication

for Rekey Requests

FEREAT CP 55 4.7 i FTiR (UEAS B P SOFTAT, 750 BB (V0 S EAT 2 9] Lo DR %
TR SRk B EIE B A A #

Before rekey operation described in CP section 4.7, GDCA shall authenticate the key to confirm that
the request of rekey is from the original key owner.
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331 EHEFHEIHHRIEES XA Identification and Authentication for

Routine Rekey

XSO TR PIERT, AR EV IR RIIET, I M EFTHEE CP 5 3.2 ik
TAE AR HINA T R LE SR ACUEFS H g .

In general, subscriber should submit application for re-key according to CP section 3.2 on method
to prove possession of private key before the expiration of EV certificate.

B S 2 3 PSS i BRI S 1 SO B e e, DRI, 3T A FR A
SRR, 2B A P S B I K SO B i e, i sk, GDCA
R A TUE

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or
data. Therefore, the subscriber should make sure the encrypted documents or data have been
decrypted before they apply for the secret key's updating. GDCA shall not assume any
responsibility due to failure of decryption by the renewal of the secret key.

34 WHEEEXHEFWHIEE X B Identification and

Authentication for Rekey After Revocation

EV UE- P38 5 A Be AT 2 0 50T
Re-key/renewal after revocation is not permitted.
3.5. B ERBIRIREXS] Identification and Authentication for
Revocation Request
LT AR EV O IE BRI ISR, GDCA ¥ LAWILETE NS BiE A SR AL e 2% 7 2

BIEHAE K

When subscriber applies for EV certificate revocation, GDCA will contact with the subscriber
according to the information recorded during initial registration procedure to verify the application.
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4. EBEAEHEBIEESR Certificate Life Cycle Operational

Requirements

4.1. EFHHE Certificate Application
4.1.1. EFHHEIESEAE Who Can Submit a Certificate Application

RS FRE SRR BT LR N B I H SN (BT EL G Sl f . M
AN RPIESE).

Certification application entities are organizations with independent legal person qualification (such
as administrative organizations, institutions, social organizations, people's organizations and other
organizations).

4.1.2. EMEEESFE Enrollment Process and Responsibilities

EV IIE 5 vE M AE N 2 B id Sk E EV CPS v, I HEBEA CA/MIYE 25 18 I
(CA/Browser Forum) i www.cabforum.org & A5 45 5518870 (B SR A — 5. H
THE N TR N A CP AR CPS 25U I, 4l i 6 Tk
Fo@HTEE L BRI, SCEAHRLR A SC A2

FITE# M ] GDCA #8752 EV IE HIER A NAEM SO, AT Y B RS FE
C& T ERNA . RIEEN BT EAREHX, 74 PKCS#10 1EHiE R
1 IFi# 524 GDCA.

The EV certificate registration operation shall be stated clearly in GDCA EV CPS and be compliant
with guidelines’ Section 10 released by CA/Browser Forum at www.cabforum.org.Applicant should
learn subscriber’s agreement, provisions agreed in this CP and corresponding CPS and other files
in advance. Especially, applicant should focus on related content about the certificate applicable
scope, rights, obligations and guarantee.

Applicant should submit EV certificate application forms and corresponding documents to GDCA.
All of above means that applicant has learned and accepted the contents. Applicants must generate
public and private key pair by themselves and send a PKCS#10 certificate request file to GDCA.
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4.2. P HIEAFE Certificate Application Processing
4.2.1. ATRHE X5 Performing Identification and Authentication Functions

2 GDCA 2 2T 1) EV I KA, NA%ZA CP 5 3.2 [ ESR, X7
SRS %

FEAEFS A1, 47 GDCA MRHE CP % 3.2 545 72 RIFIRAT HI A Sk W SR g
[ AN 13 A H Hizfs BoR &AL, W GDCA wI A% 8 e W SC A, B SHIETS
FHIER .

After GDCA and its registration agencies receive the subscriber’s certificate application, they shall
perform identity recognition and verification of identification over the subscriber according to the
requirements of CP section 3.2.

GDCA may use the documents and data provided in section 3.2 to verify certificate information,
provided that it obtained the data or document from a source specified under section 3.2 no more
than thirteen months prior to issuing the certificate, and provided that no changes occurred to the
documents and data within such time period.

422, FHHIEMAERIEL Approval or Rejection of Certificate Applications

GDCA NAESUERIHEA b, HEHEBEELE . WoRIEE R, W BOZE & 2 s
o ES B[] A IE A EV IE G .

GDCA should approve or reject applications based on authentication. If GDCA and RA reject an
application, they should inform the applicants with appropriate ways and within reasonable time
period.

4.2.2.1. EFHFER#LAE Approval of Certificate Applications

WRFFE TR, GDCA AT LUHLHEIE 15 H i -
L AZHIE S AR A CP 5 3.2 19k 1T 7 Sy UBR IR A S 5 B E
2. WHEH RS ECE B RO PSR A AT EER
3. HHEH ORI E SIS TR 2R o
GDCA will approve the certificate requests, if the following conditions are met:

1. The application shall completely meet the requirements from CP section 3.2 regarding the
subscriber's identification information and authentication.

2. Applicant accepts or has no opposition regarding the content or requirements of the

27



Il semnmennmmas

== GDCA EV IES3EmE (V1.7 fR)

subscriber's agreement.

3. Applicant has paid already in accordance with the provisions.

4.2.2.2. WEHHTERITEL Rejection of Certificate Applications

WERKAETHIEIE, GDCA NAELAIE HiF:

1 ZHIEAFFEA CP & 3.2 Tk 1T 7 B BIAR IR 5 €

HIE# A BETR BEPT 5 1 S U AR R

HIE & SO BB ANRERESZ AT P MU R N AR EEK

FA & VA B AN B 8 1 HRL E SIS AR PG 2

FIEMUE & A ICANN (The Internet Corporation for Assigned Names and
Numbers) 2 [EH #1387 gTLD (TiZ8 4 );

6. GDCA W Atz HiE ¥4 hf GDCA R G+l VA Syl Bk .

o > w D

If the following circumstances happened, GDCA shall refuse the certificate application:

1. The application does not meet the specifications of subscriber’s identification and
authentication in CP 3.2.

2. The applicant can’t provide the required identity documents.

3. The applicant opposes or can’t accept the relevant content or requirements of the subscriber's
agreement.

4. The applicant has not paid or can’t pay the appropriate fees.

5. The requested certificates contain a new gTLD under consideration by ICANN (The Internet
Corporation for Assigned Names and Numbers).

6. GDCA or RA considers that the approval of the application will bring the dispute, legal disputes
or losses to the GDCA.

4.2.3. KCFEIEF HE IR E Time to Process Certificate Applications

GDCA ] EV HLFAENSHN] (CPS) M E & B AF 5 i A BN 3] . GDCA
NAE CPS ML IE AR ] Y AL FEIE T R i, T b In e a4 .

GDCA EV CPS should specify the processing period of certificate application. No matter approving
or rejecting, GDCA should process certificate application within the period specified by GDCA EV
CPS.
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4.2.4. NENHEFEI (CAA) Certification Authority Authorization (CAA)

%FF GDCA A I3 /& CA/N ' #%183% EV Guidelines. Baseline Requirements 55K
R AL AT E 1) TLS/SSL HIE45, GDCA N X 25 A UiE +5 3 @ 44 4 fg T o (¥ 5 — A
dNSName fiff CAA il A, FHFEIEE M EINTER.

GDCA NiAR#E RFC6844 (iR 5065 111D MIRlEALEE “issue”. “issuewild”
K “iodef” W@ PEARZE: 45 “issue”. “issuewild” FrZ&H A 2 “gdca.com.cn”, Il GDCA
SRR BFES: % CAA LK HIL “iodef” #7425, N GDCA N5 HiiE #1418 5
RIE T A HAMUAAES

GDCA AR5 CAA L% &R R DL N A B AES 26 1) 7E4F GDCA
LA Bt o 2 ) CAA BRI 2) BAZEd — IR EHT AR CAA Tk: 3) AT
EDXHAAFAESR 9] ICNNA HRIX 15K) DNSSEC S0iiE 8 .

For the publicly trusted TLS/SSL certificates issued by GDCA and conform to the EV Guidelines
and Baseline Requirements of the CA/Browser Forum, GDCA checks the CAA records and follows
the processing instructions found for each dNSName in the subjectAltName extension of the
certificate to be issued.

GDCA shall process "issue", "issuewild", and “iodef” property tags according to RFC6844 as

amended by Errata 5065: GDCA shall not issue corresponding certificates if the "issue”, "issuewild"
property tags do not contain “gdca.com.cn”. In case the property tag “iodef” is present in the CAA
records, GDCA shall determine whether or not to issue certificates after communicating with the
applicant.

GDCA shall treat a record lookup failure as permission to issue certificates if: 1) the failure is
outside the GDCA's infrastructure; 2) the lookup has been retried at least once; and 3) the domain's
zone does not have a DNSSEC validation chain to the ICANN root.

4.3. EPHKR Certificate Issuance

43.1. EFEZKRF CA KIFTA CA Actions During Certificate Issuance

MR CA HIEF 25 N i GDCA FREUI TS N G M A AT HAEAE 2, (R CA 4T
IEP A AR

A trusted person authorized by GDCA should deliberately issue a direct command with respect to
certificate issuance by the root CA, in order for the root CA to perform a certificate signing
operation.

CA RAEIE P B Bt o 2B OF S R AEF . CA Dy HITE NAE RN AE K IIE 5 2
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FLAEUE A5 U e e 05 B o B2 RE B IR R B i SK7E EV CPS b, JF HEZEMN
CA/I Y 281817 (CA/Browser Forum) it www.cabforum.org KA IF6EG 12 #5712
SRAH—FLo

GDCA generates and issues certificates after approval of the application. CA generates and issues
certificate for subscriber based on the information from certificate application form approved by
GDCA. The operation of certificate issuance shall be stated clearly in GDCA EV CPS and be
compliant with guidelines’ Section 12 released by CA/Browser Forum at www.cabforum.org.

432. CA BEHITPIEHKLZ K Notifications to Subscriber by the CA of

Issuance of Certificate

GDCA HIEBER R KL Ja, RE@RAT L O, IR ST
PRAFUEA 73, WAl mxrmE . g TG, BE R e 5T AE T
BRI AT SRATAE S

GDCA will notify subscriber after issuing certificate. Subscriber can get the certificate via face- face,
online download, or other methods agreed in advance by both sides.

4.4. EFEESZ Certificate Acceptance
44.1. MEREZIEFRRIFTN Conduct Constituting Certificate Acceptance

L AT/ BAT VI % 1) GDCA EA: R 55 WAt ke e+ 28, R4S T 8058 R RIMERAT
JHEEE RS

2. GDCA FEMHUALET T HISCVE T, ARET ) NEAES, ICIEHE mgfE s =0
FIELEAT T, BRI 532 THES

3. I RAHIEF B IR A AR E R

1. Subscribers can download certificates at the specific GDCA certificate service website. The
download completeness indicates that subscribers have accepted the certificate.

2. GDCA’s RA can download certificates for subscribers with the permission of subscriber. Then
RA sends the certificates to subscriber through e-mail. It means the fact that subscriber has
accepted this certificate.

3. Subscribers oppose the fail operation of certificate and its content
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4.42. CA XHEFHH KA Publication of the Certificate by the CA

W PEZAESS 5, GDCA H51Z3T FE+ KA 2] GDCA 1 H k55 R 4t - [, GDCA
4% Google ) CT #M& (https://github.com/chromium/ct-policy), FiT 7 k45 8 A
FfEED=A CT fRST2 .

After subscriber receive a certificate, GDCA issues the subscriber certificate to the GDCA directory
service system. As per the Google CT policy (https://github.com/chromium/ct-policy), GDCA
embeds in the SSL/TLS certificates the signature data from at least three CT servers recognized by
Google.

4.4.3. CABEFHALEEHKZ K Notification of Certificate Issuance by the

CA to Other Entities

BRAEFAT 4, GDCA AN 238 S0 Hoth SL A UE F 28 K o

GDCA and RA do not need to notify the certificate issuance to other entities except for subscribers.

45, FHEXFUEHEIER Key Pair and Certificate Usage
451, TPFREAFERKMER Subscriber Private Key and Certificate Usage

SUE - LB A B AR R AL A FE R P 2 BT P SO AIE S O AT A
o fAEBRFET . A& CP FIAHIE CPS MIMIE, F HAMIUSIET a4 Flik
P T 78 SR P AR — 2

VP RLORG FCRL R G R BN, 9 B A A I A S e . A
AAFHEAT VAR 6

T EV AR ZAUES, AAEE—MIEFR B2 AN 5

ST EV SSLAETS, 1T ST ARAE HAEUE 5 b 8 H 10 32 85550 44 06F 2 (6 AR 45
A E L.
Only after subscribers sign the subscriber agreement and accept the certificate, the private key
which is correspondent to the public key in the certificate can be used. The usages of the

certificates must conform to the provisions of subscriber agreement, this CP and related CPS also
must be compliant with the EKU defined in the certificate.

Subscriber shall protect his/her private key from unauthorized use. Subscribers should no longer
use expired and revoked certificates. In addition, the private key should not be archived.
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For EV CodeSigning certificates, a certificate cannot match multi-software at the same time.

For the EV SSL certificates, the subscribers should undertake an obligation and warranty to install
the certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.

452. KB AHREBKER Relying Party Public Key and Certificate

Usage

MK BB BB A MG RE, A ST LA RIE:
1. FRAGHETE 0 RLRIE S R A5 T8
2. HHIMZZE AN RLIETS 2 H GDCA %k s
3. JEIL AW CRL B OCSP Hfi i\ iZ25 44 %F LRI IE 5 /2 753 3 il
4. AIEF I 38E F 6 R 2 4
5. fFFIEP LI AHRIES 4
6. K AUETIA RN,
L AT — NIRRT A ST 4028 4415 B
MRS T LR IE N AT B2 T, USRI I M 1 AR R A T (R N
5, ARG FES L ASXHE BN . Ay ROR N 25 e F &5 B — R R ik %
27

H

When the relying party has received the message with digital signature, the party has the obligation
to carry out the following operations to confirm:

1. Obtain digital signature’s corresponding certificate and trust chain.
2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.

3. Confirm whether the signature corresponding certificate has been revoked by querying the
CRL or OCSP.

4. Certificate usage is suitable for the corresponding signature.

5. Use certificate’s public key to verify the signature.

6. Check the validity of the certificates.

If the above conditions are not met, relying party has the responsibility to refuse to sign information.

When the relying party needs to send an encrypted message to the receiving party, the party must
first obtain the encryption certificate of receiving party through proper channels, and then encrypt
the information using public key of the certificate. The relying party should send the encryption
certificate and encrypted information to receiving party.
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4.6. IEFHEH Certificate Renewal

46.1. IEPHEHHIEIE Circumstances for Certificate Renewal

GDCA HFRAL EV IEBHH RS

GDCA does not provide EV certificate renewal service.

4.6.2. TERIEHFEHKISLZ/E Who May Request Renewal

AEH

Not applicable.

4.6.3. KFEIFHFHER Processing Certificate Renewal Requests

AEH

Not applicable.

4.6.4. BT P INEB AR Notification of New Certificate Issuance to

Subscriber

AEH .

Not applicable.

465 MR EHIEFHKATN Conduct Constituting Acceptance of a

Renewal Certificate

AEH

Not applicable.

46.6. CAXEHEFHHKIAAR Publication of the Renewal Certificate by the CA

AEHT .

Not applicable.
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46.7. CA BHIHAhSAEHRIZ R Notification of Certificate Issuance by the

CA to Other Entities

AEH

Not applicable.

47. EBFHHAEF Certificate Rekey
47.1. EPBHTEHKIEE Circumstances for Certificate Rekey

GDCA HJIE 3 P pr R (EANR T DL M T

GDCA certificate Re-key including but not limited to the following circumstances:
IR TTES AL G
2. BTEOR. BORZ AR, GDCA ZERUE W

1. The certificate expires.

2. GDCA equires certificate key update based on the security reasons of technology and policy.

472. ERIEPBHEFKILZEK Who May Request Certification of a New

Public Key

SR F 3 G R A S P 3T P

The entity who requests re-key is the certificate subscriber.

473. MEIEBZFHEHER Processing Certificate Rekeying Requests

N

Z AR CP 5 3.3 JIAIAS CP 5 4.3 17 (I HIE XL 5§50t AT Bl B 4 50 AR
A LA SAE R

The authentication and identification of subscriber for certificate rekey and the certificate issuance
shall conform to CP section 3.3 and CP section 4.3.
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4.7.4. BHET P INEBR AR Notification of New Certificate Issuance to

Subscriber

[A] 4 CP 2% 4.3.2 7.

See CP section 4.3.2.

475. HREZFHEIERMITN Conduct Constituting Acceptance of a

Rekeyed Certificate

[FlA CP 25 4.4.1 75,

See CP section 4.4.1.

47.6. CAXTEHEFEFHRI KA Publication of the Rekeyed Certificate by the

CA

[Fl A CP 25 4.4.2 715,

See CP section 4.4.2.

47.7. CABRIHAEAIERRZR Notification of Certificate Issuance by the

CA to Other Entities

[F]A CP % 4.4.3 7,

See CP section 4.4.3.

4.8. IFHEFE Certificate Modification

48.1. FHTEHEI Circumstances for Certificate Modification

GDCA Aflt EV IEHA MRS, Wk a8 115 B LA I M AZ A CP 5
4.9 THHLE R ZIE T, 1 RAZ AR CP 28 4.1, 4.2, 4.3, 4.4 TIHLE FH HE &
Rk,
GDCA does not support modification of EV certificates. A certificate in which the information has
been changed should be revoked according to CP section 4.9. Subscriber should re-apply the
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certificate according to CP section 4.1, CP section 4.2, CP section 4.3, and CP section 4.4.

4.82. TERIEHZAFE KSLZ/K Who May Request Certificate Modification

AEH .

Not applicable.

483. KHEIEHZHEER Processing Certificate Modification Requests

AEHT

Not applicable.

48.4. BHET P INEB AR Notification of New Certificate Issuance to

Subscriber

AEH

Not applicable.

485. MIRESZEEIEFRIFTHN Conduct Constituting Acceptance of Modified

Certificate

ANEH

Not applicable.

48.6. CAXZEIEHK KA Publication of the Modified Certificate by the CA

AEH] .

Not applicable.

48.7. CA BHIHAMhSEEIEPRRLZ R Notification of Certificate Issuance by the

CA to Other Entities

AEH

Not applicable.
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4.9. EREAFEERR Certificate Revocation and Suspension

UE PSS AR A B WA E N Y B R IC S 7E EV CPS 1, JF HELR CA/NI AR Tx
(CA/Browser Forum) @it www.cabforum.org K AR HIFE R 13 #20 FIESR A — 5L

Certificate revocation and operation to query status shall be stated clearly in GDCA EV CPS and be
compliant with guidelines’ Section 13 published by CA/Browser Forum at www.cabforum.org.

49.1. EBBEEEIE Circumstances for Revocation

49.1.1. T FIEE#EEER Reasons for Revoking a Subscriber

MURBLCA N BB, T R -

VTP RA T TR 300 SR AU IE 135

2. 1T JIESN GDCA ) HIUEF5 1 SR AT A HAREE W B AT

3. GDCA 13 TiEdE, EWA SiEBABIX BT A S T 05E, sAHTS
Baseline Requirements % 6.1.5 %5} 55 6.1.6 1;

4. GDCA K3 T uE 518 iR FH B UEHE ;

5. GDCA ZRZEIT i/ 71T . CPICPS H ¥ — Tl sl £ I # K 334 ;

6. GDCA 3KZE T AE R H] FQDN MIfE A B v vl (ldn, FvEResuh i s
SR T I A AL A ALy, A A N R R VR AT BRSSP
Zeat, B AL I AR SO BE R A )

7. GDCA KB F@E B AHIE T4 A T2 0 B R Y ik S T34

8. GDCA ZRBIE-FH &5 B I E KA

9. GDCA #HERIEHMZ R KBEFT4 Baseline Requirements %3k, B¢ GDCA [ CP &k
CPS;

10. GDCA Y NAEAT HIRAEVE P 45 BAHERG . AR SEERAT IR T 1%,

11. GDCA I THEMIEREIFILIZE, HARS 55— CA B LI BEIEF 30 iRk 55 -

12. GDCA {4 Baseline Requirements 25 & iE S AL R AL,  sgies sl 221k, Rk
H a4k 8485 CRLIOCSP {5 B4

13. GDCA ZREH TEKIUEBHIH % CA BIFLIIE S 1 7] BEHIH1H

14, WE BR300 L A SR B 7 o B AT (94, CA/Browser 18421 B IA
N B A4 B K S BT AR RS T AR A, ELUE P R TE R B
[E] P9 FH GDCA e S Br ) ok 17 AN T HESZ 1 XU

=
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15. CPS HHRST M BATHAEIR B AN AT MIAG: BRKEH; THENEGEE RN 2%
i MR B VAR RS BURAT Y s E S A NS R RO F H Al A
JE A BB T

16. GDCA UL JBATHEM 555, T A RAENIRSS 3 -

Certificates must be revoked if one or more of the following occurs:

1. The subscriber requests in writing that GDCA revoke the certificate;

2. The subscriber notifies GDCA that the original certificate request was not authorized and does
not retroactively grant authorization;

3. GDCA obtains evidence that the subscriber’s private key corresponding to the public key in the
certificate suffered a key compromise or no longer complies with the Baseline Requirements
sections 6.1.5 and 6.1.6;

4. GDCA obtains evidence that the certificate was misused;

5. GDCA is made aware that a subscriber has violated one or more of its material obligations
under the subscriber agreement and CP/CPS;

6. GDCA is made aware of any circumstance indicating that use of a fully-qualified domain name
in the certificate is no longer legally permitted (e.g. a court or arbitrator has revoked a domain
name registrant’s right to use the domain name, a relevant licensing or services agreement
between the domain name registrant and the applicant has terminated, or the domain name
registrant has failed to renew the domain name);

7. GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate fully-qualified domain name;

8. GDCA s made aware of a material change in the information contained in the certificate;

9. GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or GDCA's CP or CPS;

10. GDCA determines that any of the information appearing in the certificate is inaccurate, unreal
or misleading;

11. GDCA ceases operations for any reason and has not made arrangements for another CA to
provide revocation support for the certificate;

12. GDCA'’s right to issue certificates under the Baseline Requirements expires or is revoked or
terminated, unless it has made arrangements to continue maintaining the CRL/OCSP
repository;

13. GDCA is made aware of a possible compromise of the private key of the subordinate CA used
for issuing the certificate;

14. The technical content or format of the certificate presents an unacceptable risk to application
software suppliers or relying parties (e.g. the CA/Browser Forum might determine that a
deprecated cryptographic/signature algorithm or key size presents an unacceptable risk and
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that such certificates should be revoked and replaced by GDCA within a given period of time);

15. The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as
natural disasters, computer or communications failures, changes of laws and regulations,
government actions or other causes beyond the reasonable control, causing threats to the
information of others; or

16. Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the

subscribers to pay.

4.9.1.2. Reasons for Revoking a Subordinate CA Certificate F7 2% CA iEH K4S R

LR A —FEZ Fh, GDCA NTE 7 K2 WA F 2% CAE1S:
1. GDCA 3k#3 THEHE, UEBSIUE AP R H 2k CA FAEHE 2 7 881, S
T SR R A I SRR e (1 2R
2. GDCA 152 1 uk-+538 2% H (k4
GDCA AMIIE AR ARG, Sh g CA RAEFF&3E F IIIE 35k mE B L 55
HE
4. GDCA \JYAEAT H BIAEEFS h M5 BN RS B E B A 3= S
5. Wk CA B TR 1Lig
6
7

@

g CA LI, BRI B 2% 1k
EFS A BEAR A2 A% 23 8 17 T IS R AP I ey B A 7 AN T 42 B2 1R XU o
GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1. GDCA obtains evidence that the subordinate CA’s private key corresponding to the public key
in the certificate suffered a key compromise or no longer complies with the requirements of the
standards on key sizes and public key parameters;

2. GDCA obtains evidence that the certificate was misused;

3. GDCAIis made aware that the certificate was not issued in accordance with or that subordinate
CA has not complied with the applicable CP or CPS;

4. GDCA determines that any of the information appearing in the certificate is inaccurate or
misleading;

5. The subordinate CA ceases operations for any reasons;
6. The subordinate CA expires or is revoked or terminated,

7. The technical content or format of the Certificate presents an unacceptable risk to application
software suppliers or relying parties.
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492, ERIEPHHEHIE/E Who Can Request Revocation

PLR S 4] DAE SRS — 1T FHES:

1. GDCA;

2. EFIT

3. ERE BUNEEFISHARR AR
4,

WRATT L AT PR AE R« 15998 35 UAL) BEEL A P 28 =05 T ASR A UEAS [ 75 »

51 GDCA A & FE I s .

The following entities can request revocation of a subscriber certificate:

1.

2.

GDCA
Subscriber

Court, government departments and other public power department

Relying parties, application software suppliers, anti-virus organizations and other third parties
may submit certificate problem reports informing GDCA of reasonable grounds to revoke the

certificates.

4.93. FH#ESIERKAERR Procedure for Revocation Request

4.9.3.1.

T P& REESIEF The subscriber actively proposed to revocation application.

1. TP 17 GDCA $2ASHIAS B R A G 0 UE B A RL, [R5 A S5 A 5
GDCA #ZHR7K CP 5 3.4 19 (ML g BEAT UE S SRS 15 K 1) %)«

GDCA EH B E R JE 1) 2 A TAE H P 52 BiE T s

GDCA 5 JHIUEH J5 B bod i FC R AT BIIE 5B 571 3% +

GDCA i H & MBAFEEE 2 7 2, I8 AT 7 UE P ey S A s e 2 el
GDCA $tt 7%24 /NI FRAIE 55U 1 R 55

© g > w DN

1. Subscriber submits application form of revocation and documents of identity confirmation

to GDCA. Meanwhile, subscriber should provide reasons of revocation.

2. GDCA makes authentication of certificate revocation request according to CP section 3.4.

3. GDCA completes certificate revocation within 2 working days after receiving revocation

request.

4. After the completeness of revocation, GDCA releases it to CRL promptly.

5. GDCA notifies subscriber that the certificate was revoked and the revoked reason by
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4.9.3.2.

4.9.4.

appropriate means, such as telephone, mail, and etc.

GDCA offers 24x7 certificate revocation requests service.

T PRSI RS UEF The subscriber is forced to revoke the certificate

4 GDCA 1 7843 MR B 5 tH AR CP 35 4.9.1.1 vh T B ThL T, wT e i pAy 34
SE MR IE S 5

GDCA 24t 724 /NI (¥ EF ] JAH 755 A0 Ak PR

AT RN NP R AR« B B AL S5 58 =7 SRR IR S
Y, GDCA N ZIR & I F AR A 1 2 45 K P /& 5 15

GDCA T b4, B S0 3, Es T asfE. ihss, SR,
UEFS AR AR B .

GDCA can revoke subscriber’s certificate with the occurrence of circumstances described
in CP section 4.9.1 .1 after the approval of GDCA Security Policy Committee.

GDCA maintains a 24x7 certificate problems reporting and processing procedures.

GDCA will take actions to investigate the certificate problem reports submitted by relying
parties, judicial institutions, application software providers, anti-virus organizations and
other third parties, and will decide whether or not to revoke the certificates based on the
results of the investigation;

After the certificate revocation, GDCA or RA will use appropriate ways, including mail,
phone etc. to notify the final subscriber that the certificate has been revoked and the
reason why to be revoked.

FaYE R 1 %5 PR Revocation Request Grace Period

G0 R B T e A R B SR, B U SR A e T AT i 5 8
NI B o AR SR iR TR SRR 15 SR A ZAE AR TR 48 /NI IR

If key exposure occurs or suspected occurs, revocation request must be submitted in finding

leakage or leakage suspicion within 8 hours after key exposure or suspected exposure is found.

Revocation requirements caused by other reasons must be made within 48 hours.

4.9.5.

CA KBS TERIFIE Time Within Which CA Must Process the

Revocation Request

GDCA H #% I 1E SR 2158 U Z [ 1] B UIRR, AN 24 AN/t
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The cycle of GDCA processes revocation request is 24 hours.

496, WEATKEIEPBMAKESR Revocation Checking Requirements for

Relying Parties

W7 TEAR R — AN UE AT 4 20 25 1) GDCA KA (1) CRL Ml I BT S A A E 502 1
WA
Relying parties must check the CRL published by GDCA before trusting a certificate to confirm the
status of certificate.

49.7. CRL XAi#iZE CRL Issuance Frequency

XFFATHETS, GDCA ) CRL A A il {108 24 /N, CRL A& s KA 48
/N, H. nextUpdate “7Bx F{E NS Y thisUpdate B ¥ 10 KDL F.

xtF gk CAIETS, GDCA 1) CRL KAi AN 12 N H . iR H 2 CAIET,
GDCA 7ERf4H 5 24 /N2 WS CRL, H. nextUpdate 7B [{{E AN 15# H! thisUpdate &
12 AN HBLE.

TERFIR X 2B R 0] LAE CRL SZRIAE R (R AE W 45 AR 4 26 1FBE S AR UE D, CRL [HI57
B A= 21 GDCA il 3 1A R AT SEIE P E -

For the subscriber certificates, GDCA shall update and publish certificate revocation list (CRL)
every 24 hours, and the CRLs are valid for no more than 48 hours and the value of the nextUpdate
field shall be no more than ten days beyond the value of the thisUpdate field.

For the subordinate CA certificates, GDCA shall update and publish certificate revocation list (CRL)
every 12 months. In case the subordinate CA certificates are revoked, GDCA shall update and
publish the certificate revocation list (CRL) within 24 hours after the revocation, and the value of the
nextUpdate field shall be no more than twelve months beyond the value of the thisUpdate field.

However, CRL can come into effect immediately determined by release strategy made by GDCA in
special emergency circumstances (assuming that the network transmission condition can
guarantee).

49.8. CRL XAl K#E &8 B Maximum Latency for CRLs

—N EV EH MW E R R 2 AR S CRL ¥ 5 I8 TR A fe it 24 /N

CRL is effective after revocation request approved within 24 hours.
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4909. ELRESEWRIF AP Online Revocation/Status Checking Availability

GDCA N [l HE 53T F HUK 7 R A TE ZE TR S A W R 55 . OCSP i B 20 7 45
RFC6960 (MK, H Hk OCSP x4 #5254 . OCSP k58 i 1 5 IEAE B RS I IE
FiH A —A CA %K, OCSP JIg 55 #% ik 5 B A & — 4~ RFC6960 & X KA K
id-pkix-ocsp-nocheck 4™ i 1 .

GDCA shall support OCSP responses for subscribers and the relying parties. The OCSP responses
shall conform to RFC6960, and signed by an OCSP Responder whose Certificate is signed by the
CA that issued the Certificate whose revocation status is being checked. The OCSP signing
certificates shall contain an extension of type id-pkix-ocsp-nocheck, as defined by RFC6960.

4.9.10. FELLRASEWESKR Online Revocation Checking Requirements

AT BAE B TESORESE W), GDCA A1 EAR AT L HUBLR .

GDCA $2it Get Al Post PiFH /7 7y OCSP & ifi 55 -

XFFATFHIEFS, GDCA B2 /bEEDY R B8 OCSP {5 /8. OCSP il 7 (1) fi KA RO N
10 Ko X T LM riESs, LIS H OCSP.

T2 CAAEY, GDCA Rz 12 AR OCSP 5. i h 4t CA ik
50, MIAE 24 /NP BEET OCSP 15 2.

TR R HE-BRIRSEWIER, GDCA A13iRME “good” RA.
Users may feel free to inquire status online. GDCA must not impose any access limits.
GDCA offers the OCSP service using both the Get and Post methods.

For subscriber certificates, GDCA shall update the OCSP information at least every four days.
OCSP responses from this service have a maximum expiration time of ten days. For the revoked
certificates, OCSP status will be updated immediately.

For subordinate CA certificates, GDCA shall update the OCSP information at least every twelve
months, and within 24 hours after revoking a subordinate CA certificate.

GDCA must not respond with a "good" status for the request for status of a certificate that has not
been issued.

4.9.11. HEEBKHEMEAER, Other Forms of Revocation Advertisements

Available

k&7 CRL. OCSP #I, GDCA W ARt (5 B HAth AT, (HIX A& A2
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GDCA may provide other publication forms of revocation information in addition to for CRL and
OCSP; however, such publication forms are not mandatory.

4.9.12. FHMEAFREHER Special Requirements related to Key Compromise

FRA CP 55 4.9.1 WRUE RIS AL, 3T 7 BREE MU HOIE 2 4 32 21 2 P
JRiSZHI ) GDCA $ tHiEHas s K. Wik CA %] (M CA mirh 2 CA HiH) %4
AR BE PR BRI T, AL & BRI 8] A & 3 D5 SR 3@ AT AR T

Except for the case described in CP section 4.9.1, when certificate key of subscriber or RA has
been lost or probably lost, certificate revocation request must be made to GDCA immediately. If
security of CA’'s key (root CA or sub-CA key) is damaged or suspected damaged, GDCA should
notify subscriber and relying party timely in reasonable time and appropriate way.

4.9.13. IFHEEKIFEE Circumstances for Suspension

GDCA ASCFHE

Not applicable.

4.9.14. ERIEPEERRK L/ Who Can Request Suspension

GDCA A SZFHIE T

Not applicable.

4.9.15. EHEIERKFEF Procedure for Suspension Request

GDCA A SZFHIE T

Not applicable.

4.9.16. HEARFRFRE%] Limits on Suspension Period

GDCA A FRIE T

Not applicable.
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4.10. EFIRESIRS Certificate Status Services
4.10.1. EAEHFME Operational Characteristics

T A LLERE CRL. LDAP H R4 OCSP ZfIEIRES, ik sRAIE IR
IR 55 7 22 5% 2 #0175 SR AT - T A4 i 7 e )R % Ab B

XF TR A UE TS, GDCA ASBLAE R+ 2T AT AN R HAE CRL A B4 1d ¢ - GDCA
AR CRL HRARADS 45 44 1IE - 1) i i 5%

GDCA A OCSP H (A 10 3%

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate status
services described above should have reasonable response time and concurrency process
capability for query request.

For the revoked certificates, GDCA shall not remove their revocation records from CRL prior to
expiration of such certificates. GDCA does not remove the revocation records of code signing
certificates from the CRL.

GDCA does not remove the revocation records in the OCSP.

4.10.2. AR T]F M Service Availability

UE IR A IR SS D AUGRAE 7X24 /N e, ELW 9z s TR A A 10 7
EFIRAS RS el PN M R iC 4 EV CPS o, JFHEM CA/NE I
(CA/Browser Forum) ifid www.cabforum.org & A IFE G55 13 #5530 BB SR AH — 2.

Certificate Status Services must be available 24 x 7 without scheduled interruption, and the
response time must be of ten seconds or less.

The availability of certificate service status shall be stated clearly in GDCA EV CPS and be
compliant with guidelines’ Section 13 published by CA/Browser Forum at www.cabforum.org.

4.10.3. WIEFFME Operational Features

ZIEA CP %5 4.9.9. 49117 MIIE.

See CP section 4.9.9, section 4.9.11.

4.11. ITMLETR End of Subscription

VTP A I T SRR FE T P AT IAT 9 IE SRR
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1o RSB R AT AT ST
2. LSRRI BRI .

The following conditions shall be deemed that the user terminated to use the certificate services
provided by GDCA:

1. The certificate is not updated after expiration.

2. The certificate is revoked before expiration.

4.12. BHIEE 5K E Key Escrow and Recovery

4121, BHTESKERE ST A Key Escrow and Recovery Policy and

Practices

GDCA NMHEEALA EV IETIT P IAEH, Hb AR AR E IR %S .

GDCA does not escrow the private key of subscriber’s EV certificate and thus does not provide key
recovery services.

4122, SEFEHNBESKE R KIESITR Session Key Encapsulation and

Recovery Policy and Practices

TERE -

No provisions.

5. WENM R B EAEMEESH] Facility, Management, and

Operational Controls

5.1. #pEEI=EH| Physical Controls
5.1.1. ZHHufr B 58 % Site Location and Construction

GDCA HuL AL Z DI BE R E ) iz XL IR IX . ERLX . HEX . AKX T
Xk o0 X AR mPERE R . TR NI A FUANR, AT, SR
MRS 2mm (v FLANR,  HUBCR B RE Dy 3mm v ALANIR . 74 T 208 CO2 fRe

46



[] LM TIZRIEIRDE
m ol Digital Cyber secority Aotheoitg Cou i GDCA EV -LIE:']}%E% (Vl. 7 )]-[&)

1o BEERIME A SR A B Bkl 12 T BUR Bk . 18 X524 57 i
RN TC B 0 R0 X 3 o R A A A e PR REAR R e e A o A7 T DR DR
R R A 6 ZBUR B AEAZ L X

According to the functions of GDCA central area, it consists of core area, service area,
management area, operation area, public area. The core area is a high-performance
electromagnetic shielding room. Its shell is made of six sides of high quality cold-rolled steel plate.
The roof and wall panel is made of cold-rolled steel plate with thickness of 2 mm. The floor is made
of cold-rolled steel sheet with thickness of 3 mm. Welding process is CO2 protection welding. Glass
is thickened and bulletproof with metal mesh added on it. Shielding door is manual locked. Vent is
configured with honeycomb type ventilation duct shielding room window according to the
specifications of the shielding room. Power filter is single phase high-performance low leakage filter.
Safe with confidential information stored must be placed in the core area.

5.1.2. WEYj =] Physical Access

BEH AR 4 R BAT R A AT S BT, AT ORIERE B — M)
W RN RIS FALT) . GDCA [¥] CPS AZUN 4y BEj rl 42 i) AT ELERVE 4RI
iE o
The activities of accessing to each physical security layer shall be recorded, audited and controlled

in order to ensure that all above activities of certain person have been authorized. GDCA CP must
define detailed rules for physical access control.

5.1.3. H 7525 Power and Air Conditioning

GDCA ML R 224 WAL R G S % I R G, A TR R AN (8] T 1
HLJEERL. S 46, N AN TSRS B R GR G hia 8 vt o 1 i AR .

The computer room of GDCA shall be equipped with secure and reliable electric power system and
electric backup system to ensure continuous, uninterrupted access to electric power. In addition,
these systems shall have temperature and relative humidity of special air-conditioning system and
wind system control operation facilities.

5.1.4. PBh/K Water Exposures

GDCA HLp3 NiAT F [ THIBORTE I, Biik . AR KHI I, I BeU8 72 th IR /K I £
R P 950/ N s /K RHAUE 2R Ge R 5

The computer room of GDCA should have specialized technical measures to prevent and detect
leaks, and be able to reduce the influence of leakage on the certification system to the maximum
extent.
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5.1.5. ‘KRB Fire Prevention and Protection

GDCA ML NLR IR, i) 52 FH S AR e AR BR AT BT LE R A A, 3K K
DRy DK e b Mk 2 S Uk oe o

The room of GDCA shall take preventive measures, and formulate the corresponding program to
eliminate and prevent the occurrence of the fire. These measures shall meet local applicable safety
regulations.

5.1.6. A Media Storage

PN BT AF TBORASE FH NE 2 Bk s Bk BT Bl BiJEd. Brdess. B
WLy B AR SN S ) 22 A oK, O LR SL ™A% (0 DR3P T BL AR L3S A R AL 4
A5 i .
GDCA meets the security requirements for media storage, including fire-proof, water-proof,
earthquake-proof, moisture-proof, corrosion-proof, pest-proof, static-proof, electromagnetic

radiation-proof, etc. Meanwhile, GDCA takes strict measures to prevent the media from
unauthorized use and access.

5.1.7. KA Waste Disposal

2 GDCA A HIARSK SO AR AL CA i i 2 A7 A BT BR Ui, b ZBR A i 4
8, AEEEICVEIRE . B A MAE UBURME 2 A i BAE AR I Ak B ATAR AR 136 42
BT RS H AT A I AT P B B

The written documents and materials of GDCA should be destroyed when they are no longer
needed or exceeded the expiration date, and must not be recovered. Cryptographic devices and
media with sensitive information should be initialized and physically destroyed by using
manufacturer’s method before disposal.

5.1.8. SHi&H) Off-Site Backup

GDCA &AL 1 il &y hoe, AL T ot Rt . o 1 H S A
AN A SRS AT St B R A

GDCA has established a remote data backup center. It backups the core system data, audit log
data and other sensitive information by the specialized software at off-site location on a daily basis.
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5.2. FEFF##H] Procedural Controls

52.1. W{Eff Trusted Roles

f£ GDCA RALH A FIMEAR S IERE T, BEMAT _ERCMEP AT . (R
F S50 I B BB RO #R4 GDCA PTG A . X A (0 B A 45

1 P RS I BN R

2. ARGUEHAN;

3. #&EHIAR;

4. MEFEBN R RO ERAEAN R

In the process of electronic authentication service provided by GDCA, a person who can essentially
affect the processes of certificate issuance, usage, management and revocation, and other related
positions which are involved in key operation is considered as trusted roles. The trusted roles
include:

1. Administrator of key and password devices.
2. System administrator.
3. Security auditor.

4. Business administrator and business operator.

5.2.2. HIESFER AL Number of Persons Required per Task

GDCA RLAEH AR 55 FUVE Ao ST 55 AT M 422, iR 2 Dl E M ItRZ 5
e U5

1 HPIRERS R A ERAE AR 2 5 N RE AN AT 3 MR SE R

2. IEBBREARGNE G TEINMARGEHN AT 2 D AEN GRS

3. WRZMZEAAESS: FE 2 AWE AN R F TR

GDCA strictly defines the controls of core missions in specific standards. Multiple trusted roles shall
be required to jointly complete the sensitive operation. For example:

1. For operation and storage of the key cryptographic equipment, it requires at least three of five
trusted persons to operate.

2. For background operation of the certificate issuance system, it requires at least two of three
trusted persons to operate.

3. For review and issuance of the certificate, it requires two trusted persons to operate.
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52.3. SMAEFRAE %5 Identification and Authentication for Each Role

XHFHTA RIS AN G, AT ™ AR AT S E, A DR L RENE T A2 TN
HLAEERTTIER . IR /7 7E GDCA (¥ G A 3 2% 451 j E

All current staff who undertakes the trusted roles in GDCA should pass certain accreditation
process. This process is set out in the GDCA personnel management regulations.

5.2.4. BEIRFHHIM A Roles Requiring Separation of Duties

PBERST/-H], RARWR — A NIAE 7R —IRGEM A G, SRR — R eI
REM Mo, 5 R T 20 B M B HANBR T
1 AFElkgs sz
IEP3 8k CRL 2K
ARG TR 54
CA #HE
TAFIT

o > w D

In order to ensure security of the systems, it should follow the trusted role segregation principle that
the trusted role must be took by different personnel in GDCA. Roles requiring segregation of duties
include (but are not limited to:

1. The acceptance of the certificate businesses
2. The issuance of certificates or CRLs

3. System Engineering and Maintenance

4. CAkey management

5.  Security auditing

5.3. ANR#E#]| Personnel Controls

N A HI RS AL A/E EV CPS w1, JEHZER CAINIYEESi8Ts (CA/Browser
Forum) @it www.cabforum.org & A TR 14.1 #4192 R AH—5k.

Personnel Controls shall be stated definitely in GDCA EV CPS and be accordance with guidelines
Section 14.1 published by CA/Browser Forum at www.cabforum.org.
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53.1. ®#. LBFMEAZER Qualifications, Experience, and Clearance

Requirements

GDCA X 7K H I {5 F () TAE N S B BEA 2R T
HA& RUFRAE 2 AR 5
WAy E SR M, IR GDCA 1948 — 2B 2E
5y GDCA AR A BT U IR ;
HA REHNAR . B77 LN ST ARSI
R Ay ol INER (R R
TR L .
GDCA ZR7e 2 m 5 M iy N 5 2D b JiUE 4 B IS SO0 AR A e
M) CA Iz AT I E M TAE . RAT ML B KRR R IC K5

o a >~ w Db

The qualification requirements of person who undertakes trusted role in GDCA are as follows:
1. Good social and working background.

2. Complying with state’s laws and regulations. Obeying GDCA's unified arrangement and
management.

3.  Complying with the GDCA related security management norms, regulations and specifications.
4. Having good personalities and working attitudes, with good working experience.

5. Agood team player.

6. Noillegal and criminal records.

A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and
dedication to work, without other part-time work that affects CA daily operation, no major bad
records of this industry and etc.

5.3.2. BRIAEER Background Check Procedures

GDCA S 547 RIBUR AR IR BN A AF, SE B Al 5 it T R &

FITAT (RT3 53 TANEE N B 045 B3 AR 245 1 (R o AT i i & WA
BN FEAHEM A,

HARE OIS TSP, BNV, #E, XA mRE.

ST A AR A S EAC R A I H SNE BRI IC S, A R RN AT T
Ao RN AL AT A A
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GDCA may collaborate with governments and investigation organizations to complete background
review for the trusted roles.

All employees who are trusted or apply for should have a written consent that they must go through
a background investigation. Background review including: basic review and full review.

Basic review includes reviewing work experience, job recommendation, education and social
relation.

Full review includes reviewing criminal records, social relation and social security besides basic
review. Full reviews must be carried out for key roles.

[ REREISERET

a)  ANFERII ST RS A G NBORET DLl . SR R B0k BRI, &
PreMVAESS . SEALAEAS . B IE S B IE SR AH R RGIE R

b) AZEESIEL ARG GRS EDTTTEE AT SR AR AT R ST 4

iE o
¢) HMAESITELILE. HHEWE. BRERE AL, RIEERNL
A AR 2 HE .

d) Z£%#, GDCA 5 R TATRE ML, AL i TAVFtE: CA UEP RS 1
HIREREURAE R . I, GDCA KL IRANIII N T B S5 BTl
ARIE R G M IE R SUBEATER AL B 58, DME RRAS - S 00 TE 2 N B (P {5 72
AT A RE
Background review including: basic review and full review.

Basic review includes reviews about work experience, job recommendation, education and social
relation.

Full review includes reviews about criminal records, social relation and social security besides basic
review.

The review procedure includes:

a) The HR department is responsible for confirming candidate’s personal information. Candidates
should provide the following information: resume, the highest degree graduation certificate,
degree certificate, qualification certificate and identity card and other related valid certificates.

b) The HR department identifies the authenticity of the information provided by candidates
through telephone, correspondence, network, visits and other forms.

c) The HR department checks candidates through on-site assessment, daily observation,
situational test and other methods. Appropriate arrangement is made according to the
investigation result.

d) After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At
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the same time, GDCA will also be in accordance with the relevant organization regulations of
personnel management and make job examination on in-service staff who assumed trusted
role, so as to continuously review these employees’ trustworthiness and working ability.

5.3.3.  ®YIZER Training Requirements

GDCA M4BT 5 M LT R, 44 AR R ATER I, LR AR IIN AT
GDCA iz B %

GDCA AR R

GDCA 24 & FHLH;

EIRA A -

GDCA EHEUR . il B XSk

& [FEZEKT TS R E AR, 7%,

* ¢ 6 0 o

Based on the position requirement of trusted role, GDCA shall arrange the corresponding pre-job
training. The comprehensive training contents are as follows:

GDCA operation system

GDCA technology system

GDCA security management mechanism
Job responsibilities uniform requirement

GDCA management policies, systems, measures, etc.

® 6 6 O o

The laws, regulations and standards, procedures of electronic certification service in China.

5.3.4. BERIIFMEFMER Retraining Frequency and Requirements

GDCA MR 5 E 2 HE G I, DLORIE B i A7 (1) 53 S INAT 5 B S 75 5K, MR 3
FERH TAFIST

GDCA shall arrange for continuous re-training for employees at important positions regularly to
ensure employees can meet their job requirements and complete their jobs more smoothly.

5.3.5. TYERAMEHKSE KT Job Rotation Frequency and Sequence
GDCA MARKE 2 4 PR 1) 8 FEHR N 03 1 AR B A7 6 46 Fi BA A o

GDCA will define and change the Job rotation cycle and the sequence based on the organization
security management strategy.
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5.3.6. RTFAUTANBIMTT Sanctions for Unauthorized Actions

GDCA Bif Sr 34y — WAk, fhRIRAT M HATIE S AL 5, (LRI B
SR A B AR, k. P . SR AL B T 2, AL AT
h L2 i e B B R

GDCA shall establish and maintain a set of measures for the administration, including termination of
labor contracts, position removing, fines, criticism and education, submitting to Judiciary for
processing, etc., to appropriately discipline the personnel unauthorized activities. Above discipline
activities should comply with laws and regulations.

5.3.7. MSLAZANBIZER Independent Contractor Requirements

X A& T GDCA WL N E TAEA B, {EE GDCA M55 5k TAF M k5573 52
DU LS5 N B PN S G 4N, GDCA HI4E— 2R AT
1L ANABERMEREH;
2. GDCA £t — 1 bd s IR AR s EEs I, SN SR EAR T GDCA
A5 52 UL ATE A TR 55 KN

For persons who do not belong to the GDCA but participate in the relevant works for GDCA
businesses, such as business personnel of business branch organization, management personnel
and other independent contractors, GDCA has requirements are as follows:

€ Record management of personnel profiles

€ GDCA provides unified training and retraining, includes but not limited to the GDCA

certificate acceptance rules and electronic certification business rules.

5.3.8. #HHA N RFISCH Documentation Supplied to Personnel

GDCA 2 ftes Pyl i3 TR0 SCAF R BLE RS IR RN 53 T AR AR OSSO .

Documents provided to internal employees by GDCA include training documents and related
personnel working documents.

5.4. HiHEFRER Audit Logging Procedures
5.4.1. EFREMHAISEE Types of Events Recorded

GDCA Nt & i FF L FEEH AR T
Lo AT/ HAE . VRS SR, HRUETS & GDCA SIS VR FH P e EH P R ig Ik
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SR,

2. GDCA f{ s, 8w, B, #HHxBEAEE 4L, FERR, g, =
B S 5 s

3. ERFRM

4. 1 GDCA 3T 5 #:1F;
5. FTH RECFEAEWHE B, 2AeBCRIESLl A BER, GDCA/Authority X
a5k, S EOE B Rk, JRMEEBE R, FHiT, DN AH,
KU 2 B RV R R, UE AR A R R e A
GDCA should record these events include but not limited to:

1. Certificate application, certificate suspension, certificate revocation and renew initiated by
subscriber or by GDCA, subscriber applies for key recovery, etc.

2.  Members of GDCA: Setup, change and login; Reset and alteration of password; revocation of
privilege; Creation, renewal, and recovery of key.

3. Connection failure.
4. Read and write operations from GDCA.

5. All related events such as certificate revocation, security policy modification and effective use,
start and end of GDCA/Authority software, making certificate and certificate chain effective,
attribute certificate management, customer update, DN alteration, database and audit trail
management, certificate lifecycle management and other events.

5.4.2. khEHBEKIRE Frequency of Processing Log

GDCA Mg ik a e v+ H &, DMEADEER) 2R FIE, 5 RI Z et
SRR L PR 5 it o

All the audit logs shall be checked by GDCA regularly in order to discover the significant security
and operation events and take corresponding measures.

5.4.3. ®HiHEREHEHR Retention Period for Audit Log

GDCA W22 35 fR A7 F T INUE AR 55 B 1 H & DRAFAIROY FE 72 2 VAR B +
Fo

GDCA must save electronic certification service audit logs properly. The preservation limitation
period is ten years after the expiration of the electronic signature certification.
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5.4.4. i HERIEP Protection of Audit Log

FICAT IR T H RS N SR E™ M6 X4 AT IE 48 U5 (7] 428 19 It 15 LR s LA B
B MIERSE.

All the audit logs should be handled with strict physical and logical access control measures to
avoid unauthorized reading, modification and deletion, etc.

5.4.5. i HEREMIERF Audit Log Backup Procedures

X o H S & BOZ B S ARAT AT R HIRE, IR T &4

GDCA should set up and carry out the reliable system for backups of audit logs, and full backups
are performed periodically.

5.4.6. F{HEE RS Audit Collection System (Internal vs. External)

TEAE -

No provisions.

5.47. X+ SZEFEHEAFEE Notification to Event-Causing Subject

H PGSR A — N F R, ROE A SR ZE R A AR

When audit record reports an event, GDCA shall notify individuals, organizations who cause this
event.

5.4.8. HEFEHEIEE Vulnerability Assessments
FRAE B THid 5%, GDCA M€ WIHEAT 22 2 Wa 55 PR vPAS , AR YE PPAl A0 R IR R Tt

GDCA shall conduct security vulnerability assessments regularly according to audit records and
take remedial measures according to assessment reports.

5.5. 3 IJHA% Records Archival

55.1. JFRHEFEAISEEL Types of Records Archived

B IARAIL R, B VA CP 55 5.4.1 TRHUE AL, 7R ER N il st AT AR,
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1
1L ERHIEER;
2. UERRRERE T SCRF O

In addition to the records need to be archived specified by CP section 5.4.1, the following records
should be archived:

1. Information of certificate application.

2. Supporting documents of certificate issuance.

552. JARCFEEIABEHFR Retention Period for Archive

GDCA ) EV HLTAUEME S HN (CPS) Sl sE 5 B ) I A4 1 s O BR R

EV CPS of GDCA shall provide reasonable retention period for archive.

55.3.  JARSSCHERKIFED Protection of Archive

N385 3 = V) EATZ R A U R P iR R AR R, R R AE N B fevF
I RS, B IEREEBURRINE. EE. MHERE BB ST Y.

All archive records shall take appropriate measures to control physical and logical access so that
only trusted personnel can access records. Archive records shall be protected from the
unauthorized browsing, modifying, deleting and other illegal operations.

5.5.4. A& FERF Archive Backup Procedures

XHFRGUE BT IAICSR, NI Ty, & SORREAT A AR
X A VAR TR, AN BT, (H R BRI R A HE it R IE L 2 Ak

Electronically archived records generated by the systems should be backed up weekly. The backup
file should also be stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures need to
be taken to ensure the security.

55.5. ERNAIBRER Requirements for Time-Stamping of Records

GDCA [y H EH#AT IS [AlAE 3, i E N 3 F Tl s AR 58 H s

All the GDCA records are labelled with time, and the time will either be added manually by the
operators or automatically by system.
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5.5.6. JARMWEE RSt Archive Collection System (Internal or External)

 F SRR A B IS R 48, W 4E GDCA FEAM L .

All the entities including GDCA and RA should construct internal archive collection system.

55.7. ZREAKLIFRYS B IFEF Procedures to Obtain and Verify Archive

Information

GDCA (172 4 i T G A 558 B 53 70 Jall DR B VA4S 2 10 2 N8 DL FE RS Se A 6
52N, ZRHX 2 498 DT LU

Security auditors and business administrators of GDCA retain 2 copies of the GDCA file information
respectively. While obtaining the complete archived information, comparison of the 2 copies shall
take place to confirm the integrity.

5.6. Z4HA T Key Changeover

7E CAIE-B I, GDCA ¥xf CAUEBHATEH. HE CA BYIR I Rt A ik
A CP 4 6.3.2 T MUE I R AL ], T4 CA EFn] LA F J5 35 4 04T 53T
500 75 ZEP= AR R B 0, Br e DA W CA B EART . BIEZE 2 AR A= i 14, GDCA
AT DL A T S B 105 R BT CAE . 7 CA ERE 2 i, #8048
R E B, DMRBEIX A CA R RS CA TH S0 BT 2 B 1) P R U

When the certificate of CA expires, GDCA will renew the certificate of CA. As long as CA key pair
does not exceed the maximum lifetime specified in Section 6.3.2, the certificate of CA could renew
using original key. Otherwise, new key pair shall be generated to replace the expired key pairs of
certificate of CA. Also, even in the key pair life cycle, GDCA could generate new certificate of CA by
using new key pair. Before the certificate of former level CA expires, key changeover shall be
performed to ensure that the entities in the CA system shall switch from original key pair to new key
pair smoothly.

TEAE BUBTIY CA BN, DA™ ks 185 GDCA kT35 A8 BRI o B ) 25 A0
PR, GDCA KRR CAES, IR BEAT KA, AETT NI Re 6 b I SR EL
i) CAUEFS

New CA key pair is generated according to the key management rules of GDCA strictly. While
generating new key pair, GDCA shall issue and publish the new CA certificate timely, and it shall be
available for subscriber and relying party to obtain new CA certificate.

CA BB, D2 ERUEAEANIE B B MR 1 I
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Make sure that the entire certificate chain transits smoothly in CA key changeover.

5.7. MELRMEPKE Compromise and Disaster Recovery
5.7.1. EHMFELIEFERF Incident and Compromise Handling Procedures

GDCA S il 1T & Fh S i A BE 7 ZE R0 S AL BRTRIZE A0 AH I 0 S ORI 45 T35 AL R
Fro

In order to timely respond to and handle accidents and damages, GDCA establishes a series of
emergency response schemes and accident treatment schemes.

5.7.2. TFENERIE. HAEM/EREE KR Computing Resources, Software,

and/or Data Are Corrupted

R MBS A R AR 1 S, GDCA SLRIVS Zh S i A BERE Iy
WAL, TR SRR R TE R SR

When identified the destruction of network communication resources, failures of devices for daily
services, malfunction of software, or tampered database etc., GDCA will launch the disaster
recovery plan.

5.7.3. SAFAHHELEFERF Entity Private Key Compromise Procedures

FEMGE I NN B B AR R AE RSN » GDCA B4 RN 415 R LK K 2 4385

1. GDCAWIERSGM A4 HSE RO WS EIER . REEEAIATALE,

2. ARG, 5 AR T 7 AR B S R .

3. WRHFLEMEHECE H A, HREWE, MEIERA CRL FE
BEAT K -

4. ReBSUiI) 2 A IR TT R B K S B

5. WRFTFEWREN S E AR E S, M REE A PITIKE .

6. HWIRTEZEME GDCA N5 H#AE B ECE SCIF, Wd 514 —4 GDCA %4k 5%
e S0l 558 B O TR E

In the intentional, man-made or natural disaster situation, GDCA will take the following steps to
restore security environment:

1. GDCA verification system’s password is changed by the business administrator, business
operators and system administrator.
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2. According to the type of disaster, some or all certificates should be revoked or re-verified later.

3. Directory data, encryption certificate and CRL are needed for recovery if the directory is
unavailable or directory with impure suspicion.

4. Timely access to security site as far as possible to restore operation reasonably.

5. While restore the business administrator's configuration file, it should be done by the system
administrator.

6. While restore the GDCA business operator’s configuration file, it should be done by another
GDCA security business operator or administrator.

Y CA MR S sl 5%, GDCA JH 8 B KA RS FRRE T, 22 4 K 23 0
SRR SR KT VPAL, S ATE0 TR QR @ 4 CAUES, #2 RILLL T i

L AT R K =0

2. RATUEPEHRERNE BE;

3. @i GDCA Muti s H el A5 5 sURAT < TIE RS CA IR AL FRIE R ;

4. FEABIARAAE, EHONIT P ARIES.

When CA root private key has been damaged, missed, tampered or leaked, GDCA starts a major
emergency treatment process, which is assessed by GDCA Security Policy Committee and the
relevant experts to make a plan. If the CA certificate must be revoked, the following measures will
be taken:

1. Notify relying parties and state administrative department.
2. Publish certificate revocation status to repositories.

3. Publish handling notification about revoked certificates at GDCA website or by other
communication methods.

4. Generate new root private key and re-issue certificate to subscriber.

5.7.4.  RMEJE RIS FELERE /7 Business Continuity Capabilities After a Disaster

GDCA fERA KA, NAA T JUAN 7 T Y5726 ) -

1. TERATREME MR R %% RGE, B2 NI 48 /NS
REBE K 2% 15 B s

e RAE VK 5 1038 B T & e A BR s

A RN ARSI M55 3 HANE IR 7 BRI EK

> wDn

GDCA shall have the following continuity capabilities after a disaster:
1. Recover business system as soon as possible, not exceeding 48 hours.

2. Recover information of customers.
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3. Ensure the operation site meets the security requirements after recovered.

4. There are enough employees to operate the business and not violating segregation of duties.
b 45 % S M IR SE S B B D Sk E EVCPS R, 9 HLEER AN CA/BI IR B8 18 s
(CA/Browser Forum) & it www.cabforum.org KA FIFEEG 16 #575 FE SR A — 5L

The implementation of Business Continuity shall be stated definitely in GDCA EV CPS and be
accordance with guidelines Section 16 released by CA/Browser Forum at www.cabforum.org.

5.8. CA B{ RA 41k CA or RA Termination

2 GDCA Ky MLR 5 s i b 450, 2™ A% e (e N R E i1
BN CRTFVAFRSS B AP KA S i St AT LA £ 1 BT A R 55 1R e
ZORBEAT A K LAE,

fE GDCA & Il fif, A%

TV S AR A

L H GDCA #1575 B ;

AT GDCA % AR SL AR
NN =ESi S sy

RS RS

KL FRAFAS SCAFE 3% 5

12 L AE R O AR 55

RS H RSS2

KM F Hx MRS

10. 4b¥E GDCA V558 21 GUF1 GDCA M55 454E s
11, AbFANAF Al USRS s

12. %5k GDCA FEAHLAEM:

© N o g > w Db P

GDCA and its RA need to stop their business strictly under “electronic signature law on the People's
Republic of China”, “electronic certification service management method” and relevant laws and
regulations.

Before termination, GDCA must:

1. Arrange the business to undertake

2. Draft GDCA termination statement

3. Notify the entities that are related to GDCA termination.

4,  Shut down subordinate LDAP
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5. Certificate revocation

6. Treatment of archive file record

7. Termination of certificate authority service.

8. Archive main LDAP

9. Shutdown main LDAP.

10. Process GDCA business administrator and GDCA business operator.
11. Process and store sensitive documents.

12. Remove GDCA mainframe hardware
2 RA R 1B IR %5 1), GDCA K485 H AT A S A B A ol S5 Ak e h |
A Al F 0,

When RA terminates its services, GDCA deals with all the relevant business in accordance with the
agreements.

5.9. ¥¥E %4 Data Security

BlE 224 MY ARG SR AE EV CPS A, I H BRI CA/NYE 28181 (CA/Browser
Forum) @i www.cabforum.org & AGIFEES 16 F43 (B RAH — 2

Data security shall be stated definitely in GDCA EV CPS and be accordance with guidelines Section
16 released by CA/Browser Forum at www.cabforum.org.

6. IIE RS AR 2244 Technical Security Controls

6.1. FHIMKAERS % Key Pair Generation and Installation

6.1.1. ZHHXTHIER Key Pair Generation

CA AN IAZTE Z A B, B2 /N T {5 N DA TE [ G800 32 3 1 T LA
VEAT RS B A . BRI AR L AP0 AR R NIEAE FIPS140-2 hrifE
FIAHRILE . BT FIPS140-2 At F AR 2 [ A S A0 1 AW RIS REIARtE, 1 500
TP A TS I TSR, R FIPS140-2 bRk S BHAT, 7 E R 350 B
FVPATHISRE NG A, RS RS] R IR TRl T IR SR B A i Y
BRI E RS E BRI TS e .
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BN A I TR 7 S AR B — 44 A K [ U DL E DA £R FLI A CPS DA f

BB ER . BN A UL R AR 2 R 1D SR IR ORAE

VP AN AT P B B 1RSS5 B B % Y BN B A P A . GDCA ] %
SO P RGEIXIA CSR, RAHTINE fRIP Rl SSL NS ERAL R ST . T
AR UK RS A AR R T I R B LB A B s B0 BE LR A R O R B T
FIPS 140-2 5 — 00| BRI N2 B e h#AE . B K EE 22008 RSA 2048 {781 ECC 256
fii. 7E GDCA I3l fif FH AL BH A e B i A U B AT 7 7K 48 . GDCA AR A
PR, BTA XSG BIEARS F P SRR .

The key pairs of CAs are generated within the cryptographic devices approved and licensed by
OSCCA, in a physically secure environment and under the control of multiple trusted persons. The
generation, management, storage, backup and recovery of the key pair shall comply with the
relevant regulations of FIPS140-2. Since FIPS140-2 is not a standard that approved and accepted
by OSCCA and OSCCA implement a strict management of state’s cryptographic products, GDCA
only apply part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the
product manual of the device is for your reference. Hardware Security Module used for key
generation must be evaluated and certified by OSCCA. Subscriber’s key pair is generated by the
key generation mechanisms embedded in his/her own server or other devices.

The generation of the CA key pairs shall be video recorded or witnessed by a qualified auditor to
ensure the generation process complies with the requirements of the CPS and follow the separation
of roles principle. The procedures and operations related to key pair generation shall be recorded
and archived.

The key pair of subscriber is generated with built-in key generation mechanism using subscriber’s
server or other cryptographic device. GDCA accepts the generation of keys and certificate signing
requests for the subscribers, and the private keys are delivered encrypted and protected via SSL
secured connection to the subscribers. Subscriber key generation is performed by personnel in
trusted roles within a secure cryptographic device that uses a suitable random number generator
(RNG) or pseudo random number generator (PRNG) and meets or exceeds the requirements of
FIPS 140 level 2. The key sizes are at least RSA 2048 or ECC 256. The use of the private key
generation utility at the GDCA website is at the sole risk of the subscriber. GDCA does not keep any
private keys or passwords, and all such information is deleted after delivered to the subscribers.

6.1.2. REAMEIRLAIT P Private Key Delivery to Subscriber

AT BATAER, AL ES T . GDCA R #2532 1T A R A%
1 CSR, AR faid L SSL Inas L4511

Since the private key is generated by subscriber, GDCA dost not deliver private key to subscriber.
GDCA accepts the generation of key pairs and certificate signing requests for the subscribers, and
the private keys are delivered encrypted and protected via SSL secured connection to the
subscriber.
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6.1.3. AHEELIEFZE R Public Key Delivery to Certificate Issuer

T AR TR, RZIT M RA B PKCS#10 4% UIHAE 5254217 3k 5 BBk
BB AR, PLE PR SO AR GDCA &k, X Rl ik
AL A% 7R B 22 A UR Y, thine B E L (SSL).

In order to obtain a digital certificate, end subscriber and RA sends certification issuance request to
GDCA electronically. The request contains public key for GDCA to issue the certificate. The request
information is encoded as PKCS#10 or other packing format with digital signature. The
transmission of these requests or file packages needs to use security protocol for protection, such
as secure sockets layer protocol (SSL).

BT AT RA B PKCS#10 #&20IE B 41 R 5 B e 724 1
X, DLETFIT G AHIE Y GDCA %%, GDCA 7525 R AF T BT a8 i sk
T 24 .

End subscriber and RA sends certification issuance request to GDCA electronically. The request
contains public key for GDCA to issue the certificate. The request information is encoded as
PKCS#10 or other packing format with digital signature.The subscriber’s signature on the request is
authenticated prior to issuing the certificate.

6.1.4. CA AHEIRLHKIBIIT CA Public Key Delivery to Relying Parties

GDCA M iZilit 24 n] SERR I CA AMEAKETT, AfEN 4l s R E. M
XTI IR 2S5 7 3
GDCA 75 21T H % kA H CA kT,

GDCA shall use secure and reliable way to deliver CA public key to relying party, including
download from security site, face to face submission, etc.

GDCA also publishes CA certificate through server directory.

6.1.5. ZHHWKE Key Length

GDCA SZFF ) RSA B 5/ 2048 fir, SCHFH) ECC P 5 /0y 256 7.
PR N B UIHICRAE EV CPS i, IR HZLM CA/MIbids itz (CA/Browser
Forum) @i www.cabforum.org K AT MFEFE 9.5 &7 I EERAH—3K.
The key size of RSAis no less than 2048 bits. The key size of ECC is no less than 256 bits.

Key sizes shall be stated definitely in GDCA EV CPS and be accordance with guidelines Section
9.5 released by CA/Browser Forum at www.cabforum.org.
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6.1.6. AHSBWERAFEERE Public Key Parameters Generation and

Quiality Checking

RS RO 25U FE T 5% e 3 A 0 1 DR VT T 1 s 18 4 AR A A B, 51l
FHL NE AR USB Key. IC REFARCFIGEEL, FFI8 M IXEE 5 28 (1) A2 BTG A bR AE o
GDCA I\ X e & A R N BT, HIE O A% T R e Sy EsR,

ST SHUR R R AT, [RIRE 38 3o [ 58 00 3 0 1 T bk v 4 T f0 a4 4% A A
JEAT, BlwhnENL. n# K. USB Key. IC %%,

Public key parameters must be generated in encryption equipment and hardware medium
approved and permitted by State Cryptography Administration, such as encryption machine,
encryption card, USB Key, IC card, and follow generation norms and standards of these devices. Of
course, GDCA considers that built-in protocols, algorithms for these devices and medium have
already met sufficient level of security requirements.

Quality of public key parameters is also checked through the encryption equipment and hardware
medium approved and permitted by State Cryptography Administration, such as encryption
machine, encryption card, USB Key, IC cards.

6.1.7. 24 H K Key Usage Purposes (as per X.509 v3 Key Usage Field)

GDCA 25K 1) X.509v3 iEH & 1 HMHEY R, HAHZEYE RFC 5280 Frik
(Internet X.509 Public Key Infrastructure Certificate and CRL Profile, May 2008) AH%F. 1
H GDCA fEHZKUE BB ALY RITA TR T &, UEH1T - 2z iz ds i
M. Z WA CP 5 7.1.2 1.

X.509v3 certificates issued by GDCA contain key usage extension, which matches RFC 5280
standard (Internet X.509 Public Key Infrastructure Certificate and CRL Profile, April 2002). If GDCA
specifies the usage in key usage extension in the issued certificate, the subscribers must use the
key according to the specified usage. See CP section 7.1.2.

6.2. MEPFRIPAFBEMER TERES Private Key Protection and

Cryptographic Module Engineering Controls
VAENUAA L ZUE B 2 A A R ) A 25 5 L DR O/ CA R %242, T 7

PRS2 BEORAE B IT 7 REUL Z R T i (bR Bk kg . SR BRI 18
Ao
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Physical, logical and process control approaches must be synthetically used to ensure the security
of CA’s private keys. Subscriber agreement will require certificate subscriber to take necessary
measures to prevent the loss, leak, changes, or unauthorized use of the private key.

6.2.1. BFRLRLHEIARAERIIEH] Cryptographic Module Standards and Controls

GDCA W20 F [ 8 B FRER 1 1A A] . FhvE i A S5 A AR B A AR CAL ZEKAIE
F 1 CA FlH A CA Z8HXT, HAEMEA I CA FodH. CA RGN Z LI5S FIPS 140-2
BTN EDR, T P BT & FIPS 140-2 55 2R FIH AR ZE KR,

GDCA must use the hardware cryptographic module approved and permitted by State
Cryptography Administrator to generate the key pair of root CA, issuing CA, other CA and store
relevant private key of CA. The cryptographic module of the CA system meets the FIPS 140-2 Level
3 technical requirements, and the cryptographic modules of the subscribers conform to the FIPS
140-2 level 2 technical requirements.

6.2.2. FhEHL AIH] (mikn) Private Key (n out of m) Multi-Person Control

WIEHG L ZUE R BOR Sad 78 B R RINLERSEBLZ 24 {E AR ILFEZ 5 CA T
WA BOR ERPEHI AT R “BE 817 BOR, B —A CA BB s
HIBEBE 7 i AN, 2 2R E N o IRy — AN A AR R () ik
A ESEC m, B2 LA n ANKIRE N G BEBOE AR S D S ) CA L
He EXHE m AN 5, nAMT 3.

CA must use technology and process control mechanisms to achieve multi-reliable personnel jointly
participate in the operation of CA encryption equipment. The “Secret Sharing “technology is
adopted, namely, the activated data required in operating the private key of CA is split into the
several parts and the parts are held by several trusted personnel. If hardware cryptography
module’s secret division amount ism, then at least the number of n of trusted personnel must be
required to activate CA private key stored in this cryptography module. It notes that m is not less
than 5, nis not less than 3.

6.2.3. FAEHILE Private Key Escrow

TEAE -

No provisions.

6.2.4. FAEH%&1D Private Key Backup

N T PRUENL S5 FFEET i, GDCA A Zi I CA R4, DL RAME R A . A
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A LU B A RAA R R S A S . /74 CA R SRS N AT & CP 2
6.2.1 75 ISR IFAF L RIS AR o o CAFABH SR A 2128 o 1 5 R A Bl rh 22455 45 CP 2 6.2.6
LIRS

In order to ensure ongoing operations, GDCA must create backup of the CA private key for disaster
recovery. Such keys are stored in encrypted form in hardware cryptographic modules and
associated key storage devices Backup of the private key in encrypted form is stored in the
hardware cryptographic module, and cryptographic modules used for CA private key storage meet
the requirements of section 6.2.1 and are stored in safety box. CA private key is copied to backup
for hardware cryptographic module to meet the requirements of section 6.2.6.

6.2.5. FAEHHHY Private Key Archival

7 CA RHRIM S, L4508 F & CP 4 6.2.1 15 B 3K [ Ag1F 25 s B A R {47 2 0
58, FIRYHARG WG, X CA RHIE SN FF & CP 2 6.2.10 T IME

After the expiration of private key, GDCA must use the hardware cryptographic module specified by
CP section 6.2.1 to archive and store at least 5 years. After the expiration of archival, the
destruction of private key shall meet the provision of CP section 6.2.10.

6.26. A FH. BAFEELR Private Key Transfer Into or From a

Cryptographic Module

CA [MIALH], GDCA NLf™ %% MR s A8 HMVE T &40, BRI MR S 2
HIRIEREABITVF . 29 CA E XT840 2 53 Sh A A B I, DR ) 77 AR A
Bz IaMfEi%, IF BAEALIERTZAT S 52, DABTIE CA BB ER. #ie. 2ok, 3k
B e . ARRAHIAE ]

GDCA private key backup is run strictly in accordance with procedure and strategies specified by
GDCA, in addition, any import and export operations are not be allowed. When CA key pair is
backed up to another hardware cryptographic module, by the way of the encrypted form to transmit
between the modules, and made a authentication before the transmitting to prevent the CA private
key from being lost, stolen, modified, disclosure non-authorized, used unauthorized.

GDCA MUY AP M 3 R e op 3 Y R 595, AN SRV It o X 4%
AR A AR AL, RAT P IR RO B AT AR ARG R, T T A BT
AN, BRI R BRI D ORI AU 1) 42 il 15 i o

GDCA does not provide the export of subscriber’s private key from hardware cryptographic module
and allow this operation. As for the private key stored in software cryptographic module, and if
subscriber is willing to bear the relevant risks, subscriber can choose the way of import and export
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with access control such as password, etc.

6.2.7. FEAEFEEIE M Private Key Storage on Cryptographic Module

CA R GUIIFAEH L 25 LA ST A7 TR T 5% 2 ) = A0 1 D FH A R/ T (R et 3
B, AR BT 2D FF A FIPS 140-2 = b 5l R1 S5 20 % 42K

M T %2240 EV AR LZIEHIT A AN 2 /D554 FIPS 140-2 —
Ll A 3 o G

The private key of CA systems in encrypted form must be stored in Hardware Security Module
approved and permitted by OSCCA, and hardware cryptographic module at least meets the FIPS
140-2 level 3 standards or equivalent security levels.

The hardware cryptographic module used to store the private keys of the EV code signing
certificates at least meets the FIPS 140-2 level 2 standards or equivalent level of security.

6.2.8. BUFERHANIE Method of Activating Private Key

CA MIAAF T BEAF S p A B, HLad Bt 4% 18 CP 5 6.2.2 it T 0%, JFH
TRAFAE IC REEREAE N, 2 m ik n 1907 2 A N s EaE A ReBaE AL

The private key of CA shall be saved in hardware cryptographic module, and its activation data shall
be spilt in accordance with Section 6.2.2, and be saved in the hardware media such as IC card. The
private key must be activated through entering the data using n out of m.

6.2.9. HERHKI ¥ Method of Deactivating Private Key

T CARH, MEBCRVARIBEE W, AR R4S .

The private key will be deactivated when its storage device powers off.

6.2.10. 44SFAEAMITTIE Method of Destroying Private Key

AAADAFAE . AT ERAER, DMIZKAHHE, s K. el Mk
BRI -

When private key is no longer used and do not need to be saved, it shall be destroyed so as to
avoid loss, stealing and disclosure or unauthorized usage.

CA R, AL ARG, TR CA RPN — B & AT AR, AR
CA R 28 AR CA RYPIEH IR ERN FEZ A E AN RS
IS T % 458 . CA RPIAATBHERET TN R, CA RV S ZUE K CA FL
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After the termination of lifetime, GDCA need archive one or more backup of CA private key and
securely destroy other CA private key backup. The archived private key of CA shall be destroyed by
multiple Trusted Persons during its archiving period. The CA private key is stored in the hardware
encryption card, the destruction of CA private key must use the method that the CA private key is
deleted from the encryption card completely or is destroyed with encryption card initialization.

6.2.11. FALBLEAPEAE Cryptographic Module Capabilities

GDCA i i [ 25 2 i 25 A3 A RV ) RO B R = i, 12 JUARUR 1 5 bt . L
. PGSR PEIE &SRR, S CNS 15135, 1SO 19790 B¢ FIPS 140-2 4%
2% 3 MISHIE, GDCA FIHAE™ ShPERE. TAERCR. HER) 7 R% &7 1 (44 1F,
PR BT EL AL

GDCA uses the products approved and permitted by state cryptography department, accepts
various standards, specifications, assessment, evaluation certification and other requirements
published by state cryptography department, and follows the related specifications of CNS 15135,
ISO19790 or FIPS 140-2 level 3. GDCA selects the module according to product performance,
efficiency, suppliers’ qualifications and other aspects.

6.3. BHXNEFHK H b F W Other Aspects of Key Pair

Management
6.3.1. A%HHR Public Key Archival

WLZARS CA R ZEAT RS, VA RS rT A7 A dfe e v

GDCA must archive CA and end subscriber certificate, and archived certificate can be stored in
database.

6.3.2. IEHEEIEHAMEELHXHE BB Certificate Operational Periods and Key

Pair Usage Periods

WEPA AR Y B IC S E EV CPS w1, JEHER CA/MX#s18ts (CA/Browser
Forum) i#id www.cabforum.org & Af IFEFE 9.4 #7 FIESRAH—2L.

Certificate validation period shall be stated definitely in GDCA EV CPS and be accordance with
guidelines Section 9.4 released by CA/Browser Forum at www.cabforum.org.
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NAMALH A RTWBR SAE P A AWM, EIFA S R — B

TR HBIES, KA R RIS A BN A T T8y 84, AL
FHSIRR AN E H A ROR . (B0, O 1 ORAEFEIE-P5 A RO A 25424 (1045 8 7T LLSSE,
B SHIBR AT DAAEIE S (78 ROYIRR EAS

XTI B IESS, HAHRREIEBARCAN A AT T EE R, A8
FHSIRR AN E +5 (A ROUIR o (B, O 1 ORAEAEIE-F5 A 00 A N (1945 2 7T LLg T
AAEH s FTYIRR AT BAERE S 1A RO R DASE .

The usage period of public key and private key is related to the validity period of certificate, but they
are not completely consistent.

For the signing certificate, its private key can only be used for signing within the certificate validity
period and not be used surpass the validity period of certificate. However, in order to ensure
signature information can be verified within the certificate validity period, the public key can be used
surpass the validity period of certificate.

For the encryption certificate, its public key can only be used for encryption within the validity period
of certificate and not be used surpass the validity period of certificate. However, in order to ensure
information encrypted can be used to unlock the information within the validity period of certificate,
the private key can be used surpass the validity period of certificate.

FANFERM R TR PIEIEE CAUES, IEBEIME, ERIEZ 2L,
FOVFAs YR S PR A E AT B . (E RS P AN RE T PRI E A

In addition, after the expiration of certificate, under the circumstances of ensuring security, original
key pair can be used to update the certificate. But the key pair can’t be used indefinitely.

SHFANRIESS, BT o V8 U - 5 1) S KA P BR 2

1. XFT RSA4096 fir CA b4, HEFEHXS IR SL Vi AR IR 30 4F

X T RSA2048 fi7 CA IEFS, BN AC S VA FHAF R 2 27 4F

Xf T ECC384 it CA UEFS, FHH B i o Vi AR R A2 30 4%

XF T ECC256 fi. CAiE+:, HEHX K R v HER 2 27 4

X1 T RSA2048 i EV AAISRE A UESS,  FLEF AR (R K Fo VA8 AR IR 2 39 A4~ 1
Xt T RSA2048 i EV SSL AR 55 #%1E 5, FL# Hx i fe i se v 1 AR IR 825 R
XfF ECC256 fir EV SSL k55 s ilE+s,  HE HIX i Se VA AR R 2 825 K

N o g M~ D

For different certificates, the maximum usage period of the key pair can be obtained via certificate
renewal are as following:

1. For RSA 4096-bit CA certificate, the maximum usage period of the key pair is 30 years.
2. For RSA 2048-bit CA certificate, the maximum usage period of the key pair is 27 years.

3. For ECC 384-bit CA certificate, the maximum usage period of the key pair is 30 years.
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4. For ECC 256-bit CA certificate, the maximum usage period of the key pair is 27 years.

5. For RSA 2048-bit EV Code Signing certificate, the maximum usage period of the key pair is 39
months.

6. For RSA 2048-bit EV SSL server certificate, the maximum usage period of the key pair is 825
days.

7. For ECC 256-bit EV SSL server certificate, the maximum usage period of the key pair is 825
days.

6.4. BIEEIE Activation Data

6.4.1. BUEEIEKIFEAMZEE Activation Data Generation and Installation

CA RPRIBIE A, UL ST 8 PR0E Bl o B s P BINE R EDOR, ™
BT ARG 7 RAME R .

Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.

6.4.2. BIEHIEKIFEI Activation Data Protection

Xt CA RV RS Bt , 0B A 7 FKs 731 e (e Bt th AR AT A5 A
&, MHZEENRBARF GBI B ER, 25 i A B o 1 £ 5E

\an
S

¢
H

o

Activation data of CA private key must be separated in reliable way and kept by different trusted
personnel. Administrator must meet their requirements of responsibility division. The responsibilities
of key sharing holders should be confirmed by signing related agreements.

6.4.3. EiEEIERHALF T Other Aspects of Activation Data

AMENE o

No provisions.
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6.5. HEAMLZEFEH] Computer Security Controls

6.5.1. BRI ENZEFHARER Specific Computer Security Technical

Requirements

GDCA ZLMME B % AaEH, WBEZFEEEHRRAMM GEBIMERG N K H
MR AFARBIEY . TAVFUE B AR (BT MIERS & B 02D, 21 15027001
15 B2 AR ERNTE DL R AR A OC (M5 B 22 brite, € AT . 5835 1 22 4 B SR g A
HIEE, fEiEE LS, AR, FENZEHEARFIEHE A S iRnm
Bk YT AR PEYT AR N SRS e AUE L 2% ] R A
Information security management of GDCA certification system meets "Specifications Related
Security Technology Certificate Authentication System" published by OSCCA, "Measures for the
Administration of Electronic Certification Services" published by Ministry of Industry and Information
Technology, standards of information security in ISO 27001 and security standards of other relevant
information. GDCA draws up comprehensive and perfect security management strategies and
standards, which have been implemented, reviewed and recorded within operation. The main
security technologies and control measures include: Identification and authentication, logic access

control, physical access control, management of personnel's responsibilities decentralization,
network access control, etc.

R ) 2 e T B TR CA B AEHE X RSB R Z 2T ERI RS, A
BRIV

%L RGBS HAM RGN E B, 7RG E HA R ST R . XA 25T L
BHLE B A6 5 (1 2 FH R e xR 48 1) U5 1] o A8 FH RIS K s BELLE AR AN AT N AR A2 7 2R 480
2, BREIVIE AT RERNES) . RA CA RGHESEHRADN ., AFLETIERE. U
8] Z2 G A AT AE N 53 AT BOE S 415 ) CA HiE 2

Strict security controls ensures that the system of CA software and data files is secure and reliable
without unauthorized access.

Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for
specific applications. The usage of firewall is to prevent the intrusion from the internal and external
network production system and restrict activities of access production system. Only trusted persons
in operation and management group of CA system, when necessary to access the system can
access the CA database using password.

RGN M PMIC R EV CPS w, FEHZRM CAMYEESits (CA/Browser
Forum) j#id www.cabforum.org & A4 Fd 16.5 #4192 RAH—5k.
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System security shall be stated definitely in GDCA EV CPS and be accordance with guidelines
Section 16.5 released by CA/Browser Forum at www.cabforum.org.

6.5.2. THENZEIE Computer Security Rating

GDCA HJIMIEARSE, i | EZ N EHER N % etk H .

GDCA certification systems pass the security review of OSCCA.

6.6. A ERIFARFEH Life Cycle Technical Controls

6.6.1. ARG K¥%EH| System Development Controls

GDCA HIHAF BT AT A i R AT LA JE 0 -
1. =TI WRUEAIH 2,
2. AR Ae] SR
A, GDCA KA TF A ERAERIVE, 2275 15015408 HIFRAE, HHATHISC AR AN TT
KAz o
Software design and development of GDCA process follows principles:
1. Verification and review of third-party
2. The security risk analysis and reliability design

The operation specifications of software development, which refer to 1SO15408 standard,
implement relevant plan and development control.

6.6.2. ZAEFIEH| Security Management Controls

GDCA IE R G HIME B LB B, ™R IR0 B 58 28 BT A S T B
BEATERAE

GDCA NIER G R AL AT M A 38 It i A 1) 28 S el )™ 4% (A Ik 38 1 i
A AT A, ARFME ST 2 0 FAE ST AR I ] DRI AIE 3% .
GDCA iR NE F GeiEAT 5 WIATAS & I s 2 ANt

GDCA K — T R & I B ZOoRIEHI AR AL RGEBCE,  DABT LR BB

Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.

GDCA authentication system have a strict control measures, and all the systems can be used
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through rigorous testing and verifying .Any modifications and upgrades will be recorded for
reference and made for version control , functional test and record. GDCA also carries out regular
and irregular inspection and test for certification system.

GDCA uses the flexible management system to control, monitor system configuration and prevent
unauthorized modification.

AT HERI BRI, AT ZatE i d, FRIRBIREREHAR, 25
FAAE 2 AR A o IS V08 OO SR A 22 2 a0 ZBUAE SE TN T it ) 22 A LA T, BT et
AL . 22N

GDCA MIE RGN A i s TH LU, TR IH B AT AL B, 15 S 2
IWHR A R 2 4 (5 B AL

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

After all the hardware and software equipment of GDCA authentication system are upgraded,
GDCA must confirm the existence of information which affects the security in waste equipment.

6.6.3. Ay HIRZE#EH] Life Cycle Security Controls

GDCA L AR SR A et B m] RFEME RO T ), b 4 7k, i fE2E
i Ji S 22k

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.

6.7. MZEHKZ4EFEH] Network Security Controls

GDCA UL Z G K FH 2 4 B K b AN R 28 B 22 P R AT DR, I HLS M 52 3 1
i HIEOR

N T RN 24, GDCA WIE ARG ZHLAE T AR, 24 it PR
ERG, JFH R K NI e PR R E RS, BUR
AT REF FRAIROR B T R 48 10 XU

GDCA authentication system has multi-level firewalls and the protection of network resource
security control systems. It also has complete access control technology.

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and
updated to the version of above systems, as much as possible to reduce the risks from the network.
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6.8. [IFIAIER Time-Stamping

GDCA #:{:#%54 RFC 3161. 5816 LA Authenticode [ TR BRARSS, 32 TS
B i . GDCA VS RS0 £ Se it [a] 2k NTP Bl 5 1% [al 8k ik 55 525

GDCA provides time stamp service that complies with RFC 3161, RFC 5816 and Authenticode,
mainly used for code signing, and the system time of GDCA's operation system synchronizes with
this time stamp service through Network Time Protocol (NTP).

7. IEF EHBHEFIROELRIEFIRSEML Certificate, CRL,

and OCSP Profiles

7.1. iEBHIR Certificate Profile

GDCA iFE g ITU-T X.509v3 (1997): {5 EHEAR-F M ARG Hi&E-H 3t AIFHES
(1997 £ 6 A ) br#EFT REC 5280: Internet X.509 A4AREABEMEIE A1 CRL 454y (2008
F£5H).

The format of GDCA certificates conforms to national standard, i.e. ITU-T X.509 V3 (1997):
Information Technology - Open Systems Interconnection - the Directory - Authentication Framework
(June 1997) recommendation by ITU-T and RFC 5280: Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile (May 2008).

GDCA @i CSPRNG E i KT 0 HK RN 64 AL HER ZIHEFIE B 515 o

GDCA generates non-sequential certificate serial numbers greater than zero containing 64 bits of
output from a CSPRNG.

EV EP /A0S B X 509 v 45k, H R e 1 AR A PR ) R SR T A

Certificate contains at least basic X.509 vl domain, and its specified value or limited value is
described as follow:

R-EV UE-P S5 A8,

1, 1B BRAE P BR 1
hi A B X. 509 UE P AOAS A, {H N V3
a5 UE S M — AR AT

BAE REFAUEFIN P 284 550 (L CP 55 7. 1. 3 74%)

¥ DN R I 44

75



[] SR ?F!Illilliii/\i?lﬁ.ﬂﬁ'z."‘ﬁ!

Globed Dligital Cut
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FHRuEmHEY | T EEREEE (UTC) , AIbREfE[E2E, % RFC 5280 EK 2w
BRI A | 2T E BRiE e E (UTC) , FAbEEFE [F] 2, % RFC 5280 K ZwAE.
HRBUAIR % B4 CP 4 6. 3. 2 T HLE IR & .
F L DN UEF e % SR B R 44, (4%
CN. OU. O. streetAddress. postalCode. L. ST. C. serialNumber.
businessCategory. 1.3.6.1.4.1.311.60.2.1.1. 1.3.6.1 .4.1.311.60.2.1 .2,
1.3.6.1 .4.1.311.60.2.1 .3,
N F4E REC 5280 Zwfi, A CP 2 7. 1. 3 Whfs e SGE, HHKEW S
CP %5 6. 1.5 fREMIER
Table - Basic domain of Certificate structure
domain Value or value limitation
Version Format version of X.509 certificate with the value is V3

Serial number

Unique identifier of certificate

Signature ) . o N )

. Signature algorithm for issuing certificate ( see CP section 7.1.3 )
algorithm
Issuer DN Issuer’s Distinguish Name

Start period

Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
time, encoding follows the requirements of RFC 5280.

End period

Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
time, encoding follows the requirements of RFC 5280. The setting of valid
period follows the limitation of this CP Section 6.3.2 specified.

Subject DN

Certificate holder or entity DN, including:
CN,OU,O,streetAddress,postalCode,L,ST,C,serialNumber,businessCategory,
1.3.6.1.4.1.311.60.2.1.1,1.3.6.1.4.1.311.60.2.1.2,1.3.6.1.4.1.311.60.2.1.3

Public key

Using specified algorithm of CP Section 7.1.3 according to the encode of RFC

5280 , key length meets specified requirements of CP Section 6.1.5.

7.1.1.

f®45 Version Number(s)

GDCA 1T [ EV IEBAFE X509 V3 iEH#ER, AE BAEHUEIE B A S B

Mo

GDCA certificates are in line with X.509 V3 certificate format. The version information is stored in

the field of the certificate version column.
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7.1.2. EBEY BT Certificate Extensions

GDCA 2K (1 EV iIEFS, HAE 9 R BUEAE IETF RFC 5280 #rifE, J£47 & Guidelines
For The Issuance And Management Of Extended Validation Certificates )%k,

TEPS RIS R N M BRI 7E EV CPS 1, JF HEAI CA/MIYE #1815 (CA/Browser
Forum) @it www.cabforum.org K Aii 45 FF 9.3 #R4 AFIESRAH —%.

Extensions of EV certificate issued by GDCA follow IETF RFC 5280 standard, and conform to the
requirements of the Guidelines “for The Issuance and Management of Extended Validation
Certificates”.

Certificate policy extensions shall be stated definitely in GDCA EV CPS and be accordance with
guidelines Section 9.3 released by CA/Browser Forum atwww.cabforum.org.

7.1.3. EEXNZRFRRFF Algorithm Object Identifiers

GDCA Z R WREFsH, B RV KRR IR ST N sha256RSA Fll sha256ECDSA .

The cryptographic algorithm identifiers of certificates issued by GDCA include shalRSA,
sha256RSA and sha256ECDSA.

GDCA JH ¥ F R BEVER G AR IREF, 55 1SO X R AR (OID) & H (KHNTE . 1.

Algorithm object identifiers used by GDCA are in accordance with 1ISO object identifier (OID)
management standards. For example:

1. ZHaEIE:

sha-1WithRSAEncryption OBJECT IDENTIFIER := {

iso (1) member-body (2) us (840) rsadsi (113549) pkecs (1)
pkes-1 (1) 5 }

2. THERIL:

sha-1 OBJECT IDENTIFIER ::={

iso(1) identified-organization(3) oiw(14) secsig(3) algorithm(2) 26}

md5 OBJECT IDENTIFIER ::={

iso(1) member-body(2) us(840) rsadsi(113549) digestAlgorithm(2) 5}

3. ARXIAREZE:

rsaEncryption OBJECT IDENTIFIER ::= {iso(1) member-body(2) US(840) rsadsi(113549) pkcs(1)
11}

4. XSWREIE
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A CP UL [ 22 A8 B 1 1IN AT AR PR B
1. Signing Algorithm:
sha-1WithRSAEncryption OBJECT IDENTIFIER := {
iso (1) member-body (2) us (840) rsadsi (113549) pkcs (1)
pkcs-1 (1) 5 }
2. Digest Algorithm:
sha-1 OBJECT IDENTIFIER :={
iso(1) identified-organization(3) oiw(14) secsig(3) algorithm(2) 26}
md5 OBJECT IDENTIFIER ::={
iso(1) member-body(2) us(840) rsadsi(113549) digestAlgorithm(2) 5}
3. Asymmetric Algorithm

rsaEncryption OBJECT IDENTIFIER ::= {iso(1) member-body(2) US(840) rsadsi(113549) pkcs(1)
11}

4.  Symmetric Algorithm

This CP recommends the user to use the symmetric algorithm approved by OSCCA.

7.1.4. I Name Forms

GDCA 25 K IE - 2 AR T ks AR N 2545 & X501 Distinguished Name(DN) )%
IR 5w

Name of certificate issued by GDCA is formatted in accordance with X.501 DN.

7.1.5. Z#PFR#| Name Constraints

TERE -

No stipulation.

7.1.6. IEFFIEXTRIFIRAF Certificate Policy Object Identifier

GDCA I EV PN AL & IE i SRS 0 AR IRST, BARAT 2 A CP 2 1.4.1.3

UE 45 5 ms br AR 2 B Y B B i S5 /E EV CPS h, JF H B CA/WI YR 2% 18 1%
(CA/Browser Forum) @it www.cabforum.org K AT HIFEES 9.3 #4 HESRAH — .
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EV certificate issued by GDCA shall contain the certificate policy object identifier: Please refer to CP
section1.4.1.3 for details.

Certificate policy object identifier of shall be stated definitely in GDCA EV CPS and be accordance
with guidelines Section 9.3 released by CA/Browser Forum atwww.cabforum.org.

7.1.7.  SEERTRSIY B IR B Usage of Policy Constraints Extension

TEME -

No stipulation.

7.1.8. SREERR B RFHIIEERIE X Policy Qualifiers Syntax and Semantics

THLE -
No stipulation.

7.19. REFPEMET RIAIALBE X Processing Semantics for the Critical

Certificate Policies Extension

5 X509 Fi1 PKIX #HsE—F.

Itis in accordance with X509 and PKIX regulations.

7.2. EPBEEFIE CRL Profile

GDCA &% % CRL, ML 2l .
WA CP K%K CRL 54 RFC3280 #n#E. CRL ZE/DAL&an FRTIRFEA
AT .

The CRL determined in this CP is accordance with RFC5280. CRL contains at least basic domain
and content described in the following table:

1% 1B B E ) PR A

FEA V2

WK & R CRLHJSEAK, AR L o

A= 2% H CRL %5k HIH

TIREH CRL FIRZERIMB . H&ZATFE SRR 24 /N EE 3T
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2 25K CRL BT FH 1 25 44 v

AR AL B B RS IR | HY 160 SLAIAUACIE S LA 2 PHEAT A3 550 A4 1k

7

I CERTIES FH S BOIETS,  ALHE R IE T 0 Fr 515 AR H

Domain Value or value limitation

Version V2

Issuer Entity for issuing CRL, issuer distinguish.

This update Issuance date of CRL.

Next update Next issuance date of CRL.CRL is updated every 24 hours.

Signature signature algorithm used for issuing CRL.

Authority key identifier It's composed ofal60-bithashofthe value of CA's public key.

Revoked Certificates List of the revoked certificates, including serial number and
revocation date of revocation certificate.

7.2.1.  KRA Version Number(s)

GDCA HHi% Kk X.509 V2 i A i) CRL, MHIRASAEMAE CRL Ak A2 H .

GDCA currently issues CRL of X.509 V2 version. This version number is stored in format column of
CRL.

7.2.2. CRL M1 CRL % B¥ B3 CRL and CRL Entry Extensions

TERE -

No provisions.

7.3. OCSP #ii& OCSP Profile

GDCA N #4L OCSP (ZEZIEFIREE M ARS), OCSP 14 CRL A &4 7E,
JFAEE P A AR RS B

As an effective supplement of CRL, OCSP provided by GDCA is used to check the information of
certificate status for subscriber online.
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7.3.1.  RRAE Version Number(s)

RFC6960 & X ] OCSP fiiAs.

The field conforms to OCSP defined in RFC 6960.

7.3.2. OCSP F BRI OCSP Extensions

TERE o

No provisions.

8. INEML# 5 i+ F1 H Ak ¥F 45 Compliance Audit and Other

Assessments

81 TEM B BB MBE E Frequency and Circumstances of

Assessment

GDCA NAFEEXMBE ] BB, ARl SIEPAT G DUAT — I i
LA E SEBR A E RS DL 15 5 TUE AR e . R —B JRRYE d B4 RREUT SN, R
WHEREAT —BUEF T AIZE PP, IR BIsIRE D> 3%8UE N EV SSL RS54 iE+5
A EV AR ZEZAE BT VFAY, DAORETEB RS HI W St 2 ety 154,

Br 7 A ERE THAPEAL SN, GDCA JEBSIE ML K & T T Z 55y, #%8 WebTrust X
CA RN BEAT A ER B T AT DEAl -

1. R4 R NRIEAE 72405 (BT UERSTE BINE) SFHIRIZER,
BRI B AT TPl A

2. GDCA %R Z EE I TR ESR . B AHRARHENIAS CPS [ RILE SL it 12 & Ak
55, TRMENERVEAE AT TR, RRE A IPAT — IR NI PP %, X GDCA
NHESLE (RA. ZBLAE) FIVHEHF .

3. GDCA HSiEMALH i ImE 55, 4208 WebTrust Xt CA HJHHiHRLN, ARt
AT — RGN BB AT E A o

4. GDCA BFFEHAT IR VPGS TAE, RBI AR S Sh B g, Al Bk 31
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AT RV SOE AR E TR URAE H AT RON SR . BOR . RS USSR R
JREXFRURSE, R RS PPl R ST IR AERRRI AR AR A IR AR

B TR AE N S BIEGIC R AE EV CPS w1, JfF HEEM CA/NIBE AR 1815 (CA/Browser
Forum) @it www.cabforum.org KA IFEFE 17 &85 [ ERAH— 2L

GDCA shall audit physical controls, key management, operation controls and authentication once a
year in order to confirm the actual circumstance and take actions according to the audit result.
Furthermore, GDCA shall make consistency audits and operation assessments quarterly, and
GDCA shall extract at least 3% of the EV SSL certificates and EV code signing certificates
respectively for assessment to ensure the reliability, security and controllability of certification
services.

In addition to internal audits and assessments, GDCA also engages external audit firms to perform
assessments and evaluations according to the CA requirements of WebTrust on CA.

1. GDCA is assessed and inspected once a year in accordance with the "Electronic Signature
Law of the People's Republic of China", "Measures for the Administration of Electronic
Certification Services" and other requirements by administrative authorities.

2.  GDCA conducts operations and services according to the requirements of state’s authorities,
the specifications of state’s relevant standards and this CPS. GDCA shall conduct internal
assessment and audit to other entities (including RA or LRA, etc.) in GDCA at least once a
year.

3. GDCA engages external audit firms to conduct assessments and evaluations once a year to be
compliant with WebTrust for CA.

4. GDCA performs a risk assessment once a year to identify internal and external threats, and to
evaluate the possibility of occurrence and potential damages, and to assess if the current
strategies, technologies, systems and relevant measures are able to mitigate these risks.
Based on the risk assessment, GDCA develops, implements, and maintains a security plan
consisting of security procedures, measures, and products.

Audit operation shall be stated definitely in GDCA EV CPS and be accordance with guidelines
Section 17 released by CA/Browser Forum at www.cabforum.org.

8.2. VREEMB/EH I1dentity/Qualifications of Assessor

GDCA HIN#H 1, H GDCA &4 Ik fl 2 Mot LA #R T TR F THPPAd N AL
BH B THPPAS /N AT LI T A

GDCA P& M AMB I THHLA, RLZ A LT A B -

1 WBAUREVFAT. AP TP AL, T BP0 %

2. THATENEE SRR, BEMELRER, PKI HIR, drfEfI#lE

3. HERAERGIBIT IR LA TR
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4. BT T HORE

Cross department audit assessment group organized by GDCA Security Policy Committee
performs internal audit of GDCA.

External auditors which GDCA hires shall have the following qualifications:
1. Must be an authority which has been licensed and has a good reputation;

2. Understand computer information security system, communication network security
requirements, PKI technology, and related standards and operations.

3. Have the expertise and tools to check the system operation and functionality.

4. Be independent.

8.3. VFfiHEEHIEMFE ZE KR Assessor’s Relationship to

Assessed Entity

1. GDCA #it  5ANMM R G EH R WSS E B0 b SR AE 7K LAE B LA
REE S

2. HMBIPALE (15 B T ML E TS5 i DL AR L) A GDCA 2
[EEMOLIIR AR, BOAEATHNL S W3R, B BT R AR 2 AR
WPl 2 UL, A N DASE, ATE. BAIAEEXT GDCA AT P .

1. Segregation of duties is required between the GDCA auditors, and the GDCA system
administrators, business administrators, and business operators.

2. The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There are no business interactions,
financial transactions, or any other interests that could affect the objectivity of the assessment
between the above two. Assessors shall evaluate GDCA in an independent, fair and unbiased
attitude.

8.4. HLHINZ Topics Covered by Assessment

GDCA W #i s T N 5 4 -

1. A SRS 545 3 70 40 (1 St

1878 LA B2 7519 2 b =7

FETE PR CP M55 HINE AN 22 4 TR IF R IE ML 55
EMHE, CFRRBTEHE, BB,

T AFAE HA T REAF LK) 2 2 XU o

o c w DN
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55 =07 B LTI 45 BT HE WebTrust For CA BRYE Y B3R, X GDCA AT ML # it
GDCA'’s internal audit includes:
1. Whether the security strategy is fully implemented

2. Whether operation procedures and processes strictly followed

3.  Whether strictly following the CP, business specifications and security requirements when
conducting authentication services

4. Whether all kinds of logs and records are preserved and if there is any question
5. If there’s any other potential security risks

Third-party audit firms perform assessments and evaluations on GDCA to be compliant with CA
requirements of WebTrust.

85 XHEHBEANREFREKAITE) Actions Taken as a Result of

Deficiency

XIT GDCA P HRE vH&5 R i ie) @,  H o TPl /N A7 57 X G ] ) 51 A HR
BE I T TREAT D 25 SO RO SE R R T o SE BT BT VT 45 SR IR e 5, 5 BR B34 1106 200 i 7
VA N S 55 Bt TAE S il o

XF T GDCA BB NN I o v 45 2R, WHZAUE IEEE TiE KA CP J GDCA il
SE [ HABNE 25 RIS 47 9, GDCA K LARIIE, FA BT 2 A B (X 26470y, Wi
G GDCA HZR AT S5 B N S5 BRAT IG5 P E IRV E LA, GDCA F#41k
SHZAUR I HLF AR 5547 FAZ AL

8 =05 TS5 BT IR AS SE S, GDCA %R H TR RS b7 80k, JRRE2 K
B AR

Audit assessment group monitors responsible departments for improvements and complete status
of issues that were mentioned in audit reports. After improvement of audit results have completed,
various functional departments should submit summary of improvement to audit assessment group.

For authorized RA mentioned in GDCA's audit report, if they are violating the CP and other business
standards defined by GDCA, GDCA will stop the above behaviors immediately and ask them to
make changes in accordance with the requirements of GDCA.GDCA will terminate relevant
authorization of electronic certification services of RA if the above behaviors are seriously violated.

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the
audit reports. GDCA will be evaluated again after the rectification.
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8.6. ML RKIEIESE KA Communications of Results

GDCA )P4 e T 45 RN [ AL 2 B RE A0 1T LK B TH2 S BRE B LA 3R 4T 15K
IR, RATREIE AT T AR R, GDCA AU I [T 7 il K o

S =7 MRS SS Rl Se i, X T TS5 R, R iEid www.gdca.com.cn (i
BEAT AT o ARAR 55 =7 [P Ak SR8 DAl 5 R B SR A5 B, 06 203 568 B 1 )
GDCA F W& H AT 2, IHEAS GDCA AR, 3 5 A M€ BRSh: GDCA fi
B AEIX T3 TH VAL T o

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA will
notify the subscribers of any potential security risks timely.

If the assessment from a third-party auditor firm is completed, the audit results will be published at
GDCA website (www.gdca.com.cn). Third-party should communicate its purposes and methods to
GDCA in advance before notifying the evaluation entity on the assessment results or similar
information, except otherwise defined by law; GDCA reserves the legal rights in this part.

8.7. HVPE Self-Audits

TEIE o

No provisions.

9. YERFTEMIEADML 262K Other Business and Legal Matters

9.1. %% H Fees

GDCA AR S L YA AR 55 A LR AOUE T S 2 . B B AR
FEATIE T U S G LT €, GDCA ASHE B R sl B bmite, 3 KW 3

GDCA can charge the certificate subscriber of this institution for the electronic authentication
service. The specific charge standards must be executed according to the market. GDCA can’t
increase the fees of charge and enlarge the range of charge by itself.

9.1.1. iFFEFHWMEFHHA Certificate Issuance or Renewal Fees

GDCA XHIEF#H I Jr 2 ], A MifE GDCA (IR 5 www.gdca.com.cn L, fit
H P2
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U GDCA 2B Mt isth Fa A4 Al GDCA AR A —2, DLERC 0
i
The fees of GDCA adding and renewing certificates are published in the website www.gdca.com for

user to query.

If the price specified in GDCA agreement is different from the one published, the agreement price
prevails.

9.1.2. iEFAEWFHH Certificate Access Fees

STAUEHEW, HAT GDCA AYHUEM 2 BRAEFH R IR TR, 2
GDCA SZAFAAMA SR, GDCA H45 F By i WC R i L E ) 9

0 AP A W B BUR A A8 4L, GDCA ¥4 ik 7E W%t www.gdca.com.cn
ETUA.

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its
website (www.gdca.com.cn).

0.1.3. HESFIRA/S EE# A Revocation or Status Information Access Fees

TR ALRSE &, HAT GDCA ANYUUPALAT 5% FH o BRIEF 18 H ARk 75
K, % GDCA AT&isM 2, GDCA ¥R - WSz i 2 H

an SR B AR A5 B A i 2 BUR A AT A2 16, GDCA K 23 B I 78 [ i
www.gdca.com.cn b F LA .

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless
the subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with
the subscriber for appropriate charges.

If revocation and status information inquiry charging policy has any changes, GDCA will promptly
post the changes at its website (www.gdca.com.cn).

9.1.4. HABARS %% Fees for Other Services

1. WHRH I GDCA ZREZRFH) CP s HARAHRAIVE ML SO/, GDCA 75
B ER] 1 7 A 4D I 326 AR b FE T AR 9
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2. GDCA 5 H P HuE s i Ak %S5, GDCA 7517 el HAth sz
PR E B 48 B Z TN A%

3. Hfth GDCA KEai# nl et it RS %, GDCA Mo i AAh,
i

1. If subscriber requests paper version of CP or other related documents from GDCA, GDCA will
charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares
the prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.

9.1.5. IBEK3KEE Refund Policy

GDCA AT FYSCHU B FH Bk 7 315 FR i R 5 3 2l FH DR Dl s 38 el ] DR SR o,
GDCA BJARIE ] FATAT 2 F o

FESE AT PR A2 AP IO A2, GDCA 35 ™K IR ERL T AN SEms .t o
GDCA & | A CP FriilE I ST a L &8 K 55, T/ Al AR GDCA L5 If
IB#K. 7£ GDCA 4 il P HIETJE, GDCA ¥ L EPHELT oA FE 1ZAIE 1 T S AT 9%
BRI F .

R H NG RANRES kIR <o) =3 =)
SERGR G, VTP IRk SEE A ZIE TS, GDCA KB st Hvk & ot/

GDCA does not refund any fees to subscribers except fees charged for certificate application and
renewal because of specific reasons.

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CP or
other material obligations, subscribers can request GDCA to revoke certificates and refund. After
GDCA revokes subscriber’s certificates, GDCA will immediately refund the full amount that
subscribers have paid for the certificate application.

This refund policy does not limit users from obtaining other compensation.

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate
his/her legal liabilities.
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9.2. M 3AE Financial Responsibility
9.2.1. fREETERE Insurance Coverage

DRESVE B 32 24X CP 27 9.9 19 rh T HLE M £

Insurance Coverage mainly focuses on compensation specified in CP Section 9.9.

9.2.2. HABAF= other Assets

TERE -

No stipulation.

9.2.3. NERALAEKLAREELAIEE Insurance or Warranty Coverage for

End-Entities

EASIT 7 — Hi%52 GDCA WL, s @i il e OnHiE BRSS9 52, AR Al
BEWREZIT T A% T4 CP KT ORES AT HH OR B 2 FH 200 o

The acceptance of the certificate or its services specified by the agreement by the subscriber
means that subscriber has accepted the specification and constraint of insurance and warranty
coverage in this CP.

9.3. W%E BIRE Confidentiality of Business Information
9.3.1. fRE{3 BJEE Scope of Confidential Information

E GDCA FAE ML FAEMR S, BLUR{E BN IR (S B

1. GDCA I " I H 4544 S Stk o % 5 s

2. HHitidsAHE: AHBE, REEHE, ARMHENEE, XEE S8 GDCA
MAREEE, RAZEE AN EH AT UEE. REERIER, AA7E
O F YR AT

3. HAihHi GDCA Hil RA fRAZHI/N AR FE BN RS, BRIFEESR, AafA

=

o

In the electronic certification service provided by GDCA, the following information is treated as
confidential information:
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1. GDCA subscriber’s digital signature and decryption key

2. Audit records including local logs, server logs, archive logs information, which is treated by
GDCA as confidential information. These records can only be accessed by security auditors
and business administrators. Unless for law requirements, this information cannot be released
outside of the company

3. Other individual and company information preserved by GDCA and RA and should be treated
as confidential. Unless for law requirements, this information cannot be released to the public

9.3.2. ABTHRZERER Information Not Within the Scope of Confidential

Information

H GDCA RATIUEFS EFH A HH;
T P S R

S eE GRS

IEFSHEmE (CP). HFIAENLSS BN (CPS).

> w0 poE

1. Certificate issued by GDCA and its public key.
2. Information of subscriber in the certificate.
3. CRL

4. CPandCPS

9.33. RIPEES E T Responsibility to Protect Confidential Information

GDCA. JEMLI. 1T UL SRS RIS 5775, #E LS RA CP 1)
FE, AR FR RS (S BT, A0 E AR T B B AL R Hedk AT
Ry

GDCA, RA, subscribers, relevant entities and parties involved in certification business, have the
obligations to assume appropriate responsibility of keeping confidential information in accordance
with this CP, and must protect it through effective technical means and management process.

AR B PA & TR, Bk GDCA A TR Bk EE At i i A i O %45 5
IKf, GDCA Ripi e FLEOR; [FIRF, GDCA Hf ZERZ RS S AT & XX Al g 2EAT
FEEAL PLRIRHE B AT B I (R A SRR B DR A5 B AT i AT
i HoAth 5 A A2 (5%, GDCA AN A FEAEATT 5 BEAH 5 (K B R A T DR 45 J2 T 3 i Y
Wik PRSP 5 RURSE 5 I R B AT RS B SR A A2 514 E

As confidential-information holder requires GDCA to publish or reveal all his/her/its own confidential
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information due to some causes, GDCA shall satisfy his/her/its requirements; Also, GDCA shall
require the holder’'s documentary application and authorization to express his/her/its own will of
publishing or revealing.
If any other obligation of compensation is involved in the act of revealing confidential information of
the user by GDCA, GDCA will not assume any responsibility for damage concerning it or caused b
y the act of publishing the user's confidential information. The confidential-information holder shall
assume compensatory responsibilities related with it or caused by the opening of confidential
information.

2 GDCA FEARATIRAE. R VAL LA RHA AR TEE SR P I ER T,
WA CP HE MR (5 BT, GDCA RAZMEE . LA JIERE IR K,
[ PGEER T T ARSI IR T (5 2, GDCA TLAVKIAE [ Ti/E . XA FRAEABM NS T
TR R ZSRAN S5

When facing any requirements of laws and regulations or any demands for undergoing legal
process of court and other agencies, GDCA must provide confidential information in this CP, and
could publish the relevant confidential information to law-enforcing department according to
requirements of laws, regulations, legal doctrines or court judgments. Under this circumstance,
GDCA shall not assume any responsibility. The reveal shall not be regarded as a breach of
confidential requirement and obligations.

9.4. MABEFREE Privacy of Personal Information

9.4.1. BRFARETIRI Privacy Plan

GDCA Rl 5 Fa A R E THRIGS LT AN N5 B R

GDCA should establish the Non-disclosure plan to protect the privacy information of subscriber.

9.4.2. fEANRERAERMEE Information Treated as Private

TERRAFAAL B 1915 B 45
L T I ROEAE SRS B il 5 i . BT AR
2. AT/ IR AR S
3. AT/t
4. AT PHIEATIKS .
Information treated as private includes:
1. Subscriber's valid documents number such as ID number, organization code

2. Subscriber's telephone number
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3. Subscriber’s mailing address and living address

4. Subscriber's bank account number

9.4.3. AN NEFKMEE Information Not Deemed Private

WA RIERNERERGEE, USAZIEBIPRESSE, ZATLATTR, A vk
E R

All information in a subscriber certificate and the status information of the certificate, etc. is deemed
not private, and shall not be regarded as privacy information.

9.4.4. R EaFLKITT/E Responsibility to Protect Private Information

GDCA. JEMHA 28R E 5/ A CP 25 9.4.2 Fh HIE 1T P ERALME B 34
555

GDCA has the responsibility and obligation for proper custody and protection of the certificate
applicant personal privacy described in section 9.4.2.

945 fFHBAEEKNSM5FAZE Notice and Consent to Use Private

Information

GDCA £ HANUENE 55 Vi BBl A A TR AS AR (5 B, R SRl &
BRI P M H o AR IX (5 2, iR RS K BIEAL, GDCA #fBUA AT
FURXSS, MEREENT P IFEE.

Any subscriber information GDCA obtaining within the scope of certification business can only be
used for identifying, managing and serving subscribers. When using the information, no matter the
privacy is involved or not, GDCA has no obligations to notify subscribers, and no need to obtain
subscriber’s consent.

GDCA TEALAyE A B E VB AR AR T S AVER P ISR T, 8385 B
Bl IS LR M4 e X R4 g2 S AE B, Wik &5 PR L5, HEEA
THARRIT PR

Under any requirements of laws and regulations, and demands for undergoing the legal process of
other agencies, or under the circumstance where private information holder submits the written
authorization to certain object for publishing the information, GDCA has no obligations to notify
subscriber, and to obtain the consent from the subscriber.

GDCA. VEMHL ST ER T P RRAAME BT X007 21 @& VAN H #, ST
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WZBE FAVT 7 IERATAT 7 [F) S ARAL, i EL I A [R] A5 A mT A 0 05 3K (A 5
(EE DR

If GDCA and registration authority shall apply user’s private information to other purposes beyond
the functions agreed between two sides, CA and RA shall notify subscriber to obtain his/her/its
agreement and authorization, and the agreement and authorization shall be in the form which can
be archived (such as fax and business letters etc.).

946, WEREERITBEREEBEPE Disclosure Pursuant to Judicial or

Administrative Process

HI TR AT  EEEBUAT BT I 7 22, GDCA RHIT 7 MR E Bttt f ok
PWIELI ATEIATHLGR e vFiN . 4.

1 BUREEHEIIRUE IF AR OGHT 1ld SARE e B2 H

2. VEBE VAL AR TR B AIAE PR A2 A 21 Gy B R R S L AR IR

3. HAGEFNEERAUN AR LA HE

Due to the need of legal execution as well as administrative execution permitted by legal
authorization, GDCA shall provide subscriber’s private information to relevant law enforcement
agency and administrative enforcement authorities. The above behaviors are permitted. It includes:

1. Submit the application following the legal process required by relevant agencies pursuant to
the provisions of laws and regulations.

2. The formal application by court and other agencies when dealing with the dispute of using
certificate

3. The formal application by arbitration agency with legal jurisdiction.
9.4.7. HAhfz B FEER Other Information Disclosure Circumstances
WNRAT TR GDCA 2R 8 7% ) SCHR IR S5 i B BLHR 27 I, GDCA I 75 244t

VT B 2 A T AN S5 A B PR AR B8 = Al Ay A = .

If certificate subscriber requires GDCA to provide some particular customer support services such
as mailing materials, GDCA needs to send the subscriber's name, mailing address and other
related information to a third-party such as mailing company.

9.5. HIRFZAL Intellectual Property Rights
1. GDCA ZA IR SHIE L& GDCA FEAL I T F A 1 A3 AR~ B
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2. GDCA MHUTAEHRGEHM A AR BB Fla 5 FAL

3. GDCA Mk EAARI—V)E B35 GDCA 7=, K% GDCA Pififtis, fltA
ABEFER T AT

4. GDCA RATHIIEAI CRL #2452 GDCA S FC I 75

5. XfANEEE IR MGy GDCA W7~

6. FIkFo~HIt"h GDCA S I SERIEi A4 (LLR AR DND LR iZ3gh Ak
YU SAARIAE S, Y19 GDCA ™.

1. GDCA reserves and remains full intellectual property rights for all the certificates and software
offered by GDCA.

2.  GDCA holds ownership, the right of name, the right to share the benefits for certificate system
software

3. Allthe information published at GDCA website is GDCA property. Without written permission of
GDCA, others cannot repost them for commercial activities.

4. Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.
5. External operation management strategy and specification are GDCA property.

6. The distinguished name (hereinafter referred to as DN) used to express the GDCA domain
entity in the directory and the certificate issued to the terminal in the domain entity are the
properties of GDCA.

9.6. BRR5#H{R Representations and Warranties
9.6.1. CA WIBri2 5##H{Rx CA Representations and Warranties

GDCA XJEH 1T P 25Ut i R 4E LR -

1. BRE P IERFF & A CP B FTA L 2K s

2. (R HAVIE B2 A AEONARY", GDCA BT FAIHAT I & A WU 475 & [ 5 A
KRB IIHE

3. AR CPIMHLE, JT U e

4. B FEBLT BT RN, BEEASBT R 1T RE S A R A ] S
HAF

5. WIEHIEEXFITEUE B EBFB L EEA LY R (B (AT S, RE
T AR A A R AN 2 (B0 o sl A AT 8 P % AL

6. IOUEFIEFE AL T UE ISR A RS BARERIRAG TR, DRER g thid
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7. RAEUE R AT AA A ERE B RSP CorganizationalUnitName 15 2. F&41M);

8. RHUIGUEHS bt LAY /MIEH /8 “organizationalUnitName” HF BT & 15 BAF(E
R AT REE

9. AR¥E CPS 3.2 [ EER IS IE HTH A B 4

10. #7 GDCA 5iT ' JEKHK, T GDCA 51T/ aidAT R H nl $UAT AT /7 sl 3
77, T P RTE CARN 25835 K AT 1Y) Baseline Requirements 58 253K #7
GDCA 51T J7 IR —s Ak uliA oCHe, ) H i AR Sl a] 15 F 2%

11. EExATA AR BIRIER R YIRS E R CHRECHE) 8 L4 4 R IE
(24X7) ATTHIE B PE.

GDCA must make the following warranties to subscriber:

1.

10.

11.

Certificates issued to subscribers by GDCA must be in line with all substantive requirements of
this CP.

Ensures that its private key shall be stored and protected securely, and GDCA shall establish
and implement security mechanism pursuant to the terms of national relevant policies.

Revokes certificate timely in accordance with this CP.

Informs subscribers any known events, which will fundamentally affect the validity and
reliability of the certificate.

Verifies that the applicant either had the right to use, or had control of, the Domain Name(s)
listed in the certificate’s subject field and subjectAltName extension (or, only in the case of
Domain Names, was delegated such right or control by someone who had such right to use or
control);

Verifies that the applicant authorized the issuance of the certificate and that the applicant
representative is authorized to request the certificate on behalf of the applicant;

Verifies the accuracy of all of the information contained in the certificate(with the exception of
the organizationalUnitName information);

Implements a procedure for reducing the likelihood that the information contained in the
certificate’s subject: organizationalUnitName attribute would be misleading;

Verifies the identity of the applicant according to section 3.2 of this CPS;

Subscriber agreement: That, if GDCA and subscribers are not affiliated, the subscriber and
GDCA are parties to a legally valid and enforceable subscriber agreement that satisfies the
Baseline Requirements and other requirements published by the CA/Browser Forum, or, if
GDCA and subscribers are the same entity or are affiliated, the applicant representative
acknowledged the terms of use;

Maintains a 24 x 7 publicly-accessible repository with current information regarding the status
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(valid or revoked) of all unexpired certificates.

GDCA XM 77 W Zi it S FH AR«

1. BRARZIGUEMITFEBAN, UEF R AT (5 SR 2 HE i

2. GDCA 5E4-iB A CP [ CPS HIMLE 25 K AE1;

3. 1t GDCA {5 B EHRANNET CA&% KRS T/, JEHIT Ca A CP
I E R T IR+

GDCA must make the following warranties to relying party:

1.

GDCA guarantees that the subscriber information in the certificate is accurate except the
unauthenticated subscriber information.

GDCA is in full compliance with the provisions of the CP and relevant CPS to issue certificate.

Certificates published in GDCA repositories should have be issued to subscribers and
accepted by subscribers in accordance with the provisions of the CP.

ROOT CA Al CA FILRIEAISTAT N 4 B RfIC % AE EV CPS 1, FFH. 7 A A1 CA/XI

A8 1E (CA/Browser Forum) i i www.cabforum.org KA ITERS 18 Al 7.1 #B4) )%
SRAH—E.

The guarantee and liability of ROOT CA and CA shall be stated definitely in GDCA EV CPS and be
in accordance with guidelines Section 18 and 7.1 released by CA/Browser Forum at
www.cabforum.org.

9.6.2. RA KRR 5#HIR RA Representations and Warranties

1 RIS MR e T S A CP I A SE R PEEEK s

2. {£ GDCA “ERGUEARIS , A2 RUONTE ML (1 2 0% 1 3 E0IE 45 A 45 8 S e A5
HHEKEEA

3. EMHUKIRHZA CP HIHLE, St ] GDCA $RACUEF HiE . . SHraE s
HIiE o

The registration process provided for subscribers is compliant with all the substantive
requirements of GDCA’'s CP.

When generating certificates, GDCA does not allow the inconsistencies between certificate
information and certificate applicant information due to mistakes of registration authority.

Registration authority will submit the applications of revocation, update and other services to
GDCA in time according to the provisions of CP.
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9.6.3. TP HIBRAR 54 Subscriber Representations and Warranties

W — B35 GDCA 2K HIESS, WAL A GDCA. JEMMLI K AR F Hi LA
SR

1 FEEBRAE BN T8 %4

2. ATEHIEUETS I VM LG SR AL BAGR SE . seREAEm I, SRS K
TR Dl 5545 B AR BT

3. WA, AT P AREA P A IEW TUE. 1T THERUREEA
I AT AN SRR 53880, 81 GDCA B BUIE 5 AR 55 WA s

4. ST PR E A PEXT B AA BT EAT OB — kA 4, #ORIT T E CAE
%, JFHAERATZAN, IEBERAXIET GERRAEH. fE), IEBM
BHONAT PR B Vs ) FVEH

5. BRAELAT FARUENURA R T WM B RLE , T P IRIEA N R UENLR (B8
LD P NS5

6. —AARRZIUETS, WIRIRIT P FIBNIEZA CP I pTA S M2 F, I rnaEAn
S IVAIRAD AN N

7. —HARSPAETS, WHUN AT ST ARAOREER RV, AR AT
BIRIRSE, KHCE BT 5 ok (B RV g g . MhEE . B Lok &%
B ;

8. AMMFIELAEMTKE GDCA AR A A, B, JHEE, BfBEART
SREWEG R A8 SRR 45 5 55 1 38 I A 9k 55

9. UEPFEAR CP I RUEMVEE N GIEMH, FARIEF T2 RPN Al &
EHAE T H

10. SRHCZ 4. GBS R IR BAAH I ok . it EE AN B o S A

11. XFF EV SSLAEAS, 1T SUEAN LS5 PRIE R AEIEFS b 81 H #3280 44 36 ML)

Hi 55 5 T AR A o
12. X+ BV AR RIS, 1T AR H A AT SRS SRR S
Bt

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the
following commitments to GDCA, registration authority and related parties who trust the certificate:

1. The subscriber uses digital signatures if the certificate is valid.

2. All information that subscriber provides to registration authority during certificate application
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process must be true, complete and accurate. The subscriber is willing to take legal
responsibility for any false or forged information.

3. If there is an agent, then both the subscriber and agent take jointly responsibility. The
subscriber is responsible for notifying GDCA and its authorized certification services agencies
any false statements and omissions made by the agent.

4. Each signature is generated using the private key corresponding to certificate by subscribers
themselves. The certificates shall be valid at the moment of signing, i.e. certificate is not
revoked or expired.

5. Subscribers ensure that they don't engage in business performed by the issuing agency (or
similar institutions) unless they sign written agreements with the issuing agency on such
matters.

6. Once the certificate is accepted, subscribers are considered as knowing and accepting all the
terms and conditions in the CP as well as corresponding subscriber agreements.

7. Once the certificate is accepted, the subscriber should assume the following responsibilities:
always maintain control of their private keys; use trustworthy systems; and take reasonable
precautions to prevent the loss, disclosure, alteration, or unauthorized usage of the private
keys.

8. Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

9. The subscriber only uses certificate for the authorized or other lawful purpose within the range
specified by this CP.

10. The subscriber use secure and reasonable measures to prevent the private key from loss,
disclosure, alteration and other events.

11. Forthe EV SSL certificates, the subscribers undertake an obligation and warranty to install the
certificates only on servers that are accessible at the subjectAltName(s) listed in the
certificates.

12. The subscriber must not use the EV code signing certificates for signing suspicious codes and
other illegal or malicious software.

9.6.4. T IR 5% Relying Party Representations and Warranties

1. SFA CP R UE

FEARASAIEAS T, B AE S £E R (v B AYIRR A A 5

FEARBUE AT, XHIE AE R AT WAL

FEMHGIE5 AT, G I A ) CRL B OCSP #1542 75 B il -

— B i TR AR R A P AR SRR, MR e R e 45

a > w N
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GDCA i R R BEAT A, I HARHE R G 3 i B £ sl N 45 2%
6. AFELIE(TRE GDCA AL A, g, ¥, THRAE, GHREART
SRS RV A CSCRTIE A5 AR 55 (A A R s 55
1. Abide by all provisions of this CP.
2. Ensure that the certificate is used in prescribed scope and duration.
3. Verify certificate’s trust chain before trust the certificate.

4. Before trust a certificate, verify whether the certificate is revoked or not through querying CRL
or OCSP.

5. The relying party is willing to compensate GDCA for the losses and accept liabilities for any
loss of self or others, due to negligence or other reasons violating the terms of a reasonable
inspection.

6. Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

9.6.5. Hi=E5HEKKRIRSHIR Representations and Warranties of Other

Participants

BT CP AT ME

Abide by all provisions of this CP.

9.7. R4 Disclaimers of Warranties

K CP9.6.1 H IR A LSS, GDCA AN HH HABAT A T I ARAE A 5%

L AEIERIT S Wi HAhs 535 MFRE R 2

2. AKX HLFE TGS AR (A T R A R

3. AKHUEFTERE e H I LA N AT AT 57 4T

4. XTETAWHS, WS B AR5 H S R RS Hh T R L B P R
R TTAE

5. i) A CP9.6.3 Zukifli, EUMITERA CPI.6.4 Zkikit, 13LAGkR
GDCA 2 51T

Except for the commitments declared in CP Section 9.6.1, GDCA does not assume any other forms
of guarantee and obligation:

1. Do not guarantee the statements of certificate subscribers, relying party and other.
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2. Do not guarantee any software used in electronic certification activities.
3. Do not assume any liability when certificate is used beyond the prescribed purposes.

4. Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc.

5.  When subscriber violates the commitments defined in CP Section 9.6.3, or relying party
violates the commitments defined in CP Section 9.6.4, GDCA can exempt from liability.

9.8. APBRIF4E Limitations of Liability

IEASIT S MM A GDCA SR AL HL T IAIE AR 55 I ZF R FE BE 32 ik, GDCA
WA CP9.9.1 #IE A PR 54T

The certificate subscriber and the relying party specialized in civil activities suffered losses due to
electronic certification service provided by GDCA, GDCA only assume limited liability amount
stipulated in CP section 9.9.1.

9.9. A% Indemnities

9.9.1. NENMREE£TRAE Indemnification by GDCA

41 GDCA % | 4 CP %5 9.6.1 JiHh iRA, 1T/, #7455 sS4 Al B GDCA 7K
I THUE QEE L E RTIRIN), AL TIEE:

1. GDCA HIEBHRMBRAEI F USMNIE =7, FEOT P SR 8285k
iip

2. RV PIRAAE B BTRHERG . R SEHITEOL T, GDCA 2R HIE I 1 R 15
B, SBAT BT 2R

3. 1E GDCA WY #2585 B B BORMEE REAR AR AR 0, (AT SR 10T 7 28K IE
B, SEUKI T E 2B

4. T GDCA 5 R385 CA R :

5. GDCA KRE K IHHEIET, SR 8241

If GDCA violates statements in CP Section 9.6.1, certificate subscribers, relying parties and other
entities can request GDCA assume compensation liabilities (except for statutory and contractual
exemptions). If the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.
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2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates
with error information and the error leads to losses of the subscriber or relying party.

3. After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

4. If the private key of CA is disclosed due to GDCA'’s fault.

5. GDCAfails to revoke certificates in time, which leads to relying party suffering losses.

9.9.2. ITHRELLFLE Indemnification by Subscribers

FEU RIS, T 5 SR MG R GDCA. KT, B 247K A I AL 5T -

L TP HEENHERE, FEGE. R SRR LR, 58 GDCA X
HBARIEF MRS MR B 58 = 7 B 2

2. TP ECE N RIE RV . Bk, BRIRMVH AR . BRI
H A1 GDCA N HAZAHIUE B IRSTHUA, BARAS A A At N i i GDCA K&
HBREB RS =07 5245 H

3. WFHUEANERMAT N, HERA CP KA CERAERIE, s kiF T T4 CP
FHE 1l 550

4. GEAT P EGE HOE A B H A UE S 1 SRR RS 1 SR )5 3 GDCA KXk

TR E BT LURA AR, anSZiE B DT IR 5, B TR 5

I reA 2y 231, W GDCA F&HEA CP HIMIERHT T4 S lE, WA ZIED

VI 2B AE BT AT 451 T I % T AT

EFS RS SR AR AR S AR A LA IR 5 9 ST 3 N GDCA AR Ty

B SRV R I B R i, RO R RS E . BT MHER S

FEAFFIALE R BAFAE SIS, A LA FIE A5 I SIS 8 41 GDCA Ty

VEFS SR TE A3 FIE 55

TP IE RS BRAL T 58 =7 AR AL

10. 7ERLE (L Y B AMSE FIE TS, A0 AR SRS Bl

L N o O

If the following situations cause GDCA or relying party suffering losses, subscribers shall be
assumed the liability to compensate:

1. GDCA and its authorized service agencies or third-party suffer losses due to unreal information,
such as deliberate, negligent or malicious provision of unreal information by applicants when
applying for certificates.

2. GDCA and its authorized service agencies or third-party suffer losses due to disclosure and
loss of private keys deliberately and by mistake; due to not informing GDCA and its authorized
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10.

service agencies or third-party of the leakage and loss of private keys with knowing the facts;
and due to handing keys to others inappropriately.

Subscribers violate the CP and related operation practices when using certificates as well as
using the certificates activities outside of the CP.

If the certificate is used for illegal transactions or causes disputes during the period from
revocation requests submitted by the subscribers or other entities authorized by GDCA to this
information of certificate revocation published by GDCA, if GDCA operates in accordance with
the requirements of the CP, subscribers must assume any responsibility of losses according to
this CP.

Subscribers do not stop to use the certificate which its information have changed and don't
notify it to GDCA or relying parties in time.

The private key is lost, compromised, stolen, exposed, and etc. due to not taking effective
protection measures.

Subscribers do not stop to use the certificate which its private key is lost or in danger and
notify it to GDCA or relying parties in time.

The certificate has expired but is still in use.

The subscriber’s certificate information infringes upon the intellectual property rights of a
third-party.

Using certificates outside the provisions of specific application scope, such as the use of
certificates for illegal and criminal activities

9.9.3. R KIMEETTAE Indemnification by Relying Parties

FEAIT IS, AR B 5 R R GDCAL T Pk, B 24 R H I 4 554«

1. WA JEIT GDCA SHIBTT I SCRIAR CP R RILE (1 3L 55

2. REGKIA CP HIVudHT G ¥ %, 23 GDCA K HAAUUEF AR S 1A B
5= TS AR

3. TEARGHMETE FRBUES, Wiy B ATE-BAA R EIRRAE F 1S
TEEGIES C 4 806 7T Rl N ST IR TE, (AT SR HIE 15 5

4. AT A X UE S AT R AT B0 E 5

5. fk#iy %A BT A CRL 5 OCSP il iiE 15 /2 5 i il -

If the following circumstances lead to the losses of GDCA or subscriber, relying party shall be

assumed responsibility to compensate:

1.

2.

Obligations defined in the CP and agreements between GDCA and relying parties are not
fulfilled.

GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate
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reviews against this CP.

3. Trust certificates in unreasonable circumstances. For example, relying party still trusts the
certificate with knowing that the certificate usage is beyond its scope or period or the certificate
has or may have been stolen.

4. Relying party does not verify trust chains of the certificates.

5. Relying party does not check whether a certificate is revoked through querying CRL or OCSP.

9.10. B M52 IE Term and Termination

9.10.1. BHXI Term

A CP R H I FI IEERL B CP R R A CP £ R —ilA CP
A3z HElfE GDCA 2 1k fE T INIE IR S5 I 2R 28

This CP will enter into force at 12 o’clock midnight of the effective date, and the last version CP will
become invalid. This CP will become invalid when the next version CP enters into force or the
electronic certification services of GDCA are terminated.

9.10.2. #& 1k Termination

GDCA Z1EHFIAMIEARSSES, A& CP &1k,

When GDCA terminates electronic certification services, this CP is terminated.

9.10.3. & IFIRER 55 Effect of Termination and Survival

A% CP 281k, EWREVENEL 55 A28 1k, (HIAUENL 35 2 LA FREE AL
U BTAERI 28 1k o DUEBURIE M 55 2% 1k 5 R IS B A F6 it RE DA IE AR 55 % 31 oAl DIE
BURE,  PRAETT P A 2 o

The termination of this CP means that the termination of certification authority business, but the
termination of certification business does not mean the termination of certification authority
responsibility. After the termination of business, certification authority shall take reasonable
measures to transfer certification service to other certification authority so as to ensure the interests
of the subscriber.
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90.11. WS EHKAHESE &E B E Individual Notices and

Communications with Participants

YAENUAFE L EE AL T, BB T eSS RIUT ORAE - T HUE 4 i i
LT P HtbE S T 7 B ATy, B IE U A, iraE s R (S RREE, A
HEIT T AT

The circumstances that CA actively revokes the subscriber’s certificate, finds out subscriber using
certificate out of specified usage, or behaviors of subscriber violating subscriber agreement have
occurred, CA can use appropriate way, such as telephone, E-mail, letter, Fax, etc., to notify
subscriber and relying party if necessary.

9.12. 1] Amendments
9.12.1. &iT#EFF Procedure for Amendment

2t GDCA %42 Mg & 221, GDCA 1T BUE BB AE /0 & — A CP, i fR
FRF G ZOE AR BT T B R S W AT SSL ZEEBERANYE, FF &ML
55T R 1 S bR T 2
A CP METS, Hi GDCA 1TEUE B BT, K15 GDCA %4 5KmKZE il o
fILEfS, HH GDCA TEUE B 3T HZUETT, BT/ 1) CP &1t GDCA %4 HRI%Z3 ;A
St e IE S A R A

Through the authorization of GDCA Security Policy Committee, GDCA Administration and
Management Department shall review this CP at least once a year, to ensure that CP meets the
requirements of national laws and regulations and administration department, to meet the latest
SSL baseline requirements and specifications, and satisfy the actual requirements of certification
business operation.

The revised version of this CP will be revised by GDCA Administration Department and approved by
GDCA Security Policy Committee. GDCA Administration Department will be responsible for the
revision and the revised CP will be officially released after being approved by GDCA Security Policy
Committee.

0.12.2. BHMLEIFIHEIFE Notification Mechanism and Period

1EIT J5 i) CP it v J5 4 52 B 7E GDCA F Mk www.gdca.com.cn | & Ao Xf T 752
T H R B SRS T OB B, GDCA W15 A BRI ] Py 50 2% 7,
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£ BRI 8] R PRAEA K5 32 BRI /N o

After approval of the revised CP, it will be posted on GDCA official website www.gdca.com.cn
immediately. For the modification notified by email, mail, media and other ways, GDCA shall notify
the relevant parties in reasonable time, which ensures that the relevant parties have minimum

influence.

9.12.3. WFUEIT K& Circumstances Under Which CP Must be Changed

IR BB F S, GDCA XA CP #4715 14:

1 EWEEARRIERNKE, 2ULEmILA CP A Rt
A RANUENV 55 (AR S bR R AT ST

WIE R G A BV R A KT s
VRN TR

WA CP HH I E ZE BRI o

o > w D

If the following situations occur, this CP must be modified:

1. The encryption technology develops significantly enough to affect the effectiveness of existing
CP.

2. The relevant standards have been updated.

3. Certification system and relevant management regulations take significant upgrade or
changes.

4. The laws and the administration departments require the CP to be modified.

5. There is some significant deficiency in the existing CP.
0.12.4. MHEAFRKEF Object Identifier Modification
A CP RAABITI, AR N HIIE P SEE R GAR AT AN AT AR, (O B fiA< iR

A o

When the CP has modified, its corresponding certificate policy object identifier will not change, and
only increase the version identification code.

9.13. & R% K Dispute Resolution Provisions

29 GDCA. 1T RIS 22 8] H B A U, A 50 T AR AR B SGE 5 P r ke, Bl
[0 27 N PIB i BURFSE Ly (27
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Any disputes between GDCA and subscribers or relying parties shall be resolved through
negotiations as agreed, and those cannot be settled by negotiations will be resolved by laws.

0.14. E¥EHESR Governing Law

GDCA i) CP Z E Z CmiAi ) (B A RGIEAE i 7284405 (R T IEARSS & B
INEDS CRTINIEAR S S B B ANE) IEEIE T

The CP of GDCA is governed by the law of “ Electronic Signatures Laws of People’s Republic of
China”, the regulation of "Measures for the Administration of Electronic Certification Services”
and "Measures for the Administration of Cipher Codes for Electronic Certification Services”
promulgated by the country.

9.15. fFE&EFIER Compliance with Applicable Law

WAENUR B ASS  iE3h SR it & (b BN RIEATE 7284405 )
(T ERSSE BIMED)  (CHTAMEARST B E B M%) UL e h e NRIEAERE
R -

All businesses, activities, contacts, agreements of GDCA must conform to "Electronic Signatures
Laws of People’s Republic of China”, “Measures for the Administration of Electronic Certification
Services”, “Measures for the Administration of Cipher Codes for Electronic Certification Services”
and other laws and regulations of People’s Republic of China.

9.16. —& %=X Miscellaneous Provisions
0.16.1. SBEHHY Entire Agreement

CP. CPS. I /M Fl, AKAFT FhsC b FAh 78 B BCRE A B PKI 2 N3 Z TR 58 B B

The entire agreement is composed of CP, CPS, Subscriber Agreement and Relying Party
Agreement as well as its supplementary agreement.

9.16.2. iky&E Assignment

MRAEA CP b R A UESAA %77 FOBURIAN LS5, &7 249 AT $ VA A AH S R
JE AT BURIA LS5 BB o I LEAT R AR IR ANGZ I B ek T 0] 53— T AT AR 52 5% 1% Bt
GES S
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According to the rights and obligations of certification entity parties detailed in this CP, all parties
can transfer the possession of rights and obligations in accordance with the relevant provisions of
the law. The occurrence of the above transfer behavior does not affect the change of any debt and
liability among the transferors.

9.16.3. 4r#IH# Severability

WIHRA CP AT AT 25 2K B L 87 FH HH 15 GDCA FT e B 5 X vk = A i ST ol 4 52
NTEREA BAAT JJ0, GDCA RAEf il ZA IR EE MBI 12560 ks A 2L, H
R AR, GDCA RiAEIL BTt fR BTN A .

TEARPEEAT 5 BoRZE RAE T 2 1T, GDCA N R IERR {42 question@cabforum.org, B
%1 CAB iz CP hBEITHIER, FFMAIL OBk B A LI FIRAAEAE T AR
%1122 (https://cabforum.org/pipermail/public/) .

AAREAEIEN, B0 CA/B IR ZR BB, £ GDCA RN #F& CA/B IAH]
Baseline Requirements A2 2EK, A 15 AR5 GDCA MK 5545 B 2 AN i 4%
G . RIRNE S ERAERAT A EE, X GDCA ) CP HIMEIT, [l CAB IR
HEIRAE 90 KN TE Ko

In case any clause or provision of this CP is held to be unenforceable or invalid due to any conflicts
with the laws of any jurisdiction in which GDCA operates, GDCA shall modify any conflicting clause
or provision to the minimum extent necessary to make them continue to be valid, and other clauses
and provisions shall remain valid without being affected. GDCA shall disclose the modified contents
in this section.

GDCA shall (and prior to issuing a certificate under the modified requirement) notify the CA/Browser
Forum of any modified content in the CP by sending emails to question@cabforum.org, and confirm
that it has been posted to the Public Mailing List and is indexed in the Public Mail Archives available
at https://cabforum.org/pipermail/public/.

Any modification to GDCA'’s practice enabled under this section shall be discontinued if and when
the law no longer applies, or the requirements published by the CA/B Forum are modified to make it
possible to comply with both them and the law simultaneously. An appropriate change in practice,
modification to the GDCA's CP and a notice to the CA/Browser Forum, as outlined above, shall be
made within 90 days.

0.16.4. SHR##AIT Enforcement

TEAE -

Not applicable.
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9.16.5. ANEJHi /1 Force Majeure
WHEA CP i€ 1) CPS MAFE AT HL /)53, LMRE &7 Fl i

CPS formulated in accordance with this CP shall include a force majeure clause to defend the
benefits of each party.

9.17. HAhZ K Other Provisions

GDCA X4 CP BA fx KRR o

GDCA has final interpretation rights to this CP.
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Appendix: GDCA EV CP Revision Records

% BAT H T V1.6 V1.7
F5

1.4.1.3. #RUEBHIE

1 F KW R AR W FF Pe#E EV Guidelines R[] EV IE5
CP Object Identifiers of B R0 AR IR AT o
Certificates
16. % X M % 5

2 Definitions and TERAH I 8 CRIARTE
Acronyms
442, CA HHE Hahn “GD_CA s Googlt_a 1] CT ﬁ%ﬁ%

3 s 4 Publication of the (ht\tps‘://glthub.ci)m/ctjromlum/ct;pol|cy)
Certificate by the CA AT PSR BRAE R D =4 CT

M5 de.”

A 6.1.1.  EEAXTHIA K BE— DU CA XS AR R )i R 4 )
Key Pair Generation oK.
6.2.1.  EALBIHRAIbR
HEAZ 1 Cryptographic T L o e b g

> Module Standards and AR E R IOR R RTE
Controls

g |88 S TR 5 0 A1
Time-Stamping

. 7.1. _ﬁ 1 Certificate I EV UEH 45 K1) 32 & DN,
Profile

8 T @Ezgﬁ%%%ﬁ&i%ﬂ%iiﬁﬁﬁ

— e Ty 5 R ST
§ BAT &S V1.6 V1.7
FF5

1.4.13. BRIEHKIED

L HHE X Z AR ILTF CP Disclosed the EV certificate policy OIDs
Object  Identifiers  of required by the EV Guidelines.
Certificates
16. & X M 4 5 _ :

2 o Adjusted the definitions of various terms.
Definitions and Acronyms

3 4.42. CA XEPBHIK Added “As per the Google CT policy
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fi  Publication of the (https://github.com/chromium/ct-policy),
Certificate by the CA GDCA embeds in the SSL/TLS certificates
the signature data from at least three CT
servers recognized by Google”.
Added further description on the control
611 HIA I _ Pon ©
4 . i requirements for the generation of CA key
Key Pair Generation .
pairs.
6.2.1.  HRAEHAE bR
5 F1 ¥ i  Cryptographic Clarified the standards that the cryptographic
Module Standards and modules must comply with.
Controls
6 6.8. i [i] # Disclosed the practices related to the time
Time-Stamping stamp service.
; 71. iE 15 Certificate Clearly stated the Subject DN of the EV
Profile certificate structure.
o Adjusted some wording issues, and other
8 Other revisions )
parts that may cause confusion.
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