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1. 8] & Introduction

1.1. AR Overview
1.1.1.  A¥FfESr Company Profile

B AR G IR A 5] (Global Digital Cybersecurity Authority Co., Ltd., fAj#x
GDCA = “¥rait Q7 ) T “T AR IE BUGEHF O PR AR 7, Azt 2003 4F 3 J
6 H 2005 4 9 [, GDCA fik izt 1 1 5 25 i 38y AR it P 545 S = Ml ) R A o
BN EE AN FK RS CRFUIEIRSS VAR (VFAES: ECP4401021007) ¥ HL¥
WIEARSSHLIG 2 —; 2008 4F 12 H, SRAGE S HRMUA R (RS i i S 7F
AIHIED: 2011 4F 4 H, i 1 SR R R B 5 IESS LTRSS e 0 vRAS  3RAS (R
TES B IMERSHAY (giT: A021) HEig. 2013 4, XFH-FINEMRS RAEHAT
SM2 BEFH G, JEid T E R E R RA SN e d A, 2015 4F, GDCA @il T
WebTrust [F brzz 45 T 0IE, B 1 BRIz s 8BRS KT, TR 4 ak
T FINIERSS . RGPS K TR E, 2016 25 H, “J ZRECFUEBIAMEFOF R
N BN BRI AR AT 7.

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as GDCA, or “BZZH{”) with the
former name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003. In
September 2005, GDCA passed through the security review by the State Cryptography
Administration Office of Security Commercial Code Administration (abbreviated as OSCCA) and
the former Ministry of Information Industry by law, as one of the first eight electronic authentication
authorities with "Electronic Authentication Service License" (license number: ECP4401021007) in
China. In December 2008, GDCA obtained the "Commercial Cryptography Products Sales License"
issued by OSCCA. GDCA passed through the assessment of E-government and Electronic
Authentication Service Ability by OSCCA with the qualification certificate of "E-government and
Electronic Authentication Service Authority" (number: A021) in April 2011. In 2013, GDCA upgraded
electronic authentication service system for SM2 algorithm and passed through the security review
by OSCCA. In 2015, GDCA passed the assurance review for Certification Authority by WebTrust
with the international level of operation management and service to provide digital certification

service globally. For business development, GDCA changed its name from "Guangdong Digital
Certificate Authority CO., LTD." to "Global Digital Cybersecurity Authority CO., LTD." in May, 2016.

GDCA B4 Jm, J& “T  AREFAEFHMEF OHRAR " W57 615, MamMas
WS a i “ BB R AR AR ” &4k, fEFEAHTE GDCA LA “J" ZREFIE
FEPOAERAR” 4 LBTWER BTNl “T REFIERAET O A RA
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F” A IR AT S BB REH R B IR A F]” A&k,
AE B Q. RS ANME” iz EH S, GDCA B /T N TS, BT
2 Ttk x5 BALSE N B AR 5 1 HE AR AR 55

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO.,
LTD." were inherited by GDCA. Meanwhile, and all the rights and obligations of the contract and
agreement signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

With a business philosophy of “Authority, Innovation, Services and Credibility”, GDCA has been and
will continue to dedicate itself in offering electronic authentication services of high quality to
industries including e-commerce, e-government, and social informatization etc.

1.1.2. IEFKME Certificate Policy (CP)

AR GDCA /I EV AET5EES (EV CP), /& GDCA EV U7 iiE 15 I 55 1 s
P, & FTHTE B GDCA %k RIS EE) EV UFAE - AR 2 5 1. ik, K.
EELL L R M EV IETRIAE S A MRS e s VEHERIBIAR B R A
TR o IX LB SR AN G R4 GDCA EV IE P R4S (12 A PR AN 52 B 1, 48 — B £ 1E GDCA
TEHEAN—BO& s — R, RIE/EREA GDCA HEM P REMS S FIFE BT H AR
7 CP JFANE GDCA 1442 575 Z [ A AE UMY, GDCA Fl1#%- 2 575 2Z 18] IABUR] L 55
AT 1) 2528 1 25 2 B LSUHE Ao

This document describes the Certificate Policy (CP) of GDCA and explains the policy statement for
GDCA digital certificate service. It applies to all digital certificates issued and managed by GDCA
and their related participants. The CP sets forth business, legal and technical requirements and
specifications for certificate approval, issuance, management, usage, renewal, revocation and
related trusted services. These requirements and specifications protects the security and integrity of
GDCA digital certificate services and includes a comprehensive set of consistently applicable single
rule sets in the GDCA scope. Therefore it provides the same extent of trust guarantee throughout
the GDCA architecture. The CP is not a legal agreement between GDCA and all participants;
contractual rights and obligations between GDCA and participants are established by other means
of agreements with such participants.

A% CP 1 WebTrust [E Bréx#fE (Trust Service Principles and Criteria for Certification
Authorities) % CA/Browser Forum |5 [} Guidelines For The Issuance And Management
Of Extended Validation Certificates ( {5 #%“ EV Guidelines”). Guidelines for the Issuance And
Management of Extended Validation Code Signing Certificates (f&ij#8 “EV Code Signing
Guidelines™), EI¥" fEIGIUEIE487 (Guidelines for Extended Validation Certificates) [
BORTARAS ZE3K, 2 CHLIRM X509 2 %5 BH 25 it 1 it 11 5 S5 g AIIE 5V 55 HE 22 )

( Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices
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Framework) , BJ Fi B Fc W A v 2H 23 B B R T/ 2 ” CInternet Engineering Task Force)
il 72 ] RFC3647 FrifE IS5 AN A ZR, [FIR W2 (GB 26855-2011-T {5 EZ4H
AR AIFE BB UE 5 SRS SRV 55 P B ) OS5 AA R N 2R 5K, AR I o [ i
AN GDCA [¥i8 B EERIEATIE 4 I UL

This CP conforms to the latest version of WebTrust international standards (Trust Service Principles
and Criteria for Certification Authorities) and Guidelines for The Issuance and Management of
Extended Validation Certificates (hereinafter referred to as “EV Guidelines”), Guidelines for the
Issuance and Management of Extended Validation Code Signing Certificates (hereinafter referred
to as “EV Code Signing Guidelines”) namely the Guidelines for Extended Validation Certificates
formulated by CA/Browser Forum. Meanwhile, this CP meets the requirements of structure and
content defined in Internet X.509 Public Key Infrastructure Certificate Policy and Certification
Practices Framework, RFC3647 from The Internet Engineering Task Force, and GB 26855-2011-T
Information Security Technology Public Key Infrastructure Certificate Policies and Certification
Practice Statement Framework, and would make appropriate changes in accordance with Chinese
laws and regulations together with operational requirements of GDCA.

GDCA fEN—MEH RSN (CA), TEA CP LI T AR EV HRIEHF1 EV CA
WEAS, ZRAT PR . SRR R ABRI R G, AEUEFREA A BT 7 al LAE FIE
FbAT Mzl 2 Ry RIS B4 . ORI SRS AN A .
PRI AR AR CP & TARIR T (1 % BoR, g R BB —iKIEF. GDCA 1 EV H
TAMEMESHN (EV CPS) #3274 CP LR, 1F4HE IR T GDCA 1E N TIAMIERSS
HUAGERALHESS . TSR AR TS LR AH R B . R RORIR S 3. T GDCA IET
(R3] P2 B M)y b A2 AR CP R AH G EV CPS [RIHILE , e SHIE TS (¥4 F S AT

As a Certification Authority (CA), GDCA generates root and intermediate certificates, and issues
certificates to subscribers under CP restrictions. Based on different types and application scope,
digital certificates may be used by subscribers to process SSL, code signing, e-mail signing,
document signing, identity authentication, and other different applications. Relying party could
decide whether to trust a certificate in accordance with the requirements of the relying party’s
obligations in this CP.GDCA Certification Practice Statement (CPS) accept the discipline of CP,
elaborates the definition of GDCA digital certificates and the methods to provide these certificates
as well as the corresponding managerial, operational and security measures. All certificate
subscribers and relying parties under GDCA must refer to the provisions of the CP and its relevant
CPS to determine the usage and reliability of the certificates.

1.1.3. GDCA Z2#J GDCA Architecture

A CP j& GDCA W EV iE i m 5Emg, GDCA KIEPIRSGSHIA (CA) #IEA CP
#15€ EV CPS, RA 1#/EA CP A% CPS HEATUE IR SS FHiE %51, 1T 77 MMy M Hoh
ISR B A CP S AHIE EV CPS W@ T IE AE . (S IEIBAT ) X 55 .
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GDCA

The CP is the highest strategy throughout the GDCA architecture. Certification authority (CA) under
GDCA formulates CPS in accordance with CP. Registration Authority (RA) authenticates
certification requests according to this CP and its related CPS. Subscribers, relying parties along
with other correlative entities determine their rights for using and trusting the certificates as well as
perform corresponding obligations on the basis of the CP and its related CPS.

GDCA EV CP
GDCA EV CPS
I
I I
1 RA1
s Ty T
W5 7
GDCAEV CP
GDCA EV CPS
|
I I
Subscriber RA1
Relying _
Party Subscriber
Relying
Party
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1.1.4. GDCAEV iEHREKREWH

GDCA EV Certificate Hierarchical Architecture

GDCA HuiH 3/ EV HRIET, 458 GDCA TrustAUTH R5 ROOT iiE5. % zht
R R5 #2 CAiE+5. GDCA TrustAUTH E5 ROOT iE+. &R CA R CA, LI%
RHFIET . GDCA RZERAMTH g CAUET.

Currently, GDCA has 3 EV root certificates, including GDCA TrustAUTH R5 ROOT certificate, #{%
i 48 RS #R CA certificate, GDCA TrustAUTH E5 ROOT certificate. Each Root CA has Subordinate
CAs to issue subscriber certificates. GDCA does not issue external Subordinate CA certificates.

1) GDCA TrustAUTH R5 ROOT certificate

GDCA TrustAUTH R5
ROOT

GDCA TrustAUTH R4 EV GDCA TrustAUTH R4 EV
SSL CA CodeSigning CA

EV CodeSigning

EV SSL Server Certificate Certificate

GDCA TrustAUTH R5 ROOT ilE i ¥ # 4K By 4096-bit, T 2 A2 CA Ik,
Hr: (1) GDCA TrustAUTH R4 EV SSL CA IE-1S, 4K A 2048-bit, 25K 4K
5 >N 2048-bit ] EV SSL IRZ5#5iE+5: (2) GDCA TrustAUTH R4 EV CodeSigning CA ilF
Hi, WHKE Ny 2048-bit, 2K E KT Ny 2048-bit 1) EV ARG AAIET .

GDCA TrustAUTH R5 ROOT 1ilE+34 - 2040 4F 12 H 31 HF[#.

GDCA TrustAUTH R4 EV SSL CA 1IEF5#7E 2030 4F 12 H 31 HFH, 2027 /£ 1 A 1
Hie, BAEMHZ CAUERERIT .

GDCA TrustAUTH R4 EV CodeSigning CA IE1547E 2030 4 12 A 31 HEI#, 2027

F1H1HE, BAFMHZ CAIEHERIT PRt .

The length of GDCA TrustAUTH R5 ROOT certificate root key is 4096-bit. There are two
Subordinate CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA is 2048-bit
lengths and responsible for issuing 2048-bit EV SSL Server Certificates. (2) GDCA TrustAUTH R4
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EV CodeSigning CA is 2048-bit lengths and responsible for issuing 2048-bit EV CodeSigning
Certificates.

GDCA TrustAUTH R5 ROQT certificate will expire on December 31, 2040.

GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. From
January 1, 2027, GDCA will no longer use it to issue subscriber certificates.

2) FrwmHL RS MR CA certificate

HeimHRSIECA

A 4
Bir R4 EV
i %5 #E+ CA

h 4

EV SSL Server
Certificate

R RS AR CAE P IR 243K %y 4096-bit, F# 1 N4k CAIE+: Hzent
R R4 EV R EIET CA, HEAKEEN 2048-bit, 25K % 4AK A 2048-bit 1) EV SSL
i & e

ez AQ RS MR CAUEFSHE T 2040 £ 12 A 31 H 2,

H AU RAEV RS AIEH CAEFRAE 2030 4F 12 H 31 HEIM, 2027 /£ 1 H 1
HiE, B % CAERE& LT FAES.

The length of #(ZHT{R R5 8 CA certificate root key is 4096-bit. There is one Subordinate CA under
this root CA: {8 R4 EV iR 45 23IET5 CAis 2048-bit length and responsible for issuing 2048-bit
EV SSL Server Certificates.

# 2z R5 #R CA certificate will expire on December 31, 2040.

Bz R4 EV RS2 1E TS CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

3) GDCA TrustAUTH E5 ROOT certificate
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GDCA TrustAUTH E5 ROOT

h 4

GDCA TrustAUTH E4 EV SSL CA

N

EV SSL Server
Certificate

GDCA TrustAUTH E5 ROOT il Bk H i # iS55 N ECC, WEHKE )y 384-bit,
T 1A CAUE+H: GDCATrustAUTH E4 EV SSL CA , 81K & N 256-bit, 25K
AR FE N 256-bit [ EV SSL R %5 #5iE 1.

GDCA TrustAUTH E5 ROOT iF 544 - 2040 4F 12 J 31 H £

GDCA TrustAUTH E4 EV SSL CA ilE45:K7E 2030 4 12 H 31 H##], 2027 41 7 1
Hig, KA Z CAERZRIT il

The length of GDCA TrustAUTH E5 ROOT certificate root key is 384-bit using ECC algorithm.
There is one Subordinate CA under this ROOT CA: GDCA TrustAUTH E4 EV SSL CA with 256-bit
key length is responsible for issuing 256-bit EV SSL Server Certificates.

GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

1.2. XRZFREFRIE Document Name and Identification

ARICERRAE (B2 AR R A PR A 7] EV IEF %NS ) (K (GDCAEV CP)).
A CP g BEZEIE T M TIE 5 SRS T 43 iE — P — O SAR IRRE, BUA TS A CP 2R
1.4.1 7,

A CP LA S SC BT AR AT, #5 9 SCRUA 5 P SCRROA I BATAT 5 S, BB SRl
AR
This document calls "Global Digital Cybersecurity Authority CO., LTD. EV Certificate Policy"

(abbreviated as “GDCA EV CP”). Certificate policy for each kind of certificate is assigned a unique
object identifier in this CP. The details can refer to CP section1.4.1.
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This document is the Chinese-English bilingual edition of GDCA CP. If there is any inconsistency or
conflict between the Chinese and English versions, the Chinese version shall prevail for all
purposes.

1.3. PKI =53 PKI Participants

1.3.1. HFAERSZYL Certification Authorities

L I E AR 25 ML ( Certification Authority, fiF% CA) 2Kk EV iE 51524k . GDCA
AR (R NRILAE B 7FELE) . (R INEIRSSEHIME) e, WIEBSLHIEE
=77 L FIAE RS HLAL - GDCA i 45 M 128 5% 3l (11 4% 77 £ ATUR EV U7 iESS
PRAEUE IO M 55 55 T Beofil BOA B FIMIEE B 2 5 E 4k

GDCA is a third-party electronic authentication service authority established by law based on
"Electronic Signature Law of the People's Republic of China" and "Measures for the Administration
of Electronic Certification Services ". GDCA becomes a participant in electronic authentication
activities by issuing EV certificate and providing certificate verification service to the parties who
engage in electronic transactions.

1.3.2. FMHLH Registration Authorities

ML (Registration Authority, faifk RA) 8% CA @ riiEMidfE, #ik EV
WEBHEE Sy, HESIEL EV IR RiEE .
GDCA fEy EV IETH CA iZEHN, HATHAE EV iE+H RA, AN ST RA.

Registration Authorities (abbreviated as RA) set up registration process on behalf of CA, confirm
the identity of applicant, and approve or reject the applicant.

As a CA operator of EV certificate, GDCA serves as RA of EV certificate by itself, and no longer to
set up another RA.

1.3.3.  1I * Subscribers

AR EV LT A TR e e — Sk, 045 X35 HAE P — X B AL
AR VTP IEA CP B WA EV IEF, FHE&AIEA CP Z15E ) X5

Subscribers, the entities that receive certificates from CA, include individuals and organizations
accepting certificates from GDCA. Subscribers and applicants would not always be the same; in
this case, applicants need to ensure that they have obtained explicit and appropriate authorization.
Individuals can be divided into a natural person and a person who belongs to an organization;
Organization contains all kinds of government organizations, enterprises and institutions and other
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social groups. Usually, an organization has a legal personality or National Organization Code; for
equipment certificates, due to the particularity of the entity contained in certificates, subscribers are
usually organizations or individuals who own the equipment, and would assume the corresponding
obligations.

GDCA FUif &Kk AWLEIRI BV G5, A EAASREE BV U1 i g R
%

[

GDCA only issues EV certificates to legal entities and doesn’t provide application and issuance
services of EV certificate to natural person.

1.3.4. #K#iJH7 Relying Parties

A5 T A5 AR I AL FIE S A S o MRS R LARIE T 7, AT ISR T

Relying Parties are entities who engage in related electronic authentication activities based on the
reliance of electronic signature provided by GDCA. This entity may, or may not be a certificate
subscriber.

FHEAT B A — KRS, AT L U E I AN S S, B AR A )
#* (CRL) 2iffiff] OCSP Jj sUA WHEPIRZS . MKATT el & B i 4% Ja A4 RERS (51T
—HKIEFS

To trust or use a certificate, a relying party must verify revocation information of the certificate by
looking up the Certificate Revocation List (CRL) or searching the certificate status with OCSP
servers. Before relying party trusts a certificate, a proper review process must be executed.

1.35. HAhZz 53 Other Participants

HAhZ 5% 7489 GDCA [ HL T IAIERS B3R B I R 55 i) Hofth S 4

Other participants are entities that provide related services in electronic authentication activities of
GDCA.

1.4. IEFHMA Certificate Usage
1.41. TEEHKIMA Appropriate Certificate Uses

GDCA &)W EV IEPBEEH T H M. 2L iUl 5 e & B GDCA &k
1 EV WEF, BRFZIEPFITEEHERRELERN, FHELEN TiEY HAHEm S
P S AR T

EV certificate issued by GDCA is mainly used for identification. When the EV certificate is verified
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and confirmed the issuer is GDCA, it means that the information contained in the certificate is true
and effective, and has passed the appropriate and reliable authentication procedure.

1.4.1.1. EV SSL AR4:2%iFEH EV SSL Server Certificates

EV SSL [ 25 A iE 5 FH T 38 UE i 5 SR 1R 1) X 4 S MR 25 B EL R X 380 44 1) 4
DR REA 12 0 245 1R 5 48 B0 EL IR I 35 44 (07 AL B 47

GDCA N RMELAT EV SSL R4S #1E-15, BR@RL T4 4h, EV SSL RS AL+
ANBRHNIRE RS, k4 . BUik 4 % .

EV SSL server certificate is used for verifying the contents of certificates including: identity of
network server, internet domain name and identity of organization who owns this server or domain
name.

GDCA does not issue wildcard EV SSL server certificate. The types of domain names like business
domain name or government domain name, except wildcard domain name, in EV SSL server
certificates are not restricted.

1.4.1.2. EV RRIB&4LIEH EV CodeSigning Certificates

EV AU AZE M T 9 R IE S s AR iR i A AR SR 7 B AT 7 /0 S 47

EV CodeSigning certificate is used for verifying the identity of program provider or publisher.

1413, BRUEBHIEFEEXT RAFRAFF  CP Object Identifiers of Certificates

TEAR CP W NEEZE EV UE TS UE 5 SR ME T4 e — NE— FOS S AR IR, Bk -
EV SSL R4 25 iE 50 1.2.156.112559.1.1.6.1
EV US4 42 4F P 5 m%: 1.2.156.112559.1.1.7.1

GDCA assigns unique CP object identifiers of different EV certificate type in this CP, the regulation
is as follows:

EV SSL server certificate policy: (1.2.156.112559.1.1.6.1)

EV Code signing certificate policy: (1.2.156.112559.1.1.7.1)

1.4.2. FR#IFVEF A Prohibited Certificate Uses

EV IEBERM T ERHERERE S, AT AMTEH T BASRBUE T ak
MBI R B, BOH T ZRTRIG &, Wi e SR LI S E0E
WAL A IE R RG] RS T, BOYE PRS2 800 A
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ALPIE TR NIREZN AT 7N
EV EBEE AR TS S H 5GE R M EBIA X 2 e R T, SN d
&R A R B CAH

Except the scope of certificate usage specified above, EV certificate is not designed for, not
intended for, and not authorized for control equipment in danger, or for the occasion prohibited to
fail, such as operation of nuclear equipment, navigation or communication systems of shuttle,
control systems of air traffic or weapon. These faults may lead to personal injury or serious
environmental damage.

EV certificate is prohibited to be used in the circumstances that in violation of national laws,
regulations or undermine national security. Otherwise, legal consequences caused by the above
circumstances must be taken by the subscribers themselves.

1.5. $EREE T Policy Administration
15.1. REESCRYEENLF Organization Administering the Document

GDCA ZaHMEZ i1/ GDCA HLTINIEAR S5 T SR i e e B B, S Dl

HEFANAREA CP,

GDCA Z&HMEE RN~k A TAFEHEZ . TEHL. O, SRk, i
B IR ST B EETAT R Sl AR AL AR

GDCA % A HNEZ S 2 I A B DAE i UE 15 SRS BEAT A8 BRANSL R, 25 52— Sk
SERL IR ZEMF, & 53 & AR IR RAERL

GDCA Security Policy Committee is assigned as the document management authority responsible
for establishing, publishing and updating this CP.

The committee consists of the relevant representatives with the right of decision-making from
GDCA's management, administrative center, marketing center, technology center, operation and
service center, etc.

Member of GDCA Security Policy Management Committee has the right to vote over management
and approval of certificate policy. The Chairman of the committee may have two votes for decision
in case of tie of votes.

A Mg SO RS AR AR 5555 H AR AT BUE B T 4158

GDCA administrative department is responsible for external consulting services of this policy
document and other related routines.
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1.5.2. BXZ&A Contact Person

BCAREF]: GDCA 4T BUSHLEE]

BRAN: it

HEEHhE: GDCA@gdca.com.cn

AT 020-83487228

fEH: 020-83486610

Hohl: e NERIERIE R M TR TS X 25 R b g 448 5 i K JE 25 23 1%
% : 510030

Contact Department: GDCA Administrative Department

Contact: Ms. Wang
E-mail: GDCA@gdca.com.cn
Tel: 020-83487228

Fax: 020-83486610

Address: 23F, 448 Dongfeng Zhong Road, Guangzhou, Guangdong, the People’s Republic of
China

Postal Code: 510030

15.3. RE CP fFE KM HIPLI

Person Determining CP Suitability for the Policy

7 CP 1 GDCA %4 &2 2 ik, 454 CP BT IR A AL 5 .
GDCA L4 EIgZ: 2> 17 37 1F{ GDCA ] CPS ZEAEA CP, EHtdtfivE
GDCA [f] CPS J& 5 5 4% CP #Hi& M. ML -

This CP and the corresponding modifications and version changes should be approved by GDCA
security policy committee.

GDCA Security Policy Committee is responsible for assessing whether GDCA CPS is in
accordance with this CP as well as approving and deciding whether the CPS of GDCA corresponds
with the CP or not.

1.5.4. CP #it#EFERF CP Approval Procedures

A CP t GDCA %2 4= RIS 2 1 2 FAT M T A 28 S5 Fh P A 4 URH e N R e SORY , 2
2T GDCA ‘%4 5B Z il > kv 8 4%
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After drafted by the team designated by GDCA security policy committee, the CP is submitted to
GDCA security policy committee to audit.

1.5.5. CP{&1i] CP Revision

GDCA R4 B K M BUREM . HR SR b 55 KRG LL S CAIRI B 28 18 3
(CA/Browser Forum) & AGi 4 4 EUE+i 45 (Guidelines for Extended Validation
Certificates) BT ER KEHMEITA CP, CP 4n'S /NAMRMEH LI HLIE CP AT
W, $23E GDCA ZaHIEZE i ditk, SuERaMitfs, EXN7E GDCA &5 M b
KAt

A CP 2/DRFBIT — IR WERTNENS), WIS S SR RATNE . 2%
I 18] R BT i 5%

This CP will be updated in accordance with the change of national policies and regulations,
technical requirements, business development, as well as the latest requirements of the Guidelines
for Extended Validation Certificates published by the CA/Browser Forum. The proposed suggestion
of modification will be submitted by the team which is responsible for writing this CP based on
relevant changes, then it would be reviewed by the GDCA Security Policy Committee. After
approved by the committee, GDCA will publish the CP on the official website.

This CP is updated at least once every year. Even if no other changes are made to the contents of
this CP, GDCA will increment the version number and update the release date, effective date, and
the change log of this CP.

1.6. X HZEE Definitions and Acronyms

1.6.1. ARiEEX—WZR List of Term Definition

ARik X

B AE AR 55 0L M | MR R A A SERTIE RO BUBLA o
(CA)

A5 (CP) —Em ARG, H R UHIER— MR E R A
Al 22 AR AN SRR E I vE . Biltn, — MR CP AT EL
RIS RAE o T3 N AL B b2 B i sh 2 577,
T 28 5 W AR VL R A b A IR 55

INIER% 1S (Certification | —NME FIIET T (RS EAR T RREN R A, @it
Path) PZ T 5 AT 345 K it i R A
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Z 53 (Participant)

£ E PRI e — MR ABEHZ, il . Rt
Jiv CA. RA. IEBHWENIMY . IEFERSTIRMEFE . SR lsE
&

& BE PR E 75 ( Policy

qualifier)

WA T SRR (5 R, PTRES CP ARiRFFIL A tH AL X.509 1iE+5
Hro ZAE ST RER S AT ] CPS BAKH T P URL Hidik,
] AE B IE S SRR ST

TEM d B (RAD

HA T — 02 BN RERI ek FRiR fSEHHES Hig#E, [H
BEEEAIE HIE, RIS NIRRT A B, Ak
HAT P A eER R HAE BRI K, R EEE 41T S HAE
BRI K. B2, RA JFAZKIES (BRI RA 43K CA X%
AT,

WHJ5 (Relying party)

UEPS G, A T ZAIE A MNZAIE 5 P38 728 44

A 77 ¥ 1 CRelying

party agreement)

IEFSVAEN UL 5 U7 B 222 (A, 8 HUE T AERAE 7
264 B A ASE P IEAS (K3 RS A 07 BT AT IR BURIA 355

1T/ (subscriber)

WWUR 25— FKAE P HIE T 4K

1T 77 #0 i (subscriber

agreement)

CA SiT P ZIHZEF W, ME 1T AR A% E BIEFS 1
IRE TR T BRI R LS5

WOE B3 CActivation
Data)

AT B E AR P b R I HL 7R B IR AR5 PR
(Bldn: PIN. FIA BN A2 6% P38 )

%5 (authentication)

e N AL E L A FREA N A E LR
£ PKI LR 3Cr, S48 AR IR S8 DL AN 52 44 Pk R 3
V7 1) B A N B A 500 FOR A N S A

WNaE Ak % oE B

( certification practice

UEFIAENUIAERE K BB RO BCE eSS S P RE T+ fr
KAWL 55 SR 7

statement)
Term definition
CA The authority is responsible for issuance, management,
revocation and update of certificate.
CP A set of naming rules, are used for indicating the applicability of a

specific body or application type with the same requirements of
security. For instance, a specific CP could indicate that certain
type of certificate is applied to verify the parties participating in
transaction activities, for a given price range of the product and
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service.

Certification Path

An ordered sequence of certificates (including the public key of
initial object in path), could obtain the public key of end-user
object by handling the sequence.

Participant

The individual or organization plays a role in given PKI, such as
subscriber, relying party, CA, RA, certificate-generation authority,
repository-service provider, or similar entity.

Policy qualifier

The information of relying on policy may be saved together with
the CP identifier in the certificate conforming to X.509 format.
The information may contain the URL of CPS or Relying Party
Agreement, the words of certificates usage clause.

RA

Entities with one or more functions as follows: identifying and
verifying certificate applicant, receiving or rejecting certificate
applicant, initial certificate revocation or suspension under
certain circumstances, handling request of certificate revocation
or suspension, receiving or rejecting the request of certificate
(in

renewal or re-key. However, RA does not issue certificate

other words, RA assumes some tasks in place of CA) .

Relying party

Certificate receipt relies on the certificate and the digital
signatures verified by the certificate.

Relying party agreement

The agreement between certification authority and relying party,
usually provides the rights and obligations of two sides during the
course of verifying digital signatures or in other ways.

Subscriber

Subscriber is the entity receiving the certificate from the
electronic certification authority.

subscriber agreement

The agreement between CA and subscriber provides the rights
and obligations of two sides during the course of issuing and
managing certificate.

Activation Data

It is data value that is necessary for operating cryptographic
module and needs to be protected. (For example, PIN, password,
or manual controlling key sharing part), rather than key data.

Authentication

The process of making sure the individual, organization or things
In the context of PKIl,
authentication is defined this process that make sure some

is the same as he/she claimed.

special name applies or tries to visit some things is the right
individual or organization.

certification practice
statement

The statement with respect to practices adopted during the

course of certificate issuance, management, revocation or

renewal.
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1.6.2. 4aliE R HE X — W3 List of Abbreviations and their Meaning

CA Certificate Authority B IAEAR S L

CP Certification Policy UEFS SRS

CPS Certification Practice Statement EE e T o |5 |

CRL Certificate Revoke List WE RN 7 =
Global Digital Cybersecurity Authority

GDCA SRR 4 IR A )
CO,, LTD.

KM Key Management Center SRR 0

LDAP Lightweight Directory Access Protocol T H S5 L

LRA Local Registration Authority A HB Y A2 T

OCSP Online Certificate Status Protocol 1ELRE PR AT

PIN Personal Identification Number I NZ A

PKCS Public KEY Cryptography Standards N LR EH SR bR v

PKI Public Key Infrastructure N SRR ER LA

RA Registration Authority VEM RS ML

RFC Request For Comments

TSR VFERRAE (— Ff ELIBC R S WU )

2.k fi 5fE B E X &

2.1.

Responsibilities

{5 B FE Repositories

Publication and Repository

GDCA ML FIEAE B E M AT AR : RS (CP). AT AR 55 MU

(CPS). iFP. iEPHFIER (CRL). IFPBAELIRSTEH (OCSP) 4%,

GDCA repositories should include the following: CP, CPS, certificate, CRL, OCSP, etc.
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2.2. NIEE B W KA Publication of Certification Information

GDCA 7£ ' J7 M3 https://www.gdca.com.cn & #ifs B %, %Ml /& GDCA KA i
fEEREE., BN RRURMRE.

GDCA Jiit H SR %5 88 R AT P HIE A1 CRL, 1T 7 S/ mT LAi@ i 1717 GDCA
(¥ H IR 5 28 SRBUIE B 5 S A A IE B R, GDCA SRAEELIE RS & R
55, AT BRI AT SER B HRE B RIS E R

[F]E, GDCA K M4 75 TR HUH A m] B i % EAT 15 B R AT .

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website
is the primary, most prompt and authoritative channel to publish all information about GDCA.

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain in formation
of certificates and CRLs through LDAP. Meanwhile, subscriber or relying party can get the current
status of certificate instantly via OCSP service provided by GDCA.

Meanwhile, GDCA may also release any related information in other possible forms.

2.3.  RATHIES[E)FIFHZ Time or Frequency of Publication

GDCA TEV] FEF 4 sl vE A I, 3@ i H 7% IR 45 #5 BUR 77 93t 1 SlkiE FiF CRL
KA, RAGHEINAKRT 24 /ANGE, BILE 24 /N9 R A BBt CRL; 7EE &5 T,
GDCA mJ LA FAT Y& uE 51 CRL R AT [A]. GDCA R4 R AT — X HL - IAUE AR S5 L
) CAIE RS (ARL).

S L P AR R AT AT R, T GDCA BT A kg, SR R AR % A2 P
IR ), I BRI R R

GDCA releases automatically the latest certificates and CRLs via LDAP or official website within 24
hours after the certificates are issued or revoked. In particular, GDCA can choose time to release
the certificates and CRL in case of an emergency. GDCA releases CRL of CA (ARL) once every
year.

GDCA can individually choose the time and frequency of releasing other information of repository.
The release is immediate, efficient and consistent with the requirements of the laws.

2.4. 15 B EEViH#H] Access Controls on Repositories

GDCA 15 2 i BIE BAEXF I A TER AT ART NARRENS BB, I IX L5 S0
T AN SEAE AT PR o
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GDCA @M% i Rgigaieit LBk IE Ll RN 5
A REATE B ERIE I, MR, Bo. KATERAE.

The information in GDCA repository is publicly available. Anybody can read the relevant information,
and there are no restrictions on the read-only access of such information.

With network security, secure system design and security policy, GDCA ensures that only
authorized employees can add, delete, modify and publish the repositories.

3. B3R5 %5 Identification and Authentication

3.1. 4% Naming
3.11. #y&IA Type of Names

GDCA 25K 1) BV #UFUE B A7 & X.509 brif, /MCarib-BRea & a4, X
F X.500 #4475 e

EV SSL LA EV AURDRE A2 IE A5 i 42 B A EL SR ZRA T SRAEAZ IR A CP 52 1Y
CPS v, JfHER CAN %288t (CA/Browser Forum) i www.cabforum.org & i
(I T 58 LB 70 SR — 8. EV SSL IEF A BV ARRGAE 42 1IE45 ¥ B 44 06 26 25 i
4 (common name, CN=) W%, ZidIGukfdH &N a4 HU BT ieE
k. HUMHEEA RS

EV certificates issued by GDCA conform to X.509 standard and naming rules of Subject
Distinguished Name assigned to certificate holder is in accordance with X.500 standard.

Naming rules and requirements of EV SSL certificate and EV code signing certificate must be
stated in the CPS customized according to the CP, and in line with Section 9 requirements of
Guidelines published by CA/ browser Forum at www.cabforum.org. Distinguish name of EV SSL
certificate and EV code signing certificate must contain common name (CN=). Common name after
verification should contain domain name, organization e-mail address, organization valid name, etc.

XFF EV SSL M55 A iE45,  FIrAT (4 A% AR TS I 2 28U 42 r, 1 2 AU FH 44 D 23
H, IR A IR T RO 44 R A A

For EV SSL server certificate, all domain names are added as the Subject Alternative Name and a
primary domain name shall be used as the Common Name.
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3.1.2. XA B XHER Need for Names to be Meaningful

WPEPB TR s 44 MR — € ARERNER S T IR 1 AR5 4
PR, I BE 6 B B A 8 IE T R A LA DAL P AR IR A R 2 EMLAR 55 2 TLIRI 444 BUER
PERATER G0y, I H AT DA AR R . AR50 48 FR B4 7 S A R S e
RIZEK

Names in subscriber certificates should have a significant meaning. Subject Distinguished Name in
subscriber certificate shall definitely indicate the identities of certificate holders or specified internet
servers, internet domain names or software publishers; it shall be identified by relying parties. The
naming rules of Subject Distinguished Name shall meet the requirements of relevant laws and
regulations.

3.1.3. WTPRELELS4 Anonymity or Pseudonymity of Subscribers

WPARMMEA . (A HIEIES, EBhBAREHES. i,

Subscriber cannot apply for certificate with anonymity or pseudonymity stated in this CP.

3.1.4. fEBAEAZKIN Rules for Interpreting Various Name Forms

1 X.500 i 551 44 i 44 200U R

The format of DN conforms to X.500, and naming rules of DN are defined by GDCA.

3.1.5. A KIME—HE Uniqueness of Names

GDCA MARUEZE KA FAT P HAET, HEARERH, £ GDCA AL N ZrE—
o (H—ANVT PRl DA 9 9k Bl DA B Ao R TR)— S 32 B 50 44 R E 15

Subject DN of certificate must be unique for different subscribers in GDCA trust domain. But a
subscriber can hold more than one certificate using the same subject DN.

3.1.6. R4 HIAE Naming Dispute Processing

GDCA AR RAEF HiEH X T i B UL Tt RAEMSGN, 1T 51T
FHEN U B 152 D R

GDCA doesn't assume the responsibility of solving naming disputes during certificate application.
When dispute is occurred, subscribers shall submit above issue to judicial institutions or
administrative departments.
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3.1.7. WEHRRRA. ER5H86

Recognition, Authentication, and Role of Trademarks

GDCA 25K HIIES 1) AR EL) 44 h A SRR 4

Subject’s DN of certificate issued by GDCA does not contain any trademarks.

3.2. #IEEHHHIA Initial 1dentity Validation
3.2.1. EBAHAEFER I Method to Prove Possession of Private Key

EV E1 G & AR FE A 5 BT B M A SR BV, E B T VR R R R E
PHIFGHE PSR TEY (PKCS#I0). HE 5 HRR T, 8% GDCA
TR EUE 7 2, B WIS B Gl 20 e 1 35 S A A JRRIGES2 FE) PIN A
%,

Applicants must prove that he/she holds the corresponding private key to the public key being
registered. You can use the ways of digital signature contained in certificate request messages
(PKCS#10) or other equivalent method to identify the secret keys, or some ways required by GDCA,
such as initial information (distributed key medium and its PIN code), etc. to prove that you holds
the relevant keys.

3.2.2. HIHE4HI%H] Authentication of Organization Identity

TEXS UL B 3 BEAT S, 250 A B A Gk AE EV CPS 1, Jf HEAM CA/
W ER181s (CA/Browser Forum) it www.cabforum.org & #ii 46 55 58 1 — &840 (1) B
R —#. MiEH a4 E R4 (internationalized domain names, IDNs) i, RfH
1E [ bRk 3844 16 [R5 O3B (homographic spoofing ).

The identification procedures for organization identity authentication must be stated clearly in
GDCA EV CPS and comply with the Section 11 of guidelines released by CA/Browser Forum at
www.cabforum.org. Homographic spoofing should be prevented if the certificate contains

internationalized domain names (IDNs).

3.23. PMABHHI%R] Authentication of Individual Identity

GDCA Nz M NH P EV iE B HE.

EV certificate does not accept individual application.
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3.2.4. WHBAERT S B Non-Verified Subscriber Information

EV 5t A 4 T (5 B TR

All information in EV certificate should be verified.

3.25. HEHUWAIA Validation of Authority

HUIT P IR IP NI PBAE AV S5 I, N2 BEAT 20N Y -
1 @IS =07 B OriE B AR SS BOBE R . BURF 1188 R 1 S U7 UL
FAEAE s
2. IR A RHRETHEEBUE R R ST [ 4T AORIIEZ N R T Bk
B AR HAREAT A2 U AL
GDCA N fCVF BB # 15 E AL A AR FITBIESS - 35 HE & DA i (g2 1 n] LUk
TR R RIHOZAN, U GDCA AMGFHESZAEIZARE N 51 LASN AR ATIES FHF 1 K o
FEYCE FiE 3 OAZ S0 PIHE RIS, GDCA R[] HIiE # Fe i O AU L35 B

The following verification processes should be taken when agents authorized by subscribers apply
for certificates:

1. Confirming the organization validity by using third-party identity verification service or
database and reviewing documents issued by government.

2. Using telephone, postal letter with return receipt, employment proof document or any
equivalent way to confirm that a person belongs to above organizations and his/her behaviors
are authorized by these organizations.

GDCA should allow an applicant to specify individuals to request certificates. If an applicant
specifies, in writing, the individuals who may request a certificate, then GDCA should not accept
any certificate requests that are outside this specification. GDCA should provide an applicant with a
list of its authorized certificate requesters upon the applicant’s verified written request.

3.2.6. EIE{EHEN Criteria for Interoperation

ST AR B FUGER S, ATLLlS GDCA HEAT H#:1E, (H2% 8 FUGERS:
HUFIIY) CPS W2l & GDCA CP #3K, I H 5 GDCA % E AH R H

GDCA ¥HRIE VML IN A, $5%23F GDCA MIKIENM LR ER, AR
R RLFRIAIE TS o

#AEHRT, GDCA RZERATMAZ XAET.

USRI HE AT A #E , GDCA 7™ 4% T LARAT
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Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS
are in compliance with the requirements from GDCA’s CP and sign related agreement with GDCA.

GDCA accepts the information authenticated by other CAs and issue corresponding certificates
based on the agreement.

To date, GDCA has not issued any cross certificates.

If there are provisions of national laws and regulations regarding interoperations of issuing
certificate, GDCA will perform strictly according to relevant legislations.

3.2.7.  BERIRHIHERM Data Source Accuracy

TERHAE AT B4 UG AE A AR RGBS VR A3 P 2 1T, GDCA X iU iyl et ,
ke, ROy sCE A B BT VAL, IR LR R
AT L5 B AR RR
5 RS UE T AT
HARpERIR, MR B 1
B X A AR AR T PR S AT ) 1
Dy e 55 OB PR A
A MV Ak g P A0 S dhs SR v 3RAS 10 25080 BRSO AN I E B T 27 AN AL U
GDCA A f§f iz 8 S St

o ~ w bdpoE

Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its
evaluation:

1. The age of the information provided,

2. The frequency of updates to the information source,
3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and
5. The relative difficulty in falsifying or altering the data.

GDCA may use the documents and data to verify certificate information, provided that it obtained
the data or document no more than twenty-seven (27) months prior to issuing the certificate.

33, EHEFFHERKIRRE LR

Identification and Authentication for Rekey Requests

FEREAT CP 55 4.7 TR (U UEAS B P SOFTHT, 750 S (1 S EAT %20 Ao DR % 91
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SEHTE SRR B R A &

Before rekey operation described in CP section 4.7, GDCA should authenticate the key to confirm
that the request of rekey is from the original key owner.

331 HEHFEHEIHIRRESLER

Identification and Authentication for Routine Rekey

XU OU N RS PEERT, (R BV IEBRIAT, 1T M EFHZ I CP 5 3.2 Tk
THAEBAARLGIINA T3 AR e SR SRS H i .

In general, subscriber should submit application for re-key according to CP section 3.2 on method
to prove possession of private key before the expiration of EV certificate.

TR T i 2 3 A ) DR A S 0 B S B B R e R, TRk, 1T P E S
FECHTAT , 05 AR A P J5R 3 B 5o 0 1 S A B 3 il i, bl i 4 2k , GDCA
BAAITE

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or
data. Therefore, the subscriber should make sure the encrypted documents or data have been
decrypted before they apply for the secret key's updating. GDCA shall not assume any
responsibility due to failure of decryption by the renewal of the secret key.

34. MHEEFHEFRAREER

Identification and Authentication for Rekey After Revocation

EV E A5 A e T S 8 0T
Re-key/renewal after revocation is not permitted.
35 MHERIBIRSER
Identification and Authentication for Revocation Request
LT R EV O AE PRSI R, GDCA K LARIAETE M H i A SR IBE4% )5 2%

BIEHAE K

When subscriber applies for EV certificate revocation, GDCA will contact with the subscriber
according to the information recorded during initial registration procedure to verify the application.
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4. EBEAEHEBIEESR Certificate Life Cycle Operational

Requirements

4.1. EFHE Certificate Application
4.1.1. EFHHEIESEAE Who Can Submit a Certificate Application

RS FRE SRR BT LR N B I H SN (BT EL G Sl f . M
AN RPIESE).

Certification application entities are organizations with independent legal person qualification (such
as administrative organizations, institutions, social organizations, people's organizations and other
organizations).

4.1.2. EMEEESFE Enrollment Process and Responsibilities

EV IIE 5 vE M AE N 2 B id Sk E EV CPS v, I HEBEA CA/MIYE 25 18 I
(CA/Browser Forum) i www.cabforum.org & Aii 46 5518870 (B SR A — 5. H
THE N THET N A CP AR CPS 25U I, 4l i 6 FHIE
Fo@HTEE L BRI, SCEAHRLR A SC A2

FITE# M ] GDCA #8752 EV IE HIER A NAEM SO, AT Y B RS FE
C& T ERNA . RIEEN BT EAREHX, 74 PKCS#10 1EHiE R
1 IFi# 524 GDCA.

The EV certificate registration operation shall be stated clearly in GDCA EV CPS and be compliant
with guidelines’ Section 10 released by CA/Browser Forum at www.cabforum.org.Applicant should
learn subscriber’s agreement, provisions agreed in this CP and corresponding CPS and other files
in advance. Especially, applicant should focus on related content about the certificate applicable
scope, rights, obligations and guarantee.

Applicant should submit EV certificate application forms and corresponding documents to GDCA.
All of above means that applicant has learned and accepted the contents. Applicants must generate
public and private key pair by themselves and send a PKCS#10 certificate request file to GDCA.
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4.2. P HIEAFE Certificate Application Processing

421 PATRAESEH

Performing Identification and Authentication Functions

= GDCA 32T I EV R 5, MA%A CP 5 3.2 ISR, Xl T
SRS %

FEAEH AT, 45 GDCA HR¥E CP 55 3.2 17 b i & RIS SRAT 1 B dls sE W SC A AN
i 27 AN H HzE BEAR KA, N GDCA W] A% A% BRI S, A SuE i
o

After GDCA and its registration agencies receive the subscriber’s certificate application, they should
perform identity recognition and verification of identification over the subscriber according to the
requirements of CP section 3.2.

GDCA may use the documents and data provided in section 3.2 to verify certificate information,
provided that it obtained the data or document from a source specified under section 3.2 no more
than twenty-seven (27) months prior to issuing the certificate, and provided that no changes
occurred to the documents and data within such time period.

4.22. EFHIEHAENEL

Approval or Rejection of Certificate Applications

GDCA NBiAESERIFEAL b, HEHEEELE g . W RIELE R iE, W RZal & 2 1 5
o FEA B (8] A IE AN EV IETS TG .

GDCA should approve or reject applications based on authentication. If GDCA and RA reject an
application, they should inform the applicants with appropriate ways and within reasonable time
period.

4.22.1. EHHER#LE

Approval of Certificate Applications

WMARTFE Nk %M, GDCA ] LAHLHEE 5 H i -

1 ZHIEBAW LA CP 5 3.2 TR T1T 7 S BRI S 5 E «
2. WIEH RSB A RO IS A A ALK

3. HHEH O MIE ST THRLIZE o
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GDCA will approve the certificate requests, if the following conditions are met:

1. The application shall completely meet the requirements from CP section 3.2 regarding the
subscriber's identification information and authentication.

2. Applicant accepts or has no opposition regarding the content or requirements of the
subscriber's agreement.

3. Applicant has paid already in accordance with the provisions.

4222, WFHHBERES

Rejection of Certificate Applications

AR T HIETE, GDCA RLAEZAIE H il :

1 ZHIEAFFEA CP & 3.2 TR 1T 7 B BIARIR A 5 «

HE# A BETR BLIT 5 Z 0 S IE AR R

FHU 7 [N B ANRERE 32T T DML A S N AT KR

FA & VA B AN BE B 2 FRLE SIS AR PG 2

HIEHE A ICANN (The Internet Corporation for Assigned Names and
Numbers) 2 [EH #1387 gTLD (TiZds 4 );

6. GDCA Y HHEHEIZ HE R 2 0f GDCA R4+l VAR sz 12k

a > w DN

If the following circumstances happened, GDCA should refuse the certificate application:

1. The application does not meet the specifications of subscriber’'s identification and
authentication in CP 3.2.

2. The applicant can’t provide the required identity documents.

3. The applicant opposes or can’t accept the relevant content or requirements of the subscriber's
agreement.

4. The applicant has not paid or can’t pay the appropriate fees.

5. The requested certificates contain a new gTLD under consideration by ICANN (The Internet
Corporation for Assigned Names and Numbers).

6. GDCA or RA considers that the approval of the application will bring the dispute, legal disputes
or losses to the GDCA.

4.2.3. KCEEIEF HIEHIE

Time to Process Certificate Applications

GDCA ] EV HL AN SFN] (CPS) M E & B AIF 1 B i A #E N 3] . GDCA
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ILAE CPS #LE KIS 8] AL PAEF FRE,  Toig etk 2R

GDCA EV CPS should specify the processing period of certificate application. No matter approving
or rejecting, GDCA should process certificate application within the period specified by GDCA EV
CPS.

4.2.4. INIENEAL (CAA) Certification Authority Authorization (CAA)

X F GDCA #iUk Hi /& CAIXI Y2183 EV Guidelines. Baseline Requirements %3k

I AFERTEAER SSLUESS, M 2017 47 H 1 Hi2, GDCA Rixf 2K IE+ 3@ 49
W )4 > ANSName i CAA G F A2, fEIE 2 7T, GDCA %f SSL -5 HiiE A it CAA
WA
GDCA N4 RFC6844 [FI#ILE Ab3 “issue”. “issuewild” A “iodef” (1))@ MEAR%E
issue”. “issuewild” FrZE AL 2 “gdca.com.cn”, | GDCA ANTRE Sk N FIAIE+
CAA it Hi B “iodef” #7725, MUl GDCA 15 i i 2 14 I v o2 A2 75 N HLATURAIE TS .

GDCA AR5 CAA C% AR R DL N A EFS 26 1) 7E4F GDCA
(R A R A ) CAA BRI 2) B350l —IREHT AR CAA 3% 3) A4 Fr
FEXIAMFAESR 7] ICNNA R X 5] DNSSEC 4 1E % .

€«

F
t

For the publicly trusted SSL certificates issued by GDCA and conform to the EV Guidelines and
Baseline Requirements of the CA/Browser Forum, from July 1, 2017, GDCA should check the CAA
records for each dNSName in the subjectAltName extension of the certificate to be issued, and
GDCA will not perform the CAA check for the SSL certificate requests before July 1, 2017.

GDCA should process "issue", "issuewild", and “iodef” property tags according to RFC6844: GDCA

should not issue corresponding certificates if the "issue”, "issuewild" property tags do not contain
“gdca.com.cn”. In case the property tag “iodef’ is present in the CAA records, GDCA should

determine whether or not to issue certificates after communicating with the applicant.

GDCA should treat a record lookup failure as permission to issue certificates if: 1) the failure is
outside the GDCA's infrastructure; 2) the lookup has been retried at least once; and 3) the domain's
zone does not have a DNSSEC validation chain to the ICANN root.
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4.3. EPHZ%K Certificate Issuance

43.1. EFEZRF CAKIFTA CA Actions During Certificate Issuance

MR CA FHEFS 2% N it GDCA BB W AE N DT R AT EHR 2, AR CA $4T
UEFH 2RI

A trusted person authorized by GDCA should deliberately issue a direct command with respect to
certificate issuance by the root CA, in order for the root CA to perform a certificate signing
operation.

CA RAEUET: AR HE 5 A O AAE TS . CA T N A BN K IE 153 1
FAEE S HIE h gt HE 5 8 o ZEARCIETS I ERAE R 2 BT B0 A2 EV CPS o, Jf H AN
CA/MYE 28 3x (CA/Browser Forum) i ik www.cabforum.org & A IF6 RS 12 5 12
KA
GDCA generates and issues certificates after approval of the application. CA generates and issues
certificate for subscriber based on the information from certificate application form approved by

GDCA. The operation of certificate issuance shall be stated clearly in GDCA EV CPS and be
compliant with guidelines’ Section 12 released by CA/Browser Forum at www.cabforum.org.

4.32. CABHITPIEERER

Notifications to Subscriber by the CA of Issuance of Certificate

GDCA HHEBER RGE KL G, RE@RAT AL O A, JFRT P ST A
PR3, Bl mxrmE . g TR, BE RS e 5T 45E )T
BRI A SRATAE S

GDCA will notify subscriber after issuing certificate. Subscriber can get the certificate via face- face,
online download, or other methods agreed in advance by both sides.

4.4. P Certificate Acceptance
44.1. MREEZIEFHRIFT N Conduct Constituting Certificate Acceptance
L AT/ EAT VIR % T TH) GDCA UEF IS5 WA iE R 8, UEF5 F 458 ERRIMRER AT
FEsz TUEFS
2. GDCA JEMWURLEIT IS VE T, AET P N8RS, JHEIEFEE IR 52
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FIELEAT T, BARERAT 532 TES
3. W ROGIEAS B IS A B R A RN

1. Subscribers can download certificates at the specific GDCA certificate service website. The
download completeness indicates that subscribers have accepted the certificate.

2. GDCAs RA can download certificates for subscribers with the permission of subscriber.
Then RA sends the certificates to subscriber through e-mail. It means the fact that
subscriber has accepted this certificate.

3. Subscribers oppose the fail operation of certificate and its content

4.42. CA SHEFHH KA Publication of the Certificate by the CA

W PEZAEA 5, GDCA K% AT A5 AT B AT L A TF U5 [ ) H S AR S5 &R Gt

After subscriber receive a certificate, GDCA issues the subscriber certificate to the GDCA directory
service system.

4.43. CABHMHEMSEAIERHER

Notification of Certificate Issuance by the CA to Other Entities

FRUEFIT 7 4h, GDCA Ay E@ A AL SCAAUEF 2K o

GDCA and RA do not need to notify the certificate issuance to other entities except for subscribers.

45, FHXNFUEHBER Key Pair and Certificate Usage

451. TPRAHEERKER

Subscriber Private Key and Certificate Usage

SIEAS AR (2 BIAS BL AL A A P 22 80T 7 I BOFS2AIE S Ja AT A
Mo MERREBRFEIT M A CP NIFHSE CPS HIMLE, I HAAZUSE & H g
I IR E SRR A — B

VTP RLORY HAL P38 S R BB, JF HAS A A i ST s e e 45 . A
AT VAR

X BV AURSREZAESS, AAEAE— AR 2 N B

XFTEV SSLAEFS, 11 A7 STAEA S5 CRAE R AEUEF o 41 ) 32 01 44 %8 2 P R 4%
iy AR
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Only after subscribers sign the subscriber agreement and accept the certificate, the private key
which is correspondent to the public key in the certificate can be used. The usages of the
certificates must conform to the provisions of subscriber agreement, this CP and related CPS also
must be compliant with the EKU defined in the certificate.

Subscriber should protect his/her private key from unauthorized use. Subscribers should no longer
use expired and revoked certificates. In addition, the private key should not be archived.

For EV CodeSigning certificates, a certificate cannot match multiple software at the same time.

For the EV SSL certificates, the subscribers should undertake an obligation and warranty to install
the certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.

45.2. HBF AHMEFRRFEH

Relying Party Public Key and Certificate Usage

MR B IR B TS A E RS, A ST LR AR

1. FRAGHECTEE N RLIRIE S R A5 T8

2. VIR R NIIE 542 BT GDCA %

3. JEIL AW CRL B OCSP Hfi i\ %25 44 %5 BL KT IE 5 /2 A 4% i s

4. AIEF I 38E F 6 R 2 4

5. fEAER ERAHRIES S .

PhEARAT—ANIR R, AR 7 ST 425 4415 8

ST T BRI N AT B BT I, RS IE 2 IR AR PR 2 T I FEAIE
5, SREAEARIES LA AYIXHE BN « A7 RORE N2 IE I R 2545 B — i K% %
27

0

When the relying party has received the message with digital signature, the party has the obligation
to carry out the following operations to confirm:

1. Obtain digital signature’s corresponding certificate and trust chain.
2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.

3. Confirm whether the signature corresponding certificate has been revoked by querying the
CRL or OCSP.

4. Certificate usage is suitable for the corresponding signature.
5. Use certificate’s public key to verify the signature.
If the above conditions are not met, relying party has the responsibility to refuse to sign information.

When the relying party needs to send an encrypted message to the receiving party, the party must
first obtain the encryption certificate of receiving party through proper channels, and then encrypt
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the information using public key of the certificate. The relying party should send the encryption
certificate and encrypted information to receiving party.

4.6. IEFEH Certificate Renewal

4.6.1. IEHEHHIE Circumstances for Certificate Renewal

GDCA HFRAL EV IEBHH RS

GDCA does not provide EV certificate renewal service.

46.2. TERIEFBEFKIEE Who May Request Renewal

ANE

Not applicable.

4.6.3. KFEIFHFHER Processing Certificate Renewal Requests

AEH

Not applicable.

4.6.4. BRITFFEPBRIER

Notification of New Certificate Issuance to Subscriber

ANEH

Not applicable.

4.6.5. MRESZEFIERRITA

Conduct Constituting Acceptance of a Renewal Certificate

AEH

Not applicable.
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4.6.6. CAXIEINERRIRAA

Publication of the Renewal Certificate by the CA

AEH

Not applicable.

4.6.7. CABMEAEZHIETRIZER

Notification of Certificate Issuance by the CA to Other Entities

ANE

Not applicable.

4.7. IEPHEEAEH Certificate Rekey
471, EHBHEFKIE Circumstances for Certificate Rekey

GDCA HiEH P B AR EA R T LU M E I
GDCA certificate Re-key including but not limited to the following circumstances:
1. WEBE,
2. AEPEARI;
3. FTHOR. BUR%&EHPK, GDCA ZERIEHH .
1. The certificate expires.
2. The certificate key expires.

3. GDCA requires certificate key update based on the security reasons of technology and policy.

4.7.2.  TERUEFE LAk

Who May Request Certification of a New Public Key

SR 5 B ST SER R AETHT .

The entity who requests re-key is the certificate subscriber.
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4.7.3. KEIEHFEHEFER Processing Certificate Rekeying Requests

SR CP 55 3.3 JIAIA CP 25 4.3 17 (1 M kA5 3§ B ik A7 FH ™ B i 450 AR
o PA R AE 525 o

The authentication and identification of subscriber for certificate rekey and the certificate issuance
should conform to CP section 3.3 and CP section 4.3.

4.7.4. BRI FIERRZER

Notification of New Certificate Issuance to Subscriber

[A] 4 CP 2% 4.3.2 7.

See CP section 4.3.2.

4.75. MBREZEHEIERHTA

Conduct Constituting Acceptance of a Rekeyed Certificate

[A] 4 CP %5 4.4.1 7.

See CP section 4.4.1.

4.7.6. CAXTEHEIERRRAR

Publication of the Rekeyed Certificate by the CA

[FIA CP 25 4.4.2 15,

See CP section 4.4.2.

4.7.7. CABMHEMMAIERRIZER

Notification of Certificate Issuance by the CA to Other Entities

[F]A CP %8 4.4.3 7.,

See CP section 4.4.3.
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4.8. JEFHEFE Certificate Modification

48.1. EPHTHEFIEIE Circumstances for Certificate Modification

GDCA Afflt EV IEHAHEARSS, WHlE+s a8 1f5 B LA I N AZ A CP 5
4.9 THIHE MAZIET:, 177 RAZ A CP 28 4.1, 4.2, 4.3, 4.4 TiHHUE BB HE A
KA
GDCA does not support modification of EV certificates. A certificate in which the information has

been changed should be revoked according to CP section 4.9. Subscriber should re-apply the
certificate according to CP section 4.1, CP section 4.2, CP section 4.3, and CP section 4.4.

482. ERIEPELE KL/ Who May Request Certificate Modification

ANE

Not applicable.

48.3. KFEIFFHEAFFR Processing Certificate Modification Requests

AEH .

Not applicable.

4.8.4. BT FHFIEBRZER

Notification of New Certificate Issuance to Subscriber

ANEH

Not applicable.

485 HREZZEIERRITAN

Conduct Constituting Acceptance of Modified Certificate

AEHT .

Not applicable.
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48.6. CAXIZFIEBHIRAR

Publication of the Modified Certificate by the CA

AEH

Not applicable.

4.8.7. CABHMHEMSEAAIERHZER

Notification of Certificate Issuance by the CA to Other Entities

ANE

Not applicable.

49. EH BB FER Certificate Revocation and Suspension

WEF A AR W E N Y B Id SR AE EV CPS w1, R HEM CANIEE LA
(CA/Browser Forum) it www.cabforum.org & #i 48 5 55 13 #5501 ERAH — 5L,

Certificate revocation and operation to query status shall be stated clearly in GDCA EV CPS and be
compliant with guidelines’ Section 13 published by CA/Browser Forum at www.cabforum.org.

49.1. EHBEFITE Circumstances for Revocation

49.1.1. ITPERRSMER Reasons for Revoking a Subscriber

MRILLA TGO, TET A A -

VT DT 20 SRS 155

2. AT FEA GDCA B HIE 1 SR ARAT BIBA H ARG W BIF AT A

3. GDCA {3 TR, UEBASUE-BA M BT PR S T %, AHMAS
Baseline Requirements % 6.1.5 7 &5 6.1.6 717

4. GDCA 345 T ki1l 3] iz FH B ik

5. GDCA RZBIT iR 71T i« CPICPS Hf)—IiE, £ i K 57T

6. GDCA K& T FQDN B¢ IP Huhil i AR FEwvE B /] (fildn, FEvkBeok
hk 7 2 A T IR T AL A AL D), S T N FR s AR VR T &
ARG PR 28 1k, B TR A AR R SR T 4 ) s

=
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7. GDCA 3R 5@ BC A UE Fi B T %0 B IR O 1% S PR 1) 74804

8. GDCA ZRZIEFH AT & 15 5 I E AL

9. GDCA FHZBIEPHIZ R KBERF 4 Baseline Requirements %3k, @ GDCA ] CP &%
CPS;

10. GDCA Y NAEAT H BIAEEF M5 BAUERG . A E LB R A 13RS

11. GDCA H TAEMEFEFILIEE, HARS 5 —F CA LRI CAFRAEIES mA1 %

12. GDCA {4} Baseline Requirements 25 & E45 AL 1 %%,  BRMR RN Bl 2% 1k, Bk
Hoks4Ed CRL/IOCSP 15 B

13. GDCA REBEM T2 KIEBHI % CA FASIE R 1 A e E

14. GDCA ff] CP =k CPS ZR 511 F il 135

15. UEF IR P A B0k 2R R A B BT BRSO (1, CA/Browser 3z AT AEIA
I B AL B K S BT AN 0 R T e A, ELUGIE N TR R B
[ 9 FH GDCA S e B ) 5ok 1 AN AT 1252 (1 AR o

16. CPS HHATT AT WAL IR B2 AN A BT ) M BEAS s FIAR R F s THENLBURAE R V&
L MR BBV ISR BURAT A SO B A A 0 R R R Hoe b A
SR B

17. GDCA C&JBATMM XS5 )E, W P REEANIRS %%

Certificates must be revoked if one or more of the following occurs:

1. The subscriber requests in writing that GDCA revoke the certificate;

2. The subscriber notifies GDCA that the original certificate request was not authorized and does
not retroactively grant authorization;

3. GDCA obtains evidence that the subscriber’s private key corresponding to the public key in the
certificate suffered a key compromise or no longer complies with the Baseline Requirements
sections 6.1.5 and 6.1.6;

4. GDCA obtains evidence that the certificate was misused;

5. GDCA is made aware that a subscriber has violated one or more of its material obligations
under the subscriber agreement and CP/CPS;

6. GDCA is made aware of any circumstance indicating that use of a fully-qualified domain name
or IP address in the certificate is no longer legally permitted (e.g. a court or arbitrator has
revoked a domain name registrant’s right to use the domain name, a relevant licensing or
services agreement between the domain name registrant and the applicant has terminated, or
the domain name registrant has failed to renew the domain name);

7. GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate fully-qualified domain name;
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8. GDCA s made aware of a material change in the information contained in the certificate;

9. GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or GDCA's CP or CPS;

10. GDCA determines that any of the information appearing in the certificate is inaccurate, unreal
or misleading;

11. GDCA ceases operations for any reason and has not made arrangements for another CA to
provide revocation support for the certificate;

12. GDCA'’s right to issue certificates under the Baseline Requirements expires or is revoked or
terminated, unless it has made arrangements to continue maintaining the CRL/OCSP
repository;

13. GDCA is made aware of a possible compromise of the private key of the subordinate CA used
for issuing the certificate;

14. Revocation is required by GDCA’'s CP and/or CPS;

15. The technical content or format of the certificate presents an unacceptable risk to application
software suppliers or relying parties (e.g. the CA/Browser Forum might determine that a
deprecated cryptographic/signature algorithm or key size presents an unacceptable risk and
that such certificates should be revoked and replaced by GDCA within a given period of time);

16. The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as
natural disasters, computer or communications failures, changes of laws and regulations,
government actions or other causes beyond the reasonable control, causing threats to the
information of others; or

17. Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
subscribers to pay.

4.9.1.2. Reasons for Revoking a Subordinate CA Certificate 4% CA iEH ) m 45 R A

PN LA i) —RhEZ fl, GDCA RIfE 7 K2 A M8 4% CAEP:

1. GDCAIRf3 TIEHE, EBSIUEFH AR R g CA A 3 T %8 E, SR H
T B K B R A 2 b (0 R 5

2. GDCA 152 1 uF 538 2= H 1 uF 4 ;

3. GDCA fRANERMZE R ARRERF A, B CA RAERFAIE H MIEH S BOMIE 55

SR

GDCA Y AT H BAEIE S T 5 BN R (5 BB A R S

14 CA B TAEf R R 118

g CATH, BB B 4 1k

GDCA [HIIEF3 e /el E MY 55 4000 BSR4

N o o &
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8. UEAH AR A A mib 3 A 1 g L FH A A I e m AR AT AN T 32 B2 UG
GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1. GDCA obtains evidence that the subordinate CA’s private key corresponding to the public key
in the certificate suffered a key compromise or no longer complies with the requirements of the
standards on key sizes and public key parameters;

2. GDCA obtains evidence that the certificate was misused;

3. GDCAIis made aware that the certificate was not issued in accordance with or that subordinate
CA has not complied with the applicable CP or CPS;

4. GDCA determines that any of the information appearing in the certificate is inaccurate or
misleading;

5. The subordinate CA ceases operations for any reasons;
6. The subordinate CA expires or is revoked or terminated;
7. Revocation is required by GDCA's CP and/or CPS;

8. The technical content or format of the Certificate presents an unacceptable risk to application
software suppliers or relying parties.

492, TERIEP RAHIE4E Who Can Request Revocation

LR SEARTT LA R A — N0 IE S
1. GDCA;
2. UEPT
3. B BUREE T RHARRK AR
4. ARBT « S AT SRR« B0  MUAL A PR 28 =5 T ASR AUES [ i 7
%1 GDCA 3 & BB i M A IE S
The following entities can request revocation of a subscriber certificate:
1. GDCA
2.  Subscriber
3. Court, government departments and other public power department

4. Relying parties, application software suppliers, anti-virus organizations and other third parties
may submit certificate problem reports informing GDCA of reasonable grounds to revoke the
certificates.
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4.9.3.

EF B E R EFEF Procedure for Revocation Request

49.3.1. T PERABBIER

The subscriber actively proposed to revocation application.

© o > w bd o

4.9.3.2.

1T F15) GDCA #2388 FRER A S iE AR, [RB 150 B A Y SR«
GDCA #ZHB7 CP 5 3.4 1 ML E HEAT UEAS A 81 R 1) %5«

GDCA 7EE: 3 G R IF I 2 A TAE H W 5E BGIE B Ay

GDCA 58 i 13 8 Je S IR H s A BIES i AH 51036 5

GDCA &I HiE MEAFSEIE 2 J7 2, AN FE P iy bl B P 2
GDCA #tt 7%24 /NI FRIAIE S 1 4 F G IS5

Subscriber submits application form of revocation and documents of identity confirmation
to GDCA. Meanwhile, subscriber should provide reasons of revocation.

GDCA makes authentication of certificate revocation request according to CP section 3.4.

GDCA completes certificate revocation within 2 working days after receiving revocation
request.

After the completeness of revocation, GDCA releases it to CRL promptly.

GDCA notifies subscriber that the certificate was revoked and the revoked reason by
appropriate means, such as telephone, mail, and etc.

GDCA offers 24x7 certificate revocation requests service.

WP BEETH] REIES

The subscriber is forced to revoke the certificate

24 GDCA A 784 FIEE A5 HELAS CP 25 4.9.1 Hh 5 RUIEILAT, AT Imad o &R
S RIS R B E 15

GDCA $&Atk 7%24 /NI (RIUE 5 o] 4 75 FH AL B LRE 5

MR BN SRR B B S 58 = 7 B UE TS ) AR
T, GDCA JZH 21 75 HAR 5 U 5 45 Skt g /2 75 AN IE TS

GDCA MBI FiER G, &Ly, OfFE I, dimsE, &l
UEF OB 8 A A EE e

GDCA can revoke subscriber’s certificate with the occurrence of circumstances described
in CP section 4.9.1 after the approval of GDCA Security Policy Committee.
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2. GDCA maintains a 24x7 certificate problems reporting and processing procedures.

3. GDCA will take actions to investigate the certificate problem reports submitted by relying
parties, judicial institutions, application software providers, anti-virus organizations and
other third parties, and will decide whether or not to revoke the certificates based on the
results of the investigation;

4. After the certificate revocation, GDCA or RA will use appropriate ways, including mail,
phone etc. to notify the final subscriber that the certificate has been revoked and the
reason why to be revoked.

49.4. BEIERLK TR Revocation Request Grace Period

n SR B M e O R B ST, T B U SR A e T AT i 5 8
NS AR o FLA R A SR R ) 7 B SR AL AE AR BE ) 48 /NI R

If key exposure occurs or suspected occurs, revocation request must be submitted in finding
leakage or leakage suspicion within 8 hours after key exposure or suspected exposure is found.
Revocation requirements caused by other reasons must be made within 48 hours.

4.95. CA JCHE R4ATE R PR

Time Within Which CA Must Process the Revocation Request

GDCA H%H iy 818 K 258 il i 8 Z RV Te] B JUIRR, - ANk 24 AN/t

The cycle of GDCA processes revocation request is 24 hours.

4.9.6. WBOTREILT MERIER

Revocation Checking Requirements for Relying Parties

PG LEARCH— AN IE T A8 1) GDCA KA 1) CRL B AT T (E AT I 52 75
WA

Relying parties must check the CRL published by GDCA before trusting a certificate to confirm the
status of certificate.

49.7. CRL RFiHE

CRL Issuance Frequency

X7 FHE+S, GDCA 1) CRL RAG WA 24 /NEF, BITE 24 /NisF P9 & AT S8 CRL,
H nextUpdate Bt B ATFHE H thisUpdate {E 1) 10 KL F.
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XFFrg CAAEFS, GDCA ) CRL KA AN 12 ™ H o IR m 2 CAILE,
GDCA 7E M4 )5 24 /INF 2 W BEHT CRL, H. nextUpdate 7 Bt [F{E A5 HY thisUpdate &
ffr12 A~HEL k.

TERFIR S 2RO R AT LA CRL N7 B AR R0 (B IR 28 A& A 26 R RERS ARAIE ), CRL 7
RIAE 25t GDCA il € [ R AT HEME TR SE o

For the subscriber certificates, GDCA should update and publish certificate revocation list (CRL)
every 24 hours, and the value of the nextUpdate field should be no more than ten days beyond the
value of the thisUpdate field.

For the subordinate CA certificates, GDCA should update and publish certificate revocation list
(CRL) every 12 months. In case the subordinate CA certificates are revoked, GDCA should update
and publish the certificate revocation list (CRL) within 24 hours after the revocation, and the value
of the nextUpdate field should be no more than twelve months beyond the value of the thisUpdate
field.

However, CRL can come into effect immediately determined by release strategy made by GDCA in
special emergency circumstances (assuming that the network transmission condition can
guarantee).

49.8. CRL XAl KA JERE Maximum Latency for CRLs

—ANEVIE PN E MR &3] CRL L RI# A RIS GERELT 24 /N

CRL is effective after revocation request approved within 24 hours.

499 HELRESEWHERHME

Online Revocation/Status Checking Availability

GDCA R [A]iiE H5 3T ;7 AR 7 L AE 26 iE RS B IR S . OCSP M B2 175 6
RFC6960 [MZE3K, JHf H# OCSP R4 #5454 . OCSP k%5 48 I 1 5 IEAE B R AS I IE
Fi A —A CA %K, OCSP JIg 45 #% i 5 B & — 4~ RFC6960 & X KA K
id-pkix-ocsp-nocheck f13 fE 37 .

GDCA should support OCSP responses for subscribers and the relying parties. The OCSP
responses should conform to RFC6960, and signed by an OCSP Responder whose Certificate is
signed by the CA that issued the Certificate whose revocation status is being checked. The OCSP
signing certificates should contain an extension of type id-pkix-ocsp-nocheck, as defined by
RFC6960.
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4.9.10. FELLIRASEWESKR Online Revocation Checking Requirements

AP AL E T IEZORES T ), GDCA A1 B ATAT AR .

GDCA $2it Get Al Post PiFH /77y OCSP & ifi 55 -

XFFATFESS, GDCA R A /DEEPYR KT OCSP {5/ . OCSP i b e KA RO A
10 K.

X T gk CAIETS, GDCA MZE/D4E 12 M HEH OCSP (58, Zmethd CA i
50, NITE 24 /N A BEH OCSP {5 &

X PR R FIEBHPRESE IE K, GDCA AFiR[E “good” IRZ.
Users may feel free to inquire status online. GDCA must not impose any access limits.
GDCA offers the OCSP service using both the Get and Post methods.

For subscriber certificates, GDCA should update the OCSP information at least every four days.
OCSP responses from this service have a maximum expiration time of ten days.

For subordinate CA certificates, GDCA should update the OCSP information at least every twelve
months, and within 24 hours after revoking a subordinate CA certificate.

GDCA must not respond with a "good" status for the request for status of a certificate that has not
been issued.

49.11. BHEBMEMRAER

Other Forms of Revocation Advertisements Available

&7 CRL. OCSP 4, GDCA W] UIHRAE (5 B R HoAt AT 20, (HIXAS S D520

GDCA may provide other publication forms of revocation information in addition to for CRL and
OCSP; however, such publication forms are not mandatory.

49.12. FHBMENRFHIER

Special Requirements related to Key Compromise

FRA CP 5 4.9.1 FRUE RIS AL, 21T 7 BREE MU BOIE 53 452 B 2 i i,
A7 BRI GDCA # HiEF imasiER. Wk CA % H IR CA Bihdt CA %) %4
WA E BCE VBRI, SOZAE & B 18] 3 5 3CH0 07 3R I 38 AT 7 MR AT

Except for the case described in CP section 4.9.1, when certificate key of subscriber or RA has
been lost or probably lost, certificate revocation request must be made to GDCA immediately. If
security of CA's key (root CA or sub-CA key) is damaged or suspected damaged, GDCA should
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notify subscriber and relying party timely in reasonable time and appropriate way.

4.9.13. {EFEERERE Circumstances for Suspension

GDCA A SCFHE L

Not applicable.

4.9.14. ERIEPERRKI LA Who Can Request Suspension

GDCA A FHIE

Not applicable.

4.9.15. EHREIERKFERF Procedure for Suspension Request

GDCA A SZFHIE

Not applicable.

4.9.16. EHEABIFRFRS] Limits on Suspension Period

GDCA ASCFHE 4L

Not applicable.

4.10. IEFIRZ RS Certificate Status Services

4.10.1. #/EFRFME Operational Characteristics

AT LUERE CRL. LDAP H 3% OCSP #HlEFiRAs, iRy sRH0E R4
JIR 45 N A2 06 2 1) 1 SR AT 2L PR e S8 B[] R A AL BE g

T4 A IIE TS, GDCA ASNLAEEF 2 AT BR HAE CRL i) i85 1d 5% - GDCA
ANHER CRL ARSI A UEF ) A 10 % .

GDCA Rl OCSP A i A ic 3%

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate status
services described above should have reasonable response time and concurrency process
capability for query request.

For the revoked certificates, GDCA shall not remove their revocation records from CRL prior to

43



Il semnmennmmas

= GDCA BV iEfi5ms (V1.5) iR

expiration of such certificates. GDCA does not remove the revocation records of code signing
certificates from the CRL.

GDCA does not remove the revocation records in the OCSP.

4.10.2. PR W] FE Service Availability

WEFARAS RS D AUORAE 7X24 /NP aT L, ELp B2 (B AN/ 10 75
UEA5 RS IR S5 i ] 1 S 24 B iC Sk 7E EV CPS AR, I HEERT CA/M 8% 18 1%
(CA/Browser Forum) @it www.cabforum.org & AR 48 RS £ 13 380 (KB R A — 5L

Certificate Status Services must be available 24 x 7 without scheduled interruption, and the
response time must be of ten seconds or less.

The availability of certificate service status shall be stated clearly in GDCA EV CPS and be
compliant with guidelines’ Section 13 published by CA/Browser Forum at www.cabforum.org.

4.10.3. WERHFE Operational Features

ZHEAR CP 45 4.9.9. 4.9.11 7 HHE.

See CP section 4.9.9, section 4.9.11.

4.11. ITML5 End of Subscription

VT PE S L BN 01T P R D917y TE R 3
LB S AT T
2. EAS BRI T4

The following conditions shall be deemed that the user terminated to use the certificate services
provided by GDCA:

1. The certificate is not updated after expiration.

2. The certificate is revoked before expiration.
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4.12. BHIEE 5% E Key Escrow and Recovery

4121 FHARESKERNRESITA

Key Escrow and Recovery Policy and Practices

GDCA AEFLEALAT EV IEBIT P RIAE, Rt AR AEZ A E RS .

GDCA does not escrow the private key of subscriber’s EV certificate and thus does not provide key
recovery services.

4.122. SEFHANHESKERIRK ST

Session Key Encapsulation and Recovery Policy and Practices

TERE -

No provisions.

5. INMIEHUM R, B E AR

Facility, Management, and Operational Controls

5.1. #EE#EH] Physical Controls
5.1.1. FHufr B 585 Site Location and Construction

GDCA HuL AL #Z DI BE EE A iz XL RS IX . R HEX . AKX T
Xk B0 X A2 mPERE bR . TR NPT FUANR, AT, SR
MRS 2mm (v 5LAN,  HUBCR T JERE Y 3mm fv8 3LANER . R4 T 208 CO2 fRe
1o B IMB A 5B M R B R . Bk 12 Tl B Bl 1. 18 XU 52 % 57 i
AU PC B 5 RE X T o FEURIE I A v TR RE AR IR DB A% o A TBUPR 3 BORL
R R A 0 BT B AEAZ L X

According to the functions of GDCA central area, it consists of core area, service area,
management area, operation area, public area. The core area is a high-performance
electromagnetic shielding room. Its shell is made of six sides of high quality cold-rolled steel plate.
The roof and wall panel is made of cold-rolled steel plate with thickness of 2 mm. The floor is made
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of cold-rolled steel sheet with thickness of 3 mm. Welding process is CO2 protection welding. Glass
is thickened and bulletproof with metal mesh added on it. Shielding door is manual locked. Vent is
configured with honeycomb type ventilation duct shielding room window according to the
specifications of the shielding room. Power filter is single phase high-performance low leakage filter.
Safe with confidential information stored must be placed in the core area.

5.1.2. Y35 #EH] Physical Access

B AN 2 A R AT AR T B . AR, AT PRIEE AN
B2 4 2 NFRFE 242 R . GDCA 1) CPS AZ5U W ER Ui 17 2 1 HEAT LU S VE I AN
iE o
The activities of accessing to each physical security layer shall be recorded, audited and controlled

in order to ensure that all above activities of certain person have been authorized. GDCA CP must
define detailed rules for physical access control.

5.1.3. H 3545 Power and Air Conditioning

GDCA HLps M %24 WIEERT L B R G0 S & IR S8, DA DR S AN 8] W
LR F34h, N AA NG TR RS B XGRS0 18 8 v b 10 AR .

The computer room of GDCA shall be equipped with secure and reliable electric power system and
electric backup system to ensure continuous, uninterrupted access to electric power. In addition,
these systems shall have temperature and relative humidity of special air-conditioning system and
wind system control operation facilities.

5.1.4. Bh7K Water Exposures

GDCA B A I TIHOR A, Bk KRB, JFREa8AE H B K B
DR EE 193 /N IR /K RAE 22 GE PR 50

The computer room of GDCA should have specialized technical measures to prevent and detect
leaks, and be able to reduce the influence of leakage on the certification system to the maximum
extent.

5.1.5. ‘kRPBFP Fire Prevention and Protection

GDCA M3 LR IR & i, il A L R P A B A BT L KR R A, 3X 28Kk
KT R AT 2 I B BT R K

The room of GDCA should take preventive measures, and formulate the corresponding program to
eliminate and prevent the occurrence of the fire. These measures shall meet local applicable safety
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regulations.

5.1.6. JMEAK Media Storage

XA B AR O F R 2 Bk BK S B Bl BrfEih. Bided. B
WLy B L RAR SN S ) 22 AR, I LR S ™A% (0 OR3P T BLRART L3S A R 2S5 A
A5 1A
GDCA meets the security requirements for media storage, including fire-proof, water-proof,
earthquake-proof, moisture-proof, corrosion-proof, pest-proof, static-proof, electromagnetic

radiation-proof, etc. Meanwhile, GDCA takes strict measures to prevent the media from
unauthorized use and access.

5.1.7. YA Waste Disposal

2 GDCA A MIARSK SCAF AR RE CAS P 75 2 A7 R TR LI, ah ZBR A it 6
8, MG R IIEIRE . BB A U B A A AR IR AL B ATAR G 3 R 3
BEIRT5 VSR H AT I AT P AR B

The written documents and materials of GDCA should be destroyed when they are no longer
needed or exceeded the expiration date, and must not be recovered. Cryptographic devices and
media with sensitive information should be initialized and physically destroyed by using
manufacturer’s method before disposal.

5.1.8. R4 Off-Site Backup

GDCA &L 1 st Bedis & fir pos, AEHI L TRV SC i AR e it . o T H S A
AN A SRR A S AT S L S &

GDCA has established a remote data backup center. It backups the core system data, audit log
data and other sensitive information by the specialized software at off-site location in real-time.

5.2. FEFF#EH] Procedural Controls

5.2.1. TW[{E#fh Trusted Roles

f£ GDCA AR FIEMR SR, REMAT EREH k. M. B
FR B 5500 BB BRI HAGI ZR 0 GDCA A5 Mt IX LA (5 B A0 4«
1 RIS R A BN DY

47



[] LM TIZRIEIRDE
m ol Digital Cyber secority Aotheoitg Cou i GDCA EV -LIE:']}%E% (Vl. 5) F[&

2. ARGUEHAN;
3. #&EHIAR;
4. EFEBN R KOS ERAEAN R

In the process of electronic authentication service provided by GDCA, a person who can essentially
affect the processes of certificate issuance, usage, management and revocation, and other related
positions which are involved in key operation is considered as trusted roles. The trusted roles
include:

1. Administrator of key and password devices.
2. System administrator.
3. Security auditor.

4. Business administrator and business operator.

5.2.2. TIESFEKAE Number of Persons Required per Task

GDCA NifE B A 55 MU X ST S5 BEAT ™ hg 2], R D E Mt 2SS
e U SS

1 IR R R E AR 2 5 AN RE AN A 3 MR SE R

2. IEBBEARGNGE G TEINMRGAEHN AT 2 0 E NGRS

3. WRZMZEAAETS: FE 2 AWE AN R F TR

GDCA strictly defines the controls of core missions in specific standards. Multiple trusted roles
should be required to jointly complete the sensitive operation. For example:

1. For operation and storage of the key cryptographic equipment, it requires at least three of five
trusted persons to operate.

2. For background operation of the certificate issuance system, it requires at least two of three
trusted persons to operate.

3. For review and issuance of the certificate, it requires two trusted persons to operate.

5.23. #MAERIRIEL5

Identification and Authentication for Each Role

X T BT A RSE TG A RN, A UEEAT AR B TR MR, 1 R I BE 8 356 A2 i A
FHITAERTTMER . SUEFEF7E GDCA (19N S 18 FH A7 31 464 PR o
All current staff who undertakes the trusted roles in GDCA should pass certain accreditation

process. This process is set out in the GDCA personnel management regulations.
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5.2.4. FBERFHEKAE Roles Requiring Separation of Duties

FrgER T &, RfR IR — DN T I —IRBER A 0, UANBE TR AEAE ) — R E B
REM A (. 7R EEHR D20 HI ) A B4 HANPR T

WE k5552

IEEk CRL %K

ARG LS4y

CA ZHEM

AT

o > w poE

In order to ensure security of the systems, it should follow the trusted role segregation principle that
the trusted role must be took by different personnel in GDCA. Roles requiring segregation of duties
include (but are not limited to:

1. The acceptance of the certificate businesses
2. The issuance of certificates or CRLs

3. System Engineering and Maintenance

4. CA key management

5.  Security auditing

5.3. ANR#E#]| Personnel Controls

N A HI N S R iC X EV CPS w1, JEHEM CA/NIEiEts (CA/Browser
Forum) @i www.cabforum.org KARIMFRFE 14.1 F50 FIERAH—2K.

Personnel Controls shall be stated definitely in GDCA EV CPS and be accordance with guidelines
Section 14.1 published by CA/Browser Forum at www.cabforum.org.

53.1. &k, ZMBEAER

Quialifications, Experience, and Clearance Requirements

GDCA X 7 H A5 ) TAE N 51 B ZER A0 T

1 A& RSN TR,

2. WSFEZGEHE. 3O, IR GDCA gt — % KE
3. 5 GDCA 17 KL AFE ML MUE I 5

4. BAREFMADANRR . BFRUIONEA TN TS,
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5. F& RIFHIBIAGER .

6. JCEHFIRIER,

GDCA ZR 78 2 m 5 M i) N 5 2D b B A Bl mIE S AR B e
M) CA IZATHIHE MM TAE . RAT ML KA R IE K5 .
The qualification requirements of person who undertakes trusted role in GDCA are as follows:
1. Good social and working background.

2.  Complying with state’s laws and regulations. Obeying GDCA's unified arrangement and
management.

3. Complying with the GDCA related security management norms, regulations and specifications.
4. Having good personalities and working attitudes, with good working experience.

5. Agood team player.

6. Noillegal and criminal records.

A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and
dedication to work, without other part-time work that affects CA daily operation, no major bad
records of this industry and etc.

5.3.2. BRIAEER Background Check Procedures

GDCA 517 K MBURF R IR BN & E, 58O A5 53 TH S R E .

P W AT A 53 AN H S N B AT 53 CA 2 i [A) S HEAT SR
HRIFEESN: FEAFEM A,

AR AR T2, PNV, #E, kR TmrRE.

S B RS E A AT H SNSRI L S, R R AN 2 % eTr
T A

GDCA collaborates with governments and investigation organizations to complete background
review for the trusted roles.

All employees who are trusted or apply for should have a written consent that they must go through
a background investigation. Background review including: basic review and full review.

Basic review includes reviewing work experience, job recommendation, education and social
relation.

Full review includes reviewing criminal records, social relation and social security besides basic

review.

AP
a) AFHHERITASOG SN RN SO DAL . SROBLIT B0 BT o
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c) MAAMITENILHEZL. HEWER. FRE0RE A L%,

d) Z%t%, GDCA 5 LA IRE WML, VLA G TAVFMEE CA UEF5 k55 1)
AIRFEANBUERZE . AR, GDCA I IRAN AN 51 B BHAH K 5% B0 A
ARG A ORI N AT I B 52, DUME R RS RREEIIEIX L N S AT {518
FERI T AERE

Background review including: basic review and full review.

Basic review includes reviews about work experience, job recommendation, education and
social relation.

Full review includes reviews about criminal records, social relation and social security besides
basic review.

The review procedure includes:

a)

b)

d)

5.3.

The HR department is responsible for confirming candidate’s personal information. Candidates
should provide the following information: resume, the highest degree graduation certificate,
degree certificate, qualification certificate and identity card and other related valid certificates.

The HR department identifies the authenticity of the information provided by candidates
through telephone, correspondence, network, visits and other forms.

The HR department checks candidates through on-site assessment, daily observation,
situational test and other methods.

After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At
the same time, GDCA will also be in accordance with the relevant organization regulations of
personnel management and make job examination on in-service staff who assumed trusted
role, so as to continuously review these employees’ trustworthiness and working ability.

3.  RYIZER Training Requirements

GDCA MR AT 5 M AL TR, 8 TAHRII R ATER I, SR AR IIN AT
& GDCA BEMkF;

GDCA EARM R

GDCA %4 FALH;

MIATER BT 48— K

GDCA E B # MIMFEE,

* 6 ¢ o
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& [FEZCTH T LRSS IER . B E. 5.

Based on the position requirement of trusted role, GDCA gives the corresponding pre-job training.
The comprehensive training contents are as follows:

GDCA operation system

GDCA technology system

GDCA security management mechanism
Job responsibilities uniform requirement

GDCA management policies, systems, measures, etc.

* 6 6 6 o o

The laws, regulations and standards, procedures of electronic certification service in China.

5.3.4. HEIIIFHEFER Retraining Frequency and Requirements

GDCA MR 5 E 22 HE A I, DAORAIE 52 B A7 1) 53 T BEINAT & b L 75 3K U 3
e AR5

For acting as trusted role or other important roles, these employees should be trained at least once
a year by GDCA.

535. TAERARBEFENRF

Job Rotation Frequency and Sequence

GDCA N AR HE 2 4 B SRS i 5 AE AN 53 A9 A Il o7 e 0 ST RN o

GDCA will define and change the Job rotation cycle and the sequence based on the organization
security management strategy.

5.3.6. FFAUTAEIAETT Sanctions for Unauthorized Actions

GDCA RS IHYEdr — B PUINE, X ARBAT AT LRI, ELAR AR 2
b5 GRS W TR, T, HOWPEE . IR FAN A B AT 30, XA T4
NN EE RS R
GDCA shall establish and maintain a set of measures for the administration, including termination of
labor contracts, position removing, fines, criticism and education, submitting to Judiciary for

processing, etc., to appropriately discipline the personnel unauthorized activities. Above discipline
activities should comply with laws and regulations.
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5.3.7. FILEZ ANFIZER Independent Contractor Requirements

XFFAJET GDCA WU E LAE A, {H M GDCA N5 K LAER Wk 4573 32
MRS N Gy BN RSS2 N, GDCA MG —ZRU R
1 NGRS R,
2. B 1L RS TIEEL:
3. GDCA #4t4— M E YA LAE R M FRE UL 501 A B EHEHAA R T GDCA
UIE T3 52 BB U A0 EL - DR 25 B o

For persons who do not belong to the GDCA but participate in the relevant works for GDCA
businesses, such as business personnel of business branch organization, management personnel
and other independent contractors, GDCA has requirements are as follows:

€ Record management of personnel profiles

€ With more than 1 year relevant work experience
€ GDCA provides unified training and retraining, includes but not limited to the GDCA

certificate acceptance rules and electronic certification business rules.

5.3.8. #HRH4LA N RKISCH Documentation Supplied to Personnel

GDCA it 45 P 3 SO BAAE RS VIR 5 53 T AR RS0

Documents provided to internal employees by GDCA include training documents and related
personnel working documents.

5.4. HiHEFIERF Audit Logging Procedures

5.4.1. EREHHIZRE Types of Events Recorded

GDCA R ic I FH- A8 H AR T

Lo TP HIE. R, B8 HRIUET & GDCA Ml R P iE ek R 7 g ik
5,

2. GDCA WAL, AW, Bk, SEHdEMEEOL, mEE, g, &
WK %5

3. ERRI

4. H1 GDCA 3735 #:1E;

5. FrA RECHAEUHER M, ZeBHRES LA L, GDCA/Authority
PHkia 515k, IR SOE PR AU, BYIERAE L, ST, DN AR,
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B e R R R ER S, b AR R A S e A
GDCA should record these events include but not limited to:

1. Certificate application, certificate suspension, certificate revocation and renew initiated by
subscriber or by GDCA, subscriber applies for key recovery, etc.

2.  Members of GDCA: Setup, change and login; Reset and alteration of password; revocation of
privilege; Creation, renewal, and recovery of key.

3. Connection failure.
4. Read and write operations from GDCA.

5. All related events such as certificate revocation, security policy modification and effective use,
start and end of GDCA/Authority software, making certificate and certificate chain effective,
attribute certificate management, customer update, DN alteration, database and audit trail
management, certificate lifecycle management and other events.

5.4.2. kEHZBKIE Frequency of Processing Log

GDCA Mg ik a el v+ H &, DMEADLE E ) 2 MR, X RB Z et
SRIDURR I (14 it o

All the audit logs should be checked by GDCA regularly in order to discover the significant security
and operation events and take corresponding measures.

5.4.3. ®HiHEMFEHEHR Retention Period for Audit Log

GDCA W22z 3 R AL IAER 5 1 T H &, SRAFIIBR O F 7 2 2 MERBUR +
Fo

GDCA must save electronic certification service audit logs properly. The preservation limitation
period is ten years after the expiration of the electronic signature certification.

5.4.4. i HEKEP Protection of Audit Log

BT o 12 2 24 SR A OB AL 87 T s 1, 97 1R 2 AL
o, MG,

All the audit logs should be handled with strict physical and logical access control measures to
avoid unauthorized reading, modification and deletion, etc.
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5.4.5. i HEREHERF Audit Log Backup Procedures

XFE U H G A&y ROZ AR AT AT R IR, AT %o

GDCA should set up and carry out the reliable system for backups of audit logs, and full backups
are performed periodically.

5.4.6. FH{HEE RS Audit Collection System (Internal vs. External)

TERE o

No provisions.

5.47. X+ SZEFEHEAFEE Notification to Event-Causing Subject

RS, BSOS R A AL ABWLE.

When audit record reports an event, GDCA shall notify individuals, organizations who cause this
event.

5.4.8. MEFTEIFE Vulnerability Assessments

HRAE VL5, GDCA g HIREAT 2 A E g9 PEVFAL , FARIE VP At 5 RECRh R Bt o

GDCA should conduct security vulnerability assessments regularly according to audit records and
take remedial measures according to assessment reports.

5.5. eFJA&% Records Archival

55.1. JARSiEFAIZREL Types of Records Archived

B AR ISR, B TR CP %6 5.4.1 THUE IS, & 72X I il k3T A8, &
F:

1 EFHIEEE

2. AEPRE AR ISR SO

In addition to the records need to be archived specified by CP section 5.4.1, the following records
should be archived:

1. Information of certificate application.

2. Supporting documents of certificate issuance.
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55.2. JARGEFHIFBE AR Retention Period for Archive

GDCA ] EV HL P IAIEMES N (CPS) N SE & A H RS 10 A5 B HARR o

EV CPS of GDCA shall provide reasonable retention period for archive.

55.3. JARYSCAEHIMRED Protection of Archive

VALBURERESNinky/bE Vit i D et DI RFN S A= =ty € PP AR Sk o2 YUV K EPNAD WA
VIR A, B IR RSB ER. MEREH B R AT .

All archive records shall take appropriate measures to control physical and logical access so that
only trusted personnel can access records. Archive records shall be protected from the
unauthorized browsing, modifying, deleting and other illegal operations.

5.5.4. JARERIEHTERF Archive Backup Procedures

T RGBT IR, N E BT &0y, S SO REAT R A TR
X EA IR TR, AT EIAT R, (E R EEREBU™ R 1 i fRIE L 2 2k

Electronically archived records generated by the systems should be backed up weekly. The backup
file should also be stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures need to
be taken to ensure the security.

55.5. RN ABRER Requirements for Time-Stamping of Records

GDCA HIRISAE QI IR AU #5717 H GDCA %725 44 I 8] 8K

The GDCA file must be created with time-stamped signed by GDCA digital signatures.

5.5.6. JARYYEE RS Archive Collection System (Internal or External)

B AR RNIAE A B BRI R SE, W GDCA AE LA«

All the entities including GDCA and RA should construct internal archive collection system.
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55.7. REMKIEIHEEBHER

Procedures to Obtain and Verify Archive Information

GDCA 722 2 i v G A 558 B 573 70 il O B VAR 2 10 2 N5 DL FERAS e BE A 26
52N, ZRHX 2 9% DT LEAL

Security auditors and business administrators of GDCA retain 2 copies of the GDCA file information
respectively. While obtaining the complete archived information, comparison of the 2 copies should
take place to confirm the integrity.

5.6. Z4HZFE Key Changeover

7E CAIE-B I, GDCA #xf CAUEBHATEH. HE CA BYIR I Rt A ik
A A CP 5 6.3.2 T L& IR AR ], T4 CA GIEFS mI LA P S 2 4 R AT 58T
55 B B AN, B O Al I CA B8Rt . RE7E 2 0% A a9, GDCA
] DIE A T S AR 7 PR CARER . 7 CA B, 9%
EFRME ), PRI CA AR RS CA THE G0 BT 2 B I PR U

When the certificate of CA expires, GDCA will renew the certificate of CA. As long as CA key pair
does not exceed the maximum lifetime specified in Section 6.3.2, the certificate of CA could renew
using original key. Otherwise, new key pair shall be generated to replace the expired key pairs of
certificate of CA. Also, even in the key pair life cycle, GDCA could generate new certificate of CA by
using new key pair. Before the certificate of former level CA expires, key changeover shall be
performed to ensure that the entities in the CA system shall switch from original key pair to new key
pair smoothly.

FEA BT CA BRI, LA™ Ry GDCA KT Pl BLAAE . BT A& HxS
PR, GDCA K RESOHI) CAEF, IR BEAT R AR, AETT NI Re s b i 3REL
i CAEF

New CA key pair is generated according to the key management rules of GDCA strictly. While
generating new key pair, GDCA shall issue and publish the new CA certificate timely, and it shall be
available for subscriber and relying party to obtain new CA certificate.

CA BB, PR UEHE AN UE A B AR 1 9

Make sure that the entire certificate chain transits smoothly in CA key changeover.
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5.7. #HMEHRMEWKE Compromise and Disaster Recovery

5.7.1. HMHBELAEREF

Incident and Compromise Handling Procedures

GDCA Sy il 1T & Fh S i A BE 7 28 R0 S A BETRZE , A0 AH I 0 S ORI 45 T35 AL R
Fro

In order to timely respond to and handle accidents and damages, GDCA establishes a series of
emergency response schemes and accident treatment schemes.

57.2. THENLEIRE. BAN/EEEE R

Computing Resources, Software, and/or Data Are Corrupted

SR MBS A R AR 1 S, GDCA SLRIVS Zh S i A BERE )y
AL, AT SRR R TR SRR

When identified the destruction of network communication resources, failures of devices for daily
services, malfunction of software, or tampered database etc., GDCA will launch the disaster
recovery plan.

5.7.3. AR ELERER

Entity Private Key Compromise Procedures

FEMGE I NN ER B AR GRS BL T, GDCA K REU R 5115 B AR 5 2 A 385G

1. GDCAWIERSGM A4 HSE B O WS EIER . R EEAIATALE,

2. ARHEAHERIHERT, AR M S ERAIE .

3. W HFVEMGEHER HAALEEE, HREE, IMEIERM CRL 2%
BEAT R -

4. R e 2 A AT e A B R AR AE

5. WRFHRERE NS B G R E SO, N RFEEEAPITIRE

6. HWIRTEZEME GDCA N5 HAE B ECE SCfF, WId 514 —4 GDCA %4k 5%
ek R B0l 55 B B U TR .

In the intentional, man-made or natural disaster situation, GDCA will take the following steps to
restore security environment:
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1. GDCA verification system’s password is changed by the business administrator, business
operators and system administrator.

2. According to the type of disaster, some or all certificates should be revoked or re-verified later.

3. Directory data, encryption certificate and CRL are needed for recovery if the directory is
unavailable or directory with impure suspicion.

4. Timely access to security site as far as possible to restore operation reasonably.

5. While restore the business administrator's configuration file, it should be done by the system
administrator.

6. While restore the GDCA business operator’s configuration file, it should be done by another
GDCA security business operator or administrator.

1 CA MRFAHBE B0 Bt 7% . GDCA JA B B K FAF RS BFR 7, 22 4 s 25 1
SRR BT VEAY, S 1730 TR AR R CAUET, #4 RILLL F it

1. AT A0 E R £ TS

2. RATVUEBIEHIRES BE B E,

3. iEid GDCA Wkl el (5 7 sk AR 9% T4 CA IET AL FE R ;

4. FEABIIRAEE, FEICONT P EKIET.

When CA root private key has been damaged, missed, tampered or leaked, GDCA starts a major
emergency treatment process, which is assessed by GDCA Security Policy Committee and the
relevant experts to make a plan. If the CA certificate must be revoked, the following measures will
be taken:

1. Notify relying parties and state administrative department.
2. Publish certificate revocation status to repositories.

3. Publish handling notification about revoked certificates at GDCA website or by other
communication methods.

4. Generate new root private key and re-issue certificate to subscriber.

5.7.4. RMEFHNLFZIFEER S

Business Continuity Capabilities After a Disaster

GDCA fERA KA, AT JUANT7 T VS5 A7 26 ) -
1. ERATREFE IR R R R 55 R S8, e NIt 48 /N
2. REMIKERFER:

3. REWSARIEIK 5 (I B I & 2 A R

4. 13 REEIIN RARSTT Y25 HANE SR 57 40 IR

59



[] LM TIZRIEIRDE
m ol Digital Cyber secority Aotheoitg Cou i GDCA EV -LIE:']}%E% (Vl. 5) F[&

GDCA should have the following continuity capabilities after a disaster:

1. Recover business system as soon as possible, not exceeding 48 hours.

2. Recover information of customers.

3. Ensure the operation site meets the security requirements after recovered.

4. There are enough employees to operate the business and not violating segregation of duties.
b 45 % S M 1R S 4 B B G Sk E EVOCPS R, 9 HLEER AN CA/BI IR B8 18 I
(CA/Browser Forum) i#id www.cabforum.org K AT FIFEEG 16 #575 FE SR A — 5L

The implementation of Business Continuity shall be stated definitely in GDCA EV CPS and be
accordance with guidelines Section 16 released by CA/Browser Forum at www.cabforum.org.

5.8. CA B{ RA % 1I: CA or RA Termination

* GDCA Ky MyLR i s i Jlh 450, ™ %R (e N R E i1
L AP ONKC R SINTIRI &= DISP RN PSP N sha RN N A E= SR YN & S et
ZRBEAT A K LAE,
£ GDCA & 117, 4
T 55 AR AT
L H GDCA #1575 B ;
A5 GDCA 28 1 AH G S AR s
PN N=ESi & s F
R RS
AL FRAFAS LA E 3% 5
12 L AE R O AR 55
RS E H S R 45
PNCIEA =B & sy
10. 4b¥E GDCA M55 & 51 F GDCA MK 55 #4F s
11, AbFANAF Al BUR SRS ;
12. %5 GDCA FEAHLIE:

©® N o g > w Db o

GDCA and its RA need to stop their business strictly under “electronic signature law on the People's
Republic of China”, “electronic certification service management method” and relevant laws and
regulations.

Before termination, GDCA must:

1. Arrange the business to undertake
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2. Draft GDCA termination statement

3. Notify the entities that are related to GDCA termination.

4.  Shut down subordinate LDAP

5. Certificate revocation

6. Treatment of archive file record

7. Termination of certificate authority service.

8. Archive main LDAP

9.  Shutdown main LDAP.

10. Process GDCA business administrator and GDCA business operator.
11. Process and store sensitive documents.

12. Remove GDCA mainframe hardware
2 RA R 1B IR 55 1), GDCA K485 H AT MAH S i A B A ol S5 Ak e h |
A Al F T,

When RA terminates its services, GDCA deals with all the relevant business in accordance with the
agreements.

5.9. ¥#E %4 Data Security

K 22 4 N Y B EfACSRE EV CPS H1, R HZR CA/RIYE 2% 1x (CA/Browser
Forum) @i www.cabforum.org & AT IFEEG 16 F43 B SRAH — 2

Data security shall be stated definitely in GDCA EV CPS and be accordance with guidelines Section
16 released by CA/Browser Forum at www.cabforum.org.

6. INIE R GiH: R 224358 Technical Security Controls

6.1. AN MRS %3 Key Pair Generation and Installation

6.1.1. FHHAXTHIAERK Key Pair Generation

CA ZAHN B RS & T IHEHERIF n] s AR i . S EARIAE R B8, £
il 2 FK E NGB FIPS140-2 FrdEIAH IS E . BT FIPS140-2 by I JE & H 5%
B0 T AR AL B bR, B SO T 0552 W TAS S FE R, [t FIPS140-2
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PRUEI SIRIAT, RIEEFK EDE BV arie Nk BerEE s, RSB
RO BORE. T ISR A 3 R AR 2 o [ 5 A R T 14 . AIE.

VP AN AT P B B 1RSS5 B B % Y BN B A P A . GDCA ] %
ST PR XA CSR, AN (RISl SSL N ANERALIR T P AT
AR UK RS A AR R T I R B LB A B s B0 BE LR A R O R B T
FIPS 140-2 5 — 00| BRI N2 B e h#AE . B K EE 22008 RSA 2048 {781 ECC 256
fi. 7E GDCA [l fif FH AL BH A i B2 i A XU B 3T 7 7K 5. GDCA AR FA
BIRE, BrA XS BAERIR S S R .

Key pair of CA is generated by the device approved and licensed by OSCCA. The generation,
management, storage, backup and recovery of the key pair shall comply with the relevant
regulations of FIPS140-2. Since FIPS140-2 is not a standard that approved and accepted by
OSCCA and OSCCA implement a strict management of state’s cryptographic products, GDCA only
apply part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the product
manual of the device is for your reference. Hardware Security Module used for key generation must
be evaluated and certified by OSCCA. Subscriber’s key pair is generated by the key generation
mechanisms embedded in his/her own server or other devices.

The key pair of subscriber is generated with built-in key generation mechanism using subscriber’s
server or other cryptographic device. GDCA accepts the generation of keys and certificate signing
requests for the subscribers, and the private keys are delivered encrypted and protected via SSL
secured connection to the subscribers. Subscriber key generation is performed by personnel in
trusted roles within a secure cryptographic device that uses a suitable random number generator
(RNG) or pseudo random number generator (PRNG) and meets or exceeds the requirements of
FIPS 140 level 2. The key sizes are at least RSA 2048 or ECC 256. The use of the private key
generation utility at the GDCA website is at the sole risk of the subscriber. GDCA does not keep any
private keys or passwords, and all such information is deleted after delivered to the subscribers.

6.1.2. FEAEIRLAIT P Private Key Delivery to Subscriber

AT P BAT A, AT ERAPIEIBRLIT . GDCA RIHESZ T ) AL e R
A1 CSR, FAEAMNE (R FIHIT SSL N e ALIXL51T /.

Since the private key is generated by subscriber, GDCA dost not deliver private key to subscriber.
GDCA accepts the generation of key pairs and certificate signing requests for the subscribers, and
the private keys are delivered encrypted and protected via SSL secured connection to the
subscriber.

6.1.3. APEIEAIERZ R Public Key Delivery to Certificate Issuer

N T REEEIER, BT P RA i PKCS#10 & R IIE B2 415 R (Z e &
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TR, B0 U APIERAL4 GDCA R5k, IX LI R
BT B 2 R, 2 2B Z il (SSL).

In order to obtain a digital certificate, end subscriber and RA sends certification issuance request to
GDCA electronically. The request contains public key for GDCA to issue the certificate. The request
information is encoded as PKCS#10 or other packing format with digital signature. The
transmission of these requests or file packages needs to use security protocol for protection, such
as secure sockets layer protocol (SSL).

6.1.4. CA AHFEIELHKIBIIT CA Public Key Delivery to Relying Parties

GDCA M iZiBit 24 n] SERR A CA AMEAKETT, AFE N4l s N E. M
PRI NE Sy W
GDCA 175 3208 1d H % kA H CA k1.

GDCA should use secure and reliable way to deliver CA public key to relying party, including
download from security site, face to face submission, etc.

GDCA also publishes CA certificate through server directory.

6.15. FHHKKE Key Length

GDCA SCHF ) RSA B K 2 /b /& 2048 i, SCHFH) ECC Z KA /00 256 fir.
P E N B ICRAE EV CPS 1, Jf HLELRI CA/I i #8181 (CA/Browser
Forum) it www.cabforum.org & IFa T 9.5 B4 A E R AH—2K .
The key size of RSAis no less than 2048 bits. The key size of ECC is no less than 256 bits.

Key sizes shall be stated definitely in GDCA EV CPS and be accordance with guidelines Section
9.5 released by CA/Browser Forum at www.cabforum.org.

6.1.6. AHSBWAERNREERE

Public Key Parameters Generation and Quality Checking

ONEH 2 B0h ZAE I ) R 3 A D VA T G o A % RV A B A A5
EHL. INER. USB Key. IC REASURIEEL, Fil Aok £ 82 45 1 A i i AR v o
GDCA I\ X e B & A RN BT, BRSO A% T R e &5 g ER,

St SRR AR AT, [FIRE ph i i ] 2 e 3 A 3 IS A 1T o 4 4% A A A
JRIEAT, BAThnE L. %K. USB Key. IC %,
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Public key parameters must be generated in encryption equipment and hardware medium
approved and permitted by State Cryptography Administration, such as encryption machine,
encryption card, USB Key, IC card, and follow generation norms and standards of these devices. Of
course, GDCA considers that built-in protocols, algorithms for these devices and medium have
already met sufficient level of security requirements.

Quality of public key parameters is also checked through the encryption equipment and hardware
medium approved and permitted by State Cryptography Administration, such as encryption
machine, encryption card, USB Key, IC cards.

6.1.7. FHAMHBEK

Key Usage Purposes (as per X.509 v3 Key Usage Field)

GDCA ZEKH) X.509v3 IE-Ht& & PIHEY I, HMES RFC 5280 Frift
(Internet X.509 Public Key Infrastructure Certificate and CRL Profile, May 2008) #H%F. Ui
R GDCA 1EHARAEF R Y BN TR 1 ik, WEH1T ) S AuE iz B
Mg ZHACP %7127,

X.509v3 certificates issued by GDCA contain key usage extension, which matches RFC 5280
standard (Internet X.509 Public Key Infrastructure Certificate and CRL Profile, April 2002). If GDCA
specifies the usage in key usage extension in the issued certificate, the subscribers must use the
key according to the specified usage. See CP section 7.1.2.

6.2. PRI MERGHIR TR H]

Private Key Protection and Cryptographic Module

Engineering Controls

VAENUA OB B B AR A R ) A 28 5 L DRI ) CA A %242, 3T 7
PR EORAUEFIT 7 R B Z R T T (bR R) E 0 kg . B R & R A
o

Physical, logical and process control approaches must be synthetically used to ensure the security
of CA's private keys. Subscriber agreement will require certificate subscriber to take necessary
measures to prevent the loss, leak, changes, or unauthorized use of the private key.
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6.2.1. FRSBLERAARAEA FE ]

Cryptographic Module Standards and Controls

GDCA W Zifef Fi 18 SR 3 i A8 B I TN AT o hhofe (1 s 4 25 R RS 2B AR CAL B RIIF
5 CA Ftfh CA Z8IxE, FEAFHBAHSE CA .

CA Z AT ph [ 5K B A0 R 3 I v ANV A 2R B o BB AE R 8, 77
fifi o AR IR BB FIPS140-2 ARt HAHRAE . |11 FIPS140-2 At IF 2 H 5%
B 3T TN AT R SRR AE, B 500 TR0 7™ i P2 A% R B 2K, Rl FIPS140-2
PRUE SIRIAT, RIEE R EE BVl arie N BEE e, RSB
RO BORE. F TSR B A % R AR 2 o [ K % A R R T 14 . AIE.

GDCA must use the hardware cryptographic module approved and permitted by State
Cryptography Administrator to generate the key pair of root CA, issuing CA, other CA and store
relevant private key of CA.

Key pair of CA is generated by the equipment of state cryptography administration department
approving and licensing. The generation, management, storage, backup and recovery of key shall
comply with the relevant terms of FIPS140-2. FIPS140-2 standard is not accepted by the state
cryptography administration department. As strict state’s standards are defined for cryptographic
products, GDCA only takes FIPS140-2 as a reference under the permission of state’s rules.
Cryptography module used for key generation must be certified by state cryptography
administration.

6.22. RPAZANEEH (m & n)

Private Key (n out of m) Multi-Person Control

WEHUA L AU B AR S R B HIALER S 2 A4 05 N A3ERIZ 5 CA i
VA IIRIE . BOR BRI EH “ME I E” SOk, BURER —4> CA R BT
RIS e 73 s AN 20 1 22 4 RTAE N ARFAT o WSROy — MR S R AR (1 Bk
EAHEIRECY m, AT n A PTRIE N B BESGE ff A7 45 5 R (1) CA AL
He EXE mANFS nAhT 3.

CA must use technology and process control mechanisms to achieve multi-reliable personnel jointly
participate in the operation of CA encryption equipment. The “Secret Sharing “technology is
adopted, namely, the activated data required in operating the private key of CA is split into the
several parts and the parts are held by several trusted personnel. If hardware cryptography
module’s secret division amount ism, then at least the number of n of trusted personnel must be
required to activate CA private key stored in this cryptography module. It notes that m is not less
than 5, n is not less than 3.
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6.2.3. FHIFEE Private Key Escrow

TERE o

No provisions.

6.2.4. FrEH%&40 Private Key Backup

N T PRIENE SRR E8E0T i, GDCA A ZiENE CA R4, Lag R E AT . AL
A LU B A RAF R R S A S . /74 CA R SRS N AT & CP 2
6.2.1 5 IR IFAF A DRI AR - CAFAGH S A 148 A1 S RO A Bl rhy B4 5 CP 27 6.2.6
LIRS

In order to ensure ongoing operations, GDCA must create backup of the CA private key for disaster
recovery. Such keys are stored in encrypted form in hardware cryptographic modules and
associated key storage devices Backup of the private key in encrypted form is stored in the
hardware cryptographic module, and cryptographic modules used for CA private key storage meet
the requirements of section 6.2.1 and are stored in safety box. CA private key is copied to backup
for hardware cryptographic module to meet the requirements of section 6.2.6.

6.2.5. FAEHHRY Private Key Archival

1E CA FLABIIJG , WZAUE R & CP 3 6.2.1 7 B K AR A Z5 A LA fR A7 22 /b
54, VIRGIIBRES S, Xt CA BB T & CP 5 6.2.10 19 IUHE «

After the expiration of private key, GDCA must use the hardware cryptographic module specified by
CP section 6.2.1 to archive and store at least 5 years. After the expiration of archival, the
destruction of private key should meet the provision of CP section 6.2.10.

6.26. FMPAFH. FANFERER

Private Key Transfer Into or From a Cryptographic Module

CA [R5, GDCA R™ g1 AR % B AE AT &4, BRI Z AMAEAT 2 N3
HIRAERAPICVF. 2 CA XT84y 21 53 SRR f s e B, DU i sUrE A
R IAMEAE, JFAAEARSATE AT S0 5600, LABIE CA AR R i, Bk, 4k
BRI . ARRAUIAE o

GDCA private key backup is run strictly in accordance with procedure and strategies specified by
GDCA, in addition, any import and export operations are not be allowed. When CA key pair is
backed up to another hardware cryptographic module, by the way of the encrypted form to transmit
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between the modules, and made a authentication before the transmitting to prevent the CA private
key from being lost, stolen, modified, disclosure non-authorized, used unauthorized.

6.2.7. RAEFEEERK A

Private Key Storage on Cryptographic Module

CA F G 1AL EH 0 25T DA S (14 T A7 TS 1R 2 ) 3 A 3 1t R R v R B 3 1
P, BEfE DAL /D5 & FIPS 140-2 = R bnik ok [ S5 4% %2 47K F .

M T %2240 EV AR LZIEHIT A AN B 2 /D554 FIPS 140-2 —
bR B R S5 R 2 47K

The private key of CA systems in encrypted form must be stored in Hardware Security Module
approved and permitted by OSCCA, and hardware cryptographic module at least meets the FIPS
140-2 level 3 standards or equivalent security levels.

The hardware cryptographic module used to store the private keys of the EV code signing
certificates at least meets the FIPS 140-2 level 2 standards or equivalent level of security.

6.2.8. EIEFAEHKI A Method of Activating Private Key

CA AV T 3 a i e rh, PSS EE 218 CP 28 6.2.2 1t T 0 %], JFH.
{RIEAE 1C R A B, 2 4TH m 3 n (905 5 BSOS 50 4 e isaE FAEH «

The private key of CA shall be saved in hardware cryptographic module, and its activation data shall
be spilt in accordance with Section 6.2.2, and be saved in the hardware media such as IC card. The
private key must be activated through entering the data using n out of m.

6.2.9. HERHKI ¥ Method of Deactivating Private Key

T CARH, MEBCRVARIBEE W, AR R4S .

The private key will be deactivated when its storage device powers off.

6.2.10. HHBFAHKIH ¥ Method of Destroying Private Key

AR . ATERSEN, DAZGAPIHE, Wk k. e, e =Er
BRI -

When private key is no longer used and do not need to be saved, it should be destroyed so as to
avoid loss, stealing and disclosure or unauthorized usage.

CA R, fEAmAML R, TR CA RPN — B & AT AR, Al
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CA RVEH# A 1 2 4B, ARSI CA RVAE ARG RN FAEZ Ll E AR S
s oL b2, CA R BHERE N R, CA RN S iU I K CA AL
M AT I B meRE I R AR e R 7 A

After the termination of lifetime, GDCA need archive one or more backup of CA private key and
securely destroy other CA private key backup. The archived private key of CA shall be destroyed by
multiple Trusted Persons during its archiving period. The CA private key is stored in the hardware
encryption card, the destruction of CA private key must use the method that the CA private key is
deleted from the encryption card completely or is destroyed with encryption card initialization.

6.2.11. FRIEERFIIPEE Cryptographic Module Rating

GDCA f{df Fi [l 25 2 i 3 2 30 1 HEAE R VR R (R R0 7 i, 3252 FLAUR (R 45 2 bndf .
. PGSR PP IE &SRR, RS CNS 15135, 1SO 19790 B¢ FIPS 140-2 4%
2 3 HIXHE, GDCA FIARIES ShPERE. TAERCR. HLR 7 (0% 5 &5 7 T 1 41
1R P 7 B

GDCA uses the products approved and permitted by state cryptography department, accepts
various standards, specifications, assessment, evaluation certification and other requirements
published by state cryptography department, and follows the related specifications of CNS 15135,
ISO19790 or FIPS 140-2 level 3. GDCA selects the module according to product performance,
efficiency, suppliers’ qualifications and other aspects.

6.3. FHEHXNEHEHK HMh F H Other Aspects of Key Pair

Management
6.3.1. A%HHRS Public Key Archival

WZARE CA R ZAT AIES, VRS (RS AT A7 e Bdle e v

GDCA must archive CA and end subscriber certificate, and archived certificate can be stored in
database.

6.3.2. EFERAERIN XL AR

Certificate Operational Periods and Key Pair Usage Periods

WEPA AR Y B IC S AE EV CPS w1, JEHER CA/MXY#s18ts (CA/Browser
Forum) @it www.cabforum.org & Aii 45 Fg 9.4 #4 BIERAH —5k.
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Certificate validation period shall be stated definitely in GDCA EV CPS and be accordance with
guidelines Section 9.4 released by CA/Browser Forum at www.cabforum.org.

NAAALH A RTWBR SAE P A AWM, EIFA S R — B

XL HBIIES, KA R REIESA BN A T T84, RrAE
FHIRR AN E H A ROUIR . B0, O 1 ORAEFEIE-P5 A BOU A 2542 (1045 2 7T LLSSE,
B UIRR AT CAZEIE S (976 ROYIRR EASE

XTI B IESS, HAH R RIS AR N A AT T EE R, A8
FHSIRR AN E +5 (A ROUIR o (B, O 1 ORAEAEIE-F5 A 00 A N (1945 2 7T LLg T
AAE A FYYIRR AT BAERE S 1A RO R BASE .

The usage period of public key and private key is related to the validity period of certificate, but they
are not completely consistent.

For the signing certificate, its private key can only be used for signing within the certificate validity
period and not be used surpass the validity period of certificate. However, in order to ensure
signature information can be verified within the certificate validity period, the public key can be used
surpass the validity period of certificate.

For the encryption certificate, its public key can only be used for encryption within the validity period
of certificate and not be used surpass the validity period of certificate. However, in order to ensure
information encrypted can be used to unlock the information within the validity period of certificate,
the private key can be used surpass the validity period of certificate.

FANFERM R TR PIEIEE CAUES, IEREIMG, ERIEZ 2T,
FCVFAs YR PR R E AT B (E RSP A RE T PR IIE A

In addition, after the expiration of certificate, under the circumstances of ensuring security, original
key pair can be used to update the certificate. But the key pair can’t be used indefinitely.

SHFANRIESS, BT o V8 U - 5 1) S KA P BR 2

1. XFT RSA4096 fir CA b4, HEFEHXS IR SL Vi AR IR 30 4F

X T RSA2048 fi7 CA IEFS, BN 1 AC S VA FHAF PR 2 27 4F

Xf T ECC384 it CA UEFS, FHH B i Vi F AR R 2 30 4%

XfF ECC256 fi. CA iE+:, HZHX K R v R 2 27 4

X1T RSA2048 i EV ARG UESS,  FLEF AR (KA K fo VA8 AR IR 2 39 A4~ 1
XFF RSA2048 fiz EV SSL kg5 asilE+i, F B YIS Mt R el FAERR 2 27
H

7. XT ECC256 fir EV SSL iR 5% ds b+, Fa X i K o vr Al FAF R 2 27 M H

© g > w Db

For different certificates, the maximum usage period of the key pair can be obtained via certificate
renewal are as following:

1. For RSA 4096-bit CA certificate, the maximum usage period of the key pair is 30 years.

69


http://www.cabforum.org/

[] BSFtRIEIRARREE
Foam GDCA EVE53EmE (V1.5) A

2.  For RSA 2048-bit CA certificate, the maximum usage period of the key pair is 27 years.
3. For ECC 384-bit CA certificate, the maximum usage period of the key pair is 30 years.
4. For ECC 256-bit CA certificate, the maximum usage period of the key pair is 27 years.

5. For RSA 2048-bit EV Code Signing certificate, the maximum usage period of the key pair is 39
months.

6. For RSA 2048-bit EV SSL server certificate, the maximum usage period of the key pair is 27
months.

7. For ECC 256-bit EV SSL server certificate, the maximum usage period of the key pair is 27
months.

6.4. BIEEIE Activation Data

6.4.1. BIEEIRRFAMN A

Activation Data Generation and Installation

CA RPRBIE A, AL IR ST 8 PR0E Bl 0 B P BINE R EOR, ™
REBEAT AR 7 A

Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.

6.4.2. BEIEEIEHED

Activation Data Protection

Xt CA R I BEE R, A8 AR 73 HRE 73 1 0 e 2 A R R (5 A
£, 1 HEE N QBT SIS B ZR, 25 B BT R 2B AL 0 5 5

o
Sk
>

¢
H

o

Activation data of CA private key must be separated in reliable way and kept by different trusted
personnel. Administrator must meet their requirements of responsibility division. The responsibilities
of key sharing holders should be confirmed by signing related agreements.

6.4.3. BIEEIEAHAM T E

Other Aspects of Activation Data

MBI E -
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No provisions.

6.5. THEPLZ4#EH Computer Security Controls

6.5.1. FRAIFIITENZEFARER

Specific Computer Security Technical Requirements

GDCA %éﬁﬁﬁ’flﬂ any ﬁél_@ﬁ #nn.%%ﬁ%%fi}%&ﬁﬁ@ <<iE%MiE%éﬁ%ﬁ%&/ﬂ;
R ZAETARIMIE) . TS BALE A H (R IR B BINE), S8 1S017799
15 B2 AR AERIE DL R AR AR QM5 B 2 e brife, € 4Tl 5835 1 22 48 B SR g A
HIEE, fEiEE LS. AR FENZEHEARFIEGE A S iRn
AR EHVTRPEE] VBT R EE] N ARSI BUE B 4% U R A
Information security management of GDCA certification system meets "Specifications Related
Security Technology Certificate Authentication System" published by OSCCA, "Measures for the
Administration of Electronic Certification Services" published by Ministry of Industry and Information
Technology, standards of information security in ISO17799 and security standards of other relevant
information. GDCA draws up comprehensive and perfect security management strategies and
standards, which have been implemented, reviewed and recorded within operation. The main
security technologies and control measures include: Identification and authentication, logic access

control, physical access control, management of personnel's responsibilities decentralization,
network access control, etc.

ML AR 2 R T B Bk CA B AEEE S R G e E R RS A
SR BIREFRBITI A .

L RGNS HAL R G H D B, B RGS R R GEERE . XA BT
BELLE B A 5 (0 2 FH RE 2 xR 4 1) U5 1] o A5 BIT kst EL L AP AR AT N AR A7 2R B2
2, BREIVIE AT RERNES) . R CA RGHRESEHRADN ., ALETIERE. U
o] SR GEHTAT A5 N B3 AT B 11517 CA Hiodfa

Strict security controls ensures that the system of CA software and data files is secure and reliable
without unauthorized access.

Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for
specific applications. The usage of firewall is to prevent the intrusion from the internal and external
network production system and restrict activities of access production system. Only trusted persons
in operation and management group of CA system, when necessary to access the system can
access the CA database using password.

RGN ML EV CPS d7, Ff HEEM CA/MN W 2815 (CA/Browser

71



[] LM TIZRIEIRDE
m ol Digital Cyber secority Aotheoitg Cou i GDCA EV -LIE:']}%E% (Vl. 5) F[&

Forum) @il www.cabforum.org K AR IMFEFE 16.5 5 (I ERAH—2 .

System security shall be stated definitely in GDCA EV CPS and be accordance with guidelines
Section 16.5 released by CA/Browser Forum at www.cabforum.org.

6.5.2. THEHNZEIE Computer Security Rating

GDCA MRIFEFEIZAAN L F TR E , IR E RN 225 H R, L%
R .
GDCA [ ZRSE, i 1 F S BR i) 2 ki A

GDCA achieves a system of security level in accordance with the specifications of laws, regulations
and administrative departments and the requirements of state computer security level.

GDCA certification systems pass the security review of OSCCA.

6.6. A=A MIFARIEH] Life Cycle Technical Controls
6.6.1. ARG K¥%EH| System Development Controls

GDCA HIHAF BT AT A i R AT LA JE 0 -
1 B=J7RUENH A
2. AR AT SRR
A, GDCA HIHATF A A IITE, 2275 15015408 HIFRAE, AT HILRIAITT
KAz o
Software design and development of GDCA process follows principles:
1. Verification and review of third-party
2. The security risk analysis and reliability design

The operation specifications of software development, which refer to 1SO15408 standard,
implement relevant plan and development control.

6.6.2. ZAEFRIEH| Security Management Controls

GDCA NIE R SR B & e e B, ™M AR [ S 4 8 ] A DS AT BT
BEAT AR

GDCA NIER G R AL AT M A 38 It i 1) 28 G el )™ 4% (R Ik 38 E i
A AT A E, ARFME ST 2 0 AL S I AT AR DRI IANIE 3% .
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GDCA & XHAIE F GEEAT 5 HIRIAN & T Ao 2 At
GDCA i — Mt R 3% (18 BRAR Z kAR A L RGO IC &, AT LEAR AU B 2.

Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.

GDCA authentication system have a strict control measures, and all the systems can be used
through rigorous testing and verifying .Any modifications and upgrades will be recorded for
reference and made for version control , functional test and record. GDCA also carries out regular
and irregular inspection and test for certification system.

GDCA uses the flexible management system to control, monitor system configuration and prevent
unauthorized modification.

AT L2 HERI BRI, AT Rtk d, FRIRBIBE R AR, 25
FAAE AR o I o BRI AN 2 2 W ZBUAE SE AN 5 X 22 A LR 1, 2B AT et
RIS 2 AN

GDCA MIER G A A i s TH LU, IR IH B AT AL BRI, 15 S 20
WSS B A R 2 A 5 B AR

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

After all the hardware and software equipment of GDCA authentication system are upgraded,
GDCA must confirm the existence of information which affects the security in waste equipment.

6.6.3. AN Z4EH) Life Cycle Security Controls

GDCA NIER G YA et R v REENERI TGt R, Hrp g 7R, BEFE
i JA IR 2 o

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.

6.7. P24 Network Security Controls

GDCA UL Z K FH 2 2B K 5 AN R 28 B 22 A Pt R AT DR, I LSt 52 3 1
PALTE I 2 NS

N T IR 2% %4, GDCAMIE ARG ZAEHE T NN 22wt Pk sl
EARG, JFH R K NRARI . e PR R E RS, UL
F]REF FRAIROK B T R 48 10 XU
GDCA authentication system has multi-level firewalls and the protection of network resource
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security control systems. It also has complete access control technology.

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and
updated to the version of above systems, as much as possible to reduce the risks from the network.

6.8. BJIE]EX Time-Stamping

WIERGM &P R G HE #AE H BHS%A AH RN AR R X2 (AR R AN TR
TR M T3 0 807 I TR R R

All kinds of system log and operation log of authentication system should contain a corresponding
time records. The time records do not need to use the technology of digital time-stamping based on
encryption.

7. B BT R HESRAELIEHRE X

Certificate, CRL, and OCSP Profiles

7.1. iEBHIR Certificate Profile

GDCA iFBiEE ITU-T X.509v3 (1997): {5 BRI ARG Hi%E-H3%: AIFHESE
(1997 4£ 6 A) kr#fE A RFC 5280: Internet X.509 /A%AREAN & FiE B CRL 4544 (2008
F£5 H).

The format of GDCA certificates conforms to national standard, i.e. ITU-T X.509 V3 (1997):
Information Technology - Open Systems Interconnection - the Directory - Authentication Framework
(June 1997) recommendation by ITU-T and RFC 5280: Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile (May 2008).

GDCA i CSPRNG A ik F 0 HK N 64 A7 FIHE - FI% AE 15751 .

GDCA generates non-sequential certificate serial numbers greater than zero containing 64 bits of
output from a CSPRNG.

EV iEF 2 /005 B A X509 v 35, HHHE (A B R BR il an N PR .

Certificate contains at least basic X.509 vl domain, and its specified value or limited value is
described as follow:

R-EV UE-P S5 1A,

1% 5 B AEL AR BR ]
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ffAS B X. 509 HEF5 s scAs, BN V3
FPol5 UES HME—FR ALY
R4 B R RAEF I T A L (WL CP A 7. 1.3 719)
2R DN R R WEU 44
ARGERHY | F T EEREA R (UTC), AMILRUR ] [FI, 2 RFC 5280 ZERZwiY
AR | BT E @ R (UTC) , MELTR ] [F]25, % RFC 5280 ZER %A .
AR BB RFA CP 5 6. 3. 2 1T HLE PRI
72 /@ DN R4 5 B S A 1 B ) 44
NCE M4 RFC 5280 gwht, {HH CP 25 7. 1. 3 e e MEE, HHKEW 2
CP 55 6. 1.5 fi @ M 2R
Table - Basic domain of Certificate structure
domain Value or value limitation
Version Format version of X.509 certificate with the value is V3

Serial number

Unique identifier of certificate

Signature Signature algorithm for issuing certificate (see CP section 7.1.3)
algorithm
Issuer DN Issuer’s Distinguish Name

Start period

Based on the Coordinated Universal Time (UTC), Synchronized with Beijing

time, encoding follows the requirements of RFC 5280.

End period Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
time, encoding follows the requirements of RFC 5280. The setting of valid
period follows the limitation of this CP Section 6.3.2 specified.
Title DN Certificate holder or entity DN
Public key Using specified algorithm of CP Section 7.1.3 according to the encode of RFC

5280, key length meets specified requirements of CP Section 6.1.5.

7.1.1.  RRAE Version Number(s)

GDCA 1T [ EV IEBAFE X509 V3 iEH#HER, AE BAEHUEIE B A S B

Mo

GDCA certificates are in line with X.509 V3 certificate format. The version information is stored in
the field of the certificate version column.
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7.1.2. EBEY BT Certificate Extensions

GDCA 2K (1 EV iIEFS, HAE 9 R BUEAE IETF RFC 5280 #rifE, J£47 & Guidelines
For The Issuance And Management Of Extended Validation Certificates )%k,

TEPS RIS R N M BRI 7E EV CPS 1, JF HEAI CA/MIYE #1815 (CA/Browser
Forum) @i www.cabforum.org & AR T RS 9.3 #7r ERAH—EL.

Extensions of EV certificate issued by GDCA follow IETF RFC 5280 standard, and conform to the
requirements of the Guidelines “for The Issuance and Management of Extended Validation
Certificates”.

Certificate policy extensions shall be stated definitely in GDCA EV CPS and be accordance with
guidelines Section 9.3 released by CA/Browser Forum atwww.cabforum.org.

7.1.3. EEXNZRFRRFF Algorithm Object Identifiers

GDCA Z R WREFsH, B RV KRR IR ST N sha256RSA Fll sha256ECDSA .

The cryptographic algorithm identifiers of certificates issued by GDCA include shalRSA,
sha256RSA and sha256ECDSA.

GDCA JH ¥ F R BEVER G AR IREF, 55 1SO X R AR (OID) & H (KHNTE . 1.

Algorithm object identifiers used by GDCA are in accordance with 1ISO object identifier (OID)
management standards. For example:

1. ZHaEIE:

sha-1WithRSAEncryption OBJECT IDENTIFIER := {

iso (1) member-body (2) us (840) rsadsi (113549) pkecs (1)
pkes-1 (1) 5 }

2. THERIL:

sha-1 OBJECT IDENTIFIER ::={

iso(1) identified-organization(3) oiw(14) secsig(3) algorithm(2) 26}

md5 OBJECT IDENTIFIER ::={

iso(1) member-body(2) us(840) rsadsi(113549) digestAlgorithm(2) 5}

3. ARXIAREZE:

rsaEncryption OBJECT IDENTIFIER ::= {iso(1) member-body(2) US(840) rsadsi(113549) pkcs(1)
11}

4. XSWREIE
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A CP UL [ 22 A8 B 1 1IN AT AR PR B
1. Signing Algorithm:
sha-1WithRSAEncryption OBJECT IDENTIFIER = {
iso (1) member-body (2) us (840) rsadsi (113549) pkcs (1)
pkcs-1 (1) 5 }
2. Digest Algorithm:
sha-1 OBJECT IDENTIFIER :={
iso(1) identified-organization(3) oiw(14) secsig(3) algorithm(2) 26}
md5 OBJECT IDENTIFIER ::={
iso(1) member-body(2) us(840) rsadsi(113549) digestAlgorithm(2) 5}
3. Asymmetric Algorithm

rsaEncryption OBJECT IDENTIFIER ::= {iso(1) member-body(2) US(840) rsadsi(113549) pkcs(1)
11}

4.  Symmetric Algorithm

This CP recommends the user to use the symmetric algorithm approved by OSCCA.

7.1.4. A Name Forms

GDCA %25k HIE 2 BRI 2% ORI Y 8456 X.501 Distinguished Name(DN) i) %
ol 4 g K

Name of certificate issued by GDCA is formatted in accordance with X.501 DN.

7.1.5. Z#PFR#| Name Constraints

TERE -

No stipulation.

7.1.6. IEFFIEXTRIFIRAF Certificate Policy Object Identifier

GDCA 2K EV E-5 R AL U 5B X GAR IR AT o
E S bR IR AT B 2 B A ICSRE EV CPS , JF H A CAMNI 888 1%
(CA/Browser Forum) it www.cabforum.org & AR TR FG 9.3 #570 IZRAH—
.
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EV certificate issued by GDCA shall contain certificate policy object identifier.

Certificate policy object identifier of shall be stated definitely in GDCA EV CPS and be accordance
with guidelines Section 9.3 released by CA/Browser Forum atwww.cabforum.org.

7.1.7. SRESRR &Y INA Ak Usage of Policy Constraints Extension

TERGE o

No stipulation.

7.1.8. SRESRR BAFHIEVEFIE X Policy Qualifiers Syntax and Semantics

TERE -

No stipulation.

7.1.9.  REIUEFHIEY R AL ETE

Processing Semantics for the Critical Certificate Policies Extension

5 X509 Al PKIX #iE—F,

It is in accordance with X509 and PKIX regulations.

7.2. IEPFmAEFIR CRL Profile

GDCA EHi% % CRL, f:F F2sfdiF .
A CP %K%K CRL 754 RFC3280 #n#E. CRL Z/DALEan R RTIAFEA
BRATN 2

The CRL determined in this CP is accordance with RFC5280. CRL contains at least basic domain
and content described in the following table:

1 (BB E A PR Al

FRAS V2

WUR R CRL HSEAA, AR Bl o

A= R H 4 CRL 25K H

TR CRL FIRZERMHEIA. AT Pl BERE 24 /N5 3T
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Bk 25K CRL BT FH 1) 25 44 v

AR AL B B RS IR | HY 160 SLAIAUACIE S LA 2 PHEAT A3 550 A4 1k

7

NEKEEAES FIH A EOIETS,  ALHE R AIE TS P 515 A e H

Domain Value or value limitation

Version V2

Issuer Entity for issuing CRL, issuer distinguish.

This update Issuance date of CRL.

Next update Next issuance date of CRL.CRL is updated every 24 hours.

Signature signature algorithm used for issuing CRL.

Authority key identifier It's composed ofal60-bithashofthe value of CA's public key.

Revoked Certificates List of the revoked certificates, including serial number and
revocation date of revocation certificate.

7.2.1.  KRA Version Number(s)

GDCA HHi% Kk X.509 V2 i A i) CRL, MHIRASAEMAE CRL Ak A2 H .

GDCA currently issues CRL of X.509 V2 version. This version number is stored in format column of
CRL.

7.2.2. CRL M1 CRL % B¥ B3 CRL and CRL Entry Extensions

TERE -

No provisions.

7.3. OCSP #ii& OCSP Profile

GDCA N #4L OCSP (ZEZIEFIREE M ARS), OCSP 14 CRL A &4 7E,
JFAEE P A AR RS B

As an effective supplement of CRL, OCSP provided by GDCA is used to check the information of
certificate status for subscriber online.
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7.3.1.  RRAE Version Number(s)

RFC6960 5 X [] OCSP V1 4.

The field conforms to OCSP V1 defined in RFC6960.

7.3.2. OCSP F BRI OCSP Extensions

TERE o

No provisions.

8. INEML# 5 i+ F1 H Ak ¥F 45 Compliance Audit and Other

Assessments

81 TEM B P E MBE E Frequency and Circumstances of

Assessment

GDCA NAFEEXMBE ] BB, ARl SIEPAT G DUAT — I i
LA E SEBR A E RS L2 15 5 TUE RIARHE . BOR—8, JRRYE & & 45 RRBUTEN, 5
WHEREAT —BUEF T AIZE PP, IR BIsIRE D> 3%8UE N EV SSL RS54 iE+5
A EV AR ZEZAE BT VFAY, DAORETEB RS HI W St 2 ety 154,

Br 7 A ERE THAPEAL SN, GDCA JEBSIE ML K & T T Z 55y, #%8 WebTrust X
CA RN BEAT A ER B T AT DEAl -

1. R4 ChHe NRIEAE 72405 (BT INERSSEBINEG) SFRRER,
BRI B AT TPl A

2. GDCA %R Z EE I TR ESR . B AHRARHENIAS CPS [ RILE SL it 12 & Ak
55, TRMENERVEAE AT TR, R A D IPAT — IR N ISP %, B GDCA
NHESLE (RA. ZBLAE) FIVHEHF .

3. GDCA HSiEMALH i ImE 55, 4208 WebTrust Xt CA HJHHiHRLN, ARt
AT — RGN BB AT E A o

4. GDCA BFFEHAT IR VPGS TAE, RBI AR S Sh B g, Al Bk 31
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AT RV SOE AR E , TFURAE H AT RON SR . BOR . RS AN R R
JREXFRURSE, R RS PPl R ST IR AERRRI AR AR A IR AR

B TR AE N S BIEGIC R AE EV CPS w1, JfF HEEM CA/NIBE AR 1815 (CA/Browser
Forum) @it www.cabforum.org KA IFEFE 17 &85 [ ERAH— 2L

GDCA should audit physical controls, key management, operation controls and authentication once
a year in order to confirm the actual circumstance and take actions according to the audit result.
Furthermore, GDCA should make consistency audits and operation assessments quarterly, and
GDCA shall extract at least 3% of the EV SSL certificates and EV code signing certificates
respectively for assessment to ensure the reliability, security and controllability of certification
services.

In addition to internal audits and assessments, GDCA also engages external audit firms to perform
assessments and evaluations according to the CA requirements of WebTrust on CA.

1. GDCA is assessed and inspected once a year in accordance with the "Electronic Signature
Law of the People's Republic of China", "Measures for the Administration of Electronic
Certification Services" and other requirements by administrative authorities.

2. GDCA conducts operations and services according to the requirements of state’s authorities,
the specifications of state’s relevant standards and this CPS. GDCA should conduct internal
assessment and audit to other entities (including RA or LRA, etc.) in GDCA at least once a
year.

3. GDCA engages external audit firms to conduct assessments and evaluations once a year to be
compliant with WebTrust for CA.

4. GDCA performs a risk assessment once a year to identify internal and external threats, and to
evaluate the possibility of occurrence and potential damages, and to assess if the current
strategies, technologies, systems and relevant measures are able to mitigate these risks.
Based on the risk assessment, GDCA develops, implements, and maintains a security plan
consisting of security procedures, measures, and products.

Audit operation shall be stated definitely in GDCA EV CPS and be accordance with guidelines
Section 17 released by CA/Browser Forum at www.cabforum.org.

8.2. VREEMB/EH I1dentity/Qualifications of Assessor

GDCA HIN#EH 1, H GDCA &4 Ik pl o Mot LA #R T TR THPrAd N AL
BH B THPPAS /N AT LI T A

GDCA P& M AMB I THHLA, RLZ A LT A B -

1 WBAUREVFAT. AP TP AL, T BP0 %

2. THATENEE SRR, BEMELRER, PKI HIR, drfEfI#lE

3. HERAERGIBIT IR LA TR
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4. BT T HORE

Cross department audit assessment group organized by GDCA Security Policy Committee
performs internal audit of GDCA.

External auditors which GDCA hires should have the following qualifications:
1. Must be an authority which has been licensed and has a good reputation;

2. Understand computer information security system, communication network security
requirements, PKI technology, and related standards and operations.

3. Have the expertise and tools to check the system operation and functionality.

4. Be independent.

8.3. WMEEEHILMEE ZEHIKRAR

Assessor’s Relationship to Assessed Entity

1. GDCA #it  5ANMM R G EH R WSS E B0 b SR AE 7K LAE B LA
REE S

2. HMBIPALE ((E B T ML E TS5 i DL AR L) A GDCA 2
[EEMOLIIR AR, BOAEATHNL S W3R, B BT R AR 2 AR
WPl 2 UL, A N DASE, ATE. BAIAEEXT GDCA AT P .

1. Segregation of duties is required between the GDCA auditors, and the GDCA system
administrators, business administrators, and business operators.

2. The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There are no business interactions,
financial transactions, or any other interests that could affect the objectivity of the assessment
between the above two. Assessors should evaluate GDCA in an independent, fair and
unbiased attitude.

8.4. HLHINZ Topics Covered by Assessment

GDCA W #i s T N 5 4 -

1. ARSI A5 3 7040 (1 St

1878 LA B2 7519 2 b =7

FETE PR CP M55 HINE AN 22 4 TR IF R IE ML 55
EMHE, CFRRBTEHE, BB,

T AFAE HA T REAF LK) 2 2 XU o

o c w DN
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55 =07 B LTI 45 BT HE WebTrust For CA BRYE Y B3R, X GDCA AT ML # it
GDCA'’s internal audit includes:
1. Whether the security strategy is fully implemented

2. Whether operation procedures and processes strictly followed

3.  Whether strictly following the CP, business specifications and security requirements when
conducting authentication services

4. Whether all kinds of logs and records are preserved and if there is any question
5. If there’s any other potential security risks

Third-party audit firms perform assessments and evaluations on GDCA to be compliant with CA
requirements of WebTrust.

85 XHEHBEANREFREKAITE) Actions Taken as a Result of

Deficiency

XIT GDCA P HRE vH&5 R i ie) @,  H o TPl /N A7 57 X G ] ) 51 A HR
BB T TREAT D 25 SO RO SE R A I o SE RO BT VT 65 SR IR eSO 5, 5 R R 171 06 200 i 7
VA N S 55 Bt TAE S il o

XF T GDCA BB NN I o v 45 2R, WHZAUE IEEE TiE KA CP J GDCA il
ST [ HABNE S5 BUTE 47 2, GDCA K4 LARIIE, FA BT & A B (X 26470y, [Fli
G GDCA HZR AT S5 B N S5 BRAT IG5 P E IRV E LA, GDCA F#41k
SHZAUR I HLF AR 5547 FAZ AL

8 =05 TS5 BT IR AS SE S, GDCA %R H TR RS b7 80k, JRRE2 K
B AR

Audit assessment group monitors responsible departments for improvements and complete status
of issues that were mentioned in audit reports. After improvement of audit results have completed,
various functional departments should submit summary of improvement to audit assessment group.

For authorized RA mentioned in GDCA's audit report, if they are violating the CP and other business
standards defined by GDCA, GDCA will stop the above behaviors immediately and ask them to
make changes in accordance with the requirements of GDCA.GDCA will terminate relevant
authorization of electronic certification services of RA if the above behaviors are seriously violated.

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the
audit reports. GDCA will be evaluated again after the rectification.
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8.6. ML RKIEIESE KA Communications of Results

GDCA )P4 e T 45 RN [ AL 2 B RE A0 1T LK B TH2 S BRE B LA 3R 4T 15K
IR, RATREIE AT T AR R, GDCA AU I [T 7 il K o

S =7 MRS SS Rl Se i, X T TS5 R, R iEid www.gdca.com.cn (i
BEAT AT o ARAR 55 =7 [P Ak SR8 DAl 5 R B SR A5 B, 06 203 568 B 1 )
GDCA F W& H AT 2, IHEAS GDCA AR, 3 5 A M€ BRSh: GDCA fi
B AEIX T3 TH VAL T o

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA will
notify the subscribers of any potential security risks timely.

If the assessment from a third-party auditor firm is completed, the audit results will be published at
GDCA website (www.gdca.com.cn). Third-party should communicate its purposes and methods to
GDCA in advance before notifying the evaluation entity on the assessment results or similar
information, except otherwise defined by law; GDCA reserves the legal rights in this part.

8.7. HAhiREfL Other Assessments

TEIE o

No provisions.

9. YERTEMIEADML S 262K Other Business and Legal Matters

9.1. %% H Fees

GDCA AR S L YA AR 55 A LR AOUE T S 2 . B B AR
FEATIE T U S G LT €, GDCA ASHE B R sl B bmite, 3 KW 3

GDCA can charge the certificate subscriber of this institution for the electronic authentication
service. The specific charge standards must be executed according to the market. GDCA can’t
increase the fees of charge and enlarge the range of charge by itself.

9.1.1. iFFEFHWMEFHHA Certificate Issuance or Renewal Fees

GDCA XHIEF#H I Jr 2 ], A MifE GDCA (IR 5 www.gdca.com.cn L, fit
H P2
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U GDCA 2B Mt isth Fa A4 Al GDCA AR A —2, DLERC 0
i
The fees of GDCA adding and renewing certificates are published in the website www.gdca.com for

user to query.

If the price specified in GDCA agreement is different from the one published, the agreement price
prevails.

9.1.2. iEFAEWFHH Certificate Access Fees

JTUERE®, HAT GDCA ANUCHUEM 28 . BRlEH 3 MR R R, 2
GDCA A4, GDCA #4155 i iy USRS S B 2

U SRR T U SR BUR A AT 281k, GDCA 2 BB 7E 3t www.gdca.com.cn
EFRLAA.

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its
website (www.gdca.com.cn).

913 MEARESEEERNEH

Revocation or Status Information Access Fees

R FIRSE EW, HAT GDCA ANUBUTMI 2 . BRIEFH 3t Rk 75
R, T2 GDCA LTSN, GDCA 5 7 i s S s (1 3% i

R AR S E B A WA BUR A AR AL, GDCA R 2 S I 72 W uif
www.gdca.com.cn [ LAA A .

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless
the subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with
the subscriber for appropriate charges.

If revocation and status information inquiry charging policy has any changes, GDCA will promptly
post the changes at its website (www.gdca.com.cn).
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9.1.4. FARARS A

Fees for Other Services

1. WRA P GDCA RERAUF K CP alHAtAH SR ML ST, GDCA 75 2
H AT 7= A R IS 3 AN A B T A 9 o

2. GDCA M1 Ji PR IEBAEE N B A SR S5, GDCA 1 51T 7 5l Hopt s
R I H S R I IZ TN A%

3. HAth GDCA ¥ ZeiF I RES AL RSS2, GDCA #ox it A, A
il

1. If subscriber requests paper version of CP or other related documents from GDCA, GDCA will
charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares
the prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.

9.1.5. BEKERE

Refund Policy

GDCA XHiT P SCHL A 9%, Bk 7 315 B 17 A0 5 2 ) DR My s B T DGR SR A
GDCA 3 ANE R AR 3 H

FESRAE B BRI E AN R AP I FErf, GDCA 7 kg (KR AE R AN s . R
GDCA iEH T4 CP FiflE I st si L e R 55, 1T/ AT LAk GDCA My ik HiIf

B3k, fF GDCA M 7T P HIET )G, GDCA ¥ 3r BIETT F oA H & iZ3IE 15 BT S AT i 9%

M A&HURIELE 1T F .

IS R AW AN BR AT 7 45 31 e R

SERGBREG, 1 WERAR S ZIEF, GDCA R F HIEHE TTT .

GDCA does not refund any fees to subscribers except fees charged for certificate application and
renewal because of specific reasons.

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CP or
other material obligations, subscribers can request GDCA to revoke certificates and refund. After
GDCA revokes subscriber’s certificates, GDCA will immediately refund the full amount that
subscribers have paid for the certificate application.

This refund policy does not limit users from obtaining other compensation.
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After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate
his/her legal liabilities.

9.2. WM&EHE

Financial Responsibility

9.2.1. fRE&YEHE Insurance Coverage

DRESVE Bl 32 24X CP 27 9.9 19 rh T HLE M £

Insurance Coverage mainly focuses on compensation specified in CP Section 9.9.

9.2.2. HABIARE other Assets

TEAE -

No stipulation.

9.2.3.  XFERA STk LR K BAE ARV

Insurance or Warranty Coverage for End-Entities

EASIT 7 — %52 GDCA HIES, B @i v se OnHE P AR S5 4532, AR Al
BWREZI P B T4 CP R TR AE IR IR E LI .

The acceptance of the certificate or its services specified by the agreement by the subscriber
means that subscriber has accepted the specification and constraint of insurance and warranty
coverage in this CP.

9.3. W% BIRE Confidentiality of Business Information
9.3.1. {R#f5 B L Scope of Confidential Information

7E GDCA R AR HFIAEARS H, BUNE RN IRE(E B -

1. GDCA T " HIH 72540 I fift e o

2. HIHARAHE: AHHE, REHHE. BMHENGERE, XL8FEH GDCA
MANREE S, RAAZEHE T AN S EI AT AR . BRkHRER, A
KN AN RA
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3. HAtrh GDCA A RA TRAFIAN N FIE BN R, BRIFHEESR, ANAT2
Ao

In the electronic certification service provided by GDCA, the following information is treated as
confidential information:

1. GDCA subscriber’s digital signature and decryption key

2. Audit records including local logs, server logs, archive logs information, which is treated by
GDCA as confidential information. These records can only be accessed by security auditors
and business administrators. Unless for law requirements, this information cannot be released
outside of the company

3. Other individual and company information preserved by GDCA and RA and should be treated
as confidential. Unless for law requirements, this information cannot be released to the public

932 ABRTHREHEE

Information Not Within the Scope of Confidential Information

H1 GDCA EATIIET E A8

WE BT P 5 s

UE A B

UEF MG (CP). HLFIAUENESS B (CPS).

A wo R

1. Certificate issued by GDCA and its public key.
2. Information of subscriber in the certificate.
3. CRL

4. CPandCPS

9.33. R REFENTE

Responsibility to Protect Confidential Information

GDCA. JEMAHL. T B SR SRS 50555, #A LS5 HEA CP 1
HUE, ARFEAHRL ) R CR A5 B DA, A6 AU AT R0 HOR T B E AR 7 Hdk 4T
(ZS/AR

GDCA, RA, subscribers, relevant entities and parties involved in certification business, have the
obligations to assume appropriate responsibility of keeping confidential information in accordance
with this CP, and must protect it through effective technical means and management process.

AREAE B PTA B TR, Z5R GDCA AJFaids b il A IR (=
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IKf, GDCA Rijpi e L ER; [FIRF, GDCA Hf ZRZORE(E S HIITA & XX Ah g AT
FHEEAL PLRIRH A B AT 8 I (R A SRR 3 DR 5 B AT i AT
i HoAth 7 AT A% (5%, GDCA AN FHAEAT 5 HUAH 52 [ B A T DR 45 S8 T 3 1Y
Wik DREEERIPTA#E RURHE 5 IR B+ AT RS B SR A A2 51 E .

As confidential-information holder requires GDCA to publish or reveal all his/her/its own confidential
information due to some causes, GDCA shall satisfy his/her/its requirements; Also, GDCA shall
require the holder’'s documentary application and authorization to express his/her/its own will of
publishing or revealing.
If any other obligation of compensation is involved in the act of revealing confidential information of
the user by GDCA, GDCA will not assume any responsibility for damage concerning it or caused b
y the act of publishing the user's confidential information. The confidential-information holder shall
assume compensatory responsibilities related with it or caused by the opening of confidential
information.

*i GDCA FEARAIEAE 5 VAR LA AR TEE SR P 2R,
WA CP HHIUE MR (5 BT, GDCA RAZMEME . LA JIERE IR 22K,
[ PIEES T T AT ARSI (5 ., GDCA TLAUKIAE B4F . XA R A i e 1
TR ESRAN 55

When facing any requirements of laws and regulations or any demands for undergoing legal
process of court and other agencies, GDCA must provide confidential information in this CP, and
could publish the relevant confidential information to law-enforcing department according to
requirements of laws, regulations, legal doctrines or court judgments. Under this circumstance,
GDCA shall not assume any responsibility. The reveal shall not be regarded as a breach of
confidential requirement and obligations.

9.4. MABFREE Privacy of Personal Information

9.4.1. FRRAREF TR Privacy Plan

GDCA Nl g Fa A PR3 T RIXH T 1A A5 B ORS

GDCA should establish the Non-disclosure plan to protect the privacy information of subscriber.

9.4.2. fEANKBERAERMEE Information Treated as Private
YENBERAAL B HE B AL

L AT A RS RO B O 7 . SRR FORD
2. ATFUIBER T
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3. ATTHgHbYL,
4. ATHIERATIKS .
Information treated as private includes:
1. Subscriber’s valid documents number such as ID number, organization code
2. Subscriber's telephone number
3. Subscriber’'s mailing address and living address

4. Subscriber's bank account number

9.4.3. AN NEFKMEE Information Not Deemed Private

WP RARRERNAREREE, UAZIEBRPRESE, B LATTH, Ak
AfE R

All information in a subscriber certificate and the status information of the certificate, etc. is deemed
not private, and shall not be regarded as privacy information.

0.4.4. RIPEEFLHIFTAE Responsibility to Protect Private Information

GDCA. JEMMIIIAE ZE 5 54 A CP & 9.4.2 F5 i #l 5 3T P FafAE BN 54T
5%

GDCA has the responsibility and obligation for proper custody and protection of the certificate
applicant personal privacy described in section 9.4.2.

945 [HFRHARBAEENSMSHE

Notice and Consent to Use Private Information

GDCA fEHANUENE 3556 A 8 IR A3 AR AT 1T P (5 2, R S il &
BURUIR SSAT P K H o AR IX (5 2, iR B KB H,, GDCA HBCA AT
FUXSS, MEREENT .

Any subscriber information GDCA obtaining within the scope of certification business can only be
used for identifying, managing and serving subscribers. When using the information, no matter the
privacy is involved or not, GDCA has no obligations to notify subscribers, and no need to obtain
subscriber’s consent.

GDCA FEARATIEHE M BE EBE LA A B8 il SRR I ESR T, 8 5 2
P & TS G0 T AR 2 0 R R R AME B, A & R 7 55, JEEA
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Under any requirements of laws and regulations, and demands for undergoing the legal process of
other agencies, or under the circumstance where private information holder submits the written
authorization to certain object for publishing the information, GDCA has no obligations to notify
subscriber, and to obtain the consent from the subscriber.

GDCA. JEMHUR U R 75 ZER AT 7 FaAME B X005 4958 (A LA B Y, ST
JRE FAT 7 IFPATAT P R AR, 1M1 HAX A [ s AR AR Al VA4S (75 38 (e 31
(EE DR

If GDCA and registration authority shall apply user’s private information to other purposes beyond
the functions agreed between two sides, CA and RA shall notify subscriber to obtain his/herl/its
agreement and authorization, and the agreement and authorization shall be in the form which can
be archived (such as fax and business letters etc.).

9.4.6. KERBUITBIEFKfESHE

Disclosure Pursuant to Judicial or Administrative Process

VAT SR EHR AU AT BT IO T5 22, GDCA 1T P RS FAE B E A 06
PIENLR . ATBHATHIR V. 35

1. BUMZEEERHLE I HZAHES T 1l AR P th H i

2. EBR LA AR BT AR BE RS FHAIE S 7= A2 B 2 4 IS 3R L R

3. AAAEANEEER M EN I IEX i,

Due to the need of legal execution as well as administrative execution permitted by legal
authorization, GDCA shall provide subscriber’s private information to relevant law enforcement
agency and administrative enforcement authorities. The above behaviors are permitted. It includes:

1. Submit the application following the legal process required by relevant agencies pursuant to
the provisions of laws and regulations.

2. The formal application by court and other agencies when dealing with the dispute of using
certificate

3. The formal application by arbitration agency with legal jurisdiction.

90.4.7. HAfEBEIHETERB Other Information Disclosure Circumstances

WRAT P ER GDCA AR 2 P SR IR S tn BB 27 iy, GDCA I 75 2241
VTP B & FE R AT 2515 BRI S 238 = it & A 7] &

If certificate subscriber requires GDCA to provide some particular customer support services such
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as mailing materials, GDCA needs to send the subscriber’'s name, mailing address and other
related information to a third-party such as mailing company.

9.5. ZMR#L Intellectual Property Rights

1. GDCA Z=A AR XHIEF L& GDCA A FTA T 1 A AR P2 R

2. GDCA XHFIEH REWA BA AR LR Fl a7 AL

3. GDCA Mk EAARI—VE S35 GDCA M7=, K% GDCA Piiftis, fltA
ABEFEE T AT

4. GDCA KRATHIEF A CRL #45 GDCA S BC I 77

5. XAMNEEE RIS FIRIE )y GDCA M7=

6. FHkERHFh GDCA B SR B4 (LR 8K DND LA ZAs ik
YU SAIIIE T, Y929 GDCA ™.

1. GDCAreserves and remains full intellectual property rights for all the certificates and software
offered by GDCA.

2.  GDCA holds ownership, the right of name, the right to share the benefits for certificate system
software

3. Allthe information published at GDCA website is GDCA property. Without written permission of
GDCA, others cannot repost them for commercial activities.

4. Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.
5. External operation management strategy and specification are GDCA property.

6. The distinguished name (hereinafter referred to as DN) used to express the GDCA domain
entity in the directory and the certificate issued to the terminal in the domain entity are the
properties of GDCA.

9.6. BRR5HH{R Representations and Warranties
9.6.1. CA WP 5% CA Representations and Warranties

GDCA JHIEFTT o Zifif th o T FH 5 -

1. BREFERRF G A CP HFTA S PR

2. RAFHLFAEAIE 5% 4 (A HURARA . GDCA 3T AT 1) 22 WU A5 [ M
KREBURIIFLE :

3. WHAR CPIHE, KN ARt
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4. R EAEPIT S EARAT AT SR, A AEAS R _EREMT IR B R A T FE
EXR

5. IERIEERFIEIEBFE TR A EENLY R (8, EEgams, 749
TN A A AR EEE RN L AR A A e 1P sUhE A P A el
AL

6. JiEHEF R VIR K LK g AR TR, DARSR i # i
ES

7. RAEUE AT AA A ERE B RSP (organizationalUnitName 13 2. F&41M);

8. SKHUEIERS it LA /IMIEH E /5 “organizationalUnitName” 71 FT & 115 B AEAE
AT REE

9. HR#E CPS 3.2 MELRIGIEHIH A& 47

10. # GDCA 5iJ P JEKEL, U GDCA 51T A VA B H AT BAT T 7 s
77, T P MRS CANNI Y 281837 KA Baseline Requirements 25 23K ;
GDCA 51T J7 IR —S Ak uliA oCme, ) H i AARZR Sl w] 1 F 2%

11. EXATA AR BIRER R YIRS E R CAREC M4 @ R4 2 RIEN
(24x7) ATFIIE BPE.

GDCA must make the following warranties to subscriber:

1.

Certificates issued to subscribers by GDCA must be in line with all substantive requirements of
this CP.

Ensures that its private key shall be stored and protected securely, and GDCA shall establish
and implement security mechanism pursuant to the terms of national relevant policies.

Revokes certificate timely in accordance with this CP.

Informs subscribers any known events, which will fundamentally affect the validity and
reliability of the certificate.

Verifies that the applicant either had the right to use, or had control of, the Domain Name(s)
and IP address(es) listed in the certificate’s subject field and subjectAltName extension (or,
only in the case of Domain Names, was delegated such right or control by someone who had
such right to use or control);

Verifies that the applicant authorized the issuance of the certificate and that the applicant
representative is authorized to request the certificate on behalf of the applicant;

Verifies the accuracy of all of the information contained in the certificate(with the exception of
the organizationalUnitName information);

Implements a procedure for reducing the likelihood that the information contained in the
certificate’s subject: organizationalUnitName attribute would be misleading;
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9.

10.

11.

Verifies the identity of the applicant according to section 3.2 of this CPS;

Subscriber agreement: That, if GDCA and subscribers are not affiliated, the subscriber and
GDCA are parties to a legally valid and enforceable subscriber agreement that satisfies the
Baseline Requirements and other requirements published by the CA/Browser Forum, or, if
GDCA and subscribers are the same entity or are affiliated, the applicant representative
acknowledged the terms of use;

Maintains a 24 x 7 publicly-accessible repository with current information regarding the status
(valid or revoked) of all unexpired certificates.

GDCA R 77 6 25l 4n T FE AR

1. BRARGIUERIT G A6, UEF AR 5 B AR 2 HER I

2. GDCA 5E4 A CP K& CPS [l e % K AE15;

3. 1E GDCA & BEH KAMINEH CAE KL T/, HHITF Ca%BA CP
(IR 452 1 IZAE T

GDCA must make the following warranties to relying party:

1.

GDCA guarantees that the subscriber information in the certificate is accurate except the
unauthenticated subscriber information.

GDCA is in full compliance with the provisions of the CP and relevant CPS to issue certificate.

Certificates published in GDCA repositories should have be issued to subscribers and
accepted by subscribers in accordance with the provisions of the CP.

ROOT CA A1 CA HIRIUER BTALR 2 BHHfIC SR AE EV CPS A, H. 437 ELF CALK)

ek ts (CA/Browser Forum) i www.cabforum.org A AT K46 RS 18 1 7.1 #B4rHyE
KA —F

The guarantee and liability of ROOT CA and CA shall be stated definitely in GDCA EV CPS and be
in accordance with guidelines Section 18 and 7.1 released by CA/Browser Forum at
www.cabforum.org.

9.6.2. RA WIBriR5#HIR RA Representations and Warranties

1.

1 REGIERIT ISR e 256 A CP KA SL T PEEEK

2. fE GDCA ERGIEF, AL BN K 3R 110 S BOIE 5 945 B 5 ETS H
HHMEEA

3. VEMHMKEA CP RIMLE, M GDCA #2235 F g, MAeY. EHssmss
i

The registration process provided for subscribers is compliant with all the substantive
requirements of GDCA's CP.
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2.  When generating certificates, GDCA does not allow the inconsistencies between certificate
information and certificate applicant information due to mistakes of registration authority.

3. Registration authority will submit the applications of revocation, update and other services to
GDCA in time according to the provisions of CP.

9.6.3. T HIFFRR 54 Subscriber Representations and Warranties

1 — HH52 GDCA 2R IMETS, WA AIn GDCA. VEMHHLIG AR 1 i LA
T

1 FEUEB A BN BT H 725 4

2. AT PTEFEUEE R SRS SR E S e RN, R
TEATERAL R . il S5 (5 B VR DA T s

3. WRAFEARIEN, AT HURIEN P # 60 4 51T 1A THERAREEA
BT AT AT AN 523k 53880, 3820 GDCA BRI BLIAE 13 A 45 WL

4. ST PUEF P& 2 AR R FASH BTk AT I & — Ik &5 44, #R T B B A
%, FFHAEMHTEAR, WEHRASUES GEBEREEH. B, iEHrR
BT FUA G5 ) A«

5. BRAEGAT P RRAEN LA R T P B E, 1T RIS N RAENLR (3K
LR BT AN L5

6. —LZIUET, BEFRRIT T RIBMIEZ A CP R BTA SR Ak, FH R A
BRI VT P AL

7. —HESZUE, AT PURRCMACH AN ST IR AR RV, R T
BIRGE, RECE BT Mk B L FAEA I e, TER . Wl Lok sl R & 1%
B

8. ARIELLATEATRE GDCA AN A . 8. A5, BFEEART
SR« T PRI CSORHIE 5 AR 55 1 8 T R 25

9. EPTEA CP e EHEE N AEAMEA, FOIEH T2l AU s b A
A E

10, SRECZ 4. A EME R DT (L IE PRV P 2k . THEEE AN B i S A

11. Xf 3 EV SSL R+, 1774 TR LS5 TRtk R AEE S vh 51 H i 32 0 44 0] B2 1

Hi 5% 45 T AR A o
12. X+ BV ARBRE RS, T AR A A SRS SRR
B
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Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the
following commitments to GDCA, registration authority and related parties who trust the certificate:

1. The subscriber uses digital signatures if the certificate is valid.

2. All information that subscriber provides to registration authority during certificate application
process must be true, complete and accurate. The subscriber is willing to take legal
responsibility for any false or forged information.

3. If there is an agent, then both the subscriber and agent take jointly responsibility. The
subscriber is responsible for notifying GDCA and its authorized certification services agencies
any false statements and omissions made by the agent.

4. Each signature is generated using the private key corresponding to certificate by subscribers
themselves. The certificates shall be valid at the moment of signing, i.e. certificate is not
revoked or expired.

5. Subscribers ensure that they don't engage in business performed by the issuing agency (or
similar institutions) unless they sign written agreements with the issuing agency on such
matters.

6. Once the certificate is accepted, subscribers are considered as knowing and accepting all the
terms and conditions in the CP as well as corresponding subscriber agreements.

7. Once the certificate is accepted, the subscriber should assume the following responsibilities:
always maintain control of their private keys; use trustworthy systems; and take reasonable
precautions to prevent the loss, disclosure, alteration, or unauthorized usage of the private
keys.

8. Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

9. The subscriber only uses certificate for the authorized or other lawful purpose within the range
specified by this CP.

10. The subscriber use secure and reasonable measures to prevent the private key from loss,
disclosure, alteration and other events.

11. Forthe EV SSL certificates, the subscribers undertake an obligation and warranty to install the
certificates only on servers that are accessible at the subjectAltName(s) listed in the
certificates.

12. The subscriber must not use the EV code signing certificates for signing suspicious codes and
other illegal or malicious software.

9.6.4. KB HIFRR SR

Relying Party Representations and Warranties

1. A CP TG LE:
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FEARBOET AT, HAUEF7ERLE (90 B A R A A
FEMCHFAETV R, XHIET S R AT 56 5

FERGIE TS RT, JEId #5if) CRL 5k OCSP #iAE 152 5 4% 4 .

— HUH T 28k oA R R T A EA A WA, R R R kT 4
GDCA s R IR AT 4 M, I FRFH R LI ) B S 5t 45 5% 5

6. ANHEAATATHRE GDCA AR m i, &8, B FH%s, SHAARRT
SR+ S PRI ESORTAIE 5 R 25 B0 38 i R s 225

o c w DN

Abide by all provisions of this CP.
Ensure that the certificate is used in prescribed scope and duration.
Verify certificate’s trust chain before trust the certificate.

Before trust a certificate, verify whether the certificate is revoked or not through querying CRL
or OCSP.

The relying party is willing to compensate GDCA for the losses and accept liabilities for any
loss of self or others, due to negligence or other reasons violating the terms of a reasonable
inspection.

Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

96.5. HihZE5XHHFRSHER

Representations and Warranties of Other Participants

BT CP AT A ME

Abide by all provisions of this CP.

9.7.

R4 57 Disclaimers of Warranties

BrA CP9.6.1 HIBAMfA& M 7, GDCA A7 HH A AT A J 2 ARIE AN S 55

L ARIEEBIT . K7, HihZ 5 BRE 12

A%t B AR Bl A A AT AR 1Al DRAE <

ANKHIE P TE  H R H 0 LAAM A S AR AT A 54T s

SR TAAIHU, QiR AR 5 3 451 B IS5 Hh W7 5 B 3 B 72 7 4 2k
KA BT

> wn
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5. TP EiRA CP9.6.3 2 kR, Bk idi A CP9.6.4 2 Ak, 15LA%ER
GDCA Z #fF.

Except for the commitments declared in CP Section 9.6.1, GDCA does not assume any other forms
of guarantee and obligation:

1. Do not guarantee the statements of certificate subscribers, relying party and other.
2. Do not guarantee any software used in electronic certification activities.
3. Do not assume any liability when certificate is used beyond the prescribed purposes.

4. Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc.

5.  When subscriber violates the commitments defined in CP Section 9.6.3, or relying party
violates the commitments defined in CP Section 9.6.4, GDCA can exempt from liability.

9.8. FFRIFTFE Limitations of Liability

WEFIT P &# 7K GDCA F2ALH - FUE RS N F IR FIEshE 26k, GDCA
HKIEA CP9.9.1 #lE E R FHAT .

The certificate subscriber and the relying party specialized in civil activities suffered losses due to
electronic certification service provided by GDCA, GDCA only assume limited liability amount
stipulated in CP section 9.9.1.

9.9. % Indemnities

9.9.1. AMENMIRIMEETTE Indemnification by GDCA

U1 GDCA % | A CP 4 9.6.1 JiHh iRA, 1777, HOliJ7 55 SLAA AT B i GDCA 7K
R TUTE GEEBLE R TTRIL), AL TIHEE:

1. GDCA MEBHARMZE R F LLAMYSE =7, FEOT Bk s #5245k
4

2. TRV PHRACAE BB RIS . JRSERIIENL T, GDCA 25K HUUEH L T #5 iR(5
B, S80OT P B 2R

3. 1E GDCA HIHIT F #2ACM5F BB BORHEAE K e i I 1 0L, (BTSSR 1m0 1T 7 28 RAIE
B, FEURM T EZ R

4. 1T GDCA KRR FE CA AP 7

5. GDCA KL mAHIET, SBUKT E 21K 1
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If GDCA violates statements in CP Section 9.6.1, certificate subscribers, relying parties and other
entities can request GDCA assume compensation liabilities (except for statutory and contractual
exemptions). If the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates
with error information and the error leads to losses of the subscriber or relying party.

3. After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

4. If the private key of CA is disclosed due to GDCA's fault.

5. GDCAfails to revoke certificates in time, which leads to relying party suffering losses.

9.9.2. ITPHIMEZETTE Indemnification by Subscribers

FEAN RS, T P55 R IR ) GDCAL R0k, B 24 7&K FE I A2 5T A -

Lo AT FRIEEAHIER R, PRIMOR . R s SRR A s Bk, S 30E M GDCA
e HBRUIE A AR 55 WA Bl 58 =77 18 2 41 5

2. ARG ECE I s SO RV IR . 8k, BRAIRAVEH it . SR A
1 GDCA J HAZBUEF RS, LARAS A N\ Al & i GDCA J¢
HBRER RS 5 =07 824505

3. W PEHIERMAT A, FIERA CP RAHSHREMNE, sl i 44 CP
TR [ 55 31 FL

4. UEFAT P EEE R EA BRI M AHUE B AR MASE RS, 3] GDCA ¥k

PmBE R T LR IR, W RZIE B DT IR 5, B TR 5

I PEA LY 23 i, WH GDCA %8R CP RIMIuRHT T 58 lE, WA ZIEH

VTP 2B AH BT 451 T I 12 B AT

UE 5 145 S8 R A AR AR R A L A8 UE 5 9 S BT Jl % GDCA KTy «

BB SRV R BCE AU R i, SRR B R B RE . BT ER A

TEASENFAH F R BAFAE SRR, AAS 1E A8 I 35 9 B iR 1 GDCA Ry 5

UE 5 BHEAE A P UES

VTP E TS B AR T 58 =7 M AR = AL

10. 78RR 9 R Y0 B AMSE FIE 1S, ANV E SR 3

© N o v

If the following situations cause GDCA or relying party suffering losses, subscribers shall be
assumed the liability to compensate:
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1. GDCA and its authorized service agencies or third-party suffer losses due to unreal information,
such as deliberate, negligent or malicious provision of unreal information by applicants when
applying for certificates.

2. GDCA and its authorized service agencies or third-party suffer losses due to disclosure and
loss of private keys deliberately and by mistake; due to not informing GDCA and its authorized
service agencies or third-party of the leakage and loss of private keys with knowing the facts;
and due to handing keys to others inappropriately.

3. Subscribers violate the CP and related operation practices when using certificates as well as
using the certificates activities outside of the CP.

4. If the certificate is used for illegal transactions or causes disputes during the period from
revocation requests submitted by the subscribers or other entities authorized by GDCA to this
information of certificate revocation published by GDCA, if GDCA operates in accordance with
the requirements of the CP, subscribers must assume any responsibility of losses according to
this CP.

5. Subscribers do not stop to use the certificate which its information have changed and don't
notify it to GDCA or relying parties in time.

6. The private key is lost, compromised, stolen, exposed, and etc. due to not taking effective
protection measures.

7. Subscribers do not stop to use the certificate which its private key is lost or in danger and
notify it to GDCA or relying parties in time.

8. The certificate has expired but is still in use.

9. The subscriber’s certificate information infringes upon the intellectual property rights of a
third-party.

10. Using certificates outside the provisions of specific application scope, such as the use of
certificates for illegal and criminal activities

9.9.3. KM HIMELETHE

Indemnification by Relying Parties

FEANTAEGL, MR & R G R GDCAL AT/ Kk, I 2 7K H I 2 A F: -

1. BHEAT GDCA ST R CP HE 1 555

2. RELKIEA CP MIMHHT SR I, SE GDCA L HAIRAUMIES AR 55 HLH 5L
H=IT R E

3. EAGEEE MBULE, W80T PR R S
FEBGIESS S BT AT RER N BT BN IE T, (BTSSR MRAHIE 45 5

4. MRIGTT A FHE R AR BEREAT U0 ;
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5. {Rk¥T A @ A CRL B OCSP #iiAE /2 T4 /R 4 o

If the following circumstances lead to the losses of GDCA or subscriber, relying party shall be
assumed responsibility to compensate:

1. Obligations defined in the CP and agreements between GDCA and relying parties are not
fulfilled.

2. GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate
reviews against this CP.

3. Trust certificates in unreasonable circumstances. For example, relying party still trusts the
certificate with knowing that the certificate usage is beyond its scope or period or the certificate
has or may have been stolen.

4. Relying party does not verify trust chains of the certificates.

5. Relying party does not check whether a certificate is revoked through querying CRL or OCSP.

9.10. BHX 5% IE Term and Termination

9.10.1. AXH Term

A CP A H I ER B AR, B — A CP AR R A CPAE R —HiA CP
AR HEAE GDCA 2 1k FE N IEAR S5 I 2R 2K

This CP will enter into force at 12 o’clock midnight of the effective date, and the last version CP will
become invalid. This CP will become invalid when the next version CP enters into force or the
electronic certification services of GDCA are terminated.

9.10.2. #& 1k Termination

GDCA & 1EH-FINIEARSS S, 48 CP &1k,

When GDCA terminates electronic certification services, this CP is terminated.

9.10.3. & IFIRER 544 Effect of Termination and Survival

A% CP 281k, EREVAEN R 55 A28 1k, (HIAUENL 35 2 LA FRAE AL
U SRR 1k o ATENURIAE M 55 28 1E Jm SRS B R T, RE DA IE AR 55 96 2 H Al GIE
MUK, CRUELT IR &

The termination of this CP means that the termination of certification authority business, but the
termination of certification business does not mean the termination of certification authority
responsibility. After the termination of business, certification authority shall take reasonable
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measures to transfer certification service to other certification authority so as to ensure the interests
of the subscriber.

9.11. N¥S5FEMANELE AEEXE

Individual Notices and Communications with Participants

WAENUALE L ZIEOU N, WS AT eSS KRBT P RHES T HUE S &
FAT P HARE AT P AT O, AERE T A il TR (S Al
RIS AT

The circumstances that CA actively revokes the subscriber’s certificate, finds out subscriber using
certificate out of specified usage, or behaviors of subscriber violating subscriber agreement have
occurred, CA can use appropriate way, such as telephone, E-mail, letter, Fax, etc., to notify
subscriber and relying party if necessary.

9.12. f&iT Amendments

9.12.1. fEITHEFF Procedure for Amendment

%4 GDCA R4 g2 i1 XL, GDCA 1T BUE B 2/ A — A CP, #ifR
FARF B IR AN 1850 T B R RO BT ) SSL BEAEZE RS, FFA IR
55T Je (1 S B e 22

A CP HEIT, Hi GDCA 17 BUE FLE R B 1T, 3K13 GDCA % HRIRHE e
keSS, HH GDCA 1TEUE B st HZUETT, BT/ 1) CP &1t GDCA %4 HRIKZ3 ;A
S IR AR AT .

Through the authorization of GDCA Security Policy Committee, GDCA Administration and
Management Department shall review this CP at least once a year, to ensure that CP meets the
requirements of national laws and regulations and administration department, to meet the latest
SSL baseline requirements and specifications, and satisfy the actual requirements of certification
business operation.

The revised version of this CP will be revised by GDCA Administration Department and approved by
GDCA Security Policy Committee. GDCA Administration Department will be responsible for the
revision and the revised CP will be officially released after being approved by GDCA Security Policy
Committee.
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0.12.2. @EZHLEIFIEIFR Notification Mechanism and Period

BT 51 CP &tttk J5 K 2. RIYE GDCA 111 M3 www.gdca.com.cn bk A o T 75 22
I E IR (SR RS T OB RIS, GDCA K5 A B IR B 8] Pyl A 5577
£ BRI 8] RLARAIE A 7 52 BT R2 0 B/ o

After approval of the revised CP, it will be posted on GDCA official website www.gdca.com.cn
immediately. For the modification notified by email, mail, media and other ways, GDCA shall notify
the relevant parties in reasonable time, which ensures that the relevant parties have minimum

influence.

0.12.3. BAEITHIETE Circumstances Under Which CP Must be Changed

WR LI T FESL, GDCA WU 4% CP #AT K

1 SRR IE KRR, 2T CP AT bk
A FRANUENE 55 (AR AR TEEREAT SE 8T 5

WIE R G S BRI R A BT B 2 s
PRI AT R

AT CP M I EE 2L

o > w D

If the following situations occur, this CP must be modified:

1. The encryption technology develops significantly enough to affect the effectiveness of existing
CP.

2. The relevant standards have been updated.

3. Certification system and relevant management regulations take significant upgrade or
changes.

4. The laws and the administration departments require the CP to be modified.

5. There is some significant deficiency in the existing CP.

9.12.4. X EIRRFFEE Object Identifier Modification
R CP RAABITIN, AHXS BLATIE P SEME 0 RAR AT A AT AR, AR AR

HAES

When the CP has modified, its corresponding certificate policy object identifier will not change, and
only increase the version identification code.
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9.13. SRR Dispute Resolution Provisions

2 GDCA. 1T P NR#GT 2 8] H B WO, A 50T T L AR A DS 5 P s ok, e
PR AERAN T 10, AT R

Any disputes between GDCA and subscribers or relying parties shall be resolved through
negotiations as agreed, and those cannot be settled by negotiations will be resolved by laws.

0.14. E¥EHESR Governing Law

GDCA i) CP ZFEZ O ) (b B A RGIEAE i 7284405 (R T IMIEARSS & B
INEDS CRTINIEARSS RS B INE) A IE T

The CP of GDCA is governed by the law of “ Electronic Signatures Laws of People’s Republic of
China”, the regulation of "Measures for the Administration of Electronic Certification Services”
and "Measures for the Administration of Cipher Codes for Electronic Certification Services”
promulgated by the country.

9.15. fFE&EFIER Compliance with Applicable Law

WAENU B SS 53 AR IR irs & (o BN RIEATE 7254405
(T VERSEBIMED)  (CHETMEARST B E B M%) DL h e NRIEAEE
FRERLIIILE o

All businesses, activities, contacts, agreements of GDCA must conform to "Electronic Signatures
Laws of People’s Republic of China”, “Measures for the Administration of Electronic Certification
Services”, “Measures for the Administration of Cipher Codes for Electronic Certification Services”
and other laws and regulations of People’s Republic of China.

0.16. —f% %X Miscellaneous Provisions
0.16.1. SBEH Entire Agreement
CP. CPS. ] F' WS~ M 7 W0 S FL kb 78 W OB A2 il PKI 2 N3 2 1) ) 5E B0

The entire agreement is composed of CP, CPS, Subscriber Agreement and Relying Party
Agreement as well as its supplementary agreement.
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9.16.2. ik Assignment

MRAEAS CP IR AN UESEAA 5 5 HIBURIRN LS5, 07 243 N AT $ IR B A 50 &
SEREAT BRI LS5 Bk o R LEAT A AL I AN MR B B 11T 0] 53— J7 AR 5 55 %
CES

=

b2l

<

According to the rights and obligations of certification entity parties detailed in this CP, all parties
can transfer the possession of rights and obligations in accordance with the relevant provisions of
the law. The occurrence of the above transfer behavior does not affect the change of any debt and
liability among the transferors.

9.16.3. 4r#IME Severability

WA CP AT AR 2%k B N FH T 5 GDCA BT R 55 X IRy A 7= AR ph 1T o ) o
NTEREA BARAT JI0), GDCA NAEf AR ZHI IR BE M BT 1256, ke a2, H
REIIAZ M, GDCA MAEIFH T HEE BTN A

TERRAR BT 5 ERZE R 2 7, GDCA BRI MR 2 question@cabforum.org, &
*1 CAB 1z CPS H BT HIME B, FFRNIL Ol B A IR AF SR AAFAE T A SR
%1122 (https://cabforum.org/pipermail/public/) .

FIRERAHEN, B CAB WIzHIERYEN, it GDCA N7 & CAB Iz
Baseline Requirements VA 2K, MIIAE 5 AT 0T GDCA V.55 #R 1 18 5 R A Ff 4%
GuE . RIS EEST ARG EE, XF GDCA ¥ CPS IM&IT, KInl CAB itlx
(Y38 1 RLTE 90 K P9 SE B

In case any clause or provision of this CP is held to be unenforceable or invalid due to any conflicts
with the laws of any jurisdiction in which GDCA operates, GDCA shall modify any conflicting clause
or provision to the minimum extent necessary to make them continue to be valid, and other clauses
and provisions shall remain valid without being affected. GDCA shall disclose the modified contents
in this section.

GDCA shall (and prior to issuing a certificate under the modified requirement) notify the CA/Browser
Forum of any modified content in the CPS by sending emails to question@cabforum.org, and
confirm that it has been posted to the Public Mailing List and is indexed in the Public Mail Archives
available at https://cabforum.org/pipermail/public/.

Any modification to GDCA's practice enabled under this section shall be discontinued if and when
the law no longer applies, or the requirements published by the CA/B Forum are modified to make it
possible to comply with both them and the law simultaneously. An appropriate change in practice,
modification to the GDCA’'s CPS and a notice to the CA/Browser Forum, as outlined above, shall be
made within 90 days.
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9.16.4. FEH|HAT Enforcement

ToHSE o
Not applicable.
9.16.5. AW Hi 7 Force Majeure

fKHEA CP il %€ 1) CPS MIALFE ALK, LIRS & J5 Al 2t o

CPS formulated in accordance with this CP shall include a force majeure clause to defend the
benefits of each party.

0.17. HAh% K Other Provisions

GDCA #t A& CP LA & ff AL

GDCA has final interpretation rights to this CP.
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Appendix: GDCA EV CP Revision Records
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of Authority
326, H #

) YE#EN] Criteria P “#EHW, GDCA K%
for RAEATAZ XAUEFS 7,
Interoperation
327.

3 S U ) T B 5 B0 BB RO AN I E
Data  Source PR 27 ™ H .

Accuracy
4.2.1 AT IR
5 %l
A i BB Y E VO O R A
FRERATR 27T M H .
and
Authentication
Functions
4222 iF P P %% GDCA A& ZE K& H
g ) fE 4 ICANN ( The Internet

5 Rejection of Corporation ~ for  Assigned
Certificate Names and Numbers) % f& FH 1]
Applications ¥rgTLD (T4 [HE+.
424. N ik
BlLo# 4% R
( CAA ) .

6 | Certification | o CAA BIEREION | pp o pn g
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Authority
Authorization
(CAA)
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7 N CA Actions e
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During
Certificate
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Issuance

451 iT P RVEH

FIE 5 A8 PR X SSLEP, T/ A
g Subscriber XEAT PR A B8 | ST S ARE R AR T A
Private Key and | & A% B . HE T 32 S 44 %) L1 R 5%
Certificate HEIE,
Usage
49.7. CRL
AT AR . .
g | XAHLE CRL i CRL R AT HR i
Issuance
Frequency
499 fEZRES
2 1 A A
Online
10 Revocation/Stat P%#% OCSP n] P RI4H5
us Checking
Availability
4910 7F £ R
B m K
y | Online 15 OCSP R 41
Revocation
Checking
Requirements
Pds X T g mAEmAE,
GDCA FEE-5 21 B HT A H:
;1%10.1. #* E 7E CRL {44105 . GDCA
12| Operational MR CRL thfCH % 4 i 5
Characteristics [ 5 B30 . GDCA A B
OCSP R4 #H ryimasidsk”
3
410.2 i % oI WEEE OCSP 25 Wit ] A58
13 M % Service i 10 £
Availability i
71 WE B P% #% “GDCA i CSPRNG
14 Certificate KT 0 HAK RN 64 62 13E 7
Profile BIHERRE R 557,
715 % K| s .
= N 12N s
15 | # Name | THESEFRIREIAM oy e,

Constraints

Ko
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8.1. V¥ il 119 4
BB R

PRI ANEAEEE R

16 |Frequency and PR U VA K
Circumstances
of Assessment
96.1. H T
WE R 55 B A4
o |BEEEEE HE CA R SRR
Representations
and Warranties
P sk X T BV SSLED,
18 Subscriber JVH AR LS5 RAE R AR+
Representations B H R = R A 0 B i 55
) R IE .
and Warranties
19 9.16.3. 7 # 4 Baseline Requirements i
P Segmentation BN
BT — B RIR SN R
20 HAbAZIT

— L% 5 51 TRV BB A
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ntents

Sections Revised V1.4 V15
SEQ Remarks
3.25. AL
. o Clearly described the validation of
1 ik Validation of i
. authority.
Authority
3.26.  H#EAE .
o o Disclosed “To date, GDCA has not
2 #E M| Criteria for . -
. issued any cross certificates”.
Interoperation
Disclosed that the validity period
of the documents and data used to
3.2.7. H¥Ek _ . . .
. " verify certificate information does
3 P AER I Data
not exceed twenty-seven (27)
Source Accuracy ) o
months prior to issuing
certificates.
Disclosed that the validity period
42.1 BAFHHS P
) of the documents and data used to
% 5 Performing . . . .
o verify certificate information does
4 Identification and
o not exceed twenty-seven (27)
Authentication ) o
. months prior to issuing
Functions .
certificates.
. Disclosed that GDCA refuses to
4222, iFPH _ ificates that tai
. issue certificates that contain a
WwoOom IR 4 . .
o new gTLD under consideration by
5 Rejection of .
. ICANN (The Internet Corporation
Certificate ]
o for  Assigned Names and
Applications
Numbers).
424, NIEHL
FI# A (CAA) | Descripton on  the
Certification procedures of CAA .
6 ] ) o Clearly described CAA checks.
Authority checks is not sufficiently
Authorization clear.
(CAA)
431 IEH%
R A L
) (RA) FlHg ¥
NIE IR %5 AL # . .
7 . Disclosed the root CA actions
(CA) 174 CA . o .
) ) during certificate issuance.
Actions  During
Certificate
Issuance
45.1 iT A | Disclosure on the usage | Disclosed  “For  the  SSL
g iE B A A | of the subscriber | certificates, the  subscribers
Subscriber certificates is not | undertake an obligation and

Private Key and

sufficiently clear.

warranty to install the certificates
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Certificate Usage only on servers that are
accessible at the
subjectAltName(s) listed in the
certificates”.

4.9.7. CRL &

° fi M % CRL Clearly described the CRL

Issuance issuance frequency.

Frequency

499 TEZRREE

WO oW A

Online Disclosed the details of the OCSP

10 Revocation/Statu availability.

s Checking

Availability

4910 TELIRE

i 2K Online _ .

1 Revocation Dlscl.osed the details of the OCSP

Checking requirements.

Requirements
Disclosed “For the revoked
certificates, GDCA does not
remove their revocation records
from CRL prior to expiration of

4.10.1. #HAERE such certificates. GDCA does not

12 fiE Operational remove the revocation records of

Characteristics code signing certificates from the
CRL.

GDCA does not remove the
revocation records in the OCSP
responder”.

4.10.2 ]k %5 v H Disclosed that the OCSP

13 L3 Service response time is of ten seconds or

Availability less.

Disclosed “GDCA  generates
. R non-sequential certificate serial
14 rt » it ,JPJ numbers greater than zero

Certificate Profile o )
containing at least 64 bits of
output from a CSPRNG”.

7.15. &R o . 3

15 ) Name Description is no.t related M.Odlfle.d the content as “No
) to Name Constraints. stipulation”.
Constraints
8.1. V1l fY A & Disclosed the requirements that
16 1% i % GDCA conforms to, including

Frequency and

requirements from the laws and
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Circumstances of

regulations, and audits and risk

Assessment assessment requirements.
9.6.1. RN
IE A 45 B A 1 R
N 7 Added clauses for the CA
17 ® 5 £ CA . :
. representations and warranties.
Representations
and Warranties
Disclosed “For the SSL
. certificates, the subscribers
9.6.3. i/ dertak bligati q
. undertake an obligation an
M & 5 #H R ) e
) warranty to install the certificates
18 Subscriber
. only on servers that are
Representations .
) accessible at the
and Warranties ) . .
subjectAltName(s) listed in the
certificates”.
Updated section 9.16.3 pursuant
9.16.3. 4 P P .
19 ) to the CA/B Forum Baseline
Segmentation .
Requirements.
Corrected a few mistakes in
o section numbers, adjusted some
20 Other revisions

wording issues, and other parts
that may cause confusion.
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