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1. #EEHERHIR Introduction

1.1. iR Overview

1.1.1 A=]f#H4y Company Profile

B AR G IR A 5] (Global Digital Cybersecurity Authority Co., Ltd., fij#x
GDCA 5 “#zi X", JFEA “I REFAEHIGEF OERA ", BALT 2003 4 3 H
6 [1.2005 49/, GDCA fkikim it 1 [ 2 % i A B = A i Bl 5 A3 S = ML B (1 W v o
BN A E B O\F RS (R IERRS VFRTIEY (VFRTIES . ECP44010215007) [1HLT
WIEMRS PG 2 —; 2008 4F 12 H, $FA5E SR8 B RAUR I (R F &R0 s B VF
AIEY; 2011 4F 4 H, 8 T KSR HL R B S B AR SS BE VRS, 3R1 (L
TR HFIERS P (S5 A021) #Efg. 2013 4, X HFIAMEARS RGHAT
SM2 BEFH g, i T E K ELE R AN 7 g A, 2015 4F, GDCA @il T
WebTrust [E Br 22 48 THAE, H& 7 EbrbsE s & 8 s ARS KF, ol LAt 4 5k
R FYAER S . AIERNL S ERFHE, 2016 4E5 H, “) RKEFAEBUGEF0A R
NF” ELZR KRB AR A 7, 2017 4 8 H 11 H, GDCA FFUA1EHT =
WREERRAE 5y, BOCRTRIRR: Bz A, 2. 871932,

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as “GDCA”, or “4{Z#4X") with the
former name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003.
In September 2005, GDCA passed the security review by the State Cryptography
Administration Office of Security Commercial Code Administration (abbreviated as OSCCA) and
the former Ministry of Information Industry by law, as one of the first eight electronic authentication
authorities granted the "Electronic Authentication Service License" (license number:
ECP44010215007) in China. In December 2008, GDCA obtained the "Commercial Cryptography
Products Sales License" issued by OSCCA. GDCA passed through the assessment of
E-government and Electronic Authentication Service Ability by OSCCA with the qualification
certificate of "E-government and Electronic Authentication Service Authority® (number: A021) in
April 2011. In 2013, GDCA upgraded electronic authentication service system for SM2 algorithm
and passed through the security review by OSCCA. In 2015, GDCA passed the assurance review
for Certification Authority by WebTrust with the international level of operation management and
service to provide digital certification service globally. For business development, GDCA changed
its name from "Guangdong Digital Certificate Authority CO., LTD." to "Global Digital Cybersecurity
Authority CO., LTD." in May, 2016. On 11 August 2017, GDCA was admitted to the National Equities
Exchange and Quotations (NEEQ) of China, with a stock abbreviation of “#{Zi{” and stock
code “871932” .
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GDCA B4 Jm, J& “T" AREFAIEHIMEFT OHRAR " 5. fiis. MaMmaE
A el “BR ABSRm AR AR A%k, fEHEXHTS GDCA LA “T  AREUTHIE
FEF DA RA R 4 AT AR PRI H T REBFHEFAEF LA R
"7 A BRI LS5 h “ B AR BB AT IR A =] 7 7RGk

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO.,
LTD." were inherited by GDCA and all the rights and obligations of the contracts and agreement
signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

Heg AR “BUEL A Tl BT Mk EN, AT “EEBRER T
b fsidr, BOT TN “— AT ER SR 7.

GDCA upholds the corporate values of “Authority, Credibility, Professionalism, and Innovation”,
fulfils the corporate mission of “Trust Connects Parties from all over the World”, and is committed to
becoming a “first-class online trust service provider”.

1.1.2 BTFINIENE SN (CPS) Certification Practice Statement (CPS)

A HTAUEME S RN (faTPR CPS) R4 (Hh A NRILHIE i 72544720« CFELTIAIE
MRS EBINED . (T VIEIRSS B E BINE) SR 2K, 14N E T GDCA
SR T IAEIR ST AN AR L TR R S5 s i AR 0 B & B FUIEIR S AR 2
HHTABERI DT, A CPS 1 GDCA il A JF A AT i JI i 7254417 7 . KA Al
HAbMRZ 5%, Uitk GDCA iRt i FIIEARSS 2 &k Ll BUBIIEE =5
T UERSS . X T GDCA Frig it T IMER SR SUETEE, 4 CPS 47 7 H
THHIRLE -

Pursuant to the requirements of the “Electronic Signature Law of the People's Republic of
China”, "Measures for the Administration of Electronic Certification Services", "Measures for the
Administration of Cipher Codes for Electronic Certification Services" and other related laws and
regulations, this Certification Practice Statement (abbreviated as CPS) outlines the overall
processes that GDCA employs to provide electronic authentication services, illustrates the set of
rules that GDCA conforms to in offering the electronic authentication service, and elaborates on the
responsibilities undertaken by the participants of such services. GDCA makes this CPS available to
the subscribers, relying parties and other relevant participants through open publication to ensure
the validity, professionalism, and authority of GDCA's electronic authentication services. This CPS

also clearly defines the limitation of liabilities for the electronic authentication services provided by
GDCA.

A CPS Pk i) 251847 (GDCA E-i5ER%) (http://www.gdca.com.cn/cp/cp), [A]
Bt (BB AR LU R ENIE R K (L1 A D)D)
( http://gdii.gd.gov.cn/xxh3236/content/post_945261.html ) . 7E 47 A CPS [ fE
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(GDCA IEH5%) 5 (EHEHR TR IES LIE 5 AN —BHNAERIZLLT
P AL FE o - B S 5 AR IEAE (B i 724U YIRS 5ms ), M H
TERE S A SMIE T EIE (GDCA IEF SN ). EF52 15 B T B #5558 HA T
H AT AR Y5 IR 45 SR B SR IRFT AT HE 1 o

This CPS conforms to both "GDCA Certificate Policy" (http://www.gdca.com.cn/cp/cp) and
"Certificate Policy for Mutual Recognition of Electronic Signature Certificates issued by Hong Kong
and Guangdong (version 1.1)" (http://gdii.gd.gov.cn/xxh3236/content/post_945261.html). The
following principle shall prevail in case of any conflicts exist between the above two policies: the
certificates applied to mutual recognition of electronic signature certificates issued by Hong Kong
and Guangdong conform to " Certificate Policy for Mutual Recognition of Electronic Signature
Certificates issued by Hong Kong and Guangdong”, while other certificates conform to "GDCA
Certificate Policy". Whether a certificate is applied to the project of “Mutual Recognition of
Electronic Signature Certificates issued by Hong Kong and Guangdong” can be determined by the
object identifier of certificate policy.

GDCA %415 CA/X Y #8181 (CA/Browser Forum, [EFR4HZH, N HREFR CA W%
BEEH, ZHE CA EFRbRMERINLI, www.cabforum.org) KA 1 &H A ¥ Baseline

Requirements for the Issuance and Management of Publicly-Trusted Certificates ({#j#x

“Baseline Requirements” ). Guidelines for the Issuance and Management of Extended
Validation Certificates ( f&#%“EV Guidelines”). Guidelines for the Issuance and Management
of Extended Validation Code Signing Certificates ({#i#% “EV Code Signing Guidelines”),
H CA % F 52> (https://aka.ms/csbr)4E3 (1) The Minimum Requirements for the Issuance
and Management of Publicly-Trusted Code Signing Certificates ( & #X “Minimum
Requirements for Code Signing”) M Adobe HRZi/AF] KA the Adobe Approved Trust
List (AATL) Technical Requirements (f&iiFK AATL FARZER) BT R FEH A LA (E
fE/) SSLITLS E-BARGRE S UET, EHIEE LB, FHR SR A A IR
AHATIET CPS, G4 CPS 5 CA/MIMi#si1s (CA/Browser Forum) A [ AH S ARk
VG 2 A — ST, LA CARXI NI 88 1t IE =R AT R o it

GDCA conforms to the latest versions of the Baseline Requirements for the Issuance and
Management of Publicly-Trusted Certificates (hereinafter referred to as “Baseline Requirements”),
Guidelines for the Issuance and Management of Extended Validation Certificates(hereinafter
referred to as “EV Guidelines”), the Guidelines for the Issuance and Management of Extended
Validation Code Signing Certificates (hereinafter referred to as “EV Code Signing Guidelines”)
published by CA/Browser Forum (an international organization, also known as international CA
browser alliance, to establish international standards of CA, www.cabforum.org), the Minimum

Requirements for the Issuance and Management of Publicly-Trusted Code Signing Certificates
(“Minimum Requirements for Code Signing”) maintained by the CA Security Council
(https://aka.ms/csbr), and the Adobe Approved Trust List Technical Requirements of the Adobe
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Systems Inc (hereinafter referred to as “AATL Technical Requirements”) to issue and manage the
publicly-trusted SSL/TLS digital certificates and publicly-trusted code signing certificates. GDCA
regularly checks the updates on CA/Browser Forum’s website and continually revise its CPS
according to these updates. The specifications of the CA/Browser Forum shall prevail in case of
any discrepancies between the provisions of this CPS and the standard specifications published by
the CA/Browser Forum.

#HE IETF PKIX RFC 3647 CP/CPS #E22, A CPS 3Ly N AN®ET, iz GDCA IIF
PR SS BTl I W) 22 A e it , MV 55 00 i . NAR B RFC3647 HIHEAR KA Ko%=,
BT CAER” B CEME” MR E N ZETAER .

Pursuant to the IETF PKIX RFC 3647 CP/CPS framework, this CPS is divided into nine parts that
cover the security controls and practices and procedures for GDCA's certificate services. To
preserve the outline specified by RFC 3647, section headings that do not apply are accompanied
with the statement “Not applicable” or “No stipulation.”

1.1.3 GDCA iFFE &M GDCA Certificate Hierarchical Architecture

GDCA HHIH 7 ML, 458 ROOTCA iE+5 (RSA). GDCA ROOT CA i 4.
ROOTCA i (SM2). GDCA ROOT CAL iF45. GDCA TrustAUTH R5 ROOT iE+i.
2L RS MR CA iE45. GDCA TrustAUTH E5 ROOT i . M2 CA F#4 CA,
DAZE R FETS . GDCA AR AN H 2% CAETS .

Currently, GDCA has 7 root certificates, including ROOTCA certificate (RSA), GDCA ROOT CA
certificate, ROOTCA certificate (SM2), GDCA ROOT CA1, GDCA TrustAUTH R5 ROOT certificate,
Bz R5 # CA certificate and GDCA TrustAUTH E5 ROOT certificate. Each Root CA has
Subordinate CAs to issue subscriber certificates. GDCA does not issue external Subordinate CAs.

1) ROOTCA (RSA)

ROOTCA
(RSA2048-bit)
I
- l(l[i(l\Lflueqn\;‘lel(E:ill\ GDCA TrustAUTH R2 CA
(RSAL024-bit) RsAa0mbil
| [
Individual Organization Equipment Other Individual Organization Equipment Other
Certificate Certificate Certificate Certificates Certificate Certificate Certificate Certificates

ROOTCA(RSA)iIE 52 B X # i5E H R PR UE S, B 5EE N RSA, REAKE N
2048-bit, FEM ALK CAEH, H: (1) GDCA Guangdong Certificate Authority i
1, FHKE N 1024-bit, 2R FHHK AN RSA 1024-bit (1A AZKIET . HUGZEIE .
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WGP AILABISGES; (2) GDCA TrustAUTH R2 CA iR+, KN 2048-bit,
BRBAKE N RSA 2048-bit Al RSA 1024-bit 11/ AJSUEFS . HUAZSUESS . B 2IUES
AR ZRIE S

ROOTCA (RSA) certificate is a root certificate of OSCCA using RSA algorithm with 2048-bit root
key length. There are two subordinate CAs under this ROOT CA, including: (1) GDCA Guangdong
Certificate Authority certificate with 1024-bit key length is used for issuing RSA 1024-bit individual
certificates, organization certificates, equipment certificates and other certificates. (2) GDCA
TrustAUTH R2 CA certificate with 2048-bit key length is used for issuing RSA 2048-bit and RSA

1024-bit individual certificates, organization certificates, equipment certificates and other
certificates.

ROOTCA (RSA)IE 14T 2025 4F 8 A 23 H .
ROOTCA (RSA) will expire on August 23, 2025.

GDCA Guangdong Certificate Authority {iF 51 2015 4F 7 H 19 HF|#, 201541 H
1 Hitg, GDCA A CAUETREKIT /M iE15. GDCATrustAUTH R2 CA HIE 1545 T
2018 4F 12 JJ 15 HEH, 2017 4F 12 JJ 15 Hid, GDCA ¥ AFEH1% CA IEHERIT
JHIEFS
GDCA Guangdong Certificate Authority certificate expired on July 19, 2015. From January 1, 2015,
GDCA no longer used it to issue subscriber certificates. GDCA TrustAUTH R2 CA certificate will

expire on December 15, 2018. From December 15, 2017, GDCA will no longer use it to issue
subscriber certificates.

2) GDCAROOT CA (1024-bit)

GDCA ROOT CA
|
GDCA Guangdong
Certificate Authority
I
Individual Organization Equipment Other
Certificate Certificate Certificate Certificates

GDCA ROOT CA il 15 IR % 47K B A 1024-bit, % GDCA Guangdong Certificate
Authority iIE+, Py 1024-bit, &% HIK ALY RSA 1024-bit # NJKIEH . #l
PR WA UE A AN SRIE T
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The length of GDCA ROOT CA certificate root key is 1024-bit. There is a GDCA Guangdong
Certificate Authority certificate under this ROOT CA, used for issuing RSA 1024-bit individual
certificates, organization certificates, equipment certificates and other certificates.

GDCAROOT CA iE 4544 T 2024 4 12 H 11 H 2.
GDCA ROOT CA certificate will expire on December 11, 2024.

GDCA Guangdong Certificate Authority i+ T 2024 4 1 H 12 H2[#{, 2016 4 1
H 1 HEE, ANFAEHZ CAERZRIT FHET,

GDCA Guangdong Certificate Authority certificate will expire on January 12, 2024. From January 1,
2016, GDCA no longer used it to issue subscriber certificates.

3) ROOTCA (SM2)

ROOTCA
(SM2)

Guangdong Certificate Authority
(SM2)

| I I |

Individual Organization Equipment Other
Certificate Certificate Certificate Certificates

ROOTCA it (SM2) J& [ S F i HR ARIEH, SRy SM2, REHK
[ 4 256-bit, 1% Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) k13,
FAHKE N 256-bit, 25 &K B H L SM2 (AN NZAE . HUZRIIES . &4 KIED
HAHABSEUES

ROOTCA (SM2) certificate is a root certificate of OSCCA using SM2 algorithm with root key length
of 256-bit. There is a Guangdong Certificate Authority (GDCA TrustAUTH E1 CA SM2) certificate
with key length of 256-bit under this root CA, used for issuing individual certificates, organization
certificates, equipment certificates and other certificates with SM2 algorithm.

GDCA 1] SM2 iE+i3 1 ROOTCA (SM2) T Guangdong Certificate Authority
(GDCA TrustAUTH E1 CA) &k,

All of the SM2 certificates from GDCA are issued by Guangdong Certificate Authority (GDCA
TrustAUTH E1 CA).

ROOTCAiE+H (SM2) ¥+ 2042 47 H 7 HEIH.

ROOTCA (SM2) will expire on July 7, 2042.
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Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) iE+#47E 2034 45 6 H
21 HE], 2030 £ 1 H 1 Hi&, RFAFEAEH1Z CAUERERITHES.

Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) certificate will expire on June 21, 2034.
From January 1, 2030, GDCA will no longer use it to issue subscriber certificates.

4) GDCAROOT CAl

GDCAROOTCAL

, GDCA HKMR | | GDCA HKMR
A Public CA.
GDCA Public CA1 GDCA Public CA2 0oV CA ‘ ‘ IV CA ‘
| | |

oAt +5 ek ‘ ‘ ek ‘ HURIE TS

it

VAL A NS ‘

NS 15‘ ‘ HLFIESS ‘

A MNIETh ‘ ‘ HLRIAE TS

GDCA ROOT CAL iE HitR % HK &N 4096-bit, N1 2 M2k CAWET, H:
(1) GDCA Public CAL, K E N 2048-bits, 25k 2 EHKE N RSA 2048-bit i1/~ A

FAUEFS . HUZSIESS . W U ARIESS; (2) GDCA Public CA2, #HKEN
2048-bits, K HEYIKELY RSA 2048-bit [{) N AKIESS . HUMZIESS . B SRAE5 A0t
fillKiEFS; (3) GDCA HKMR OV CA, FHIKEN 2048-bits, R FHHKEZN RSA
2048-bit ¥ S H#E LLANIMIE TS : (4) GDCAHKMR IV CA, 4K 2048-bits, 25k
Ky RSA 2048-bit 11 Sk BN AETS.

GDCAROOT CAL i35 T 2040 4 12 H 31 H 231,

GDCA Public CAL iE5447E 2030 4 12 A 31 HEH], 2027 41 A 1 Hilg, KAH
1% CA UL R AT eSS

GDCA Public CA2 iE+5447E 2030 4 12 / 31 HEH], 2027 41 A 1 Hild, KA
% CA UL R AT eSS

GDCA HKMR OV CA IEFK1E 2030 4F 12 A 31 HE#, 2027 41 H 1 Hig, #
AFHE 1% CA IERAERAT FET.

GDCAHKMR IV CA iR 7E 2030 4 12 H 31 HEM, 2027 451 A 1 Hilg, KA
FHE i CA IERAE AT P EF .
The length of GDCA ROOT CAL certificate root key is 4096-bit. There are two subordinate CAs
under this root CA, including: (1) GDCA Public CA1 with key length of 2048 bits, used for issuing
RSA 2048-bit individual certificates, organization certificates, equipment certificates and other
certificates; (2) GDCA Public CA2 with key length of 2048 bits, used for issuing RSA 2048-bit
individual certificates, organization certificates, equipment certificates and other certificates. (3)
GDCA HKMR OV CA with key length of 2048 bits, used for issuing RSA 2048-bit organization

certificates for Guangdong — Hong Kong mutual recognition purpose; (4) GDCA HKMR IV CA with
key length of 2048 bits, used for issuing RSA 2048-bit individual certificates for Guangdong — Hong

7
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Kong mutual recognition purpose.
GDCA ROOT CAL1 will expire on December 31, 2040.

GDCA Public CA1 will expire on December 31, 2030, and from January 1, 2027, GDCA will no
longer use it to issue subscriber certificates.

GDCA Public CA2 will expire on December 31, 2030, and from January 1, 2027, GDCA will no
longer use it to issue subscriber certificates.

GDCA HKMR OV CA will expire on December 31, 2030, and from January 1, 2027, GDCA will no
longer use it to issue subscriber certificates.
GDCA HKMR IV CA will expire on December 31, 2030, and from January 1, 2027, GDCA will no

longer use it to issue subscriber certificates.

5) GDCATrustAUTH R5 ROOT

GDCA TrustAUTH RS
ROOT

v v L2 v L2 ¥ 17
GDCA TrustAUTH | | GDCA TrustAUTH R4 | | GDCA TrustAUTH | | GDCA TrustAUTH | | GDCA TrustAUTH | | GDCA TrustAUTH | | GDCA TrustAUTH GDCA TrustAUTH
R4EV SSL CA EV CodeSigning CA R4 OV SSL CA R4 1V SSL CA R4 DV SSL CA R4 CodeSigning CA R4 Generic CA R4 Primer CA
T
y

EV SSL Server EV CodeSigning OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization,
Certificate Certificate Certificate Certificate Certificate Certificate Individual Certificate

Type | Individual
Certificate

GDCA TrustAUTH R5 ROOT 45 (AR % $H 4 B O 4096-bit, k& 8 A~H1 2 CAES,
Hr: (1) GDCA TrustAUTH R4 EV SSL CA, 48K 5 2048-bit, 2K FHKE N
RSA 2048-bit ] EV SSL Ik 45 #254E45; (2) GDCA TrustAUTH R4 EV CodeSigning CA,
K N 2048-bit, 25K H K E N RSA 2048-bit () EV {UILZ5 44 2K4F+H; (3) GDCA
TrustAUTH R4 OV SSL CAIEY:, ZHHICE D 2048-bit, 25K Ky RSA 2048-bit
) OV SSL AR 45 #335E5; (4) GDCA TrustAUTH R4 IV SSL CA, 4K N 2048-bit,
2R EHKE Y RSA 2048-bit 1 IV SSL k%5 #52K1E+5; (5) GDCA TrustAUTH R4 DV
SSL CA, F KB 2048-bit, 25K B K B RSA 2048-bit 1) DV SSL Rk %5 a4 2K E -+

(6) GDCA TrustAUTH R4 CodeSigning CA iiE 15, Z4HK N 2048-bit, 25k ALK E
N RSA 2048-bit RS2 44 28EF; (7) GDCA TrustAUTH R4 Generic CA iE+, %4
KN 2048-bit, 25k HKE N RSA 2048-bit ML . S AKIEH; (8) GDCA
TrustAUTH R4 Primer CA, Z8HK %4 2048-bit, 25Kk % 4KE  RSA 2048-bit i~ A
1 KiuEt.

The length of GDCA TrustAUTH R5 ROOT certificate root key is 4096-bit. There are eight

subordinate CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA with key
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length of RSA 2048-bit is used for issuing RSA 2048-bit EV SSL Server Certificates. (2) GDCA
TrustAUTH R4 EV CodeSigning CA with key length of 2048-bit is used for issuing RSA 2048-bit EV
CodeSigning Certificates. (3)GDCA TrustAUTH R4 OV SSL CA with key length of 2048-bit is used
for issuing RSA 2048-bit OV SSL Server Certificates. (4) GDCA TrustAUTH R4 IV SSL CA with key
length of 2048-bit is used for issuing RSA 2048-bit IV SSL Server Certificates. (5) GDCA
TrustAUTH R4 DV SSL CA with key length of 2048-bit is used for issuing RSA 2048-bit DV SSL
Server Certificates. (6)GDCA TrustAUTH R4 CodeSigning CA with key length of 2048-bit is used for
issuing RSA 2048-bit CodeSigning Certificates. (7) GDCA TrustAUTH R4 Generic CA with key
length of 2048-bit is used for issuing RSA 2048-bit Organization, Individual Certificates. (8) GDCA
TrustAUTH R4 Primer CA with key length of 2048-bit is used for issuing RSA 2048-bit Type |

Individual Certificate.

GDCA TrustAUTH R5 ROOT E 3% F 2040 & 12 A 31 HFIH.

GDCA TrustAUTH R4 EV SSL CA 1iE 5448 2030 4F 12 H 31 HF#, 2027 /£ 1 7 1
Hig, KA Z CAERZRIT il

GDCA TrustAUTH R4 EV CodeSigning CA ilE 134 7E 2030 4 12 A 31 HEI#, 2027
F1LALHE, AL X CAIERZERIT FIEf.

GDCA TrustAUTH R4 OV SSL CA IE54 7 2030 4 12 7 31 HF|H], 2027 41 H
1 Bk, BAEMHZ CAIERZERI FIEf.

GDCATrustAUTH R4 IV SSL CA iE-5 4 1E 2030 4 12 F 31 H#I, 2027 £ 1 H 1
Hitd, KA Z CAERZRIT FE.

GDCA TrustAUTH R4 DV SSL CA E5441E 2030 4 12 f 31 HFH], 2027 41
1 Bk, BAFEMHZ CAIERERI FIE.

GDCA TrustAUTH R4 CodeSigning CA iiE 54 7E 2030 4 12 H 31 H 2, 2027 4 1
H1HE, BAFEMHZ CAERERITFIUET.

GDCA TrustAUTH R4 Generic CA 1iE F5# £ 2030 4F 12 ] 31 HFH, 2027 41 7 1
Hig, KRR Z CAERZRIT FHE.

GDCA TrustAUTH R4 Primer CA 1iE 54 7£ 2030 4F 12 H 31 HFM, 2027 41 H 1
Hitg, KA Z CAERZRIT FHEH.

GDCA TrustAUTH R5 ROQT certificate will expire on December 31, 2040.

GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January

1, 2027, GDCA will no longer use it to issue subscriber certificates.
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GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. From
January 1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 OV SSL CA certificate will expire on December 31, 2030. From January
1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 IV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 DV SSL CA certificate will expire on December 31, 2030. From January
1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 CodeSigning CA certificate will expire on December 31, 2030. From
January 1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Generic CA certificate will expire on December 31, 2030. From January
1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Primer CA certificate will expire on December 31, 2030. From January 1,

2027, GDCA will no longer use it to issue subscriber certificates.

6) Fwhf A R5 4R CA

L ARS

fRCAIEH
LR R4 EV HULRHR R4 OV Humt R4 TV KU X R4 DV HosntfiRe @R HCLR R4
IR % #HIEF CA NIk % 2FEF CA IR %5 #EF CA R % #HEH CA RIGZELZIES CA BT FIEF CA AT FHEF CA
A A
EV SSL Server OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization, Type | Individual
Certificate Certificate Certificate Certificate Certificate Individual Certificate Certificate

R R5 MR CA TEB MR B 4K 4096-bit, T 7 Mgl CA IEFS, Hr:
(1) HZHAR R4 EV IRFHIET CA, BHKEN 2048-bit, ZRHHAKE N RSA
2048-bit 1) EV SSL k55 28 KIUEF: (2) L R4 OV IRSEER CA, HHKEN
2048-bit, %R F KN RSA 2048-bit [f] OV SSL AR %5 23 KiIE s (3) @R R4 IV
MRS EAETS CA, BTy 2048-bit, 2K EHIHKE N RSA 2048-bit ) IV SSL ik 55 4=
FKiEf; (4 Hz R4 DV RS HBIUET CA, HHKEN 2048-bit, K HHKSE
N RSA 2048-bit 1] DV SSL & #8JE+; (5) FUiif R4 RIGZAIUETS CA, %4
Kl 2048-bit, 25K % 4K 5 RSA 2048-bit ICHYZE 42 SAEH; (6) et R4 %
HITIET CA, BT 2048-bit, 2B RSA 2048-bit UL, A
WE; (7)) Beeht R4 BT FIET CA, %HHKE N 2048-bit, BRFHKEN
RSA2048-bit FIM A 1 ZKiEH,
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The length of #7Zi}/8 R5 4R CA certificate root key is 4096-bit. There are seven subordinate CAs
under this root CA, including: (1) #t% 818 R4 EV AR4-#/1E 15 CA with key length of 2048-bit is used
for issuing RSA 2048-bit EV SSL Server Certificates. (2) #%iH{% R4 OV 45 43I+ CA with key
length of 2048-bit is used for issuing RSA 2048-bit OV SSL Server Certificates. (3) $%F/{ R4 IV
R 45 23IET5 CA with key length of 2048-bit is used for RSA 2048-bit IV SSL Server Certificates. (4)
$2 i R4 DV 45 #3E+ CA with key length of 2048-bit is used for issuing RSA 2048-bit DV SSL
Server Certificates. (5) iz R4 A2 44 1E+H CA with key length of 2048-bit is used for issuing
RSA 2048-bit CodeSigning Certificates. (6) #hf X R4 @il ik CA with key length of
2048-hit is used for issuing RSA 2048-bit Organization, Individual Certificates. (7) #(ZZi{X R4 J: 4
T FPAEHS CA with key length of 2048-bit is used for issuing RSA 2048-bit Type | Individual
Certificate.

ez AU RS MR CAIEFK - 2040 4 12 J] 31 H 2.

Hez AU R4 EV RS AHIEF CAUEFRRAAE 2030 4 12 A 31 HAW], 2027 £ 1 H 1
Hitd, BAFMEHIZ CAIEBERIT FHET.

HZ U RA OV IS5 AIEH CAETRAE 2030 4 12 /] 31 H 21, 2027 £ 1 7 1
Hitd, B AFMEHIZ CAIERERIT FHET.

Hm U RA IV IRSSEHIET CAUEFKAE 2030 4 12 H 31 HEIH, 2027 41 7 1
Hitd, KA 1Z CAERZE R FIES.

Hrez i AA R4 DV RS AHIEF CAUEIRAE 2030 4F 12 A 31 H2W], 2027 £ 1 H 1
Hitd, B AFMEHIZ CAIERE R FHET.

et R4 AARSZEAIEF CAUETFKLE 2030 45 12 H 31 HEIMA, 2027 /£ 1 H 1
Hitd, B AFMHZ CAIEBE R FHET.

e AU R4 BT FUEF CAUEFKA/E 2030 47 12 H 31 HAEM, 2027 41 H 1
Hitd, KAFMH1Z CAERZ R FIES.

e AU R4 FEAETT PUEH CAEFRAE 2030 47 12 H 31 HEIM, 2027 41 H 1
Hitd, B AFMEHZ CAIEBE R FHET.

Hzwl X R5 ) CA certificate will expire on December 31, 2040.

B i 8 R4 EV HRSS#$1EF5 CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

Bz R4 OV R4S #3iE+ CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

B i 8 R4 IV AR 831E CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

Bz X R4 DV JIRSS #%1iE45 CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.
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Bt 8 R4 AL 4 F 45 CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

B4 R4 8T FiEF CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

Bz R4 Baibi] SiE+5 CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

7) GDCA TrustAUTH E5 ROOT

GDCA TrustAUTH ES
ROOT

| l l | ! !

GDCA TrustAUTH E4 EV SSL CA

GDCA TrustAUTH £4 OV SSL CA

GDCA TrustAUTH E4 IV SSLCA

GDCA TrustAUTH E4 DV SSL CA

GDCA TrustAUTH E4
CodeSigning CA

GDCA TrustAUTH E4 Generic

GDCA TrustAUTH E4 Primer CA

v

¥

4

v

v

v

EV SSL Server
Certificate

OV SSL Server
Certificate

IV SSL Server
Certificate

DV SSL Server
Certificate

CodeSigning
Certificate

Organization,
Individual Certificate

Type | Individual
Certificate

GDCA TrustAUTH E5 ROOT il ()% i 554 ECC, MREFHK BN 384-bit, T ik
7 gk CAES, Hid: (1) GDCATrustAUTH E4 EV SSL CA , #41K &y 256-bit,
B8R FEHAKE 9 ECC 256-bit 1) EV SSL k4545 J51iE+5: (2)GDCA TrustAUTH E4 OV SSL
CA, ZHKE N 256-bit, 25K % EHKE N ECC 256-bit [1) OV SSL Aj %5 #8J5iE1; (3D
GDCATrustAUTH E4 IV SSL CA, #HHK N 256-bit, 25K & HHK 4 ECC 256-bit )
IV SSL AR 45 #335IE5: (4) GDCATrustAUTH E4 DV SSL CA, 4K BN 256-bit, 25
REFAKE N ECC 256-bit 1) DV SSL &5 #85iE15; (5) GDCA TrustAUTH E4
CodeSigning CA, A 256-bit, 25Kk % 4H Ky ECC 256-bit LD %: 4 FKIE15:
(6) GDCA TrustAUTH E4 Generic CA iE+:, % HHK N 256-bit, 25K % HKE N ECC
256-bit FIHLKI. > AJSEF; (7) GDCA TrustAUTH E4 Primer CA, 41K J& Jy 256-bit,
29 K N ECC 256-bit 1IN A 1 J5EH .

The length of GDCA TrustAUTH E5 ROOT certificate root key is 384-bit with ECC algorithm. There
are seven subordinate CAs under this ROOT CA, including: (1) GDCA TrustAUTH E4 EV SSL CA
with key length of 256-bit is used for issuing 256-bit ECC EV SSL Server Certificates. (2) GDCA
TrustAUTH E4 OV SSL CA with key length of 256-bit is used for issuing 256-bit ECC OV SSL
Server Certificates. (3) GDCA TrustAUTH E4 IV SSL CA with key length of 256-bit is used for
issuing 256-bit ECC IV SSL Server Certificates. (4) GDCA TrustAUTH E4 DV SSL CA with key
length of 256-bit is used for issuing 256-bit ECC DV SSL Server Certificates. (5) GDCA TrustAUTH
E4 CodeSigning CA with key length of 256-bit is used for issuing 256-bit ECC CodeSigning
Certificates. (6) GDCA TrustAUTH E4 Generic CA with key length of 256-bit is used for issuing
256-bit ECC Organization, Individual Certificates. (7) GDCA TrustAUTH E4 Primer CA with key
length of 256-bit is used for issuing 256-bit ECC Typel Individual Certificates.

GDCA TrustAUTH E5 ROOT iE456 T 2040 4F 12 A 31 H F|3#H.
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GDCA TrustAUTH E4 EV SSL CA iE-f5 7 2030 4 12 1 31 H 33, 2027 /£ 1 7 1
Hig, BRI Z CAERZRIT FHEH.

GDCA TrustAUTH E4 OV SSL CA ilE454 £ 2030 4F 12 /] 31 H 331, 2027 /£ 1 7 1
Hig, BAEAMZ CAIERZERIT I,

GDCA TrustAUTH E4 IV SSL CA 1E 5478 2030 4F 12 H 31 HEH, 2027 £ 1 1 1
Hig, BRI Z CAERZRIT FHEH.

GDCA TrustAUTH E4 DV SSL CA iE-5#47E 2030 4 12 7 31 H 33,2027 /£ 1 7 1
Hitg, BRI Z CAERZRIT FHEH.

GDCA TrustAUTH E4 CodeSigning CA iiE5#%7£ 2030 4F 12 J 31 H £}, 2027 4+ 1
H1HE, AR Z CAIEB&RIT FIET.

GDCA TrustAUTH E4 Generic CA iE2K£E 2030 4 12 H 31 HEIH], 2027 £ 1 A 1
Hig, KA Z CAERZRIT k.

GDCA TrustAUTH E4 Primer CA 1iE 547 2030 4F 12 H 31 HF#, 2027 £ 1 7 1
Hig, KA Z CAERZRIT e+,
GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 OV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 IV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 DV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 CodeSigning CA certificate will expire on December 31, 2030. From January
1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Generic CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Primer CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

X ¥ GDCA TrustAUTH R5 ROOT 1E45. ##mffl R5 # CA iEfi. GDCA
TrustAUTH E5 ROOT 242 CA Fras kil JiEds: GDCA i CA/B iRlx
Chttps://www.cabforum.org.) & A () i ¥ il A 1) Baseline Requirements. EV Guidelines.
EV Code Signing Guidelines, i CA Z4x¥i<> (https://aka.ms/csbr ) ZE4 ] Minimum
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Requirements for Code Signing /& AATL AR ZRk 34T 25 K AV 3 A JL AT {E4E ) SSLITLS
UEFARRD 2 AR, & S RGO, JR R SR H R AT A #EAT 89T CPS,
IR A CPS 5 CA/MIYE 231837 (CA/Browser Forum) & A FRIAH I FR R H (10 2630 A
—EHHTT, B CARI A% 18 1 1E SR AT IR J9 i -

For subscriber certificates issued by the subordinate CAs that are issued by GDCA TrustAUTH R5
ROOT certificate, #(Z /X R5 #8 CA iE4 and GDCA TrustAUTH E5 ROOT, GDCA conforms to
the latest versions of the Baseline Requirements, the EV Guidelines, the EV Code Signing
Guidelines of the CA/B Forum, the Minimum Requirements for the Issuance and Management of
Publicly-Trusted Code Signing Certificates (“Minimum Requirements for Code Signing”)
maintained by the CA Security Council (https://aka.ms/csbr), and the AATL Technical

Requirements for the issuance and management of the publicly-trusted SSL/TLS digital certificates
and code signing certificates. GDCA regularly checks the updates on CA/Browser Forum’s website
and continually revise its CPS according to these updates. The specifications of the CA/Browser
Forum shall prevail in case of any discrepancies between the provisions of this CPS and the
standard specifications published by the CA/Browser Forum.

1.2. XR4LFREFRIR Document Name and Identification

AR (B AR B A IR 22 7 B 5~ IRV S5 R0 V5.0 fie) (TjFKk GDCA
CPSV5.0. A CPS), CPS Jy“Certification Practice Statement” 45 5 . {EA RS, CPS
SR T AT o SO ARG 2Pk A RARAS CPS MEIT 15 Bl 2 H I3k 3.

A CPS PArh3eseXE LA A AT, A S SOhA 5 SCRRCA AT AT S, HERA R S
A I HE o
This document is called "GDCA Certification Practice Statement V 5.0" (abbreviated as “GDCA

CPS V 5.07, or “this CPS”). And CPS is equivalent to “GDCA CPS". Please refer to Appendix 3 for
detailed revisions of this version.

This document is the Chinese-English bilingual edition of GDCA CPS. In case any inconsistency or
conflict between the Chinese and English versions, the Chinese version shall prevail for all
purposes.

1.3. PKI 253 PKI Participants

1.3.1. B INEIRE DL Certification Authorities

GDCA JEMRHE (e NI E BT 4%) . CRTIERS EBINE) M, K
EWAL IS 5 =07 T IAIE AR S H1LA . GDCA i 45 T Hi 58 5 TG 3 1) % J7 A4t
KU PRI IIE IR 55 5 T B SO L T IETE B 2 5 4R
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GDCA is a trusted third-party electronic authentication service authority established by law pursuant
to "Electronic Signature Law of the People's Republic of China" and "Measures for the
Administration of Electronic Certification Services". GDCA becomes a participant in electronic
authentication activities by issuing certificates and providing certificate verification services to the
parties who engage in electronic transactions.

1.3.2. FEMHLF Registration Authorities

GDCA MU FAE BIE ML Z 4 GDCA IENIBUS BV 54 St Wi, AFEEE
M (RA) Fts, iERBAHSZHE A (LRA) 2, JEMVIIZE N GDCA [iEP Hig
FE ST I AR PR S

Registration Authorities are branches authorized formally by GDCA, including Register Authority
(RA), Local Registration Authority (LRA), etc. A Registration Authority is an entity that establishes
registration process for certificate applicants.

1.3.3. I P Subscribers

TN, TR TS NSGEBFE N, & GDCA MUk IEF i
AP, ATLGRA A WU SRRSO A AL R A an B e 28 . b7 kB . RSB T %
S A R

In the application of electronic signature, subscribers also called electronic signers or certificate
holders are end users of the certificates issued by GDCA. The subscribers could be the individual,
organization or components of infrastructure such as router, firewall, server or other equipment
used for secure communication.

1.3.4. A Relying Parties

GDCA HJE- UMM 521X GDCA it f IS 3l oL 5-28 44 (145 i A
FH RGBSR ZAETT LUE, AT BLAZE GDCA H—MEFT .

Relying Parties are the entities who are engaged in related electronic certification activities based
on its trust of the electronic signatures provided by GDCA. This entity may, or may not be a
certificate subscriber.

1.3.5. HAthZ 53 Other Participants

FAh 2 532489 GDCA K HL 7 IEVE S FR (A AR 55 (1 HAth e 4k

Other participants are the entities that provide related services in electronic authentication activities
of GDCA.
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1.4. EPHRH Certificate Usage

1.4.1. EEHEBR A Appropriate Certificate Usage

GDCA (3T FEA 2l FHIESS, BIER R AE, HAER R A
EF SRR IR R A IR . BN OA RSG5, HUIEF FREEAT I b B SE,
WAL R R IR B S BEAT (5 BiBE a5 . Br 1 BRUOIEFARR K R 5 43 1A
[ TR EGIE-B N 225 4h, GDCA 1T JHIEF AT LA 2 B AIAE BT ST« HEL T 55 S ot
o eiEsh, DLSEIL SV GiE . BT SSBEBEE NS H R, [RINHA Or ELIC M
EAE BALEEXUT S (AR A LSk AL AE B e B A O 1k

Subscriber certificates of GDCA are widely used. Different types of certificate are applicable for
different cases. For example, individual certificate is used for sending encrypted e-mails with digital
signatures, logging into OA system, etc.; organization certificate is used for online tax declaration,
etc., and equipment certificate is used for identifying equipment and encrypting communication
tunnels, etc. Apart from different applications caused by the identity of the certification subject,
GDCA subscriber certificates can be widely used in e-government, e-commerce and other social
activities to realize identity authentication, electronic signature, and encryption of data etc.
Meanwhile, it can be used to ensure the validity and authenticity of identity between peers of
communication via Internet as well as the integrity and confidentiality of information.

GDCA R WET:, MIhae B ar L 2 51722 4 5 2

1 B ESetE, fRIERAH GDCA SRS HIE R # S 1) &kt

2. IOUEE BN, IR GDCA Uil BREZ &40, o] LGRS BAEL 16
RSN, RIEFMBINE SR .

3. [ERMINLENE, SRUEFIE T FIHEIST 5 BRINLE M, Aol fa b e R BVERAUT .

4. FUHOEE, WHEATARAE 5 A W] RIS R 40405 R 2 25 44 EAT R IE

Certificates issued by GDCA can meet the following security requirements by functionalities:

1. Authenticity of identity: the certification can ensure the validity of certificate holder using GDCA
trust services.

2. Verification of integrity: the assurance to an entity that data has not been tampered and further
verifies the consistency of information between sender and receiver using certificate of GDCA.

3. Confidentiality: the certification can ensure the confidentiality of information during
transmission, and avoid the leakage to other non-authorized parties.

4. Non-repudiation: the certification can ensure the non-repudiation of transaction entities by
verifying the digital signatures.

RAEIEFHRA, GDCA Frz K FIER AN NFKIES . PUSEIES . & RIEH.
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SSL g5 asRIE+ . AURDAE A4 KIUEFS4E. L.

® X T AUERANUGEIES, RIS KRB 2%k, %5770, RARP
BEEAE, SOy 428, KlE, LS Rm, En)77 208

® X SSL RS#FSIET, X434 DV SSL (Domain Validation SSL) iiF-fi. IV SSL
(Individuals Validation SSL) 1iE+i. OV SSL (Organization Validation SSL) iiF 34
EV SSL (Extended Validation SSL) iiE+3;

® TR ZIUET:, N AL A IE A EV ISR AZAES

® IR AN X Hk AT 3.

According to the types of certificate, the certificates issued by GDCA include Individual Certificates,
Organization Certificates, Equipment Certificates, SSL Server Certificates, and CodeSigning
Certificates.

® For Individual Certificates and Organization Certificates, GDCA classifies them into four
categories according to the security level, authentication method, and private key protection
mode of the certificate. The higher the class, the higher the security level, and the more strict
the authentication method;

® For SSL Server Certificates, there are DV SSL (Domain Validation SSL) Certificates, IV SSL
(Individuals Validation SSL) Certificates, OV SSL (Organization Validation SSL) Certificates
and EV SSL (Extended Validation SSL) Certificates;

® For CodeSigning Certificates, there are normal CodeSigning Certificates and EV CodeSigning
Certificates;

® Equipment Certificates have no classification.

VP AT DRSS SEBR AR 22, 1 ) WA ok s SR AT R & TG AE F 2R, ASFIESS A
A AN R AR LV

Subscriber can choose suitable type of certificates based on actual requirement. Different
certificates are applicable for different cases.

1.4.1.1. A AKEF Individual Certificates

MU LR N NS, DN NEAS A RN SEFE SN B, WA 55 5y fnlk 5 T
ey

Individual certificate is a digital certificate that is issued to the individual, including natural person or
personnel with specific identity, such as civil servant and employee, etc.

ANNFGEF S NLLURIUE CF 122N AEH . 5 2 B NEPARER T SSL iEH Al
RIBZEZAET):

There are four different types of individual certificate (Type | and Type Il individual certificates are
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not applicable to SSL certificates and code signing certificates):

51 EANNIER——EE W A5 B A 3 R AR R AR I DGIE DI RS, 38 TR A2
TS U . FRIE SR 1 A NIEBR BRI 4y Bk, GDCA R FHHHIEH 7 Frig 58
S, WmEFgHbE. TS5, 55 1 A AUEF AT DUF %0 22 4 B SRAN & (1 HL 7S
254 i 4] Jo R SR S e I NS 5 %

Type | individual certificate provides the basic authentication function in the process of online
information transmission, which is applicable for the cases of the low security requirement. There is
no need to offer identity information when applying for the Type | Individual Certificate. GDCA just
need to verify the information submitted by users, such as e-mail address, mobile phone number
and so on. Type | Individual Certificate can be used for e-mail signatures with low security
requirement, client-side authentication, and small transactions that do not require any identify
certificate etc.

55 2 R MNEH——3RBHE M _EA5 AL R TP B AE 5 BN Mg 7254
FIIRE, WX AT € ER B AR HE S 2 R IR F 3R AT BRI 5
fr5ERHME S, GDCA TEISIE M R A M5 2, WA, 20 i BUsER =I5 $de 2%
T A EAN NI B 2o 28 2 R NAE AR UM ELIR I B3 FP AR A 5 5 o

Type Il individual certificate provides the identity authentication, data encryption and digital
signatures etc. in the process of online information transmission. It is applicable for the cases of the
high security requirement. When applying for Type Il individual certificate, GDCA requires the
applicant to provide some personal information, to verify the information submitted by users and, if
necessary, to authenticate the identity of the individual through an authorized third-party database.
Type Il Individual Certificate can be used for login through internet and the transactions with
medium amount payment.

55 3 A NIEHS——SEHE M A5 B A% 3 2 o 22 2 J00 B mi i B A IE - 15 200
W TR A ST RE, G A EOR B R R . HE S 3 RS NIES I F
PSR S E B SRR, GDCA 2500 S 473 B S i M RHEAT BIE, SRR 7
AATPOE B . AU 1A S D5 SUEEAT B 0K FR 3 38 SR A 1015 2 S BUBCR = 5 Kl
JE R A5 AT BT ISAIE . 58 3 SN AIEAS T DL 455 N A AR ST B A aIE BRI
LRSS 5 55

Type Il individual certificate is used in the process of identities authentication, information
encryption and digital signatures etc. during online information transmission with higher security
level, applied for application areas with higher security requirement. GDCA requires the user to
provide complete identity information and application materials when applying for the Type IlI
individual certificates. The GDCA must authenticate the identity data and application materials
through voices, videos, photos, etc., or compare the information with authoritative third-party
database. Type lll Individual Certificate can be used for the authentication of specific application
system and e-commerce transactions with large amount payment.

18



Il semrannaemes

Toox Cenemoe GDCA HLF-ATEML S5 HEI] (V5. 0 fi)

55 4 R NEHB——CIUE W _EAF B AR ISR b 22 2 0 S IO S A VGIE S 5 20
R AF I RE, 8 TR R e ERAR AN AT FRE S 4 R NERI f e
LR REM S5 B R R R, GDCA WAZiUE e 157 AL, 41 18 A5 BRI It T 0 1 F 46
T3 5 AT WA, BRAIIE I Z50Ks FR 37 3 A8 145 J2 S 0B = 5 B e P K 45 B AT
EEXTIRAIE. 5 4 8N NIEBSATBLA T s T A R EIT . KB T 5558 5 5%

Type IV individual certificate is used to achieve the highest security level of identity authentication,
information encryption and digital signature functions during online information transmission. It is
applied to the cases with highest security levelst. Users are required to provide complete identity
information and application materials when applying for Type IV individual certificates. GDCA must
verify the identity by voice, video, photograph, or face-face verification, etc. Type IV Individual
Certificate can be used for the signing of electronic contracts and large amount payment of
e-commerce transactions etc.

1.4.1.2. HLHIZKIEF Organization Certificates

MR LS U BB THIE S, HUM ARG L Ar . BURHLR. Hha iR sE.
GDCA RZER S 1 IR 2 SRHUIESS, R 3 ML 4 SRALIIIE:

Organization certificate is a digital certificate that is issued to organization, including enterprise,
institution, government and social organization, etc.

GDCA does not issue Type | and Type Il Organization Certificates, and only issues Type Il and
Type IV Organization Certificates.

55 3 FMUMIE A ——SEBUE W _E A5 B AR R T I B UGIE S (5 B Ins M2 4
HIIRE, G TX R a ERE RN SR, FIEEE 3 RAUMIE P /& IR 4t B S
FRNHIEAEL, GDCA WA ZUN UL BERE I R AT BT S0k, 98k i J7 2nT LA
RS AU I8 AR D5 AT B A BORs B B SR A 015 B BB = Bl Th A5
BT LEXTIRAE . 28 3 FHUMNIES T U 55 € M R LI S AIE . B07 284 . i
£

B

Type Il Organization Certificates are used for authentication, information encryption and digital
signature in the process of information transmission on the Internet. It is applicable for the cases
with high security requirements. Subscribers are required to provide complete identity information
and application materials when applying for Type Il Organization Certificates. GDCA must verify
the identity by voices, videos, photos, face to face verification or compare the information with
authorized third-party database, etc. The certificate can be used for the authentication of specific
application system, digital signature, and encryption etc.

55 4 RHUAEB——IUAE W _EAF B AL SRR P 22 2 00 mi i) 5 3 GIE S 15 BN
AT R ETIRE, G 2 A BRI N 4. FR ISR 4 SEHLRIEAS I 7 324t
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SEREM S5 B ISR, GDCA Wbl 15 & AU 411 8 S8 BRIt T % T 1 46531
S5 AT, ANE IR B RS HIAE B BB =7 Bl B 145 B AT LE
XL ZZOEFR U2 L USB Key S NEIANAES, AT FRTERNZET. K
WU TR 5528 5

Type IV Organization Certificate is used to achieve the highest security level of identity
authentication, information encryption and digital signature functions during online information
transmission. It can be used in the cases with highest security level. Subscribers are required to
provide complete identity information and application materials when applying for a Type IV
Organization Certificate. GDCA must verify the identity by voices, videos, photos, face to face
verification, and compare the information with authorized third-party database. The certificates must
be used with USB Key. They can be used for the signing of electronic contracts and e-commerce
transactions with large amount payment etc.

1.4.1.3. & KEF Equipment Certificates

IR 25 B OB TS, SO AR ARST A%« B kB, B R aess, IR FiE % H]
T BB I S, B 8 225 SR, Blan, 25 IS5 S AUA AOTE 1830 b
e 1 AT W sl A 55 2 R 43, I3 SSL I 8 LU WUy EAT IS 21

Equipment certificate is a digital certificate that is issued to equipment, including server, firewall and
router, etc. It is usually used for identification and secure communication among online facilities. For
example, the browser can identify the server with certificate issued for the server to create SSL
communication channel for secure communication session.

1.4.1.4. SSL RZ-2&KFFH SSL Server Certificates

SSL S5 A IETibn iR Web Rl Web JIR 5545 0 5 43, T LU 1UE BH 0 ) B¢ 47
BCE B $RAE SSLOINEEIE, AMEHTHRZS . ST AL BRI,

SSL server certificate is a digital certificate that identifies the website or server, applicable for
verification of website certificates and provides SSL channel. It cannot be used for signature or
verification of transaction and payment.

GDCA 25 A& 1) SSL k55 a5 2K UE F a4 LA DU b

® EVSSLiE+ (Extended Validation SSL Certificates), B[4 i 56 iiF 4 iR 55 %% iiE 5

® OV SSL i (Organization Validation Certificates), B[ 75 BL5611E ki ik Bl B LK B 5k
SR IR HER SSL IEFS

® IV SSLiEF (Individuals Validation SSL Certificates), Bl 75 LG 1IE Rl 4275 # AN A
G0 bR SSLAET
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® DV SSL iFf5 (Domain Validation SSL Certificates), B H 3&A1F /X vk 35 42 B A A [ 1
574 SSLAEP
SSL server certificates of GDCA include the following:

® EV SSL certificate (Extended Validation SSL Certificates), the extended validation SSL
certificates.

® OV SSL certificate (Organization Validation Certificates), the SSL certificate requires to verify
the identity of the organization that owns the website.

® |V SSL certificate (Individuals Validation SSL Certificates), the SSL certificate requires to verify
the individual identity of website owner.

® DV SSL certificate (Domain Validation SSL Certificates), the SSL certificate that only verifies
the ownership of the website.

Horr, OV SSLAEFS. IV SSL ik Al SEB 0 sl L 45 S5 K000 85 LA S X sl £ 473 1 9 i
Tifg, DV SSL k45 R R LM s L2 (5 B & The. EV SSLE+Hi#E7E (GDCAEV i
FHETF YA Y, A CPS A FE Xt H kAT H A ik

SSL 45 #E A BRI A AR, ki 4s . BURH AL 4.

OV SSL certificate and IV SSL certificate provide the functions of information encryption and
verification of website identity. DV SSL certificate only provides information encryption. The
issuance and usage of EV SSL certificate conforms to “GDCA EV CPS”, which is no longer covered
in this CPS.

The types of domain names in SSL server certificates are not restricted, e.g. .com, .gov etc.

1.4.15. RALZA FUEF CodeSigning Certificates

IS AIEFAR IR BA A FRIREE ey, HAEH T8 AUy 4, A
BHTRRLZ G A ISR .

RIGREAZAUEAS T b AR, AMFR AR T3PS EEAE WS, =
BURAE R

CodeSigning certificate is a digital certificate that identifies the source or owner of the software
code. It can only be used for digital signature and cannot be used for transaction, payment and
encryption, etc.

Subscriber must commit not to sign malicious software, virus code, infringement software and
hacker software using CodeSigning certificate.

RG24 SAIE B AR E A L IEB A EV RIDZAIET, EV RIDZELIETH
A BARIL A T ThRE, BTN [R] FR J2 2 Z0 A A BRGE— 1) A% 5 A B AR i ——
EV Code Signing Guidelines. EV fRi%% 4% E 58§ (GDCA EV iiE 15 HLFIAEMY 25 KU ) s
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A% CPS ANF X HBEAT BAR 38 o

CodeSigning certificate includes normal CodeSigning certificate and EV CodeSigning certificate.
EV CodeSigning certificate has all functions of normal CodeSigning certificate. The difference of EV
Code Signing is that the issuance and usage of EV CodeSigning certificate must follow EV Code
Signing Guidelines. EV CodeSigning certificate conforms to "GDCA EV CPS", which is not covered
in this CPS.

1.4.1.6. ZHAE R HEH IR R A5 RS CP Object Identifiers of Certificates

5 1R NIEP 5. 1.2.156.112559.1.1.1.1

55 2 B NIEP5ER%: 1.2.156.112559.1.1.1.2

3 B NIET5 IR 1.2.156.112559.1.1.1.3

4 B NIET53R % 1.2.156.112559.1.1.1.4

55 3 ZRHUME T 5ER%: 1.2.156.112559.1.1.2.1

55 4 ZKPUAE P 1.2.156.112559.1.1.2.2

WA IE % : 1.2.156.112559.1.1.3.1

OV SSL iEF5Emsxt R bRiRFT: 1.2.156.112559.1.1.4.1 Jz 2.23.140.1.2.2 (Baseline
Requirements 3R )

IV SSL EF A RARIRFF: 1.2.156.112559.1.1.4.2 K 2.23.140.1.2.3 (Baseline
Requirements 3K )

DV SSL iE5EmE 4t GbriifF: 1.2.156.112559.1.1.4.3 K 2.23.140.1.2.1 (Baseline
Requirements 3R )

EV SSL iiE 5 5Ems 3 R hRiRAT: 1.2.156.112559.1.1.6.1 & 2.23.140.1.1 (EV Guidelines
TRD

H B AR 44 RUE P AR X RARIAST: 1.2.156.112559.1.1.5.1

EV A 25 2 0E 1 500 SR IAAT: 1.2.156.112559.1.1.7.1

BT A NIEF SR RAFIASRT: 2.16.156.339.1.1.1.2.1

B T AN IE P SR X RAFIASRT: 2.16.156.339.1.1.2.2.1

Type | individual certificate policy: (1.2.156.112559.1.1.1.1)

Type Il individual certificate policy: (1.2.156.112559.1.1.1.2)

Type Il individual certificate policy: (1.2.156.112559.1.1.1.3)

Type IV individual certificate policy: (1.2.156.112559.1.1.1.4)

Type lll organization certificate policy: (1.2.156.112559.1.1.2.1)
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Type IV organization certificate policy: (1.2.156.112559.1.1.2.2)
Equipment certificate policy: (1.2.156.112559.1.1.3.1)

OV SSL server certificate policy: (1.2.156.112559.1.1.4.1) and 2.23.140.1.2.2 (required by the
Baseline Requirements)

IV SSL server certificate policy: (1.2.156.112559.1.1.4.2) and 2.23.140.1.2.3 (required by the
Baseline Requirements)

DV SSL server certificate policy: (1.2.156.112559.1.1.4.3) and 2.23.140.1.2.1 (required by the
Baseline Requirements)

EV SSL server certificate policy: (1.2.156.112559.1.1.6.1) and 2.23.140.1.1(required by the
EV Guidelines)

General CodeSigning certificate policy: (1.2.156.112559.1.1.5.1)
EV CodeSigning certificate policy: (1.2.156.112559.1.1.7.1)
Hong Kong-Guangdong mutual recognition individual certificates: 2.16.156.339.1.1.1.2.1

Hong Kong-Guangdong mutual recognition organization certificates: 2.16.156.339.1.1.2.2.1

1.4.2. FR %I B1iE35 B2 B Prohibited Certificate Uses

B RMMPES, AR BN A TR RERN ER S E SR fln, DAL
BHREEF TN AR RIS, A GELE IR 5545 S UIE AR, FURIEBASRENE 9D
NATB AT R, BEF R ARENE NN AAWUIE TS RAE A - 50 S RA— 2
HIEF, AR#A CPS RN AT{E(T:.

Each certificate shall only be used to in dedicated usage corresponding to the subject’s identity. For
example, the Individual Certificate can only be used as individual case rather than the cases being
used as Equipment or Organization Certificate; the Organization Certificate cannot be used as
Individual and Equipment Certificate; the Equipment Certificate cannot be used as Individual or
Organizational Certificate. Certificates shall not be deemed as trusted by this CPS if they are not
corresponding to their respective usages.

UEFS AR LA AR e B 50 B B R 2 e i 2 N A, AR IR AR AR
HVRIUIRIE S B ER AR I A AR SO S5 AR, A5 U e AR SR BT B AT AR
Rl B, ERARTERT . AR AR Tl b i %, s
TEORBIRM N &, A% R IR WAL SATBOE IR AR S 2@ i H R
iR AR R G T, ROV MR SRR T B S BOLT. N G305 3 8™ A BERIR

The GDCA certificates are prohibited to be used in circumstances, such as any violation of state
laws, regulations and national security or legal consequences, in addition, the GDCA certificates
are prohibited to be used in business that involves criminal activities, or in business forbidden by
laws, otherwise all legal liability that triggered by this will be taken consciously by subscribers
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themselves. Special note here, the certificate is not designed for, not intended for, not authorized for
control equipment in danger, or for the occasion where the failure is required to avoid, such as
operation of nuclear equipment, navigation or communication systems of shuttles, control systems
of air traffic or weapons, since these faults or failures may lead to death, personal injury or serious
environmental damage.

1.5. SEERFH Policy Administration

GDCA %452 i 22 GDCA HL T INEARSS T A SRms 1 e ey B, Ao E
ZALHE CPS, FH1E N CPS St ks 2 Wi B i) dse i W sE WA o

GDCA Security Policy Committee is the highest management authority responsible for review and
approval of policies of electronic certification services, as well as the highest decision organization
to perform inspection and supervision of the enforcement of CPS.

1.5.1. SRES SO E BN Organization Administering the Document

SRS SCRYET PN GDCA 24 SR 22 01 4%, AE N SEnE A EHLAG S5l iT KA
BHIA CPS. GDCA LA RKE NS HRA T AR EHE . 7B O EHhL. Bk
Hley B IRSS O S LN A AR

ARTEWE SCRS PR A0 R 25 55 H R AR BT U B T 67 5

GDCA Security Policy Committee is assigned as the document management authority responsible
for establishing, publishing and updating this CPS. The committee consists of the relevant
representatives with the right of decision-making from GDCA’'s management, administrative center,
marketing center, technology center, and customer service center, etc.

Consultation of this policy document to the external parties and other routine jobs are undertaken
by the administrative center.

1.5.2. BEZ& A Contact Person
1.5.2.1. IEP GRS Certificate Problem Report

I 1) AR SR P v SR At LR 7 e — 3258, HAE P i SR e i A
i B 5L -
® RUEfFZ: webtrustreport@gdca.com.cn; 5§
® il (FEPAHIX): 95105813 HL
([H PR X): +86-18929559132
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Any certificate problem reports or certificate revocation requests shall be submitted through one of
the following ways, and certificate revocation requests must be submitted in writing:

® E-mail to: webtrustreport@gdca.com.cn
® Call: 95105813 (China Olny) or

+86 -18929559132 (For International Areas)

1.5.2.2. CPS a8 CPS Related Issues

FEATA S CPS I . BEIASE, #RATLA% LR 75 sUHEAT R &R
BERMI]: GDCA TEUEHE ]
KRN £t
WXk Ak https://www.gdca.com.cn/
L TR AR k. gdca@gdca.com.cn
HRAMAE: PR NRILMIE -8 )M TS XA Uit 448 5 et KR 55 23 B
HEE 4 i%: 510030
LG5 A0: +86 20-83487228
L 5H5: +86 20-83486610
For any problems, suggestions, questions, etc., about this CPS, you could contact us as follow:
Contact Department: GDCA Administrative Department
Contact: Ms. Wang

Website: https://www.gdca.com.cn/

E-mail: gdca@qgdca.com.cn

Address: 23F, 448 Dongfeng Zhong Road, Guangzhou, Guangdong, the People’s Republic of
China

Postal Code: 510030
Tel: +86 20-83487228

Fax: +86 20-83486610

1.5.3. WE CPS fF&SKEE AL Person Determining CPS Suitability for

the Policy

GDCA %KM B2/ A7) CPS WS il % 1 fie i BUBMLI, & H g HLHE CPS.
HRIE CPS FF &5 SIS B o
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As the highest organization for making CPS, GDCA Security Policy Committee is a decision-making
organization to ensure the CPS is in line with CP which is responsible for examination and approval
of the CPS.

1.5.4. CPS #t#EFERF CPS Approval Procedures

AHLHIF) CPS B GDCA % A Heis 23 5y 2x 4141 CPS 4’5 /N E SCRS, CPS 4’5 /1y
e UG HE S GDCA LA RIK R R ik, B iaftiti)s, £/ GDCA B J7 M
uh bR A, FERYE CRPUGERSEEING e, Mk fiz HEKI=1THZA
) A AE BB A 5

This CPS is drafted by the team designated by GDCA Security Policy Committee. After the
completion of drafting, the CPS is submitted to GDCA Security Policy Committee for review. After
approval by the committee, GDCA will publish the CPS on its official website. Under the provisions
of "Measures for the Administration of Electronic Certification Services", GDCA should put the
record to the Ministry of Industry and Information Technology within 30 days after the publication.

1.5.5. CPS 4&1] CPS Revision

GDCA #4Xf CPS HEAT M4 I RCATE ], IF L 2 RIRZRE R ST R H .

GDCA R4 [ ZX I BURVER . HORER . FRfE 2l Sk 55 K R AK L 48 JHE T A
CPS, [ %fF H1 GDCA TrustAUTH R5 ROOT iiE45. %1% R5 it CA iE+:. GDCA
TrustAUTH E5 ROOT 2K 14 CA Frs K A ILAIfEIEFIL55, GDCA iii#ls CA/B
Wiz Chttps://www.cabforum.org. ) & Aii ] £ ¥ i A< ff] Baseline Requirements. EV
Guidelines. EV Code Signing Guidelines %5k } i 1&1T CPS.

CPS %5 /NARE DL -5 UL CPSAEIT B2, #2758 GDCA & 4 el 2% fi 23 i 12
ZuR AR, 1EXE GDCA B 77 Mk BR A .

A CPS Z/DRAFMBI] — k. WIRTAR U, MEBMRRA S . B RN E . A
RS TA] S BT id 3%

BITJE ) CPS, MXAb AT Z Hilg =+ H2Z W I Tk ARG B & %

N

GDCA will implement strict version controls on this CPS, and such work will be arranged by the
GDCA Security Policy Committee.

This CPS will be updated timely in line with the changes of national policies and regulations,
technical requirements, standards and business development. Meanwhile, for the publicly trusted
certificates issued by the subordinate CAs that are issued by GDCA TrustAUTH R5 ROOT
certificate, #ZH4% R5 #2 CA iF5 and GDCA TrustAUTH E5 ROOT, GDCA shall also update this
CPS according to the latest versions of the Baseline Requirements, and the EV Guidelines, and the
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EV Code Signing Guidelines of the CA/B Forum (https://www.cabforum.org).

The proposed suggestion of revision will be submitted by the team which is responsible for writing
CPS based on relevant changes, then it would be reviewed by the GDCA Security Policy
Committee. After approved by the committee, GDCA will publish the updated CPS on its official
website.

This CPS is updated at least once every year. Even if no other changes are made to the contents of
this CPS, GDCA will increment the version number and update the release date, effective date, and
the revision records of this CPS.

GDCA should submit the revised CPS to the Ministry of Industry and Information Technology for the
record within 30 days after the publication.

1.6. EXHZEE Definitions and Acronyms

1.6.1. ARiEE X—%FE List of Term Definition

ARG & X
GDCA ZAtRIEZE i4x | GDCA TAMIENR 544 2 N 1) e e SR 3 M B LA A CPS — 2
PE YL E AL
HLFIAIE IR S5 B TEN, R, R EHEIEBREA . ZAREE
FHR CAs 2k CAs.
ML ALK (Registration Authority, RA) 4t 57 A HHAIF -5 H i 2

ANEFAT P IR SSE K, TR ZIRAZ B VAEIR ST AU, ik
ZAEAS G EALE M RE A SEAR, ST IESS RS AT
S PR IR R, RGE B IS IE TR, AR TNE
H S5 LR St SE e 45 BB B B R R RS

SE R4 T3, TSRS S dbe .

UEPHEH & M1 28 A UE S 1 FE T VAR AR S5 AL (CAD B I FEAT B 72844,
L2 I 53T B LR E P ) A I TRk A1) 36

L AR 55 R P SGIEF RS, Bk, B E R A A BEAEZE A — 43U

k4 W%%%*“m%%A FHIPRZE -

SN SR NE BFE RGP B s 5 H

 GE. BRSPS

% A Amﬁﬁﬁ%$mhu,#M@§ﬁﬂ%o

5 A PR E A ARG TIRPIRA RIS SRR A

FELRIE IR WX FELGUEF A A VI, AT 7 L B W S S A )
R

A H1 2 S0 A B AR DR ) D T B A, TRl R
B, S B I R BTN e ROt

N AP AT BRI RA R AT RV, AT M

fEH], DS SR NN AV — QI 874, M/l
AT EE R, DMEDCHE SRV A & xRS BT
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YNGEBRY ik 4 —HAFEEE B N R R THER S, M
TSI T AHE B H OB EaE. Bk, 8
LA I TIRE -

NSRS F 3 A N2 AR AIE 5 DME AR T 2UAE )32 AT B S A
s, N Al AE BJIE .

B R 1) B ) i A CPS ®°17 8.3 AR 2K 1) H AR N BIE R SAA

AT WA RAE I H 2R N BEA SE A

i WEESAEAS ) H AR N BIER S A, H 20T 7 Wil slif i 46K
AP S EAYNE SR e,

ANARINNE WIE RS SIE45 HiE NAT P Z IR, 2 iiE
BT 55T,

WebTrust CPA fINZE KB XS YAIE IR S5 HLAI 1K) WebTrust T H 1 BIAT britE

Term Definition

GDCA Security Policy
Committee

It is the highest management and monitor function for CPS and the
decision-making agency pursuant to CPS within the GDCA

certification services system.

Certification Authority

An organization that is responsible for the creation, issuance,
revocation, and management of certificates. The term applies equally
to both Roots CAs and Subordinate CAs.

Registration Authority

A Registration Authority (RA) is responsible for processing service
requests from certificate applicants and certificate subscribers, and
submitting them to the certification authority for the final certificate
applicant to establish registration process. RA is also responsible for
identifying and verifying certificate applicants, initiating or transferring
certificate revocation request, and approving certificate renewal or
re-key request on behalf of the certification authority.

Certificate

An electronic document that uses a digital signature to bind a public
key and an identity.

Certificate Revocation List

A regularly updated time-stamped list of revoked certificates that is
created and digitally signed by the CA that issued the certificates.

Certification Practice

Statement

One of several documents forming the governance framework in
which certificates are created, issued, managed, and used.

Domain Name

The label assigned to a node in the Domain Name System.

Entry Clerk Entry clerk is responsible for inputting the information submitted by the
applicant and help the user handle certificates application, revocation
and renewal procedures etc.

Reviewer The reviewer is responsible for checking the information of certificate

application and approving certificate issuance.
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Fully Qualified Domain
Name

A Domain Name that includes the labels of all superior nodes in the
Internet Domain Name System.

Online Certificate Status

An online certificate-checking protocol that enables relying party

Protocol application software to determine the status of an identified certificate.

Private Key The key of a key pair that is kept secret by the holder of the key pair,
and that is used to create digital signatures and/or to decrypt
electronic records or files that were encrypted with the corresponding
public key.

Public Key The key of a key pair that may be publicly disclosed by the holder of

the corresponding private key and that is used by a relying party to
verify digital signatures created with the holder's corresponding private
key and/or to encrypt messages so that they can be decrypted only
with the holder's corresponding private key.

Public Key Infrastructure

A set of hardware, software, people, procedures, rules, policies, and
obligations used to facilitate the trustworthy creation, issuance,
management, and use of certificates and keys based on public key

cryptography.

Publicly Trusted

Certificate

A certificate that is trusted by virtue of the fact that its corresponding
root certificate is distributed as a trust anchor in widely-available
application software.

Qualified Auditor

A natural person or legal entity that meets the requirements of section
8.3 of this CPS.

Relying Party

Any natural person or legal entity that relies on a valid certificate.

Subscriber

A natural person or legal entity to whom a certificate is issued and who
is legally bound by a subscriber agreement.

Subscriber Agreement

An agreement between the CA and the Applicant/Subscriber that
specifies the rights and responsibilities of the parties.

WebTrust The current version of CPA Canada’s WebTrust Program for
Certification Authorities

1.6.2. YERRAE R H & X — ¥ List of Abbreviations and their Meaning

CA Certification/Certificate Authority HL TG IR & WK

CAA Certification Authority Authorization YAEHURFZ AL

CP Certificate Policy TE SR

CPS Certification Practice Statement LTI - 30
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CRL Certificate Revocation List B ROY A3
CSR Certificate Signing Request BRSOk
DBA Doing Business As R
DNS Domain Name System W4 A
EV Extended Validation B B /188 BRI T
(US Government) Federal Information Processing | (e mjif) BEHUE B b
FIPS Standard
HpRHE
FQDN Fully Qualified Domain Name S2 e IR 4
Global Digital Cybersecurity Authority CO., LTD. H 22 B AC R R 0 TR
GDCA
AT
gTLD Generic Top-Level Domain 8 F THi 22 458 4
IANA Internet Assigned Numbers Authority I X S A3 B LM
Internet Corporation for Assigned Names and HEL 4 5 5 92 4 D
ICANN | Numbers
LIk
1SO International Organization for Standardization BFA HEAY 2 21
KM Key Management QL:@E%‘SEE
LDAP Lightweight Directory Access Protocol B B Y
LRA Local Registration Authority A HuE LA
OCSP Online Certificate Status Protocol TERIE IR TN
State Cryptography Administration Office of Hh K6 P 204 1
OSCCA | Security Commercial Code Administration of
China INRE
PIN Personal Identification Number AN IH D
PKCS Public KEY Cryptography Standards Nt R B R A
PKI Public Key Infrastructure INEH LR T
RA Registration Authority LA
Request For Comments T SR VT A (— b HL
RFC
W S B BRAAE)
SSL Secure Sockets Layer ot
TLS Transport Layer Security R R 224
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2B B R i 515 B % ¥ Publication and Repository

Responsibilities

2.1. GDCA 15 B FE Repositories

GDCA 15 BEZ—MIAINATFIE B E, EREIRATE BUENE B R 5IE-FA X pE
5 .GDCA 15 BN A EFEEH AR T LU A% : CP Al CPS 34T F1 P s kA iE+5 . CRL .
WL, AR GDCA R Z R AT IS S . GDCA R S A AT EAHIESS . CPS
BATHILE GRS N, REARRIARIES CPS M XRIEHEM —5. GDCA 51
JE AT DL L :  https://www.gdca.com.cn i), B H GDCA B 45 & 3 & @ oy ik
%9“(?’%[:0
GDCA repositories are open to the public. It can store, retrieve certificates and their related
information. GDCA repository includes but is not limited to the following: current and historical CPs
and CPSs, certificates, CRLs, subscriber agreements and other information published by GDCA
when necesary. GDCA will release certificates, CP and CPS revisions and so on timely that must

remain consistent with the CPS, relevant laws and regulations. You can search at
https://www.gdca.com.cn or via any other communication methods specified by GDCA at any time.

2.2. {E B KA Publication of Information

GDCA 7E 5 J5 %k https://www. gdca. com. cn KAff{E B, %Mk GDCA %
WA EEREE, BN RBUBRERE.

GDCA i H M55 48 R AT P HIE T A1 CRL, 11 7 84K #6 /5 mT LA i 17 7] GDCA
(B PSR BGIE S (045 B AURESIE 512 A, GDCA $RALELAr RS A RS, T
FECRRAS 5 T S A T IR A S

A, GDCA 44 2 MR 77 SR U A AT B8 (T AT A5 B kA

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website

is the primary, most prompt and authoritative channel to publish all information about GDCA.

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain information
of certificates and CRLs through GDCA'’s official website. Meanwhile, subscriber or relying party
can check the current status of certificate instantly via OCSP service provided by GDCA.

Meanwhile, GDCA may also release any related information in other possible forms.
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2.3.  RATHIEE]FIHZR Time or Frequency of Publication

GDCA TEV] UK sl s i, 3 B 77 W93l SlPKeIE F R CRL & AT -

% T i ROOTCA (RSA) iF45. GDCAROOT CA iE+5. ROOTCA (SM2). GDCA
ROOT CAL k%KL CA s KIMIT Fik+, CRL KATFMA 8 /M, CRLA
ROA M KA 24 /N

X H GDCA TrustAUTH R5 ROOT iF45. #(%hf{X R5 @ CA iF15. GDCA
TrustAUTH E5 ROOT 28 K ¥ H1 4% CA Fr 25K (AT FHIE+:, CRL & AR By 24 /NiF, CRL
AR KA 48 /N,

TEESHIIEN T, GDCA FILLHATYEIET M CRL A AGE A, GDCA f4E K AR
—WKEFUAE RS YL CAE-PHE 1% (ARL).

R A A 2R R AT T R, 1 GDCA SR e, 3XFh & A A% A2
IR R, I BRI R R

GDCA releases automatically the latest certificates and CRLs via official website when the
certificates are issued or revoked.

The subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROQOT CAL1, the CRLs are issued every 8 hours and are valid for no
more than 24 hours.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #1%
B 4% R5 AR CA {E45, and GDCA TrustAUTH E5 ROOT, the CRLs are issued every 24 hours and are
valid for no more than 48 hours.

In particular, GDCA can choose time to release the certificates and CRL in case of an emergency.
GDCA releases CRL of CA (ARL) every year.

GDCA can independently choose the time and frequency of releasing other information of
repository. The release is efficient, timely and consistent with the requirements of the laws.

2.4. 15 BPEV5E#EH] Access Controls on Repositories

GDCA 15 B i BIE A XF I A TE R AT ART NARRENS BB, X IX L1 S0
Vi AN S AR AT R o

GDCA @M% i Rgtgaiil. a8 Rk AL RN 57
A REATE S RGN, MIER. B2 KATERIE,

The information in GDCA repository is publicly available. Anybody can read the relevant information,
and there are no restrictions on the read-only access of such information.

32



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%-U\-‘L[E—\J-k%%m)rlu (V5. 0 ﬁ}i)

With network security, secure system design and security policy, GDCA ensures that only
authorized employees can add, delete, modify and publish the repositories.

3. iR 5 X5 Identification and Authentication

3.1. #§4% Naming

3.1.1. 2 #2KE Type of Names

GDCA WA A AESS, & MU MU ARE T P BRI R4, SHIE HEH 1 5
WA EE AT, HUAFERFR LR EE . IEBREEE AR R4, DL
% (Distinguished Name) JE AW EFEUEH EARN, RiEHRA# KE—R54% . GDCA
HIEFAF& X509 #nd, HCZAEPReA & SRR B4, R X500 k44 75 2.

Certificate issued by GDCA can authenticate the identity and other attributes for applicant with
different identifier including issuer and Distinguished Name (abbreviate as DN) of subscriber. The
identifier of certificate holder is named as the DN contained in the certificate, and the DN is unique
identifier of the subscriber. The certificate format meets X.509 standard and the identifier which is
assigned to the subscriber as the DN meets X.500 standard.

XF ¥ SSLITLS g5 w15, FrA i o 1P bk #8021 @) 4 v, i ) 44
N EIRAL B P Mk, A2 — > W LA 32 AU 44 v 3844 B 1P i dE

For SSL/TLS server certificate, all domain names or IP addresses are added as the Subject
Alternative Name and the common name is a primary domain name which must be one of the
domain names or IP addresses from the Subject Alternative Name.

GDCA E a0 A& AR ) T2 AR TR 51 44 i 42 K G T

Naming rules of issuer’s DN are as follows:

Je 1H

HZx (C) CN

(S B A, seE A

HuIX (L) UE AU e, B A

WK (0D Global Digital Cybersecurity Authority Co., Ltd.5%

GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
HLIERT] (OU) | GDCA I REMCHE FH /7 I BT XS AN LR AN AT Y
WU AP URIE TS, JIr B GDCA TIEFS ] LLAL & AN R ) Al
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LEEAIE
W4 (CND sty CA 4
Attribute Value
Country (C) CN
State (S) State of issuer (if included)
Local (L) Local of issuer (if included)

Organization (O)

Global Digital Cybersecurity Authority CO.,LTD. or GUANG DONG
CERTIFICATE AUTHORITY CO.,LTD.

Organization  Unit | Certificate contains various issuers depend on subscriber types,
(ow applications and regions to issue the certificate.

Common Name | Name of CA
(CND

GDCA UEA51T ™ 1 A B 44 i A2 A 2

Naming rules of subscriber’s DN are as follows:

J& {1

[E % (C) CN

E (S VP FTER iy, BE A

HilX (L) VP ETEIR T, B AN

Bt (0 T BRI, AT P AT EN LI 44 R

HUAFERTT (OU)

AU U A BN
VP e LR R AR D
FUAt 3R B 4y BIE 5 Y ) S

s (BE) | AT P B H sk, 50

WA (CN) | 34 (SSUTLSET), Sifli4 (HUSRENET), i~ Ak
S (N ANBBHEF), B Ad TR0 2 FR

Attribute Value

Country (C) CN

State (S)

State of subscriber (if included)
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Local (L) Local of subscriber(if included)

Organization (O) | Organization where subscriber subordinates for certain one;

Organization Unit | One or more following options can be included:

(ow . .
OU of subscriber subordinates;
Any descriptions which describe identity or certificate type;
Email (E) Subscriber’s email address (if included)

Common Name | Domain name (SSL/TLS certificate), organization name (organization
(CND certificate), individual name (individual certificate), or other identifiable

names

3.1.2. SRR E XA KIE R Need for Names to be Meaningful

GDCA {3 /] DN T RAR RUE 15 B AR SR F528 & & S, DN i i 2 A —E 1
RFHER L, 7T LG FIE S 5 &SR B S 0 B A B AR G . IE EAR A AR bR IR
AAE S T HE B B & SEARI KR E 2 FK, ik T 5 R AHP A HEEE 1S5 2.

GDCA uses the DN field to identify the entity that is the subject of the certificate and the entity that is
the issuer of the certificate, and the names in the DN have representative meanings and can be
related to the identities and specific properties of the final entities that use the certificates. The
common name identifies the end entity’s particular name mentioned by this certificate. Identifier
describes information of the specified entity with bound public key.

3.1.3. TP B 4L B84 Anonymity or Pseudonymity of Subscribers

A% CPS JlsE, GDCA [T ! AEREAT By iE+5 FRE I AN RE 1 B 44 B D 44

Under this CPS, subscriber cannot apply for certificate with anonymity or pseudonymity.

3.1.4. BRI RF PN Rules for Interpreting Various Name

Forms

GDCA 2 K B BT X.509 V3 b, B4 4% 0085y X.500 Frifi. B4
Har 2 F H GDCA & X.

A certificate issued by GDCA conforms to X.509 V3. The format of DN conforms to X.500, and
naming rules of DN are defined by GDCA.
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3.1.5. L PRI ME—$% Uniqueness of Names

f£ GDCA fEAEsN, AFAT 7 FEH A EARE A A GEM F], BAEME—. 2
XFFE—3T 7, GDCA ] LA FLME— ) AR B 42 9 A e 22 SKAEFS o e+ i Hh i
BRI P AFAEAR R A PRI, JEAE S FEE DL R, Jm FRIR & S 0 B ksl = 2 7 B
DA PR SR 0 o

DN of certificate must be unique for different subscribers in GDCA trust domain, and same DNs
cannot be allowed as subscriber’s subject name. GDCA can issue more than one certificates using
the unique DN for one subscriber. When DN is not unique to different subscribers, the first applicant
has the priority to use the DN, and the latter could add more additional information to distinguish
from others.

3.1.6. FIFRERA. %55/ Recognition, Authentication, and Role of

Trademarks

GDCA 25 )% WIAE B EAREL ) 44 R AL S R AR 4

Subject’s DN of certificate issued by GDCA does not contain any trademarks.

3.2. FIEEEAHEIA Initial 1dentity Validation
3.2.1. EBAFE RN I Method to Prove Possession of Private Key

UE B L AUE A 5 B E M A SHA S N A FAEH , E B A 7 v ARG LEIE S H
HHEPEEHTES (PKCSHI0). H'e 5 M HR IR vk, 835 GDCA E R
e UERA 75 20, EFEHEAC IRTAE A AE 1B (B 40 L i 25 R A7 i A S RGBS PIN i) &5

Applicants must prove that he/she holds the corresponding private key to the public key being
registered. You can use the ways of digital signature contained in certificate request messages
(PKCS#10) or other equivalent method to identify the secret keys, or some ways required by GDCA,
such as initial information (distributed key medium and its PIN code), etc. to prove that you holds
the relevant keys.

3.2.2. PMABHHI%R] Authentication of Individual Identity

TN NS IESS, GDCA WbAURIEA NPT B IE-B I AR, AT ASF 1 5
sl i, — s, IERIONE, ZefEguE, 07 IR, S A
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AR

For individual certificates, GDCA must perform different authentication methods depending upon
the type of certificate applied by the individual. Generally, the higher class certificate type means
higher security level, and stricter authentication method with more comprehensive authentication
information.

Lo X FE 1A NIEH, TR 55
GDCA R BBt - I S 45 2, AT 7 1) By EAT Bk o Bl 1) 07 20m) LR
PR IER AL S Y OB FAh . THURE S S H Al rT 52 K 7 SOk SR F 3 T 22
15 S SR AGEIE . GDCA AN ATEIRIZE A AL ERIGIE S B LAAM A
b 5 035 SR HSER) . ATEER . BT HIEE A A/,

1. For Type | Individual Certificate, the following authentication is performed:

GDCA only verifies the information submitted by the subscriber and does not validate the
identity of the subscriber. The information submitted by the subscriber can be validated by
sending a verification code, making a phone call, sending an SMS message or any other
reasonable ways. GDCA will not ensure or guarantee the validation and reliance of other
information, and will not validate whether the information belongs to the subscriber, except the
information submitted by the subscriber.

2. WFFE 2B NUET, HATLL R 450
GDCA Tl Fl 7 BT 58 5 B, WEB @ 4 il P IS4 . #d 77 20
A DA 8 I SR FH R AR SR B A SOd ik L ML A5 S A T S 1) O SRS
HHFHRALRE RIS, W EE, T A BB = 7 e S T SR
0 B E AL B 5 BT AR SLIE, iR g S TR (s B 5 a4 R —
o

2. For the Type Il Individual Certificate, the following authentication is performed:

GDCA shall verify the information submitted by the subscriber, and to verify that the common
name is the real name of the subscriber. The information submitted by the subscriber can be
validated through sending a verification code, making a phone call, sending an SMS message
or any other reasonable ways. GDCA can also validate the identity of the subscriber through
the well-known third-party database if necessary, to ensure the consistency of the information
from different channels.

3. XFH 3RADANIES, PATLLT R

1) WHINEEE S B L SEVERTE Rk o BIAR T SRL AU IR AT H G & 20— Fh U
PFURIATA (0« AR AR (0 SISO (i R B O 97 IR ZE BB
fil FISEUEIED , GDCA A6 2% R W S 2 1547 A ] B el Dy it (1IR3 , 4 22, GDCA
T DL I A8 e A R B A UE B SO BB =5 B R AT A A & S,
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2)

3)
4)
5)

1)

2)

3)

4)

5)

1

2)

AT DL ST . 40 RS Ty 2O A R SR A RS B AT R SERAIE, AR
REMEESRESER .

A i fo bl e 3 S A k). GDCA AT L@ L 24K B, 44T
%l A B8 R K B 5 S PR I ) bl B BB R BURF 25 K 14 B I BA S A
bk o

AP IE R E M. GDCA M i ig . mEAF5ET7 =, 5 HigE i sl gk,
Xt F LLREAN AU N N B4 4 SCHIAE 1), 38 75 B4R A FLFTE B R (R B AT R
MHEE B ASHAE R, FEMNZH R SALE, DUAHIE RSB T Z
PR 5y o U BESREE AT R B SO B30 = B e . RO R A B T IR 45
For the Type Ill Individual Certificate, the following authentication is performed:

Ensure the identity of the subscriber. This mustbe validated by obtaining at least one currently
valid government-issued photo ID (e.g. ID card, passport, military 1D, or equivalent document
type), GDCA inspects the copy for any indication of alteration or falsification. GDCA
cross-checks with an authoritative third-party database that issues the valid identification
document, when necessary, GDCA may also verify the information submitted by the subscriber
through a voice communication, video, photo taking, etc. as well as validate through
cross-checking with a well-known third-party database, to ensure the consistency of the
information from different channels.

In case the subject of the certificate contains an address, GDCA may verify the address of the
applicant using a utility bill, bank statement, credit card statement etc., or directly rely on the
address on the identification document issued by the government.

GDCA verifies the certificate request with the applicant by sending e-mails or making phone
calls etc.

For the application applied by someone in his/her name who works in an organization, the
applicant also needs to provide the proof materials from the organization.

When the application information contains some information of an organization, it is necessary
to confirm the existence of the organization and whether the applicant belongs to the
organization. GDCA could require the applicant to submit the certificate of incumbency, or
validating by a third-party database, or sending e-mails to the organization, and so on.

XHFEE 4 A NIEH:, $AT BN %50

BN FRTE & SR SR R o SRR A I 45 (D AU RAS H i
2D BURHUASUR I AR A7 IR 19 BHE R SO Can & R S EE
PR FEEIESCHARFISFHER ), GDCA aBiZIEH] U & A M B e s Dy i i
IR (2) IR KA AR IE W SCAF IIBUBER =5 B8l Pe BEAT R RN, BRI
ROEHIEE SELR .

BB ol CmiE$5 £ b & dbdik ). GDCA w] LB PlL 2K B . HRAT

38



N

GDCA

ﬁﬁﬂﬂftﬂ_!iﬂ‘if’\ﬁlﬁﬁi‘.‘ﬁ!

Bobal ERgital Tt

GDCA HE-FAEME S5 H] (V5. 0 FROD

3)
4)

5)

6)

1)

2)

3)

4)

5)

6)

1)

2)

i A B8 R K B 5 S PR I 1 bl B BB R BURF 25 K 14 B I BA S A
bk o

AP IE R E M. GDCA M i ig . mEAFE5ET7 =, 5 Hig s i Sl iR
WERF, GDCA mJ LB IEH@1E . A, RS J7 200 B & 1 S b AT #ii
AT LA RATH A ) 77 AT A A

ST RAREAN G A N G 4 SR V), 38 T BEHR AT HLATTE S 3 AL RE B A4
HHEE S A EHEER, FEMIZIMZEAE, DARIEANRTET1Z
PR 5L o U BESREE AT AR B SO B30 = B e . RO R A B T IR 55
For the Type IV Individual Certificate, the following authentication is performed:

Ensure the identity of the subscriber. Ways of authentication are: (1) obtaining at least one
currently valid government-issued photo ID (e.g. ID card, passport, military ID, or equivalent
document type), GDCA inspects the copy for any indication of alteration or falsification; and (2)
Cross-checking with an authoritative third-party database that issues the valid identification
document, to ensure the consistency of the information from different channels.

In case the subject of the certificate contains an address, GDCA may verify the address of the
applicant using a utility bill, bank statement, credit card statement etc., or directly rely on the
address on the identification document issued by the government.

GDCA verifies the certificate request with the applicant by sending e-mails or making phone
calls etc.

GDCA may verify the information submitted by the subscriber through a voice communication,
video, photo taking, etc. GDCA may also validate the information face to face.

For the application applied by someone in his/her name who works in an organization, the
applicant also needs to provide the proof materials from the organization.

When the application information contains some information of an organization, it is necessary
to confirm the existence of the organization and whether the applicant belongs to the
organization. GDCA could require the applicant to submit the certificate of incumbency, or
validating by a third-party database, or sending an e-mail to the organization, etc.

5. BB IAET KN N B 250 .

AN NS HEE S HVGETR, GDCA SR LAT 77 sl — AT %1
TR0 T 255 o VR A8 O S IE IS CRUAEEAR T Sk, 37 e e S
UEBIBERE, BN NS S, RO ORI S 55 B B R R AIE 5 AR AT R
RIS T 25 - GDCA AT AT 55 88 (1D S AR E 3 IE 4R I J7, GDCA
R EAE AR UE B A AR AT RS BORER = Bl (Bt
Hb PR A [ A TR B IE 5 RS AT 1 IR 2% v 0 7D JEAT X, BN B 3 I LSS S s (2)
255 A MPRFE A B O0IE S S N — B0 CAn SRS AR A L5 (3) il 4m i
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5.  For the individual mutual recognition certificate of Guangdong and Hong Kong, GDCA adopts
one of the following ways to perform authentication:

1) Face to face authentication. GDCA confirms the authenticity of the individual identity by a legal
identity document (including, but not limited to, identity cards, passports or other identification
documents), and ensures the individual identity is consistent with subject information of the
certificate requested.

2) Non face to face authentication. GDCA performs the following procedures for the authentication:
(1) Confirm the authenticity of the individual identity by comparing the photo taken of the ID
document of the individual with an independent and authoritative third-party database (e.g. the
National Citizen Identity Information Enquiry Service Center) recognized by the “Guangdong
HongKong Electronic Signature Certificate Mutual Recognition Pilot Working Group”. (2)
Confirm the consistency between the individual identity and the identity of the applicant using
biometric characteristics (e.g. by comparing the facial features); (3) Confirm the willingness of
the certificate request via voice communication, video communication, photo taking, etc. (4)
Verify the authenticity of the applicant identity via a third party auxiliary data source on identity
certification (e.g. using the services provided by elD and banks on mainland China designed to
map relationship between the identities and personal accounts), and sign a legal responsibility
agreement on identity authentication with the applicant.

If necessary, GDCA may also establish other reasonable authentication methods or obtain
additional information.

WRANNAT 752, GDCA i ] LU S =T 3R A5 B ORBIE 1% B & A S
i, W GDCA TiENH=Tr 3B i IME 2, AIZAEe =5t T E, BEsR
i & SR LA MO (5 EANIE AT R

If necessary, GDCA can also verify the subscribers’ identities using the information obtained from
the third-party. If GDCA cannot get all the required information from a third-party, it may delegate
the third-party to conduct an investigation or require certificate subscribers to provide additional
information and evidence materials.

BeAh, E, GDCA &R LA e H e Fr il 2 i 4550 7 A Bk
FEE A S IRIEFEM R L SEA R, R 5 I R AR 5.
If necessary, GDCA may also establish other required identification methods and information.

The applicant is obliged to ensure the authenticity of the application materials and shall bear the
corresponding legal responsibility.
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*FF GDCATrustAUTH R5 ROOT ilE 45 #0248 R5 #8 CA iIE15.GDCA TrustAUTH
E5 ROOT & &M H %%k CA I KT P b, GDCA @I iFAL PR TR AAEE B E &
RS IR VE R E P 1E R X RB0A “m X7 FE AR, GDCA BT LA 4.,

For the subscriber certificate issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT
certificate, #(% X R5 #2 CA iE+ and GDCA TrustAUTHES ROOT, GDCA establishes evaluation
process to identify the applicant with potential high risk. GDCA can refuse the certification request
from this high risk applicant.

3.2.3. Pl B4R R] Authentication of Organization Identity

FEATHLININ GEURALAE . gl BA 55, 78 LA SR 4 SCHRIBHLGRIEF R,
AT R ) B 2550, e e ) e P B S X T S B A AR
L HAbRT ASRAS B 2 WA ) B 004 SR 1K 7 355 o HURISAT P HOIE S FR IR AT HE
A By B e o B HE S RIS T (A% RopZIERRIENA KR, If
ARAHAR R DT AE

Identities of organizations (government agencies, enterprises and institutions, etc.), which apply for
organization certificates, shall be authenticated strictly by cross-checking with the trusted
databases, making a face to face validation and other ways that can clearly prove the identity of the
subscriber, etc. Subscriber or subscriber’s representative fully delegated by the organization should
sign the application form with company’s chop, and accept and affords corresponding
responsibilities described in the subscriber agreement.

GDCA L ZRIEH U T BAE UL F A A, $hAT AR 00 B4 250005 30, — e
o RS, LA gUikE, 007 SRS, B A

GDCA must perform different authentication methods depending upon the type of certificate applied
by the organization. Generally, the higher class certificate type means higher security level, and
stricter authentication method with more comprehensive authentication information.

1. 58 3 RHUMUEF RN LA B 63 4 1

1) WAL R ESAFAERT . SRS Bl sd7 3 Ur] BLE . BURHUG RS A B 20
f, BAEEART TRIEL R SFAb A RN AR, Bl kA 2
SO BB =5 5 R R A o

2) GDCA W] DUl 1E Hl i A, 7RSS B 5 SO g MR AT J0IE, B DR Pl
ROPEESZELS R 8. WHFE, GDCA WIBEHE=J/331 15,
B R AT A0S RN BEAT IR, DARRIA R HE B 5 M5 B E S, inigiiEAR
BN AR B8 IE HE R RS R B R HIE A

3) AL BN TP N HE 70 PR FS S B AR BOC R I N RS e, R
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1. For the Type Il Organization Certificate, the following authentication is performed:

1)

2)

3)

1)

2)

3)

4)

Confirm the legal existence of organization. This can be proved by a valid document issued by
a government agency, such as an Industrial and commercial business license, enterprise
National Organization Code certificate, or validation through well-known authorized third-party
database.

GDCA may verify the information provided by the subscriber through voice communication,
video, photo taking, etc. If necessary, GDCA may contact the organization based on
information from third party, such as telephone number, email address and so onto verify the
authenticity of the applicant’s information, e.g. job position of representative or whether the
person from the application form is the real applicant.

GDCA validates the materials submitted by the authorized agent and the identity of the agent
to ensure the authorization.

55 4 BHUHE TS B 13 45

BRI SEAFAE R BRI setd . Blrg 77 s0mT B BUR PR R A 20
i, BFEEART TR ENLHE . AFb A HANRSIES, JFEE 2R3
SCAFROBUB S =5 B8l AT % B A

GDCA ‘W ZUE I Fl il M. A8 47 20k R SR AL 5 BT BN (e
T 25 A BUA N, JFEWAUEER =5 Hde 0t H g S L S MR AT IR
ORISR AL IE R S EE R —3, LER, GDCA & RHAT T 47 1 75 2.
WA 7%, GDCA Wil 26 =5 3 2K ik S5 . BBUE 8 5507 35 BEH LG EAT
WRZ%, DR AR FRIE 2 5 M5 B B S, e iE AR N R HR AL BREGHIE F I R Y
HANEEREHIFN.

(AR Ay IV AL YA AV NG IR Epas AT VR BRIV VO W DA N R E= LI NTIR B2
FAIRZ TP NAG B HE NI RO o SIS, NI RAUAER N B 4y St X T 4 e A%
Ji

RN NAT 72, GDCA & m] LA A5 =7 SRS IR RS IE 1% H S WU (1 S 4ir
4Rk GDCA RN =J5 BB I f 115 2., PIZRFE50 =it T i &, siESRH
THE RSN S AERI AL

2. For the Type IV Organization Certificate, the following authentication is performed:

1

Confirm the legal existence of organization. This can be proved by a valid document issued by
a government agency, such as an Industrial and commercial business license, enterprise
National Organization Code certificate, or validation through well-known authorized third-party
database.
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2) GDCA must verify the information provided by the subscriber through voices communication,
videos, photos taking, etc. (on-site verification for face to face cases) and also cross-checking
with well-known third-party database, to ensure the consistency of the information from
different channels. If necessary, GDCA may contact the organization based on information
obtained from the third party, such as telephone number, email address and so on to verify the
authenticity of a particular information item of the applicant, e.g. job position of representative
or whether the person from the application form is the real applicant.

3) GDCA validates the materials submitted by the representative, as well as the identity of the
representative and the signed document from the organization to verify the authorization from
the organization. If necessary, GDCA shall do a face to face validation for the representative.

4) If necessary, GDCA can also verify the subscribers’ identities using the information obtained
from the third-party. If GDCA cannot get all the required information from a third-party, it may
delegate the third-party to conduct an investigation or require certificate subscribers to provide
additional information and evidence materials.

3. BEEEEE HAAER MW S 4 % 5l
AL CBURHLI . A3 B pr s e S A 4155 $2 H B ki 18 HL A B

HI, GDCA B4 5e0f H & 43 BEAT ks 400, B4R (RN R T

D AT USRS =07 S 0 BORRIE B2 A U S AR, B U0 BUR LA R 1) &
VETETER, B HE A AT RSB SR AL R E B TR

2) @A ROT BN LU FRE BORMY ELSE I, IR B S O A5 B H W 78 53 1)
FAUGEREFL AL B L AUIIE 5 B

3)  HERALHAE R EIEN N S04 U, GDCA MR ZA SIS HAN A
S B SEE, HERIESH RARLIEAT # 4%«

4)  HIERIHLNMAE T BB R HIER, GDCA N E R FRIRZ ZA LW 78
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L
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3. The organization mutual recognition certificate of Guangdong and Hong Kong

For the organization mutual recognition certificate of Guangdong and Hong Kong, the following
authentication is performed:

When organizations (government agencies, enterprises and institutions, etc.) apply for organization
mutual recognition certificate of Guangdong and Hong Kong, GDCA conducts a strict authentication
process on its identity, including, but not limited to:
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1) To confirm the existence of the organization through information (e.g. proof of legality issued
by a government agency) provided by an independent, authoritative third party or supporting
information provided by other recognized authoritative organizations.

2) Validate the authenticity of the organization's application materials in an efficient manner to
ensure that the application has been fully authorized by the organization which can provide
additional information that must be verified.

3) If the organization certificate includes the identity of the individual, GDCA shall request the
organization to verify the authenticity of the individual identity and to submit relevant materials
for review.

4) When an authorized representative applying for an organization certificate, GDCA shall
request the representative to submit a written document (such as a letter of attorney) that is
fully authorized by the organization, and to verify that the representative has been specifically
authorized by the organization.

5) Conducting a face to face authentication on an identity of authorized representative, GDCA
confirms the identity of the representative by a legal document of attestation (including, but not
limited to, identity cards, passports or other identification documents).

On the basis of the above processes, GDCA may also adop additional authentication mathods and
require extra data that it deems necessary.

BEAh, AEER, GDCA i n] R sE e pir il A 25 0 5 sURT Bk

HII B AT S RIE RIS MR ST 2, TR 5 A SR IR 5T A

X+ GDCATrustAUTH R5 ROOT i3 # % X RS #i CA L5 . GDCA TrustAUTH
ES ROOT 2K MIH 2% CA FrEs A AT FE+s, GDCA AL ITA bR iHE ] TR AA7 AEVE A2
ey PRSI VR 0 AROAIE 515 3K o 6 TR0 “ U~ BOIEF51i5 3K, GDCA HL#% T LA 4.
If necessary, GDCA can also establish other required identification methods and information.

The applicant is obliged to ensure the authenticity of the application materials and bear
corresponding legal responsibility.

For the subscriber certificate issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT
certificate, #(% X R5 # CA iE45 and GDCA TrustAUTHES ROOT, GDCA establishes evaluation
process to identify the applicant with potential high risk. GDCA directly rejects the certification
requests from such high risk applicants.

3.24. BEBHHIER Authentication of Equipment Identity

B B IS A AR H e A E A AT AN R, GDCA 2506 1T 7 3EAT B 47 %
s BN A

BEA AT B A UE S EER, SO B O IE I SO AR BN Ak 55
IR I NS ARSI AR B o
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Authentication on equipment identity varies by  different owners. GDCA must authenticate the
identity of subscriber, including the following:

Subscriber submits application form of equipment certificate with original and copy of owner’s ID,
authorization of operation, original and copy of delegated person’s ID.

BN & 1 B4 55 AR A [F) SR 2 JEAN 3] 1) B 4 3 501 07 AT, AT o A,
S R A CPS 27 3.2.2 F95 4 SR NAEHSERRAEIAT: W AN, 208
CPS % 3.2.3 158 4 SEHUIEAS AR HhAT o

B R S 2 5 RO B = Bl I BB S ARST, s BIRE
iR, (HEMIE SR UL RIEE AN,

T BRI NA AL P AT AR A

FEBER BIREAE RS R A 2 BB UE T, 36 75 BEARUE 1% 1 & 2 5 A 2 AUR],
BN 5 2 AT DA SRR VR R BGIE W SO B X 2% v 46 P A Ak FE AL P 45 T 7 U 55
Hnag .

Authentication of Individual equipment Identity will be different according to the different owner of
the equipment. If subscribers are individuals, GDCA performs the verification of identity according
to the CPS section 3.2.2 class 4 personal certificate identification process. If subscribers are
institutions, GDCA performs the verification of identity in accordance with the CPS section 3.2.3
class 4 institutions certificate identification process.

GDCA checks whether the key information submitted by the applicant complies with those from
valid documents or information from third-party database in order to avoid the writing mistakes.
However, application information should be subject to applicant’s confirmation.

GDCA checks the original and copy of authorized delegated person’s ID.

When the device name is applying for a certificate as the certificate subject content, GDCA also
need to verify whether the applicants have the right to do so. Confirmation can be done as follows:

Applicants shall provide the certificate of ownership or the written commitment of the ownership or
use-right from the institution with company chop.

WARINA %, GDCA ik LR =T SRR BRI % B B AR 2
i, WK GDCA TiENHE=Tr 3B i IME 2, AIZAEe =5t T E, BEsR
I & SR BN (5 B ATE TR R

BAh, AEER, GDCA ] LA E H e Pt ifs 2L 25 0 U7 AN B

If necessary, GDCA can also verify the applicants’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate a
third-party to conduct an investigation or require certificate applicants to provide additional
information and evidence material.

GDCA can also set other required identification methods and information.
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3.2.5. SSL RE2E 43145 Authentication of SSL Server Identity

AR I 25 (RE P A AN [T AN [ e 50 5 2, A AR A 28

$F OV SSL iEFS, FRUSIEM s fr A SN I B By, JLS 77 gz A CPS
55 3.2.3 TEE 4 FHUMNIE T S IR AR AT .

X IV SSLEH:, FRIIEM m 28 A N SE B by, L) 7 %A CPS 55 3.2.2
FIE 4 B NUEBZERNFFEAT o

X+ DV SSLAE1S, R IAEA NS U X3 38 44 (K BT B AL, T 75 AL
HE BN N L5 S i AT IE o

XtF EV SSLAFFS, H% 5177 itE (GDCAEV iEH B FIMEML S HN), A CPS
AT HIEAT BAR R

FEIR WA E AE 1 3 BN 25 B IE B, 38 75 B0 IE %A SR B H0G AR, X
L% BT IR A CPS 5 3.2.7 AT .

GDCA must perform different authentication methods depending upon the types of SSL certificate
applied by the subscribers.

For OV SSL certificate, GDCA shall validate the identity of the owner of website in accordance with

For IV SSL certificate, GDCA shall validate the identity of the owner of website in accordance with
the Type IV individual authentication procedures in section 3.2.2 of CPS.

For DV SSL certificate, GDCA shall validate the ownership or control of the domain name and will
not verify the identity.

The validation procedures of EV SSL certificates is described in the GDCA EV CPS and not
covered in this document.

In case of domain name is used as subject of certificate, GDCA shall validate whether the
organization has the right and the validation of domain name is supposed to be in accordance with
the CPS section 3.2.7.

IR 75 2, GDCA 37T LU A 55 =7 SRE 45 BRI IR 1% I & A 5
fir, WK GDCA TiENHE =i 32 A m iE S, AT =5 gt T e, Bk
S SR LA M (5 EANIE AL R

BEAh, AZIRF, GDCA 3T BLisE He B B8 Bk .

If necessary, GDCA can also verify the subscribers’ identities using the information obtained from
the third-party. If GDCA cannot get all the required information from a third-party, it may delegate
the third-party to conduct an investigation or require certificate subscribers to provide additional
information and evidence materials.

If necessary, GDCA may also establish other required identification methods and information.
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3.2.6. AL 544 5H] Authentication of CodeSigning Identity

B AR RE A% B 1) 2 T AR AR H1 AT 5 AN [RISAAT AN TR B 43 48590 05 2K, AT 7
AP, 2884 CPS 27 3.2.3 4157 4 RHUMIE SERARIAT; 1T/ N DA, 148
A% CPS % 3.2.2 *i5H 4 I NIEHERRREIAT . EV AURBREA B 1) 4251845 (GDCA
EV LIRSS RN, A% CPS ASfxt kAT HAK I iR

FE A4 AT 7, ARHU BN, 2500 AR 25 44 1E 1548 IV Bl i 75 B
FFERBIE IS, AR A HACRD A ZAE T XA AR, R
R BAITERNREA

Different authentication of subscribers’ identity for a code signing certificate is performed based on
different subscribers. For organization subscriber, GDCA performs certificate validation process in
accordance with the Type IV organization authentication in CPS section 3.2.3; for individual
subscriber, GDCA performs certificate validation process in accordance with the Type |V individual
authentication in CPS section 3.2.2. The validation procedures of EV CodeSigning certificates is
described in the GDCA EV CPS and not covered in this document.

Subscriber must make a statement and prove for the use of the CodeSigning certificate. Subscriber
must promise not to sign malicious software, virus codes, infringement software and hacker
software using the CodeSigning certificate.

3.2.7. BAZK#AFMER] Domain name recognition and identification

X T34 SR AIE  AIRIE R SRR AT DA FRE# I BE A |, T m] B @ LA, GDCA

AR BT %850 75 A i — Fif

1. R4 IR 55 UL BRASUEE 55 =T B3 e b i B 2804 55 B
THBAE,  DUAGE s WA A A F USRI B R %0075
B 1E Baseline Requirments v1.6.6 %5 3.2.2.4.4 5. [V3: &AM Baseline
Requirments v1.6.6 &7 3.2.2.4.3 ASHEIRAZ W IrA R, %77k 2T 2019 45 H 31
P Y 2SR D B

2. fEHE FQDN (CE2aRREE ) B URI (Si— AR IART) BILEZR I 0T EXF 258 1
5 BBt ah, ity LA FiEE X FQDN HISEPRIzHIA . 250007 s
Baseline Requirments v1.6.6 5 3.2.2.4.6 7.

3. B HINHIE A E DNS CNAME, TXT 5 CAA it 3% 1 (AT R A 3 i SR 4 R A7
FER N H B AXS FQDN (SE4RgH 4 ) MiEdl. %575 :0iE 75 Baseline
Requirments v1.6.6 5 3.2.2.4.7 5,
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For the purpose of domain name validation, entities to be validated may also be the applicant's
parent company, subsidiary company, or affiliate. GDCA may use one of the following ways for
the validation of domain names:

1. Obtain the e-mail address of the domain name owner listed by the domain name registrar or
other authoritative third party database, and contact the owner by emails to confirm its
ownership of the domain name. This way of validation conforms to section 3.2.2.4.4 of the
Baseline Requirements v1.6.6 [Note: section 3.2.2.4.3 of the Baseline Requirements v1.6.6 is
no longer used as it was deprecated as of 31 May 2019].

2. By making a change to the agreed-upon information found on an online Web page identified
by a uniform resource identifier containing the FQDN, to confirm the applicant’s practical
control over the FQDN. This way of validation conforms to section 3.2.2.4.6 of the Baseline
Requirements v1.6.6.

3. By confirming the presence of a Random Value or Request Token in a DNS CNAME, TXT, or
CAA record to confirm the applicant’s practical control over the FQDN. This way of validation
conforms to section 3.2.2.4.7 of the Baseline Requirements v 1.6.6.

X IERCA A4, GDCA SRz BACAT A M4, PRIBERCAT ) A4 &
W B TR — A Rk . A H A BRBUT IS, FRARliEMESRIG .

GDCA h4@RCrs (%) A4 B TIUEA . IR S ek d A v A 8 2
HUR A R A3 RE S FRE , BRAR B BENS IR W] L 58 izl W o i 42 25 1)

WHES, GDCA i ZER UL B ML 0 # A i, DAz s AL, 2R 22
REVEHFRBARN AT BB, 1% FEE AMFIELIXFE R

As for the validation of a wildcard domain name, GDCA verifies the domain name in the right
position of the wildcard to ensure the domain name in the right position of (*) is obtained through
registration, and explicitly owned or controlled by a business entity, a social organization, or a
government authority etc.

GDCA rejects any certificate request with a domain name in the right position of the wildcard (*)
being a gTLD, public suffix, or a registry — controlled domain name, unless the applicant proves its
rightful control of the entire domain namespace.

If necessary, GDCA may also perform the independent investigation to confirm the ownership of the
domain name. The subscriber shall not refuse the requirements when corresponding assistance is
needed from GDCA.

3.2.8. HUHELZFRWAE Verification of DBA/Tradename

AAIE B DBA sk 4k, GDCA ml3Eit LT 7 A i & — R LA 52
IV A RS 1% DBA R ML 44 FK -
1. HIEHE FTE R X (R BUR A UG SR AR (0 R E B FR 3 A i T AAESOA T SRy, Bk
SAZBUR AL Va8
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3. HHTUEH I DBA A FRER A4 BRI EUR HLAGTA I8 ;

4. BT SCRESCAR A UE I B 1

5. WnlbigE, SATHIKE, FHRMKE, BUFRKKIBE, Bl GDCA A ynl i

8 IE T

If the subject identity information is to include a DBA or tradename, GDCA verifies that the
applicants have right to use the DBA/tradename using at least one of the following:

1. Documentation provided by, or communication with, a government agency in the jurisdiction of
the applicant’s legal creation, existence, or recognition;

2. Areliable data source;

3.  Communication with a government agency responsible for the management of such DBAs or
tradenames;

4. An attestation letter accompanied by documentary support; or

5. A utility bill, bank statement, credit card statement, government-issued tax document, or other
form of identification that GDCA determines to be reliable.

3.29. FrEEMR#INS%R] Verification of Country

A UEF I AL [ 2k I, GDCA Sl A B B = 75 Hicdfs PE & ) 9 3l DN'S 1%
LRI 1P MR R 1 1P UBESR BT AE L B OR FR O KD 1P St bk e [ 5 HE A
KRR PITLE [E — 2

In case the “countryName” field is present in the subject, GDCA verifies the country associated with
the subject though checking the IP address of the applicant or the IP address on the DNS record
from an authoritative third party database, to ensure the IP address of the applicant is consistent
with a country where the applicant is actually located.

3.2.10. 1P bk AR XA Authentication of an IP Address

GDCA RHILLT A, ik Hii & 44T B brdz il i 1P Hhhik

1 7B IP HIbEE) URL (GE— SR IRAT) HIFEZ M T X 40 5E M5 B 3E T 2a,
i b 77 LA B E X 1P sk i S BRI . 00 7 sUE i Baseline
Requirments v1.6.6 % 3.2.2.5.1 15,

GDCA A4 IP Hihik25 % EV SSL iE+5.

GDCA adopts the following way for the authentication, to confirm the applicant owns or practically
controls the IP address:
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1. By making a change to the agreed-upon information found on an online Web page identified
by a uniform resource identifier containing the IP address, to confirm the applicant’s practical
control over the IP address. This way of validation conforms to section 3.2.2.5.1 of the
Baseline Requirements v1.6.6.

GDCA does not issue EV SSL certificate for an IP address.

3.2.11. U RIRE FIHERE Data Source Accuracy

TR AT B SR U Ay P AR R K5 A FH 2 1T, GDCA XHZ Ui (1 Tt ,
Bk, M RE e e s AT B AT VRN, R IE L R R &R
AT L5 B AR RR
5 RS UE T AT
HARpERIRT, MR B 1
B XA AR AR T P S AT U ) 1
Dy e B B R A
%1+ ROOTCA(RSA) 4. GDCA ROOT CA ifF-i. ROOTCA (SM2). GDCA ROOT
CALIERZR ML CA AT K AT FUESS, 5 PP w4 I 25040 SR Y b 3045 1 s
B ST BT TR ASEE R AR P KB 208, Il GDCA Al fili il %%t J« S #Fs %1 H1 GDCA
TrustAUTH R5 ROOT ilE+i. #rZZ 4R R5 R CA iE15. GDCA TrustAUTH E5 ROOT 4%
R CA TSR T FHUEFS, 28 APl A T AR 50405 St b SRA5 10 B8 B AR P s
(AN UE P25 AT 825 K, Wil GDCA WA A iZ 388 K S At

o ~ w bdoE

Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its
evaluation:

1. The age of the information provided,

2. The frequency of updates to the information source,
3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and
5. The relative difficulty in falsifying or altering the data.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CAl, GDCA may use the documents and data to verify
certificate information, provided that it obtained such data or document for a period no more than
the maximum validity of the certificates. For the subscriber certificates issued by the subordinate
CAs of GDCA TrustAUTH R5 ROOT, %%t R5 1R CA iiF 13, and GDCA TrustAUTH E5 ROOT,
GDCA may use the documents and data to verify certificate information, provided that it obtained
the data or document no more than 825 days prior to issuing the certificate.
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3.2.12. WHBAERIT P42 B Non-Verified Subscriber Information

EH P HE BB e, RERAEMEEARENIES.

The information contained in the certificate must be validated, the information that is not validated
shall not be written into the certificate.

3.2.13. #FBUWAIA Validation of Authority

BHUET PR I NIPBAEFV S5, GDCA #EAT 41 N Wik
1. IS =07 S0 ik B IR S5 BB PE . BURF 281148 R 1 SR D7 LA A7
1E:
2. B IS, A R RRECE R R IE B A ) 55 7 2RI B T IR LAY
LB HARRAT AN AHZAL o
GDCA FuvF Hiif & 48 @ OL AN AR FIE . 2 Bl LB m e e 7 n LUkT
UEFS GRS N, ) GDCA AEZTEZIE & N L AAMIAEFTHIE g R . 7RI
B O S BIHIERIF, GDCA R [ HiE # L T AN G K75

The following verification will be conducted while the representative of organization subscriber
applying for certificate:

1. Confirming the organization from third-party identity verification service or database,
documents issued by government.

2. Using telephone, postal letter with return receipt, employment proof document or any
equivalent way to confirm that the person belongs to above organization and his/her behavior is
authorized by these organization.

GDCA allows an applicant to specify individuals to request certificates. If an applicant specifies, in
writing, the individuals who may request a certificate, then GDCA does not accept any certificate
requests that are outside this specification. GDCA provides an applicant with a list of its authorized
certificate requesters upon the applicant’s verified written request.

3.2.14. HEAEAEN Criteria for Interoperation

T AR B NUE RS LM, ATLLE GDCA #HT H#AE, (H2& & IAMERS
MUK CPS 625 & GDCACP ZE3K, J H5 GDCA %38 HH R .

GDCA ¥ KGN A, $%3F GDCA HIKIENM SN IER, %R
FHRLFRIUESS o

#HEHA, GDCA K& RALAMZE XAE,
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Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS
are in compliance with the requirements from GDCA CP and sign related agreement with GDCA.

GDCA accepts the information authenticated by other CAs and issue corresponding certificates
based on the agreement.

To date, GDCA has not issued any cross certificates.

If there are provisions of national laws and regulations regarding interoperations of issuing
certificate, GDCA will perform strictly according to relevant legislations.

3.3. FHEHIERKRF RS XS] Identification and Authentication

for Rekey Requests

FET RS RIYIRT, 1T /5 EESRASH A UE S LAORSFUE 508 P RS . GDCA — i
SORAT PP AN B R S A S I s I AR s B SR

Prior to the expiration of an existing subscriber's certificate, it is necessary for the subscriber to
obtain a new certificate to maintain continuity of certificate usage. In general, GDCA requires
subscriber to generate the new key pair to replace the old one, which is called re-key.

3.3.1. HIHFHANESRRARRES X5 Identification and Authentication for

Routine Rekey

XA H LT RSB P, T AR RIS R0 FUE B 2 85, T
WA ERP AT, 6 EE R ST LR LA 7T
®  HIE X B IE P AT AE I HL B AN LR s
® JHJFHET LT T AP HE AR AL AT I E
® A TREME BT B 5.

For general application of rekey, subscriber must submit sufficient information for identifying original

certificate, such as DN of subscriber, serial number of certificate, etc. Authentications are including

the following:

®  Original certificate issued by GDCA exists.

® GDCA verifies the signature of re-key request using subscriber’s public key in original
certificate.

® GDCA authenticates the identity based on original registration information.

W ST A S P i BRI B SO O e A, DRI, T A R R
SRR, 25U A P LS 0T I K SO B s e, ttti& sk, GDCA
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B A KT .

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or
data. Therefore, the subscriber shall make sure the encrypted documents or data have been
decrypted before they apply for the secret key's updating. GDCA shall not assume any
responsibility incurred by failure of decryption by the renewal of the secret key.

3.3.2. B 5 A E SRR IR 5 %5 1dentification and Authentication for

Rekey After Revocation

GDCA AR ALUEA WU Ja (102 B 58

GDCA does not provide Re-key/renewal after revocation.

3.4, BEERFIMIREXYS] Identification and Authentication for

Revocation Request

2 GDCA EF MM A CPS4.9.1.1 Frb 3 il 75 LS 1T 7 BuEBIy, A AUKYE
FASIET, XL EAUEAT S0 . WRIT P S BRI IE 1S, W% IEA CPS 5 3.2
TR AT B0 40

GDCA or RA can revoke a certificate based on reasons stated in section 4.9.1.1 of this CPS without
authentication. Subscribers who request to revoke certificate follows CPS section 3.2.

3.5. FAURSHABIPRIRAES] Identification and Authentication

for Authorized Service Organization

& T GDCA ROOTCA iFF5(RSA).GDCA ROOT CA iEF.ROOTCA iFF(SM2).
GDCA ROOT CAL iE &K CA FiZE K EIT FHES, RABRT GDCA A& LL4t,
GDCA & 7] A#Z AL RA,

For subscriber certificates issued by the subordinate CAs which are issued by GDCA ROOTCA ik
45 (RSA). GDCAROOT CA iE45. ROOTCA iE+S (SM2). GDCAROOT CA1, GDCA will serve as
RA by itself, and may also assign another authorized RA.

XFHRBUN RA, JUH LTI 22z E i, AR5, S KIS E 1 i)
EARBGEN . HETTIRIN A A VAEIRS . RGBAT4E4 22 4 PR HARE .

The authorized RA must have a designated and secure operation location that can effectively
prevent and detect unauthorized access; in addition, it must have designated personnel to
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undertake the functions in relation to certification services, system operation and maintenance, and
security management.

AL RA Nl E 5 GDCA — S 2 42 gt s 8 s B, B AR S5 IURE AR
RGUa T4 e SR, AN GVEBERITEAE, R4 GDCA Bl 5 77 vl SEiti -

The authorized RA should formulate the security policies and operation management guidelines
that are consistent with those adopted by GDCA, including service procedures and guidelines,
system operation maintenance procedures, personnel management guidelines etc., which shall be
implemented after confirmed and approved by GDCA.

GDCA H# L RA ZEAT HRL MG VEVML, FAL RA AU I 4% A CPS $3.2 12 R AT
By %) o A& RA BT (9N B2 50 /2 A CPS $5.3.1 [ 83K . [F] 2 4 RA N ARYE A CPS
$ 5.5.2 [P RO SCRY AL S AT AR DR A
An agreement between GDCA and the authorized RA should be reached, under which the
authorized RA shall perform identity authentication strictly according to section 3.2 of this CPS.
Relevant personnel undertaking the RA duties must meet the requirements of section 5.3.1 of this

CPS. In the meantime, the authorized RA must archive relevant documentation and records as
required by section 5.5.2 of this CPS.

GDCA AL RA HIAEME G shib AT 4%, A o 75 4% 4% GDCA 1224
HM p 3z B E AT R ML 950 3l . Wk B i S R . FE IR oL, S IE RN IR AL
RA [RIIZE; @A, U GDCA S7EI {5 sk 28 134 RA HIML 45
GDCA will monitor the certification services provided by the authorized RA to inspect whether or not
its business activities comply with the security policies and operation management guideline
adopted by GDCA. In case any violation of policies or guideline identified, GDCA will notify the
authorized RA to take remediation actions within a given period, should no such actions taken

within the given period, GDCA will suspend or terminate the business of the authorized RA
immediately.

@HT GDCA TrustAUTH R5 ROOT iE+i. #Zh{{ RS 2 CA iE15. GDCA
TrustAUTH E5 ROOT & )4t CA B2 & iIT FE+S, GDCA HATIHALIES RA, A
P AT O RA.

For subscriber certificates issued by the subordinate CAs which are issued by GDCA TrustAUTH

R5 ROOT certificate, #{ZH1{ R5 R CA certificate and GDCA TrustAUTH E5 ROOT certificate,
GDCA will serve as RA by itself, rather than assign another RA.
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4. EBEAEHEBIEESR Certificate Life Cycle Operational

Requirements

H CAMERGE K HFEE, GDCA KM NRALESS . MR IEF 1A 2L
W09 3 BRI I (AR 55 S UEAS A 28O0 0 B SE B LA Bt RAA e A 2
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From the issuance date by GDCA system, individual and organization certificates are valid for a
period no more than 3 years; time stamp server certificates are valid for a period no more than 5
years; equipment certificates are valid for a period no more than 10 years; SSL/TLS server
certificates are valid for no more than 825 days, and CodeSigning certificates are valid for a period
no more than 3 years. A whole certificate life cycle includes the application, verification, issuance,
distribution, renewal, logout, revocation and archiving, etc.

4.1. {EFHIE Certificate Application
4.1.1. VEF 59248 Who Can Submit a Certificate Application

RS FE SEAR A E A NN BA LR N SRS A SR (B [ X BLG Shlk s
2 BARAN R ARSE) o

Entities of certificate applicants may be individuals and organizations with independent legal
entities (such as government agencies, public institutions, social organizations, people's
organizations and other organizations).

4.1.2. A 2 5 $H4E Enrollment Process and Responsibilities

1 UEB MR

1) SRR R ISR .

2) T PURAHR Y RS A RS 47 GDCA FIVENLL (RA B LRA) HEATUES G, IE
WU s S5, NG BORE. F A SN 343 A AN R 1 R G
(NG

3) VEMAL R GDCA FEAZiEFiE K, RN H] 22 i &% 2 GDCA.
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1. Certificates registration process

1) Subscribers shall fill in the certificate application forms.

2) Subscribers shall submit the corresponding application materials to the registration authorities,
i.e. RA or LRA of GDCA, for the application. After reviewed by RA, the request data are
recorded. The reviewer and entry clerk are two different system operators respectively.

3) The certificate requests submitted by RA shall send to GDCA through the secure channel.
4) GDCA issues certificates according to the registered agencies’ requests.

5) RAs deliver certificates to the subscribers in a secure way.

2. Responsibilities

1) The applicants should learn about the agreed-upon matters stipulated in the subscriber
agreement, the CP and the CPS etc. in advance, particularly those in relation to certificate
usage, rights, obligations and warranties.

2) The subscriber has the responsibility to provide real, complete and accurate certificate
application information to GDCA.

3) RAs shall ensure the consistency between certificate application information and identification
which subscribers provided and bear corresponding responsibilities of review.

4.2. EFHIEAR Certificate Application Processing

4.2.1. R P 5 % 5 hEE Performing Identification and Authentication

Functions

4 GDCA JICEMHLIHZ BT 7 I0UER iR, it CPS 3.2 SR, XHT”
HEAT B iR 5
GDCA ZEAL A3 I e, S A T B (R 5 55 TR 2 B A
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%+ ROOTCA(RSA) 5. GDCA ROOT CA iff i . ROOTCA (SM2). GDCA ROOT
CALIERZA I CA FZ K 3T 1 IES:, % GDCA R#E CPS 3.2 45 KiE 31T 1%L
8 BUE BA SCA (1 B () AN I IE 45 e A B0 Bz A5 BoR KA, Il GDCA W%
FARE SO, SSER SR X T B GDCA TrustAUTH R5 ROOT iE+5. %
48 R5 #R CA {E+:. GDCA TrustAUTH E5 ROOT %K [ 2) CA % K [T FHESs,
# GDCA HR# CPS 3.2 48 & M5 A5 1 s 5iE B SCAF R I R AN I 825 R HiZAE Bk
KA, JU GDCA R A BiE B S, B SEBHE R

After GDCA and its registration agencies receive the subscriber’s certificate application, they will
perform identity recognition and verification of identification over the subscriber according to the
requirements of CPS 3.2.

In the process of certificates application, GDCA will take effective measures to ensure that the
certificate information is in line with correct application information, and the certificate is issued to
the right applicant.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1l, GDCA may use the documents and data to verify
certificate information, provided that it obtained the data or document (according to section 3.2 of
this CPS) for a period no more than the maximum validity of the certificates, and provided that no
changes occurred to the documents and data within such time period. For the subscriber
certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #Z i /X R5 48 CAL1Y,
GDCA may use the documents and data to verify certificate information, provided that it obtained
the data or document (according to section 3.2 of this CPS) no more than 825 days prior to issuing
the certificate, and provided that no changes occurred to the documents and data within such time
period.

4.2.2. iEH HiEMAMBAIEL Approval or Rejection of Certificate

Applications

422.1. W B RIEHE Approval of Certificate Applications

GDCA VM HLAL BRI 58 B 1 UE+5 13 Bl A a0 7 BB A 2D BRI F SR ACIE 1 R )=
GDCA i i & AT 1E 2E 5 R A IR+ i
After GDCA's registration authority successfully completes verification steps for the certificate

application and submits a certificate request, when GDCA formally issues certificates, it means
GDCA has approved the certificate application.

WARFFE NIRSEAE, EMALE (RA) AT BAHEAEIESS HH K
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RA will approve the certificate requests, if the following conditions are met:

1. The application shall completely meet the requirements from CPS section 3.2 regarding the
subscriber's identification information and authentication.

2. Applicant accepts or has no opposition regarding the content or requirements of the
subscriber's agreement.

3. Applicant has paid already in accordance with the provisions.

4.2.2.2. IEH EiE IE 4 Rejection of Certificate Applications

WEREATIMEE, M (RAD FELIE HE:

1) ZHIEAFFEA CPS 3.2 KT )7 S i HIAR IR S I L ;

2) HHE ARG E RS I E R R

3) I SO EE AN BREEZ AT P LA SN AR

4)  FRIEE A B AN REE AL B E SORHRE LA 2

5) HIHEIEP A7 ICANNCThe Internet Corporation for Assigned Names and Numbers)
X e gTLD (TRZHR 4% );

6) GDCA sHIEMHUIA L HEZ HiE K 2 GDCA iR il A A Sy sl Bk

If the following circumstances happened, GDCA refuses the certificate application in case of the
following situations:

1) The application does not meet the specifications of subscriber’s identification and
authentication in CPS 3.2.

2) The applicant cannot provide the required identity documents.

3) The applicant opposes or does not accept the relevant content or requirements of the
subscriber's agreement.

4) The applicant has not paid or cannot pay the appropriate fees.

5) The requested certificates contain a new gTLD under consideration by ICANN (The Internet
Corporation for Assigned Names and Numbers).

6) GDCA or RA considers that the approval of the application will bring about controversies, legal
disputes or losses to GDCA.

*§F GDCATrustAUTH R5 ROOT ilE 45 #0248 R5 #2 CA 1IE 15 .GDCA TrustAUTH
E5 ROOT &K WY CA SR MIT FE, R ikmk il B anas kA s, 8¢
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For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT
certificate, #z i R5 #R CA iE$ and GDCA TrustAUTHES ROOT, if the application is prohibited
clearly by laws and regulations, or GDCA considers that there are highly risks to approve the
application, GDCA shall reject it. GDCA establishes and maintains a list of high risk certificate
applicants according to the list provided by anti-phishing alliance, antivirus vendor or related
alliance, government agencies which are responsible for network security affairs and other third
parties, or the disclosure of information through public media reports, or previously rejected
certificate requests by GDCA due to suspected phishing or other fraudulent usage or concerns.
GDCA will query information from the list during accepting certificate application. If the applicants
appear in this list, GDCA will reject their application directly.

For the rejected certificate application request, GDCA will notify the applicant about the failure of
application.

4.2.3. KbFEEF 5 RIS E] Time to Process Certificate Applications

GDCA AL HIEM AU R A S & HE S5 TR RARA AL S E 2, — B
2T P LAIRIARAE S, RAE 2 A TAEH AR R .

VMR BE 75 7E L TR a] ST B Py A BEAIE 45 AR B T IEH I AR R SE . e %
AEFHBAR AT 1 AHICAS B 75 A HumR 82 | GDCA 4 FLEK .

RA authorized by GDCA will make a reasonable effort to check the certificate application
information as soon as possible. Once RA received all the necessary information, it will process the
certificate application within 2 working days.

The capability of the RA to process the applications within the period mentioned above will depend
on whether the applicant has submitted the true, complete and accurate information as well as
responded the management requirement of GDCA in time.

4.2.4. IIENIH#EAL (CAA) Certification Authority Authorization (CAA)

Xt GDCA A i 2 CA/NI Y 2% 1815 EV Guidelines. Baseline Requirements %23k
A LA (SRR SSLITLS E-15, GDCA X 2 &Ik 15 3 8 il 4 37 Jig T o 4 —
dNSName ffl CAA Ikt &, I EIEEWRIMER.
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GDCA 1Rl RFC6844 (£ #iRsk 5065 1£17) MIREALHE “issue”. “issuewild” A
“iodef” HIJBMEFRES: # “issue”. “issuewild” PR A E “gdca.com.cn”, Nl GDCA
AZERFITRIUET: # CAA L L “iodef” k5%, U GDCA 5 HiiEH 1A f5 vk e
e A HMURAES .

GDCA LT %1 CAA ek EHRIME DU N T 2 A 26 1) #£9F GDCA 1Y
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For the publicly trusted SSL/TLS certificates issued by GDCA and conform to the EV Guidelines
and Baseline Requirements of the CA/Browser Forum, GDCA will check the CAA records and
follow the processing instructions found for each dNSName in the subjectAltName extension of the
certificate to be issued.

GDCA processes "issue", "issuewild", and “iodef” property tags according to RFC6844 as amended

tags do not contain“gdca.com.cn”. In case the property tag “iodef” is present in the CAA records,
GDCA will determine whether or not to issue certificates after communicating with the applicant.

GDCA treats a record lookup failure as permission to issue certificates if: 1) the failure is outside the
GDCA's infrastructure; 2) the lookup has been retried at least once; and 3) the domain's zone does
not have a DNSSEC validation chain to the ICANN root.

4.3. FPZ%K Certificate Issuance

4.3.1. ERZERIEPEMIE (RA) FEFINERSHLE (CA) BTN

CA Actions During Certificate Issuance

R CA HIIEH2 K 1 GDCA B A5 N ST IH A AT BRAE 2, i CA $UTIIE
PR IRIE.

TEUE R R FE i RA [ HE 5L FOSIE B B s ik, JRB #0E RA REG0K %
KAEF 5 R KL CA BKIERZ K % . RA K1k CA FIERZ KiEREEAH RA 1
B0 %) 515 SRR, JFH G SRR BEFK CAIEBER R4 .

CA [MIEBR RE{EIR RA IE B RIERSG, XkRE RA G LTSNS
fifss, AT BIIERRERE R, IEHERRGE KT UEF.

GDCA FEftHEIET B2 5, KR . IEBMZR RS B P UGE RS LR i
25 A IE S HEHE T IE T B

iHH GDCA 25 R IIE-SAE 24 /NI A 3K
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A trusted person authorized by GDCA deliberately issues a direct command with respect to
certificate issuance by the root CA, in order for the root CA to perform a certificate signing
operation.

In the process of issuing certificate, the RA's administrator is responsible for the approval of
certificate application, and sending certificate issuance request to the certificate issuance system of
CA via the RA system. Issuance request which RA sends to CA must include identification with the
measures of information security. RA must ensure that the request is sent to the correct CA
certificate issuance system.

After obtaining the RA certificate issuance request, CA certificate issuance system authenticates
and decrypts the requests. For the valid certificate issuing request, certificate issuance system
issues the subscriber certificate.

GDCA will issue the certificate after approval over certificate application. The issuance of the
certificate means GDCA approves the certificate request formally.

In general, certificates issued by GDCA will take effect within 24 hours.

4.3.2. B F AR AR 55 AL W R0 v M AL A XF 3T P B8 2 Notifications to

Subscriber by the CA of Issuance of Certificate

GDCA 2 RHX LR J Uit 75 J 3 FiiT ) -
1. HLTEARJ 1 32 2E AT
2. TR (e-mail);
3. I ED T T A, AT A S s PR T 3O
4. HAth GDCA YN LA wATHIT e
GDCA will take the following notification ways to inform subscribers:
1. Electronic or paper receipt
2.  E-malil
3. Face to face (such as the applicant gets certificate from LRA, etc.)

4. Other secure and practical manners considered by GDCA

4.4. ¥R Certificate Acceptance
4.4.1. R ZAEFH 4T~ Conduct Constituting Certificate Acceptance

L TP ATV BT GDCA TSRS TR 13 R MR, UEH T4
SEHERV R P TIED.
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1. Subscribers access to specialized GDCA certificate service website, then download certificate
to the certificate carrier, that means subscriber totally accepted the certificate after it has been
downloaded.

2. When RA of GDCA downloads the certificate on behalf of subscriber, the downloaded
certificate will be kept in digital certificate carrier. Once the subscribers accept the certificate
carrier, the subscribers accept the certificate.

3. Subscribers have received the way of obtaining the certificates, and no objection of the
certificates or their contents.

4. Subscribers failed to oppose or conduct the operation of objection over the certificates or the
content of certificates.

*f T GDCA TrustAUTH R4 OV SSL CA & GDCA TrustAUTH R4 CodeSigning CA ik

BREERBT e, IR SZ IR RIAT Y-

1. 7 EATVI L TTH) GDCA HEFRSS MR UE S 8, 11 T 8 e BRI AT 1 4%
% VES,

2. GDCA JEMHUFZEIT P vE T, BT R aEaETS, JHTuE-iE i mp & Hofh
GDCA I NTFE T AR LAT 7, BIMRERIT #5532 1 RS

3. WIEER VIHRMIEB T, I B IR ROIE B R IR A A

4. AT SO B IE A A 2R HHR A 2R

For subscriber certificates issued by GDCA TrustAUTH R4 OV SSL CA and GDCA TrustAUTH R4
CodeSigning CA Certificate, the following behaviors constitute acceptance of certificate:

1. Subscribers access to specialized GDCA certificate service website and download the
certificate. When the certificate is completely downloaded, it represents that the subscriber
have received a certificate.

2. GDCA’s RA downloads certificate on behalf of the subscribers, when a subscriber receives a
certificate from RA through e-mail represents that the subscriber has received the certificate.

3. Subscribers have received the way of obtaining the certificates, and no objection of the
certificates or their contents.

4. Subscribers fail to oppose or conduct the operation of objection over the certificates or the
content of certificates.
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4.4.2. B FAEAR G AR SHEF B & A Publication of the Certificate by the

CA

WP 2 AET J5 , GDCA TE 24 /M AHRFZAT JHIEF A A 21 GDCA I H s 95 R4t
@i, GDCA #R¥E Google ) CT %M& Chttps://github.com/chromium/ct-policy), ¥iT /7
g5 BRAE B0 =4 CT k548

GDCA KM F MH RS A EHRI R AT TR RAUE TS o 25 58 U Eits B4 K AT 2]
FHFMRS AT, REE A, R H s RS & B8 B B[R B H RS &
BT R AR AR

After a subscriber receives a certificate, GDCA issues the subscriber certificate to the GDCA
directory service system within 24 hours. As per the Google CT policy
(https://github.com/chromium/ct-policy), GDCA embeds in the SSL/TLS certificates the signature
data from at least three CT servers recognized by Google.

GDCA uses the main and subordinate directory server architecture to distribute issued certificates.
Issued data are directly released to the main directory server, and then through the master-slave
mapping, the main directory server data automatically synchronized to the subordinate directory
server for subscriber and relying party to query and download.

4.4.3. BTN IE AR 45 LA X FoAh SE 4R )38 45 Notification of Certificate

Issuance by the CA to Other Entities

GDCA i MR B AR HoAth SR BEAT 38 2 o HoAth sk w] DLE T M H R 55 2% &
#)3] GDCA B2 Kk HIEUFIET

GDCA and RA will not notice to other entities. Other entities can obtain GDCA'’s issued certificates
by querying the directory server.

45, FHMNANERKIMEA Key Pair and Certificate Usage

45.1. TP IR RUEBRER Subscriber Private Key and Certificate

Usage

WPHESEAZ TIEF RIE %32 T GDCA B K HIED 5, Hl v RS
GDCA. M7 A7 REIBHMM L5550 1T R B EFIET,  ROREUE HAE i 2% 3%
DRAFFLAIEAS X LRI AL B8 G R 2 BB A T
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After the subscribers have submitted certificate application and received certificates issued by
GDCA, they are deemed to have agreed to comply with the terms of GDCA, relying party related

rights and obligations. The subscriber who receives the certificate shall take appropriate measures
to properly keep the corresponding private key to the certificate from unauthorized use.

Subscribers can only use the private key and certificate in the CPS specified range, and under
applicable laws and the subscriber agreement.

For the signature certificate, the private key can be used for the signature of a message. The
subscriber should know about and confirm the signature content. For the encryption certificate, the
private key can be used to decrypt the information which uses the corresponding public key to
encrypt. After the certificate expires or is revoked, the subscriber must stop using the certificate’s
corresponding private key.

For the SSL/TLS certificates, the subscribers undertake an obligation and warranty to install the
certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.

45.2. W AFFEHRE A Relying Party Public Key and Certificate

Usage

MK T BRI T B LSRG, ST L PRI
1. IRIGFECTZE N B RS A5 AT
2. WINZZE A0S LR 5 2 AT (5 AR AE 135
3. i) CRL 5 OCSP i tA %2544 X R HJHIE T 75 e «
4. UEFR FEIE T 6 L4
5. MHIED LR AHRUER 4
6. AL .

When the relying party has received the message with digital signature, the party has the obligation
to carry out the following operations to confirm:

1. Obtain digital signature’s corresponding certificate and trust chain.

2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.
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3. Confirm whether the signature corresponding certificate has been revoked by querying the
CRL or OCSP.

4. Certificate usage is suitable for the corresponding signature.
5. Use certificate’s public key to verify the signature.
6. Check the validity of the certificates.
CAEZEAEAN ARG, HOBT A SRS E R .
HORUTT T L RIRINEAS B RS2 T, 5 3d 2 AR SR A4 52 7 i &
o, ARG AEFHIES BRI APIE BN o ARMTT BOREIN S IE 15 IE RN # 5 B — e Ak 4
327
If the above conditions are not met, relying party has the responsibility to refuse to sign information.

When the relying party needs to send an encrypted message to the receiving party, the party must
first obtain the encryption certificate of receiving party through proper channels, and then encrypt
the information using public key of the certificate. The relying party should send the encryption
certificate and encrypted information to receiving party.

4.6. IEFHFEH Certificate Renewal

UESFRLE A SR UE T 7 (0 A HBHAEATE BB N, T P 2R — 5K
5.

%tF H ROOTCA (RSA) iF45. GDCAROOT CA iE-i. ROOTCA (SM2). GDCA
ROOT CAL iE-R&EK AL CA BT KT FUETS, T o 7 PR e Fi i B
PSR RO FIE B R W5 8, Wil PE4 . UE-BP A S5, 3R R L
PR AR G R .

XITH GDCA TrustAUTH R5 ROOT iE+i. #zhff{ RS #2 CA i+, GDCA
TrustAUTH E5 ROOT 2K M 2 CA TS A BT e, BB F i ZOR AR S5 40K
HIE I —FF . GDCA R4 Baseline Requirements 2R Af A & 75 B FH LT C AR UE (S B -
A AEUEFS SR T, GDCA MRHE CPS 3.2 45 72 SR IESAT A HHE BIE B S I ) A i 825
K H %S B AR KA, N GDCA AJ 48 FH 1240 BIE W S0

Certificate renewal is the issuance of a new certificate to the subscriber without changing the public
key or any other information in the certificate.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, when renewing a certificate, the subscriber no longer
needs to submit certificate registration information, instead, he/she only needs submit sufficient
information which can identify the original certificate, such as subscriber DN, certificate serial
number, etc. using the private key of the original certificate to sign for the renewal application
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information containing of the public key.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #%
4 R5 #R CA iE+S, and GDCA TrustAUTH E5 ROOT, the requirements and procedures for
renewing the certificates are the same with those for the initial certificates request. GDCA confirms
whether or not to use the previously validated information according to the Baseline Requirements:
GDCA may use the documents and data provided in section 3.2 to verify certificate information,
provided that it obtained the data or document from a source specified under section 3.2 no more
than 825 days prior to renewing the certificate, and provided that no changes occurred to the
documents and data within such time period.

4.6.1. R EH R Circumstances for Certificate Renewal

X+ GDCA 2Kk 451 FHHIIESS, 1T P f R B AT AT UE 5 5 .

Xt H ROOTCA (RSA) ik, GDCAROOT CA iEfi. ROOTCA (SM2). GDCA
ROOT CAL IEHEKII TS CA P K MiT i+, 1T/ A5 1] GDCA EA5 AR 5519
2 # %) GDCA HJEMHUBEATIES R i HIFIEBEH LR IHESEMEL, &
gizx BRI E R .

X i GDCA TrustAUTH R5 ROOT it ##hf{t R5 # CA iE+:. GDCA
TrustAUTH E5 ROOT &K [ 2 CA BRIV k45, 3T 7 i 45587 H i A 2R 4852
HMHE e UEBIEHE, 17 D ATE BT B HTETS .

XFF SSLITLS iE+:, GDCA #3211 FEA R AR i EHE . 1T HiEHE
WrEF I, GDCA FXHT P RS s AT I &, DA G2 B985 8, iou s i,
WU ZESRAT SR ASHT A ZER I #

For the subscriber certificates issued by GDCA, the subscribers need to submit the certificate
update request before the expiry of the certificate.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CAL1, the subscriber can access the GDCA Certificate Services
Website or GDCA Registration Authority for certificate renewal application before expiration.
Applicant for certificate renewal has no need to fill in the registration information, while the system
will automatically obtain the information.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #(%
FJft R5 R CA iE1, and GDCA TrustAUTH E5 ROOT, when renewing the certificates, the
subscibers shall submit the registration information as they do for the new certificates requests. If
the certificate had expired, the subscriber must apply for a new certificate.

For SSL/TLS certificate, GDCA accepts the subscriber to apply for certificate renewal without
updating the key. When a subscriber requests to renew a certificate, GDCA will check whether a
key submitted is a weak key, and will require the subscriber to renew the key pair if the submitted
key is proved to be weak.
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4.6.2. B RIEPBEHHIL4E Who May Request Renewal

SRR ST 1 SEARORIEAS T 7

The entity who requests certificate update is the subscriber.

4.6.3. IEFBEIERAILE I Processing Certificate Renewal Requests

SHFIEB R, HAAES AR AIERAE. 5. ZRIUET . X i 50 e R % 5]
T AR LA T -
WP R IEAE/E ST H i GDCA AT K
BRAIFUE 5 5 HT I SRAE VT ATHABR 9 5
BT IRENHME BT S 255

w poE

For certificate renewal, its process includes application and verification, identification, and issuance
of the certificate. The verification and authentication of application shall be based on the following:

1. The original certificate of subscribers exist and issued by GDCA
2. Validate the certificate update request is in validity period.
3. Identity verification based on the original registration information.
TE LA B0 R %5 )i 1 J5 GDCA A AT HEHESSE R AIE 15 6
FEUEFS BRI, 77 AT LU JEA AL SR BE R SR AT 4544, GDCA K<t FH i
AN TR AR I A P BT IR R At R — P 0 B N A

GDCA can issue certificate only if all the verification and identification above are passed.

When the certificate is updated, subscribers can use the original private key to sign the update
request, and GDCA will verify and identify the validity, legality and uniqueness of subscriber’s
signature and public key, user information of the update request.

® I/ HITE(E BT, CA AT AP 4 AT AE
® I FEMME RIEA KAER, CAFET HIEAEME EX H AT 28 5 8 e+

® Subscriber signs off the application information, and CA verifies signature by the original
certification’s public key.

® There is no change on subscriber's registration information, and CA issues a new certificate
based on their original registration information accordingly.

AT PLE B — B AAATE 1 S AR EA T UE S0, $8AC CPS 55 3.2 i %
SKARASAH L FE S B E AN B E B 55 kL. GDCA FEAT R[50 T &S Al 41X Fh ] 46 1iE -5 H
T A 205 ZCAE e 5 S8 T IR () 5 0 A 2R T B
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Subscribers can also choose the initial certificate application process to apply for the certificate
update, and submit the application and identification information required based on CPS 3.2. In any
cases, the identification of initial certificate application process will be used for the method of
certificate update.

4.6.4. MR IE BT P B4 Notification of New Certificate Issuance

to Subscriber

[F A< CPS i 43.2 75,

See CPS Section 4.3.2.

4.6.5. MIREZEHIERRITA Conduct Constituting Acceptance of a

Renewal Certificate

[F A< CPS %5 4.4.1 75,

See CPS Section 4.4.1.

4.6.6. HFIMNERES VX EFES R KA Publication of the Renewal

Certificate by the CA

[A 4 CPS % 4.4.2 715,

See CPS Section 4.4.2.
4.6.7. TN E IR S HL A *F H A s24R f 8 4 Notification of Certificate

Issuance by the CA to Other Entities

[F4x CPS 2 4.4.3 5.

See CPS Section4.4.3.

4.7. EBFEHEH Certificate Rekey

WEBEHE BT P i A S 55 4 il — X A I R iE N AR R — NN
1,

UE 0% BH S i O TR PR S UE By AME 2, T P A R U JEAIE B R 45 S
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AT P B A IER AT SRR LAV RHIE P R R 2 4 5, JF g
2B IR RORIE .

Certificate Rekey refers to generating a new key and requesting to issue a new certificate for the
new public key by the subscriber or other participants.

When the certificate key is updated, the subscriber has no need to submit the registration certificate,
while can only submit sufficient information that can identify the original certificate, such as
subscriber's DN, certificate serial number, the certificate key renewal signature of the original
certificate's corresponding private key, and send a new public key for applying a new certificate.

4.7.1. EBZHEH B Circumstances for Certificate Rekey

GDCA HJIEA5 % P E B (H AR T LU 5 -

1. UE-PS AL B R M AU IR 15

2. R

3. ETHOR. BURZAFK, GDCA ZRAEF#HEH

GDCA certificate re-key including but not limited to the following circumstances:
1. Revocation certificate due to private key leakage.

2. The certificate expires.

3. GDCA-requires certificate key update based on the security reasons of technology and policy.

4.7.2. ERIEBHZEHE I HIELHE Who May Request Certification of a New

Public Key

SR 1S 8 TS B S TE 13T

The entity who requests re-key is the certificate subscriber.

4.7.3. EBHEHEEFERMAIE Processing Certificate Rekeying Requests

GDCA XFIFE 555 5] 5 3515 SR 1) A FRAE 1 31F 5 58 51 SR A PRI FE 52 1 o
GDCA IF 525 4H 5 351 SR ) A IR AL [E] A CPS &8 4.6.3 i ik .

The process of certificate key update request is completed by the process of certificate update
request in GDCA.

The process of GDCA certificate key update request is described as CPS section 4.6.3.

69



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%-U\-‘L[E—\J-k%%m)rlu (V5. 0 ﬁ}i)

4.7.4. MR BE-BE T P B384 Notification of New Certificate Issuance

to Subscriber

[F] A< CPS i 43.2 75,

See CPS Section 4.3.2.

4.75. ) A 2 B AT HE B RI4TA Conduct Constituting Acceptance of a

Rekeyed Certificate

[A] 4 CPS % 4.4.1 715,

See CPS Section 4.4.1.

4.7.6. F AR AR S5 A1 X 85 4 38 Bk 5 7R & A\ Publication of the Rekeyed

Certificate by the CA

WPESZAEAS JE, GDCA fEHANE A 8] R 0T 7 B8 A MR & A 2] GDCA
(K1 H R S5 R 5E

After subscribers receive a certificate, GDCA will issue the subscriber updated certificate to the
GDCA directory service system in the specified time.

4717, B, T I\ AIE iR 55 B #) o i SE A 38 45 Notification of Certificate

Issuance by the CA to Other Entities

[F]A CPS %5 4.4.3 14,

See CPS Section 4.4.3.

4.8. iFFHZFE Certificate Modification

UEFAE B ARG, 1T R AU /R EIE S . GDCA AT 452550 R H HIEF
A AR B T 3K

When there are some changes over the certificate information, subscriber shall apply for the
certificate again. GDCA will not accept the request of modification on the certificates which are
already issued.
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4.8.1. IE AT )57 Circumstances for Certificate Modification

GRAT PSR REANME BR A A, a2 GDCA i HHiEF5 32 5

U SRAEAS RS B AR S T RERZMRLT P ABUR S5 I A, AT AN g FRARIE AR
5, AR LTS, I IR L

RS2 B B S AIE P B Pl (R RE . 2% — B0

If the registered information which subscriber provide has some changes, the subscriber has to
submit the certificate modification to GDCA.

If information contained in the certificate changes that may affect the rights and obligations of
subscribers. The subscriber cannot apply for the certificate change, and he/she can only revoke the
certificate then apply for a new certificate again.

Both the procedures and conditions of the certificate application and modification are the same.

4.8.2. HRIEHZRE 524k Who May Request Certificate Modification

T RAE AL B [ SEAONIE AT

The entity who requests the certificate modification is the subscriber of the certificate.

4.8.3. EPEFIHERAIAEHE Processing Certificate Modification Requests

E AR S A IR AT TR 5 A M AR AT AL B

The certificate modification is processed following the registration procedures where the first
application for a certificate.

4.8.4. R BEBE T P B8 % Notification of New Certificate Issuance

to Subscriber

[F] A< CPS % 4.3.2 5.

See CPS Section 4.3.2.

4.8.5. M EZZEIEFH 4T AN Conduct Constituting Acceptance of

Modified Certificate

[F| A< CPS % 4.4.1 5.
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See CPS Section 4.4.1

4.8.6. B INERS I ZREIERK ZAA Publication of the Modified

Certificate by the CA

W PRAZIET 5, GDCA FEHHFE I 8] REZAT P IEFS A AT 2] GDCA 1 H sk i
%R G

After subscribers accept a certificate, GDCA will issue the subscriber certificate to the GDCA
directory service system in the specified time.

48.7. BTN E AR 45 LM Xt Fo At Sk 4k 3@ 45 Notification of Certificate

Issuance by the CA to Other Entities

[A] 4 CPS 2 4.4.3 5.

See CPS Section 4.4.3.

4.9. EPBEEFERE Certificate Revocation and Suspension

49.1. MEHEES KIS T Circumstances for Revocation

4.9.1.1. T PERE#ERER Reasons for Revoking a Subscriber Certificate

A HILLL BB — P Z Fl, GDCA WAZITE 24 /N2 PR IE 15 -

VTP LA T 205 SR A IE 15

15T GDCA S RIE i SR A B HABEIE ) 25 AT 9

GDCA k15 T iEdE, E B S5UEH A0 AT A HE ) 1 it

GDCA $K15 T iE#E, EBIXHE 54 FQDN 5k IP btk (138 44 52 B sl d il AL B8 EAS
LA A o

LT B i —FECZ B, CA RITE 24 /NI IS IE TS, HALZITE 5 R
PRSI T

1. FPARFESF 4 Baseline Requirements 25 6.1.5 %5 J2 5 6.1.6 1 AIAH CEE 3K,

2. GDCA %45 1 uk-4538 2= H 1 UE 4 ;

3. GDCA ZRZEI FE KR 7 il P ¥l CP/ICPS H1f)—IiE £ Wi K 54T

4. GDCA $R7& 7T 8 FQDN ZX IP Huhik ()48 F R B e vl (o, BB ok

A w0 PR
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10.

11.
12.

i 8 LB 1 S A v I A R A A T, SR A2V E T NS R N BOAR G VFR TT K
MRS A 25 1k, BRI T N AR D SE T4 )

GDCA 3R il F AFUE 4 F T 4500 B R 1k 1R 9 14804

GDCA FREBIUEA i 5 2 th I H KA 1L

GDCA K RAIE P %5 & K REFF & Baseline Requirements %5k 5{ GDCA [ CP ¢ CPS;
GDCA VAT AT Bl 15 0 H BRAEGE 5 R 5 B v RS R
mmAWﬁB%mewWme ZERAETIBRU TR AL, s sl 2k, BraE
HAks:4E4 CRLIOCSP 15 B

CPS R ST B AT HHEIR B AT FUAMIAAG; BARRE, tHRENLEGEE R, %
i MR BRI A BUGAT )Y s e A N 1R RO F H A
YA bR

GDCA C&JEATHM )G, T PR EAIRS P

CA B A I T Al 1T P FABH M R SIS UE N 70, SRR TR IR A 42 U th
THEASME (40 Debian §5% %], W.: http://wiki.debian.org/SSLkeys), Bif7{ER
BRIUESE , ERH AR AR I 7 VR AT R

GDCA shall revoke a certificate within 24 hours if one or more of the following occurs:

1.

2.

The subscriber requests in writing that GDCA revoke the certificate;

The subscriber notifies GDCA that the original certificate request was not authorized and does
not retroactively grant authorization;

GDCA obtains evidence that the subscriber's private key corresponding to the public key in the
certificate suffered a key compromise; or

GDCA obtains evidence that the validation of domain authorization or control for any
Fully-Qualified Domain Name or IP address in the certificate should not be relied upon.

GDCA should revoke a certificate within 24 hours and must revoke a certificate within 5 days if one

or more of the following occurs:

1.

2.

The certificate no longer complies with the Baseline Requirements section 6.1.5 and 6.1.6;
GDCA obtains evidence that the certificate was misused;

GDCA is made aware that a subscriber has violated one or more of its material obligations
under the subscriber agreement and CP/CPS;

GDCA is made aware of any circumstance indicating that use of a fully-qualified domain name
or IP address in the certificate is no longer legally permitted (e.g. a court or arbitrator has
revoked a domain name registrant’s right to use the domain name, a relevant licensing or
services agreement between the domain name registrant and the applicant has terminated, or
the domain name registrant has failed to renew the domain name);
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5. GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate fully-qualified domain name;

6. GDCA is made aware of a material change in the information contained in the certificate;

7. GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or GDCA's CP or CPS;

8. GDCA determines or is made aware that any of the information appearing in the certificate is
inaccurate;

9. GDCA’s right to issue certificates under the Baseline Requirements expires or is revoked or
terminated, unless it has made arrangements to continue maintaining the CRL/OCSP
repository;

10. The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as
natural disasters, computer or communications failures, changes of laws and regulations,
government actions or other causes beyond the reasonable control, causing threats to the
information of others;

11. Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
subscribers to pay; or

12. GDCA is made aware of a demonstrated or proven method that exposes the subscriber's
private key to compromise, methods have been developed that can easily calculate it based
on the public key (such as a Debian weak key, see http://wiki.debian.org/SSLkeys), or if there
is clear evidence that the specific method used to generate the private key was flawed.

KAETFHIET, %tT GDCA ETRS R FHKET, #lln CA. RA. ZHLA
BB RS B CBHERS RS IRS A RER) MHERES, 7L HAE .
1. GDCA 5 RA. 23 52501 HIPh & BB KA U8 s
2. AEBRPAKE R E BE BB R A T E
3. HTHEHMTEE.

If the following circumstances occur, for the certificates using in GDCA certificate service system,
such as certificate using in CA, RA, LRA or other services entities (including equipment using
certificate in service system), GDCA can revoke the certificate:

1. Agreement between GDCA and RA, LRA has changed or terminated.

2. The private key of the certificate has been compromised or is suspicious of being
compromised.

3. The management consideration.
UEFT P R B R SEIE AR 22 4 R A1, BISZEIE A GDCA HEAT R «

X SSLITLS MRZ#FUET, #HHBLLL TR —TE LIEE, W H T e

=

1. FEAEAT GDCA 7350IE i b sk 44 52 1P Ml ) 4 S TR B Fe V(O RS R , tands
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A1 A P AR BRI VR Bl A WU Y . I LR 1 & 20 21k
I TR SR A IR

GDCA 1351 — ANl B AT UE T3 F SR IAIE— MR VE PR R T 1 71844

GDCA HI THANFE R 210217, I HARZHEHAR CA SRR UE 5 1 SCRF R A
GDCA % RAE-T AR O Jmi sp sy e 1k, BRIk GDCA Tl zeflE, 4k:4k
# CRL/OCSP;

TEF AR Py 25 sk 2t i 1 5% L FH 00 B 7 i 7 AN T 4 52 F XU

If certificate subscribers discover or suspect the security of private key of the certificate has been
compromised, they shall immediately notify GDCA to revoke the certificate. For the SSL/TLS server

certificate, if the following one or several cases have occurred, GDCA also needs to revoke the

certificates:

1.

The situation which of GDCA knew domain name or IP address in the certificate no longer
allowed been used by law, e.g. the right of registrar’s domain name has been canceled from
court or arbitration organization; or fail to renew the domain name etc.

GDCA knew a wildcard certificate was used for a fraudulent misrepresentation sub domain
name.

GDCA terminates the operation for some reasons and doesn’t arrange other CA to provide for
supporting operation of revocation certificates.

Unless GDCA make special arrangements, GDCA will continue to maintain CRL/OCSP, under
the circumstance of that GDCA's right to issue certificate has been expired, revoked or
terminated.

Technical content or format of certificate causes unacceptable risks for application software
vendor or relying party.

49.12. F% CA EHRBEASERE Reasons for Revoking a Subordinate CA

Certificate

BN L B — R, GDCA ZITE 7 K2 WA F 2% CAETS:

GDCA 343 TiEdlE, EMSUEB AP BH) h 2 CA RE R 7 H1%E, BAHME
Baseline Requirements 28 6.1.5 %5 J2 5 6.1.6 1 FRIAH K 5

GDCA Fif5% 1 IEA5 18 3% H AIE S

GDCA RBIFH % K R BERT & Baseline Requirements %3k, kb2 CA KRG 4
CP/CPS;

GDCA Y RAEATHIAE 2 CA IEF T M5 BEAER . AESLE A =S,

GDCA i FHEMIRERFIRIZE, HARS 57— CA BRI ASE I P IR 55 5

75



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%-U\-‘L[E—\J-k%%m)rlu (V5. 0 ﬁ}i)

6. GDCA {X 4 Baseline Requirements 25 & EF HIA 1 %%, BN B &1k, Bk
H A B 4EH CRL/IOCSP {5 B .
GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1. GDCA obtains evidence that the subordinate CA’s private key corresponding to the public key
in the certificate suffered a key compromise or no longer complies with Baseline Requirements
of Sections 6.1.5 and 6.1.6;

2. GDCA obtains evidence that the certificate was misused;

3. GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or that subordinate CA has not complied with the GDCA CP or CPS;

4. GDCA determines that any of the information appearing in the subordinate CA certificate is
inaccurate, unreal or misleading;

5. GDCA ceases operations for any reason and has not made arrangements for another CA to
provide revocation support for the certificate;

6. GDCA's right to issue certificates under Baseline Requirements expires or is revoked or
terminated, unless GDCA has made arrangements to continue maintaining the CRL/OCSP
Repository.

4.9.2. & SRAE B34 324k Who Can Request Revocation

5 SR AUE P IES SeAR AT L FEMILI . GDCA. & FlVENIFIAZAL =R B o 4k,
Wi Tr BB FR AR R B s LA AR ) 28 =07 mT DRSS UE P a4k . 5 A
GDCA & BB i 45 IE

The subscribers, RA, GDCA, or judicial officials authorized by judicial institutions can initiate
revocation. Additionally, relying parties, application software suppliers, anti-virus organizations and
other third parties may submit certificate problem reports informing GDCA of reasonable grounds to
revoke the certificates.

4.9.3. A E K IR FE Procedure for Revocation Request

4.93.1. 3T P 3R Hi4EY 5115 The subscriber actively proposed to revocation

application.

1 VTP LA BR AR P HCeS v, VMM LA R S FR A R SR ) 5 43 A S A
FOECE/
2. VEMHUAEE PR 5 R IEAC 4 GDCA, H GDCA 58 Bl -
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3. GDCA #&ff 724 /NN HUIE PSR FRIE i 2%, 1T Aradiad LA J7 2R s J -
® E-mail: webtrustreport@gdca.com.cn
o Ty (EHNHIX): 95105813
® LSS ([HERHX): +86-18929559132
GDCA W E FRIE 5 24 /N P Ab BEACRS FR S o

1. Subscribers may submit the revocation request to the RA and the RA will verify the identity of
subscriber and the delegated party.

2.  RA submits a revocation application form to GDCA and GDCA completes the revocation
operation.b

3. GDCA offers 24x7 certificate revocation requests service, and subscribers may request the
revocation of a certificate through the following ways:

® E-mail to: webtrustreport@gdca.com.cn
® Call: 95105813 (China Olny) or
+86 -18929559132 (For International Areas)

4. GDCA will process the revocation requests within 24 hours after receiving.

4.9.3.2. T P HRE RS IE S The subscriber is forced to revoke the certificate

1. 4 GDCA BUEMHIIA A CPS4.9.1.1 AR 2 ih 75 ZMUEY T - BIE-FiRF, GDCA B
FEMHURA A N DT DB P 8 52 I RE SR s UE 15
2. TEIEPB#EH)S, GDCA BUEMBUMR BTG 1, QARFMAE. BiEs%, @R
ZAT PR O R (B e o 2 R BEIREE T I, AR LSS R, GDCA
X SR (IR A R S I Pl R AT A 4
3. GDCA $&t 724 /N FRIIIE ) [l R 5 A AL BRI AR o
4. M7 FRENRG . RO B BRI S5 B =07 R IS T e AR LE ]
A, RNV LB BE IR . R A UE B T TSR L 5, T
i BT 5 AT 1) R
® E-mail: webtrustreport@gdca.com.cn
® Hifi Sl (EPAHIX): 95105813
® mMiE S (EPrHLIX): +86-18929559132
GDCA W J5, £ 24 /N XS ZIEFS [ @R i WA TR, JFEE T LT AR
HEAR L E 2 TS B E 5
(D ks e
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(2) L R H B ORI

(3) AR B R IR S

(4)  FHJ5F GDCA CP/CPS FHT F #h &5 AH SR VG TG 175 L 5
(5)  BUATVEENER A o

When the GDCA or RA has a reason stated in section 4.9.1.1 of this CPS to revoke a
subscriber certificate, related person of GDCA or RA can revoke the certificate through internal
formalized process.

After the certificate revocation, GDCA or RA will use appropriate ways, including mail, phone,
fax to notify the final subscriber that the certificate has been revoked and the reason why to be
revoked. If we cannot contact subscriber, if necessary, GDCA will publish the information of the
revoked certificate on its official website.

GDCA maintains a 24x7 certificate problems reporting and processing procedures.

The relying parties, judicial institutions, application software providers, anti-virus organizations
and other third parties may contact GDCA timely through the following ways in case they found
any suspicious problems in relation to the certificates, such as private key disclosure or
suspicious disclosure, certificates abuse, the use of certificates to sign suspicious codes etc.

® E-mail to: webtrustreport@gdca.com.cn
® (Call: 95105813 (China Only) or

+86 -18929559132 (For International Areas)

GDCA will investigate the reported problems of certain certificates within 24 hours of receipt, and

will

decide whether or not to revoke the certificates based on the following criteria:
(1) The nature of the alleged problem;
(2) The number and frequency of certain certificate problem reports received,;
(3) The entity making the reports or complaints;

(4) Subscribers’ compliance with the GDCA CP/CPS, the Subscriber Agreement, and other
relevant specifications;

(5) Compliance with existing laws and regulations.

4.9.3.3. B AEIR S VLA A SHEH HIH4S Revocation of electronic certification

o1 2 e 1 R 2 k45 GDCA 19 4% CAIE+, %% it

service organization certificate

%tT- GDCA [IARIE BRI ZAE 15, GDCA HARA CPS [#l 5 v i A& T RS i 15 .
[ 5% 04 P R 5 I

HH}*

PATHIEH -
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For GDCA’'s Root CA certificates and Subordinate CA certificates, revocation will be determined
according to this CPS. For the subordinate CA certificate issued by a Root CA of OSCCA,
revocation must be determined and performed by OSCCA.

4.9.4. HEETE R % PR3 Revocation Request Grace Period

0 SR H D i A T R RS E SR A, U SR AU R I AT TR 8
/N BB o AL AR iR R (R 4R 2SR A AR AZ BRI 48 /N R Y

If key exposure occurs or suspected occurs, revocation request must be submitted in finding
leakage or leakage suspicion within 8 hours after key exposure or suspected exposure is found.
Revocation requirements caused by other reasons must be made in within 48 hours.

4.9.5. B AR AR S HL A A B8 5 SR BB R Time Within Which CA Must

Process the Revocation Request

GDCA AR 1H KN YN 24 /N

The cycle of GDCA processes revocation request is 24 hours.

4.9.6. TR EIE B ZESR Revocation Checking Requirements for

Relying Parties

GDCA $E /e LR IR B, Ml nT 72 GDCA 1M it 47 28] .

GDCA provides online query on revocation status. The relying party can query on the GDCA
website.

49.7. CRL RAFHIZE CRL Issuance Frequency

% T i ROOTCA (RSA) iF45. GDCAROOT CA iE+5. ROOTCA (SM2). GDCA
ROOT CAL iE-PZK KL CA P & IT FHESS, CRL KAFEHIN 8 /Iif, CRLA
BRI ANEIL 24 /N

XITH GDCA TrustAUTH R5 ROOT ik, ##hff{ RS # CA i+, GDCA
TrustAUTH E5 ROOT 25K [ 4% CA T8 K IIAT FE+5, CRL & AR & 3 24 /N, CRL
A E AN 48 /N, H. nextUpdate 7 B B ANEE H thisUpdate {EL ) 10 K LA L.

XFF gk CAETS, GDCA ) CRL &AEMIN 12 N H o WRAEHE 2 CA EF,
GDCA 7EH4H 5 24 /N2 WS 3# CRL, H. nextUpdate B¢ FMEANEE Y thisUpdate {1
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12 AMHU kS
FERSIR S AU LR AT DME CRL ST EIA= 20 (R R 2 AL 5 2 AF BEUS ARAIE ), CRL (K57
RIAE 2 GDCA il 5E 1 R A TR W 5E o

The subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, the CRLs are issued every 8 hours and are valid for no
more than 24 hours.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, %%
B4 R5 #R CA iE+5, and GDCA TrustAUTH E5 ROOT, the CRLs are issued every 24 hours and are
valid for no more than 48 hours, and the value of the nextUpdate field is not more than ten days
beyond the value of the thisUpdate field.

For the subordinate CA certificates, GDCA updates and publishes certificate revocation list (CRL)
every 12 months. In case the subordinate CA certificates are revoked, GDCA updates and
publishes the certificate revocation list (CRL) within 24 hours after the revocation, and and the
value of the nextUpdate field is not more than twelve months beyond the value of the thisUpdate
field.

However, CRL can come into effect immediately determined by release strategy made by GDCA in
special emergency circumstances (assuming that the network transmission condition can
guarantee).

4.9.8. CRL KA W5 ki J5 i 18] Maximum Latency for CRLs

GDCA 1] CRL & Ai e K Ji B 18] R AT B B 2 G Y 24 /NEF Y .

Maximum latency for GDCA's CRLs is 24 hours after release cycle.

4.909. ELZ RS EHKY AHME Online Revocation/Status Checking

Availability

GDCA [AlIE 5 1T F* R 7 $2 1 76 26 10F TR A A ) il 55 . OCSP i B 20 745 &
RFC6960 {1213k, I H i OCSP M55 #8%544 . OCSP R4 &8 Ml 1 5 IEAE B R AS I IE
FmE—4 CA &k, OCSP k45 & ik 4 & — > RFC6960 & X )3y
id-pkix-ocsp-nocheck f1#™ fE 37 .

GDCA supports OCSP responses for subscribers and the relying parties. The OCSP responses
conform to RFC6960, and signed by an OCSP Responder whose Certificate is signed by the CA
that issued the Certificate whose revocation status is being checked. The OCSP signing certificates
contain an extension of type id-pkix-ocsp-nocheck, as defined by RFC6960.
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49.10. FELRESEWESR Online Revocation Checking Requirements

PR LA E TR T ), GDCA BA 1 B ATAT AR .

GDCA $2it Get Al Post PiFH /77y OCSP & ifi 55 -

ST FEFS, GDCA F/b UK 5 H OCSP {5 .. OCSP Ml b ff) KA B4 10
Ko XTOEMES IR+, LEPEEH OCSP.

X1 CA LY, GDCA %4k 12 4> BHr OCSP {5 5. i+ 4% CA IE+H
I, 7 24 /N BEET OCSP {5 2.

XFFARZER LIRS A WIERK, GDCA AiR[El “good K7
Users may feel free to inquire status online. GDCA does not impose any access limits.
GDCA offers the OCSP service using both the Get and Post methods.

For subscriber certificates, GDCA updates the OCSP information at least every four days.OCSP
responses from this service have a maximum expiration time of ten days. For the revoked
certificates, OCSP status will be updated immediately.

For subordinate CA certificates, GDCA updates the OCSP information at least every twelve months,
and within 24 hours after revoking a subordinate CA certificate.

GDCA does not respond with a "good" status for the request for status of a certificate that has not
been issued.

49.11.  BEE BRHEMEATER Other Forms of Revocation Advertisements

Available

GDCA ARt (5 B H Al A AT

Currently GDCA does not provide other forms of announcement about the revoked certificates.

4912. B W EK K B E R Special Requirements related to Key

Compromise

FRA CPS 5 4.9.1 WHUE TSN, 24001 P BEMHLR A5 5 B C 42 s el v]
BE L REIN, AU ] GDCA 2 HIE B A % K .

Except for the case described in CPS Section 4.9.1, when certificate key of subscriber or RA has
been or may have been lost, certificate revocation request must be made to GDCA immediately.
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49.13. iEPEEAERE Circumstances for Suspension

AEH]

Not applicable.

4.9.14.  ERIUEFHEREK SR Who Can Request Suspension

AEH

Not applicable.

49.15.  EHEIFERKREE Procedure for Suspension Request

ANEH

Not applicable.

49.16. EHEARIFRFRH] Limits on Suspension Period

ANEH

Not applicable.

4.10. EFIRASIRSS Certificate Status Services

410.1.  BAEHFME Operational Characteristics

AL CRL. LDAP. OCSP #EHINEFRRAS, Bk 75 sURIE R A AR S5 B 1%
ST U SR A A B A T 2 B TR) 5 Kb ETL R

X FHERE BUETS, GDCA TEUET RHIRT AMIER HAE CRL H A iIdk. GDCA
AR CRL HRARAS 25 44 1IE i i i i %

GDCA Al OCSP i 4% #5 Hh R id 3% o

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate state
services described above should have reasonable response time and concurrency process
capability for query request.

For the revoked certificates, GDCA does not remove their revocation records from CRL prior to
expiration of such certificates. GDCA does not remove the revocation records of code signing
certificates from the CRL.
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GDCA does not remove the revocation records in the OCSP responder.

4.10.2. RS AT A Service Availability

GDCA $2fft 7%24 /o FHIE IR S A WIAR S, How REis () ANE IS 10 b BPZER 2% 7o
VRIS OL T, 1T 7 e S 3R A5 B RS A AR SS

GDCA provides 7X24 certificate status query services, and the response time is of ten seconds or
less. If the network is permitted, the subscriber can timely obtain certificate status query services.

4.10.3.  WJIESFE Operational Features

UEFIRES 1 HoAh ATk ik 5577 91T M H] GDCA fi5 € 1) CRL Hidik, it H k5%
RS RS, AWIE T E CRL BIAM, HHATIEFRES KA,

Other optional service of certificate status for subscriber is using CRL address which is specified by
GDCA. The subscriber can query and download CRL to query certificate status locally through
query system provided by the directory server.

4.11. IT453R End of Subscription

IS R AL LU G L

1. HiT IR A GDCA SREBEHIE U AIEFS, WAZil[A] GDCA $2 i EFHH i Fi i
FIETLFE A CPS 28 4.9.3 TiWHIE . GDCA MEHIET S, RKAIT AT A T A IE
&R

2. HUEPANONGARIG, 1T RIGN S50 55 Hewt, RBIT P T AT N IE SR

3. UL ROV, SO RATUE S R B P R, Rl AT AT A

The following conditions shall be deemed that the user terminated the use of the certificate services
provided by GDCA:

1. When the subscriber stops using certificate provided by GDCA, an application of certificate
cancellation must be made to GDCA. The application process is described as CPS Section
4.9.3.After GDCA revokes the certificate, it indicates that the subscriber’s ordering behavior
has been formally terminated.

2. After the expiration of the certificate, if the subscriber doesn't pay the renewal service fee, this
indicates that the subscriber’s ordering behavior has been formally terminated.

3. After the expiration of the certificate, if the subscriber has not carried out certificate or key
update, it indicates that the subscriber’s ordering behavior has been formally terminated.

— H P AEUE A ROW A 2 1B 48] GDCA FIEFIAUEAR DS, GDCA FEALHEH 28 1ET% 3K
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Jei s R SERHEZAT T BIEPRE, IR CRL AT SR 34T KAl : GDCA FRAHTC AU Ik
PR IR I WIRAT W S5 TR 5 FIE S KA ST 7 Bt AT A

Once the user terminates the use of GDCA certificate authentication services within the certificate
validity period, GDCA will revoke the certificate in real time after approves on his or her request for
termination, and release in accordance with the CRL distribution strategy. GDCA will record the
process of revoking certificates in details and archive the certificates whose subscription is over and
the corresponding subscriber's data regularly.

4.12. BHER. M5 KE

Key Escrow and Recovery

4121,  FHLER. B 5RE RS 5478 Key Escrow and Recovery Policy

and Practices

%tFH ROOTCA (RSA) iF45. GDCAROOT CA ifE-i. ROOTCA (SM2). GDCA
ROOT CALEHZE K2k CA i K AT iE+:

GDCA ZERIT P s FIASTT P (B ik PR E RS 42 %A% . 1T P T AT
GDCA AT AT AR RS 44 B A 1A SCHRAE o B T35 24 FABHIEL 2R BT U 3 0% R 1T
H C7k$H, GDCA X A& H 5T

EFT R INE % B GDCA AT 1)) R B B O REA R, IRl
RAAEAEH P OTE . IR P R ERE NS %R, ATLAA GDCA i
HRE NS, GDCA LR R B E R OIEE . A, B2 P IS, N
VTP A LR 2% 25

UEPRT PRI 4 B I B TT 7 AT, GDCA ANE3Z1T 28 4 S AT AR A

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1:

GDCA requires subscribers to generate signature key pairs by their own certificate carriers.
Subscribers can authorize GDCA to generate signature key pairs and other related operations.
Subscribers shall undertake the responsibilities by themselves for the losses incurred by the loss of
signature private key, and GDCA refuses to take the corresponding responsibilities.

The certificate subscriber's encryption key pair which is applied for by GDCA on behalf of the
subscriber is generated and also managed by Guangdong key management center. When the
certificate subscriber needs to recover the encryption key, the subscriber may apply to GDCA for
recovery. GDCA will accept the subscriber's application and help the subscriber recover his or her
encryption key according to the corresponding rules and procedure of Guangdong Electronic Key
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Management Center.

Subscribers shall keep signing key pairs by themselves. GDCA does not provide the key escrow
and recovery services for subscribers' signing key pairs.

X H GDCA TrustAUTH R5 ROOT iF45. #(%hf{X R5 @ CA iF15. GDCA
TrustAUTH E5 ROOT 28K i) 2 CA A& K BT P IE -

TP BN BT 7 BAT AR . G SRS X 2 iR A7, GDCA B3R 1T /7 b2
15 FH G AR BRI FIPS 140-2 55 — 200 ZER I B5 A8 A2 35 IR E FAEH, JR 2 ORIEXT AL EHIN
ME—45. 1T AZHE GDCA AT AT A B B Al CSR. (RIARLEHIB R . kR 45
I A AT 7 R dH, GDCA X AR IH 54T

GDCA AT F AH RS K E IR 55 -

For subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT certificate,
$r i R5 R CAiE+ and GDCA TrustAUTH E5 ROOT:

The key pairs of subscribers shall be generated by the subscribers themselves. In case the key
pairs are to be stored in a cryptographic hardware, GDCA requires that the subscribers must use
cryptographic hardwares that meet or exceed the requirements of FIPS 140-2 level 2 to properly
keep the private keys, and must always keep unique control of the private keys. Subscribers can
authorize GDCA to generate key pairs and CSR. Subscribers shall undertake the responsibilities by
themselves for the losses incurred by the loss of signature private key, and GDCA refuses to take
the corresponding responsibilities.

GDCA does not provide key escrow and recovery services for the subscribers' private keys.

4122. SEBHNIESKREKRIEFIT AN Session Key Encapsulation and

Recovery Policy and Practices

FER PR ANEH LR AR B T FOREE TR E ], BT EREAE BB AN
Mot E g, %28 N E RS R IKE 2 1hE 9.

The session key is packaged in digital envelope using asymmetric algorithm. The digital envelope is
to encrypt the session key using information recipient's public key, then the recipient can use their
own private key to decrypt and recovery the session key.
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5. INENIA R BEMEEIEEH] Facility, Management, and

5.1.

Operational Controls

YIFEFEH] Physical Controls

5.1.1. Hihr B 584 Site Location and Construction

GDCA (¥ S ANHL S e A% IR B b e St -

The GDCA's building and data center shall be constructed in accordance with the following
standards:

V V. V ¥V ¥V ¥V V VYV VYV VY V V V

A\

GB/T 25056-2010 ({5 2% & ARUEFHUE RS E I S HA R 2 e H AR FTE)
% JRi[2010]7 H CFET 055 FE - A IR SR B0t 1 1 5K )
GB50174-2008 {HL 115 & RGEHL 55 it #iE)
GB6650-1986: (THHALY: FHiE AR A S AT)
GB2887-2011 (5 MLz i FH AN )

GB30003-93 FL T iHEEHLAL S it T S22 B o v )
GB50222-95 (T N BB LT K ARTE )

GB50116-98 (ki Hak & RG it Hie)

GB50057-94 (BB & Bt A )

GB5054-95 (fI% s e FL B RV )

GB/J19-87 (RMEE X152 15 Bt AL )
SJ/T10796-1996 (i+SHALHLES HIVE B HAREA KD
YD/T754-95 il AL 5 i HiL 77 47+ 1) )

GB/T 25056-2010 “Information security techniques- Specifications of cryptograph
and the related security technology for certificate authentication system”.

State Cryptography Administration [2010] July “Construction Requirements for electronic Auth
entication Infrastructure of E-government”.

GB50174-2008 “Code for design of electronic information System Room”.
GB6650-1986 “Specification for raised floor of computer room”.
GB2887-2011 “Specification for computer field”

GB30003-93 “Construction and acceptance test code for electronic computer room”.
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» GB50222-95 “CCode for Fire Prevention in Design of Interior Decoration of Buildings”.
» (GB50116-98 “Code for design of automatic fire alarm system”
» GB50057-94 “Design code for protection of Structures against lightning”
» GB5054-95 “Code for design of low voltage electrical installations”
»  GB/J19-87 “Code for design Of heating ventilation and air conditioning”
»  SJ/T10796-1996 “Specification for raised floor of computer rooms”
»  YDI/T754-95 “General rules for electrostatic protection of communication rooms”
GDCA L5 AT Ll 7 e XML B, & — WL 30, BA&BRE. Bk, B
Ky BiTESFEDIRE, BEANLG EHIX R A ME— A DIAER, GDCA HOhLps IR Dae 3
BRI IR BRI, #BIEX ., AKX IA XK. JAGLE RN 77 [
BE NS X3

The data center of GDCA is an independent building located in Shishan Town, Nanhai District,
Foshan City, Guangdong Province. The basic protection of GDCA's data center include:
shock-proof, fire-proof, water-proof, lighting-proof, etc., and with only one entrance and a single
road. According to the functions, GDCA data center divided into core area, service area,
management area, operation area, and public area. Only the personnel officially authorized by
GDCA could access the restricted areas.

5.1.1.1. AJEX B Public Area

AIXAUFEALD . R, REE, #E SIS WA R 3%

Public area includes the entrance, lobby, security room and etc., deployed with various supporting
facilities and monitoring devices.

5.1.1.2. #1EX Operation Area

BRAEIXGE RABRIE N G VE BN DU AR X, 75 2 ADNUR R S A IEA AT LA,
N Gk A E BT H Sl MR ITaG, I A (A N R e 5 BE B9 s o

Operation area is a working place for RA operators and administrators. Anyone who wants to enter
the operation area needs to use two-factor authentication.. Every access behavior to the operation
area has been well recorded. From this level of areas, all the walls are strengthened by high
strength protective wall.

5.1.1.3. B [X Management Area

EHIX 25 RA BHEHIG, CAEHE, k. HitEhla, MEEMR, skl
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a8, & RAM CAEH I, HiF MM e RN TAEX, RarE X e e A
SEEN, T 2P E O3[R I OUR 2R S AR A AT BAE

Management area is a working area for RA and CA administrators, auditors and network security
officers, installed with the RA management console, CA consoles of management, issue, and audit,
and consoles of network management and monitor. Only authorized and specified administrators
have the rights to access this area. Enter this area requires two administrators to usetwo-factor
authentication.

5.1.1.4. fR% X Service Area

ARG IX FE 223 M LDAP RS 25, OCSP AR%578. RA EMIRSS 4%k % R Al
ARG X R B HE N e N, 7 AN T O [ I  OUR 2 B AE A AT BAIEN .

Service area is installed with LDAP servers, OCSP servers, RA register servers and other related
devices. Only authorized and specified administrators have the rights to access this area. Entering
this area requires two administrators to use two-factor authentication.

5.1.1.5. %L X Core Area

O DONBRRX, e msm B AN B 25 1], BB 2de CA 4 s as. CA Hidl
JEAR S A% KM S S E IR 55 &% I TR 55 4 S5 A% 0o e %, R Fe ViAo 0 DXREE (8
NGIEEN, 1y HL 75 AN B O3 RN O 2 S A A IEA AT BAEN o SR At 22 LA
DX, TR B

Core area, a shielding zone with high strength steel security doors, is mainly installed with CA
signature servers, CA database servers, KM key management servers, timestamp servers and
other core devices. Only authorized and specified administrators have the rights to access this area.
Entering this area requires two administrators to use two-factor authentication. The password ark
for storing confidential information is also placed in the core area.

5.1.2. YI# 5 A Physical Access

GDCA WL N AT 9 BT 12l T I TAE R G 1 M BR NSRS, XA R Gt
ATiEAR, SERFERE AR BURE, I TIEE R G EAR . 2 R G RE LI BRG]
B AT TN R . AR ST SR R Bl A iR gUt st JF
HYRE T8 [ TARAT I TRl C SR AAR SR B4R R, IR 55 X 55 A% 0 X 7 22 A B 02 ) P
R R AR SUE R A T ABEN, WL AR SN B AR, A X450
KHHATREIAR, RN
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In the data center of GDCA, it has 9 doors installed with electronic access systems and one
physical intrusion alarm. The electronic access systems are monitored, with real-time access
records to set permissions of access, and can set an alarm when the doors are opened over time.
The staff is required to use the identity card and fingerprint to open every door, and each access
behavior has been recorded with time-stamp and related notice. Enter the service area and core
area, two administrators need to use ID cards and fingerprint identification at the same time before
entering the room. According to daily working specification, the specific personnel will archive the
access records on a monthly basis, and retained for one year at least.

YRR el P G J LA I T
a) ARG BHIZZIEEH . TENRFEH S R R G S DL BIREUE 2
AR, BRI DR AE BN
b) WERG: HREMMIANEEAN AEIEHE FBIOIFIT. AR RN I 55 57 15 DL
Rifil R E R IRE RGBT E .
) MIERG: HIVAMYIENRE RS AEHAIICERMGEE RS, 24X
FNBRAE XARGEAT 7%24 /NS ARIWIFAR . T BRI 2R 6 N, DA,
Physical access controls includes the following aspects:

a) Access control system: It is used to control access to the doors on each floor. Staff needs to
use identity card with a password or fingerprint to enter and exit. Entering or exiting every door
should have the time records and related notice.

b) Alarm system: Alarm system will be triggered by any illegal intrusion, unauthorized opening,
long time opening and other abnormal situations. Alarm system can clearly identify the alarm
location.

c) Monitoring system: video monitoring system is working with access control systems and
physical intrusion alarm system. The monitoring system is responsible for continuous
recording the restricted area and operation area within 7*24 hours. All video records will be
retained for at least 6 months in order to future inquiry.

5.1.3. 22 3% Security Monitoring

WRIEHLD B TR OR 2 % R G EOR, AU RS EAEN T 2504
AN T 240, UPS kel R 48, MBI T R4, B WUl 7 #2498, BIRER
My &2t WAKEN TR, BT 2% 12T RS KERET RS MR
B WUAIRERIRGL. 228 RGUIRGLEEAT 7*24 /NEFSEET I, Dol R =i, 5
R R, RO R R Ry 6 M H L.

According to the requirement of data center power and environment security monitoring system, it
includes electronic detection subsystem, UPS detection subsystem, air conditioning equipment
detection subsystem, fresh air machine detection subsystem, temperature and humidity detection
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subsystems, water leakage monitoring subsystem, fire control subsystem, access control
subsystem and image monitoring subsystem. The system carries out real-time monitoring of
infrastructure equipment status, data center environment condition and the security system status
within 7*24 hours. In order to meet the need of fault diagnosis and post audit, monitor records will
be retained for more than 6 months.

5.1.4. B, 7 5 %% Power and Air Conditioning

AN R PR TT s ARt . — B S L, BCEA LT IMRCHEALE, B
D BA ML B B . ST RSt Hlbi RH T ANt L & 48 UPS, Al dig it
KT 8 /N7 HLGS XK T B e bt SEEUMLIE, RS as. ML i & 56
R A

The data center uses dual power sources and a diesel generator for supplying electricity, and has a
specialized electronic distribution room. The GDCA data center is equipped with independent
power distribution equipment and the lightning-proof system. The data center area is supported by
uninterruptible power supply which can provide more than 8 hours extra power. The data center
area also takes anti-static to protect cabinets, servers and network devices.

BLG5 7 R FH AP P REas LA, S A X AP RES LA TS B AE TR . B3 12 1R
300kcal/h m2 #fifa it 5. HEE/LIHEE: 35°C: AFEIMEIHEE: 0C; M5
BN : 224°C, MXEE: 5545%/h o [Fif, YUEZE THRAS, SHl5sk
ATH, ARAEHLGS A 23 A0 SR T IRV IS D R L e 2 08 ¥ ) SR 55 ) L

The data center’s air conditioning adopts air cooled condenser unit. The air cooled condenser unit
is placed in the attic outside of the data center. According to 300kcal/h * M2 heat load, outdoor
designed temperature is 35 Celsius degrees in summer and 0 Celsius degrees in winter. Indoor
designed temperature is 22 +_ 1 Celsius degrees and relative humidity is 55 + 5%/h. Meanwhile,
the data center is installed with a fresh air system for ventilation to ensure air quality inside and
solve the problems of fresh air supply to meet the demands of specified air cleanliness, etc.

5.1.5. 7K B BivE Water Protection

NBTIR K FERHLGS B, GDCA FENLD: 12 = N i B AKIE R 5. IRKIRE
R 2 e 2 A R s, — BRI K SRR S, Sl RN RN, S it . R A2
WA VU P S HE KT8 Atk i, — EURAEK R, JKBESERIHEE Y 2, SR TSN E B
(HES LU

In order to protect the data center from water disasters, GDCA set water leakage alarm system
inside the air conditioner room of data center. Once the flood is detected by detection ropes
surrounding the air conditioners, the system will alarm immediately and notify related personnel to
take emergency measures. At the same time, the data center is installed with a drainage ditch and
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a drainage floor along the periphery of the wall. Once the flood has occurred, water can be drained
immediately, and all exterior windows are sealed.

5.1.6. KR PP Fire Prevention and Protection

GDCA M3 N 2% XIEI R 1 IR R R PRI 2% IR 238 1 KR B el R 4
LRAKBEKKARGE, SRGHRA A T UM 238 (E =H 52377 3

FEEZIRET, AP DR JCER, KOAREAR 1 25 2 2B 37 X AT K R AR
BE SRR MR E S . &l 30 PPN IERERT, KOAREEHE A E S, HEIKK
ARG, AR, B SIS RUE DRSS R BHE S, B X AT TR, B A SR .

The data center of GDCA uses smoke and temperature fire detectors in each area, and installs the
fire automatic alarm and gas extinguishing system. The system has three operation modes
including automatic, manual and mechanical emergency.

In the automatic mode, when protection district is on fire and detected by two independent alarms,
fire alarm controller will immediately trigger a linkage signal. After 30 seconds’ delay, the fire
extinguishing system will be turned on. At the same time, alarm controller receives feedback signal
from the pressure signal device, and the door light will be on in protection area in order to avoid
personnel strayed.

AP X AN LAER, ol DU B X TSN F3h/ B s8Ik, ER45H
BPREFH B TR, LB XORAKER, IEEHES RRMIEE S, Ak
67 BMEPEN GIBRIAKE, %N 32 ] iR sl B 37 X AN SR shigl, BRI SZE S
ZNARGE, WORKSMAK LG

A FAIRIURNAR RN, ATIEA AR A SEIA UM SRR 30 .

When the staffs work in the protection area, the automatic/manual switch outside the door in the
protection area can be used to turn the system from automatic into manual. When the protection
area is on fire, the alarm controller only sends the alarm signal and waits for operator to confirm,
operator can press the control panel or shatter emergency start button in protection area to activate
the system by using gas fire extinguishing agent.

When automatic and manual modes both fail, operator can activate mechanical emergency
operation in the ampoule storage room.

5.1.7. A 7% Media Storage

GDCA X E Ay R AF ORISR A2 B ks Bk BiiE B By esh. B g,
Fifeee . By MR ST R TR SR T A B e E M A B & i s B
SRS T A R AR
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GDCA meets the following physical media storage and use security requirements: fire-proof,
water-proof, shock-proof, moisture-proof, corrosion-proof, pest-proof, static-proof, electromagnetic
radiation-proof, etc. and implement media usage registration, media copy protection, information
Confidentiality and other measures to achieve the security protection of the media.

5.1.8. RPAEEE Waste Disposal

2 GDCA A5 MIARSK SO AR RE CAS - 5 2 A7 R BT BR LI, 06 ZBR A it
8, G RIIEIRE . BB A IEURAS B A A AR IR AL B ATAR G 3 R 3
BT3RS R H AT I AT P AR B

The written documents and materials of GDCA shall be destroyed when they are no longer needed
or exceeded the expiration date, and must not be recovered. Cryptographic devices and media with
sensitive information will be initialized and physically destroyed by using manufacturer’s method
before disposal.

5.1.9. S &4 Off-Site Backup

GDCA 37 1 st Bt 0 b oL, A LTI AR OB R e it . o i H S 2
AN A SRS B BEAT S B R &

GDCA has established a remote data backup center. It backups the core system data, audit log
data and other sensitive information by the specialized software at off-site location on a daily basis.

5.2. FEFF#EH] Procedural Controls
5.2.1. A{E /£ Trusted Roles

f£ GDCA AR FIEMR SR, REMATT EREB Atk M. B
AR S S s PR R ERAZ %88 GDCA MU E M th. XM OUFEEART: &
PR S RE BN G REEHAR. Wit NG A SEE AR Sk S #IEA
A5, BARMALAFRAIESR L GDCA A7 5 N HE

In the process of electronic authentication service provided by GDCA, a person who can essentially
affect the processes of certificate issuance, usage, management and revocation, and other related
positions which are involved in key operation is considered as trusted roles. The trusted roles
include but are not limited to: key and cryptographic equipment administrators, system
administrators, security audit administrators, business administrators and business operators, etc.
The specific job names and requirements shall be subject to the GDCA job descriptions.
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5.2.2. IS BER AT Roles Required per Task

GDCA £ B AR 55 HUVE P SCH AR 55 BEAT P A% 42 1, BUBGRAFE R ZE 2 Dl fE M gk
Al 5E s, Biln:
1 EPIRVERD B MR E A 72 5 D RE N ST 3 AR Sk
2. IERBAEARGN)EGHERIF: FHE 3 DRGEHEAN RPN 2 DrEN LRSS
3. ERRMZEKIES: & 2 E N RILFE K

GDCA strictly defines the controls of core missions in specific standards. Multiple trusted roles shall
be required to jointly complete the sensitive operation. For example:

1. For operation and storage of the key cryptographic equipment, it requires at least three of five
trusted persons to operate.

2. For background operation of the certificate issuance system, it requires at least two of three
trusted persons to operate.

3. For review and issuance of the certificate, it requires two trusted persons to operate.

5.2.3. FNMNAAKRPEXS Identification and Authentication for Each

Role

GDCA Jirf A H T {5 M (L OFEHR N AR 285 — @ AR P I 48 HIE « %5 UERE 772 GDCA
RN 52 3 Y B2 B v L E

All current staff who undertakes the trusted roles in GDCA should pass certain accreditation
process. This process is set out in the GDCA personnel management regulations.

5.2.4. FEIRTSEK A Roles Requiring Separation of Duties

NPRERG %4, BIEATEM OB E RN, Bl GDCA KW {E Ml AR A
. GDCA BHATHATT/ B M, WIEART FIAE:

a) UEhk 552

b) UEF5EL CRL 2%

C) ARG LS4

d) CAFHHE R

e) ZAaHI
In order to ensure security of the systems, it should follow the trusted role segregation principle that
the trusted role must be assumed by different personnel in GDCA. Roles requiring segregation of
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duties include but are not limited to:

a)
b)
C)
d)

e)

The acceptance of the certificate businesses
The issuance of certificates or CRLs

System Engineering and Maintenance

CA key management

Security auditing

5.3. AR Personnel Controls

5.3.1.

B AL RER Qualifications, Experience, and Clearance

Requirements

GDCA X 7K H {5 F (4 (1) TAE N S B Bk 2R T

N o g &~ w dhoE

Hg RIS TS .
A E R R IR GDCA 45— HF S B B
B5F GDCA 15 K A HNTE . B A o
HA RPN ANERI B3 LSO S 5T LIRS R R AF 1 L2 i .
H4% RAUFH BN AR RS
/i SR L N Ta T
DRI 0 BT I) LA N AR A AR DI AR 256, 5iilid GDCA AHC [ HE
IRIERZ G 77 e L

The qualification requirements of person who undertakes trusted role in GDCA are as follows:

1.

2.

Good social and working background.

Complying with state’s laws and regulations. Obeying GDCA's unified arrangement and

management.

Complying with the GDCA related security management norms, regulations and specifications.

Having good personalities and working attitudes, with good working experience.

A good team player.

No illegal and criminal records.

Staff in key and core positions must have related working experience, or pass GDCA's related

training and examination before they start their work.

GDCA ZER7e 2 n 5 M iy N 52 2D b iU 4 Bk RIS ROt AR A TERY
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A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and
dedication to work, without other part-time work that affects CA daily operation, no major bad
records of this industry and etc.

5.3.2. H = BEF Background Review

GDCA 5543 KIVEUM S 1A AN G 1F, 5SRO IE R TIE R,

FITAT (Rl 45 53 TANES RN Bl 45 3 AR 245 1 (R o AT i & Wt
P IFFERAEIEOR, WA NS WA MG HE RN R A sk faE
AT 9. BRI ARAE N GETB, R REulE AR, T3 T AR T RER
A% SE o

GDCA may collaborate with governments and investigation organizations to complete background
review for the trusted roles.

All employees who are trusted or apply for shall have a written consent that they must go through a
background investigation. The background investigation complies with laws and regulations. The
content and method of the investigation, officer engaging in the investigation shall not violate the
laws and regulations. The background investigation will be conducted legally, in which background
information of employees will be checked through the organization concerned.

ROy ARSI,

HEAPEQFEN TR, PR, #E, KR HiHEE.

AT A AR S EEAR R A I H SMEEFERIC IR IE S, Hha K RS 2 47 T 1
B o X T ATHEARUE AL 55 1 D8 i A 0 AT AT 4 THI A AT
Background review including: basic review and full review.

Basic review includes reviewing work experience, job recommendation, education and social
relation.

Full review includes reviewing criminal records, social relations and social security apart from
basic review. Full reviews must be carried out for key roles that involve with publicly trusted
certificates business.

AR 7 L

a) NZEERTT SR RSN GRS NBERET LA . $REBLI R 50k BT femise
PrYeMVIESS . ZEALAETS . B IE X B UESEAH A RGIE R

b) NFHEITEL . Fea, Mgt BV RS LR MR R RSB AT 25

JE o
OETFMAET, XA THRMA R, ATAERIEL SO AT E N 5%
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e) &%1%, GDCA 55 i TRAT fRE i, LR 3 TAVFER CA LRSS T
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The review procedure includes:

a) The HR department is responsible for confirming candidate’s personal information. Candidates
should provide the following information: resume, the highest degree graduation certificate,
degree certificate, qualification certificate and identity card and other related valid certificates.

b) The HR department identifies the authenticity of the information provided by candidates
through telephone, correspondence, network, visits and other forms.

c) Inthe background investigation, if GDCA finds the following circumstances, GDCA can directly
refuse qualifications of trusted personnel :

® There is fabricating facts or information

® \With evidence of the unreliable staff

® Use illegal identification or education, qualifications
® The behavior of serious dishonesty in the work

d) The HR department checks candidates through on-site assessment, daily observation,
situational test and other methods. Appropriate arrangement is made according to the
investigation result.

e) After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At
the same time, GDCA will also be in accordance with the relevant organization regulations of
personnel management and make job examination on in-service staff who assumed trusted
role, so as to continuously review these employees’ trustworthiness and working ability.

5.3.3. FIIER Training Requirements

GDCA IRAEFTE M ALK, 45 TN R AT U, SR B AT
® GDCAIZERR:
® GDCA fIARM A
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Based on the requirements of trusted role, GDCA gives the corresponding pre-job training. The

comprehensive training contents are as follows:

GDCA operation system

GDCA technology system

GDCA security management strategy and mechanism
Job responsibilities requirements

PKI basic knowledge

Authentication and the policies and procedures of audit
Disaster recovery and business continuity management
CP. CPS and related standards and procedures
GDCA management policies, systems, measures, etc.

The laws, regulations, standards and procedures of electronic certification service in
China.

Other needs of training

GDCA 4 53 TZ MBI EIIE LB BACRHFAFRS, X 28K SSLITLS RS AHIET5 AN
RIS ZAUE PR SR R, LKA AUE R 55 Il 915 %) Baseline Requirement 1
BRI N FZ I TAE BT 27 B 7K

GDCA keeps a record about the participation in the training. The operator and assessor who issues
SSL/TLS server certificates and Code Signing certificates must pass the training and reach the skill
level required by Baseline Requirement which engaged in this work before starting the work.

5.3.4.

BEI ARMER Retraining Frequency and Requirements

X 7E S AE M A E B A N B, R D32 GDCA HAR HEHI

97



Il semrannaemes

TooR GDCA HE-FAEME S5 H] (V5. 0 FROD

— o X TFINERGHIZEMKIINR, B R DHAT — KA RBRERMFIR B 1E4h,
GDCA R IRFEHU R GTH e SRS IHEESEER, ASE I 2R N 13t AT gL 55 I

For persons acting as trusted roles or other important roles, they shall be trained at least once a
year by GDCA. Related personnel for operating authentication system should have the training of
relevant skills and knowledge at least once a year. In addition, GDCA will provide ongoing training
for employees irregularly according to system upgrade, strategy adjustment and other
requirements.

5.3.5. T RO B MIFF Job Rotation Frequency and Sequence

GDCA TEBUN 5 1 AR i 57 A 0 FE SR o A 3 AS A LA (10 2 e 7 BB S8 1T A1) E

GDCA will define and change the Job rotation cycle and the sequence based on the organization
security management strategy.

5.3.6. FIZBUT HEI4EF] Sanctions for Unauthorized Actions

AHMIAERN ARG EGE AR GDCA R48. BAFVARIL S SE O,
GDCA —Z ik, KL RIS IZ N R HESAE . RN 2B R G BUR, JEIZA
ARBBAT G T E A, SERtixTiZ4 N R IERAE . T3 TR DU RS RIVERL
FE Kb P S5 i o

When the circumstances that in-service staff use GDCA systems, perform authorization businesses
without or beyond the permission, once the above circumstances are confirmed by GDCA, we will
immediately revoke the login certificates and simultaneously terminate the system access
authorization. GDCA makes the implementation of the official notice criticism, fine, dismissal and
submit judicial institutions and other measures depend on the seriousness of unauthorized
behavior.

5.3.7. WWSTA 2 AIESR Independent Contractor Requirements

Xt T A& T GDCA HUMAHR TAE AN 61, {HMEE GDCA Mk 5543 5% AR Il 55 50 52
DU AL S5 N BE s B BN ST 25407, GDCA 4 — 2RI T
o BRI REH,
® GDCA $2fftgt— [ R AT R I 2 AR, Bl N A RS EAR T GDCA
RS 32 AT L7 AE Y S5 R

For persons who do not belong to the GDCA but participate in the relevant works for GDCA
businesses, such as business personnel of business branch organization, management personnel
and other independent contractors, GDCA has requirements are as follows:
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® Record management of personnel profiles

® GDCA provides unified training and retraining, includes but not limited to the GDCA
certificate acceptance rules and electronic certification business rules.

5.3.8. P4t R THISCRY Supplements for Personnel

FERF I BRI E], GDCA ity b1 LRI YISO AR EA R T BUR LK

GDCA i LT
GDCA E-FHEmE . FLT-IAUEMY 55 FUIN A0 5% (0 B ORI
GDCA B 2 30HY;

GDCA XA HR 51 150 B 45
N EBERAVE SO, A I 5532 4 B RN e ME R 55 T R 4%
GDCA 455 PRI 45,

During the training or retraining, GDCA provides training materials including but not limited to the
following categories:

® GDCA employee handbook

® GDCACP, CPS and related agreements and standards
® GDCA technology system documents

® GDCA job descriptions

® Internal operating files, including business continuous management, disaster recovery
programs, etc.

® GDCA security management regulations

5.4. FHiHERER Audit Logging Procedures

5.4.1. B R EH 28R Types of Event records

A R AEAE GDCA I EE K 22 A F A A 22 B Bl 3T _F A (8] B 5 10 ST o v ERERRY
FH, X, AR TINERNEE - RGESER, #MIZEE T ER:

1. FRAER H AT A

2. RMTAS

3. T

4. ADSRHRYE:
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All major security incidents occurred in GDCA will be logged with the time-stamp and recorded in
the audit trail records automatically. Regardless of manual or automatic generation, these records
should contain the following information:

1.
2.
3.
4.
5.
X
1.

The date and time of the event
Sequence number for the record
Type of record

Record source

Event recording entity

SRR EANR T

FPE A FI A B, BRI R S0 AR R A R
RS, B LB RS

FER LG AMANNERR, GRS, 3. Bk BeE. .
Yz 5

TEPFRE R, AT 2T PG S HE R, B FORM SR
Hi A I0AIE TR O AT 55

UEP A A A B, GFRIEBR R, k. . NS Raw
SR, AR IRV CA REMITESI, X1 CA REMLHIER
BT e] K7 A B, X R G SO R Uy 1) R Vs ) A B, 224 U
SCHFEGCESR L. SR, RGN, B A AR R

B K 4 R % E 28 10 S I 2 A

RGBIEFI, QRAGHINFCH, KRELRMEIE. MER, %EBESE
fid

CA WREfIVT 1], AN Rk CA Wit AERABUN Sk CA Wit JF
IF] N0 22 A A7t 1t PR U 1

AEN BRI, EAEMSBRIIK S BiE LS, RGBRIK AR, AL,
I FIE IR, A RIEAR.

These events include but not limited to:

1. Management events in key’s life cycle, including generation, backup, storage, recovery, usage,

revocation, archiving, destruction, private key leakage, etc.

2. Management events in cryptography device’s life cycle, including receiving, installation,

uninstallation, activation, usage, repair, etc. for equipment.
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3. The certificate application events, including the subscriber accept subscriber’s agreement, the
applied company, application data verification, application and validation data preservation,
etc.

4. Management events of certificate life cycle, including application, approval, update, revocation,
etc. System security events including: successful or unsuccessful access attempts for CA
system, unauthorized access attempts for CA system network and files, operation (read, write
or delete, etc.) for restricted and sensitive documents or records, system crash, hardware
failures and other abnormal events.

5. Security events recorded via firewalls and routers.

6. System operating events, including startup and shutdown, creation or deletion of permission,
configuration or modification of password.

7. Access to CA facilities, including the access of authorized or unauthorized personnel and
attendants, and the access to security storage facilities.

8. Management record of trusted roles and personnel, including network account application,
system permission application, modification, and creation, and the changes of personnel
status.

5.4.2. A3 H E KA Frequency of Processing Log

GDCA i H AT — Ik H B ERER AL HE, 0 A RBOR M e R, & 1 #H47 KIE
ARG HE. P o A S T NBHAT R A B, DS A B 2 2 iR
VEEEAE, RN SRR LA 15 2t AT A 2

GDCA carries out log tracking process on monthly a basis, reviews the violations of policies and
other major events, and analyses the certificate issuance system logs monthly. All the audit logs are
checked and reviewed by specific personnel regularly in order to discover the significant security
and operation events and take corresponding measures timely.

5.4.3. #HiH H ERRFHIFR Retention Period for Audit Log

GDCA ZE A TINIEMR S K H I H &, s R TFH B2 A, R
RO T BB VIR RUR 4.

GDCA saves electronic certification service audit logs properly. The retaining period of audit logs in
database is at least two months. The preservation limitation period is ten years after the date of
expiration of the electronic signature certification.

5.4.4. #H i+ H EHIFP Protection of Audit Log

GDCA Ky i+ H E M- E S e 5L, I HSe by, Horh G35 A o i s HE
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GDCA audit logs are stored in the database with backup, including audit information and event
records in related documents. GDCA carries out strictly the measures of physical and logical
access control to ensure that only personnel authorized by GDCA can be access to the records
being reviewed. These records are strictly protected from unauthorized access, reading,
modification and deletion.

5.4.5. it H E &R Backup Procedures of Audit Log

GDCA 18 R R SCRS i Mk 558 2] ORI B 1 N SR ) HEAT B 1 H JER0 B T SRS 11
VARS8 3 o PP AT SRS B 5 5 (10 o U BRI SO LAk A7 75 T IR A TBUPE 2 A X SRS P2 A

GDCA's audit tracking documents are carried out by the business administrators and auditor for the
archiving of audit log and audit documents monthly. All documents including the latest audit tracking
documents should be stored in secure disks and stored in a secure document library.

5.4.6. HHIREE RS Audit Collection System

GDCA i i+ HEWESRE R G K-
IEHE RS,

IEBRER RS

U H ARG

REIEIE ARG
IETZEE R 4
PALEEGIERE T

Wt Bl L ARG
HAhF 2 H RS

=

© N o g k~ w D

The GDCA Audit log collection system involves in:
1. Certificate management system
2. Certificate issuing system
3. Certificate directory system
4. Remote communication system
5. Certificate accepted and approval system

6. Access and control systems
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7. Security system of website, database
8. Other systems considered by GDCA for necessary audit.
GDCA i FH #i v T B @ Xt Bk R o 1) 85 TR

GDCA uses the audit tools to meet the requirements of the system audit described above.

5.4.7. X S B HA LR RE S Notification to Event-Causing Subject

GDCA KIS, W idRUGH#H AT, TRVl G B et #,
TR B RO ST SR 4 T (RSUR o AR Bt 3 (94T 9 R BB B DI WS Bk 2 L8 FRTU il
R i R WP GEE S T2y

GDCA H AR E & %) S ECHAF I SR BEAT il 5

When GDCA detects the attack attempts, it will record the behaviors of the attackers and try to track
the attackers within the laws. And GDCA reserves the right to take appropriate countermeasures.
According to the attacker's behavior, GDCA takes actions including cutting off the open services for
attackers, submitting the evidences to jurisdiction and etc.

Whether to notify the attackers or the perpetrators is decided by GDCA.

5.4.8. &5 4P Vulnerability Assessments

CA ZEREFIRIEEOR. BORAE BN BERALE RN #EAT #5934 1 04, )&
TATLASRAM ISR, K oReh, J& T ARTIRAMOFES9345T, GDCA RN RGTHEAT
MegathvrAl, DARRAR R GUis 4T Xk«

CA security program carries out timely weakness analysis according to the changes in policies, in
technology and management, and other major changes. The weaknesses should be remedied
immediately. If some weaknesses can’t be remedied, GDCA will launch system vulnerability
assessment each year in order to reduce the risks of system operation.

55. exJAR% Records Archival

5.5.1. JHRSE IR AL Types of Records Archived

GDCA X LA JLSE A7 AR 1d %, 4G EAR T

1 UEBRGE RN,

2. UFPAREBREI5E;

3. UERHIE SRR, IEBARGSHAERIELLR G R, SUEBIT S G
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GDCA archives the following events, including but not limited to:
1. Certificate system constructed and upgraded documents.

2. Certificate and certificate revocation list.

3. Certificate application for information, information about approval and rejection of
certificate service, the certificate subscriber agreement.

4.  Audit record
5. Certificate Policies and Certification Practice Statements.

6. Employee information, including but not limited to background investigation, hiring,
training, etc.

7. Various external, internal documents of the review and assessment.

5.5.2. IHRYE % AT REFR Retention Period for Archived Records

XFFARPERC S, HOREIIREAF R X T RGEREFHMA G L EFIFC

FLUFARS O B 21 50 A 22 4 e 95 PE DAl el — Bk w it

Lo XTI PR A a R A P B E RS, /B 10 4E0L E.

2. X CAEF A o A A I E B AR AR, HORE IR A>T CAESS
A g A e 3

3. ATERR AR OR B IR A > THIEF R RUE 10 4

4. CAEBAEHINAREAE CAUEBAE A ar 2 4h, BUMRE 10 5.

For different archived records, the retention periods are different. For system operation event
records and system security event records, the archives will be retained to complete the security
vulnerability assessment or audit consistency.

1. Archiving for management events in subscriber certificate life cycle will be kept for more
than 10 years.

2. Archiving for management events in CA Certificate and key life cycle will be kept for not
less than life cycle of CA certificate and key.

3. Archiving retention period of subscriber certificates will not be less than 10 years after the
expiration of certificates.

4. CAkey and certificate archiving will be kept for 10 more years after the end of life cycle.
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5.5.3. AR SCHRI47-3 Protection of Archive

B THER BRSO ORI AE LLR S5 AR PR UL o PR S0 BRI B 22 4y 5tk
ITORY, JF BAREE — /NS BREI N E, R GDCA Bk & BN 51 mT LA i) .

Protection of audit tracking documents will be illustrated in detail in the following sections. The
archived media is protected by physical security way and set an entrance with restrict
authorizations, and only business administrators of GDCA have the right of access.

5.5.4. VARSI &0 #2 7 Backup Procedures of Archived Records

XFRGUERI TSR, BTG, R0 ST A AT

X A VAR BORE, AN BT, (R ERIBU™ R A Bt DR IE L 2 Ak

FITAT VRS 1) R 3 SO RSN BB T ORAFAE GDCA (A o SR AE St DR A7 L4 1o
AR R RE 12— R U B B AR R K T 3, SN R AR B H . A PERBUN
TARN A B G OL S, A REXT R R AT R ME . GDCA £ % 2 pL_EARIESE
IR 5 R A AT BRI R A .

Electronically archived records generated by the systems will be backed up weekly. The backup file
willalso be stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures need to
be taken to ensure the security.

All the documents and data archived usually are stored in the main storage site of GDCA. If
necessary, the backups will also be saved in the offsite. Archived database is generally isolated
physically or logically, with no interaction with the outside. Only authorized personnel or others
under the supervision can conduct the operation for reading the files. GDCA provide mechanisms to
protect archives and backups from being deleted or modified.

5.5.5. ER A BRE R Requirements for Time-Stamping of Records

GDCA [y H E#RA IS [AlIE 3%, ¥ g E N 3T LIl sk B R g8 5 3hids .

All the GDCA records are labelled with time, and the time will either be added manually by the
operators or automatically by system.

5.5.6. AR CEE R 4t Archives Collection System

GDCA [H T IREFR RIEE R AR AEAR CPS 25 5.4 1T AETELH UL .
I3 B AR A7 i ANZ AR 22 A7 I A AN JE T GDCA #R4:.
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GDCA audit trail collection system is detailed in section 5.4 of this CPS.

Storage of separated media data storage and archiving of its security storage are not included
in GDCA system.

5.5.7. SRIBFIRLIS VA4S B HIFER Procedures to Obtain and Verify Archive

Information

GDCA )2 4=t i BRI 354 B 6170 73 fr B GDCA VAR5 R 2 M5 L. 7E3R1S
SERE RS B, ZINIX 2 AN DUBEAT LA

Security auditors and business administrators of GDCA retain 2 copies of the GDCA’s archived
information respectively. While obtaining the complete archived information, comparison of the 2
copies shall take place to confirm the integrity.

5.6. HTFINERFZHMAZEHKEE Key Changeover

FEUEF B LLAT, GDCA H4-42 HEIE 5 SRS 11 10 2 WP AR 25 BHREAT BE 4, A i AEOAIE Fi
TEREAT B AN E RS, P45 1 HE GDCA R T2 HL ARG . CA B 5 & b ZiH A1 LA
NGUE
1. 7E CAEF A A ML AT 15 LB R M 0 R IETS, BERIE CA MILETR RN Brl

TR A EHA .

2. HEAFIEZERCHI T JOE R ZIE BRI, gkefiiH CA FAPHZ K CRL, HElKR/E

— 5K N JE it .

3. AERCRIEEE CA BEAXT, TR IE S B EHRINE
4. JBRATHT CA UET,
5. WfREEAT AR A R, AHIUEEEE,

Prior to the expiration of certificate, GDCA will replace the root key in accordance with the provisio

ns of CP, and generate a new certificate. When generating the new key, specifications of GDCA
key management will be followed strictly. CA key changeover must comply with the following
principles:

1. The new subordinate certificates can’t be issued before the end of the life cycle of subordinate
certificate, which ensures that all subordinate certificates are all expired as the CA certificates
expired.

2. From the end of the issue of a new subordinate certificate to the expiration of the certificate,
CA continues to sign CRLs with the original private key until the last subordinate certificate
expires.
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3. CAKkey generation and management must strictly follow the key regulations.

»

Release the new CA certificate timely.

o

Ensure the entire transition process safely, smoothly and no vacuum of trust.

GDCA HEH FE-BHHE#h KM S AR HiE . HHEHE, GDCA
BR = AHE:

HRHA A B &8 A4 GDCA IE

FIAAAZE A IR E IH AEHIY) GDCA IES;

IHALEHE 44 085 8 A~ B GDCA IE-f

e o o

The changeover of certificate key of GDCA administrator is applied by the KM services
administrator. During the key replacement, CA should issue three new certificates:

® GDCA certificate with new public key signed by new private key;
® GDCA certificate with old public key signed by new private key;

® GDCA certificate with new public key signed by old private key.

5.7. #MEEHRMEHKE Compromise and Disaster Recovery
5.7.1. HiMHmELEREF Incident and Compromise Handling Procedures

T T B o AR Ak B S ORI A5 T R AR (L, GDCA AL T — R4 N b B TR S A
LT %, Bl
1. GDCA RSk BRI
2. GDCA HKF#HM AR
3. GDCA RGi#&hr 5EIT%H

G BRIL A AR N OB R DL b 75 ZERIAR DG BE e, R S ft e A2 0 52 v RN
B, AT EOE KM S, BT — R R R S S

In order to timely respond to and handle accidents and damages, GDCA establishes a series of
emergency response schemes and accident treatment schemes, for example:

1. GDCA system fault treatment specification.
2. GDCA major accident emergency scheme.
3. GDCA system backup and recovery scheme.

Related personnel will actively carry out the recovery plans in accordance with the regulations of
the above schemes and related systems. And perform the data disaster recovery drill each quarter,
and an emergency response drill on major accidents annually.
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5.7.2. HERE. B4R/ EK BRI Computing Resources, Software,

and/or Data Are Corrupted

GDCA Xk 55 Z gt M HM EEL R G BIR S B AF Bt AT 7 %40, JFhIE 17N
IR SR BRRE o 2R A AR SRR SBOR . T SN BCR AN RESR B 1L 3 I 55« SR
Ui < B PR A 5 DL B R AN W] 48 738 7 K AE , GDCA AL IR S E R = TR St PR 2

GDCA backs up resources of the business system and other important system, software and data
and formulates corresponding emergency treatment process. When identified the destruction of
network communication resources, failures of devices for daily services, malfunction of software, or
tampered database etc., GDCA will launch the disaster recovery plan.

5.7.3. LEFAHBRELAEERF Entity Private Key Compromise Procedures

TEMGE I ORI a2 B AR GRS BL T, GDCA K REU N FI5 B LA K 2 A 3R 8G :
1. GDCAWIERGH HAHNLSEH G WA EIER. RAEHAMTEEL,
2. ARHEIHEIITER, B4 AR 7 B B S ERIE .
3. WRHFLEEHEE HRXA A EE, HIEEE, EIEHM CRL &2 T
4. JeBF iR 2 A I KR e A BT B
5. WIARTERE NS E B R RECE SO, B RGE B A PATIRE .
6. WIRTHEEWE GDCA WA HRAE A MELE Sk, W 554 —44 GDCA 240\l #i ik
GLEOI % GO A TR

In case of any intentional, man-made or natural disasters, GDCA will take the following steps to
restore security environment:

1. GDCA verification system’s password is changed by the business administrator, business
operators and system administrator.

2. According to the type of disaster, some or all certificates will be revoked or re-verified later.

3. Directory data, encryption certificate and CRL are needed for recovery if the directory is
unavailable or directory with impure suspicion.

4. Timely access to security site as far as possible to restore operation reasonably

5. While restore the business administrator's configuration file, it will be done by the system
administrator.

6. While restore the GDCA business operator’s configuration file, it will be done by another
GDCA security business operator or administrator.
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When CA root private key has been damaged, missed, tampered or leaked, GDCA will launch a
major emergency treatment process, which is assessed by GDCA Security Policy Committee and
the relevant experts to make a plan. If the CA certificate must be revoked, the following measures
will be taken:

1.

GDCA reports immediately to the electronic authentication service management office and
other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests against any further losses.

2. GDCA notifies the relevant parties to disconnect the systems associated with the certificate
authentication services immediately.

3. GDCA revokes immediately all the certificates issued, and updates CRL and OCSP
information for subscribers and relying parties. Meanwhile GDCA immediately generates a
new key pair.

4. After the new root certificate has been issued, GDCA Re-issues the certificates and the
subordinate CA certificate in accordance with the GDCA CPS about provisions of certificates
issuing.

5. After the new root certificate has been issued by GDCA, it will be immediately published by
GDCA repository, LDAP, HTTP, etc.

g CA R BLE L. B Bioh. Wi, EER gl s =& ST RISEIE T, 1R4E

CA WV:

1. SZRFA GDCA #EATILARIFAE BOFT A2 PO ANE 5 R, HIE2 A FTHIIET .

2. GDCA LB ) BT\ TIE AR 55 8 B 7 o 3 RT AR BSORT 203 1 DV, 38 3 o ol T G Al
NFIEAASVT AT, R Tt 5 FH P R 2 3 52 50 R4 K

3. SLEDIEFEIAH A T % PS5 UE S AE IR G5 AH R I 2R Gt
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If private key of GDCA Subordinate CA is missing, tampered, cracked, leakedor used by

unauthorized third parties suspiciously, Subordinate CA should:

1. Subordinate CA reports immediately to the GDCA and generates a new key pair and certificate
request to apply for a new certificate.

2. GDCA reports immediately to the electronic authentication service management office and
other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests against any further losses.

3. GDCA notifies the relevant relying party to close the system associated with the certificate
authentication services immediately.

4. All the certificates issued by the Subordinate CA are revoked immediately to update
information on CRL and OCSP for querying of certificate subscriber and relying party.

5. Subscriber certificate is re-issued in accordance with the CPS about provision of a certificate
issued after the new Subordinate CA certificate has been issued.

6. After the new root certificate has been issued, it will be immediately published by the GDCA
repository, LDAP, HTTP, etc. for distribution.

UEFT P RORAE T RE L IR 8. 3B MR CELDS, BRERCGE =F BiHINS, AT
1% GDCA CPS HIRLE, 56 R IETS R, I MRS B8 A s HT AIE 15 -

When private key for subscriber certificate is damaged, missing, cracked, tampered or used by
unauthorized third parties suspiciously, the subscriber should apply for certificate revocation
immediately and re-apply the new certificate following the provisions with the CPS of GDCA.

5.7.4. RAE S5 ML 55 ZE 22188 7 Business Continuity Capabilities

GDCA fEiEi8 AT 5.8.1. 582 M 583 Wik ikHE/a, L HAMILE], HE
24 /NI Z AR & T0IL 55 1) IE H AT

After encountering the disaster described in section 5.8.1, 5.8.2 and 5.8.3, GDCA can use the
backup mechanisms to recover systems for operation and service delivery within 24 hours.
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5.8. HFIMERFZVEEMIAIZ1E CAor RA Termination
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The reason of GDCA termination event can be key damage or non-key damage. Key damage may
be resulted from the loss of GDCA root key, and non-key damage reason may be related to
commercial factors.

Before termination, GDCA must:

1. Arrange the business to undertake

2. Draft GDCA termination statement

3. Notify the entities that are related to GDCA termination.
4.  Shut down subordinate LDAP

5. Certificate revocation

6. Treatment of archive file record

7. Termination of certificate authority service

8. Archive main LDAP

9. Shutdown main LDAP
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10. Process GDCA business administrator and GDCA business operator
11. Process encryption key
12. Process and store sensitive documents
13. Remove GDCA mainframe hardware

H T3 B 2 AN AR 2 R R 2 1k GDCA, LT 2258 Al [F] 1B i — 11
ANJAIFE GDCA # 1EARE A [a] R A b, T2 81 2 41 R K ¢ 1E GDCA, %5k GDCA
HENT AR RS G AR P2 R IR R 28 GDCA, f£ GDCA A il )™
Ja, RS 2B PR GDCA 4 EXIT /7 IR .

With the termination of GDCA due to key damage and non-key damage, the operations are mostly
the same. The only difference is time limitation of GDCA stopping sending notification. As for GDCA
termination due to key damage, the process in which GDCA notifies the subscriber needs to be
completed as soon as possible. As for GDCA termination due to non-key damage, it can take
appropriate measures to mitigate the effects of GDCA termination on the subscriber after GDCA
notifies all the subscribers.

6. IIER A 244 Technical Security Controls

6.1. NI S5 %3 Key Pair Generation and Installation

6.1.1. AN A B Key Pair Generation

6.1.1.1. CA ZHXTAE R CA Key Pair Generation

CA H AR L AE 22 A B A ST T, fH 2T {5 N SATE [ 800 32 3 1 T L HE A
VEAT RS B b A . B AR R . TR0E . AR R NS AE FIPS140-2 hrdfE
FIAHRILE » BT FIPS140-2 At JF AR 2 [ S A 430 AW RIS REIARtE, 1 500
TP A TS I PSR, R FIPS140-2 bRk S IBHAT, 7 E R 3505 B
SEVFRIHTIE NS ME M, AARSIRE &) Wi F T bR % 4 AR i i 15
PR E R E BRI TS E . .

CA B XS IR A I 2 75 57 AR B — 42 A b 1 U DL E DAt O FLI3 47 CPS BA A
BB ER . A UL AR AR E S TR SR ORAE

The key pairs of CAs are generated within the cryptographic devices approved and licensed by
OSCCA, in a physically secure environment and under the control of multiple trusted persons. The
generation, management, storage, backup and recovery of the key pair shall comply with the
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relevant regulations of FIPS140-2. Since FIPS140-2 is not a standard approved and accepted by
OSCCA and OSCCA implements a strict management of state’s cryptographic products, GDCA
only applies part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the
product manual of the device is for your reference. Hardware Security Module used for key
generation must be evaluated and certified by OSCCA.

The generation of the CA key pairs shall be video recorded or witnessed by a qualified auditor to
ensure the generation process complies with the requirements of this CPS and follow the
separation of roles principle. The procedures and operations related to key pair generation shall be
recorded and archived.

6.1.1.2. T P B AR A R Generation for SubscriberKey Pair

H1 ROOTCA (RSA) iFfi. GDCAROOT CA iF45. ROOTCA (SM2). GDCA ROOT
CALIEBRER 2 CA PR B R+ XU PR+, 25 P46 25 4 B P A0 n
ZEHNT. B GDCA TrustAUTH R5 ROOT IE15. #zeh X R5 2 CA iEfi. GDCA
TrustAUTH E5 ROOT 25K (2% CA BTk (I e F N BB AR5, 2844 RN &5 fi
i ] — S B %

VTP 2 AR AR, Db U B R VR BRI - GDCA SRR 2 s =) 245
ZEAXS DT, W DM R A RS (1 USB Key), ] DU [ K % S
PR AR R BB AR, T DUAE R AR AE AR S st (. Web AR %5 38 B4R
BE R AR B RESE ), UE - G & WA L R AT Ik, B 20y RSA 2048
frE ECC 256 fiz. XFT28 4 B NUEH. 28 4 BHUMIES: . AR A UE, WL ZfE H
T B RO AR A R B . AN RT3, B P2 ) e A MR B Z A3 B fRE . GDCA
FERAR . WAL b, DS 1 2 4 (RS i i i .

The subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1 are double-key certificates, with key pairs including
signing key pairs and encryption key pairs. And subscriber certificates issued by subordinate CAs
of GDCA TrustAUTH R5 ROOT certificate, #i%H 4 R5 R CA certificate and GDCA TrustAUTH E5
ROOT certificate are single-key certificates, with signing and encryption using the one and same
key pair.

The generation of the subscriber’s signing key pairs must comply with the national laws and
regulations. GDCA supports multiple patterns to generate signing key pair. Subscriber can use a
hardware cryptographic module (such as USB Key), or software cryptographic module approved by
OSCCA, or a standard software cryptographic module (such as the key generation function offered
by web server software, etc.), so subscribers can choose according to their needs, and the key
sizes are at least RSA 2048 or ECC 256. It must use the hardware cryptographic module to
generate keys for type IV individual certificate type IV organization certificate and code signing
certificates. In any case, the security of key pair’'s generation should be guaranteed. GDCA shall
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implement adequate security measures in technology, business processes and management.
(1) %FT H ROOTCA (RSA) iF45. GDCA ROOT CA iFf5. ROOTCA (SM2).
GDCA ROOT CAL iE-B2E K 2 CA B K BT I+

VTP PEASE B A B R AT b, 06 20 P 551 58 5 R A 3L L VT 11 8 4% A P2
BXE, Flinm#HL. %5, USB Key. IC RE&AEK. 1T/ ERBFRIX &R, NE
S5l GDCA BHA K ABIMANEZHE . GDCA [T/ AL A 5 % i B A ¢
HUE 1) USB Key 1E 1T P 254 2 AT K 48 BRIt 4%

GDCA — AT A il 42 B 8%, Wi - B g 4 GDCA Hikife,
GDCA 7] LA HIFE RN E BN, I HAE AR ERAHNRIA, RV 88 48 iR
TR R ) 22 A PIEEPEANIME— 1, {H2 T UL B BT et 2k it 8 45 SR DR ad s P 43
%, GDCA AT 5T X 55

UERIT P N2 4% GDCA AT P 1)) R B EL L SRR, JR)
RAEHERPOITEE ., IR P R EWRE IS BN, SRR R
OIRIE . AR, B2 R RS T R SR R A A

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1:

When using hardware cryptographic modules, subscribers must generate signing key pair with
devices approved by OSCCA, such as cryptographic server, cryptographic card, USB Key and IC
card etc. Before choosing of these devices, subscribers should consult with GDCA on system
compatibility and acceptance. In addition GDCA provides USB keys to subscribers as generation
and storage devices of signing key pairs which are in accordance with the relevant provisions of
state cryptography management.

Generally, GDCA does not provide signing key pairs for subscribers, unless when submit written
applications to do so and approved by GDCA, and GDCA guarantees not to hold copy of private
keys, and take effective actions to ensure the key pairs are safe, trustworthy and unique. However,
GDCA does not assume any responsibilities and obligations for the losses caused by the loss,
disclosure of such key pairs or for any other reason related to such key pairs.

GDCA applied for generation of encryption key pair to Guangdong key management authority on
behalf of subscriber. The encryption key pair is managed by Guangdong key management authority.
When the certificate subscriber needs to recover the encryption key pair, GDCA accepts
subscriber’s application to recover the corresponding encryption key for the subscriber according to
the specification and process of Guangdong key management authority.

(2) X+ GDCA TrustAUTH R5 ROOT iE15. %At R5 #R CA iE5. GDCA
TrustAUTH E5 ROOT 25K 126 CA BT KT P k.
X ¥ SSLITLS iEH AN A BAEH, 1T/ 38 hiT o H S RIH R
XF T HRAFUETS, GDCA FuVFIT P AEZR A B SR JRIE FA I O 5 i i 22 4 i i
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114



Il semrannaemes

TooR GDCA HE-FAEME S5 H] (V5. 0 FROD

FIBEEAT ), BT 3258 CSR K IEH .

XA AATL SR ESRAGIE S SRS ZEZAEFS, BT R AT S AR 2R g A
WAL IS, AAREE RIS, RN 00 H 1305 A8, GDCA il %24
RS 1AL EBLE 1T ) .

EFAT P A R R A TR LS5, A B b R AR 54T

For subscriber certificate issued by subordinate CAs of GDCA TrustAUTH R5 ROOT certificate, %X
28 R5 # CA certificate and GDCA TrustAUTH E5 ROOT certificate:

For SSL/TLS certificates and timestamp certificates, subscribers’ key pairs are generated and kept
by the subscribers themselves.

For e-mail certificates, GDCA allows the subscribers to generate key pairs online and will deliver the
encrypted private keys to the subscribers through secure channels. Subscribers may submit the
CSR for the issuance of such certificates.

For the certificates that are compliant to the AATL Technical Requirements and the code signing
certificates, subscribers shall use the hardware equipment that meets relevant requirements to
generate key pairs, and private keys shall not be duplicated or exported, and the activation of which
must require a password. GDCA will deliver the activation passwords to the subscribers thorugh
secure channels.

Certificate subscribers have the responsibilities and obligations to protect the security of private
keys, and assume the legal responsibilities for this.

6.1.2. FLEAFEIELST P Private Key Delivery to Subscriber

H ROOTCA (RSA) it 5. GDCAROOT CA iE15. ROOTCA (SM2). GDCA ROOT
CAL IE-PZE A CA PR HIT e+, B GDCA AUE T 7 ) 3 A1 # b b 4R H
I YIRS R, S P1E BL AL ONIT P RIS R, R AT T B B I
NPRATHC AR RN, DEdER T M%ik% GDCA, iliid GDCA T#EF T kP
BARNY, 1T B IIRRE Z E T, IR NS S I A IR B A .
For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, GDCA submits application of an encryption key pair to
Guangdong Key Management Authority for subscribers and Guangdong Key Management
Authority generates an encryption key pair for subscriber, and encrypts the key pair using the public
key of the subscriber's signing key pair based on the digital envelope technology, and sends it to

GDCA as data stream. The subscriber downloads the digital envelope from GDCA, decrypts it using
the private signing key and saves the decrypted encryption key pair in the certificate carrier.

i1 GDCA TrustAUTH R5 ROOT ilE 5. i 48 R5 42 CA 15 GDCA TrustAUTH
E5 ROOT 2k H 2 CA FTZE K BT F b CHRAEERSN), GDCA ANFs oK FAEA L
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For subscriber certificates (e-mail certificates excepted) issued by Subordinate CAs of GDCA
TrustAUTH R5 ROOT certificate, #7241t R5 R CA certificate and GDCA TrustAUTH E5 ROOT
certificate, GDCA does not need to send private keys to subscribers. For the e-mail certificates that
require the delivery of private keys, the private keys are delivered encrypted and protected via
secure channels to the subscribers.

6.1.3. NABEAIEFHZ R HLF Public Key Delivery to Certificate Issuer

AT A RA IS PKCS#10 4% 3UIIE-B A8 4R 15 B B B 84 SR
&, DL T 977 20K A4 GDCA 28K, GDCA £ AAIE S A Sk Fir $2 50175 R
HEIT %4

End subscriber and RA sends certification issuance request to GDCA electronically. The request
contains public key for GDCA to issue the certificate. The request information is encoded as
PKCS#10 or other packing format with digital signature.The subscriber’s signature on the request is
authenticated prior to issuing the certificate.

6.1.4. B FNERFS VI A HEESMKIB T CA Public Key Delivery to

Relying Parties

GDCA )AL & 1E GDCA B2 R IR CAEBANYSS CAEH Y, #id GDCA &
J7 Wk iE4T KA. GDCA SZHEM GDCA MG N 7 AL i a8, DUIIES T P Al
RS T7 A A P

Public keys of GDCA are included in the self-signed root CA certificate and business CA certificate
of GDCA and published through GDCA's official website. Subscribers and relying parties can
download public keys from this website.

6.1.5. FEHEEER AR Key Sizes

GDCA SCFF RSA B E y 1024 frek bl b, Hrb AJFAEAEIEF ) RSA %4
KJE N 2048 frabh b, SCRPH) SM2 B 8K Dy 256 17, SZHFR) ECC # PN 256
B b ISR E ZOEHNERL, BUR RN S 3 A A B G A 2K, GDCA
P rtenel: N

The size of RSA key which GDCA supports is 1024 bits or more, and the size of RSA key for the
publicly trusted certificates is 2048 bits or more. The recommended key size of SM2 is 256 bits and
ECC is 256 bits or above. GDCA will conform to the specifications and requirements of key size
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from state’s laws and regulations, government, etc.

6.1.6. NASBHAE B R ER A Public Key Parameters Generation and

Quiality Checking

St AR R 2B GDCA T 1, AHSHO 25U F [ 58 5 R0 2 b v U
AR B g MU B AR R, Bl HL. In%E K. USB Key. IC REEA sANILHL,
0 MR B 4% PR AE OIS AR v . GDCA A IR e B 4% AN N B Pl Bk
Z A% T RN TR ER,

ST SHUR BRI AT, [RIRE i i 5] 5% S R0 A H R Lo Vi 1T (10 25 15 46 R A ok
AT, BNl N F . USB Key. 1IC F%5. GDCA Y NIX L1 4 FIA i ) B [
W HEECARRE T BB RER,

Public key parameters of subscriber who use hardware cryptographic modules must be generated
in encryption equipment and hardware medium approved and permitted by OSCCA, such as
cryptographic server, cryptographic card, USB Key, IC card, and follow generation standards of
these devices. GDCA considers that built-in protocols, algorithms for these devices and medium
have already met sufficient level of security requirements.

Quality of public key parameters is also checked through the encryption equipment and hardware
medium approved and permitted by OSCCA, such as cryptographic server, cryptographic card,
USB Key, IC cards. Of course, GDCA considers that built-in protocols, algorithms for these devices
and medium have already met sufficient level of security requirements.

6.1.7. 4R F B i Key Usage Purposes

GDCA IR CA M 1238 LU T IEF:
1. RER CA M AU
2. L CA IIIE -+ K AZ SGIE-H:
3. MRS AIUETS (40 OCSP Wi N KHIEIE ) o
Root CA keys of GDCA are used to sign the following certificates only:
1. Self-signed certificates to represent the root CA itself;
2. Certificates for subordinate CAs and cross certificates;

3. Certificates for infrastructure purposes (e.g. OCSP Response verification Certificates).

VP T AR 3Rt 22 AR 55, B n B 3 DIE - AN FT IR AN {5 B A 58 B PR 5%
T g O n] DA A5 B N A
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Subscriber's key can be used for providing security services, such as identity authentication,
non-repudiation and the integrity of information, etc. Encryption key pair can be used to encrypt and
decrypt information.

Authentication of identity, authorization of management, confirmation of responsibility and other
security mechanisms can be done via using signing key and encryption key.

6.2. FAAGRFAMFEEER THEZEH] Private Key Protection and

Cryptographic Module Engineering Controls

6.2.1. 9% 0 R B 1 A5 #E R #]  Cryptographic Module Standards and

Controls

GDCA Ft F i) 35 i A b 0 A8 28 [ X s 0 s H R A e I 7=, 76 (GM/T 0028-2014
RO P2 R R BR ) , %FRUES FIPS 140-2 FrifZE (] . CA RS E MR H 54 FIPS
140-2 55 =R A F AR ER, 1T 7 B I S IR AT & FIPS 140-2 28 2 A AR EKR .

Cryptographic modules used by GDCA are approved and licensed by OSCCA and comply with <
GM/T 0028-2014 Security Requirements for Cryptographic Modules>, a standard equivalent to
FIPS 140-2. The cryptographic module of the CA system meets the FIPS 140-2 Level 3 technical
requirements, and the cryptographic modules of the subscribers conform to the FIPS 140-2 level 2
technical requirements.

6.2.2. AL A#EH] (mi& n) Private Key (n out of m) Multi-Person Control

GDCA RN, B8, R &0 RIS 24 (SR 2 AL, BRIT
EEJT R, AR R 4] 5 B R o, S e = AR T
WL F, ENEE AR PIN TS, A B R B HEAT B 1

Generation, update, revocation, backup and recovery operations, etc. of GDCA private key adopt
multi-person control mechanisms. Namely, the mechanism is three out of five, means the key
management authority is distributed to five key administrators, the operation of private key is
performed in the presence and permission of no less than three employees via inserting cards of
administrators and inputting their PIN code.

6.2.3. MK E Private Key Recovery

ONYEY R SR a8 B B o R R S I SRR, X B B a2 B
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In order to safeguard state’s rights and interests, the encryption key pair generated and managed
by key management authority should be used under a key recovery mechanism. It ensures that
encrypted data can be recovered by law.

6.2.4. FEAFEE Private Key Escrow

Xt H ROOTCA (RSA) iE+i. GDCAROOT CA iEf5. ROOTCA (SM2). GDCA
ROOT CAL IEHLE A 2 CA P A AT e+, 1T N EHX N A T AR
HHEHEPOIEE, T NERIEEX MR N E CRE, HHEE PO THEE .

JTARAEEPE O GRIE R PR 2 4, P LESOEARAE, EHEA
A 2o, FEANRARETIIA .

%t T B GDCATrustAUTH R5 ROOT Hif H5 . # % i {8 R5 2 CA i 5.
GDCATrustAUTH E5 ROOT 25K )14k CA Fras KN FESS, GDCA AXfiT AL
BATIEE
For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CALl, the private key of encryption certificate is escrowed by

Guangdong key management authority. The private key of signing certificate is kept by subscriber
and not escrowed by Guangdong key management authority.

Guangdong key management authority ensures the security of subscriber’s key pair strictly. Key is
preserved via encryption. Key library has the highest security level, which is refused to illegal
access.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #1%
B 4% R5 AR CA {E4S, and GDCA TrustAUTH E5 ROOT, GDCA does not escrow the private keys of
the subscribers.

6.2.5. FAEHEAR Private Key Backup

CA FAHRAR 73 PRI RAL I & 0y WIAGAL G0 (B8 — IR R G a5 AT %
i) sEaf by GERIR RGP APIERI1ERE I,

WAL % 7 R R aa e AL B EAT RO RL B #5477 o

SEA R AR PIEI &0 R & 1T 0 AT AT S B %, B — 1

Private keys backup for CAs includes two types: initial backup (backup in the first installation),
complete backup (regular copies of private key library in the system).
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Initial backup is private key backup in the system installation.

Complete backup is complete backup of private key library once a week.

6.2.6. FEHIFRY Private Key Archival

AV B O BT R B S BT VAR R A, DRAF I T FOR I 20 I = A
3990 PR R RN 8 SRR AT N O ORA A 5 9 B v R B0l e R MR AR ) o
FEHZIM)E, GDCA f£ 10 RN SR RAE . RIS fRAF 2270 7 4.

Key management authority archives key information. It splits the key pair into three parts, encrypts
them using symmetric encryption algorithm respectively, stores them in its database and disk.

Once private key expires, GDCA will complete archiving operation in 10 days. The validity of
archiving private key is at least 7 years.

6.2.7. FRASH. SABEER Private Key Transfer Into or From a

Cryptographic Module

P (AR AL AR B s e rp = A, AR R O RA B AN BE AR SOOI 3 e

Xf CA RYt, 1EfRELMEGTH CA BHIN, MWEMRIH S I & L A0
FIFInas CA SRRV 2 N &0 i3 PP R 2 A A e bt 1l 22 A\ 4241

GDCA AR UET AP A 3 R B b 3 598, B AN SRV It o X 47
AR AR ALV, A R P R R OF B AT AR AR GRS, T T A BT
N5 BRI R B D& ORI S U 1) 42 il 16 i o

All keys must be generated in cryptographic modules, and private keys in the cryptographic
modules cannot be exported in plaintext.

For the CA system, when it is necessary to transport or backup the CA keys, the keys exported from
the cryptographic module must be encrypted, and the private keys used to encrypt the CA key must
be under multiple person control. Importation of the keys into the cryptographic modules must also
under multiple person control.

GDCA does not provide the export of subscriber’s private key from hardware cryptographic module
and allow this operation. As for the private key stored in software cryptographic module, and if
subscriber is willing to bear the relevant risks, subscriber can choose the way of import and export
with access control such as password, etc.
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6.2.8. RAAAE BRI IEME Private Key Storage on Cryptographic

Module

CA R G B v £ K FH [ 5 B 0 B Ry S VP AT (O IR 55 A8 2 AL, e 3 A At
P /DFFE FIPS 140-2 = Jbn i sl A 56 20 22 47K Y-, R 00 A7 A 8 I 55 4 5 D A LA
P, FEBEAN AR o A A 22 B SCH AR RE AR 2 AL Ab

WP ARG TER & E KBS HAE ) USB Key /M RECCIHIERH, ATATE
USB Key £ IIALEH, AR SCITEIRAE o« X T8 TR A 5 AR A I FA R, B
TP ERE B R A B P A R, 3T 7 ] DL R 30 FH A 2 A DR 18 e R o
TR

M T 2RI 2R BT P AR B0 e 22 /D F5 5 FIPS 140-2 —Zbx
HEE R S5 2 22 4K F

The hardware cryptographic equipment used by CA systems had been approved and permitted by
OSCCA, and hardware cryptographic module at least meets the FIPS 140-2 level 3 standards or
equivalent security levels. Private keys will not be in the form of text outside the hardware
cryptographic modules in the entire life cycle.

Subscriber's private key is stored in the USB key medium or file certificate meeting the regulations
of OSCCA. All the private keys stored in the USB key are stored in the form of cipher text. For the
private key generated by software cryptographic modules is preferably stored and used in hardware
cryptographic modules. Subscriber can also use specific software cryptographic modules with
security measures.

The hardware cryptographic module used to store the private keys of the code signing certificates
at least meets the FIPS 140-2 level 2 standards or equivalent level of security.

6.2.9. HOEFVH % Methods of Activating Private Key

HHEH MM E CWEE AR SSRGS B, TR R, HE=
B A RN

XFFAFE T U0 USB Key N N pLeics Hob 2 A AE 4 2 f i e (17 7
AL, AT AT OB 4 1C REETT DR T TSR ke T R A XSl
Ja, ¥ USB Key. IC REFMAMMBAET, BARY 04, WARARE. X T4%
FEAT P SRV AT S AR R o (AL, T 7 BEZR A 5 BRI it NP B L OR3P TS
PABT IEAESCA AR 2 M P SRS 00T, FAR N G AT 7 A THSENUNTAR G AAH . G RA
TEAE R AF AR T RV AT 1 ORAP, I8 B R R ) 28 e R AL B B T8
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Key administrators use their own administrative cards to login cryptographic server. Three
administrators need to be at presence for private key activating operation.

For the private key saved in such as USB Key, cryptographic card, cryptographic server, or other
forms of hardware modules, the subscriber can protect through password, IC card, etc. After the
appropriate driver is installed in subscriber’'s computer, the private key is activated by the way that
the USB Key, smart cards are plugged into the appropriate device to enter the protection password.
For the private key stored in the subscriber's computer software cryptographic module, the
subscriber should take reasonable measures to protect the computers physically in order to prevent
unauthorized personnel from using computers and private keys of subscriber. If the private key is
stored in software cryptographic module without the password protection, then the loading of
software cryptographic module means the activation of private key. The private key protected by
password can be activated via inputting password.

6.2.10. EBRAFEIFIRAR A Method of Deactivating Private Key

HHEHE RS B OE B G RERRST AL, TR ERE,
T A EH A RN,

— BRSO, BRIFXMUIRES RS, RS TR A3
W=, RAREREEE, RREEEAT — R, IR BT 0 ke, R Z G
1T -

GDCA f ANV BABE RS 107 SR HHIR 1 B RIRAS . DI R B 3 p A e 2
Th AP BARSSE RERBEMER AR, gaAn] LT A ORAE

PRI L AT v, BB URIE RS TH RN, BT
BB BER A TP ECH, DI, AR -

Key administrators use their own administrator card to login cryptographic server and deactivate the
private key. Three administrators at presence can execute above operation.

Once the private key is activated, unless the state is deactivated, the private key is always active. In
some cases, the private key is activated for one operation and reactivated for another operation.

The ways of deactivating private key include exit, shutdown, removing hardware cryptographic
module and logout of user or system. Unauthorized person cannot execute above operation.

Subscriber can deactivate the private key by themselves. And private key will be deactivated when
logout, or remove hard cryptographic module from card reader, or turn off the power supply.

6.2.11.  4HERFAEARITT = Method of Destroying Private Key

RS EE A, B0 55 R BRI (4 2 B 2 B Wi, R AE TR
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If the private key is no longer in use, or after the corresponding public key is expired or revoked, for
the circumstance that the key is in software encryption module, it must be cleared by methods of
mulching. For the circumstance that the key is in hardware encryption module, it should be cleared
in the encryption device or IC card. Meanwhile, all the PIN codes, IC cards for activating private key
also must be destroyed or recovered.

Private key no longer being used, or the public key corresponding to private key expired or revoked,
the method of destruction is determined by the subscriber. The subscriber must destroy the private
key effectively and assume the relevant responsibilities. Storage and archive of the key after
expiration must conform to the provisions of this CPS.

6.2.12.  ZHEREHRKPEAE Cryptographic Module Capabilities

GDCA 15 F] [E 5 25 05 B R b v AN ] (R 25 00 77

GDCA uses the cryptographic products approved and permitted by OSCCA.

6.3. EHXNEHMK H M 7 E Other Aspects of Key Pair

Management
6.3.1. A%IHRS Public Key Archival

Xt ARG I AP EAE AT RE I VAR ORAE X ORAF I 2 B RREAT XEAR IS,
TRAEIRI 2 22 B A AE B
NHIFIWE, GDCA 7E 10 K A FE BRI A o

GDCA should carry out archiving and preservation timely for public key data generated by the
system and use symmetric encryption for public key information. Ensure to obtain the safe and
complete public key information.

If public key has expired, GDCA should complete archiving operation in 10 days.
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6.3.2. E BRI A MR Certificate Operational Periods and

Key Pair Usage Periods

INEAARVER B FT IR S IE S A O O%, (BIF A e e R fr— 2.

xR B RS, HAV R BEAEIE AT RO A A 0] DU 802644, AABIIAE
BRI IE S A RO . B3, 8 7 PRIEEIE AT 00 A 2544 (1045 /2 T ASRIE
A AE P IRR W] BLEEIE S A RO R LA

X s e, H AP A BAEIE A RO A 4w U = 2, APIAE
FIABRAE I IE S AT RO . B, 8 7 DRIEEIE A7 R0 A I (1945 2 T AT
AN A P IR T AFEIESS 1A ROYIRR BASE

The usage period of public key and private key is related to the validity period of certificate, but they
are not completely consistent.

For the signing certificate, its private key can only be used for signing within the certificate validity
period and not be used beyond the validity period of certificate. However, in order to ensure
signature information can be verified within the certificate validity period, the public key can be used
beyond the validity period of certificate.

For the encryption certificate, its public key can only be used for encryption within the validity period
of certificate and not be used beyond the validity period of certificate. However, in order to ensure
information encrypted can be used to unlock the information within the validity period of certificate,
the private key can be used beyond the validity period of certificate.

X5 T S S0 I UESS,  HARAVEA A 80 R REAEUE A RN 4w BUEA .

B—MERAEZADREN, APFRSR A IR BSR4 S .

FANFAERM R TR FUEFIE R CAES, UEB RG22 LT,
FCVFAS Y U AR X UE AT . (B S P AN RE T PRI A

For the certificate used for authentication, the private key and public key can only be used within
the validity period of certificate.

If a certificate has multiple usages, the usage periods of public key and private key follow the rules
described above.

In addition, after the expiration of certificate, under the circumstances of ensuring security, original
key pair can be used to update the certificate. But the key pair can’t be used indefinitely.

SHFANRIESS, LB o V8 U 1 5 1) fe A P AR 2

1. %} ROOTCA(RSA)Z K ¥ RSA2048 i CA iETs, HEEANT K v 4
P2 10 4, AIZ>T 10 4,

2. Xt ROOTCA (SM2) %k (1 SM2CA i, HaPInt K fo Vil 4R R 2
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20 4F, W[/>T 20 4

3. X+ GDCA ff) RSA4096 fiiffd CA iE45, FHLBIxH i K fo v A AR BR 2 30
., AT 30 A

4. XIT GDCA ] ECC 384 il CA 1IE45, F %5 BH XS e fo Vi FH A B 2 30 42,

n/bF 30 4

5. X7 RSA2048 £ SSL/TLS M55 #siE15, BT 1) e K o Vi S R 2 825
K, AT 825 K;

6. X RSA2048 N AURYREA4IES:, FLB XTI fe K fo Vi FH IR =& 39 A~ H, wf
bF 394N H

7. XFT RSA2048 {7k SSLITLS Mis #iiE 5 AR UE AT FESS, %
PR K RV AR 8 45, A>T 8 4

8. X SM2AT/ RN, HEPIN &K RV ERE 4 4, AlbT 4 48,

9. XfF ECC256 fir SSL/TLS HR45#HE+S, H a5 BHx i i s vifs F 2 825
K, AT 825 K;

10. -+ ECC256 ArfRADAE 4TRSS, a4 MR K R vi FIARR 2 39 A~ H, #]
F 394

11. %f-F ECC256 ik SSLITLS AR%% 2 E 15 A ARID A UE AT FHuE 45, Hea%
SR ARV AR BR 2 8 4R, Tl T 8 4R

For different certificates, the maximum usage period of the key pair can be obtained via certificate

renewal:

1.

For ROOTCA (RSA) RSA 2048 bits CA certificate, the maximum usage period of the key pair
is 10 years or less than 10 years.

For ROOTCA (SM2) SM2 CA certificate, the maximum usage period of the key pair is 20 years
or less than 20 years.

For the GDCA RSA 4096 bits root CA certificate, the maximum usage period of the key pair is
30 years or less than 30 years.

For the GDCA ECC 384 bits root CA certificate, the maximum usage period of the key pair is
30 years or less than 30 years.

For the RSA 2048 bits SSL/TLS server certificate, the maximum usage period of the key pair is
825 days or less than 825 days.

For the RSA 2048 bits code signing certificate, the maximum usage period of the key pair is 39
months or less than 39 months.

For the RSA 2048 bits Subscriber Certificates beyond the SSL/TLS server certificates and
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code signing certificates, the maximum usage period of the key pair is 8 years or less than 8
years.

8. For SM2 subscriber certificate, the maximum usage period of the key pair is 4 years or less
than 4 years.

9. For the ECC 256 bits SSL/TLS server certificate, the maximum usage period of the key pair is
825 days or less than 825 days.

10. For the ECC 256 bits code signing certificate, the maximum usage period of the key pair is 39
months or less than 39 months.

11. For the ECC 256 bits Subscriber certificates beyond the SSL/TLS server certificates and the
code signing certificates, the maximum usage period of the key pair is 8 years or less than 8
years.

6.4. BEEIE Activation Data

6.4.1. BUEEAE K = A f1 223 Activation Data Generation and Installation

N T PRIPFLEI 2 4, UEASTT P AL R 22 S it K 6 AU ORAIE 2 4 m 5, AT 38 4
AABOIR . Befmes . BEREEH . BN BB AR B EE

CA RPIRIBIE A, UL IR S8 PROE Bul 0 B E P1E BINE R EDR, ™
REREAT AR 0 RV AT P AR B EEE, SR T T EOIEBM O 4 (B
B ASRME ). USB Key. IC 18 Bl 05, AR 22 4] SEAIASEL T BENL™ 42 .

GDCA A RyuEEd, BT TEIEH N4 ((CUEEEESEEARD.
USB Key. IC RAJERE D455, AR LSS NP L, XSS EoE, #8
Py bz ol X 131 e W 1 (B R YT T R N 15 G R e Va2 N A I D G I B | /G
S IOE %8, GDCA M F BAT T IE k.
Subscriber must use secure and reliable generation and installation of activation data to protect the

private key from exposure, theft, unauthorized usage, modification, or unauthorized disclosure.

Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.
Activation data of subscriber private key, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generated
randomly in secure and reliable environments.

Activation data generated by GDCA, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generated
randomly in secure and reliable environments. The activation data are delivered to subscribers
safely and reliably, such as through offline face-to-face submission, post courier delivery, etc. For
activation data of non-single usage, GDCA suggests users to modify by themselves.

126



Il semrannaemes

Toox Cenemoe GDCA HLF-ATEML S5 HEI] (V5. 0 fi)

PP I ORI VBN AZFE AR Sy BE 2K, B3 LA T JLA B0
EVOR R A

BEOUE—ANG TR

e E AR 2 A R A 5 A

ANBEANERAE A 4% T AR ]

AREEMAEH . BIEEECF

M5 B R 1 7 745 R

© o > w bd o

All the protection passwords should not be something easily guessed, and should follow the
following principles:

1. Contain at least eight characters

2. Contain one lowercase letter at least

3. Not contain many of the same characters
4. Not be the same as operator’s name

5. Not use birthdays, telephone numbers

6. Longer substring in user name information

6.4.2. BEEIEKEI Activation Data Protection

XF T CA RVHIIBE SR, AU BOS B #2 e T S 1 U7 o B S A R RIS A
R, I H SN QARG IR ST B ER .

VP OS2 L AU 2 W] SE IR EE R A, AU AT %R, B IR RLE
BEATH S, ATTHAR TR . W FAUE T A F A B PIN BB AR FAGHRL, T R
EAREUFH OB PIN 19, B L EE S BT, G A 50T 7 4 P AR AE R R B, 3T
FARRIE R AR N AR G R TRCAL S RAM R e HE, MiZE
OB EARE AT 2
Activation data of CA private key must be separated in a reliable way and kept by different trusted
personnel. Administrator must meet the requirements of responsibility division.

Subscriber’s activation data must be generated in the safe and reliable environment and be
properly safeguarded or destroyed, and cannot be leaked to others. If the certificate subscriber
uses a password or PIN to protect private key, the subscriber should take good care of password or
PIN to prevent the leakage or theft. If the certificate subscriber uses biological characteristics to
protect the private key, the subscriber should also pay attention to prevent his/her biological
characteristics from illegal obtaining. Meanwhile, in order to meet the security requirements of
business systems, activation data should be modified regularly.
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6.4.3. BUEEHAE A 5 H Other Aspects of Activation Data

AL BOE Bl AT I, MR AR IR R R T R el Bk
ARABGH TR BAR AU -

AL S A AN 75 N NOZAH G IR e e RE P e T R A es . R L
FRIRBUE T, HH S8 45 R TR A AR5 S ot LR B A R SRATH K 1 5070 B
FAR, s HA I ELR TUL 0B

HRER AR, X RIFIESRAT P BOE SR A ar A, BUE IR

1. AT HRIEIEBR O 4, FE G KA.

2. T PRI ALEHEE IC . USB Key 114, GEGT P AR ML 55 82 I #0752 B I
TUAHE, AR 3 4> 5 N EZ BT B

Activation of private key shall be protected from loss, theft, modification, unauthorized disclosure, or
unauthorized usage during the transmission.

The activation data of private key which is no longer used should be destroyed and protected from
theft, disclosure or unauthorized use during the destruction. The result of destruction is that some
or all of activation data can’t be recovered directly or indirectly from the residual information and
medium, papers recorded with passwords must be shredded.

For the security reasons, the rules of certificate applicant activate data of lifecycle as below:
1. The password used to apply for certificate becomes invalid after successful application.

2. The password used to protect the private key, or IC card, USB Key, could be modified by
subscriber at any time based on business application, and should be modified three
months after the validity.

6.5. HHEAMLZEFEH Computer Security Controls

6.5.1. KA KT ENRZEBARER Specific Computer Security Technical

Requirements

GDCA RGHIME B2 4 B, 2 IR E AR GEFUIE R G % RS & HAH R 2 AR FTE) |
LAV AME BACER AT 1 CFFIIEAR 55 & BT 0%), 2 15027001 15 2 % e hr#ERNTE LA
L HAMARICHIE B 2 ebriE, 2 4T, 5838 12 a8 BSRmg A B2, fEig & b ¥ LA
S A ANC e T L PR E HI A S O R RIRAIE L IE 4R U7 1] 42 1
PER TR ] . N SRS BV R W26 1] 42 )55
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Information security management of GDCA certification system meets "Specifications Related
Security Technology Certificate Authentication System" published by OSCCA, "Measures for the
Administration of Electronic Certification Services" published by Ministry of Industry and Information
Technology, standards of information security in ISO 27001 and security standards of other relevant
information. GDCA draws up comprehensive and perfect security management strategies and
standards, which have been implemented, reviewed and recorded within operation. The main
security technologies and control measures include: Identification and authentication, logic access
control, physical access control, management of personnel's responsibilities decentralization,
network access control, etc.

AT RS DR RIS UEN L], O ERIA RS (845 CA RGE. RA RE0) UilAL
BRFKIN 553 70 BCPEE— RO, T B8 017 TR0 A B PR A1) D AT AR A ST ER K B /MU - 15 7]
I RN R AT 44 F2 OB Bl R 38 sy 3

L ) 2 A T B IR CA BF B S R G T B RS, A
RRFIRGHBIITT A

Dual-factor authentication mechanism shall be utilized in the login process to validate the digital
certificate and username/password of user. GDCA assign each user of CA/RA system a unique
account with minimum permissions according to the requirements of user.

Strict security controls ensures that the system of CA software and data files is secure and reliable
and will not be accessed without authorization.

ot RO S S RGEL MBS, 7 R 5 S RGO RS . SR/ B AT L
BEL 1 7 PRSI A1 0 24 4 0 K B 1k WA P T 9 0 AR 27 R 5
s, BRI RGO, U CA RSB SBALT . HLE TIERE. U
[F) RGEA T (5 A 54T DT 1417711 CA $LE e

Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for
specific applications. The usage of firewall is to prevent the intrusion from the internal and external
network production system and restrict activities of access production system. Only trusted persons
in operation and management group of CA system, when necessary to access the system can
access the CA database using password.

6.5.2. THEN 24P Computer Security Rating

GDCA WIMIER S, i 7 EZELE RN 2 etk E.

GDCA HJWIE RSt THENL A 2% 224, FEAE i [ 5% 00 A R 2 A0 T I UAIE &
i, UPENL. WSS AFATEEG A, WA LE, RIEHCERRSFEL, HA
E R G0 [ 2 50 % A AT TR UE

GDCA certification systems pass the security review of OSCCA.
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Authentication system, computer and network security of GDCA should be evaluated by OSCCA

each year. According to the opinion of the relevant experts and leaders, GDCA may upgrade the

authentication system and system security when necessary.

6.6.

6.6.1.

A Ay JE B R %8 Life Cycle Technical Controls

ARG K#E#H| System Development Controls

GDCA [FH A vt AT o R A1 LA J 0 -

o a0 &~ w Do

il RE 28 ] AR I TE R AR SRR AL, R ZER AR S A 12 AR AT 5
i 5 2 i P S AR AU RE B B R

TFRREFF I AHETE SRR GEREAT PR T Ja - R AR & 2R 85
A% B HR B R EAT A RUAE LR 2 0

S =7 YRR B A

24 ARG T AT SE A vt

[FI), GDCA MHAFIF RIRIERNE, 275 1S015408 HbRAE, AT AHIR LI FITT

KA

Software design and development of GDCA process follows principles:

1.

5.

6.

Establish internal system of corporation about update, alteration and application. The
employees should follow this system strictly.

Establish internal purchasing process and management system of corporation.

After the programs have passed strict test in development environment, they can be
deployed to production environment.

Effective online backup must be done before deployment changes.
Verification and review of third-party.

The security risk analysis and reliability design.

The operation specifications of software development, which refer to 1SO15408 standard,

implement relevant plan and development control.

6.6.2.

4B PR Security Management Controls

GDCA MIER GG B 2 e B, ™M AR [ S A8 LR (A7 RIs 4T 8 B 2t

T ERAE

GDCA \IE R G A AT M B4 Il 9t i ) 2R Sl aeisd )™ 4% 1) It s ik
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A AT EFER, AT E SO T &l R e R IEIATRRA TS S . TR ATE 5% .
GDCA it X AIE R Gt 47 2 $HFIAS 2 HA AR 2 A0t .
GDCA K H —Fl R G & FAR 2RI A M R SR E , CLBT IE R IR B

Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.

GDCA authentication system has a strict control measures, and all the systems can be used only
after being rigorously tested and verified. Any modifications and upgrades will be recorded for
reference and made for version control, functional test and record. GDCA also carries out regular
and irregular inspection and test on certification system.

GDCA uses the flexible management system to control, monitor system configuration and prevent
unauthorized modification.

REEAF 2% BRI BRSNS AT e tE iR, R R EHAR, 25
FAAE LRI o 0 B0 35 PR R AN 22 25 L 48 A8 SN ™ A% 1) 22 A LRI, BT e
R 2 AN

GDCA MIER G A A i TH R L, TR IR B A AT A BRI, 15 S 20
IR A R 2 4 (5 B AFE

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

After all the hardware and software equipment of GDCA authentication system are upgraded,
GDCA must confirm the existence of information which affects the security in waste equipment.

6.6.3. A 4 B B i 22 242 1) Life Cycle Security Controls

GDCA NIER G YA et B T RFEEERI T Gt R, Hrp g 7R, BEHE
i Je 3 ) 22 ko

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.

6.7. ML HIZ4#%] Network Security Controls

GDCA AE 2 Gt K FH 2 21 B K 355 00 I 245 B2 05 22 Al R Ge AR, I HL St 58 35 1
Vi IR AR o

WIE RS RIFBCS BRAEIE . EWIEBEAH G ERIEDIRE, AL ot M 4T .
R4 GDCA #HUP i TRefg 1t N GDCA i liR%5 4% . GDCA iE+5 H 3%k %5 4% . GDCA
BAEP OSSR SRS
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GDCA authentication system has multi-level firewalls and the protection of network resource
security control systems. It also has complete access control technology.

Authentication system only provides the operations such as application and query of certificate to
subscribers over the network. Only employees authorized by GDCA can access the GDCA
certificate server, GDCA certificate directory server, GDCA operation center and other equipment or
systems.

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and
updated to the version of above systems, as much as possible to reduce the risks from the network.

6.8. IFIAIE Time-Stamping

GDCA #4454 RFC 3161, 5816 UL A Authenticode [ IR AR SS, F 2 TS
%4 . PDF 2:44% i . GDCA LSS RGiM) R Geit 1R Hi@ 1 NTP P 5 1% 05 18] 8k AR
L. .

GDCA provides time stamp service that complies with RFC 3161, RFC 5816 and Authenticode,
mainly used for code signing and PDF signing purpose, and the system time of GDCA’s operation
system synchronizes with this time stamp service through Network Time Protocol (NTP).

7. EF ERHEHFIRAAELIET RS Certificate, CRL,

and OCSP Profiles

7.1. iF3 Certificate Profile

GDCA {5 FI F VEAIE ok 3045 & B AR SRR AEZER , 2 ITU-T HEFE I — A BRbrife
ITU-T X.509v3 (1997): {5 EH AR RG Hi%E-H3: AUEHESE (1997 46 H) #rik
H1 RFC 5280: Internet X.509 ASHZEAL B UE A1 CRL 454 (2008 45 H).

GDCA i CSPRNG ik T 0 HAKE A 64 AR SIERIEB 515

The format of GDCA certificates conforms to national standard, i.e. ITU-T X.509 V3 (1997):
Information Technology - Open Systems Interconnection - the Directory - Authentication Framework
(June 1997) recommendation by ITU-T and RFC 5280: Internet X.509 Public Key Infrastructure
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Certificate and Certificate Revocation List (CRL) Profile (May 2008).

GDCA generates non-sequential certificate serial numbers greater than zero containing 64 bits of
output from a CSPRNG.

7.1.1. FRA5: Version Number(s)

GDCA iEFi 54 X.509 V3 Wil Fitg =, AAAE BAF AR UE TS A A= Y o

GDCA certificates are compliant with X.509 V3 certificate format. The version information is listed in
the version field of the certificate.

7.1.2. WEHH B Certificate Extensions

GDCA [ 1 M8 1] X.509 V3 JiE Fbr #EWUAIbR Y FEIILASE, B T B I e
T
® iEFihRAEI
1. UEFARAS (Version)
HHI X.509 1EPS S R4S, B V3.
2. WEPBR%5 (SerialNumber)
HI i1 GDCA 73 Fo g iEA5 iR ME— I8 RUBR IR
3. ZABEIERGRSF (Signature)
fii %€ 1 GDCA 25 A E - s F 25 44 i
4. RN (Issuer)
FASRAR IR RAEF 1 CA 9 X.500 DN 4%, HI GDCA &A@k, GfFEEZ. 4.
W Bk, BRALERTT. FEH 4. #Hilan.
CN = GDCA Guangdong Certificate Authority
OU = Guangdong Certificate Authority
O = GDCA Certificate Authority
L = Guangzhou
S = Guangdong
C=CN
5. UEFA X (Validity)
FISRAEE MR AT RY], ARG UE TG 42 R0 H SIRI TR) DA K 2% R4 H AN 1]
RO AEB, FFEREIEB & GEARIA
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6. IEPBH4 (Subject)

85 UE P 1K X500 ME— 2 5. BFEEZ. &, i WG, SRALEs TRE A 4,
AL email Mk A fE B2

7. UEBFEEEATEHEE (subjectPublicKeyinfo)

EBRFAEE AT EHEERGEHANEEEE: IEBFAEENATTEHNE: A
PRI EERRIRTE . AR RAFELE AT S hash 592,

In addition to the X.509 V3certificate standard items and standard extension items, GDCA also
uses customized extensions.

® certificate standard items

1. Version

This field describes the version of X.509 certificate.

2. Serial Number

The serial number is a unique integer assigned by GDCA to each certificate.

3. Signature Algorithm Identifier

The algorithm identifier is used to identify a signing algorithm with which GDCA used to Issuer.
4. Issuer

The issuer field identifies X.500 DN of CA that has signed and issued the certificate, namely each
attribute of GDCA, including country, province, city, organization, department and common name,

e.g..
CN = GDCA Guangdong Certificate Authority
OU = Guangdong Certificate Authority
O = GDCA Certificate Authority
L = Guangzhou
S = Guangdong
C=CN

5. Validity

The certificate validity period is the time interval during which the CA warrants that it will maintain
information about the status of the certificate, including two dates: the date on which the certificate
validity period begins and the date on which the certificate validity period ends. The validity must
be checked each time using certificates.

6. Subject

The subject field identifies X.500 DN of subscriber, including country, province, city, organization,
department and common name. It may also contain email addresses and other personal
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information.
7. Subject Public Key Info

This field is used to carry the public key and identify the algorithm with which the key is used. This
identifier identifies public key algorithm and hash algorithm.

® EfY I

L. AURHLAEZ AR RTF (authorityKeyldentifier)

MR B bR IR R it 7 —Fhor 20, LRI S E BB A R A 4
WUR#F BT A ZAFHIFEE T RAEBWINERA 2 /N8 % HN Y R .

2. EMEHAFRIRFF (subjectKeyldentifier)

AR AE—FRA R B — R E APIRER I 57 I RFR IR T A IER A FF
B TR X o A — B R AR S (B0, SRR AR .

3. EHIME (key usage)

858 KPS TS, ANRHUBL BEmE, HdEmE, HHIG R
UFUEH%544, B00F CRL 2244, Hm#, Rfg#, R&54.

4. CRL RA[ &

H1 GDCA #EE ] CRL K Afi i

® Certificate extensions
1. Authority Key Identifier

The authority key identifier extension provides a means of identifying the public key corresponding
to the private key used to sign a certificate. This extension is used where an issuer has multiple
signing keys (either due to multiple concurrent key pairs or due to changeover).

2. Subject Key Identifier

The subject key identifier extension provides a means of identifying certificates that contain a
particular public key. The extension identifies the authorized public key. It provides a means to
identify different keys used by the same subject (e.g. when rekeying).

3. Keyusage

The key usage extension defines the purpose (e.g., electronic signature, non-repudiation, key
encryption, data encryption, key protocol, certificate signature verification, CRL signature validation,
only encryption, only decryption and only signature g) of the key contained in the certificate.

4. CRL Distribution Points
It refers to CRL Distribution Points specified by GDCA

® [iE PRI

EFOTANF] FIE 382 FH iR 55 75 5K, GDCA A RGeS — 2 e 1, GFFHA R T
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I :
1 #efRES: HTRRIT 2RSS,
2. MW A TR AR
3. LHEMS: HTRmdl CHEEMN 55
4. EBEICUES: HTFRaxdlk FF-S 65
5. fEAEMSS: WEBAUANU AR T AT R — 5
6. HBIEICIES: TR b5,
7. MABOESHS: TR E RS OENE— 5.
®  Customized extensions

To satisfy different requirements for certificate application service, GDCA can define some
extensions flexibly, including but not limited to the following extensions:

2. Insurance number: It is used to indicate the subscriber's insurance number.
3. Organization Code: It is used to indicate the Organization code.
4. IC registration number: It is used to indicate enterprise IC registration number.

5. Taxation registration certificate number: It is used to indicate enterprise national taxation
number.

6. Trusted service number: It is used to indicate subscriber’s unique number generated by
GDCA.

7. Land taxation registration certificate number: It is used to indicate enterprise land taxation
number.

8. Resident identity card number: It is used to indicate unique number of resident’s identity card.

7.1.3. HEXZ AR RRF Algorithm Object Identifiers

GDCA 2 R HIIERH, B BEHIAR R R N shalRSA . sha256RSA fll sha256ECDSA,
HA A TF RS AFIE P B 2500 H9E AN shalRSA.

The cryptographic algorithm identifiers of certificates issued by GDCA include shalRSA,
sha256RSA and sha256ECDSA, and GDCA does not use shalRSA for the cryptographic algorithm
of the publicly trusted certificates.

7.1.4. ZFRIER, Name Forms

GDCA % & HIE 45 4 FRFE R (ks 2T 2545 & X501 Distinguished Name(DN) i
I v
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SSU/TLS iEBEMIARA AW “.”, “-7, & “ 7 (FH)FR, R/sFHAMT
FFRRIZINT . A BANEHNE.
Name of certificate issued by GDCA is formatted in accordance with X.501 DN.

SSL/TLS server certificates cannot only contain metadata such as ‘', ‘-’ and *’ (empty) characters
and/or any other indication that the value/field is absent, incomplete, or not applicable.

7.1.5. Z FRBR# Name Constraints

TERGE o

No stipulation.

7.1.6. IEFFIE T R AFIRAF Certificate Policy Object Identifier

UE 5 SR BT FARMRFF[FIA CPS 25 1.4.1.6 5.

See CPS section1.4.1.6.

7.2. EPBEEF)ER CRL Profile

GDCA s 1%k CRL, HEH Ay fli .

GDCA issues CRL regularly for the subscribers to query.

7.2.1. hz4s Version Number(s)

GDCA L5484 51126 K F X.509 v2 #% K.

CRL issued by GDCA is formatted in accordance with X.509 v2.

7.2.2. CRL fl CRL % H¥ I CRL and CRL Entry Extensions

GDCA HEPs 713 (CRL) J&— N I [ B H28 i #2544 1) S iE 15
1512, CRL %K% /& CA, GDCA iliid kA CRL &t E s & AU IEFRPIRES
=

Hitho

L CRLRRA S FIRIRGE CRL MORRASS B GDCA R ] X.509 V3 UEF34f
] CRL V2 LA
2. Z54%1E: GDCA Ffi shal RSA. sha256RSA. sha256ECDSA. SM2 & ECC %54
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R,
MR E: FRESRNIIN DN 4, mEZR. & 1. Pl SRALEsT TRE ] 44 4541
Jo

AR TE] e FEE AN HITEME, FH BLRBIA CRL KA I TA] .

SRS IE: FRE A HIWREME, FHRAREI R —Ik CRL 2R AT RIS a) AR
siRi| (58 FH %480 6

WAHIEBIE: 18E CAMBNIEBIER. AFIRP G IESRFF]5 A b
B ) H AT A

MR ZHFRRAT (lssuer Unique Identifier): Z<TibRiR I SKIGIEAE CRL E24
M ATFEH. EReFEalE— CA AR H.

CRL is a revoked certificate list with time stamp and digital signature. The issuer of CRL is CA.
GDCA provides certificate status information through releasing CRL.

1.

CRL version: It refers to version information of CRL, GDCA adopts CRL V2 corresponding to
X.509 V3 certificate.

Signature algorithm: GDCA adopts shal RSA, sha256RSA, sha256ECDSA, SM2 and ECC
signature algorithms.

Issuer: It refers to DN of issuing authority, including country, province, city, organization,
department and common name, etc.

Effective time: It refers to date/time which indicates CRL issuing time.

Update time: It refers to date/time which indicates next issuing time of CRL. (It's an enforced
field in this CPS).

Certificate Revocation List: It refers to a list of revokedcertificates. The list contains certificate
serial number and certificate revocation date and time.

Issuer Unique Identifier: It is used to authenticate the public key which is used to verify
signature of CRL. It can distinguish different keys used by the same CA.

7.3. fELRIEFIRAPML OCSP Profile

GDCA kH IETF PKIX TAEHTF KK —MELIEFDIRA L (Online Certificate

Status Protocol, OCSP, RFC6960), WM S 1 —FibrE ()18 KA B 2% =X LA
WIEF R S HHES 7. 7E GDCA B 75 Wi % OCSP £ if) % /' i J 4% I GDCA 75 W
i RATI) OCSP #HAE U BT RC &, BV GDCA MTELIEFHIRAS A% . GDCA
2R M) OCSP M B 22 /AL 25 LR AT i) OCSP ATUAL AT Py 25 -

1.

Version: 7 /7 5 fd FH 1) OCSP th s IR A5 ; GDCA FIFEZRIE R IRES A v Fit.
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signatureAlgorithm: 25 OCSP [J%5iZ:;

responderID: 2% OCSP Sk, 28K AFHRT SHAL A 1 EEAE FE 15 80 ) 44
producedAt: OCSP i 5. A= B ) H SR [A] 5

Signature: OCSP i M il B A 7254 .

Nonce(— IR PEREHLEL): FERZSIE R B H 18— requestExtensions 2% & 1 i 1
B A1) responseExtension A% & H AL F— IR BENLEL, By 1k H RS .

7. UEFRRES: UEBREICIRES, SREAR HEEFIAR A

GDCA adopts an Online Certificate Status Protocol (OCSP, RFC6960) developed by IETF PKIX
working group. This protocol defines a standard request and response information formats to query
whether a certificate is revoked. Subscribers can download the OCSP query client from GDCA
official website and follow the OCSP guide book published at GDCA official website for

o g A~ w DN

configuration. Then subscribers can use GDCA's online certificate status query service. OCSP
response message issued by GDCA contains at least OCSP organization basic domains and
contents described below:

1. Version: OCSP protocol version number used by client. The version of GDCAOCSP is v1.
2. SignatureAlgorithm: Algorithm used for signing and issuing OCSP.

3.  ResponderID: ID of entity who issues OCSP. It consists of SHAL of issuer’s public key and DN
of certificate.

4. ProducedAt: Date and time when OCSP response message is generated.
5. Signature: Digital signature of OCSP response message

6. Nonce: The nonce, which is used to prevent replay attacks, is included in requestExtensions
variable of state request message and responseExtension of response message.

7. Certificate status: The latest status of a certificate, the status can be valid, revoked, and
unknown.

7.3.1. OCSP R A M AL B OCSP Request and Response Resolution

— > OCSP 1 R A& UL HE: Whil AR BRSSEER. HARE AR iRl ik 14
s, R —ANERZ G, OCSP AR 55 b i o7 At 3k 47 2 ARG
® (3R IEmkE L
® I3 IR % 5 kI B BRI SR IR 5
® ERAE T mNARS A HENEE, WA AR 2, A4 OCSP
JIR 5% B b A — AR B AIAE, 3R AN R 2

Protocol version, service request, target certificate identifier and optional extensions, etc.
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After receiving a request, OCSP server does the following tests during response:
® Information is formatted correctly
® The response server is configured to provide the request services

® The request contains all the information needed by response server. If any pre-condition is not
met, the OCSP server will return an error message. Otherwise, it returns a determinate
response.

PRA#ERIRIZ A GDCA IERZEAE B TH TS, TERPIRSOIE.
WERARL ORE. REn. BIEAERH LN A
® [N GiEERIRA
M L 55 4 44 R
XV R e 45 A [
RIS
B TR BRI RS
xR R A5 B B E 1254

All determinate responses are signed by GDCA certificate issuer. The main response statuses are
valid, revoked, and unknown. The response message consists of the following components:

® Reply syntax version

® Response server name

® Response to the request client certificate
®  Optional extensions

®  Signature Algorithm object identifier

® The signature after the response information is hashed

R g, OCSP RS #HSREI—MEEE, XEHIREEXRA GDCA EBE
REFEHANZE S . HAEME B R EAFE:
A ERERE AL IE R (malformedRequest)
PEREL % CinternalError)
B S A (trylater)
B4 (sigRequired)
FFZHL (unauthorized)

If an error occurs, OCSP server will return an error message, which doesn't contain key signature
signed of GDCA certificate issuer. The error message includes:

® malformedRequest
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® internalError
® ftrylater
® sigRequired

® unauthorized
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8. INEHL#) & tF M HAB £ A Compliance Audit and Other

Assessments

8.1. VFAh B M X 5 1F £ Frequency and Circumstances of

Assessments

GDCA 2 N AT — IR — B d iRz B VRl R ECE > 3% % 1IiE
FoREAT AL, DUBRIEIE BRSSO Al Stk . e Ve fmT# ik AT F3E iy GDCA
TrustAUTH R5 ROOT k5. ¥ % 4{ RS R CA iE45. GDCA TrustAUTH ES ROOT ilE
FRER I G CA PFrs K1) SSLITLS IR55 &+

GDCA conducts an internal compliance audit and an operation assessment each quarter to ensure
the reliability, security and controllability of certification services. We extract at least 3% of
certificates for assessment. The extracted certificates are SSL/TLS server certificates issued by
subordinate CAs of TrustAUTH R5 ROOT certificate and #1Z I /% R5 #8 CA certificate and GDCA
E5 ROOT certificate.

B 7 A ERE THAIPEAL 4, GDCA JEHSTE ALK o v g 55 Fr, $%H WebTrust X
CA IR AT 150 o H ANV Ay«

1. AR (P NRIEME BRI CRPERS S EIMNE) SR ER,
TP — RHESZ E T IV A IR

2. GDCA #ZIREZK EEHI M ER, EFAHARUER A CPS 1R E S it i A1 il
5, FRHRN VAR R A TR, R A AT — I I PR A, BLEEX GDCA
WHT A (RA ZH A MV H .

3. GDCA HEEMALI iS55, 4%/ WebTrust X CA B LHRIN, 42k
AT —IRAME R LAV Al o

4, GDCA BAFHAT— AR PG AR, W3 IR 5 40t iy, VPl i R
A AT REME BB AR E, IRV H AT RI SR . B R G LR I T R
JSERE AU, AR PR, G ST AERRIR G AR R A W AR

In addition to internal audits and assessments, GDCA also engages external audit firms to perform
assessments and evaluations according to the CA requirements of WebTrust on CA.

1. GDCA is assessed and inspected once a year in accordance with the "Electronic Signature
Law of the People's Republic of China", "Measures for the Administration of Electronic
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Certification Services" and other requirements by administrative authorities.

2. GDCA conducts operations and services according to the requirements of state’s authorities,
the specifications of state’s relevant standards and this CPS. GDCA shall conduct internal
assessment and audit to other entities (including RA or LRA, etc.) in GDCA at least once a
year.

3. GDCA engages external audit firms to conduct assessments and evaluations once a year to
be compliant with WebTrust for CA.

4. GDCA performs a risk assessment once a year to identify internal and external threats, and to
evaluate the possibility of occurrence and potential damages, and to assess if the current
strategies, technologies, systems and relevant measures are able to mitigate these risks.
Based on the risk assessment, GDCA develops, implements, and maintains a security plan
consisting of security procedures, measures, and products.

8.2. THEE MBI Identity/Qualification of Assessors

GDCA N #fHI T, H GDCA 4RIk i Mot AL # I TR B THorAt N, i
TPk AN PAT LT A

GDCA IS AN AL, ROZ A % BT I 5

1 DARAVERTH. APV ER VAL, 7R =h R A2,

2. TTENGEREZERR. BEMZLETNR, PKI BAR. ARHEMEEE;

3. HEKARFEITHRNEWEAMTA;

4. BT IR

Cross department audit assessment group organized by GDCA Security Policy Committee
performs internal audit of GDCA.

External auditors which GDCA hires shall have the following qualifications:
1. Must be an authority which has been licensed and has a good reputation;

2. Understand computer information security system, communication network security
requirements, PKI technology, and related standards and operations;

3. Have the expertise and tools to check the system operation and functionality;

4. Beindependent.

8.3. VFMiHE EBIEMFE ZEI KX KR Relationships between the

Assessor and the Assessed Entity

1. GDCA #Hil REANMM R EE A SR S HRAE 5 TAE R A A Re &
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o

2. ANERVEALE (fF B L AR AL TR 55 B LU AL R) A GDCA 2 1A 2
MSLHIR AR, BAAEMADLSS . WASAER, B H e AR TR 50 2 2 LA PR
FRNE, VRS E RN, AR, FAHIASEEXS GDCA HEATIEAY .

1. Segregation of duties is required between the GDCA auditors, and the GDCA system
administrators, business administrators, and business operators.

2. The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There are no business interactions,
financial transactions, or any other interests that could affect the objectivity of the assessment
between the above two. Assessors should evaluate GDCA in an independent, fair and
unbiased attitude.

8.4. L% Topics Covered by Assessments

GDCA Lo v LAF AR LA R A
1) LRGSR 70 NSt
2) E TARGAEAH R 15 2™ R 5
3) B HAL CPS. M I VAN 4 BRIT AR 555
4) HMHE. CREGTE, RO R
5) & T AAAE A AT REAEAE A 22 4 KU
55 =7 TS 55 BT R WebTrust For CA BISEIEER, X GDCA BEAT ML H# it
GDCA'’s audit contents include:
1) Whether the security strategy is fully implemented
2) Whether operation procedures and processes strictly followed

3) Whether strictly following the CPS, business specifications and security requirements when
conducting authentication services

4)  Whether all kinds of logs and records are preserved and if there is any question
5) If there’s any other potential security risks

Third-party audit firms perform assessments and evaluations on GDCA to be compliant with CA
requirements of WebTrust.
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85 XMHBEANEFXREKFEE Resolution for Problems and

Deficiencies

T AU B 45 b 1) R, p o A /N2 7 B O ) R ) B AR IR R )
BEAT Y5 OB RN 52325 (A 0 o 58 BOKT B T2 TR elodh f s A BB 1] 7% 1 W o E P4l /N
PR 55 etk T AR B RS

X T GDCA BBLEMHAG I th 24558, Wiz IEAE #4173 ) A% CPS J¢ GDCA il
SE AL S BTG 14T, GDCA K T LARIIE, A B 514 H AL B (X 247y, R
R4 GDCA FERBEATIL S5 B . M S5 3ERUAT J 5 = B AV EMIHLA, GDCA M1k
SHZH U I HLF AR 5545 FAZ AL

5= IR S S5 BT RS SE S, GDCA 4RI TR IR HEAT 8k, FRE32 K
o AT AL o

ok

Audit assessment group monitors responsible departments for improvements and complete status
of issues that were mentioned in audit reports. After improvement of audit results have completed,
various functional departments should submit summary of improvement to audit assessment group.

For authorized RA mentioned in GDCA’s audit report, if they are violating the CPS and other
business standards defined by GDCA, GDCA will stop the above behaviors immediately and ask
them to make changes in accordance with the requirements of GDCA.GDCA will terminate relevant
authorization of electronic certification services of RA if the above behaviors are seriously violated.

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the
audit reports. GDCA will be evaluated again after the rectification.

8.6. PSR KIfEEE KA Communications of Results

GDCA 18 T 25 SR m) A LA & HARE B 1T LA A B U1 A FRIE 5 E LG AT 1IE 08
], XTATREIE AT A bR R, GDCA B B [T F i .

B EIPMES TEEE S, A FE ISR, KB www.gdca.com.cn (35
BEAT A0 o ARART S =07 I8 VT Ak SEAAIE 0 0P8 25 SR B SRS B, T 2502 56 B 1 1)
GDCA @& H AT 38, HAETS GDCA KR, 1543 5 A M2 R 7h; GDCA 1+
B AEIX 5 TH FE AL T

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA will
notify the subscribers of any potential security risks timely.

If the assessment from a third-party auditor firm is completed, the audit results will be published
at GDCA website (www.gdca.com.cn). Third-party should communicate its purposes and
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GDCA

methods to GDCA in advance before notifying the evaluation entity on the assessment results
or similar information, except otherwise defined by law; GDCA reserves the legal rights in this

part.

8.7. HTVBAH Self-Audits

TERE o

No provisions.
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9. R FAEMH AR S22 Other Business and Legal Matters

9.1. %%H Fees

9.1.1. IER& K FEH Certificate Issuance and Renewal Fees

GDCA AR S (1 L D AEAR SR 55 AU IR P37 P S s i, BLAR 5% ADRE
BT T R ANAE DA B T T8 - GDCA A BURSE T IR, SHRTAHILT P Ak
FHE HE AN TR e Bl S DL R Tt

ARk GDCA 23 I CH 4R BN A8 Al GDCA A A& A —80 BAFM R
% i
GDCA can charge subscriber certification fees for the digital authentication service provided. The
specific charge will be determined by market rules and regulations of relevant administration

department. GDCA has the rights to launch different charging and discount policies targeted to
different subscriber groups.

If the price specified in GDCA agreements with subscribers is different from the one published, the
agreement price prevails.

9.1.2. EHE W Certificate Inquiry Fees

TEUEBARIAN, SZIEBE S TR, HAT GDCA AWHE M. FRIEH
PRI R R TR K, T2 GDCA SCATHSMKI B, GDCA K5 H 7 ik s W21 iR
HI2

T A P A W B BOR A A8 4L, GDCA ¥4 st 7E W%t www.gdca.com.cn
BT AT,

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its
website (www.gdca.com.cn).
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9.1.3. IE B ERRAE B W % Revocation or Status Inquiry Fees

GDCA X TR AR A, H AT ABCDUEAT 5% F o BRAEFT 42 H R R R oK
i 22 GDCA CATEAMA T, GDCA 5 F ¥ i SRSz e 1 9

I SRR AR S A5 B B I R BUR A AR (T A2 46, GDCA R 23 B I 7E 4 i
www.gdca.com.cn _FF LA .

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless
the subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with
the subscriber for appropriate charges.

If revocation and status information inquiry charging policy has any changes, GDCA will promptly
post the changes at its website (www.gdca.com.cn).

9.1.4. H AR % B Other Service Fees

1. i GDCA ZEUARR ) CPS B HAAH VRNV SCfFiY, GDCA & ZK
IR 7= A s 33 Ak B T AR 9

2. GDCA 1) H P AL TE B AE A I AR G55, GDCA FE 1T 7 Bl Hofth S
B S AR BRI

3. HAth GDCA WZEEiE v R HEMIR% 2 FH, GDCA Mo it A, LA
i

1. If subscriber requests paper version of CPS or other related documents from GDCA, GDCA
will charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares
the prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.

9.1.5. B K Mg Refund Policy

GDCA T WX 9 L B 1 k5 o 378 R0 58 2 FH 8 D s BE bl o] LUIRIE 1,
GDCA AN IRIEH FATAT 5 A
FESEHAIE P E A2 RAE PRI e h, GDCA 357 ™M I BRERE AN 550G . 1 o
GDCA & T 4% CPS Tl e I ST B & B K 55, 1 /i LAZESk GDCA HUHIE 15 9%
Bk, £ GDCA 4% 7T P EF )5, GDCA H53r RIFEIT /2 o FFZAE S i S0 A3 0 2%
PR AT 7 o
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BEIR R A IS AR BT 453 2 B RS2
FERGRRSE, 1T W RIKERAE FZIEY, GDCA Kb 7t Hik Bt 5T .

GDCA does not refund any fees to subscribers except fees charged for certificate application and
renewal because of specific reasons.

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CPS or
other material obligations, subscribers can request GDCA to revoke certificates and refund. After
GDCA revokes subscriber’s certificates, GDCA will immediately refund the full amount that
subscribers have paid for the certificate application.

This refund policy does not limit users from obtaining other compensation.

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate
his/her legal liabilities.

9.2. M%FAE Financial Responsibility
9.2.1. PRESFERE Insurance Coverage
HILFFIEE 4 GDCA kG, UEFIT . Hlir & Sk n] LA GDCA &40

W2 TTE (VEE B E R TR A .
® GDCA RHEBHIRMZE K 1T 7 AMIEE =T5, SBOT ) BEE KB 1K

iop
® i[)RME TR MHE B PR, GDCA KIUETIARZR T+, SEUK
T I SRR

® GDCA RAIZEULERIAT LS HIFE BT H ISR 7 b1, SE0T
J R 5 T SR

® T GDCA HJF K S BUE AP . SiEL, Sy~ s iy 18 52 45 2%
ff); GDCA AR fe SR UE 15/

®  GDCA X FTARTUEASIT /o HRALT5 S5 SEARAT SAE P2 K & T DT AR R A A AN

H T IR S LA -
HE5 2R T 12 & 41 - BR
A NE 800 & (RMB)
HURIUE T 4000 7 (RMB)
WA UE 8000 7t (RMB)
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AR LR T AN 200000 7t (RMB)
DV SSL k% #8115 50000 7¢ (RMB)
OV SSL AR &5 #%iE1 500000 & (RMB)

XtF EV SSLUEFAT EV AISREAZUESS, HW 2 e AU fof & AT i) (GDCAEV ik
SELR RN S IR

If the following circumstances occur and is confirmed by GDCA, certificate subscribers, relying
parties and other entities can request GDCA assume compensation liabilities (except for statutory
or contractual exemptions).

® GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

® After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

® GDCA issues certificates without authenticating subscribers’ application and it leads to the
losses of subscribers or relying party.

® |f the private key of the certificate is deciphered or stolen due to the fault of GDCA, which leads
to the subscriber or relying party suffering losses. GDCA fails to revoke the certificate in time.

® The compensation maximum amount for the certificate is as follow:

Type Compensation Maximum Amount
Individual Certificate 800 RMB

Organization Certificate 4000 RMB

Equipment Certificate 8000 RMB

CodeSigning Certificate 200000 RMB

DV SSL Server Certificate 50000 RMB

OV SSL Server Certificate 500000RMB

Compensation liabilities concerning EV SSL certificates and EV code signing certificates are
stipulated in the latest version of the “GDCA EV CPS”.

9.2.2. HAhH 7= Other Assets

TERE -

No stipulation.
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9.2.3. X & LA RK R LR Insurance or Warranty Coverage for

End-Entities

GDCA UiiE [z 74 CPS e FIERST, WEFIT /. Ky & sk nl LL i GDCA
ARG AT GRS E T bRIN) . TE4 GDCA #iihg, 7 LAXHZ SR AT £ o
T A2 PR A 0 T
1) GDCA Fi A Kt LS AR AT 9.2.0 hIUE R R, S HIA TS

T IR, WS R EIR T L GDCA #RIEE L E Hril &, GDCA &% H

il 28 J5 IS GLALZE FIAH OGS N
2) GDCA R 1EUE A ROHIFR o AR HH451 2 I8 13 53 AT

If GDCA violates the provisions of this CPS, certificate subscribers, relying party and other entities
can request that GDCA shall assume the liability for compensation (except for statutory or
contractual exemption). After confirmation, GDCA can compensate for the entity. Limitations of
compensation are as follows:

1. Allthe compensation obligation of GDCA shall not exceed the insurance coverage stipulated in
section 9.2.1.The amount of compensation shall not be higher than the compensation
maximum amount. GDCA can reset the compensation maximum amount. GDCA will notify
relevant parties immediately after the reset.

2. GDCA only assumes compensation liabilities when the certificate is valid.

9.2.4. TSR Liability Exemption

A ISR —H, R4k GDCA Z 5ifE:
1L W PEHIERME ] GDCA #FAiE il , A~ 552 —11:
1) WFE AR, e, HEFIAMELRIE S, AR EE M. TRrs e
AE R
2) N EH%ERE GDCA IR KK AIE B A MRS PIN 15, A75HbR PIN
R BICHS B T AR B S A
3) TTENH E SRS S S B, A AR A R
4) AT PAE BT AL GIERE O A R EBE RO A REET, N SR A
GDCA KHMIZ% 7, FH& LAl i% i 1254 i 1 5
5) VAR I T UE TR 0 08 A [ SR A R T IO T B . AN EL
FAUETAE Sy GDCA FILE {5 FHE BBl A0 oy HEAd AT AT FH i A 1 «
6) 1T/ AITEIE A M A AN ZAE T AN SR s Rk . i
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AR BREE . A K I+
7) VTV SUCSSHRYE RN E 140 1) GDCA K 241 5532 B s A8 4 I 45 2
If one of the circumstances below has occurred, the responsibilities of GDCA shall be exempted:

1. If one of the following obligations are violated when subscribers are applying and using GDCA
digital certificates:

1) The subscriber has the obligation to provide real, complete, accurate material and
information, and forbid to provide fake, invalid materials and information;

2) The subscriber shall properly keep the certificate carrier issued by GDCA and protect PIN
code, and forbid to leak the PIN code or deliver the certificate carrier to others at
discretion;

3) When the subscribers are using their own keys or certificates, they shall use reliable and
secure systems;

4) If the subscriber has known data used for making electronic signature (private key) has
been compromised or may have been compromised, he/she should inform GDCA and
related parties promptly, and terminate the use of data used for making electronic
signature;

5) Subscribers shall abide by national laws, regulations and administrative rules and
regulations during the use of certificate. Subscribers are prohibited to use the certificates
out of the scope which specified by GDCA,;

6) Subscribers must use the certificate within the period of validity. Subscribers are
prohibited to use certificates that have compromised or may have been compromised,
expired, frozen or revoked;

7) Subscribers have obligations to pay the service fees to GDCA and local service
acceptance points promptly.

2. HMTATHERN SBEEGTIEBE AR EE, T, RSk, SEE, &
bR e RS 1K AT RLEZ “AnTPirs 7, RIEAREIUL. AR %
FEARETEAR I Z AL DL, S EARR T
1) BRWUREFBRKE, QR KgAK Wi Jeaim. 5. 3ok,

HEu . B NEERBLE
2) HMEUBR. R EEMEEBUFT N, SREBUGSUCHT EGK. REATE
P, Bl BT AL R S

2. If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to force majeure.
"Force Majeure” refers to unforeseeable, unavoidable and insurmountable circumstances,
including but not limited to:

1) Natural phenomenon or natural disaster: earthquake, volcano eruption, landslide, debris

flow, avalanche, flood, tsunami, typhoon and other natural phenomenon.
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2) Social phenomenon, social abnormal events or government actions: the government
issues new policy, laws and administrative regulations, or other social abnormal events
like war, strikes, chaos, and etc.

3. Xl GDCA [ 4 Bl I 26 i s S BOR Wi b T 3 BB IE B R A IR BB L T, 6
BRER, BUEME . KB IEEEBIRS  ARBUTIE 2 “HORMRE” 5l )5
PR L HE(E AR T
1) AArHiii;
2) KERHAIANE ). EAE. GBI TEG
3) MR
4) GDCA 115 2% B0 2 s

3. If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to equipment, network
or other technical failures of GDCA. "Technical Failure" refers to the following circumstances,
including but not limited to:

1) Force majeure

2) Failure due to relevant departments such as electricity, telecommunication and
communication departments

3) Hacker attacks
4) Equipment or network failure of GDCA

4. GDCA CiTHHisE | E oA S BT IE VAL S5, A 4512k
PR

4. If GDCA has been compliant with certificate authentication rules defined by national laws and
regulations, but the losses still occur.

FERIEHNITH , 7 LR R 2 o B8 P L EOR AT AR AR 55 28 BT 5
fE:

TEBESF R ORVE R A R (B i 25 2 UEH HAAE NS ) iydeat b, N AR
B AN R AR S5 B R T AIE S AR AR RAT Y, AR+ GDCA B KIES
(AN R BB 2T 51 RE I BRI R A%, GDCAL 1T P R 7 et 2 s 9 M IBUR 4. 53

For the certificate of Hong Kong-Guangdong mutual recognition, the responsibilities of Guangdong,
Hong Kong governments and electronic authentication services departments will exempt their
responsibilities if the following circumstances have occurred:

On the basis of compliance with the relevant laws and regulatory requirements and the " Hong
Kong-Guangdong mutual recognition of electronic signature certificates certificate policy"”, applying
in the certificate of Guangdong Hong Kong mutual recognition and electronic certification service
departments and related behavior, any responsibilities and compensations caused by shortage and
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negligence of the GDCA or related certificate, GDCA, subscribers and relying party can’t claim the

responsibilities from Guangdong and Hong Kong government.

9.3. W%z BRE Confidentiality of Business Information

9.3.1. fR2%5 15 BIEE Scope of Confidential Information

1)
2)

3)

7E GDCA #AE Ml IAEM S5 b, BLURE BN IR %S B
GDCA T J' #2644 S
BHOSR RS AMHE. REBHE, BRHEREE, X8®(E 0 GDCA LA
REGEE, RAREE AN SR AT UAE. RIFRIER, Aal7EA A S
KA o

HAh B GDCA FI RA fRAF AN NI A FIE BRI RES, BRIEEEER, Al A,

In the electronic certification service provided by GDCA, the following information is treated as

confidential information:

1)

2)

3)

GDCA subscriber’s digital signature and decryption key

Audit records including local logs, server logs, archive logs information, which is treated by
GDCA as confidential information. These records can only be accessed by security auditors
and business administrators. Unless for law requirements, this information cannot be released
outside of the company

Other individual and company information preserved by GDCA and RA and should be treated
as confidential. Unless for law requirements, this information cannot be released to the public

9.3.2. B TAREF5 B Information Not Within the Scope of Confidential

Information

GDCA Rt LA~ M5 B AR B

H GDCA KATHIUEFAHI CRL HH1E B

H1 GDCA #5. CPS iR5I 1 iE P Hems {5 ..

GDCA ¥¥rl, R GDCA T JjfiH], 1£ GDCA Wub AT K ATHIE & o
Hofth: GDCA {5 2 IR % M B T3k (10 B8 JTURT R 3

GDCA treats the following information as non-confidential information:

Information in the certificate and CRL issued by GDCA

Information in certificate policy supported by GDCA and recognized by CPS
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® Information that is permitted by GDCA, only used by GDCA subscribers and published at
the GDCA website

® Others: The confidentiality of GDCA information depends on particular data items and
applications

9.3.3. TR IRFEFE B K T Responsibility to Protect Confidential

Information

GDCA A Z R SR AT 9.3.1 Rl MR % (E B THES L%

GDCA has the responsibility and obligation to protect the confidential information described in
section 9.3.1.

9.4. MANBEFIRBE Privacy of Personal Information

9.4.1. B&FALREE 52 Privacy Plan

GDCA B THEAST P/ A FE R B AL B, I 52 AR (150 A A BERHERA R
HAJHLE s T, GDCA AT (R4 (L™ Het M 2 AR BERRIEN AL
T

GDCA respects the privacy of the certificate subscriber’'s personal data and guarantees to fully
comply with the relevant national laws and regulations. In the meantime, GDCA requires all
employees strictly comply with security and confidential standards for personal privacy.

9.4.2. Ve RRaFA A K115 B Information Treated as Private

B TR DA RIE B LSRR E 240, 1T R AR HA A B L
HNFSAAAEEE, GDCA € L LAME BOVIEAS T /7 (LS 2.
® i HIARGES SIS SRS AR .
® i JHIBKARHIL,
® I/ B E b AE L.
o iIJHIRITIKS .

Except for the information already included in the subscriber certificates and the certificate status i
nformation, other basic information provided by the subscribers is deemed private. GDCA defines
the following information as certificate subscriber’s privacy information:

®  Subscriber’s valid documents number such as ID number, organization code
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®  Subscriber's telephone number
® Subscriber’s mailing address and living address

® Subscriber's bank account number

9.4.3. AR A BaFL 15 B Information Not Deemed Private

GDCA & A FEHARR T LU E BABAMIE T 7 R AAME B -

The information of certificates subscribers not deemed as private by GDCA include but not
limited to the following:

o I, BRI,

o I MERI. BAMERTSE.

® i U {E LT E A .

® i HIHLTHEAE .

®  Subscriber’'s name, organization name

® Subscriber’s gender, organization nature

® Subscriber’s postal code of mailing address

®  Subscriber’s email address

9.4.4. {547 B Fh B 57 4F Responsibility to Protect Private Information

GDCA 17 % RE S IRITATT 9.4.2 FHLE FIIEF HIEE AR ITES 5.

GDCA has the responsibility and obligation for proper custody and protection of the certificate
applicant personal privacy described in section 9.4.2.

9.45. EHBEAE RS 5E5RZE Notice and Consent to Use Private

Information

GDCA H5 R BUE 24 (12 BR IR IEF T BN NBSAL, JRRERECRT 521 % 2 T BURY
CAFRERI N NFSAME B o BRAFMRIEE S sBUR f iR R E , ARG BE T P ¥
Z A, GDCA fRAEAZITUEAS T 7 IR S ABCTUER A NBERAM A N5 B3R ity
RKIFE=Ti (BFEAFHDND.

GDCA takes appropriate steps to protect the certificate subscriber's personal privacy, and takes
reliable security measures to protect stored personal privacy information. GDCA guarantees not to
provide the certificate subscriber’s personal information, except personal information written in the
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certificate, to unrelated third parties (including companies and individuals), without the permission
of certificate subscriber, unless base on provisions of the law or government.

9.4.6. REREBATEBREF K/E E#E Disclosure Pursuant to Judicial or

Administrative Process

HATHHLR R 2 GDCA SEREAR R (e HI ARG A BN, GDCA g fitan T

o IEAEE.

o IR AINESH N 1E R

® ] /X GDCA Wik [ 5 At «

® GDCA 4z JBIRHER i N\ RARAEAH (S B

When administrative organization requires GDCA to provide subscriber’'s information of
corresponding certificates, GDCA needs to provide the following information:

®  Subscriber’s basic information
® Information encrypted by subscriber’s personal encryption key
® GDCA website login information of subscribers

® GDCA will provide related information to law-enforcement officials in accordance with the law
requirements.

9.4.7. HAbfE B BB Other Information Disclosure Circumstances

USRAEAS T 25R GDCA RIS e % 7 SCIR AR 55 N B LI #F I, GDCA U 75
SR P Lk 44 A2y ki 5545 BSR4 8 = F il ey A ) .

If certificate subscriber requires GDCA to provide some particular customer support services such
as mailing materials, GDCA needs to send the subscriber's name, mailing address and other
related information to a third-party such as mailing company.

9.5. %0iRZAL Intellectual Property Rights

GDCA A HARFAXHIE 5 LA & GDCA R4 (1 BT B HI A3 AR AL

GDCA X FUE B RG A BA AR LR Rz 54

GDCA A L 5& K F AT 4 R Gt o

GDCA Wb L AF I —Y)ME B34 GDCA W77, K4 GDCA B fu i, fh AAREE
FE R T AT N
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® GDCA RATHIIEFAI CRL #°45% GDCA LI =

® XA EE HRIG FIALE N GDCA 7™

® JHRFIRH R GDCA PSR BRI 4 (LAFfEAK DND LU GZIg ik A 48
Ui SEARHIEFS, 1709 GDCA KT ™

® GDCA reserves and remains full intellectual property rights for all the certificates and software
offered by GDCA.

® GDCA holds ownership, the right of name, the right to share the benefits for certificate system
software.

® GDCA has the right to decide to use which software system.

® All the information published at GDCA website is GDCA property. Without written permission of
GDCA, others cannot repost them for commercial activities.

® Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.
® External operation management strategy and specification are GDCA properties.

® The distinguished name (hereinafter referred to as DN) used to express the GDCA domain
entity in the directory and the certificate issued to the terminal in the domain entity are the
properties of GDCA.

9.6. B&RiREHER Representations and Warranties

9.6.1. L FIAERS YL KRR 54H LR CA Representations and Warranties

GDCA fEFR At HL T IAIEAR 553 sl id A2 P AR U 4 T

® ZRUATFHIETST S GDCA 1 CPS HIFTA SEitEER .

® CHIANIEFT FUE AR SR, BAEARTT LT RUE B A A ] SR A

® HARHE CPS (R K R IE 1.

® HUZERIETE, W LRI AE T g TR A A AR A

® IIEHIEHE X HITEIE B X F A AT e (B, (VAT S, R5 T
A4 A A RN L IO R348 B 1P ik 4P 458 P A B2 A

®  IIEFIEE B TIE B R LA K BE B ARG TR, DR BHE & HIE IR

® IGUFUE A FTES A E EREftE (organizationalUnitName 15 B BR4M);

® CRIUIG RS It LA MIEF /8 “organizationalUnitName” T (L35 A5 EAFE 1R &
(AT RS

® iR¥E CPS 3.2 HYZRIGUE FTE NI 1775
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® ¥ GDCA HiI P JEKEL, M GDCA Hil /& A RH aT AT 1T ¥ o8y
ZAT T A CAIN SE 2818 15 K A F) Baseline Requirements 255K ; 2 GDCA 5
VP IR — SEAREAT ORI, )RR AR EA AT 265K

® EFXATA ARILIAMIER 1 YIRS E B CA B 257 K AR 4 KA (24XT)
NITFHE B .

During the process of providing electronic certification service activities, GDCA makes following
commitments:

® Certificates issued to subscribers by GDCA must be in line with all substantive requirements of
this CPS.

® Informs subscribers any known events, which will fundamentally affect the validity and
reliability of the certificate.

® Revokes the certificate acoording to this CPS.

®  After refusing to issue a certificate, GDCA would immediately refund the fee that the applicant
has paid for the certificate.

® Verifies that the applicant either had the right to use, or had control of, the Domain Name(s)
and IP address(es) listed in the certificate’s subject field and subjectAltName extension (or,
only in the case of Domain Names, was delegated such right or control by someone who had
such right to use or control).

® Verifies that the applicant authorized the issuance of the certificate and that the applicant
representative is authorized to request the certificate on behalf of the applicant.

® \Verifies the accuracy of all of the information contained in the certificate (with the exception of
the organizationalUnitName information).

® Implements a procedure for reducing the likelihood that the information contained in the
certificate’s subject: organizationalUnitName attribute would be misleading.

® Verifies the identity of the applicant according to section 3.2 of this CPS.

® That, if GDCA and subscribers are not affiliated, the subscriber and GDCA are parties to a
legally valid and enforceable subscriber agreement that satisfies the Baseline Requirements
and other requirements published by the CA/Browser Forum, or, if GDCA and subscribers are
the same entity or are affiliated, the applicant representative acknowledged the terms of use.

® Maintains a 24 x 7 publicly-accessible repository with current information regarding the status
(valid or revoked) of all unexpired certificates.

UEF AT KA G, GDCA REBRARZIGUERITT E B AN, UEF AR {5 B AT
FEHETHI o

GDCA AN 53 WAt UE 52 15 7518 24 (3Gl A, 301 AT AR BT P BRI
T O R DR T Fe AR R H Y
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After the certificate has issued to the public, GDCA guarantees that the subscriber information in
the certificate are accurate except the unauthenticated subscriber information.

GDCA is not responsible for the assessment of whether a certificate is used within an appropriate
scope. Subscriber and relying party ensure the certificate is used for appropriate purposes based
on the subscriber agreements and relying party agreements.

9.6.2. PR BRI 538 4% RA Representations and Warranties

GDCA [MEMHUAAES 5 BT IAIERR 55 2L R (R Vi R -

1L REEESIEIT T FIEANE R 7E 275 & GDCA ¥ CPS [T L Itk 2K

2. 1t GDCA ERGIEF I, A2 UONE ML 1 5% 10 3 EOE 5 8 Sk g
M5 BA B

3. VEMUKRIZ CPS MURE, S GDCA SRACHH . SB35 k55 Hiil .

During participation in the process of electronic certification services, registration authority of GDCA
makes following commitments:

1. The registration process provided for subscribers is compliant with all the substantive
requirements of GDCA CPS.

2.  When generating certificates, GDCA does not allow the inconsistencies between certificate
information and certificate applicant information due to mistakes of registration authority.

3. Registration authority will submit the applications of revocation, update and other services to
GDCA in time according to the provisions of CPS.

9.6.3. T P HIBRIR 54H 4R Subscriber Representations and Warranties

W —H$z52 GDCA ZRIET, B Jyin] GDCA. EMLIY R A5 il A

PE YN (D37

® A MIEEZ GDCA I “HUFE T HIE LT R CPS HrfI T sk R & F

o TEIFPMAH MIN T E S 4.

® i TEHHEIE TS AR BRI B S, SRR, R R AR AT
PRALE R VIESE B INERTHE. MREERIEN, AT HREARE A
B TAT . WP ST ARE A FTE AT A SEpRR 538, % GDCA S AL
(RIUE 3 AR 55 LA o

o  SITFIEBHTE AN R RV FT AT IR — %4, #RT P H M4, JF
BAERAT AN, IR R0EH GEBERAEH. #E, EBRRHNIT A
B I A o
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BRARZAT P RURUEN U [ H T PR B RE , T P SRIEA A RIENL (BZRAL
) B AL 55

— G, BIRRT PR R A CPS H TR sk RIS, AR RIH: 2
FEREFIT P B

— GRS, T PR A I R ST IR R LRV R I, s AT Y
RGE, KA HR BB bR B LRV I R . TR . B s R A AU
AHELATATR 1 GDCA AR 7 B e L B THAE, AR EANER T S
T A ESORIRAE ~F5 R 55 0334 1 A0 A R 55

UEFFEA CPS Al A AV Bl Al A, JORIE TS B T & U sl A A5
i H 1

KA AR SR LEUE-BRABH g e . R R B A5

StF SSLITLS WEAS, 1T 71 B AR A 45 SRUE R ETEFS Hp 410 H 1) 3= 5 44 %o 2 (¥ R 55
R EE

X FARCRYREZAUEB AT 7, B RKILA 56, SSZED ) GDCA HEHUEHIES: 1
UE R (45 B B0 O R BRI (5 8 2) IEB 5 A8H AR R
FIBBERIR: 3) AIEdERI, 2L IEB A T8 rT B

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the
following commitments to GDCA, registration authority and related parties who trust the certificate:

® Acknowledged and accepted all the terms and conditions of GDCA "certificate application
responsibility” and CPS.

® The subscriber uses digital signatures if the certificate is valid.

® All information that subscriber provides to registration authority during certificate
application process must be true, complete and accurate. The subscriber is willing to take
legal responsibility for any false or forged information.

® |f there is an agent, then both the subscriber and agent take jointly responsibility. The
subscriber is responsible for notifying GDCA and its authorized certification services
agencies any false statements and omissions made by the agent.

® Each signature is generated using the private key corresponding to the public key
included in certificate by subscribers themselves. The certificates shall be valid at the
moment of signing, i.e. certificate is not revoked or expired. The private key for the
certificate is accessed and used by the subscriber itself.

® Subscribers ensure that they don't engage in business performed by the issuing agency
(or similar institutions) unless they sign written agreements with the issuing agency on
such matters.
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9.6.4.

Once the certificate is accepted, subscribers are considered as knowing and accepting all
the terms and conditions in the CPS as well as corresponding subscriber agreements.

Once the certificate is accepted, the subscriber should assume the following
responsibilities: always maintain control of their private keys; use trustworthy systems;
and take reasonable precautions to prevent the loss, disclosure, alteration, or
unauthorized usage of the private keys.

Prohibited for rejecting any statements, changes, updates and upgrades published by
GDCA, including but not limited to modification of strategies and standards as well as
additions and deletions of certificate services.

The subscriber only uses certificate for the authorized or other lawful purpose within the
range specified by this CPS.

The subscriber use secure and reasonable measures to prevent the private key from loss,
disclosure, alteration and other events.

For the SSL/TLS certificates, the subscribers undertake an obligation and warranty to
install the certificates only on servers that are accessible at the subjectAltName(s) listed in
the certificates.

Subscribers of code signing certificates shall promptly request the revocation of their
certificates by GDCA in case of the following situations: 1) any information in the certificate
is or becomes incorrect or inaccurate; 2) there is any misuse or compromise of the
subscriber’s private key associated with the public key included in the certificate; 3) there
is evidence that such code signing certificates are used to sign suspicious codes.

WA IR 54H 4R Representations and Warranties of Relying

Party

PR CPS BT FLE -

FUIE P 7E R0 3 R R A P AIE 15
FEAEBUET T, XHIET SRR AT IR .

EASHOE T AT, @i E i) CRL 3 OCSP il 2 A i -

— H T2 R REY T A A&, BT B Rt GDCA

HRRIHURHEATHME I HLARH R IS B B 5 Bl Nk .

* F
LS 0 ESCRIAIE 5 IR 45 80 R 25

n

FHELATATR H GDCA A7sid B B 238 B8 THRSE, B4 E AR T 580 |

® Abide by all provisions of this CPS.

® Ensure that the certificate is used in prescribed scope and duration.

® \Verify certificate’s trust chain before trust the certificate.
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Before trust a certificate, verify whether the certificate is revoked or not through querying CRL
or OCSP.

The relying party is willing to compensate GDCA for the losses and accept liabilities for any
loss of self or others, due to negligence or other reasons violating the terms of a reasonable
inspection.

Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

9.6.5. Hih25& KR S5HE Representations and Warranties of Other

Participants

GDCA ML T MIEIE S AL S 5 FH AR 40 R A& -
WS A CPS WA HE -

Other participants engaged in GDCA electronic certification activities make the following

commitments:

Abide by all provisions of this CPS.

9.7.

R4 Disclaimers of Warranties

BrA CPS9.6.1 I WARAKF 41, GDCA A& FH HABAE AT 2 AR IE AN 3L 552
AEEERIT P (S#05 HAh 258 PR 2.

ANXF HL DA AE I Bl A P R A ] 00 A8 AR

ASKHIE P78 R H 6 LLAM 1 R AR AT A B4

ST HU, W4 AR 9 35 8538 R 55 P o e b R i) 2 7 450 e
AT

WP RA CPS9.6.3 Z KM, Bk RA CPS9.6.4 X Akikiit, #3LL%ER
GDCA Z 5T

Except for the commitments declared in CPS Section 9.6.1, GDCA does not assume any other

forms of guarantee and obligation:

Do not guarantee the statements of certificate subscribers, relying party and other.
Do not guarantee any software used in electronic certification activities.
Do not assume any liability when certificate is used beyond the prescribed purposes.

Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc.
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® When subscriber violates the commitments defined in CPS Section 9.6.3, or relying party
violates the commitments defined in CPS Section 9.6.4, GDCA can exempt from liability.

9.8. APFRIAE Limitations of Liability

WEPT . K#T N GDCA AR FUGER S N R FEIEZ L, GDCA
B AFHASEE L A CPS9.9 #H7E KA MR I 2 54T

If the certificate subscriber and the relying party specialized in civil activities suffered losses due to
electronic certification services provided by GDCA, GDCA will assume limited compensation liability
no more than the amount stipulated in the CPS Section 9.9.

0.9. JE££ Indemnities
9.9.1. GDCA K235 4F Indemnification by GDCA

U1 GDCA i) T 4 CPS9.6.1 HH IR, HEF31T /7 KI5 524 1T LI i GDCA
AR ST (8 A st BRAM . B PR, GDCA A&IHAT PRI 57 1T:
1. GDCA MiEHEE RIS KA P LAAMAEE =07, SEOT 7 BURE 7 18 281K 1
2. MRV PRANAE RECBURNER . RIS AL T, GDCA 2R MEHH L T 4RME L,

FEAT B AGTT E ZUR
3. 7E GDCA BHRIT 7§58 5 BB B BHAAE REAR Ve R B B0, AEATSR T A 28 RIS

SERA T EZ BRI
4. 1T GDCA (R R FEGEBRVAB AR ST, e, SBOT P 8k #5245k

¥
5. GDCA KA S HAHUET, 3BT 82 1K1 o

If GDCA violates statements in CPS Section 9.6.1, certificate subscribers, relying parties and other
entities can request GDCA assume compensation liabilities (except for statutory and contractual
exemptions). If the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates
with error information and the error leads to losses of the subscriber or relying party.

3. After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

4. If the private key of the certificate is deciphered, stolen or disclosed due to GDCA, which leads
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3.

to the subscriber or relying party suffering losses.
GDCA fails to revoke certificates in time, which leads to relying party suffering losses.

T4k, GDCA WEAZBRE U

GDCA Fi A A2 LA A m T4 CPS 9.2.1, IXFf: R Al LAl GDCA HR 5 1%
DLEFTHIE, GDCA 24 H i i 5 W15 L L 2B AAH < 15N

X H VT P B 7 1 Ji DR B ) 4 2k, GDCA AR 5TAE, BT - Bk 7 B AT
7

GDCA A {EUET5 A RO PR Py 7k A5 R 4% 4T

In addition, GDCA’'s compensation limitations are as follow:

1.

All the compensation obligation of GDCA shall not exceed the insurance coverage stipulated in
section 9.2.1.The maximum amount of compensation can be reset by GDCA based on
different situations. GDCA will notify related parties immediately after the reset.

For the losses caused by subscribers or relying party, GDCA does not assume responsibilities.
Subscribers or relying themselves should assume their own responsibilities.

GDCA assumes the liability for damages only when the certificate is valid.

9.9.2. TP IEAZST4E Indemnification by Subscribers

GNP N IR E 1T 2 GDCA BRI B 32 4 5%, 3T 7 B R P 32 5T A

WP HEEANERR, H#os, EReEBRREAELTR, 38 GDCA Ktk
FRUIIUE S A 55 WAL B 58 =7 18 52 451 3

VP R B T R R R . 8k, BIRIAA ] Ot . S8R M A 1 A
GDCA JHIZAMUEAS ARSI, ARAS A A N A i 1 GDCA S LA 1)
UEF RS A R =T 5245

WPERREB AT N, BiERA CPS KM RERIEMTE, B RIEH M A4 CPS
FUE [ 550

UEFS 1T 7 B HE A AU R UE S 10 SEAR R 1B 5K 5 » 21 GDCA K5k 54
G BT LURATIIIE], iR ZIE B DL T IREAL 5y, BUE BT A S I 7 A 2
gy, WA GDCA %A CPS FUMIVEREAT 1A %8, 2 %UEHiT /7 2kt
P R 5 W £ 5T A5

RO TOREUE BA L ASE B e A

LA AAE S R A AR AR AR AR LA IE 5 5 3 K0 GDCA RS 5

BN APIRIPA N IR T, SERAZ R E . I MRS
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8.
9.
10.
11.

FEAFENFAH R A AR SR, A% LA IR 45 JF SN &0 GDCA MK «
UEAS BB AL LS

WP HIEFAE BARIE 128 =J7 AR AL

FERUE BV AME FIIESS . SRR RIS 2

If the following situations cause losses to GDCA or relying party, subscribers shall assume the

compensation liability:

1.

10.

11.

GDCA and its authorized service agencies or third-party suffer losses due to unreal
information, such as deliberate, negligent or malicious provision of unreal information, by
applicants when applying for certificates.

GDCA and its authorized service agencies or third-party suffer losses due to disclosure and
loss of private keys deliberately and by mistake; due to not informing GDCA and its authorized
service agencies or third-party of the leakage and loss of private keys with knowing the facts;
and due to handing keys to others inappropriately.

Subscribers violate the CPS and related operation practices when using certificates as well as
using the certificates activities outside of the CPS.

If the certificate is used for illegal transactions or causes disputes during the period from
revocation requests submitted by the subscribers or other entities authorized by GDCA to this
information of certificate revocation published by GDCA, if GDCA operates in accordance with
the requirements of the CPS, subscribers must assume any responsibility of losses according
to this CPS.

Unreal, incomplete or inaccurate information provided by subscribers.

Subscribers continue to use the certificates and do not notify GDCA and relying parties
promptly when information in the certificates is changed.

The private key is compromised, damaged, stolen, disclosed, and etc. due to not taking
effective protection measures.

Subscribers continue to use the certificate and do not notify GDCA and relying parties
promptly when they are made aware that private keys are lost or at the risk of being
compromised.

The certificate has expired but is still in use.

The subscriber’s certificate information infringes upon the intellectual property rights of a
third-party.

Using certificates beyond specified scope, such as the use of certificates for illegal and
criminal activities.

9.9.3. AT FIEL£ T 4E Indemnification by Relying Parties

GNP IR E 1T 2 GDCA BT I SRR, T B AR P A S A

166



Il semrannaemes

TooR GDCA HE-FAEME S5 H] (V5. 0 FROD

1. WAJEIT GDCA SHAMI SR CPS Hlil & Ity S 55

2. RAGMKIEA CPS MUV T AL %, T3 GDCA KHIZBUE T RS MBS =
77 1

3. EAGHEEIE NMEBAET, BT B AIET A7 AR L R RO T
IEH S4B 7T Rel N ST TG, (AT SREHIE TS

4. ARATT A KHIE S S AT AT 30 5

5. Kkl BCA B A ) CRL B OCSP #fAIE 1542 75 i 1 «

If the following circumstances lead to the losses of GDCA or subscribers, relying party shall be
assumed compensation responsibility:

1. Obligations defined in the CPS and agreements between GDCA and relying parties are not
fulfilled.

2. GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate
reviews against this CPS.

3. Trust certificates in unreasonable circumstances. For example, relying party still trusts the
certificate with knowing that the certificate usage is beyond its scope or period or the certificate
has or may have been stolen.

4. Relying party does not verify trust chains of the certificates.

5. Relying party does not check whether a certificate is revoked through querying CRL or OCSP.

9.10. BB 5% IE Term and Termination

9.10.1. BRI Term

A CPS fEAE R HER IERAERL, L —hRARM) CPS [R5 A CPS 1 F—iA
CPS A%z HElifE GDCA £ 11 HL-FIAIE AR 55 B 2R 28

This CPS will enter into force at 12 o’clock midnight of the effective date, and the last version CPS
will become invalid. This CPS will become invalid when the next version CPS enters into force or
the electronic certification services of GDCA are terminated.

9.10.2.  #IE Termination

7 GDCA & 1L H FIAEARSS I, A% CPS &1k,

When GDCA terminates electronic certification services, this CPS is terminated.
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0.10.3. A& IE 548 Effect of Termination and Survival

A CPS & ub)m, HAJPKFRIR 21k, CPS N AR ATLRHAEM, EXZE I
HAT A AL RVE RS, CPS A 5 7 TR ML E K ST SR T3 AR 1E H

After the termination of this CPS, its effect will terminate at the same time. The contents in CPS will
be considered as invalid. However, for the legal facts occurred before the date of termination, the
regulation and the exemption of responsibilities defined in CPS for all parties are still applicable.

02.11. 2 E5F KN #E % 5 W E Individual Notices and

Communications with Participants

A% CPS #1bJ5, GDCA it SCRE R R A S FIUE HI 25 AN U BT DA 31 (1
BHREHEN,

After the termination of this CPS, GDCA will notify all related parties who have participated in GDCA
electronic certification activities about related matters on document expiration.

9.12. 1] Amendments
9.12.1. BEITFEFF Procedures for Amendment

%4 GDCA LA RIRE N, CPS 'S5 /NHEHFZR/DHE — A CPS, #fifRtL
T & B SR BERUR T 0 BER B G E b, #5& CP MZER, FF& M
T 1) S i

A CPS HMEM T HT, HH CPS 4’5 /NI IZIT Y, 4 GDCA %4 RIRZ: 2
fILHESS, M CPS w5/ NH M TTHLUEIT, BITJEH) CPS £1d GDCA % k23 A o4t
HE S5 1E A R AR

As authorized by GDCA Security Policy Committee, CPS composition team reviews this CPS at
least once a year to ensure that the CPS meets the requirements of national laws and regulations
and administration department as well as relevant international standards; to ensure it meets the
requirements of CP and actual needs of certification business operations.

Revisions and updates of this CPS should be initiated by the CPS composition team and approved
by GDCA Security Policy Committee. The revised CPS shall be officially released after being
approved by GDCA Security Policy Committee.
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0.12.2. BEHMLEIFIHAIFR Notification Mechanism and Periods

BTG CPS it J5 ks 32 B YE GDCA F 3k www.gdca.com.cn R A, Xt 7
FLEE BT UEE EAE SR SE  SOBAIIE L, GDCA K754 BRI [A] il AT K%
Jis A BRI R RLARIEA 5% 75 52 BRI 5/

After approval of the revised CPS, it will be posted on GDCA official website www.gdca.com.cn
immediately. For the modification notified by email, mail, media and other ways, GDCA shall notify
the relevant parties in reasonable time, which ensures that the relevant parties have minimum
implications.

9.12.3. AN SEN FIETE Circumstances under which CPS Must be

Changed

GDCA 1A 45U A% CPS BEATIE U AT T L4 : CPS HhAH ok A & 5 B H R IR AN — 2L,
] ¢ W 1T A LG DTE MY 5547 WY £ B 5 s B R 4

The situations that GDCA must modify this CPS include: discrepancies between CPS and
governing laws, clear requirements of changes or adjustments for GDCA certification services
initiated by national regulatory departments.

90.13. i 4hF Dispute Resolution Provisions

GDCA. HETT P AR# 7 25 SARTE H-FINIEVE B b = AR 4T 42 LR AP SR o
1. HEA CPS HHHlE, BT TIIE T
H1 GDCA AHICHERI ] 1515 HiE AN Wil
E R, A R AT E ks
AT 5 GDCA B AN A CPS FTi K AT f] 4+ ISR IR VAR, 52 GDCA L7
TEM T L RN BT B A

= W™

If GDCA, certificate subscribers, relying parties and other entities have disputes in the electronic
certification activities, following steps can be taken for resolution:

1. Confirm the party to be held responsible according to this CPS;
2. GDCA's related departments are responsible for coordinating with the applicants;
3. If coordination fails, these parties should reach out to the legal authorities;

4. Prosecutions against GDCA or its authorized agencies over any disputes arising from this CPS
should be governed by the people's court in the place where GDCA is registered.
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0.14. E¥EHESR Governing Law

GDCA ] CPS Z[EZCmiAmfy) (e NRILAE B 72275 A CEFINERS
B VA,

The CPS of GDCA is governed by the law of “Electronic Signatures Laws of People’s Republic of
China” and the regulation of “Measures for the Administration of Electronic Certification Services”
promulgated by the country.

90.15. 5ERERKFE1: Compliance with Applicable Law

To1& GDCA HIEAT 7 Ay S S A A ] b e (3 DL S AR AT Ak s ) GDCA HIE
A% CPS AT« AR AIRE A3 22503 F rh A N RS (174 . (£ 75 GDCA Bif%
BGEMHUI A CPS Firitd Sz (AT 4+, P03 B rp 0 N BRIE AN A

Regardless of the place of residence for the subscribers, relying parties and other entities or place
of use of the GDCA certificates, the execution, explanation and procedure should be compliant with
laws of the People’s Republic of China. Any disputes involved by GDCA and its RA in relation to this
CPS should also be compliant with laws of the People’s Republic of China.

0.16. —f&%% 3k Miscellaneous Provisions
9.16.1.  SEEEWMY Entire Agreement

GDCA [ CPS e B R S5 M Gl bl Hx. TAANE 3 #65r. KTXHZ
MERABTBEE TN, BB Tty JFUREE GDCA [z
T LA A B A B

Complete document structure of GDCA CPS includes 3 parts: titles, table of contents and main
contents. Modified alternative content of the table of contents and the main contents will completely
replace all previous parts. The previous parts would be placed at the GDCA web site for browsing.

9.16.2.  Hil Assignment

GDCA i, MRYEA CPS iR AL SRS I RIBURIAN 55, %07 83 Nl i%
FRVEAEE (R AF DRI AT AURIAN LS5 IS o IR LEAT Ry R AR I AN i B B Lk %o oy —
AT 5155 K BRI BT o

GDCA represents that, according to the rights and obligations of certification entity parties detailed
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in this CPS, all parties can transfer the possession of rights and obligations in accordance with the
relevant provisions of the law. The occurrence of the above transfer behavior does not affect the
change of any debt and liability among the transferors.

9.16.3.  4r#lfE Severability

WIERA CPS WAFA 25k Bl N H 155 GDCA FIr 8 8 4 X 32 7= A v 5% 1 43 1)
TE NTCRLEAS BAIAT J1iF, GDCA A ATE S il b EE TR B M BT 2 5%k, 4R 8 2L,
HARE A ZHM, GDCA KA E T HEER BTN E

TERRARAEAT J5 RS R UE TS 2 7, GDCA ¥ K& MR 2 question@cabforum.org, il
%1 CAB &1z CPS H MBI 15 2., JFRIAEL Kk 2 AFLIBPR SR AR T AR %
%1132% (https://cabforum.org/pipermail/public/).

AAREAEIEN, B0 CA/B WA ZR BB, {# GDCA RN #F& CA/B IAH]
Baseline Requirements VA EK, TIIAE 5 A0 GDCA V.55 R 1E R B4 AN F 4%
GG . RS B ET AR DG EE, X GDCA ) CPS [M&1T, JiIn] CA/B itix
RIE KTEE7E 90 KN 5E R

In case any clause or provision of this CPS is held to be unenforceable or invalid due to any
conflicts with the laws of any jurisdiction in which GDCA operates, GDCA may modify any
conflicting clause or provision to the minimum extent necessary to make them continue to be valid,
and other clauses and provisions will remain valid without being affected. GDCA will disclose the
modified contents in this section.

GDCA will (and prior to issuing a certificate under the modified requirement) notify the CA/Browser
Forum of any modified content in the CPS by sending emails to guestion@cabforum.org, and
confirm that it has been posted to the Public Mailing List and is indexed in the Public Mail Archives
available at https://cabforum.org/pipermail/public/.

Any modification to GDCA's practice enabled under this section will be discontinued if and when the
law no longer applies, or the requirements published by the CA/B Forum are modified to make it
possible to comply with both them and the law simultaneously. An appropriate change in practice,
modification to the GDCA's CPS and a notice to the CA/Browser Forum, as outlined above, will be
made within 90 days.

9.16.4. BRI 4T Enforcement

GDCA 7 H, FHUEFIT /7 KA S8 SLAR R AT GDCA K CPS L TE, Atk
WNIZARARERAPAT Z I AR E -
GDCA declares that, if the subscribers or relying parties did not execute any items within this CPS,

it shall not be considered that they will not be executed in the future.
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9.165.  ANFAIHLS Force Majeure

GDCA ARy B KO U ANHAL I R ZEAS AT A i A CPS
FUE IR DT M I RBUTGE AT 515t .

GDCA do not assume responsibilities for losses incurred by the violation, delay or inability to
perform the CPS regulations due to the force majeure events like wars, epidemics, fires,
earthquakes and other natural disasters.

9.17. HAhZ K Other Provisions

GDCA Xt 4 CPS B A5 fe & fiFAL

GDCA has final interpretation rights to this CPS.
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R 1. ATHEEERER

Appendix1: Certificate information of the publicly trusted CAs

Root/CA Certificate

Information

GDCA TrustAUTH R5 ROOT

Country=CN

Organization= GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
Common Name= GDCA TrustAUTH R5 ROOT

Serial Number=7d 09 97 fe f0 47 ea 7a

Validity= November, 26 2014 to December, 31, 2040

SHAldigest= 0f 36 38 5b 81 1a 25 c3 9b 31 4e 83 ca €9 34 66 70 cc 74 b4

GDCA TrustAUTH R4 EV SSL CA

See “"GDCAEV CPS”

GDCA TrustAUTH R4 EV CodeSigning
CA

See “GDCA EV CPS”

GDCA TrustAUTH R4 OV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 OV SSL CA

Serial Number= 39 c0 77 fc 1e d6 15 e3

Validity: April, 5 2016 to December, 31, 2030

SHAL digest= c3 4a d6 45 d5 79 1c 5f 22 e7 33 d7 53 47 08 15 85 75 6¢ 2d

GDCA TrustAUTH R4 IV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 IV SSL CA

Serial Number= 28 34 52 {4 73 3f 26 a6

Validity: March, 31 2016 to December, 31, 2030

SHA1 digest= 78 ae a8 51 a3 1b 0f 04 9a fO 2c dO f2 ad 91 40 60 4f a7 a3

GDCA TrustAUTH R4 DV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 DV SSL CA

Serial Number=76 39 e3 80 9c 62 1e 26

Validity: March, 31 2016 to December, 31, 2030

SHAL digest= 30 18 4a 5b 92 4e 67 9e 7a 91 32 93 17 d0 56 Of 58 7e 69 7b
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GDCA TrustAUTH R4 CodeSigning CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 CodeSigning CA
Serial Number= 17 b3 ad d2 40 a3 b9 20

Validity: April, 7 2016 to December, 31, 2030

SHAL digest= fc 6d cb 06 a5 5b ff 76 83 64 27 5b 29 d6 4f 7c 3a a9 cf b4

GDCA TrustAUTH R4 Generic CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 Generic CA

Serial Number= 28 35 6a 9c 70 b4 55 78

Validity: April, 7 2016 to December, 31, 2030

SHAL digest=6f ed 83 eb e1 83 cc 71 dO ed el 2a e8 77 €0 df 98 96 1f 24

GDCA TrustAUTH R4 Primer CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 Primer CA

Serial Number= 7a a7 21 5f 89 b7 19 02

Validity: March, 31 2016 to December, 31, 2030

SHAL digest=14 c2 b3 3b bf 6e bd 84 fc a7 01 54 13 eb d0 43 3e 17 1a 98

Root/CA Certificate

Information

=L R5 R CAEF

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#{Zf{ R5 # CA

Serial Number= 2e d9 58 82 91 39 ad 07

Validity: March, 31 2016 to December, 31, 2040

SHAZ1 digest=23 eb 1b a4 64 71 al e7 e9 f2 db 57 01 fe f8 f2 f8 Oc aa e9

B R4 EV RS #5IET CA

See “GDCA EV CPS”

Bz R4 OV RS 2$IFP CA

Country =CN
Organization = Global Digital Cybersecurity Authority Co., Ltd.

Common Name=#{%Z{X R4 OV RS #E+H CA
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Serial Number= 78 b6 25 84 85 f2 84 9e
Validity: March, 31 2016 to December, 31, 2030

SHAL1 digest= 93 92 5b 05 17 30 05 86 fd 2c 45 eb 18 6e 00 9e b9 75 a5 d0

B RA IV RS #HIEH CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#{ %X R4 IV Ik #1ET CA

Serial Number= 13 28 8c d8 93 9c d0 49

Validity: March, 31 2016 to December, 31, 2030

SHA1 digest= 10 b8 fb 9a d2 50 32 6a ee fb 05 ad da 9d 3a 2b bb bd 5d bf

L RA DV RS %+ CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=## X R4 DV flkg5#51E+ CA

Serial Number=6¢ 81 58 42 a9 55 70 3d

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest=01 ad 04 cd el 05 56 23 4a 6 6f a0 €6 64 f3 a6 18 80 4d 5

e X R4 RIS AZIET CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#% X R4 AR Z1IE CA

Serial Number=6c¢ 6¢ e2 6b 3e a8 4c 87

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest=4f be 54 bc 70 8e b1 2a 11 86 dd 79 aa ff e7 95 f8 ad c6 €9

ezt R4 HiEIT FHET CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#{% X R4 @] FE+H CA

Serial Number=7b 98 39 30 58 a0 9d 13

Validity: March, 31 2016 to December, 31, 2030

SHA1 digest=07 33 29 cb 53 b1 86 36 25 38 1b fb 48 a0 43 a7 bl fe 28 6f

Bz % R4 ERET U ER CA

Country =CN
Organization = Global Digital Cybersecurity Authority Co., Ltd.

Common Name= #Zi{X R4 FEMl1T 7L+ CA
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Serial Number=68 f5 ae 07 7b cb da 8b
Validity: March, 31 2016 to December, 31, 2030

SHAL digest=e5 da 52 2d 5f 38 7a 6e 72 49 5e 66 a4 be ba 0f 24 f2 59 dc

Root/CA Certificate

Information

GDCA TrustAUTH E5 ROOT

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E5 ROOT

Serial Number= 1a f5 1f 4d 2c da bb 53

Validity: March, 23 2016 to December, 31, 2040

SHAL1 digest=eb 46 6¢ d3 75 65 f9 3c de 10 62 cd 8d 98 26 ed 23 73 0f 12

GDCA TrustAUTH E4 EV SSL CA

See “GDCAEV CPS”

GDCA TrustAUTH E4 OV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 OV SSL CA

Serial Number= Of a7 49 2f 24 9b 14 de

Validity: March, 31 2016 to December, 31, 2030

SHA1=50 15 62 d8 1b a2 40 27 1b ee 06 d2 b3 7f 5b 35 cb 9d 8c b8

GDCA TrustAUTH E4 IV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 IV SSL CA

Serial Number= 51 ba 77 d9 8c b3 2a 3f

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest= a8 45 2b fc 20 f9 de b6 9b 8b 3f 29 73 e0 a3 b3 6f 82 eb 5b

GDCA TrustAUTH E4 DV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 DV SSL CA

Serial Number=34 f2 54 c9 b2 fc 6a 6¢

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest= 8e 9b 9a db f5 ec ¢4 6b 05 76 82 2e de 5e 80 d1 57 6b 5d 7c
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GDCA TrustAUTH E4 CodeSigning
CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 CodeSigning CA
Serial Number=71 18 49 83 c1 22 58 ca

Validity: March, 31 2016 to December, 31, 2030

SHAL1 digest= 10 6a 4e 5d ca 05 92 28 e4 ff 89 52 66 53 a4 64 7d 57 ee 63

GDCA TrustAUTH E4 Generic CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 Generic CA

Serial Number=05 ac ef 56 ff 70 b0 cb

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest=fd 63 ba 6e e7 89 f6 Oa 16 72 b5 b3 3a 29 7d 71 71 65 54 ee

GDCA TrustAUTH E4 Primer CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 Primer CA

Serial Number=1d ad 3b b9 e6 71 7f e7

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest=5f 42 a4 4d c8 ca 12 df ae 1c 29 92 1f 47 3e 3b be 8b d4 2c
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Appendix2: Certificate information of the non-publicly trusted CAs

Root/CA Certificate

Information

ROOTCA (SM2)

Country =CN

Organization = NRCAC

Common Name= ROOTCA

Serial Number= 69 e2 fe c0 17 Oa c6 7b
Validity: July, 14 2012 to July, 7, 2042

SHAL1 digest= 06 05 b6 26 16 8a 7a 78 5d 37 b9 78 b2 d7 21 05 85 d8 8f d9

GDCA TrustAUTH E1 CA

Country =CN

Organization = GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
Common Name= GDCA TrustAUTH E1 CA

Serial Number= 3e 7e 54 df dc 3f 77 bd 31 3b c8 31 99 21 8f d2

Validity: June,26 2014 to June,21 2034

Root/CA Certificate

Information

ROOTCA (RSA)

Country =CN

Organization = OSCCA

Common Name= ROOTCA

Serial Number=6f Oc €9 52 69 c8 62 99 02 ff 63 a5 cc eb ed 3c
Validity: Aug, 28 2005 to Aug, 23, 2025

SHAZ1 digest= db b8 44 23 c9 28 ab €8 89 d0 e3 68 fc 31 91 d1 51 dd b1 ab

GDCA TrustAUTH R2 CA

Country =CN

Organization =GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
Common Name= GDCA TrustAUTH R2 CA

Serial Number=52 c4 67 59 4c d7 76 90 0d b8 8b 4c 58 01 eb 85
Validity: Dec, 16 2013 to Dec,15 2018

SHA1=c6 b2 19 eb 62 3d 68 cf ae 28 94 00 ad 2a b4 Oa 28 d3 e3 1d
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Root/CA Certificate

Information

GDCA ROOT CA1 (RSA)

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA ROOT CA1l

Serial Number=2d ab 67 ea c5 5a c0 e4

Validity: Jun, 11 2017 to Dec, 31, 2040

SHAL1 digest= 0a 8f 00 29 ea 3¢ d0 51 a3 01 33 bd 7a a6 ec cf f8 ff ed c6

GDCA Public CA1

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA Public CAl

Serial Number= 16 af 5b 0d a4 89 29 7

Validity: Jul, 6 2017 to Dec,31 2030

SHA1=6c 77 49 a4 16 7e 2c ce 64 72 99 47 d5 18 01 ea 29 ad b7 b5

GDCA Public CA2

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA Public CA2

Serial Number= 65 2e 2c 77 09 48 78 17

Validity: Jun, 11 2017 to Dec,31 2030

SHA1=ec 38 58 08 db fb 85 ea 75 3d 09 d1 ec 67 1f dd 24 59 03 fa

GDCA HKMR OV CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA HKMR OV CA

Serial Number= 2d 39 33 c0 39 8c de 65

Validity: Sep, 12 2018 to Dec,31 2030

SHA1=01 96 64 be d9 eb cb e0 8f 19 39 79 bc f8 2d 10 52 50 ca c6

GDCAHKMR IV CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA HKMR IV CA

Serial Number= 79 f1 1a 37 5f a5 58 12

Validity: Sep, 12 2018 to Dec,31 2030
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SHA1=e9 2d ce 1f 67 00 78 06 8c ba d2 b0 b8 c9 4d a3 c6 cd f8 d6
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Appendix 3: GDCA CPS Revision Records

P BAT &1 V4.9 V5.0
F5
112 L F U 4 1. B8 (CEMH TR BRI
1 ( CPS ) Certification ) Wk e
Practice Statement (CPS) 2. 1R¥E Mozilla 5mg 2.7 ESR, HEIEHE
seE T R RE ", “AEH” A
> =2 Ve 2im
, | LSCDCATEREI RN IS CA T IR
Hierarchical Architecture e
322. 0 N 5 i i1 2% 5l
3 Authentication of YA B EAE S 1 N B %0030
Individual Identity
. PRSI e o
4 ;5;;? %aageﬁﬁrij;lﬁi;]: % Baseline Requirments A5, JHF&
o W AR R 3 e 77 X 3.2.2.4.3.
and identification
3.2.10.1P Hubik 1A A4S MR 1P ke A SO e AE D7 =K, 39
5 %) Authentication of an IP IP 364 J5 B AE ) Baseline Requirments
Address (R B AR
3.5. AU ST HLIE HIFR R
A% 5] Identification and
6 Authentication for BEIGHZ R RA 5 FLER AT E o
Authorized Service
Organization
2 e 2 T A e
7 Aé;rﬁti?‘?cienn Hﬁ?ﬂ?ﬁ SN [R5 BE SO 1T O BLSE 7
. . I A LA A SO RLE
Operational Requirements
g 7.1.4. % B % X Name A CA/B 121X ¢ SC16, Z3K SSL/TLS
Forms WEF AR TR .
9 T 1%i?*%i%?£&i?i%?%%lﬁ&>‘(ﬁ@
7
ontent
Sections Revised V4.9 V5.0
SEQ
1. Updated the version of Certificate Policy for
1.1.2 B ARSI (CPS) Mutual Recognition of Electronic Signature
1 Certification Practice Certificates issued by Hong Kong and

Statement (CPS)

Guangdong.
2. Clarified the use of “No stipulation” and “Not
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applicable” under certain sections according
the Mozilla Root Store Policy 2.7.

1.1.3GDCA iF P 2 R H

Added subordinate CA certificates for

2 GDCA Certificate Hierarchical Guangdong — Hong Kong mutual recognition
Architecture business scenarios.
322. M N & i % 5l Detailed the rule for individual identity
3 Authentication of Individual authentication for the Guangdong — Hong
Identity Kong mutual recognition business scenarios.
3.2.7. 4 & 1 B A F % R Adjusted the version number of Baseline
4 Domain name recognition and Requirments, removed the deprecated
identification domain validation method 3.2.2.4.3.
Removed assignment documentation method
3.2.10.1P b 11k (1) A A0 45 to validate an IP address. Documented the
5 Authentication of an IP IP validation method, including the relevant
Address Baseline Requirments version number used to
validate IP Addresses.
3.5. AU ALK H AR R A 2
5 bl Identification and Added management requirements and
Authentication for Authorized guidelines for authorized RAs.
Service Organization
440 15 A A A OB B 0E B K Added stipulation for the validity of time stamp
7 Certificate Life Cycle server certificates, clarified the validity of
Operational Requirements equipment certificates.
Added that SSL/TLS certificates cannot only
8 7.1.4. 4% 3 Name Forms contain metadata in accordance with CA/B
Forum ballot SC16.
. Adjusted some wording issues, and other
9 Other revisions

parts that may cause confusion.
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