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1. #EEHERHIR Introduction

1.1. iR Overview
1.1.1 A=]f#H4y Company Profile

B AR IR G IR A 5] (Global Digital Cybersecurity Authority Co., Ltd., fij#x
GDCA 5 “#zi "), JFEA “I REFAEHIGEF OERA ", BALT 2003 4 3 H
6 [1.2005 49/, GDCA fkikim it 1 [ 2 % i A B = A i Bl 5 A3 S = ML B (1 W v o
BN A E B O\F RS (R IERRS VFRTIEY (VFRTIES . ECP44010215007) [1HLT
WIEMRS PG 2 —; 2008 4F 12 H, $FA5E SR8 B RAUR I (R F &R0 s B VF
AIEY; 2011 4F 4 H, 8 T KSR HL R B S B AR SS BE VRS, 3R1 (L
TR HFIERS P (S5 A021) #Efg. 2013 4, X HFIAMEARS RGHAT
SM2 BEFH G, i T E K ELE E R A 7 R A, 2015 4F, GDCA @il T
WebTrust [E Br 22 48 iHAE, H& 7 B s & 8 AR S KF, ol LRt 4 5k
R FYAER S . AIERNL S ERFHE, 2016 4E5 H, “) RKEFAEBUGEF0A R
NF” ELZR KRB AR A 7, 2017 4 8 A 11 H, GDCA FFUA1EHT =
WREERRAE 5y, BOCRTRIRR: Bz A, 2. 871932,

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as “GDCA”, or “4{Z#4X") with the
former name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003.
In September 2005, GDCA passed the security review by the State Cryptography
Administration Office of Security Commercial Code Administration (abbreviated as OSCCA) and
the former Ministry of Information Industry by law, as one of the first eight electronic authentication
authorities granted the "Electronic Authentication Service License" (license number:
ECP44010215007) in China. In December 2008, GDCA obtained the "Commercial Cryptography
Products Sales License" issued by OSCCA. GDCA passed through the assessment of
E-government and Electronic Authentication Service Ability by OSCCA with the qualification
certificate of "E-government and Electronic Authentication Service Authority” (number: A021) in
April 2011. In 2013, GDCA upgraded electronic authentication service system for SM2 algorithm
and passed through the security review by OSCCA. In 2015, GDCA passed the assurance review
for Certification Authority by WebTrust with the international level of operation management and
service to provide digital certification service globally. For business development, GDCA changed
its name from "Guangdong Digital Certificate Authority CO., LTD." to "Global Digital Cybersecurity
Authority CO., LTD." in May, 2016. On 11 August 2017, GDCA was admitted to the National Equities
Exchange and Quotations (NEEQ) of China, with a stock abbreviation of “#%#f{t” and stock
code “871932” .
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GDCA B4 Jm, J& “T" AREFAIEHIMEFT OHRAR " 5. fiis. MaMmaE
A el “BR ABSRm AR AR A%k, fEHEXHTS GDCA LA “T  AREUTHIE
FEF DA RA R 4 AT AR PRI H T REBFHEFAEF LA R
"7 A BRI LS5 h “ B AR BB AT IR A =] 7 7RGk

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO.,
LTD." were inherited by GDCA and all the rights and obligations of the contracts and agreement
signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

Heg AR “BUEL ~fE. Ll 87 ko EN, BAT “EEBRER T
kA dr, BOT O “— ISR S5 7.

GDCA upholds the corporate values of “Authority, Credibility, Professionalism, and Innovation”,
fulfils the corporate mission of “Trust Connects Parties from all over the World”, and is committed to
becoming a “first-class online trust service provider”.

1.1.2 BTFINIENE SN (CPS) Certification Practice Statement (CPS)

ARSI (R CPS) R4 (e NRILAE B 728450 (T IAIE
MRS EFIMED . (R IANIER S H 0D BLINE) SHERE MBI EOR, E4EE | GDCA
SR T IAIEAR ST AN RS L T A IR S5 i AR B K B T IE RS ARG 2
HHTABERI DT, A CPS 1 GDCA il A JF A AT i JI i 7254417 7 . KA Al
HAbMRZ 5%, Uitk GDCA iRt i FIIEARSS 2 &k, Ll BUBIIEE =5
T UERSS . X T GDCA Frig it T IMER SR SUETEE, 4 CPS 47 7 H
THHIRLE -

Pursuant to the requirements of the “Electronic Signature Law of the People's Republic of
China”, "Measures for the Administration of Electronic Certification Services", "Measures for the
Administration of Cipher Codes for Electronic Certification Services" and other related laws and
regulations, this Certification Practice Statement (abbreviated as CPS) outlines the overall
processes that GDCA employs to provide electronic authentication services, illustrates the set of
rules that GDCA conforms to in offering the electronic authentication service, and elaborates on the
responsibilities undertaken by the participants of such services. GDCA makes this CPS available to
the subscribers, relying parties and other relevant participants through open publication to ensure
the validity, professionalism, and authority of GDCA's electronic authentication services. This CPS

also clearly defines the limitation of liabilities for the electronic authentication services provided by
GDCA.

A CPS AR I 251508 (GDCA UETi5n%) (http://www.gdca.com.cn/cp/cp), [F]
oW (BT AR ENIE R R 1L A D)
( http://gdii.gd.gov.cn/xxh3236/content/post_945261.html ) . 7E 4T A& CPS it fE
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(GDCA IEH5%) 5 (EHEHR TR IES LIE 5 AN —BHNAERIZLLT
P AL FE o - B S 5 AR IEAE (B i 724U YIRS 5ms ), M H
TERE S A SMIE T EIE (GDCA IEF SN ). EF52 15 B T B #5558 HA T
H AT AR Y5 IR 45 SR B SR IRFT AT HE 1 o

This CPS conforms to both "GDCA Certificate Policy" (http://www.gdca.com.cn/cp/cp) and
"Certificate Policy for Mutual Recognition of Electronic Signature Certificates issued by Hong Kong
and Guangdong (version 1.1)" (http://gdii.gd.gov.cn/xxh3236/content/post_945261.html). The
following principle shall prevail in case of any conflicts exist between the above two policies: the
certificates applied to mutual recognition of electronic signature certificates issued by Hong Kong
and Guangdong conform to " Certificate Policy for Mutual Recognition of Electronic Signature
Certificates issued by Hong Kong and Guangdong”, while other certificates conform to "GDCA
Certificate Policy". Whether a certificate is applied to the project of “Mutual Recognition of
Electronic Signature Certificates issued by Hong Kong and Guangdong” can be determined by the
object identifier of certificate policy.

GDCA %415 CA/X Y #8181 (CA/Browser Forum, [EFR4HZH, N HREFR CA W%
BEEH, ZHE CA EFRbRMERINLI, www.cabforum.org) KA 1 &H A ¥ Baseline

Requirements for the Issuance and Management of Publicly-Trusted Certificates ({&j#x

“Baseline Requirements” ). Guidelines for the Issuance and Management of Extended
Validation Certificates ( f&#%“EV Guidelines”). Guidelines for the Issuance and Management
of Extended Validation Code Signing Certificates ({5 “EV Code Signing Guidelines™) .
Baseline Requirements for the Issuance and Management of Publicly-Trusted Code Signing
Certificates % Adobe RZA & KA the Adobe Approved Trust List (AATL) Technical
Requirements (f&jFR AATL BORER) AT RFNE B A SEATE AR/ SSL/TLS UEH AR
W25 2E, ©MAE HLEHEN, FER R SR A AN R RRA AT IEIT CPS, WiiiA
CPS 5 CA/NI %2318 Tx (CA/Browser Forum) & A (A bR AR TS A 1 2% A AR — 2
7, WILL CARYE 2818 3 IE xR AT B RILTE T

GDCA conforms to the latest versions of the Baseline Requirements for the Issuance and
Management of Publicly-Trusted Certificates (hereinafter referred to as “Baseline Requirements”),
Guidelines for the Issuance and Management of Extended Validation Certificates(hereinafter
referred to as “EV Guidelines”), the Guidelines for the Issuance and Management of Extended
Validation Code Signing Certificates (hereinafter referred to as “EV Code Signing Guidelines”),
Baseline Requirements for the Issuance and Management of Publicly-Trusted Code Signing
Certificates published by CA/Browser Forum (an international organization, also known as
international CA browser alliance, to establish international standards of CA, www.cabforum.orq),
and the Adobe Approved Trust List Technical Requirements of the Adobe Systems Inc (hereinafter
referred to as “AATL Technical Requirements”) to issue and manage the publicly-trusted SSL/TLS
digital certificates and publicly-trusted code signing certificates. GDCA regularly checks the updates



http://www.cabforum.org/
http://www.cabforum.org/
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on CA/Browser Forum’s website and continually revise its CPS according to these updates. The
specifications of the CA/Browser Forum shall prevail in case of any discrepancies between the
provisions of this CPS and the standard specifications published by the CA/Browser Forum.

#HE IETF PKIX RFC 3647 CP/CPS HEZE, A< CPS #L4r N AAETT, #h5 GDCA ilF
PR SS BT s B W) 22 A w5 e, MV 55 R SR o AR B RFC3647 HEEAR KA g2k,
FEIHRE “ANEH” MR ENZETAER .

Pursuant to the IETF PKIX RFC 3647 CP/CPS framework, this CPS is divided into nine parts that
cover the security controls and practices and procedures for GDCA’s certificate services. To
preserve the outline specified by RFC 3647, section headings that do not apply are accompanied
with the statement “Not applicable”.

1.1.3 GDCA iEHERZEF GDCA Certificate Hierarchical Architecture

GDCA HHlE 7 MBIEH, 7378 ROOTCA iE45 (RSA). GDCA ROOT CA iF5.
ROOTCA iF5 (SM2). GDCA ROOT CA1 iF45. GDCA TrustAUTH R5 ROOT i+,
Bz A% R5 H2 CA IEF5. GDCA TrustAUTH E5 ROOT iE-. &M CA R $14% CA,
DAZE R FAETS . GDCA R R MBI CAET.

Currently, GDCA has 7 root certificates, including ROOTCA certificate (RSA), GDCA ROOT CA
certificate, ROOTCA certificate (SM2), GDCA ROOT CA1, GDCA TrustAUTH R5 ROOT certificate,
Kz A8 R5 HE CA certificate and GDCA TrustAUTH E5 ROOT certificate. Each Root CA has
Subordinate CAs to issue subscriber certificates. GDCA does not issue external Subordinate CAs.

1) ROOTCA (RSA)

ROOTCA
(RSA2048-bit)
[
i t(’iul?i‘:f’ff“ﬁflfﬁ‘(i_iW GDCA TrustAUTH R2 CA
(RSA1024-bit) ’ (RSA2048-bit)
[ .
Individual Organization Equipment Other Individual Organization Equipment Other
Certificate Certificate Certificate Certificates Certificate Certificate Certificate Certificates

ROOTCA(RSA)IUEF5 & 58 B %8 B FIMGIE T, B 5RE N RSA, MRBHKE N
2048-bit, FEMAH % CAUEH, H: (1) GDCA Guangdong Certificate Authority iiE
1o, WP 1024-bit, 22K HKE N RSA 1024-bit AN AZFKIE . HUGZEIE1S.
WA ISE RN EIE; (2) GDCA TrustAUTH R2 CA iE, 4Kl 2048-hit,
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R BAAKE N RSA 2048-bit A1 RSA 1024-bit 1/ AJUEF . HUZFET . B ZIUET
AHAB RS

ROOTCA (RSA) certificate is a root certificate of OSCCA using RSA algorithm with 2048-bit root
key length. There are two subordinate CAs under this ROOT CA, including: (1) GDCA Guangdong
Certificate Authority certificate with 1024-bit key length is used for issuing RSA 1024-bit individual
certificates, organization certificates, equipment certificates and other certificates. (2) GDCA
TrustAUTH R2 CA certificate with 2048-bit key length is used for issuing RSA 2048-bit and RSA

1024-bit individual certificates, organization certificates, equipment certificates and other
certificates.

ROOTCA (RSA)IE0#T 2025 4F 8 H 23 HFH#.
ROOTCA (RSA) will expire on August 23, 2025.

GDCA Guangdong Certificate Authority iiF 5T 2015 4F 7 H 19 H#|#, 20154 1 H
1 Hitg, GDCA A CAUETREKIT /M iE15. GDCATrustAUTH R2 CA IIE 1545 T
2018 4 12 A 15 HEM, 2017 45 12 A 15 Hite, GDCA ¥ AFfE 1% CA UE-HZRIT
JIEH.
GDCA Guangdong Certificate Authority certificate expired on July 19, 2015. From January 1, 2015,
GDCA no longer used it to issue subscriber certificates. GDCA TrustAUTH R2 CA certificate will

expire on December 15, 2018. From December 15, 2017, GDCA will no longer use it to issue
subscriber certificates.

2) GDCAROOT CA (1024-bit)

GDCA ROOT CA
l
GDCA Guangdong
Certificate Authority
[
Individual Organization Equipment Other
Certificate Certificate Certificate Certificates

GDCA ROOT CA il 15 IR % 4HK B A 1024-bit, % GDCA Guangdong Certificate
Authority iE+, KL 1024-bit, ZKH KN RSA 1024-bit M NKIEF . #Hl
GRS, WA UE BRI ANEIE T

The length of GDCA ROOT CA certificate root key is 1024-bit. There is a GDCA Guangdong
Certificate Authority certificate under this ROOT CA, used for issuing RSA 1024-bit individual

5



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%-U\-‘L[E—\J-k%%m)rlu (V5. 7 ﬁ}i)

certificates, organization certificates, equipment certificates and other certificates.

GDCAROOT CA iE 4544 T 2024 4 12 H 11 H 2.
GDCA ROOT CA certificate will expire on December 11, 2024.

GDCA Guangdong Certificate Authority iE 154 T 2024 4 1 A 12 H2[#{, 2016 4= 1
H1HE, AEEHZ CAIERZERIT FIES.

GDCA Guangdong Certificate Authority certificate will expire on January 12, 2024. From January 1,
2016, GDCA no longer used it to issue subscriber certificates.

3) ROOTCA (SM2)

ROOT CA
(sM2)

GDCA PublicSM2 CA1l

GDCA TrustAUTH E1 CA

GDCASM2 ICA
Individual Organization Equipment Other
Certificate Certificate Certificate Certificate

ROOTCA ETS (SM2) 2 [H 5 IS 2R FIAIET, #i05%E N SM2, IREHIK
% A 256-bit, ¥ Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) iF,
AR 256-bit, 25K KH E 2% 5L SM2 A NZET . HUZSIE . & IKED
A HAh2EUE . Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) T GDCA
SM2 ICA i3 & GDCA Public SM2 CAL iE+, &K H % H% SM2 1 N KIEH
MURZRIES . W 2RIE B A ZRIE 1S
ROOTCA (SM2) certificate is a root certificate of OSCCA using SM2 algorithm with root key length
of 256-bit. There is a Guangdong Certificate Authority (GDCA TrustAUTH E1 CA SM2) certificate
with key length of 256-bit under this root CA, used for issuing individual certificates, organization
certificates, equipment certificates and other certificates with SM2 algorithm. Guangdong Certificate
Authority (GDCA TrustAUTH E1 CA) issued GDCA SM2 ICA and GDCA Public SM2 CA1, which are

used for issuing individual certificates, organization certificates, equipment certificates and other
certificates with SM2 algorithm.

ROOTCAiE+H (SM2) ¥+ 2042 47 H 7 HEIH.

ROOTCA (SM2) will expire on July 7, 2042.
Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) iE3#47E 2034 55 6 H

21 HE, 2030 41 H 1 Hile, BAFEEHIZ CAUEREEKIT ik,
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Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) certificate will expire on June 21, 2034.
From January 1, 2030, GDCA will no longer use it to issue subscriber certificates.

GDCA SM2 ICA iEF¥7E20334E12 H31H 2, 2030 4F 1 H 1 Hite, B A FEH
% CAERZ KT FHES.

GDCA SM2 ICA certificate will expire on December 31, 2033. From January 1, 2030, GDCA will no
longer use it to issue subscriber certificates.

GDCA Public SM2 CAL IF ¥ E20334E12 31 HEIHA, 2030 421 A 1 Hilg, BA
FEHZ CAIERZRIT FHE .

GDCA Public SM2 CAL certificate will expire on December 31, 2033. From January 1, 2030, GDCA
will no longer use it to issue subscriber certificates.

4) GDCAROOQT CAl

GDCA ROOT CA1

v v v v v v
‘ GDCA Public CA1 ‘ ‘ GDCA Public CA2 ‘ ‘ GDCA RSA ICA ‘ ‘ GDCA OTC CA ‘ ‘ GDCA}E?MROV ‘ ‘ GDCAQ:MR ¥ ‘
A A A A A
s | [ owes | [ wses | [ owes | [ wwer | [ s |

GDCA ROOT CAL iEH MRSy 4096-bit, 1% 6 g CA GEH, Hr:
(1) GDCA Public CAL, 8K ¥ A 2048-bit, 25K %H]K A RSA 2048-bit fI/N A2
E WU ZEUE A5 15 2% R R A H A ZEIE +5; (2)OGDCA Public CA2, % 7K 5 24 2048-bit,
SRR E ) RSA 2048-bit [N NZKIET . HUAZEE S . B& FAE B AIHABZEIES
(3) GDCAHKMR OV CA, #HKJE N 2048-bit, %5k ZHHKE N RSA 2048-bit )4
HEEIANUIETS; (4) GDCAHKMR IV CA, ZHHK N 2048-bit, 25K % 5K N RSA
2048-bit {1 EHE I NIEF; (5) GDCA RSA ICA %4 K N 2048-bit, &k &K
J¥ 4 RSA 2048-bit (AN Ao, HUISIES . BAZIEBAHABSSET; (6) GDCA
OTC CA EHIHKIE Ny 2048-bit, K%Yy RSA 2048-bit (1 NSKUEF LI 2EIE
By WARIEBAHARIIEF .
GDCA ROOT CAL il 45K - 2040 4F 12 H 31 H FiH.
GDCA Public CAL iEH5:K7E 2030 4F 12 H 31 HEIH, 2027 41 H 1 Hilg, KAH
% CAUEPZRAT FHIEFS
GDCA Public CA2 iEF5:K7E 2030 4F 12 H 31 HEIH, 2027 41 H 1 Hilg, KAH
% CA TERZ R AT FHEf.
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GDCA HKMR OV CA iE- 3 7F 2030 4E 12 A 31 HEIH, 2027 41 A 1 HilZ, #
ANEEZ CAIEBZ&RIT FHEf.

GDCA HKMR IV CA iE 347 2030 4= 12 /) 31 HEIM, 2027 £ 1 A 1 Hilg, KA
% CAIE B RIT FIET.

GDCA RSA ICA iEH#47E20304:12 H31 H 2, 2028 41 H 1 Hild, ALK
% CA BRI RS,

GDCA OTC CA iEH#1E 2030912131 H ZIHH, 2028 41 7 1 Hild, HAFHEH
% CATERZRIT FET .

The length of GDCA ROOT CAL1 certificate root key is 4096-bit. There are five subordinate CAs
under this root CA, including: (1) GDCA Public CA1 with key length of 2048-bit, used for issuing
RSA 2048-bit individual certificates, organization certificates, equipment certificates and other
certificates; (2) GDCA Public CA2 with key length of 2048-bit, used for issuing RSA 2048-bit
individual certificates, organization certificates, equipment certificates and other certificates; (3)
GDCA HKMR OV CA with key length of 2048-bit, used for issuing RSA 2048-bit organization
certificates for Guangdong — Hong Kong mutual recognition purpose; (4) GDCA HKMR IV CA with
key length of 2048-bit, used for issuing RSA 2048-bit individual certificates for Guangdong — Hong
Kong mutual recognition purpose; (5) GDCA RSA ICA with key length of 2048-bit, used for issuing
RSA 2048-bit individual certificates, organization certificates, equipment certificates and other
certificates; (6) GDCA OTC CA with key length of 2048-bit, used for issuing RSA 2048-bit individual
certificates, organization certificates, equipment certificates and other certificates.

GDCA ROOT CAL1 will expire on December 31, 2040.

GDCA Public CA1 will expire on December 31, 2030, and from January 1, 2027, GDCA will no
longer use it to issue subscriber certificates.

GDCA Public CA2 will expire on December 31, 2030, and from January 1, 2027, GDCA will no
longer use it to issue subscriber certificates.

GDCA HKMR OV CA will expire on December 31, 2030, and from January 1, 2027, GDCA will no
longer use it to issue subscriber certificates.

GDCA HKMR IV CA will expire on December 31, 2030, and from January 1, 2027, GDCA will no
longer use it to issue subscriber certificates.

GDCA RSA ICA will expire on December 31, 2030 and from January 1, 2028, GDCA will no longer
use it to issue subscriber certificates.

GDCA OTC CA will expire on December 31, 2030 and from January 1, 2028, GDCA will no longer
use it to issue subscriber certificates.

5) GDCATrustAUTH R5 ROOT
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GDCA TrustAUTH R5 ROOT

) I ! I ] ) I { I 1

GDCA TrustAUTH O ™ D e GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH
R4 EV SSL CA us ockeSigning R4 OV SSL CA R4V SSL CA R4 DV SSL CA R4 CodeSigning CA R4 TimeStamp CA R4 Generic CA R4 Primer CA

Cotesigning CA cA l l | l l l l l

DV SSL Server CodeSigning Type | Individual
Certificate Certificate Certificate

EVCng ing
ertificate

aaaaaaaaa

Org
Timestamp Certificate| | | SOeEOR

Certificate

EV SSL Server ‘

EV CodeSigning
Certificate

GDCA TrustAUTH R5 ROOT #iE+5 (% $H-K £y 4096-bit, T & 10 M1k CA ik
15, b (1) GDCATrUstAUTH R4 EV SSL CA, KA 2048-bit, 25Kk BHIKE
9 RSA 2048-bit [1] EV SSL HRZ5#%FKUE15; (20 GDCA TrustAUTH R4 Plus EV
CodeSigning CA iF+5, 254K 5 Ay 4096-bit, 25 % %5 40K 5 RSA 3072-bit ] EV 4CHS
542 2K, (3) GDCA TrustAUTH R4 EV CodeSigning CA, 8K JE A 2048-bit, 2%
KK FE ) RSA 2048-bit 1) EV ARRS%E 4 2KiE+: (4) GDCATrustAUTH R4 OV SSL
CAIEH, B )y 2048-hit, 255 % P Z O RSA 2048-bit 1) OV SSL [l 5% #5 FAE13
(5) GDCA TrustAUTH R4 IV SSL CA, ZHK N 2048-bit, 25Kk ZHKE N RSA
2048-bit 1) IV SSL 55 8 25E15; (6) GDCA TrustAUTH R4 DV SSL CA, #HHIKEN
2048-bit, %5 Kk % EHK A RSA 2048-bit ) DV SSL %5 #8 253E 135 (7)GDCA TrustAUTH
R4 CodeSigning CA iE5, #81KE R 2048-bit, 2K % 41K & RSA 2048-bit [IRAL2E
425FH; (8) GDCA TrustAUTH R4 TimeStamp CA iiF+5, #54HK & )y 4096-bit, 25k
A E ) RSA 3072-bit [ [HIERIE T : (9) GDCA TrustAUTH R4 Generic CA iE 15,
HHK N 2048-bit, 25K HK LA RSA 2048-bit I JEF5; (100 GDCA
TrustAUTH R4 Primer CA, 8K E N 2048-bit, 2Kk %K E N RSA 2048-bit fiI4 A
1 KiE$,
The length of GDCA TrustAUTH R5 ROOT certificate root key is 4096-bit. There are ten
subordinate CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA with key
length of RSA 2048-bit is used for issuing RSA 2048-bit EV SSL Server Certificates. (2) GDCA
TrustAUTH R4 Plus EV CodeSigning CA with key length of 4096-bit is used for issuing RSA
3072-bit EV CodeSigning Certificates. (3) GDCA TrustAUTH R4 EV CodeSigning CA with key
length of 2048-bit is used for issuing RSA 2048-bit EV CodeSigning Certificates. (4)GDCA
TrustAUTH R4 OV SSL CA with key length of 2048-bit is used for issuing RSA 2048-bit OV SSL
Server Certificates. (5) GDCA TrustAUTH R4 IV SSL CA with key length of 2048-bit is used for
issuing RSA 2048-bit IV SSL Server Certificates. (6) GDCA TrustAUTH R4 DV SSL CA with key
length of 2048-bit is used for issuing RSA 2048-bit DV SSL Server Certificates. (7) GDCA
TrustAUTH R4 CodeSigning CA with key length of 2048-bit is used for issuing RSA 2048-bit
CodeSigning Certificates. (8) GDCA TrustAUTH R4 TimeStamp CA with key length of 4096-bit is
used for issuing RSA 3072-bit Timestamp Certificates. (9) GDCA TrustAUTH R4 Generic CA with

key length of 2048-bit is used for issuing RSA 2048-bit Organization, Individual Certificates. (10)
GDCA TrustAUTH R4 Primer CA with key length of 2048-bit is used for issuing RSA 2048-bit Type |
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Individual Certificate.

GDCA TrustAUTH R5 ROOT iEH# T 2040 4= 12 A 31 H 3.

GDCA TrustAUTH R4 EV SSL CA 1IE+5#47E 2030 4F 12 H 31 HF#, 2027 /£ 1 7 1
Hie, BAEAMZ CAIERZERIT I,

GDCA TrustAUTH R4 Plus EV CodeSigning CA iE4#7F 2035 4F 12 A 31 H #J#A,
2032 F 1 H 1 Hilg, RFAFMEHZ CA IR i+,

GDCA TrustAUTH R4 EV CodeSigning CA iE 134 7E 2030 4 12 A 31 HEI#H, 2021
F6 H 1 HE, oA Z CAIERZERITFIES.

GDCA TrustAUTH R4 OV SSL CA il 48 2030 4F 12 H 31 HFH], 2027 4 1 H
1 Hig, BAEMEHZ CAIERZERIT L.

GDCA TrustAUTH R4 IV SSL CA iE-f5 47 2030 4 12 1 31 H3I3, 2027 £ 1 1 1
Hig, KA Z CAERZRIT k.

GDCA TrustAUTH R4 DV SSL CA IE454 7 2030 4 12 /31 HF|H], 2027 41
1 Hig, BAEMEZ CAIERZRIT L.

GDCA TrustAUTH R4 CodeSigning CA iiE +5:#47E 2030 4= 12 F 31 H 2}, 2021 4 6
H1HE, SAFEHZCAIERZERITFIUET.

GDCA TrustAUTH R4 TimeStamp CA iEH447E 2035 4 12 H 31 HF|}#, 2032 4F 1
H1HE, BAFEMHZ CAIERERITFIUET.

GDCA TrustAUTH R4 Generic CA it 7E 2030 4F 12 H 31 HF#, 2027 £ 1 7 1
Hie, BAEMHZ CAUERZERIT .

GDCA TrustAUTH R4 Primer CA 1E 5 7E 2030 4F 12 H 31 HFI, 2027 41 H 1
Hie, BAEMHZ CAIERZERIT .
GDCA TrustAUTH R5 ROQT certificate will expire on December 31, 2040.

GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Plus EV CodeSigning CA certificate will expire on December 31, 2035. From
January 1, 2032, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. As of June
1, 2021, GDCA has stopped the issucane of subscriber certificates with this CA certificate.

GDCA TrustAUTH R4 OV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 IV SSL CA certificate will expire on December 31, 2030. From January 1,
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2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 DV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 CodeSigning CA certificate will expire on December 31, 2030. As of June 1,
2021, GDCA has stopped the issucane of subscriber certificates with this CA certificate.

GDCA TrustAUTH R4 TimeStamp CA certificate will expire on December 31, 2035. From January 1,
2032, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Generic CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Primer CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

6) Hrxif{CRS5 R CA

HZn RS

RCAITH
Hkmt A R4 EV e R4OV Hkmt R4 TV $km A€ R4 DV Aot R4 Bkt HR4 HkmtARR4
fIR 95 #4EF5 CA IR % HiE$ CA IR %5 #HE+ CA fIR 95 #8EF5 CA (NEEEANS AN HERHIT FHIES CA AT FAEF CA
A 4 4 A 4 4 i A
EV SSL Server OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization, Type | Individual
Certificate Certificate Certificate Certificate Certificate Individual Certificate Certificate

i A RS fiE CA IEF AR S By 4096-bit, % 7 g CA R, Hr:
(D HzhR R4 EV RS SWIET CA, HHHKE N 2048-bit, ZRFHKEN RSA
2048-bit 1) EV SSL k5528 KIUEF: (2) R R4 OV IRFSEER CA, HHKEN
2048-bit, KK LA RSA 2048-bit ff) OV SSL k%5 8 2KET: (3) Hwhfft R4 IV
RS 4IET CA, FPIKE Ny 2048-bit, 25/ %P1y RSA 2048-bit i IV SSL 554+
FKiEH; (4 Hz R4 DV RS HBIUET CA, EHKEN 2048-bit, K HHKSE
N RSA 2048-bit [¥) DV SSL R&-#82K1E s (5) #wehif{ R4 RIGZE4IET CA, %8
K SN 2048-bit, 254 8K B A RSA 2048-bit FIUASA 4 250EH; (6) Frzehf{t R4 ¥
HITIET CA, BT 2048-bit, 2B RSA 2048-bit UL, A
E; (7)) BgrR R4 EAETFHER CA, HHKE N 2048-bit, ZKRFHKEN
RSA2048-bit [N A 1 KiEFS

The length of #Z{L R5 R CA certificate root key is 4096-bit. There are seven subordinate CAs
under this root CA, including: (1) #{% i1 R4 EV fR 4% #%1E 15 CA with key length of 2048-bit is used
for issuing RSA 2048-bit EV SSL Server Certificates. (2) ¥4I R4 OV R4 #%iF+ CA with key
length of 2048-bit is used for issuing RSA 2048-bit OV SSL Server Certificates. (3) ¥ZHt R4 IV
AR 45 23ET5 CA with key length of 2048-bit is used for RSA 2048-bit IV SSL Server Certificates. (4)
B i R4 DV R4 24iE$ CA with key length of 2048-bit is used for issuing RSA 2048-bit DV SSL
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Server Certificates. (5) %2 ft R4 /{524 1F45 CA with key length of 2048-bit is used for issuing
RSA 2048-bit CodeSigning Certificates. (6) #hf X R4 @il ik CA with key length of
2048-bit is used for issuing RSA 2048-bit Organization, Individual Certificates. (7) %1%/ R4 JEHt
T FPAEHS CA with key length of 2048-bit is used for issuing RSA 2048-bit Type | Individual
Certificate.

b AX R5 MR CAE44 T 2040 4 12 H 31 HEIH.

Moz RAEV RS #EH CA K 7E 2030 4 12 H 31 HEIH, 2027 41 A 1
Hi, 5 AREf % CATEBE& R iE.

HZ U RA OV IS5 AIET CAETRAE 2030 4 12 J] 31 H 21, 2027 £ 1 1 1
Hi&, A% CATEB& R iE.

H AU RA IV IRSSEHIET CAUEFKAE 2030 4 12 H 31 HEIH, 2027 41 7 1
Hitd, A% CAEB&RIT e,

Hrz b U RA DV 55 4HiE+ CAEFS K7L 2030 £ 12 /] 31 H A, 2027 £ 1 1 1
Hi&, A% CATEB& R iE.

ez R4 AARBZEAZIET CA TEFIEAE 2030 4F 12 F 31 HEIM, 2027 41 1
HE, A% CA IEBZ& LT FiE.

ez A R4 @ T UET CAUETRAE 2030 4F 12 H 31 HEIM, 2027 £ 1 H 1
Hitd, A% CAERB& R FHE.

Fez AR R4 FEREAT FHEF CA MEI4AE 2030 4F 12 H 31 HAEH, 2027 41 H 1
H, A% CA TEBZ& LT PiE.
B2 R5 2 CA certificate will expire on December 31, 2040.

BB R R4 EV AR 45 #81EH CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

B if AR R4 OV il 45 #4IE P CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

bR R4 IV R4S 23IE TS CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

Bz R4 DV R #31E 15 CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

Bt R4 ALRS%: 4335 CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

Frze i A R4 1T JETS CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

Bz R4 ZERETT FE+H CA certificate will expire on December 31, 2030. From January 1, 2027,
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GDCA will no longer use it to issue subscriber certificates.

7) GDCATrustAUTH E5 ROOT

GDCA TrustAUTH ES

' | | , l | !

GDCA TrustAUTH E4 EV SSLCA GDCA TrustAUTH E4 OV SSL CA GDCA TrustAUTH E4 IV SSL CA GDCA TrustAUTH E4 DV SSL CA GDCZZ;;’:{:‘:T&“ SDCATIMALTH EA Garaic GDCA TrustAUTH E4 Primer CA

A4 v Y v Y x4
EV SSL Server OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization, Type | Individual
Certificate Certificate Certificate Certificate Certificate Individual Certificate Certificate

GDCA TrustAUTH E5 ROOT k(&% 554 ECC, MR FHK ) 384-bit, Fik
7 Ak CAEF, H: (1) GDCATrustAUTH E4 EV SSL CA , 54K 4 256-bit,
R B E 9 ECC 256-bit (1) EV SSL ik %5 #5835 UE+5; (2)GDCA TrustAUTH E4 OV SSL
CA, KN 256-bit, 28K ZEAKE N ECC 256-bit 1] OV SSL A28 JSiE1; (3D
GDCATrustAUTH E4 IV SSL CA, HHHKE N 256-bit, 25K % 8K &)y ECC 256-bit ()
IV SSL Al 45 %3 35IE5; (4) GDCA TrustAUTH E4 DV SSL CA, 4K BN 256-bit, 25
REHKE Ny ECC 256-bit 1) DV SSL k%5 #33KiE+5: (5) GDCA TrustAUTH E4
CodeSigning CA, #HK N 256-bit, 25K EHHKE N ECC 256-bit (1) fLAE2E 44 Kk 45
(6) GDCA TrustAUTH E4 Generic CA iE+5, %K 256-bit, %5 &K 2 HKE N ECC
256-bit [KIALH) N ANRIUEH; (7) GDCA TrustAUTH E4 Primer CA, 254K J& 4 256-bit,
2% K R ECC 256-bit (9N A 1 Z8EH .

The length of GDCA TrustAUTH E5 ROOQT certificate root key is 384-bit with ECC algorithm. There
are seven subordinate CAs under this ROOT CA, including: (1) GDCA TrustAUTH E4 EV SSL CA
with key length of 256-bit is used for issuing 256-bit ECC EV SSL Server Certificates. (2) GDCA
TrustAUTH E4 OV SSL CA with key length of 256-bit is used for issuing 256-bit ECC OV SSL
Server Certificates. (3) GDCA TrustAUTH E4 IV SSL CA with key length of 256-bit is used for
issuing 256-bit ECC IV SSL Server Certificates. (4) GDCA TrustAUTH E4 DV SSL CA with key
length of 256-bit is used for issuing 256-bit ECC DV SSL Server Certificates. (5) GDCA TrustAUTH
E4 CodeSigning CA with key length of 256-bit is used for issuing 256-bit ECC CodeSigning
Certificates. (6) GDCA TrustAUTH E4 Generic CA with key length of 256-bit is used for issuing
256-bit ECC Organization, Individual Certificates. (7) GDCA TrustAUTH E4 Primer CA with key
length of 256-bit is used for issuing 256-bit ECC Typel Individual Certificates.

GDCA TrustAUTH E5 ROOT iiE5# T 2040 4 12 H 31 H 23,

GDCA TrustAUTH E4 EV SSL CA i3 7E 2030 4F 12 H 31 H ], 2027 41 7 1
Hit, A% CATEBZ& R FE.

GDCA TrustAUTH E4 OV SSL CA ilE-454 £ 2030 4F 12 fJ 31 H 23], 2027 4 1 7 1
Hitd, # A% CAIERB&RT k.
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GDCATrustAUTH E4 IV SSL CA 1IE+5#47E 2030 4F 12 H 31 HFM, 2027 £ 1 7 1
Hig, BRI Z CAERZRIT k.

GDCA TrustAUTH E4 DV SSL CA ilE454 £ 2030 4F 12 /] 31 H 331, 2027 £ 1 7 1
Hig, BAEAMZ CAIERZERIT I,

GDCA TrustAUTH E4 CodeSigning CA ilE-3#7£ 2030 4 12 H 31 H |, 2027 4F 1
H1HE, BAFMHZCAIEB&RITFIET.

GDCA TrustAUTH E4 Generic CA iE52K£E 2030 4 12 7 31 H#I#, 2027 41 7 1
Hig, KA Z CAERZRIT il

GDCA TrustAUTH E4 Primer CA iE-5 78 2030 4 12 H 31 H3, 2027 421 7 1
Hie, BAEMHZ CAIERZERIT .
GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 OV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 IV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 DV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 CodeSigning CA certificate will expire on December 31, 2030. From January
1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Generic CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Primer CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

X ¥ GDCA TrustAUTH R5 ROOT 1E45. ##mffl R5 # CA iEfi. GDCA
TrustAUTH E5 ROOT 2K 4 CA P2k il )7 iE+i: GDCA #fE CA/B iz
Chttps://www.cabforum.org. ) % i Fr) 08T i A< 1) Baseline Requirements. EV Guidelines.
EV Code Signing Guidelines. Baseline Requirements for the Issuance and Management of
Publicly-Trusted Code Signing Certificates 5 AATL $7 R E R T2 R A B 0BT
() SSLITLS UE-PAMRISLEAAUETS, AR LR H I, IR AR I F A AT B icA
BEATAEIT CPS, WA CPS &5 CA/NI it i8Tx (CA/Browser Forum) & A7 fAH AR E I

0 A3 A BT, B CAVI S 8% 18 1 1 2R A 1R A HE
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For subscriber certificates issued by the subordinate CAs that are issued by GDCA TrustAUTH R5
ROOT certificate, #(Z /X R5 #8 CA iE4 and GDCA TrustAUTH E5 ROOT, GDCA conforms to
the latest versions of the Baseline Requirements, the EV Guidelines, the EV Code Signing
Guidelines, Baseline Requirements for the Issuance and Management of Publicly-Trusted Code
Signing Certificates of the CA/B Forum, and the AATL Technical Requirements for the issuance
and management of the publicly-trusted SSL/TLS digital certificates and code signing certificates.
GDCA regularly checks the updates on CA/Browser Forum’s website and continually revise its CPS
according to these updates. The specifications of the CA/Browser Forum shall prevail in case of
any discrepancies between the provisions of this CPS and the standard specifications published by
the CA/Browser Forum.

1.2. XS4 HRE#RR Document Name and Identification

ASCRERRAE (B AR B B BR 2 7] B 5 IAIEME 25 R (faj#x GDCA CPS.
A CPS), CPS Ay “Certification Practice Statement” fI4i5 . fEA RS+, CPS Z[HT
AT E SR SCRE R A& FH A FR . A RARRCA CPS BT 5 RiESE M 3.

A CPS PAH e seXUE A KA, GDCA MR & SCRRAR 5 o S A TG B KA — 3K
{op: W

This document is called "GDCA Certification Practice Statement " (abbreviated as “GDCA CPS”, or
“this CPS”). And CPS is equivalent to “GDCA CPS”. Please refer to Appendix 3 for detailed
revisions of this version.

This document is the Chinese-English bilingual edition of GDCA CPS, and GDCA should make sure
that there are no material differences between the Chinese and English version.

1.3. PKI £&53% PKI Participants

1.3.1. B INEIRE DL Certification Authorities

GDCA JEMRE (e N R E B T24%5) . CRTIERS EBINE) M, K
PSR AE 2 = 07 T AE RS AL . GDCA Tl It 45 Tt o1 728 5y TG BN A & J7 A4
KA PRI PR IE AR 55 5 T B SO L TR B 2 5 4R

GDCA is a trusted third-party electronic authentication service authority established by law pursuant
to "Electronic Signature Law of the People's Republic of China" and "Measures for the
Administration of Electronic Certification Services". GDCA becomes a participant in electronic
authentication activities by issuing certificates and providing certificate verification services to the
parties who engage in electronic transactions.
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1.3.2. AL Registration Authorities

GDCA [FEZIF BiE ML 24 GDCA 1IERFZFHUG BS54 SEHLA, BFEIEBE
MR (RA) Wby, FRBAMZI S (LRA) 25, JEMHLIKIZE AN GDCA HiE-fHiE
BT VE M R SR

Registration Authorities are branches authorized formally by GDCA, including Register Authority
(RA), Local Registration Authority (LRA), etc. A Registration Authority is an entity that establishes
registration process for certificate applicants.

1.3.3. I 7 Subscribers

FERTEANAF, TP RLE TS ANBUESRAA N, & GDCA ML+ 15
AP, ATLGRA AN MU BB A AL AR i 2 B s RS 4B T %
S A R

In the application of electronic signature, subscribers also called electronic signers or certificate
holders are end users of the certificates issued by GDCA. The subscribers could be the individual,
organization or components of infrastructure such as router, firewall, server or other equipment
used for secure communication.

1.3.4. #H T Relying Parties

GDCA HIUEFARH 2454 T X GDCA $&{t Fi T IR 2 v i 725 44 A9 (5 4t i A
FH RGBSR . ZAETT LUE, AT BLAZE GDCA H—MEFT .

Relying Parties are the entities who are engaged in related electronic certification activities based
on its trust of the electronic signatures provided by GDCA. This entity may, or may not be a
certificate subscriber.

1.3.5. HAh2 52 Other Participants
HoAth 2 5% 2489y GDCA I HL - IAUEE B H- HEAH O IR 55 1) H AR 52k

Other participants are the entities that provide related services in electronic authentication activities
of GDCA.
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1.4. EPHRH Certificate Usage
1.4.1. EEHEBR A Appropriate Certificate Usage

GDCA HJiT JUEF 2 AHE TS, #EIERRMAAR, HAEMRINE. flamdA
EF SRR IR R A IR . BN OA RSG5, HUIEF FREEAT I b B SE,
WAL R R IR B S BEAT (5 BiBE a5 . Br 1 BRUOIEFARR K R 5 43 1A
[T EGIE-B RN 225 4h, GDCA 1T JHIEF AT LU 2 B IR BT BST « HEL T 95 S ot
e teimzhh, DLSEIEMIGIE. 7244 RBEERINE SF H A, RIS o mi O ELIC )
EAE BALEEXUT S (AR A LSk AL AE B e B A O 1k

Subscriber certificates of GDCA are widely used. Different types of certificate are applicable for
different cases. For example, individual certificate is used for sending encrypted e-mails with digital
signatures, logging into OA system, etc.; organization certificate is used for online tax declaration,
etc., and equipment certificate is used for identifying equipment and encrypting communication
tunnels, etc. Apart from different applications caused by the identity of the certification subject,
GDCA subscriber certificates can be widely used in e-government, e-commerce and other social
activities to realize identity authentication, electronic signature, and encryption of data etc.
Meanwhile, it can be used to ensure the validity and authenticity of identity between peers of
communication via Internet as well as the integrity and confidentiality of information.

GDCA %R HE+s, MIhfe Loy LU 2 N 412 4 2

1 B ESetE, fRIERAH GDCA SRS HIE R # S 1) &kt

2. IOUEE BN, IR GDCA Uil BREZ &40, o] LGRS BAEL 16
RSN, RIEFMBINE SR .

3. EEMINLENE, TRUFAEE T IO B B IINLE I, Ao it EE 45 How R AR AT .

4. FUHOEE, WHBATARAE 5 AN W] HRAGE A0 45 R 40 7 28 44 EAT R IE

Certificates issued by GDCA can meet the following security requirements by functionalities:

1. Authenticity of identity: the certification can ensure the validity of certificate holder using GDCA
trust services.

2. Verification of integrity: the assurance to an entity that data has not been tampered and further
verifies the consistency of information between sender and receiver using certificate of GDCA.

3. Confidentiality: the certification can ensure the confidentiality of information during
transmission, and avoid the leakage to other non-authorized parties.

4. Non-repudiation: the certification can ensure the non-repudiation of transaction entities by
verifying the digital signatures.

RAEEFFHRM, GDCA Frz K FREH AN NFIEF . PUSEIES . w&RIEH.
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SSL g5 asRIE+ . AURDAE A4 KIUEFS4E. L.

® X T AUERANUGEIES, RIS KRB 2%k, %5770, RARP
BEEAE, SOy 428, KlE, LS Rm, En)77 208

® X SSL RS#FSIET, X434 DV SSL (Domain Validation SSL) iiF-fi. IV SSL
(Individuals Validation SSL) 1iE+i. OV SSL (Organization Validation SSL) iiF 34
EV SSL (Extended Validation SSL) 1iF-17;

® TR ZIUET:, N AL A IE A EV ISR AZAES

®  WRKUE . I BRI A TR0 #4772

According to the types of certificate, the certificates issued by GDCA include Individual Certificates,
Organization Certificates, Equipment Certificates, SSL Server Certificates, and CodeSigning
Certificates.

® For Individual Certificates and Organization Certificates, GDCA classifies them into four
categories according to the security level, authentication method, and private key protection
mode of the certificate. The higher the class, the higher the security level, and the more strict
the authentication method;

® For SSL Server Certificates, there are DV SSL (Domain Validation SSL) Certificates, IV SSL
(Individuals Validation SSL) Certificates, OV SSL (Organization Validation SSL) Certificates
and EV SSL (Extended Validation SSL) Certificates;

® For CodeSigning Certificates, there are normal CodeSigning Certificates and EV CodeSigning
Certificates;

® Equipment Certificates and Timestamp Certificates have no classification.

VP AT DRSS SEBR AR 22, 1 ) WA ok s SR AT R & TG AE F 2R, ASFIESS A
A AN R AR LV

Subscriber can choose suitable type of certificates based on actual requirement. Different
certificates are applicable for different cases.

1.4.1.1. A NFEF Individual Certificates

MU LR N NS, DN NEAS A RN SEFE SN B, WA 55 5y fnlk 5 T
ey

Individual certificate is a digital certificate that is issued to the individual, including natural person or
personnel with specific identity, such as civil servant and employee, etc.

AN NIGEF 2 RLLURIUE CGF 122N AIEH. 58 2 BN NEPAER T SSL iEH Al
RIBZEZAET):

There are four different types of individual certificate (Type | and Type Il individual certificates are
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not applicable to SSL certificates and code signing certificates):

51 EANNIER——EE W A5 B A 3 R AR R AR I DGIE DI RS, 38 TR A2
TS U . FRIE SR 1 A NIEBR BRI 4y Bk, GDCA R FHHHIEH 7 Frig 58
S, WmEFgHbE. TS5, 55 1 A AUEF AT DUF %0 22 4 B SRAN & (1 HL 7S
254 i 4] Jo R SR S e I NS 5 %

Type | individual certificate provides the basic authentication function in the process of online
information transmission, which is applicable for the cases of the low security requirement. There is
no need to offer identity information when applying for the Type | Individual Certificate. GDCA just
need to verify the information submitted by users, such as e-mail address, mobile phone number
and so on. Type | Individual Certificate can be used for e-mail signatures with low security
requirement, client-side authentication, and small transactions that do not require any identify
certificate etc.

55 2 R MNEH——3RBHE M _EA5 AL R TP B AE 5 BN Mg 7254
FIIRE, WX AT € ER B AR HE S 2 R IR F 3R AT BRI 5
fr5ERHME S, GDCA TEISIE M R A M5 2, WA, 20 i BUsER =I5 $de 2%
T A EAN NI B 2o 28 2 R NAE AR UM ELIR I B3 FP AR A 5 5 o

Type Il individual certificate provides the identity authentication, data encryption and digital
signatures etc. in the process of online information transmission. It is applicable for the cases of the
high security requirement. When applying for Type Il individual certificate, GDCA requires the
applicant to provide some personal information, to verify the information submitted by users and, if
necessary, to authenticate the identity of the individual through an authorized third-party database.
Type Il Individual Certificate can be used for login through internet and the transactions with
medium amount payment.

55 3 A NIEHS——SEHE M A5 B A% 3 2 o 22 2 J00 B mi i B A IE - 15 200
W TR A ST RE, G A EOR B R R . HE S 3 RS NIES I F
PR S5 B R, GDCA i Z506f S 473 Ok R R M RHE AT B0AIE, SR 7
AATPOE T E . AU 1A SR D5 SUEEAT B B0Ks FR I 38 3R 20 1015 2 5 BUBR = 5 Bl
JE R A5 AT BEXT IS . 58 3 S8 ANUEAS T DL T3 N A AR SE) B A IE « BRI
LRSS 5 55

Type Il individual certificate is used in the process of identities authentication, information
encryption and digital signatures etc. during online information transmission with higher security
level, applied for application areas with higher security requirement. GDCA requires the user to
provide complete identity information and application materials when applying for the Type IlI
individual certificates. The GDCA must authenticate the identity data and application materials
through voices, videos, photos, etc., or compare the information with authoritative third-party
database. Type lll Individual Certificate can be used for the authentication of specific application
system and e-commerce transactions with large amount payment.
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55 4 R NEHB——CIUE W _EAF B AR ISR b 22 2 0 S IO S A VGIE S 5 20
R AF I RE, 8 TR R e ERAR AN AT FRE S 4 R NERI f e
LR REM S5 B R R R, GDCA WAZiUE e 157 AL, 41 18 A5 BRI It T 0 1 F 46
T3 5 AT WA, BRAIIE I Z50Ks FR 37 3 A8 145 J2 S 0B = 5 B e P K 45 B AT
EEXTIRAIE. 5 4 8N NIEBSATBLA T s T A R EIT . KB T 5558 5 5%

Type IV individual certificate is used to achieve the highest security level of identity authentication,
information encryption and digital signature functions during online information transmission. It is
applied to the cases with highest security levelst. Users are required to provide complete identity
information and application materials when applying for Type IV individual certificates. GDCA must
verify the identity by voice, video, photograph, or face-face verification, etc. Type IV Individual
Certificate can be used for the signing of electronic contracts and large amount payment of
e-commerce transactions etc.

1.4.1.2. HLHIZKIEF Organization Certificates

MR LS U BB THIE S, HUM ARG L Ar . BURHLR. Hha iR sE.
GDCA RZER S 1 MG 2 RHUIESS, R 3 SRME 4 SRALHIE:

Organization certificate is a digital certificate that is issued to organization, including enterprise,
institution, government and social organization, etc.

GDCA does not issue Type | and Type Il Organization Certificates, and only issues Type Il and
Type IV Organization Certificates.

55 3 FMUMIE A ——SEBUE W _E A5 B AR R T I B UGIE S (5 B Ins M2 4
HIIRE, G TX R a ERE RN SR, FIEEE 3 RAUMIE P /& IR 4t B S
FRNHIEAEL, GDCA WA ZUN UL BERE I R AT BT S0k, 98k i J7 2nT LA
I E S MU $0 RS ST B A SR FRE S SR A A5 B S BUBER =5 Bl e h A
BT LEXTIRAE . 25 3 FHUMNIEF AT U 55 € M R GE I S AIE . B0728 44 . I

=5

B

o

Type Il Organization Certificates are used for authentication, information encryption and digital
signature in the process of information transmission on the Internet. It is applicable for the cases
with high security requirements. Subscribers are required to provide complete identity information
and application materials when applying for Type Il Organization Certificates. GDCA must verify
the identity by voices, videos, photos, face to face verification or compare the information with
authorized third-party database, etc. The certificate can be used for the authentication of specific
application system, digital signature, and encryption etc.

55 4 BHUHIE B——S AL W _EAF B ARSI R P 22 2 00 i) 5 3 GIE S 15 BN
TR ETIRE, G0 2 A BRI N A8, FR ISR 4 SEHLRIEFS I 7 $ 43t
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SEREM S5 B ISR, GDCA Wbl 15 & AU 411 8 S8 BRIt T % T 1 46531
S5 AT, ANE IR B RS HIAE B BB =7 Bl B 145 B AT LE
XHIRAE . AZGOIEF L AU A A O EARFIESS, 40 USB Key B ss &35 15,
ALV TR E RS KA TR 5 55

Type IV Organization Certificate is used to achieve the highest security level of identity
authentication, information encryption and digital signature functions during online information
transmission. It can be used in the cases with highest security level. Subscribers are required to
provide complete identity information and application materials when applying for a Type IV
Organization Certificate. GDCA must verify the identity by voices, videos, photos, face to face
verification, and compare the information with authorized third-party database. This type of
certificates must be used with hardware medium, such as a USB Key or a cryptographic server.
They can be used for the signing of electronic contracts and e-commerce transactions with large
amount payment etc.

1.4.13. ¥ &KIEH Equipment Certificates

B 25 B IR TAIE S, B Bk A B At B b aess, HSSIEEH A
TR LR S AE, e Z 225 B HfRE. BN, 45 HRk55 4 AU HIAE 543 0 b
FE AT UL Rk AR 55 28 (0 S 47, RO EE SSL N2 e T LA XU #EAT I 231

Equipment certificate is a digital certificate that is issued to equipment, including server, firewall and
router, etc. It is usually used for identification and secure communication among online facilities. For
example, the browser can identify the server with certificate issued for the server to create SSL
communication channel for secure communication session.

1.4.1.4. SSL ARZ-2&HKET SSL Server Certificates

SSL k55 s iEFibr il Web P eli# Web 5% 0 5 43, 7T LA J-UE B W9 2t 1) B 473
E R fefit SSL N#EIHE, MMM T RIS SIS BRI

SSL server certificate is a digital certificate that identifies the website or server, applicable for
verification of website certificates and provides SSL channel. It cannot be used for signature or
verification of transaction and payment.

GDCA JT45 K 1) SSL k45 % KUEF a1 4% LA R DU b

® EVSSLiE+ (Extended Validation SSL Certificates), E[13™ & 36 1iE U iR 5% #%iiE 5

® OV SSLiiF1: (Organization Validation Certificates), R 7556 1iF k¥ ik BT J@ LA H 52
S bR SSL AIEF

® |V SSLiETS (Individuals Validation SSL Certificates), B[ 75 EI0AIE W 3 4275 N A
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S bR R SSLAETS

® DV SSL iF5 (Domain Validation SSL Certificates), B[ - 36 1iF K3k 44 B A A )
584 SSLEFS

SSL server certificates of GDCA include the following:

® EV SSL certificate (Extended Validation SSL Certificates), the extended validation SSL
certificates.

® OV SSL certificate (Organization Validation Certificates), the SSL certificate requires to verify
the identity of the organization that owns the website.

® |V SSL certificate (Individuals Validation SSL Certificates), the SSL certificate requires to verify
the individual identity of website owner.

® DV SSL certificate (Domain Validation SSL Certificates), the SSL certificate that only verifies
the ownership of the website.

Horr, OV SSLAEAS. IV SSL Ik AT SEI P s L3545 5 A s LA K 9 sl S 43 F 962 11F
Dhfg, DV SSL k4 R AL s HLE E B RN& Thag. EV SSLETHi#EE (GDCAEV ik
FHETF YA Y, A CPS A FE X kAT H A ik

SSL R #E A BRBIRA A, b4 . BURE AL S

OV SSL certificate and IV SSL certificate provide the functions of information encryption and
verification of website identity. DV SSL certificate only provides information encryption. The
issuance and usage of EV SSL certificate conforms to “GDCA EV CPS”, which is no longer covered
in this CPS.

The types of domain names in SSL server certificates are not restricted, e.g. .com, .gov etc.

1.4.15. AL A4 JKIEF CodeSigning Certificates

BB ZEAAEFARIRBATA S FRIEECE AT, HAEH T8 US4, A
BHTHRL Y A INEERN .

RAGZEAUEFAT LUK, AP A IET H TXEEEA . i, R
BURAE SRR

CodeSigning certificate is a digital certificate that identifies the source or owner of the software
code. It can only be used for digital signature and cannot be used for transaction, payment and
encryption, etc.

Subscriber must commit not to sign malicious software, virus code, infringement software and
hacker software using CodeSigning certificate.

ARG RAUE B A AR LB BV RIDEAIET, BV R ZIETH
A AR WA TIBE, AN R B 52 0 ZHRE AT 4 R G — H )™ 4 B 4 SR AE AR o ——
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EV Code Signing Guidelines. EV fXRL2EZE5i8E (GDCA EV UE+5 LTI GEME 55 R )
A CPS AT AT BARI IR .

CodeSigning certificate includes normal CodeSigning certificate and EV CodeSigning certificate.
EV CodeSigning certificate has all functions of normal CodeSigning certificate. The difference of EV
Code Signing is that the issuance and usage of EV CodeSigning certificate must follow EV Code
Signing Guidelines. EV CodeSigning certificate conforms to "GDCA EV CPS", which is not covered
in this CPS.

1.4.1.6. i EJBRSSIEF: TimeStamp Certificates

o T BRIE 5 5 2 T IRk 55 4% SR (B 244 Thfe

Timestamp Certificates are mainly used for Timestamp servers to provide digital signature service.

1.4.1.7. ZRIEBRIE BRI AR RAF CP Object Identifiers of Certificates

%+ i ROOTCA (RSA) iE+4i. GDCAROOT CA k4. ROOTCA (SM2). GDCA
ROOT CAL UE A& K2 CA B2 K I eSS, UEHSEIEFRRAT (OID) @R

1R NIEPHERg: 1.2.156.112559.1.2.1.1

52 B NAEP RS 1.2.156.112559.1.2.1.2

5% 3 A NEP IS 1.2.156.112559.1.2.1.3

54 KA NAEP 5% 1.2.156.112559.1.2.1.4

%5 3 RHUME P 5% 1.2.156.112559.1.2.2.1

55 4 RHUME P 5% 1.2.156.112559.1.2.2.2

WAUEH % : 1.2.156.112559.1.2.3.1

AR I EF 5ems . 1.2.156.112559.1.99.1.1

EAEH AN NUEP SRBE N RAR AR 2.16.156.339.1.1.1.2.1

B TN IE P SR X RARIASRT: 2.16.156.339.1.1.2.2.1

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CAL1, the allocated policy OIDs are as follows:

Type | individual certificate policy: (1.2.156.112559.1.2.1.1)

Type Il individual certificate policy: (1.2.156.112559.1.2.1.2)
Type Il individual certificate policy: (1.2.156.112559.1.2.1.3)
Type IV individual certificate policy: (1.2.156.112559.1.2.1.4)

Type Il organization certificate policy: (1.2.156.112559.1.2.2.1)
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Type IV organization certificate policy: (1.2.156.112559.1.2.2.2)
Equipment certificate policy: (1.2.156.112559.1.2.3.1)
Certificates for test purpose: (1.2.156.112559.1.99.1.1)
Hong Kong-Guangdong mutual recognition individual certificates: 2.16.156.339.1.1.1.2.1
Hong Kong-Guangdong mutual recognition organization certificates: 2.16.156.339.1.1.2.2.1
XfFH GDCA TrustAUTH R5 ROOT iE+i. #&m{X R5 R CA iE1:. GDCA
TrustAUTH E5 ROOT 25Kk i 2 CA P2 K I FHIES:, EF:5Emg (OID) 4R
5 1R NIEP 3R 1.2.156.112559.1.1.1.1
2 BN NAEF5mE: 1.2.156.112559.1.1.1.2
3 FAN NIEF 5 1.2.156.112559.1.1.1.3
5 4 2 NIE5EHE: 1.2.156.112559.1.1.1.4
5 3 BHUMIE TSR IS 1.2.156.112559.1.1.2.1
55 4 Y UME P 5% 1.2.156.112559.1.1.2.2
W AR5 mg: 1.2.156.112559.1.1.3.1
OV SSL iE-PBEmEX GAriifF: 1.2.156.112559.1.1.4.1 K 2.23.140.1.2.2 (Baseline
Requirements 3K )
IV SSL ESEmE Xt RARIRFF: 1.2.156.112559.1.1.4.2 K 2.23.140.1.2.3 (Baseline
Requirements 3R )
DV SSL iEF55EmE N GbriifF: 1.2.156.112559.1.1.4.3 K 2.23.140.1.2.1 (Baseline
Requirements 3K )
EV SSL iE-PSRmE XN SRR 1.2.156.112559.1.1.6.1 /% 2.23.140.1.1 (EV Guidelines
B3RO
i AR 44 RAUE P I X R AR AFT: 1.2.156.112559.1.1.5.1
EV RS2 4 E P St R bR RAF: 1.2.156.112559.1.1.7.1 J% 2.23.140.1.3
IS [ IE 5 SR RAR AT 1.2.156.112559.1.1.8.1

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, %%
B 4% R5 AR CA {E45, and GDCA TrustAUTH E5 ROOT, the allocated policy OIDs are as follows:

Type | individual certificate policy: (1.2.156.112559.1.1.1.1)
Type Il individual certificate policy: (1.2.156.112559.1.1.1.2)
Type Il individual certificate policy: (1.2.156.112559.1.1.1.3)

Type IV individual certificate policy: (1.2.156.112559.1.1.1.4)
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Type Ill organization certificate policy: (1.2.156.112559.1.1.2.1)
Type IV organization certificate policy: (1.2.156.112559.1.1.2.2)
Equipment certificate policy: (1.2.156.112559.1.1.3.1)

OV SSL server certificate policy: (1.2.156.112559.1.1.4.1) and 2.23.140.1.2.2 (required by the
Baseline Requirements)

IV SSL server certificate policy: (1.2.156.112559.1.1.4.2) and 2.23.140.1.2.3 (required by the
Baseline Requirements)

DV SSL server certificate policy: (1.2.156.112559.1.1.4.3) and 2.23.140.1.2.1 (required by the
Baseline Requirements)

EV SSL server certificate policy: (1.2.156.112559.1.1.6.1) and 2.23.140.1.1(required by the EV
Guidelines)

General CodeSigning certificate policy: (1.2.156.112559.1.1.5.1)
EV CodeSigning certificate policy: (1.2.156.112559.1.1.7.1) and 2.23.140.1.3

Timestamp certificate policy: (1.2.156.112559.1.1.8.1)

1.4.2. FR %I B1iE35 B2 B Prohibited Certificate Uses

B RBMPESS, AR RN A R RERNEER S mE S Mg, fln, DAIIE
BHREEF TN AR RN, A GELE IR S5 25 S UIE A, FURIESASRENE 9
NATB AT R, BEF R ARENE NN AAWUIE TS RAE A - 50 S RA— 2
HIEF, AR#A CPS RN AT{E(T:.

Each certificate shall only be used to in dedicated usage corresponding to the subject’s identity. For
example, the Individual Certificate can only be used as individual case rather than the cases being
used as Equipment or Organization Certificate; the Organization Certificate cannot be used as
Individual and Equipment Certificate; the Equipment Certificate cannot be used as Individual or
Organizational Certificate. Certificates shall not be deemed as trusted by this CPS if they are not
corresponding to their respective usages.

UEF AR LA AR e B 50 L IR B K 2 e i 8 N A, AR IR AEAR ]
HVRIUIRIE S B ER AR I A AR SO S5 AR, A5 U e AR SR BT B AT AR
Rl B, ERARTERT . AR AR Tl b i %, s
TEORBIRM N &, A% R IR WAL SATBOE IR AR S 2@ i H R
oA R G, ROV E AR SRR T RE S BOLT. N G305 35 5™ A BERIR

The GDCA certificates are prohibited to be used in circumstances, such as any violation of state
laws, regulations and national security or legal consequences, in addition, the GDCA certificates
are prohibited to be used in business that involves criminal activities, or in business forbidden by
laws, otherwise all legal liability that triggered by this will be taken consciously by subscribers
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themselves. Special note here, the certificate is not designed for, not intended for, not authorized for
control equipment in danger, or for the occasion where the failure is required to avoid, such as
operation of nuclear equipment, navigation or communication systems of shuttles, control systems
of air traffic or weapons, since these faults or failures may lead to death, personal injury or serious
environmental damage.

1.5. SEERFH Policy Administration

GDCA %452 i 22 GDCA HL T INEARSS T A SRms 1 e ey B, Ao E
ALHE CPS, JH1EA CPS SIZjifi i 7 W ) dae ik e AL o

GDCA Security Policy Committee is the highest management authority responsible for review and
approval of policies of electronic certification services, as well as the highest decision organization
to perform inspection and supervision of the enforcement of CPS.

1.5.1. SRES SO E BN Organization Administering the Document

SR SCRA S BENLF ) GDCA % 4 SRS 2 DA 2, ARON SIS B LA T s T %A
BT A CPS. GDCA % &ML i~ R TAREEHZ . ATE O B0, R
oty 2 AR ST TR ST SRS A G AR ALK

AN SEME SCR RS A0 A A 55 55 H AT dAT BUE B 19052

GDCA Security Policy Committee is assigned as the document management authority responsible
for establishing, publishing and updating this CPS. The committee consists of the relevant
representatives with the right of decision-making from GDCA’'s management, administrative center,
marketing center, technology center, and customer service center, etc.

Consultation of this policy document to the external parties and other routine jobs are undertaken

by the administrative center.

1.5.2. EE & A Contact Person
1.5.2.1. IEP GRS Certificate Problem Report

I 1) AR SR P v SR At LR 7 e — 3258, HAE P i SR e i A
i B 5L -

® KHRfEZ: webtrustreport@gdca.com.cn; I,

® HHi: 95105813

Any certificate problem reports or certificate revocation requests shall be submitted through one of
the following ways, and certificate revocation requests must be submitted in writing:
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® E-mail to: webtrustreport@gdca.com.cn

® Call: 95105813

1.5.2.2. CPS a8 CPS Related Issues

FEfIA 5C CPS BT, ZEi. eI 4%, #m) LUZ LA 7 ST IR &R

BRI GDCAATBUEELEL]

BHREAN: £t

WX gk https://www.gdca.com.cn/

H T IR ARt gdca@gdca.com.cn

BRARMAE: R NIRRT 7R T s X tei 112 SR E oK E 30 14
3001 =

HEE 4 i%: 510030

LG5 0. +86 20-83487228

565 +86 20-83486610
For any problems, suggestions, questions, etc., about this CPS, you could contact us as follow:
Contact Department: GDCA Administrative Department
Contact: Ms. Wang

Website: https://www.gdca.com.cn/

E-mail: gdca@qgdca.com.cn

Address: Unit 3001, 30F, Pearl River International Building, No. 112 Yuehua Road, Yuexiu District,
Guangzhou City, Guangdong Province, the People’s Republic of China

Postal Code: 510030
Tel: +86 20-83487228

Fax: +86 20-83486610

1.5.3. WRE CPS fF & RIEHIAL# Person Determining CPS Suitability for

the Policy

GDCA %452 14t~ w) CPS SR il 58 i & i BUBALAL , & & @ ibifE CPS.
7 CPS 54 TR LA o

As the highest organization for making CPS, GDCA Security Policy Committee is a decision-making
organization to ensure the CPS is in line with CP which is responsible for examination and approval
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of the CPS.
1.5.4. CPS #t#EFERF CPS Approval Procedures

AN ) CPS Hi GDCA %24x SIE 23 il o 21 CPS 4 5 /INHAE SCRY, CPS %5 /)N
HE UG HE S GDCA LA RIK R R ik, B iaftiti)s, 1ExX# GDCA B J7 M
uh bR A, FERYE CRPUGERSEEING ME, Mk fiz HEKI=1THZA
) A AE BB A 5

This CPS is drafted by the team designated by GDCA Security Policy Committee. After the
completion of drafting, the CPS is submitted to GDCA Security Policy Committee for review. After
approval by the committee, GDCA will publish the CPS on its official website. Under the provisions
of "Measures for the Administration of Electronic Certification Services", GDCA should put the
record to the Ministry of Industry and Information Technology within 30 days after the publication.

1.5.5. CPS 4&1] CPS Revision

GDCA #4Xf CPS HEAT M4 I RCATE ], IF L 2 RIRZRE R ST R H .

GDCA R4 [ ZX I BURVER . HORER . FRfE A0 Sk 55 K A L 48 BT A
CPS, [Flf%fF H1 GDCA TrustAUTH R5 ROOT iiE45. %% R5 it CA iE+:. GDCA
TrustAUTH E5 ROOT 25K (4% CA sk ALAIFIEFDL S5, GDCA iEiR4E CA/B
Wiz Chttps://www.cabforum.org. ) & Aii ] £ ¥ i A< ff] Baseline Requirements. EV
Guidelines. EV Code Signing Guidelines %5k } i 1&1T CPS.

CPS %5 /NARYE L 5L 2 CPS B IT 2 3, #858 GDCA & A& Hilg & il & Hii%
ZuR AR, 1EXE GDCA B 77 Mk BR A .

A CPS Z/DFAFMBI] — K. WIRTAR U, MEBMRRA S . B RN E . A4
RR [8] R ABAT 10 5%

BITJE ) CPS, MXAb AT Z Hile =+ H 2 W I Tk ARG B & 2.

\»1

GDCA will implement strict version controls on this CPS, and such work will be arranged by the
GDCA Security Policy Committee.

This CPS will be updated timely in line with the changes of national policies and regulations,
technical requirements, standards and business development. Meanwhile, for the publicly trusted
certificates issued by the subordinate CAs that are issued by GDCA TrustAUTH R5 ROOT
certificate, #{2H14% R5 # CAiFF5 and GDCA TrustAUTH E5 ROOT, GDCA shall also update this
CPS according to the latest versions of the Baseline Requirements, and the EV Guidelines, and the
EV Code Signing Guidelines of the CA/B Forum (https://www.cabforum.org).

The proposed suggestion of revision will be submitted by the team which is responsible for writing
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CPS based on relevant changes, then it would be reviewed by the GDCA Security Policy
Committee. After approved by the committee, GDCA will publish the updated CPS on its official

website.

This CPS is updated at least once every year. Even if no other changes are made to the contents of
this CPS, GDCA will increment the version number and update the release date, effective date, and
the revision records of this CPS.

GDCA should submit the revised CPS to the Ministry of Industry and Information Technology for the
record within 30 days after the publication.

1.6. EXHYEE Definitions and Acronyms

1.6.1. ARiEE X —% 3 List of Term Definition
AiE & X
GDCA LRI ZE 2 | GDCA WIEHR AR 2 N 1) i e S I /5 2L IR B LA Al CPS — 3K

PEEN LY

BT IIEAR &5 WL TN, BR, AR EEIE BRI .. 1ZARIEEH
%ﬁcm&¢ﬁcmo

ML MK (Registration Authority, RA) 4t 57 AL FHIE 5 H i &
FEFAT RS IE R, HWZ IR VGEIR S, i
SAE P s A @I SRR ST A, AR T IE T E I AT
S bR RIS, R EAE SR PR IE R, AR TFAE
B 25 ATLAL L B AE 15 B35 3 A ) H i

e+ BT Z A BT, A THRAHS S0 9E.

SR EPIIES H1 25 RUET I FLFIAIE RS AL (CAD B H T i 7% 4,
L U O T P RS E T P B TR R B R

L IR MY 5 2000 FIRGUE AL, 2k, B3 R A FH A A B 1 — 13 S A

.4 144 R G0 A i B AN AR

SR T ﬁﬁiAﬁ%$%ﬁE”mhu,m%%F%ﬁﬁ?E%$

« R, RS

A% 7 AA$Vﬁ%$mhu,ﬁM@%ﬁﬁ%o

564 B E 44 45 BRI 2R G0 T e 0 bR AR I8

FEAAE RS ML PR AT, AT S R A 4 B 4 e e A5 1)
WA

A X REE B TR AR I S A T S, Tl @ sy
B, Sl BRI A A B N 1 LTl S B

N RN TR R AR R RAH R B AT, T MR T
i, DAZsE S5 AR IR0 %4, MKk
AT IEAE S, DUESOHE R SREA 3 D 2R BT
fil 2

NI R it — AR B NG W, ST A4, H

TP T AP EMRE Y SOE R ERE. SR B
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LA I TIRE -

NIEAEIES F 3 A N AR AIE 5 DME AR T 2UAE )32 AT F B S A
HERE, A RS IS

B b B e P& A CPS %717 8.3 Pk EK 1) H AR N B stk

W7 WA RAE I H 2R N BGEA SEAA

i WEESAEAS ) H AR N BRI A, H 20T 7 WSl slif i 46K
AP S EAYNE SR E .

LANARINE WIE RS SIE45 HE NAT P Z IR, Z e 1
BT 55U E.

WebTrust CPA INE KA XA AR S5 WL ) WebTrust J5 H AOBAT bk

Term Definition

GDCA Security Policy
Committee

It is the highest management and monitor function for CPS and the
decision-making agency pursuant to CPS within the GDCA

certification services system.

Certification Authority

An organization that is responsible for the creation, issuance,
revocation, and management of certificates. The term applies equally
to both Roots CAs and Subordinate CAs.

Registration Authority

A Registration Authority (RA) is responsible for processing service
requests from certificate applicants and certificate subscribers, and
submitting them to the certification authority for the final certificate
applicant to establish registration process. RA is also responsible for
identifying and verifying certificate applicants, initiating or transferring
certificate revocation request, and approving certificate renewal or
re-key request on behalf of the certification authority.

Certificate

An electronic document that uses a digital signature to bind a public
key and an identity.

Certificate Revocation List

A regularly updated time-stamped list of revoked certificates that is
created and digitally signed by the CA that issued the certificates.

Certification Practice

Statement

One of several documents forming the governance framework in
which certificates are created, issued, managed, and used.

Domain Name

The label assigned to a node in the Domain Name System.

Entry Clerk Entry clerk is responsible for inputting the information submitted by the
applicant and help the user handle certificates application, revocation
and renewal procedures etc.

Reviewer The reviewer is responsible for checking the information of certificate

application and approving certificate issuance.

Fully Qualified Domain
Name

A Domain Name that includes the labels of all superior nodes in the
Internet Domain Name System.
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Online Certificate Status

An online certificate-checking protocol that enables relying party

Protocol application software to determine the status of an identified certificate.

Private Key The key of a key pair that is kept secret by the holder of the key pair,
and that is used to create digital signatures and/or to decrypt
electronic records or files that were encrypted with the corresponding
public key.

Public Key The key of a key pair that may be publicly disclosed by the holder of

the corresponding private key and that is used by a relying party to
verify digital signatures created with the holder's corresponding private
key and/or to encrypt messages so that they can be decrypted only
with the holder's corresponding private key.

Public Key Infrastructure

A set of hardware, software, people, procedures, rules, policies, and
obligations used to facilitate the trustworthy creation, issuance,
management, and use of certificates and keys based on public key

cryptography.

Publicly Trusted

Certificate

A certificate that is trusted by virtue of the fact that its corresponding
root certificate is distributed as a trust anchor in widely-available
application software.

Qualified Auditor

A natural person or legal entity that meets the requirements of section
8.3 of this CPS.

Relying Party

Any natural person or legal entity that relies on a valid certificate.

Subscriber

A natural person or legal entity to whom a certificate is issued and who
is legally bound by a subscriber agreement.

Subscriber Agreement

An agreement between the CA and the Applicant/Subscriber that
specifies the rights and responsibilities of the parties.

WebTrust The current version of CPA Canada’s WebTrust Program for
Certification Authorities

1.6.2. IEmAE R HA X —Y R List of Abbreviations and their Meaning

CA Certification/Certificate Authority HL TG IR % WLk

CAA Certification Authority Authorization DAENURIEZ AL

cp Certificate Policy kT3 g

CPS Certification Practice Statement H Y 2% 100

CRL Certificate Revocation List TEB RO S

CSR Certificate Signing Request e
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DBA Doing Business As M 4 R
DNS Domain Name System 1 42 A4
EV Extended Validation 3 RIS SR I
(US Government) Federal Information Processing (EEPBUT) B B AL
FIPS Standard
HpRHE
FQDN Fully Qualified Domain Name s A TR R 4
Global Digital Cybersecurity Authority CO., LTD. | st 22 i £ Rl 35 it 4 4 TR
GDCA
AT
gTLD Generic Top-Level Domain B TR 4
IANA Internet Assigned Numbers Authority R 0 43 B LA
Internet Corporation for Assigned Names and T 4 5 5 52 4 e
ICANN | Numbers
B
1SO International Organization for Standardization B b vREAL, 4 21
KM Key Management QLZ%E%‘SEE
LDAP Lightweight Directory Access Protocol 520 B 50 X
LRA Local Registration Authority A HBTE LR
OCSP Online Certificate Status Protocol TELAE PR AT
State Cryptography Administration Office of i 57 25 4% 1
OSCCA | Security Commercial Code Administration of
China INRE
PIN Personal Identification Number A N R D
PKCS Public KEY Cryptography Standards NSRBI A
PKI Public Key Infrastructure INER SR
RA Registration Authority TR
Request For Comments 175 SR T A v (— bl B
RFC o
) S L b 1A )
SSL Secure Sockets Layer Pl A
TLS Transport Layer Security ft e A
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2B B R i 515 B % ¥ Publication and Repository

Responsibilities

2.1. GDCA 15 B FE Repositories

GDCA 15 BEZ—MIAINATFIE B E, EREIRATE BUENE B R 5IE-FA X pE
5 .GDCA 15 B FE N A FEH AR T LU A% : CP A CPS 34T F1 i SE WA IiEF5 . CRL .
WL, AR GDCA R Z R AT IS S . GDCA R S A AT EAHIESS . CPS
BATHILE GRS N, REARRIARIES CPS M XRIEHEM —5. GDCA 51
JE AT DL L :  https://www.gdca.com.cn i), B H GDCA B 45 & 3 & @ oy ik
%9“(?%[:0
GDCA repositories are open to the public. It can store, retrieve certificates and their related
information. GDCA repository includes but is not limited to the following: current and historical CPs
and CPSs, certificates, CRLs, subscriber agreements and other information published by GDCA
when necesary. GDCA will release certificates, CP and CPS revisions and so on timely that must

remain consistent with the CPS, relevant laws and regulations. You can search at
https://www.gdca.com.cn or via any other communication methods specified by GDCA at any time.

2.2. {E B KA Publication of Information

GDCA 7EE J5 M https://www.gdca.com.cn & Afifs B &, 1%/ k& GDCA KA fit
AERREE. BN RAUBINRE.

GDCA i#iid H R 55 88 ZATVT /- BIUE-T5 AT CRL, V1 7 Sl Ak i 5 7T LAI@ I 15 i) GDCA
(B X SREGIE 15 (015 BRI 15525 [FIR, GDCA $RtfELiE PR ESE MRS, T
F A7 AT SR R HIE T IR A S R

AN}, GDCA K 2x Hil 4 75 R HUH A v e )T Bt AT 45 B R AT

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website

is the primary, most prompt and authoritative channel to publish all information about GDCA.

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain information
of certificates and CRLs through GDCA'’s official website. Meanwhile, subscriber or relying party
can check the current status of certificate instantly via OCSP service provided by GDCA.

Meanwhile, GDCA may also release any related information in other possible forms.
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2.3.  RATHIEE]FIHZR Time or Frequency of Publication

GDCA fEIT PR R 5 WAH I, i & )5 Wk B 3K IE1 A1 CRL & A

% T i ROOTCA (RSA) iF45. GDCAROOT CA iE+5. ROOTCA (SM2). GDCA
ROOT CAL iF B2 K+ 2 CA B2 K AT ks, CRL &AGA N 8 /).

Xf T B GDCA TrustAUTH R5 ROOT iF45. #(% kX R5 @ CA iF15. GDCA
TrustAUTH E5 ROOT 25Kk 2 CA P K HIAT FHIE+:, CRL A& A A HI4 24 /i, H.
nextUpdate 7B FR{EL AR H thisUpdate {E ) 10 KL .

TEESHIIEN T, GDCA FILLHATYEIE M CRL A AGE A, GDCA f4E K AR
— U TFIAE RS HLA CA T 51 (ARL).

S L A 2R B R AR AR, H GDCA MhSZA sk, IR & AT B2 i
IR R, I BRI R R

GDCA releases automatically the latest certificates and CRLs via official website when the
certificates are issued or revoked.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CAl, the CRLs are issued every 8 hours.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #1%
B 4% R5 AR CA {E45, and GDCA TrustAUTH E5 ROOT, the CRLs are issued every 24 hours and the
value of the nextUpdate field is not more than ten days beyond the value of the thisUpdate field.

In particular, GDCA can choose time to release the certificates and CRL in case of an emergency.
GDCA releases CRL of CA (ARL) every year.

GDCA can independently choose the time and frequency of releasing other information of
repository. The release is efficient, timely and consistent with the requirements of the laws.

2.4. {5 B EEViH#H] Access Controls on Repositories

GDCA 15 B HIE B X A TR AT, AR ANHFRRENS B, XTI L1520 A 1%
Vi AN S AR AT R o

GDCA @M% i Rt gttt L Rk AL RN 57
A REATE B ERIE I, MR, BE. KATEERAE.

The information in GDCA repository is publicly available. Anybody can read the relevant information,
and there are no restrictions on the read-only access of such information.

With network security, secure system design and security policy, GDCA ensures that only
authorized employees can add, delete, modify and publish the repositories.
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3. iR 5 X5 Identification and Authentication

3.1. 544 Naming
3.1.1. 2 #2KE Type of Names

GDCA MUK IECTFAESS, & A MUK HUGAREF T P AR A4, XHEH B g # 1 &
A e B AT SR, I ARG G B . IEBREE RIARR a4, DL
% (Distinguished Name) EA B EAEUER AN, RULHSRATHNME—RAI4 . GDCA
FHIEFSAF & X.509 dRife, 70 BCaa il 545 A & SEAR B 4, R X500 Frittar 4475 2

Certificate issued by GDCA can authenticate the identity and other attributes for applicant with
different identifier including issuer and Distinguished Name (abbreviate as DN) of subscriber. The
identifier of certificate holder is named as the DN contained in the certificate, and the DN is unique
identifier of the subscriber. The certificate format meets X.509 standard and the identifier which is
assigned to the subscriber as the DN meets X.500 standard.

XFF SSLITLS AR 55 asiE+s,  Fr A sk A2 B AP bk AR 7N 2 105 44 v, s FH 44
NEBA B NP b, 25— H AR U 4% R sk AL B 1P Hdik

For SSL/TLS server certificate, all domain names or IP addresses are added as the Subject
Alternative Name and the common name is a primary domain name which must be one of the
domain names or IP addresses from the Subject Alternative Name.

GDCA {E a0 A& AR ) T2 AR TR 51 44 i 42 FE 4 T

Naming rules of issuer’s DN are as follows:

JE& (=}

Hx (C) CN

A (S UEF MR By, B A

X (L) UEP AU ey, s A

MLt (0D Global Digital Cybersecurity Authority Co., Ltd.5¥

GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
HLIERTT (OU) | GDCA R BEMKHE /7 382 AU X AN R AN R
WUR N URAESS s Fir LA GDCA TIEF5 7 AT DAL 5 AN IR ) A
KA IR

WA (CND BLE TN CA 44
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Attribute

Value

Country (C)

CN

State (S)

State of issuer (if included)

Local (L)

Local of issuer (if included)

Organization (O)

Global Digital Cybersecurity Authority CO.,LTD. or GUANG DONG
CERTIFICATE AUTHORITY CO.,LTD.

Organization  Unit | Certificate contains various issuers depend on subscriber types,
(ou) applications and regions to issue the certificate.

Common Name | Name of CA
(CND

GDCA {EF1T /7 1 AR SR 1) 44 iy 2 A

Naming rules of subscriber’s DN are as follows:

JE {1

EZ% (O CN

% (S) WP ETER Gy, B A

X (L VP ETESR T, B AN

Pl (0D T A RN, 23T P R ENLR 44 R

HURERTT (OU)

AT LM DA T — AN A
VT LB R T
A 0 SR A S 7

HFIE (B | T sl b, B

WA (CN) | k4 (SSUTLS WEFD), sili4 WUMSRENES), s Ak
% (AN ANZEEUEFD, s A ] 5 ¥ 44 55

Attribute Value

Country (C) CN

State (S) State of subscriber (if included)

Local (L) Local of subscriber(if included)

Organization (O)

Organization where subscriber subordinates for certain one;
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Organization Unit | One or more following options can be included:

(oW _ _
OU of subscriber subordinates;
Any descriptions which describe identity or certificate type;
Email (B Subscriber’s email address (if included)

Common Name | Domain name (SSL/TLS certificate), organization name (organization
(CND certificate), individual name (individual certificate), or other identifiable
names

3.1.2. SRR E XA KIE R Need for Names to be Meaningful

GDCA {3 /] DN T RAR RUE 15 B AR SAIE 528 & & S, DN i i 2 A —E 1
RFME L, TS HUE B i & AR 1 S 8k A F B A 2 . IR AR A FR bR
AAE S e B B & SEARIMRE € 2 FK, ik T 5 R AHP AR E ML 5 2.

GDCA uses the DN field to identify the entity that is the subject of the certificate and the entity that is
the issuer of the certificate, and the names in the DN have representative meanings and can be
related to the identities and specific properties of the final entities that use the certificates. The
common name identifies the end entity’s particular name mentioned by this certificate. Identifier
describes information of the specified entity with bound public key.

3.1.3. TP B 4L B84 Anonymity or Pseudonymity of Subscribers

A% CPS JlsE, GDCA [T ' AEREAT By iE+5 FRE I AN RE 1 B 44 B D 44

Under this CPS, subscriber cannot apply for certificate with anonymity or pseudonymity.

3.1.4. HEAF RN Rules for Interpreting Various Name

Forms

GDCA 2 K B BT X.509 V3 b, B4 4% 0085y X.500 Frifi. B4
1 4 00 B GDCA 5 X .

A certificate issued by GDCA conforms to X.509 V3. The format of DN conforms to X.500, and
naming rules of DN are defined by GDCA.

3.1.5. LRI ME—$% Uniqueness of Names

f£ GDCA fEALIA, ANFET P HHIET f B AR B 4 A REARTR], LA ME—. (2
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XFFE 377, GDCA W] LA FLME— i) AR B 44 9 A Kk 22 SKAEFS o e+ i i
BUANFEIRT PAFAEA R A RN, A5G FRUE B DR SE (T, e R 1 n B I ka5 8 7 B
DA PR SR o

DN of certificate must be unique for different subscribers in GDCA trust domain, and same DNs
cannot be allowed as subscriber’s subject name. GDCA can issue more than one certificates using
the unique DN for one subscriber. When DN is not unique to different subscribers, the first applicant
has the priority to use the DN, and the latter could add more additional information to distinguish
from others.

3.1.6. FFRERA. %55/ Recognition, Authentication, and Role of

Trademarks

GDCA 25 WAES 1 EAR B A 44 AL S R AR 4

Subject’s DN of certificate issued by GDCA does not contain any trademarks.

3.2. HIEEHHIA Initial 1dentity Validation
3.2.1. IEHRE R Method to Prove Possession of Private Key

UE B L AUE A 5 B E M A SHAS N A FARH , E B A 7 R ARG LR IE S H
BHEEPEEHTEY (PKCSH#HI0). He S5 M ZHMRIR 7k, 8% GDCA ZEk
e IR 75 20, EFEHEAC AT AE A0 AE 1 (B 40 e i 25 R A7 i A S RGBS Y PIN i) 25

Applicants must prove that he/she holds the corresponding private key to the public key being
registered. You can use the ways of digital signature contained in certificate request messages
(PKCS#10) or other equivalent method to identify the secret keys, or some ways required by GDCA,
such as initial information (distributed key medium and its PIN code), etc. to prove that you holds
the relevant keys.

3.2.2. PMABHHI%R] Authentication of Individual Identity

TN NS IESS, GDCA ARG NPT B FIE-B I AR, AT ASF ) 5
73 — RS, IR, et gy, 5 OB, S N
EAITP

For individual certificates, GDCA must perform different authentication methods depending upon
the type of certificate applied by the individual. Generally, the higher class certificate type means
higher security level, and stricter authentication method with more comprehensive authentication
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information.

1.

1)

2)

XA LR NIESS, SATEUT %5

GDCA R BBt - I S 45 2, AT 7 1) By EAT Bk o Bl 1) 07 20m) LR
P RGER A S A B L F A TR A S A T 5 ) 7 ZOR SR HE# PTi 22
5 B 2 A AN IE . GDCA ABIN . AHLRPTZEA AOUE S sPERIGUE S B A
b S 0315 SR HSER). AIEER . BT HIEE A A/,

For Type | Individual Certificate, the following authentication is performed:

GDCA only verifies the information submitted by the subscriber and does not validate the
identity of the subscriber. The information submitted by the subscriber can be validated by
sending a verification code, making a phone call, sending an SMS message or any other
reasonable ways. GDCA will not ensure or guarantee the validation and reliance of other
information, and will not validate whether the information belongs to the subscriber, except the
information submitted by the subscriber.

SHFEE 2 A NIET, BUTLL R %50

GDCA FRIEF A BT 5 B, WEB T i@ 4 91T P IS4 o #idm =
A DR8I SR F R AR SR B A SOd ik L . ML A5 S A T S 1) 0 SRS
THH TR NG R S, BN, IR T I A AR R = 7 B S T
2ot HE SR BL A B S R A TSI, MR fR g ittt s R S ag R —
£

For the Type Il Individual Certificate, the following authentication is performed:

GDCA shall verify the information submitted by the subscriber, and to verify that the common
name is the real name of the subscriber. The information submitted by the subscriber can be
validated through sending a verification code, making a phone call, sending an SMS message
or any other reasonable ways. GDCA can also validate the identity of the subscriber through
the well-known third-party database if necessary, to ensure the consistency of the information
from different channels.

XFFES 3R NIEF, HUTELT %5

RN HAE 2 B R SSEVE R 2 BIA I T SR AR 3R AT B 4 22 /0 — b HBUR
PFURIATA (0« AR AR (0 SISO CnJE RSO 971 BB
il ) SEAIEIE D , GDCA for B 1% IR W ST 2 1547 AR ) B el Dy it 14 R328 , 416 ZEiKS , GDCA
A LB I 28 A RS O UE W SO BB = 5 B e AT BN iR & S,
A DL TR AU A AR5 2O B SR A RS R AT R SRR, ORI
ROHEE SRESR .

BB F Al CiE$5 £ b & btk ). GDCA w] DU L 2K B . HRAT
K B B R T RS S HA U I ik B R R U 25 K (1 B A E B SO L
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3)
4)
5)

1)

2)

3)

4)

5)

1

2)

3)

HBEihalS

AAE PR SEE . GDCA MR ih . W77, 5 HEE X SIE R K,
X AR H R B N B 34 LRI, I8 /5 RS HL e SR 3R BEIRIE B A R
HHIEE SO ENMAEER, FFEMIZH RS, DURHIFEAR TR T2
FIRI A o AN EERIRSARHRUE A SCPF . B S =7 8l P . ROR A LT BB 45
For the Type Il Individual Certificate, the following authentication is performed:

Ensure the identity of the subscriber. This mustbe validated by obtaining at least one currently
valid government-issued photo ID (e.g. ID card, passport, military 1D, or equivalent document
type), GDCA inspects the copy for any indication of alteration or falsification. GDCA
cross-checks with an authoritative third-party database that issues the valid identification
document, when necessary, GDCA may also verify the information submitted by the subscriber
through a voice communication, video, photo taking, etc. as well as validate through
cross-checking with a well-known third-party database, to ensure the consistency of the
information from different channels.

In case the subject of the certificate contains an address, GDCA may verify the address of the
applicant using a utility bill, bank statement, credit card statement etc., or directly rely on the
address on the identification document issued by the government.

GDCA verifies the certificate request with the applicant by sending e-mails or making phone
calls etc.

For the application applied by someone in his/her name who works in an organization, the
applicant also needs to provide the proof materials from the organization.

When the application information contains some information of an organization, it is necessary
to confirm the existence of the organization and whether the applicant belongs to the
organization. GDCA could require the applicant to submit the certificate of incumbency, or
validating by a third-party database, or sending e-mails to the organization, and so on.

XEFEE 4 A NIEH:, $AT BN %50

BN RIS & SR SR 2 o BN KA I 45 (D A RAS Hi i
DM BUR A BUR . A0 i BRI SO e SO Cn s B B i
PR FEEIESCHARFRISFHER ), GDCA B iZIEH] U2 A M B e s Dy i i
IR (2) IR KA AR UE W SO IBUBER =5 B8l Pe BEAT I RN, BRI
RUEME LS SZAELS R 8.

BB ol CiE S £ b & btk ). GDCA w] LB ML 2K B . RAT
K B B R I RS S HA U I ik B R R U 25 K (1 B A iE B SO L
k.

BAEETIERA S . GDCA M Btk . W55 30, 5 HEE L SAE1E K.
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4)

5)

6)

1)

2)

3)

4)

5)

6)

1)

2)

WES, GDCA WLLEEZIE G . 0S5 200 FE & 1 S 2t AT i,
B ny RA R 1 ) 7 EEAT A A

X T BAFEANHZR A NS 3 46 SRS, 38 75 B4R AT H e S A (R B AT K
HHIEE SO ENMAEER, FFEMIZH RS, DURHIFEAR TR T2
FIRI A o AN EERIRSARHRUE A SCPF . B S =7 8l P . ROR A LT BB 45

For the Type IV Individual Certificate, the following authentication is performed:

Ensure the identity of the subscriber. Ways of authentication are: (1) obtaining at least one
currently valid government-issued photo ID (e.g. ID card, passport, military ID, or equivalent
document type), GDCA inspects the copy for any indication of alteration or falsification; and (2)
Cross-checking with an authoritative third-party database that issues the valid identification
document, to ensure the consistency of the information from different channels.

In case the subject of the certificate contains an address, GDCA may verify the address of the
applicant using a utility bill, bank statement, credit card statement etc., or directly rely on the
address on the identification document issued by the government.

GDCA verifies the certificate request with the applicant by sending e-mails or making phone
calls etc.

GDCA may verify the information submitted by the subscriber through a voice communication,
video, photo taking, etc. GDCA may also validate the information face to face.

For the application applied by someone in his/her name who works in an organization, the
applicant also needs to provide the proof materials from the organization.

When the application information contains some information of an organization, it is necessary
to confirm the existence of the organization and whether the applicant belongs to the
organization. GDCA could require the applicant to submit the certificate of incumbency, or
validating by a third-party database, or sending an e-mail to the organization, etc.

5. X TEMEEEE IR NS 445 -
AN NS HEE S HVAETR, GDCA SR LA T 75 s — AT %1
TR0 T 255 o VR A8 Y S IE S CRUAEEAIR T Sk, 37 e e S
UERIBERE, BN NS S, JFE ORI S 00 55 B B R R AIE 5 AR AT R
RIS T 25 - GDCA AT AT 55 88 (1D AN AR B 3 IE 4R R J7, GDCA
W AR AR TARAL” AT IR =T B (Bl
Hb PR A [ A IR B IE S RS AT 1 IR 2% v 0 7D JEAT X, A B 3 I LSS S i (2)
455 VR I B IR FRE N — Bt A A AR T EE X ) (3) Tl 4RI
B BT E A N HEIE TS s e (4) 85 58 =05 Bt AR B 5 205 (491
U A b el D B HBARAT X AR A AN AU AN B (5 S B DR AR BSIE ) Sl HE A
S HSNE, IS AT By R IR DU R 0 P
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5.  For the individual mutual recognition certificate of Guangdong and Hong Kong, GDCA adopts
one of the following ways to perform authentication:

1) Face to face authentication. GDCA confirms the authenticity of the individual identity by a legal
identity document (including, but not limited to, identity cards, passports or other identification
documents), and ensures the individual identity is consistent with subject information of the
certificate requested.

2) Non face to face authentication. GDCA performs the following procedures for the authentication:
(1) Confirm the authenticity of the individual identity by comparing the photo taken of the ID
document of the individual with an independent and authoritative third-party database (e.g. the
National Citizen Identity Information Enquiry Service Center) recognized by the “Guangdong
HongKong Electronic Signature Certificate Mutual Recognition Pilot Working Group”. (2)
Confirm the consistency between the individual identity and the identity of the applicant using
biometric characteristics (e.g. by comparing the facial features); (3) Confirm the willingness of
the certificate request via voice communication, video communication, photo taking, etc. (4)
Verify the authenticity of the applicant identity via a third party auxiliary data source on identity
certification (e.g. using the services provided by elD and banks on mainland China designed to
map relationship between the identities and personal accounts), and sign a legal responsibility
agreement on identity authentication with the applicant.

If necessary, GDCA may also establish other reasonable authentication methods or obtain
additional information.

WRANNAT 752, GDCA i ] LU S =T 3R A5 B RS 1% H A & A S
fir, R GDCA LiEMNB=Tr (2 A TR IME R, "R = #Tiia, mExR
S 2 SR A MO (5 EANIE AT R

If necessary, GDCA can also verify the subscribers’ identities using the information obtained from
the third-party. If GDCA cannot get all the required information from a third-party, it may delegate
the third-party to conduct an investigation or require certificate subscribers to provide additional
information and evidence materials.

HEAk, AER, GDCA W] AT E e i il 2 A 25 ) 75 a0 B
FEE A S IRIEFEM B L SEA R, R 5 R AR 5.
If necessary, GDCA may also establish other required identification methods and information.

The applicant is obliged to ensure the authenticity of the application materials and shall bear the
corresponding legal responsibility.

XF T GDCA TrustAUTH R5 ROOT iE+5 . £ AKX R5 #2 CA iE+5.GDCA TrustAUTH
E5 ROOT &K HIH 2 CA BT R FIVT FETS, GDCA EESZ PR ARdE T IR B AR e =
KSR VEE DUE g K . X FiRAN “m B ” FEigsR, GDCA HE:T LAfE4.
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For the subscriber certificate issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT
certificate, #Z#4% R5 8 CA ilE-5 and GDCA TrustAUTHES ROOT, GDCA establishes evaluation
process to identify the applicant with potential high risk. GDCA can refuse the certification request
from this high risk applicant.

3.2.3. MW B4 FI%H] Authentication of Organization Identity

FEATHLGININ (BUFHLE . SRl A58, 78 LA SN2 SCRIEHYRIE R,
JSEFEAT RS B 20, e ) T R R U S X T S B 4 AR
L HAbRT ASRAS B 2 BT ) B 015 B AR 7 3055 o UM SRAT P HRAE 5 FR IR LA G
A B B Te o RABE I E RN Y (A RS HIE I %%, If
ASHA N BUAE

Identities of organizations (government agencies, enterprises and institutions, etc.), which apply for
organization certificates, shall be authenticated strictly by cross-checking with the trusted
databases, making a face to face validation and other ways that can clearly prove the identity of the
subscriber, etc. Subscriber or subscriber’s representative fully delegated by the organization should
sign the application form with company’s chop, and accept and affords corresponding
responsibilities described in the subscriber agreement.

GDCA W ZARSEA U BT HR i AIE F A AR, AT AN B 6y 2500 05 2K, — it
F AR, waguikE, )07 F0BMRE S0 A A

GDCA must perform different authentication methods depending upon the type of certificate applied
by the organization. Generally, the higher class certificate type means higher security level, and
stricter authentication method with more comprehensive authentication information.

1. 55 3 BHUGIEB RN & 03 % 51

1) HRANU R ESAPAE N BRI SR . Bl 7 20T Do BURFHLIIZE R I 300
i, BFEEART TREEASE . g m A HGW RIS, S0E %K A 2
SO BB ES = 5 B ER A

2) GDCA W] LUEEiE 2l i A, RS X Bl S s MR AT 0AIE B LR
ROMEESRES R 8. WHTE, GDCA flils = 7135 iG-S,
BUE o 55 77 05 EN U TR S, AR AR B 2 5 ME B St nieiiEfR
BN AR BSIE FRE R T A A N A2 HE A

3) I ENUFLE L Ip N HE 75 BAEAS 35 B BB R INE RS e, #iiR
290 NGB HHEHUAL AL .

1. For the Type Ill Organization Certificate, the following authentication is performed:

1) Confirm the legal existence of organization. This can be proved by a valid document issued by
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2)

3)

1)

2)

3)

4)

a government agency, such as an Industrial and commercial business license, enterprise
National Organization Code certificate, or validation through well-known authorized third-party
database.

GDCA may verify the information provided by the subscriber through voice communication,
video, photo taking, etc. If necessary, GDCA may contact the organization based on
information from third party, such as telephone number, email address and so onto verify the
authenticity of the applicant’s information, e.g. job position of representative or whether the
person from the application form is the real applicant.

GDCA validates the materials submitted by the authorized agent and the identity of the agent
to ensure the authorization.

55 4 FENURIETS 0 B 40 45 531)
BRI SEAFAE R BRI setd . Blrg 77 s0mT B BUR PR R A R0
fF, AFREART TR gl A NSRS, JHEE R A2
SCAF IR SR = T3 58 P AT A% B A
GDCA ‘W ZUE I Fl il M. A 84 7 20 R SR AL M5 BT BN (e
T 0 BRI ), I B BUBER =7 Bde e 0t H3i5  S L R A R EAT SR IE
RIS HE B S Ea R 2, LEW, GDCA I N AT T 45 75 3.
WA 7%, GDCA Wil 26 =5 3 2K ik S5 . BEBUE 8 5507 35 BEH LG EAT
BREt, DA ARG M B SeE, ange e AR AL BRI UE FR T R T
AN HTFA
(AR Ay IV AL M AV YNGR EpaS AT VR NNV VO W DA N R E= S NTIR BN
FRZ TP NGB BN RO o LIS, NOGRAA R N B STt 1 X T 4 e A%
Ji 3.
RN 5 2, GDCA ik ] DA 2R =J7 SR A5 SR B IZ R I LA I S 4
Uik GDCA ik W =T 3 BT P fa IR 2, AT ZRATER =5t T, BESRH
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2. For the Type IV Organization Certificate, the following authentication is performed:

1)

2)

Confirm the legal existence of organization. This can be proved by a valid document issued by
a government agency, such as an Industrial and commercial business license, enterprise
National Organization Code certificate, or validation through well-known authorized third-party
database.

GDCA must verify the information provided by the subscriber through voices communication,
videos, photos taking, etc. (on-site verification for face to face cases) and also cross-checking
with well-known third-party database, to ensure the consistency of the information from
different channels. If necessary, GDCA may contact the organization based on information
obtained from the third party, such as telephone number, email address and so on to verify the
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authenticity of a particular information item of the applicant, e.g. job position of representative
or whether the person from the application form is the real applicant.

3) GDCA validates the materials submitted by the representative, as well as the identity of the
representative and the signed document from the organization to verify the authorization from
the organization. If necessary, GDCA shall do a face to face validation for the representative.

4) If necessary, GDCA can also verify the subscribers’ identities using the information obtained
from the third-party. If GDCA cannot get all the required information from a third-party, it may
delegate the third-party to conduct an investigation or require certificate subscribers to provide
additional information and evidence materials.
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ATATHLHUE CBURFHLI . A S0l B i s e S 4155 32 H B e T A H

HIS, GDCA RL455%0 H S EAT M I 450, BFR AN PR T
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3. The organization mutual recognition certificate of Guangdong and Hong Kong

For the organization mutual recognition certificate of Guangdong and Hong Kong, the following
authentication is performed:

When organizations (government agencies, enterprises and institutions, etc.) apply for organization
mutual recognition certificate of Guangdong and Hong Kong, GDCA conducts a strict authentication
process on its identity, including, but not limited to:

1) To confirm the existence of the organization through information (e.g. proof of legality issued
by a government agency) provided by an independent, authoritative third party or supporting
information provided by other recognized authoritative organizations.

2) Validate the authenticity of the organization's application materials in an efficient manner to
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ensure that the application has been fully authorized by the organization which can provide
additional information that must be verified.

3) If the organization certificate includes the identity of the individual, GDCA shall request the
organization to verify the authenticity of the individual identity and to submit relevant materials
for review.

4) When an authorized representative applying for an organization certificate, GDCA shall
request the representative to submit a written document (such as a letter of attorney) that is
fully authorized by the organization, and to verify that the representative has been specifically
authorized by the organization.

5) Conducting a face to face authentication on an identity of authorized representative, GDCA
confirms the identity of the representative by a legal document of attestation (including, but not
limited to, identity cards, passports or other identification documents).

On the basis of the above processes, GDCA may also adop additional authentication mathods and
require extra data that it deems necessary.

BbAh, LB, GDCA & ] AT H e T i 2 % 5 0 AN 5k

HE A S DRIE R IE MR BT R IF AR 5 A R RE A 54T .

Xf+ GDCA TrustAUTH R5 ROOT k-5 . Hrz I A R5 #iR CA 115 .GDCA TrustAUTH
E5 ROOT %K MIHZ CA FrZE K AT FHET:, GDCA #EAL Al bnitE T IR A AE I AE
v PSS SV 175 40 RO UE P 3R o TR v UG 7 FRJAIE 595 3K, GDCA BT LU 4.
If necessary, GDCA can also establish other required identification methods and information.

The applicant is obliged to ensure the authenticity of the application materials and bear
corresponding legal responsibility.

For the subscriber certificate issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT
certificate, $( % R5 # CA iE45 and GDCA TrustAUTHES ROOT, GDCA establishes evaluation
process to identify the applicant with potential high risk. GDCA directly rejects the certification
requests from such high risk applicants.

3.24. BERHHHI%LH Authentication of Equipment Identity

B B 1) S 0 AR LB G AR T AN R, GDCA U 1T 7 #EAT B 43 %
A, BRI N

BER I BRI HOE R, BRI S SO I SRR BN k55
IR TP NSRS B R AR R B

Authentication on equipment identity varies by  different owners. GDCA must authenticate the
identity of subscriber, including the following:

Subscriber submits application form of equipment certificate with original and copy of owner’s ID,
authorization of operation, original and copy of delegated person’s ID.
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Authentication of Individual equipment Identity will be different according to the different owner of
the equipment. If subscribers are individuals, GDCA performs the verification of identity according
to the CPS section 3.2.2 class 4 personal certificate identification process. If subscribers are
institutions, GDCA performs the verification of identity in accordance with the CPS section 3.2.3
class 4 institutions certificate identification process.

GDCA checks whether the key information submitted by the applicant complies with those from
valid documents or information from third-party database in order to avoid the writing mistakes.
However, application information should be subject to applicant’s confirmation.

GDCA checks the original and copy of authorized delegated person’s ID.

When the device name is applying for a certificate as the certificate subject content, GDCA also
need to verify whether the applicants have the right to do so. Confirmation can be done as follows:

Applicants shall provide the certificate of ownership or the written commitment of the ownership or
use-right from the institution with company chop.

AN T, GDCA & 7] DU A5 = 7 SR B A5 R R ISAIE 12 B S A I B
fir, WK GDCA TiENE =I5 (2 AFERER, TR =rdtriieE, sSERK
FE 2 SRR AR S RS S AHIE B Ak

BeAh, BT, GDCA & W] AT H e T i ZE I % 5 7 AN Bk

If necessary, GDCA can also verify the applicants’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate a
third-party to conduct an investigation or require certificate applicants to provide additional
information and evidence material.

GDCA can also set other required identification methods and information.

3.2.5. SSL AR%-2:2 5 4rH% 5] Authentication of SSL Server Identity

WRAE T2 A E R R A AT A A 2005 3, BT WA
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GDCA must perform different authentication methods depending upon the types of SSL certificate
applied by the subscribers.

For OV SSL certificate, GDCA shall validate the identity of the owner of website in accordance with
the Type IV organization authentication procedures in section 3.2.3 of CPS.

For IV SSL certificate, GDCA shall validate the identity of the owner of website in accordance with
the Type IV individual authentication procedures in section 3.2.2 of CPS.

For DV SSL certificate, GDCA shall validate the ownership or control of the domain name and will
not verify the identity.

The validation procedures of EV SSL certificates is described in the GDCA EV CPS and not
covered in this document.

In case of domain name is used as subject of certificate, GDCA shall validate whether the
organization has the right and the validation of domain name is supposed to be in accordance with
the CPS section 3.2.8.

GDCA does not issue SSL certificates containing internal names.

RN A 75 2, GDCA 37T DU A 55 =77 SRE 45 BRI IE 12 I &> A 5
fir, WK GDCA ik =7 BRI i BME S, AIRATe =5 T s, Bk
G 2 SR (LA M (5 EAHIE B AL R

BEAh, AZERF, GDCA 3T BLisE H e B B Bk .

If necessary, GDCA can also verify the subscribers’ identities using the information obtained from
the third-party. If GDCA cannot get all the required information from a third-party, it may delegate
the third-party to conduct an investigation or require certificate subscribers to provide additional
information and evidence materials.

If necessary, GDCA may also establish other required identification methods and information.
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3.2.6. AL 544 5H] Authentication of CodeSigning Identity
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Different authentication of subscribers’ identity for a code signing certificate is performed based on
different subscribers. For organization subscriber, GDCA performs certificate validation process in
accordance with the Type IV organization authentication in CPS section 3.2.3; for individual
subscriber, GDCA performs certificate validation process in accordance with the Type |V individual
authentication in CPS section 3.2.2. The validation procedures of EV CodeSigning certificates is
described in the GDCA EV CPS and not covered in this document.

Subscriber must make a statement and prove for the use of the CodeSigning certificate. Subscriber
must promise not to sign malicious software, virus codes, infringement software and hacker
software using the CodeSigning certificate.

3.2.7. WIEE B4 )% 5] Authentication of TimeStamp Identity

GDCA — 5 R B2 S I TR BRAIE 5 o ALK B 375 ) (A BRAIE T, GDCA F54% 1R
CPS 3.2.3 5 %f 4 ZRHIMIE TS IR FE AT o

GDCA generally issues Timestamp certificates only to organizations. For organizations that apply
for Timestamp certificates, GDCA validates the identity of the organizations in accordance with the
Type IV organization authentication procedures in section 3.2.3 of this CPS.

3.2.8. EHAZRHHIAFLH] Domain name recognition and identification

Xof T A4 R BRAIE , A B0 UE K SEARIE FT LU FE I BEA R, 1 ) B @ AL, GDCA

AR BAT #5077 30 ) — il
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For the purpose of domain name validation, entities to be validated may also be the applicant's
parent company, subsidiary company, or affiliate. GDCA may use one of the following ways for
the validation of domain names:

1. Obtain the e-mail address of the domain name owner listed by the domain name registrar or
other authoritative third party database, and contact the owner by sending a Random Value via
email, and then receiving a confirming response utilizing the Random Value, to confirm its
ownership and control of the domain name; This way of validation conforms to section
3.2.2.4.2 of the Baseline Requirements.

2. Sending an constructed email to domain contact to confirm the ownership and control of the
domain name, by sending an email including a Random Value to one or more addresses
created by using 'admin’, 'administrator’, '‘webmaster','hostmaster’, or 'postmaster’ as the local
part, followed by the at-sign ("@"), followed by an authorized Domain Name, and receiving a
confirming response utilizing the Random Value. This way of validation conforms to section
3.2.2.4.4 of the Baseline Requirements.

3. By making a change to the agreed-upon information found on an online Web page identified
by a uniform resource identifier containing the FQDN, to confirm the applicant’s practical
control over the FQDN. This way of validation conforms to section 3.2.2.4.6 of the Baseline
Requirements. [This method is no longer used because it is deprecated as of 3 June 2020].

4. By confirming the presence of a Random Value or Request Token in a DNS CNAME, TXT, or
CAA record to confirm the applicant’s practical control over the FQDN. This way of validation
conforms to section 3.2.2.4.7 of the Baseline Requirements.

5. Confirming the applicant's control over the FQDN by verifying that the Request Token or

50



[] BSHRtNZERERAS
Foem e GDCA HL AR ZSHN] (V5. 7 B

Random Value is contained in the contents of a file (such as a Request Token, Random
Number that does not appear in the request used to retrieve the file and receipt of a successful
HTTP 2xx status code response from the request). This way of validation conforms to section
3.2.2.4.18 of the Baseline Requirements.
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As for the validation of a wildcard domain name, GDCA verifies the domain name in the right
position of the wildcard to ensure the domain name in the right position of (*) is obtained through
registration, and explicitly owned or controlled by a business entity, a social organization, or a
government authority etc.

GDCA rejects any certificate request with a domain name in the right position of the wildcard (*)
being a gTLD, public suffix, or a registry — controlled domain name, unless the applicant proves its
rightful control of the entire domain namespace.

If necessary, GDCA may also perform the independent investigation to confirm the ownership of the
domain name. The subscriber shall not refuse the requirements when corresponding assistance is
needed from GDCA.

3.2.9. BRI FRIE Verification of DBA/Tradename

FAEP E A DBA B 4K, GDCA Flifit LUF 5 2 i & b —Fl LU sz
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If the subject identity information is to include a DBA or tradename, GDCA verifies that the
applicants have right to use the DBA/tradename using at least one of the following:

1. Documentation provided by, or communication with, a government agency in the jurisdiction of
the applicant’s legal creation, existence, or recognition;
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2. Areliable data source;

3. Communication with a government agency responsible for the management of such DBAs or
tradenames;

4. An attestation letter accompanied by documentary support; or

5. A utility bill, bank statement, credit card statement, government-issued tax document, or other
form of identification that GDCA determines to be reliable.

3.2.10. FrEEB#INS%%] Verification of Country

FAEP FE Wb E R T, GDCA BB =5 Buds A5 /X vk DNS id 3%
SR 1P ikl FRE 1P bk SR e BTAE E, B OR FE LR IP bk BT rE [ 5 R E A
SE B AR — 2.

In case the “countryName” field is present in the subject, GDCA verifies the country associated with
the subject though checking the IP address of the applicant or the IP address on the DNS record
from an authoritative third party database, to ensure the IP address of the applicant is consistent
with a country where the applicant is actually located.

3.2.11. P #uhk I Fa AR XA Authentication of an IP Address

GDCA KHILLT A, ik Hii & 4 Bk brfz il i 1P Hhhik

1 7B IP HIbEE) URD (GE— SR IRAT) HIFEL M T X 40 5E 45 B B3E T 2a,
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GDCA A4 IP #ihik 25 & EV SSL iE+5.

GDCA adopts the following way for the authentication, to confirm the applicant owns or practically
controls the IP address:

1. By making a change to the agreed-upon information found on an online Web page identified
by a uniform resource identifier containing the IP address, to confirm the applicant’s practical
control over the IP address. This way of validation conforms to section 3.2.2.5.1 of the
Baseline Requirements v1.6.6.

GDCA does not issue EV SSL certificate for an IP address.

3.2.12. BERIFE FIHERE Data Source Accuracy

FEREAE TR ARPEA T A AT AR B A ] Z 1, GDCA X iZ R rT AR A 1k, v
bk, K B R haE AT AT A, FE IR LT AR
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Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its
evaluation:

1. The age of the information provided,

2. The frequency of updates to the information source,
3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and
5. The relative difficulty in falsifying or altering the data.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1l, GDCA may use the documents and data to verify
certificate information, provided that it obtained such data or document for a period no more than
the maximum validity of the certificates. For the subscriber certificates issued by the subordinate
CAs of GDCA TrustAUTH R5 ROOT, #%ift R5 R CA iif 13, and GDCA TrustAUTH E5 ROOT,
GDCA may use the documents and data to verify certificate information, provided that it obtained
the data or document no more than 825 days prior to issuing the certificate, and for validation of
domain names and IP addresses according to Section 3.2.8 of this CPS, any reused data or
document must be obtained no more than 398 days prior to issuing the certificate.
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Effective as of 1 October 2020, GDCA shall ensure that, prior to the use of an Incorporating Agency
or Registration Agency to fulfill the verification requirements for EV SSL certificates, the
Incorporating Agency or Registration Agency data sources used for EV SSL Certificates will be
publicly disclosed in the repository described in section 2.1 of this CPS.

This Agency Information shall include at least the following:

® Sufficient information to unambiguously identify the Incorporating Agency or Registration
Agency (such as a name, jurisdiction, and website); and,

® The accepted value or values for each of the ‘subject:jurisdictionLocalityName’ (OID:
1.3.6.1.4.1.311.60.2.1.1), ‘subject:jurisdictionStateOrProvinceName’ (OID:
1.3.6.1.4.1.311.60.2.1.2), and ‘subject:jursidictionCountryName’ (OID: 1.3.6.1.4.1.311.60.2.1.3)
fields, when a certificate is issued using information from that Incorporating Agency or
Registration Agency, indicating the jurisdiction(s) that the Agency is appropriate for; and,

® The acceptable form or syntax of Registration Numbers used by the Incorporating Agency or
Registration Agency, if the CA restricts such Numbers to an acceptable form or syntax; and,

® A revision history that includes a unique version number and date of publication for any
additions, modifications, and/or removals from this list.

3.2.13. BWAHERT 12 B Non-Verified Subscriber Information

UEF T HME B e i 6k, RERAERIE EARENIES.

The information contained in the certificate must be validated, the information that is not validated
shall not be written into the certificate.

3.2.14. #ABUFIA Validation of Authority

PV P I TP NIPERIES ML 5515, GDCA #4740 F 98k -
1. EREEE =07 S UE I IR 55 BB i« RO A8 AT 1R R K SRS T SR A LA A
1

54



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%U\iﬁj—k%%m)ﬂu (V5. 7 ﬁ}i)

2. B HIE. A R EREE e I B A A R S D5 SORIIE I N R T B IR ALY
LU HARRAT AL IR AL o
GDCA FVFHITEH 4R E ML AR FRTEIES 27 i LA 46 2 1 T BLEAT
EH HIERIAAZA N, N GDCA AERZAEZARE N S LAMIAE(TIEF FRIETER. 721k
B G O SER B HE R, GDCA K[ HHiE# 2 H C R AN A I

The following verification will be conducted while the representative of organization subscriber
applying for certificate:

1. Confirming the organization from third-party identity verification service or database,
documents issued by government.

2. Using telephone, postal letter with return receipt, employment proof document or any
equivalent way to confirm that the person belongs to above organization and his/her behavior is
authorized by these organization.

GDCA allows an applicant to specify individuals to request certificates. If an applicant specifies, in
writing, the individuals who may request a certificate, then GDCA does not accept any certificate
requests that are outside this specification. GDCA provides an applicant with a list of its authorized
certificate requesters upon the applicant’s verified written request.

3.2.15. H#AEAEN Criteria for Interoperation

T H AR B FUGERRS AR, TIPS GDCA #H7T H#fE, (HAZHE FIMERS
PUKIH) CPS W Zif & GDCACP #5K, Jf H55 GDCA 25 M R HMX

GDCA ¥R IE LI A, %2 3F GDCA HIKIENM SR IER, AR
FHRERIUE TS o

#HEHA, GDCA KRZERALAMIZE XAE,

AR E SOEHE IO I B, GDCA H4/™4% T LAAT .

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS
are in compliance with the requirements from GDCA CP and sign related agreement with GDCA.

GDCA accepts the information authenticated by other CAs and issue corresponding certificates
based on the agreement.

To date, GDCA has not issued any cross certificates.

If there are provisions of national laws and regulations regarding interoperations of issuing
certificate, GDCA will perform strictly according to relevant legislations.
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3.3. FHEIERPIMRIREXS Identification and Authentication

for Rekey Requests

FENT PEAS EUIRT, 1T 5 T MR L BMRFHE 30 I R IE 4 . GDCA —fi
SR BB IR RSN BT, Bl B

Prior to the expiration of an existing subscriber's certificate, it is necessary for the subscriber to
obtain a new certificate to maintain continuity of certificate usage. In general, GDCA requires
subscriber to generate the new key pair to replace the old one, which is called re-key.

3.3.1. I HAREHRFIRE XS] Identification and Authentication for

Routine Rekey

XFF O E GO SR R, 1T RS RENS TR AR TS K 2B 5 S, A
WPE A WERFEASEE, X HRE RS T LR LA T
®  HIIE XS R BEIE A AE I H AN U R s
® JUJUE LT AR FE AIAE A4 AT I E s
® A TREME BT B 5.

For general application of rekey, subscriber must submit sufficient information for identifying original
certificate, such as DN of subscriber, serial number of certificate, etc. Authentications are including
the following:

®  Original certificate issued by GDCA exists.

® GDCA verifies the signature of re-key request using subscriber’s public key in original
certificate.

®  GDCA authenticates the identity based on original registration information.

P T 2 A JE 2 BRI 1) SO R OV R, DRI, TP R FR I
SRR, 25U DA P B 0T I 28 4 SCAF B i L8, B ii& 4 2k, GDCA
AR T

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or
data. Therefore, the subscriber shall make sure the encrypted documents or data have been
decrypted before they apply for the secret key’'s updating. GDCA shall not assume any
responsibility incurred by failure of decryption by the renewal of the secret key.
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3.3.2. B 5 A E SRR IR 5 %5 1dentification and Authentication for

Rekey After Revocation

GDCA AR HEIEAS B Ja 1 P15 T

GDCA does not provide Re-key/renewal after revocation.

3.4. WEERBFIRE XY Identification and Authentication for

Revocation Request

24 GDCA SFEMHLMA A CPS4.9.1.1 Fridd ¥ i 75 E RS 1T P AE By, A RUKE
FUBSIET, XFE I TC AT 50 . R P E S ERBUEEIE S, %R AS CPS 2F 3.2
TR AT S0 40

GDCA or RA can revoke a certificate based on reasons stated in section 4.9.1.1 of this CPS without
authentication. Subscribers who request to revoke certificate follows CPS section 3.2.

3.5. THUREH M BIFRIRAES Identification and Authentication

for Authorized Service Organization

& T GDCA ROOTCA iFF5(RSA).GDCA ROOT CA iEF . ROOTCA iFFH(SM2).
GDCA ROOT CALl iE P& K H g CA i K EIT FiEt, RAFRT GDCA A& LL4tH,
GDCA i&7] LAFZHL RA.

For subscriber certificates issued by the subordinate CAs which are issued by GDCA ROOTCA ik
45 (RSA). GDCAROOT CA iE45. ROOTCA iE+S (SM2). GDCAROOT CA1, GDCA will serve as
RA by itself, and may also assign another authorized RA.

XFHRBUN RA, JUH LTI Z2sE i, AR, S RIS E i i)
AARABEN . LTI Z AR S . RGUISAT4Ed M 22 48 BT ERBE .

The authorized RA must have a designated and secure operation location that can effectively
prevent and detect unauthorized access; in addition, it must have designated personnel to
undertake the functions in relation to certification services, system operation and maintenance, and
security management.

A RA NIl E 5 GDCA — S 2 4= g s 5 s B, B AR S5 U RE AR
AGaATHES AR S IE, N EBEINESE, R4l GDCA Bl )5 5wl Skt .

The authorized RA should formulate the security policies and operation management guidelines
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that are consistent with those adopted by GDCA, including service procedures and guidelines,
system operation maintenance procedures, personnel management guidelines etc., which shall be
implemented after confirmed and approved by GDCA.

GDCA 5 RA Z5 1T MR IS 1ETMI, AL RA Zi A% i A CPS $3.2 IR P47
By % 5] 7k FH RA BRI N B0 JE A CPS $5.3.1 R . [ 4247 RA AR #E A CPS
$5.5.2 FESRS SCAYFNE S AT A RS R AT

An agreement between GDCA and the authorized RA should be reached, under which the
authorized RA shall perform identity authentication strictly according to section 3.2 of this CPS.
Relevant personnel undertaking the RA duties must meet the requirements of section 5.3.1 of this
CPS. In the meantime, the authorized RA must archive relevant documentation and records as
required by section 5.5.2 of this CPS.

GDCA Y%A RA HIAIENV STV B HEAT W%, A HOR 57 i 42 [ GDCA 1242
SR S s B AT ML 553G B . RIS SRS . BB RIS, A I8 AL
RA BRIIMUE: #E@IAAS, U GDCA SLED #5828 (LA RA HML5

GDCA will monitor the certification services provided by the authorized RA to inspect whether or not
its business activities comply with the security policies and operation management guideline
adopted by GDCA. In case any violation of policies or guideline identified, GDCA will notify the
authorized RA to take remediation actions within a given period, should no such actions taken
within the given period, GDCA will suspend or terminate the business of the authorized RA
immediately.

@HT GDCA TrustAUTH R5 ROOT iEHi. ##h{{ RS #! CA iEf5. GDCA
TrustAUTH E5 ROOT 2 & 12 CA Fx K (11 /1 iE+5, GDCA EATHAEIE S RA, A
P AT RA.

For subscriber certificates issued by the subordinate CAs which are issued by GDCA TrustAUTH

R5 ROOT certificate, #ZzH1L R5 iR CA certificate and GDCA TrustAUTH E5 ROOT certificate,
GDCA will serve as RA by itself, rather than assign another RA.

A EBEMEBRBIEESR Certificate Life Cycle Operational

Requirements

H CAMIERSG% k2 HEAL, GDCA &K I NKRHEF ., HLMZRANEF A %%
HA— Mk 3 AEER AP, BRI 5 4E: I IRIEIRSS SRUE B RO 5 aEE LA B
e RBHCFAE P RO 10 FFEkBAPY s SSLITLS AR5 #81F 15 (1A 240 398 Kk A
W, AR AAE T RIA RN 3 EBBA . — AN ROAE 2R A AR i . I0AIE
R RATS BT B, RO, PRSI
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From the issuance date by GDCA system, individual and organization certificates are generally
valid for a period no more than 3 years, with a maximum validity not exceeding 5 years; time stamp
server certificates are valid for a period no more than 5 years; equipment certificates are valid for a
period no more than 10 years; SSL/TLS server certificates are valid for no more than 398 days, and
CodeSigning certificates are valid for a period no more than 3 years. A whole certificate life cycle
includes the application, verification, issuance, distribution, renewal, logout, revocation and
archiving, etc.

4.1. EFHE Certificate Application
4.1.1. VEF HiE 248 Who Can Submit a Certificate Application

RS FE SEAR AR NN B A ISLIE N B A SR (AR E B Shlk s
e ik IDNEMEI [

Entities of certificate applicants may be individuals and organizations with independent legal
entities (such as government agencies, public institutions, social organizations, people's
organizations and other organizations).

4.1.2. T R 5 3/ 4E Enroliment Process and Responsibilities

1. UEPBHENIERE

1) PSR AR HE R

2) T PRAHRL R RIS AR SRS 45 GDCA BIVEMML (RA B LRA) HHATUE P HIE,
MR A e, SRNFRIE BERE. F A AR SRNG5Sl S PSSR 1 R G
TEN G

3) EMHLIY I GDCA A UEFIE R, @i S L e kiEE GDCA.

4)  GDCA HRHEE AL A1 K2 AUEFD 5

5)  MHLRE I 2 A iy RKIE AT 4T

2. L

1) HEHENEL THIT L CP A CPS S5 320 I, 45 il b 26 Tk
PIEHTEE . BRI SRR OE N 2

2) i PA 3TN GDCA $RHEF S, SeREFNUER BE-T5 il (5 B A Bk

3) ML ARIAXT T P R AERUE RS (E B B Ui B SO — B 7 AR, [RIES
AR S B % 54T

1. Certificates registration process
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1) Subscribers shall fill in the certificate application forms.

2) Subscribers shall submit the corresponding application materials to the registration authorities,
i.e. RA or LRA of GDCA, for the application. After reviewed by RA, the request data are
recorded. The reviewer and entry clerk are two different system operators respectively.

3) The certificate requests submitted by RA shall send to GDCA through the secure channel.
4) GDCA issues certificates according to the registered agencies’ requests.

5) RAs deliver certificates to the subscribers in a secure way.

2.  Responsibilities

1) The applicants should learn about the agreed-upon matters stipulated in the subscriber
agreement, the CP and the CPS etc. in advance, particularly those in relation to certificate
usage, rights, obligations and warranties.

2) The subscriber has the responsibility to provide real, complete and accurate certificate
application information to GDCA.

3) RAs shall ensure the consistency between certificate application information and identification
which subscribers provided and bear corresponding responsibilities of review.

4.2. EFHIEARE Certificate Application Processing

4.2.1. R B 5% % ThAE Performing Identification and Authentication

Functions

2 GDCA S EMUE 332 BT P HIEH HiE 5, R4 CPS 3.2 2K, XfiT /-
AT B iR 5 S

GDCA TEALBH RS FE S R o, Al i A 20T B ORAIE P 5 B 5 IR 1 FR B {5 R
, HHIEBA RS BRI HIE .

X+ ROOTCA(RSA)iE+5. GDCAROOT CA ik 5. ROOTCA (SM2). GDCA ROOT
CAL IR CA s K BT FE, #7 GDCA H#E CPS 3.2 fif & RIFIR 15 %L
318 BT B SO B R ) AN R S B 5 B R A 00 B A5 AR R ARk, T GDCA mI i %
Hm 8GR SO, ZSGERTHERE: X T HH GDCA TrustAUTH RS ROOT UE+ . #%
I8 R5 #2 CA iE45. GDCA TrustAUTH E5 ROOT 254 17 2% CA Fr&8 K IIAT FAE+S,
# GDCA R4 CPS 3.2 457 U5 345 14 A BIE B SO (¥ i T AR I 825 K (3RS ek
AR NP Stk i 56 AIE K5 s S R A 1) 398 KD HiZfs Bk kA48 k, Nl GDCA mf
i FHZ B BUIE A SO, B SIEB R 1S B
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After GDCA and its registration agencies receive the subscriber’s certificate application, they will
perform identity recognition and verification of identification over the subscriber according to the
requirements of CPS 3.2.

In the process of certificates application, GDCA will take effective measures to ensure that the
certificate information is in line with correct application information, and the certificate is issued to
the right applicant.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, GDCA may use the documents and data to verify
certificate information, provided that it obtained the data or document (according to section 3.2 of
this CPS) for a period no more than the maximum validity of the certificates, and provided that no
changes occurred to the documents and data within such time period. For the subscriber
certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, %% i1t R5 % CAEH,
GDCA may use the documents and data to verify certificate information, provided that it obtained
the data or document (according to section 3.2 of this CPS) no more than 825 days prior to issuing
the certificate (and for validation of domain names and IP addresses, any reused data or document
must be obtained no more than 398 days prior to issuing the certificate), and provided that no
changes occurred to the documents and data within such time period.

4.2.2. iF 45 B 3 #it #E A1 3E 48 Approval or Rejection of Certificate

Applications

4.2.2.1. HE EE Ik #E Approval of Certificate Applications

GDCA VE M HLAL BT 58 i 1 UE -+ H1 3 B A7 0 7 BB A 20 BRI ERSZIE Bl R e
GDCA i#id K A7 IE R F kA B iE .
After GDCA's registration authority successfully completes verification steps for the certificate

application and submits a certificate request, when GDCA formally issues certificates, it means
GDCA has approved the certificate application.

WRFFE TR, M (RA) A DUEHEIE S B :

1 IZHIETEAT A CPS 3.2 KT 1T 1 B i rIAR AR % IR «
2. WS E 2 ECE A T S P 2R R R

3. HIEHCAIBHUE AT T AHRII 3 H .

RA will approve the certificate requests, if the following conditions are met:

1. The application shall completely meet the requirements from CPS section 3.2 regarding the
subscriber's identification information and authentication.

2. Applicant accepts or has no opposition regarding the content or requirements of the
subscriber's agreement.

3. Applicant has paid already in accordance with the provisions.

61



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%U\iﬁj—k%%m)ﬂu (V5. 7 ﬁ}i)

4.22.2. IEH BERITE LS Rejection of Certificate Applications

MPRAETINEE, TP (RA) FELEIEF H1E:

1) ZHIEAFFEA CPS 3.2 KT 1T )7 S i HIAR IR AT S I L€ ;

2) HIHE AREIRBLIT T RS R A R

3)  HTEFE O B AN RERZAT A RN R EDR

4)  FRIEFE A B AN REE 42 B E SRR LA 2

5) HIIHMIEF &1 ICANNCThe Internet Corporation for Assigned Names and Numbers)
e IHT gTLD (g4 );

6) GDCA B EM ML NHEHEZ FiFH 235 GDCA i R IE M G sl B Bk

If the following circumstances happened, GDCA refuses the certificate application in case of the
following situations:

1) The application does not meet the specifications of subscriber’'s identification and
authentication in CPS 3.2.

2) The applicant cannot provide the required identity documents.

3) The applicant opposes or does not accept the relevant content or requirements of the
subscriber's agreement.

4) The applicant has not paid or cannot pay the appropriate fees.

5) The requested certificates contain a new gTLD under consideration by ICANN (The Internet
Corporation for Assigned Names and Numbers).

6) GDCA or RA considers that the approval of the application will bring about controversies, legal
disputes or losses to GDCA.

X} GDCA TrustAUTH R5 ROOT k-5 Hr2 i 4X R5 #i2 CA i3 .GDCA TrustAUTH
E5 ROOT &AM CA Fras KT FAES, Wik a s sk b A B, 5%
GDCA YNHEHEZ H s B m XK, GDCA gt iZ HiiE, GDCA MRE & H fEk Y
B EE) R B DG . A7 T 4% 2 A S M BURT I A5 58 =5 KA IR 44 51, BRA LI
PRAFFARIE 45 Fa 115 S, B0 GDCA Z AT PR 5% I 45 44 11 sl At Vi B FH 3 BSOS 1
6248 (4 IE 517 SR SR E TS, LRI GE I TS i KUK R B B3R, TERESZAE TS FRiE I
K BWIZSERE B SHFFIERP BB HIEN, GDCA ¥ HBARAILHIE.

IR AE TS H i, GDCA S 01 R 0 30E 15 H i R

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT
certificate, #(% X R5 # CA iE+ and GDCA TrustAUTHES ROOT, if the application is prohibited
clearly by laws and regulations, or GDCA considers that there are highly risks to approve the
application, GDCA shall reject it. GDCA establishes and maintains a list of high risk certificate
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applicants according to the list provided by anti-phishing alliance, antivirus vendor or related
alliance, government agencies which are responsible for network security affairs and other third
parties, or the disclosure of information through public media reports, or previously rejected
certificate requests by GDCA due to suspected phishing or other fraudulent usage or concerns.
GDCA will query information from the list during accepting certificate application. If the applicants
appear in this list, GDCA will reject their application directly.

For the rejected certificate application request, GDCA will notify the applicant about the failure of
application.

4.2.3. KEHEIEH B BB E] Time to Process Certificate Applications

GDCA AL EMHURRA & #E55 TR AR VAIE S S 2, — AU
BT LA RE S, KA 2 A TAEH WAREE S HS

FENI AR RE 75 75 L3R B[] SYIPR A AR BEIE S AR O THIEP I AR R S8 5%,
HERAHLIR AT T AHSAS BRI 15 S i i 7 GDCA Y BHEK

RA authorized by GDCA will make a reasonable effort to check the certificate application
information as soon as possible. Once RA received all the necessary information, it will process the
certificate application within 2 working days.

The capability of the RA to process the applications within the period mentioned above will depend
on whether the applicant has submitted the true, complete and accurate information as well as
responded the management requirement of GDCA in time.

4.2.4. INENLHZAL (CAA) Certification Authority Authorization (CAA)

X}F- GDCA A& I3 /& CAN Y #%i83% EV Guidelines. Baseline Requirements Z5K
[ A JE P {E AR SSLITLS IEFS, GDCA Xt 4% Kk 15 3 8 5l & 4 & T i & — A
dNSName fiff CAA I A, HIEIE & BT8R

GDCA #ii#li RFC6844 (£:Hins 5065 1211 MIHLE AL “issue”, “issuewild”
“jodef” HIEIEFRZS: % “issue”. “issuewild” Fp%Ed A& “gdca.com.en”, Nl GDCA
BRI NIET; #5 CAA L F HIL “iodef” 525, N GDCA 5 HiE #1418 5 ke
S A HMIE .

GDCA UL 141 CAA itk R ARMUR LR N AT & AAIE T % 1) 7E9F GDCA 1)
FEal it th &) CAA L RIMG 2) B2l —IREFT AR CAA Tk 3) A4 i
X IANAFAESR ) ICNNA R [X 35 DNSSEC Kl .

For the publicly trusted SSL/TLS certificates issued by GDCA and conform to the EV Guidelines
and Baseline Requirements of the CA/Browser Forum, GDCA will check the CAA records and
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follow the processing instructions found for each dNSName in the subjectAltName extension of the
certificate to be issued.

GDCA processes "issue", "issuewild", and “iodef” property tags according to RFC6844 as amended

by Errata 5065: GDCA will not issue corresponding certificates if the "issue", "issuewild"property

tags do not contain“gdca.com.cn”. In case the property tag “iodef”’ is present in the CAA records,
GDCA will determine whether or not to issue certificates after communicating with the applicant.

GDCA treats a record lookup failure as permission to issue certificates if: 1) the failure is outside the
GDCA's infrastructure; 2) the lookup has been retried at least once; and 3) the domain's zone does
not have a DNSSEC validation chain to the ICANN root.

4.3. FPZ%K Certificate Issuance

4.3.1. ERFEREEPEMIE (RA) FMEFNERFIME (CA) KIfTA

CA Actions During Certificate Issuance

R CA HIUE T2 1 GDCA AL Al {5 A S R A BB 4, AR CA $UTHIE
PELEAE.

FEUE P (028 R FE o RA R B B3 61 S E T B i s ik, Rl 4 RA REG0K %%
KAEFHIE R KL CA BIE R K £ 5. RA KiE CA KIE B2 K 1ERK1E BAH RA K
B0 S 515 BRI, R G SRR B ERN CAIE R R RS .

CA MIERZR RATERM RA MIEBARERE, XRH RA IE ST %05
fREs, WTABIRE RS RER, IERERRGER FUETS.

GDCA fEftHEIE B HIE 2 J5, FERIE . IEBA K EWE BT UEIRS B &
225 4 IE A AE TR i

J#H GDCA 25 R IIE-S1E 24 /INEF N A= 3K

A trusted person authorized by GDCA deliberately issues a direct command with respect to
certificate issuance by the root CA, in order for the root CA to perform a certificate signing
operation.

In the process of issuing certificate, the RA's administrator is responsible for the approval of
certificate application, and sending certificate issuance request to the certificate issuance system of
CA via the RA system. Issuance request which RA sends to CA must include identification with the
measures of information security. RA must ensure that the request is sent to the correct CA
certificate issuance system.

After obtaining the RA certificate issuance request, CA certificate issuance system authenticates
and decrypts the requests. For the valid certificate issuing request, certificate issuance system
issues the subscriber certificate.
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GDCA will issue the certificate after approval over certificate application. The issuance of the
certificate means GDCA approves the certificate request formally.

In general, certificates issued by GDCA will take effect within 24 hours.

4.32. BT\ UE AR 55 ML A8 A 3 A LM X 3T P B @ 45 Notifications to

Subscriber by the CA of Issuance of Certificate

GDCA 2RI LR J Uit 75 J 3 FiiT ) -
1. HLT B4R 1 32 22 AT
2. TR (e-mail);
3. D AT A, R CUn S R s P R R T 30D
4. HAh GDCA W% 4w ATHITT e
GDCA will take the following notification ways to inform subscribers:
1. Electronic or paper receipt
2.  E-mall
3. Face to face (such as the applicant gets certificate from LRA, etc.)

4. Other secure and practical manners considered by GDCA

4.4. VEFEER Certificate Acceptance
4.4.1. T B ZAE R4~ Conduct Constituting Certificate Acceptance

L TP AT GDCA T MRS RS TR B kh, EH TR
SESEEDRFAT PR T T

2. GDCA BEMMBLIAC BT/ FAGES, FRIEBH W R FERRId, 4iT
PR T R RIT P T AER.

3. TSR TIEHETMR, I IR S R TR U 8%

4. AT PURAHE SR T A I

1. Subscribers access to specialized GDCA certificate service website, then download certificate
to the certificate carrier, that means subscriber totally accepted the certificate after it has been

downloaded.

2. When RA of GDCA downloads the certificate on behalf of subscriber, the downloaded
certificate will be kept in digital certificate carrier. Once the subscribers accept the certificate

carrier, the subscribers accept the certificate.
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3. Subscribers have received the way of obtaining the certificates, and no objection of the
certificates or their contents.

4. Subscribers failed to oppose or conduct the operation of objection over the certificates or the
content of certificates.

XtF GDCA TrustAUTH R4 OV SSL CA & GDCA TrustAUTH R4 CodeSigning CA ilE

PR BT e, W SR IEBRIAT -

1. AT EAT YT E T T GDCA TIE -5 Al 5 WUk 45 2, TR T 8o ER IR T 7 3%
% Tkt

2. GDCA JEMWUZELT P RVE T, ARBT T EGES, FFUuE-fiE e gg ek & Hof
GDCA I\ A FE 7 AR LAT 7, BIMRERIT 552 Tk

3. WP THEHKIT, I HIEE R SOHIER B B N 2.

4. AT RONHIEFS B IE S A 25 B HRAE R U

For subscriber certificates issued by GDCA TrustAUTH R4 OV SSL CA and GDCA TrustAUTH R4
CodeSigning CA Certificate, the following behaviors constitute acceptance of certificate:

1. Subscribers access to specialized GDCA certificate service website and download the
certificate. When the certificate is completely downloaded, it represents that the subscriber
have received a certificate.

2. GDCA's RA downloads certificate on behalf of the subscribers, when a subscriber receives a
certificate from RA through e-mail represents that the subscriber has received the certificate.

3. Subscribers have received the way of obtaining the certificates, and no objection of the
certificates or their contents.

4. Subscribers fail to oppose or conduct the operation of objection over the certificates or the
content of certificates.

4.4.2. B FAEAR S HLHISHE B & A Publication of the Certificate by the

CA

W PHERZAEF /5 , GDCA 1E 24 /NN PLREZAT 7 IEFS R AT 8] GDCA 1) H IR 55 R 4t -
[, GDCA R4 Google fr) CT %l& Chttps:/github.com/chromium/ct-policy), #11 F
A (5 B AR AE 20 =A CT IRg5as.

GDCA R T M H sRIRST &G R AT TR FAUETS o 25 58 B Hitls B4 A AT 5
FH MRS A, ARG T NG, $ 32 H s IRS5 as H 8 5 30 A28 B H ik %5 o
BT AR BTN

After a subscriber receives a certificate, GDCA issues the subscriber certificate to the GDCA
directory service system within 24 hours. As per the Google CT policy
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(https://github.com/chromium/ct-policy), GDCA embeds in the SSL/TLS certificates the signature
data from at least three CT servers recognized by Google.

GDCA uses the main and subordinate directory server architecture to distribute issued certificates.
Issued data are directly released to the main directory server, and then through the master-slave
mapping, the main directory server data automatically synchronized to the subordinate directory
server for subscriber and relying party to query and download.

4.4.3. P I\ AIE AR 55 AL R 5 o i SE 4R 38 %5 Notification of Certificate

Issuance by the CA to Other Entities

GDCA Ko iF UM KG AN HoAth SR it 4738 25 o HoAth szl DUBE R M H SR 548 A
#) 3] GDCA T4 KB FIER.

GDCA and RA will not notice to other entities. Other entities can obtain GDCA'’s issued certificates
by querying the directory server.

45, FHEXNFUEHEIfER Key Pair and Certificate Usage

45.1. TP IR RUEBRER Subscriber Private Key and Certificate

Usage

WPTEIRAE TUER G H#:52 7 GDCA i KIETG, BN C AR EET S
GDCA. I A7 R HIAUFIAN LS A6k 1T B2 BIBUCTAE TS, BR A HLAE i 2235
RATFFCAE 5 RF 7 P FASH 8 G R 2 A HIAE T

WP R BRTEIE VR . A CPS BAKIT 7 Bl 1 ¥ 161 A 456 FH AL B AIE 35

TR, AT HTERBRSE, 1T RARIHRINEGIIAZE. $T
INETETS, FRVEH AT B F SR F 6 L 2 BN 3% A5 RO AT s . (ETE BRI B 2
JG s VT b2 LA R R T R AL

XFF SSLITLS B, 1T A AR LS5 PRAUE R AEET5 b 21t B0 = ) 42 060 N F4)
5 25 EIE

After the subscribers have submitted certificate application and received certificates issued by
GDCA, they are deemed to have agreed to comply with the terms of GDCA, relying party related
rights and obligations. The subscriber who receives the certificate shall take appropriate measures
to properly keep the corresponding private key to the certificate from unauthorized use.

Subscribers can only use the private key and certificate in the CPS specified range, and under
applicable laws and the subscriber agreement.
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For the signature certificate, the private key can be used for the signature of a message. The
subscriber should know about and confirm the signature content. For the encryption certificate, the
private key can be used to decrypt the information which uses the corresponding public key to
encrypt. After the certificate expires or is revoked, the subscriber must stop using the certificate’s
corresponding private key.

For the SSL/TLS certificates, the subscribers undertake an obligation and warranty to install the
certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.

45.2. WAHETT AHMIERHFfEA Relying Party Public Key and Certificate

Usage

MK R ENIN B T A MG RIS, B ST L R
1 FRIFECTRE N B RS A5 AR

2. IAIZZE A4 I RAIE 3 M7 1 AT (E 15

3. 1) CRL = OCSP Al tA 2544 X B HIHIE 2 75 44U «

4. R HEEH TN R4

5. FHUES BRI AHIIER 4

6. AL .

When the relying party has received the message with digital signature, the party has the obligation
to carry out the following operations to confirm:

1. Obtain digital signature’s corresponding certificate and trust chain.
2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.

3. Confirm whether the signature corresponding certificate has been revoked by querying the
CRL or OCSP.

4. Certificate usage is suitable for the corresponding signature.
5. Use certificate’s public key to verify the signature.
6. Check the validity of the certificates.

CAEZEAEAN TR, OB A TR A AR .

BT T ERIEINEAR B h 27, AUGIEE & 2 B AR IR 1945 32 7 BN # Ik
o, ARG AEFHIE BRI APINAE BINE o ARMUT ROR DN IE 15 1E RN & {5 8 —# A s 4
327
If the above conditions are not met, relying party has the responsibility to refuse to sign information.

When the relying party needs to send an encrypted message to the receiving party, the party must
first obtain the encryption certificate of receiving party through proper channels, and then encrypt
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the information using public key of the certificate. The relying party should send the encryption
certificate and encrypted information to receiving party.

4.6. IEFHEH Certificate Renewal

EH R AEASCRUE BT 7 1 A B TS S E R T, I 28K —kHn
WEFSS

%+ H ROOTCA (RSA) iF45. GDCAROOT CA iE45. ROOTCA (SM2). GDCA
ROOT CAL iEH2EKMH G CA FrAs KT FESS, BB o/ 4RSS UEByEME &,
PSR R FIE B R 5 8, Wil PB4 UE-BFA S5, R R L
XS AHMER HIEE RS,

XITH GDCA TrustAUTH R5 ROOT iE+i. #zhff{ RS # CA i+, GDCA
TrustAUTH E5 ROOT 25K 2% CA FTaSK MIAT e+,  BET F I ZOR AR S HTIK
H % I —FF . GDCA H24f Baseline Requirements )72 SR A A2 75 =5 F B AT CL6IF AOAE S
EEUEFEEHTET, GDCA M4 CPS 3.2 8 i Vs 3R AF 1 B4 BAIE B SO [ I () AN i 825
R (Il 44 T 1P b ik P 560 UE HICHE BT s TR AN R 398 K0 HLiZAE B AR K AE 24K, Il GDCA
A A FH A BGIE SO

Certificate renewal is the issuance of a new certificate to the subscriber without changing the public
key or any other information in the certificate.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, when renewing a certificate, the subscriber no longer
needs to submit certificate registration information, instead, he/she only needs submit sufficient
information which can identify the original certificate, such as subscriber DN, certificate serial
number, etc. using the private key of the original certificate to sign for the renewal application
information containing of the public key.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #(%
X R5 #8 CA iE1, and GDCA TrustAUTH E5 ROOT, the requirements and procedures for
renewing the certificates are the same with those for the initial certificates request. GDCA confirms
whether or not to use the previously validated information according to the Baseline Requirements:
GDCA may use the documents and data provided in section 3.2 to verify certificate information,
provided that it obtained the data or document from a source specified under section 3.2 no more
than 825 days prior to renewing the certificate (and for validation of domain names and IP
addresses, any reused data or document must be obtained no more than 398 days prior to issuing
the certificate), and provided that no changes occurred to the documents and data within such time
period.
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4.6.1. R EH R Circumstances for Certificate Renewal

X GDCA 2R 451 FHIESS, 1T P fRAEUEF B AT HEAT UE 5 58T .

%1 T i ROOTCA (RSA) iF45. GDCAROOT CA iE+5. ROOTCA (SM2). GDCA
ROOT CALE-B2 KT CA B K BT PAEF, 31 /0] i GDCA IE+5 AR 55 M i
2% %] GDCA HJEMHBATIER EH M ARG, FIEIERENLRESEMEE, &
Giox BRI 15 B

Xf T GDCA TrustAUTH R5 ROOT k5. it R5 # CA iE+45. GDCA
TrustAUTH E5 ROOT &K W2 CA BT K HIAT U E-AS, 1T 7 #4208 FR s 1) EE R IR AE
VEME B AEBIEHE, 1T AU B B I

XFF SSLITLS iE+:, GDCA #5217 FEA R & RS FRig ERE . 1T P HIiE S
HTIETIET, GDCA T4 1T $E A8 M2 AT A A, ARRIA FLR 5 o0 55 %4, W 352 4,
JUJELSRAT PR AE 6 R M 5

For the subscriber certificates issued by GDCA, the subscribers need to submit the certificate
update request before the expiry of the certificate.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CAL1, the subscriber can access the GDCA Certificate Services
Website or GDCA Registration Authority for certificate renewal application before expiration.
Applicant for certificate renewal has no need to fill in the registration information, while the system
will automatically obtain the information.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #(%
B R5 #R CA iE1S, and GDCA TrustAUTH E5 ROOT, when renewing the certificates, the
subscibers shall submit the registration information as they do for the new certificates requests. If
the certificate had expired, the subscriber must apply for a new certificate.

For SSL/TLS certificate, GDCA accepts the subscriber to apply for certificate renewal without
updating the key. When a subscriber requests to renew a certificate, GDCA will check whether a
key submitted is a weak key, and will require the subscriber to renew the key pair if the submitted
key is proved to be weak.

4.6.2. B RIEHFE 4K Who May Request Renewal

SRR 50T 1 SR O IEAS 1T 7

The entity who requests certificate update is the subscriber.
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4.6.3. IEBEFERAILEFE Processing Certificate Renewal Requests

X TSR, SRS RS I S BT o A B )
R T LU R LA

1. WP IJEOEB A IR H i GDCA sk

2. SR URUE EE IS SRAEVERTHARR N 5

3. BT JRVENME BEET S 20 .

For certificate renewal, its process includes application and verification, identification, and issuance
of the certificate. The verification and authentication of application shall be based on the following:

1. The original certificate of subscribers exist and issued by GDCA
2. Validate the certificate update request is in validity period.
3. Identity verification based on the original registration information.

FE LA LIS UEA S i8I J5 GDCA A I fb k25 A AE 15 .

FEAEAS ST, T 77 AT U SR AR B X BE B i SR AT 2644, GDCA KX HI ™
BN TFrE RN S G BT IERYE . SRR AT A 56 UE AT 2553 -
GDCA can issue certificate only if all the verification and identification above are passed.

When the certificate is updated, subscribers can use the original private key to sign the update
request, and GDCA will verify and identify the validity, legality and uniqueness of subscriber’s
signature and public key, user information of the update request.

® ] NFHIES BT 4, CA FHFEGUER I AP 244 HEATIAIE
® ] JEMMEREA KA, CA T HIFEA HMME BT Hik 78 &0 fiEH

® Subscriber signs off the application information, and CA verifies signature by the original
certification’s public key.

® There is no change on subscriber's registration information, and CA issues a new certificate
based on their original registration information accordingly.

TP ] DL 3 — BRI AARIE 5 RS R EAT UE - S 0T, #%IAC CPS 5 3.2 iy 22
SRAR AT HH LR UE B E AN S e W] Bk GDCA FEARARI% 150 T #B Al 441X Fh W 4A e 5 R
5 A )75 XA D9 E 5 ST I 1) 3 i A BT B

Subscribers can also choose the initial certificate application process to apply for the certificate
update, and submit the application and identification information required based on CPS 3.2. In any
cases, the identification of initial certificate application process will be used for the method of
certificate update.
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4.6.4. MR IE BT P B4 Notification of New Certificate Issuance

to Subscriber

[F] A< CPS i 43.2 715,

See CPS Section 4.3.2.

4.6.5. HMREZEFHIEFKATN Conduct Constituting Acceptance of a

Renewal Certificate

[A] 4 CPS % 4.4.1 715,

See CPS Section 4.4.1.

4.6.6. HFIMNERES VX EFES R KA Publication of the Renewal

Certificate by the CA

[A 4 CPS % 4.4.2 715,

See CPS Section 4.4.2.

4.6.7. BTN IE AR 45 BL A X FoAh SE 4R )38 45 Notification of Certificate

Issuance by the CA to Other Entities

[F]A CPS % 4.4.3 14,

See CPS Section4.4.3.

4.7. EBFEHEH Certificate Rekey

UE 2T R P S 2 55 3 A i — B S B I B N A R — AN ETE
Sil

I3 25 ST I O T PR A P R, 1T P 4R A A R JFAIE F i AL 15
AT P ERAA IERF S R R RV RIE B EE R, IF Bk
A BH HE 22 SORTHIE TS .
Certificate Rekey refers to generating a new key and requesting to issue a new certificate for the

new public key by the subscriber or other participants.
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When the certificate key is updated, the subscriber has no need to submit the registration certificate,
while can only submit sufficient information that can identify the original certificate, such as
subscriber's DN, certificate serial number, the certificate key renewal signature of the original
certificate's corresponding private key, and send a new public key for applying a new certificate.

47.1. IEBHHEB R Circumstances for Certificate Rekey

GDCA [t 91 BB AR EANR T BN S -

1. UE-PS AL B R M AU E 1S

2. EHRI.

3. EETHAR. BURL 2R, GDCA ZRIUEHEHEHR.

GDCA certificate re-key including but not limited to the following circumstances:
1. Revocation certificate due to private key leakage.

2. The certificate expires.

3. GDCA- requires certificate key update based on the security reasons of technology and policy.

4.7.2. ERIEBHFEHE I HIELHE Who May Request Certification of a New

Public Key

SR S R 1 S A 3T /.

The entity who requests re-key is the certificate subscriber.

4.7.3. E P E R AL Processing Certificate Rekeying Requests

GDCA XIF 555 5] B 3515 3R ) A FRAE 1 41F 5 58 51 SR AL PRI FE 52 1 o
GDCA ilF % 8 5 il SR AL BRI AL [F) 4 CPS 2f 4.6.3 ik .

The process of certificate key update request is completed by the process of certificate update
request in GDCA.

The process of GDCA certificate key update request is described as CPS section 4.6.3.

4.7.4. MR R FEB T P @ 4 Notification of New Certificate Issuance

to Subscriber

[6] A CPS % 4.3.2 71,
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See CPS Section 4.3.2.

4.75. ) A 2 AT HHEBRI4TA Conduct Constituting Acceptance of a

Rekeyed Certificate

[A] 4 CPS % 4.4.1 715,

See CPS Section 4.4.1.

4.7.6. E AR AR S5 A1 X 85 4 38 Bk +5 7R & A\ Publication of the Rekeyed

Certificate by the CA

WP ESZAEAS JE, GDCA fEHANE A 8] R T 7 B8 A MR & A 2] GDCA
(K1 H R S5 R 5E

After subscribers receive a certificate, GDCA will issue the subscriber updated certificate to the
GDCA directory service system in the specified time.

4.7.7. BTN IE AR 45 LA X FoAh SE 4R )38 45 Notification of Certificate

Issuance by the CA to Other Entities

[F4x CPS 2 4.4.3 5.

See CPS Section 4.4.3.

4.8. IFHEFE Certificate Modification

UEFAE B ARSI R AU /A EE S . GDCA AT 45255 K H HIEF
A AR B T 3K

When there are some changes over the certificate information, subscriber shall apply for the
certificate again. GDCA will not accept the request of modification on the certificates which are
already issued.

48.1. IE AT K57 Circumstances for Certificate Modification

UARAT P SR TEAME SR A AL, 6 ZTH GDCA 2 HE 532 5
AR A S5 B AR T T REREMAAT BN OS5 R e AL, AT P ANBE S IE 542
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5, AR LTS, I IR L
EF5 A8 B B AIE 5 B Pl (KRR . 2% — B0

If the registered information which subscriber provide has some changes, the subscriber has to
submit the certificate modification to GDCA.

If information contained in the certificate changes that may affect the rights and obligations of
subscribers. The subscriber cannot apply for the certificate change, and he/she can only revoke the
certificate then apply for a new certificate again.

Both the procedures and conditions of the certificate application and modification are the same.

4.8.2. & RIE P E K 24E Who May Request Certificate Modification

T RAE AL B [ SEAONIE AT

The entity who requests the certificate modification is the subscriber of the certificate.

4.8.3. IEPEFHERAIAEIE Processing Certificate Modification Requests

E AR S A IR AT TR 5 A M AR AT AL B

The certificate modification is processed following the registration procedures where the first
application for a certificate.

4.8.4. R BEBE T P BE % Notification of New Certificate Issuance

to Subscriber

[F] 4~ CPS f 4.3.2 i,

See CPS Section 4.3.2.

4.8.5. R EZZEIEFH 4T AN Conduct Constituting Acceptance of

Modified Certificate

[Fl A< CPS % 4.4.1 5.

See CPS Section 4.4.1
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4.8.6. B INERS AN EZEIERK KA Publication of the Modified

Certificate by the CA

WPERAEA 5, GDCA {EHFLE HI 18] ARHZAT P E - KA 2] GDCA 1) H Sk
% E 5.

After subscribers accept a certificate, GDCA will issue the subscriber certificate to the GDCA
directory service system in the specified time.

4.8.7. BTN E AR &% HL A X FoAh SE 4R )38 45 Notification of Certificate

Issuance by the CA to Other Entities

[F] 4~ CPS %f 4.4.3 i,

See CPS Section 4.4.3.

4.9. EPEEEFIEER Certificate Revocation and Suspension

4.9.1. IF B BT Circumstances for Revocation

4.9.1.1. T PER#ERER Reasons for Revoking a Subscriber Certificate

B, RSO B —FhEk 2 R, GDCA WAZITE 24 /NI 2 A HIUBSIE -

VTP LA T 2 SRS IE 15

11 P51 GDCA ST IIIE Fiifs SR ARAF BB H A B8 ] B BT 9

GDCA K13 T k4, WEMSIEF AP RAT P AAHE S T

GDCA $K18 T iEHE, EBAXTIE TS FQDN 5% IP Huhik 5k 44 #52 A sl il B 38 E A
S K o

A HILLL TS B i —FhEl 2 Fh, CA RITE 24 /N2 PRESIESS, HALAES R2Z
PR IE -

IEBAFAF 4 Baseline Requirements 28 6.1.5 15 [ 5 6.1.6 5 IAH ISR ;

GDCA A k58 2 H AR

GDCA 3BT i e 1737/ WX CP/CPS i — I 8l 2 1 # K 54T ;

GDCA 3k [/ AEf[3 W] FQDN B IP bk s AN FREE SR VAT (a0, JEikRe ek
g 5 A T A A A BT, A N R AR VR AT &

A w0 b

A w0 Do

76



[] ﬁﬁlﬂﬂfﬂ!iﬂzfﬂ ﬁEL._I

GocA

e oL GDCA HE-FAEML S5 H) (V5. 7 FiO

© © N o O

10.

11.
12.

HR S P 25 1k, B TR N AR ) S T4 ) s

GDCA 3R il F FFUE 4 F T 4500 B R g 1k 1R 9 14804

GDCA BRI T & 15 B B E KA 5

GDCA 3K RiIE - %5 & R RE#F & Baseline Requirements %5k 8{ GDCA ] CP B CPS;
GDCA VAT AT Bl 15 & H BRAEGE 5 R 5 B 9 RS R

GDCA f{#f: Baseline Requirements 25 & EF AL J1 R R, BUpES B 261k, Bk
H ks 4E4" CRLIOCSP {5 B

CPS RS I JEAT B IR BUZ AW B I RS . BRI E . THENLEGEAE R, 2
L AR B eV R R s BURAT N s e A AN R R O Hoe il A5
S EL U 7

GDCA CABATHAM LS55, T AREM NS 2

CA B tH I T Al 3T P AV ER (MR IE 735, eS0T i aTAR S A 8% 5 th
THEASME (B4 Debian §5%%H, U.: http://wiki.debian.org/SSLkeys), EifE{E
BAROUESE, 1F B AR AR IR VR BRI

GDCA shall revoke a certificate within 24 hours if one or more of the following occurs:

1.

2.

The subscriber requests in writing that GDCA revoke the certificate;

The subscriber notifies GDCA that the original certificate request was not authorized and does
not retroactively grant authorization;

GDCA obtains evidence that the subscriber's private key corresponding to the public key in the
certificate suffered a key compromise; or

GDCA obtains evidence that the validation of domain authorization or control for any
Fully-Qualified Domain Name or IP address in the certificate should not be relied upon.

GDCA should revoke a certificate within 24 hours and must revoke a certificate within 5 days if one

or more of the following occurs:

1.

2.

The certificate no longer complies with the Baseline Requirements section 6.1.5 and 6.1.6;
GDCA obtains evidence that the certificate was misused;

GDCA is made aware that a subscriber has violated one or more of its material obligations
under the subscriber agreement and CP/CPS;

GDCA is made aware of any circumstance indicating that use of a fully-qualified domain name
or IP address in the certificate is no longer legally permitted (e.g. a court or arbitrator has
revoked a domain name registrant’s right to use the domain name, a relevant licensing or
services agreement between the domain name registrant and the applicant has terminated, or
the domain name registrant has failed to renew the domain name);

GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate fully-qualified domain name;
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6. GDCA s made aware of a material change in the information contained in the certificate;

7. GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or GDCA's CP or CPS;

8. GDCA determines or is made aware that any of the information appearing in the certificate is
inaccurate;

9. GDCA's right to issue certificates under the Baseline Requirements expires or is revoked or
terminated, unless it has made arrangements to continue maintaining the CRL/OCSP
repository;

10. The fulfilment of the obligations in the CPS is delayed or encounters force majeure, such as
natural disasters, computer or communications failures, changes of laws and regulations,
government actions or other causes beyond the reasonable control, causing threats to the
information of others;

11. Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
subscribers to pay; or

12. GDCA is made aware of a demonstrated or proven method that exposes the subscriber's
private key to compromise, methods have been developed that can easily calculate it based
on the public key (such as a Debian weak key, see http://wiki.debian.org/SSLkeys), or if there
is clear evidence that the specific method used to generate the private key was flawed.

KAETHIER, ST GDCA iEP RS 24 H i HFE, i1 CA. RA. 23 &
B H TR B (BFERS RGP R &M FER) FHET, AT PR AR 1
1. GDCA 5 RA. 3z# 258250 Bl & bl kA UL

2. ERRHRAE LA TR E B PO R R e S
3. HTEHNTE.

If the following circumstances occur, for the certificates using in GDCA certificate service system,
such as certificate using in CA, RA, LRA or other services entities (including equipment using
certificate in service system), GDCA can revoke the certificate:

1. Agreement between GDCA and RA, LRA has changed or terminated.

2. The private key of the certificate has been compromised or is suspicious of being
compromised.

3. The management consideration.
UEIT P RO B ISR IE A 22 4 R A i, AL EIE 1 GDCA JEATHil «

XFT SSLITLS MR #KUES, A HBLLL FAFRE —TUE LI, /AT e

1E:

1. 7EAT{T GDCA 73500 i e (s 4 5 1P Mkl A48 I AS PSR B e F A R, s
B A A R BUR) AR BT UGS . S LA I & 212k
34 T TR A4 SR U
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GDCA 3 H1—™ il B AT UE P F SR AIE— MR VEPE R T 1 73844

GDCA HI FHANERZ1EZ1T, I A AR AR CA AR UE 1 1 SRR PR AE
GDCA % RAF-T AR O Jmisp sy 828 1k, BRIk GDCA Tl zeflE, 4k:4k
" CRL/OCSP;

TEFS AR P 25 B0k 2 B 17 0 L FH 2 4 e B 7 S T 2 52 1 AU o

If certificate subscribers discover or suspect the security of private key of the certificate has been
compromised, they shall immediately notify GDCA to revoke the certificate. For the SSL/TLS server

certificate, if the following one or several cases have occurred, GDCA also needs to revoke the

certificates:

1.

The situation which of GDCA knew domain name or IP address in the certificate no longer
allowed been used by law, e.g. the right of registrar’s domain name has been canceled from
court or arbitration organization; or fail to renew the domain name etc.

GDCA knew a wildcard certificate was used for a fraudulent misrepresentation sub domain
name.

GDCA terminates the operation for some reasons and doesn’t arrange other CA to provide for
supporting operation of revocation certificates.

Unless GDCA make special arrangements, GDCA will continue to maintain CRL/OCSP, under
the circumstance of that GDCA's right to issue certificate has been expired, revoked or
terminated.

Technical content or format of certificate causes unacceptable risks for application software
vendor or relying party.

49.12. F% CA EPHRBEASERE Reasons for Revoking a Subordinate CA

Certificate

LU L B —FhEZ i, GDCA ZRTE 7 K2 WA F 2% CAET:

GDCA 343 T iEdfs, WEUSUEB AHXS R 2 CA RHE R 7 #i%E, SAHMFE
Baseline Requirements % 6.1.5 7 & &5 6.1.6 i (A1 S ER,

GDCA A5 1 IEA5 18 213 H AIESE

GDCA R RIF 2K K BERT & Baseline Requirements Z3k, Bid14% CA RAEFF&
CP/CPS;

GDCA Y RAEATHIAE 9 CA IEF T M5 B AER . A RSB A =S,

GDCA HH TAEM R T 1EIZE, HARS 5 — 5K CA BRI AR AHAIE F 50 Ik 55«
GDCA fk## Baseline Requirements 2% & UE 5 AL 1R 280, B e sl b, BraE
HAkLL4Ed" CRL/IOCSP {5 B
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GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1. GDCA obtains evidence that the subordinate CA’s private key corresponding to the public key
in the certificate suffered a key compromise or no longer complies with Baseline Requirements
of Sections 6.1.5 and 6.1.6;

2. GDCA obtains evidence that the certificate was misused;

3. GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or that subordinate CA has not complied with the GDCA CP or CPS;

4. GDCA determines that any of the information appearing in the subordinate CA certificate is
inaccurate, unreal or misleading;

5. GDCA ceases operations for any reason and has not made arrangements for another CA to
provide revocation support for the certificate;

6. GDCA's right to issue certificates under Baseline Requirements expires or is revoked or
terminated, unless GDCA has made arrangements to continue maintaining the CRL/OCSP
Repository.

4.9.2. & SRAE B34 324k Who Can Request Revocation

T SRAE P U ST 7S LA . GDCAL & Rl VENUMI AL RlVE N 51 o Ak,
WHTT DLV A SRR B 2 LA B A (1 20 =07 n] AP ACUE A3 ) AR 75 75 K
GDCA A & #L B U i 15
The subscribers, RA, GDCA, or judicial officials authorized by judicial institutions can initiate
revocation. Additionally, relying parties, application software suppliers, anti-virus organizations and

other third parties may submit certificate problem reports informing GDCA of reasonable grounds to
revoke the certificates.

4.9.3. P K KRR Procedure for Revocation Request

4.93.1. 3T P 3% Hi4EY 5115 The subscriber actively proposed to revocation

application.

L TP DML R LA RS P, LR S P R S A S RS S
IDE=gri

2. JEMHUMRAE RS iR IE2C4T GDCA, 1 GDCA S Sl -

3. GDCA #2fft 724 /NI IIEF RS FRIE iR 5%, 1T P ladad DL R J7 2R g H -
® E-mail: webtrustreport@gdca.com.cn

® Hif5hd: 95105813
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GDCA W HHiE J5 24 /NS P Ab BRARAS H i .

1. Subscribers may submit the revocation request to the RA and the RA will verify the identity of
subscriber and the delegated party.

2.  RA submits a revocation application form to GDCA and GDCA completes the revocation
operation.b

3. GDCA offers 24x7 certificate revocation requests service, and subscribers may request the
revocation of a certificate through the following ways:

® E-mail to: webtrustreport@gdca.com.cn
® (Call: 95105813

4. GDCA will process the revocation requests within 24 hours after receiving.

4.9.3.2. T P HRE RS IE S The subscriber is forced to revoke the certificate

1. 3 GDCA BUEMHIMA A CPS4.9.1.1 Pk B b 75 B4R 1T 7 BE-F5 I, GDCA 2
TEMHLR AT RN BR0n] A A B A 5 (U RE SR 17 RO IE 15
2. (RPN )S, GDCA BEMHLMR @& 2 17530, BARIEPE. Binss, JEAR
ZAT PSS R LA B B o 5 ORBERRER 1T I, AR E I, GDCA
X SRR AOALE A5 4 B I X o AT 2 7
3. GDCA #24 724 /NI AOTE-F5 1A R 75 A AL BRI AR o
4. BT FEN . SRR B R LA A S =00 R IS T BEAE AL ]
A, ANFAEH B tH I IR . IR TR SRR AR A4 S, AT AN
iR PR J7 AT )RR 7
® E-mail: webtrustreport@gdca.com.cn
® Hiifi5fY: 95105813
GDCA W EIHk i Ja, 7E 24 /NI A AZAE S )@l o N AT 2, IR T RU TR AR
HESRPUE f& U IE S -
(1) Pl i v
(2> AHDL ) R H B BRI A
(3) A o B VR AR S
(4> /1% GDCA CP/CPS FIGT J B S5 AH S A A7 5 1.«
(5)  PUTVEEHERL AR .
1. When the GDCA or RA has a reason stated in section 4.9.1.1 of this CPS to revoke a

subscriber certificate, related person of GDCA or RA can revoke the certificate through internal

81



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%-U\-‘L[E—\J-k%%m)rlu (V5. 7 ﬁ}i)

formalized process.

2.  After the certificate revocation, GDCA or RA will use appropriate ways, including mail, phone,
fax to notify the final subscriber that the certificate has been revoked and the reason why to be
revoked. If we cannot contact subscriber, if necessary, GDCA will publish the information of the
revoked certificate on its official website.

3. GDCA maintains a 24x7 certificate problems reporting and processing procedures.

4. The relying parties, judicial institutions, application software providers, anti-virus organizations
and other third parties may contact GDCA timely through the following ways in case they found
any suspicious problems in relation to the certificates, such as private key disclosure or
suspicious disclosure, certificates abuse, the use of certificates to sign suspicious codes etc.

® E-mail to: webtrustreport@gdca.com.cn
® Call: 95105813

GDCA will investigate the reported problems of certain certificates within 24 hours of receipt, and
will decide whether or not to revoke the certificates based on the following criteria:

(1) The nature of the alleged problem;
(2) The number and frequency of certain certificate problem reports received,;
(3) The entity making the reports or complaints;

(4) Subscribers’ compliance with the GDCA CP/CPS, the Subscriber Agreement, and other
relevant specifications;

(5) Compliance with existing laws and regulations.

4.9.3.3. B TFAEAR & LA A B uE 3844 Revocation of electronic certification

service organization certificate

/

%+ GDCA HMIEF A ZE 1, GDCA MRS CPS R AE P 2 75 A il 15
Xt T E 5O A BB 2 K 45 GDCA [ 4t CAIES, b iz i B 5w v 2 Ry il e
PATHIEH -

For GDCA's Root CA certificates and Subordinate CA certificates, revocation will be determined

according to this CPS. For the subordinate CA certificate issued by a Root CA of OSCCA,
revocation must be determined and performed by OSCCA.

494, 5 K % R #H Revocation Request Grace Period

R SR H B B e A T SRR A A, RO SR AU A B B S R A 8
NI AR MY o FLAT U T DAL A 48R 2R 2L A BEHIT 1 48 /NI R H
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If key exposure occurs or suspected occurs, revocation request must be submitted in finding
leakage or leakage suspicion within 8 hours after key exposure or suspected exposure is found.
Revocation requirements caused by other reasons must be made in within 48 hours.

4.9.5. B T-AE AR 5 D10 AL BRI AR TE SR BB PR Time Within Which CA Must

Process the Revocation Request

GDCA AbFE IR 15 =K 11 JE B/ 24 /NE o

The cycle of GDCA processes revocation request is 24 hours.

4.9.6. TR EIE BRI ZESR Revocation Checking Requirements for

Relying Parties

GDCA UL/ IR ST, K77 nI7E GDCA 1Mk bt 47r 2 il

GDCA provides online query on revocation status. The relying party can query on the GDCA
website.

4.9.7. CRL RAi#ZE CRL Issuance Frequency

%tF i ROOTCA (RSA) iF45. GDCAROOT CA iE+5. ROOTCA (SM2). GDCA
ROOT CAL IE B R KT CA P& K HIT 7k, CRL K&AGH N 8 /it .

Xf Tt GDCA TrustAUTH R5 ROOT k5. &t R5 2 CA iE+f5. GDCA
TrustAUTH E5 ROOT 25k 2 CA PSR HIAT FHIET:, CRL A&Af A HI0h 24 /i, H.
nextUpdate 7B FR{EL AN HE H thisUpdate {H 1 10 KL .

XFFH g CAETS, GDCA K CRL AATFHIN 12 > H ot h 4 CA ik,
GDCA 7ERAN 5 24 /NsF 2 I EE ¥ CRL, H. nextUpdate o B fE AN Y thisUpdate 1/ i
12 HEl ks

TEHRIR 200 T 7T LU CRL STED AR (B N 2% A& 4 26 E RESE (F4E), CRL 57
B A= %0t GDCA il 5 R AT SRS HRE o

The subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CAL1, the CRLs are issued every 8 hours.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, %%
X R5 #R CA iE43, and GDCA TrustAUTH E5 ROOT, the CRLs are issued every 24 hours, and the
value of the nextUpdate field is not more than ten days beyond the value of the thisUpdate field.

For the subordinate CA certificates, GDCA updates and publishes certificate revocation list (CRL)
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every 12 months. In case the subordinate CA certificates are revoked, GDCA updates and
publishes the certificate revocation list (CRL) within 24 hours after the revocation, and and the
value of the nextUpdate field is not more than twelve months beyond the value of the thisUpdate
field.

However, CRL can come into effect immediately determined by release strategy made by GDCA in
special emergency circumstances (assuming that the network transmission condition can
guarantee).

4.9.8. CRL RAm KI5 J5 i) 1] Maximum Latency for CRLs

GDCA Y] CRL A e it J i 18] A AT A W2 S5 1Y) 24 /NF A

Maximum latency for GDCA's CRLs is 24 hours after release cycle.

4909, EELRAEBZE WK A A Online Revocation/Status Checking

Availability

GDCA A iF 51T J7 AR 48 77 $e A 78 26 UF PR &S &l IR % . OCSP M B 20 75 &
RFC6960 {123k, Jf H i OCSP M5 #2544 . OCSP AR5 #8 Ik 13 5 IE/E B R A HIE
FHFE— CA 2Kk, OCSP k4 # ik 456 & — > RFC6960 & M I KM K
id-pkix-ocsp-nocheck f1# 2 37 .

GDCA supports OCSP responses for subscribers and the relying parties. The OCSP responses
conform to RFC6960, and signed by an OCSP Responder whose Certificate is signed by the CA
that issued the Certificate whose revocation status is being checked. The OCSP signing certificates
contain an extension of type id-pkix-ocsp-nocheck, as defined by RFC6960.

49.10. FELIRESEWESR Online Revocation Checking Requirements

F P AT DL AT IEOIRAS A i), GDCA A B BAT AT AL BURLER

GDCA #24}t Get 1 Post 777 2] OCSP A k%5 .

XFF AT FHETS, GDCA F/4EPY K HH OCSP {5 2. OCSP i b [ e KA %A 10
Ko ST ELMEHUET, HITEH OCSP.

XFT gk CAEF, GDCA Z /b4 12 /4N 8T OCSP (58 . i CA iE$
INf, fE 24 /M A EE BT OCSP {5 2.

S ARE R MHE-BEIPRASEIER, GDCA AiRE “good R

Users may feel free to inquire status online. GDCA does not impose any access limits.
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GDCA offers the OCSP service using both the Get and Post methods.

For subscriber certificates, GDCA updates the OCSP information at least every four days.OCSP
responses from this service have a maximum expiration time of ten days. For the revoked
certificates, OCSP status will be updated immediately.

For subordinate CA certificates, GDCA updates the OCSP information at least every twelve months,
and within 24 hours after revoking a subordinate CA certificate.

GDCA does not respond with a "good" status for the request for status of a certificate that has not
been issued.

49.11. #4EE BEAM R AR Other Forms of Revocation Advertisements

Available

GDCA AR At (5 B H Al A AT

Currently GDCA does not provide other forms of announcement about the revoked certificates.

49.12. E4H B E KR B E R Special Requirements related to Key

Compromise

FRA CPS 5 4.9.1 WHUE AL, 2001 P BEMHLI IS 3 8 O 42 s mlc v]
B LR EI, AU ] GDCA 2 HIE B A i K

Except for the case described in CPS Section 4.9.1, when certificate key of subscriber or RA has
been or may have been lost, certificate revocation request must be made to GDCA immediately.

HEFT P RAAMR 28 =05 WIARSE A CPS H5S 1.5.2.1 Trh gk & 730, #1xf i GDCA
R ) H AR B RES Je AT HIRE TS, ) GDCA & HHIE S M g8 1 ity a5 e
FICAR Ik 22— UE WA A AR 5 00 N A AL B -
> RRA P ER AL EHRE A CSR,  JRAEIE A Wi “Proof of Key Compromise

for GDCA”; &k
> HEERSR AR ER AL

GDCA W] F 155 A 2 5 5 i FAth Ik WY AL B I 2 1 52

Non-subscriber third parties may report a key compromise of an unexpired, unrevoked GDCA
certificate according to the contact information described in section 1.5.2.1, using one of the
following methods to prove possession/control of the private key associated with a certificate.

»  Submission of a CSR signed by the compromised private key with the Common Name “Proof
of Key Compromise for GDCA”; or

»  Providing the private key itself.
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GDCA may allow additional, alternative methods that do not appear in this section at its own
discretion.

49.13. iEPEEAERE Circumstances for Suspension

AEH]

Not applicable.

4.9.14.  ERIEFHEREK S Who Can Request Suspension

AEH

Not applicable.

49.15.  EHEIFERFITFE Procedure for Suspension Request

AEH

Not applicable.

49.16. HEABIRFRS] Limits on Suspension Period

ANEH

Not applicable.

4.10. EFIRASIRSS Certificate Status Services

410.1.  BAEHFE Operational Characteristics

AL CRL. LDAP. OCSP #HIIEFRRAS, Bk sUKIE RS IR S5 B 1%
ST U SR A A BT A I SR 0] R S b ETL R

X FHEREE TS, GDCA TEUET RHIRTAMIER HAE CRL H A iIdxk. GDCA
AR CRL AR 25 44 1UE i ) fi i %

GDCA AR OCSP i 5% #5 H IR 10 3%

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate state
services described above should have reasonable response time and concurrency process
capability for query request.
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For the revoked certificates, GDCA does not remove their revocation records from CRL prior to
expiration of such certificates. GDCA does not remove the revocation records of code signing
certificates from the CRL.

GDCA does not remove the revocation records in the OCSP responder.

4.10.2. RS AT A Service Availability

GDCA $2fft 7%24 /o FHIE IR S A WIAR S, How REis () ANE IS 10 b BPZER 2% 7o
VFRIME LT, 1T 7 Be 8 SE SR A PR A A RS

GDCA provides 7X24 certificate status query services, and the response time is of ten seconds or
less. If the network is permitted, the subscriber can timely obtain certificate status query services.

4.10.3.  TJIEHRFE Operational Features

UEFIRES 0 oAl ATk ik 5577 91T M A GDCA fi5 € 1) CRL Hihik, il H k5%
RSN RS, AWIE T CRL BIAM, HHATIEFRES KA,

Other optional service of certificate status for subscriber is using CRL address which is specified by
GDCA. The subscriber can query and download CRL to query certificate status locally through
guery system provided by the directory server.

4.11. ITML5 End of Subscription

IS R AL DL S L

1. HiT IR GDCA SR EEHIE U AIEFS I, WAZil[A] GDCA $2 i EFHH i Fi i
HIE IR A CPS 28 4.9.3 TiHIE . GDCA MEHIET /S, FAIT AT A T 8 IE
&

2. HUEPARONAARIG, 17 RIG S0 55 Hewt, REIT P AT AT 9 IE (R

3. UEPAE ROV, SO BATIE S R e P R, R il AT AT A

The following conditions shall be deemed that the user terminated the use of the certificate services
provided by GDCA:

1. When the subscriber stops using certificate provided by GDCA, an application of certificate
cancellation must be made to GDCA. The application process is described as CPS Section
4.9.3.After GDCA revokes the certificate, it indicates that the subscriber’s ordering behavior
has been formally terminated.

2.  After the expiration of the certificate, if the subscriber doesn't pay the renewal service fee, this
indicates that the subscriber’s ordering behavior has been formally terminated.
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3. After the expiration of the certificate, if the subscriber has not carried out certificate or key
update, it indicates that the subscriber’s ordering behavior has been formally terminated.

— B PEIE A SO 21048 F GDCA FOAE A IERR 55, GDCA 7EHbvHEH 2k iE R
J& S SERTFEIZIT PR Y, %8 CRL RAT SR AT R AT s GDCA TELHAE Y E
PR AR I 2 PR T W 55 SRS AR 15 AR VT P B AT )R

Once the user terminates the use of GDCA certificate authentication services within the certificate
validity period, GDCA will revoke the certificate in real time after approves on his or her request for
termination, and release in accordance with the CRL distribution strategy. GDCA will record the
process of revoking certificates in details and archive the certificates whose subscription is over and
the corresponding subscriber's data regularly.

4.12. BHAER. &H5KE

Key Escrow and Recovery

4121,  FHER. B 5K E RS 5478 Key Escrow and Recovery Policy

and Practices

%tF H ROOTCA (RSA) iF45. GDCAROOT CA if-i. ROOTCA (SM2). GDCA
ROOT CAL IEHEE K4k CA P K (T ik +:

GDCA ZERiT P b AUfd FH AT P 1B E PR A s 2 %A% . 1T T LAZ4E
GDCA AT AT AR RS 42 B A 1 SRHRAE o B T35 24 FABHIE 2R BT U % R T 7
H T k4H, GDCA Xf A KH 3T4F

TEFIT P A 50 B GDCA AT ) AR S B O g A R, IRl
RAAEAEH P OTE I, MU P R ERE NS %R, ATLAR GDCA 2
EWRE N %, GDCA &) R HBE I F LS. W2, B2 g, N
VIS A R 2 25

UEPBT PRI 4 B I T 7 AT, GDCA ANE3Z1T 48 44 S F R A A

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CAL:

GDCA requires subscribers to generate signature key pairs by their own certificate carriers.
Subscribers can authorize GDCA to generate signature key pairs and other related operations.
Subscribers shall undertake the responsibilities by themselves for the losses incurred by the loss of
signature private key, and GDCA refuses to take the corresponding responsibilities.

The certificate subscriber's encryption key pair which is applied for by GDCA on behalf of the
subscriber is generated and also managed by Guangdong key management center. When the
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certificate subscriber needs to recover the encryption key, the subscriber may apply to GDCA for
recovery. GDCA will accept the subscriber's application and help the subscriber recover his or her
encryption key according to the corresponding rules and procedure of Guangdong Electronic Key
Management Center.

Subscribers shall keep signing key pairs by themselves. GDCA does not provide the key escrow
and recovery services for subscribers' signing key pairs.

T GDCA TrustAUTH R5 ROOT iE+Hi. #%kf 48 RS R CA iE+i. GDCA
TrustAUTH E5 ROOT 25Kk 2 CA P& K HIAT FHIE+:

WP T P EAT AR R W SR 2B B & iR 47, GDCA ZLRAT b4
i 6 A BB I FIPS 140-2 55 — 2050 BRI -2 25 R E AL BH , SR ORFFX AL EH I
ME—4%]. 7R PAZHE GDCA AT P HEATAE U FHXT AT CSR. (RIAVEHIE 2 | itk 55
it AR R 1T P E Ok dH, GDCA XL AR TAE

GDCA MNEMEIT F FAVH HEE AR E R 55 -

For subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT certificate,
$re iR R5 A CAEFS and GDCA TrustAUTH E5 ROOT:

The key pairs of subscribers shall be generated by the subscribers themselves. In case the key
pairs are to be stored in a cryptographic hardware, GDCA requires that the subscribers must use
cryptographic hardwares that meet or exceed the requirements of FIPS 140-2 level 2 to properly
keep the private keys, and must always keep unique control of the private keys. Subscribers can
authorize GDCA to generate key pairs and CSR. Subscribers shall undertake the responsibilities by
themselves for the losses incurred by the loss of signature private key, and GDCA refuses to take
the corresponding responsibilities.

GDCA does not provide key escrow and recovery services for the subscribers' private keys.

412.2. SEEHRBESKRERIEIEFITHN Session Key Encapsulation and

Recovery Policy and Practices

FERS IR AEH L E 5 B 17 FORFE 2T E S, B ER G R EE N AT
e E AN, %2EMNA CHRMEIRE ST

The session key is packaged in digital envelope using asymmetric algorithm. The digital envelope is
to encrypt the session key using information recipient's public key, then the recipient can use their
own private key to decrypt and recovery the session key.
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5. INENIA R BEMEEIEEH] Facility, Management, and

5.1.

Operational Controls

YIFEFEH] Physical Controls

5.1.1. Hihr B 584 Site Location and Construction

GDCA (¥ S ANHL S e A% IR B b e St -

The GDCA's building and data center shall be constructed in accordance with the following

standards:

> GBI/T 25056-2018 ({5 2 AR IEFINIE RS TS S HAM R 2 A BARIIE)

> GM/T0054-2018 ({55 ARG A NI R ASZIK)

> GB50174 (TR ARG vit M)

> SJIT10796-1996  THHHLHLE: G SR B AR AF)

> GB2887-2011 (iHHALY s M)

> GB30003 (HLF i+ HLALES it T & B o)

> GBS50222 (I N AREEAE B it Bl KVE)

> GBS50116 (KK HahiihiE ARG st iie)

> GBS50057 (ML BLHHLTE)

> GBS5054 (iR fic i e i )

> GBA19  CRERIEM S 2SI it M)

> SUT10796  (IHSEAHLMLES I SR AR L)

»  GBJ/T 25056-2018 “Information security techniques- Specifications of cryptograph
and the related security technology for certificate authentication system”.

» GM/T0054-2018 “General Requirements for Information System Cryptography Application”.

» (GB50174 “Code for design of electronic information System Room”.

» SJIT10796-1996 “Specification for raised floor of computer room”.

» GB2887-2011 “Specification for computer field”

» GB30003 “Construction and acceptance test code for electronic computer room”.

» GBb50222 “CCode for Fire Prevention in Design of Interior Decoration of Buildings”.

» GB50116 “Code for design of automatic fire alarm system”
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»  GB50057 “Design code for protection of Structures against lightning’
» (GB5054 “Code for design of low voltage electrical installations”
»  GB/J19 “Code for design Of heating ventilation and air conditioning”

»  SJIT10796 “Specification for raised floor of computer rooms”

GDCA LG AL T L T g XA LB, & — WA SE I e, HaBifg. Bk, Bi
Ky BiEEDIRE, BEANLG @G G ME—R N A& RS, GDCA LAl 1% IR DRE
B0 REIX . BHEX ., #EX, AKX AAXIR. AL LA 6
HBENFZAL X 35 o

The data center of GDCA is an independent building located in Shishan Town, Nanhai District,
Foshan City, Guangdong Province. The basic protection of GDCA's data center include:
shock-proof, fire-proof, water-proof, lighting-proof, etc., and with only one entrance and a single
road. According to the functions, GDCA data center divided into core area, service area,
management area, operation area, and public area. Only the personnel officially authorized by
GDCA could access the restricted areas.

5.1.1.1. AFEX IR, Public Area

AKAFEAL, K, (R25, W8 SRS RS R .
Public area includes the entrance, lobby, security room and etc., deployed with various supporting

facilities and monitoring devices.

5.1.1.2. #1EX Operation Area

BRAEIXGE RABRIE N G VE BN DU AR X, 75 2 ADNUR R S A IEA AT LA,
N Gk A E BT H Sl MR ITaG, I A (AN R e 5 BE B9 s o

Operation area is a working place for RA operators and administrators. Anyone who wants to enter
the operation area needs to use two-factor authentication.. Every access behavior to the operation
area has been well recorded. From this level of areas, all the walls are strengthened by high
strength protective wall.

5.1.1.3. B [X Management Area

EHIX 25 RA BHEHIG, CAEH, Bk, HilEhla, MEEMR, sl
B, s RAM CAEH O, Wit mAMMEE 224 R TAEX, R RvrE H i IXCHUE rE B
AHEN, PR B G R OO 2R B A IEA ] A

Management area is a working area for RA and CA administrators, auditors and network security
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officers, installed with the RA management console, CA consoles of management, issue, and audit,
and consoles of network management and monitor. Only authorized and specified administrators
have the rights to access this area. Enter this area requires two administrators to usetwo-factor
authentication.

5.1.1.4. k%X Service Area

RS X FE 223 M LDAP RS 75, OCSP k%575 . RA FMHIRSS S4tik 4, R A
AR5 X e A BN Gt N, 75 AN O R A OUER 2% B A A IEA A BAIEN

Service area is installed with LDAP servers, OCSP servers, RA register servers and other related
devices. Only authorized and specified administrators have the rights to access this area. Entering
this area requires two administrators to use two-factor authentication.

5.1.1.5. %L X Core Area

Baols DO BRAE, DS REHRE MORIS 11, 95500 CA 24 MR% 2%, CA MUl
FEBRSE  KM BERIRFBIR S 30 I TRV AR SR AL, B AU VR DX L BB
B T EL 7 S 5 IR 4 PR 6 S5 UAGE AT LA . ST A S
Blo X, AR E VR

Core area, a shielding zone with high strength steel security doors, is mainly installed with CA
signature servers, CA database servers, KM key management servers, timestamp servers and
other core devices. Only authorized and specified administrators have the rights to access this area.
Entering this area requires two administrators to use two-factor authentication. The password ark
for storing confidential information is also placed in the core area.

5.1.2. YIE ] Physical Access

GDCA WL WA 9 BT 2B T I TEE R G 1 MBI AR E 3, X T14E R gt
TSR, SERFERE AR BURE, I TIEE R G EAR . 2 R G RE LI BRG]
wRL AT EMNIRE . TAEN ST SR R B S804 aek, JF Hit
HY T [ THRAT I (B SR AR SGAE B AR, R85 X S A% 0 X 75 22 93 A B 0% ) s P
R R AR SUE R A T ABEN, HL5 AR SN B AR, A X 1450
SKHHATREERAR, R RO

In the data center of GDCA, it has 9 doors installed with electronic access systems and one
physical intrusion alarm. The electronic access systems are monitored, with real-time access
records to set permissions of access, and can set an alarm when the doors are opened over time.
The staff is required to use the identity card and fingerprint to open every door, and each access
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behavior has been recorded with time-stamp and related notice. Enter the service area and core
area, two administrators need to use ID cards and fingerprint identification at the same time before
entering the room. According to daily working specification, the specific personnel will archive the
access records on a monthly basis, and retained for one year at least.

YRR el P ) G 4R J LA I T -
a) ARG BHIFZIEEH . TENRFEH S R R G S DL BIREUE 2
AR, g R I DR AE BN
b) WERG: MRAEEMANEEAN AEIEHE FBIIFIT. AR RN I T4 578 1 DL 8
Rifil R E R RE RGBT E .
C) MIERG: HIVAMYIENRE R AEHAIICERMGEE RS, 24X
FNAE XAEAT 7%24 /NI ARIWSFAR . T BRI 2R 6 N, DA,
Physical access controls includes the following aspects:

a) Access control system: It is used to control access to the doors on each floor. Staff needs to
use identity card with a password or fingerprint to enter and exit. Entering or exiting every door
should have the time records and related notice.

b) Alarm system: Alarm system will be triggered by any illegal intrusion, unauthorized opening,
long time opening and other abnormal situations. Alarm system can clearly identify the alarm
location.

c) Monitoring system: video monitoring system is working with access control systems and
physical intrusion alarm system. The monitoring system is responsible for continuous
recording the restricted area and operation area within 7*24 hours. All video records will be
retained for at least 6 months in order to future inquiry.

5.1.3. 22 3% Security Monitoring

WRIEHLD B TR OR 2 % R G ESR, AW R G EAEN T R4 B
AT 248, UPS kel R 48, MBI T R4, B WUl #2498, BIRER
My &2, WAKEN TR, BT 2%, 12T RS KERET RS MR
B WUAIRERIRGL. 220 RGUIRGLEEAT 7*24 /NEFSEET I, Dol R i, 5
R R, RO R R Ry 6 M H L.

According to the requirement of data center power and environment security monitoring system, it
includes electronic detection subsystem, UPS detection subsystem, air conditioning equipment
detection subsystem, fresh air machine detection subsystem, temperature and humidity detection
subsystems, water leakage monitoring subsystem, fire control subsystem, access control
subsystem and image monitoring subsystem. The system carries out real-time monitoring of
infrastructure equipment status, data center environment condition and the security system status
within 7*24 hours. In order to meet the need of fault diagnosis and post audit, monitor records will
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be retained for more than 6 months.

5.1.4. Hi, /75 %% Power and Air Conditioning

AN R PR TT s ARt . — B S L, BCEA LT IMRCHEALE, B
Dt BA ML BB . SHIBTE RSt Hlbi R T ANt L & 48 UPS, Al di2 it
KT 8 /NIRRT HLG5 XK T B bt SEEUMLAE., RS as. ML i &5
REEREAN TR .

The data center uses dual power sources and a diesel generator for supplying electricity, and has a
specialized electronic distribution room. The GDCA data center is equipped with independent
power distribution equipment and the lightning-proof system. The data center area is supported by
uninterruptible power supply which can provide more than 8 hours extra power. The data center
area also takes anti-static to protect cabinets, servers and network devices.

BLG5 72 R FH AP PR as LA, S A X AP RES LA TS B AE TR . B3 12 1R
300kcal/h m2 # it 5. HEEIMLIHEE: 35°C: AFEIMEIHEE: 0C; M5
BNEIHRE: 224°C, MXEE: 5545%h o [Fif, YUEZE THRAS, SHl5Es
ATH, RAEHLGS A 23 A0 TR T IRV L D R L e 2 08 ¥k ) SR 55 ) AL

The data center’s air conditioning adopts air cooled condenser unit. The air cooled condenser unit
is placed in the attic outside of the data center. According to 300kcal/h * M2 heat load, outdoor
designed temperature is 35 Celsius degrees in summer and 0 Celsius degrees in winter. Indoor
designed temperature is 22 +_ 1 Celsius degrees and relative humidity is 55 + 5%/h. Meanwhile,
the data center is installed with a fresh air system for ventilation to ensure air quality inside and
solve the problems of fresh air supply to meet the demands of specified air cleanliness, etc.

5.1.5. K v Water Protection

NBTIR K FERHLSS B, GDCA FENLD: 14 = N i B AKIE RS IRk E
R 2 e 2 A R s, — BRI K SRR S, Sl - N RN, S it . R A2
WA VU P S HE KT8 Rtk i, — EURAEK R, JKBESERIHEE S 2%, JEX TSN E B
(HES LU

In order to protect the data center from water disasters, GDCA set water leakage alarm system
inside the air conditioner room of data center. Once the flood is detected by detection ropes
surrounding the air conditioners, the system will alarm immediately and notify related personnel to
take emergency measures. At the same time, the data center is installed with a drainage ditch and
a drainage floor along the periphery of the wall. Once the flood has occurred, water can be drained
immediately, and all exterior windows are sealed.
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5.1.6. KR PP Fire Prevention and Protection

GDCA M3 N 75 X IEIR T 1 I AR R R PRI 2% IR 238 1 KR B el R4
RARBEKKARGE, SRGRA A T UM 238 (E =H R 377 3
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The data center of GDCA uses smoke and temperature fire detectors in each area, and installs the
fire automatic alarm and gas extinguishing system. The system has three operation modes
including automatic, manual and mechanical emergency.

In the automatic mode, when protection district is on fire and detected by two independent alarms,
fire alarm controller will immediately trigger a linkage signal. After 30 seconds’ delay, the fire
extinguishing system will be turned on. At the same time, alarm controller receives feedback signal
from the pressure signal device, and the door light will be on in protection area in order to avoid
personnel strayed.

AP X aE AN LR, T RUEN B X TN a0 B shEHoT K, RGH
FPREFHR B TR, AP O JCER, REEE g AR MIREE S, ANamtsifE
67 HMEPEN GIBRIAKE, %N 32 ] AR sl iR 37 X AN S0 shi%dl, BRI SZE S
ENARGE, WU K

A FARURNAR RN, ATIEA AR A SEIA UM SR AE R 30 .

When the staffs work in the protection area, the automatic/manual switch outside the door in the
protection area can be used to turn the system from automatic into manual. When the protection
area is on fire, the alarm controller only sends the alarm signal and waits for operator to confirm,
operator can press the control panel or shatter emergency start button in protection area to activate
the system by using gas fire extinguishing agent.

When automatic and manual modes both fail, operator can activate mechanical emergency
operation in the ampoule storage room.

5.1.7. A 7% Media Storage

GDCA XFnEAy A ORISR A2 B ks Bk DS B By Jesh. B g,
B BRI SRR AT R SR T A B iEm M A B & s B
SEFE S I T W 2 AR

GDCA meets the following physical media storage and use security requirements: fire-proof,
water-proof, shock-proof, moisture-proof, corrosion-proof, pest-proof, static-proof, electromagnetic
radiation-proof, etc. and implement media usage registration, media copy protection, information
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Confidentiality and other measures to achieve the security protection of the media.

5.1.8. R Waste Disposal

= GDCA AFHI4RsK SO AR L CAN P 7 2B A A PR S, b IR U fti 4
8 R BRI . FRS R ANE TR S B A A A BRAE AT IR AL B AT AR S 1) i e 32
BT RS H AT A I AT D B AR B

The written documents and materials of GDCA shall be destroyed when they are no longer needed
or exceeded the expiration date, and must not be recovered. Cryptographic devices and media with
sensitive information will be initialized and physically destroyed by using manufacturer’s method
before disposal.

5.1.9. SRy Off-Site Backup

GDCA AL T st Bl & iy poe, AEFI LTI X et R Gu it . o T H S A
AN A AR S AT SRR R A

GDCA has established a remote data backup center. It backups the core system data, audit log
data and other sensitive information by the specialized software at off-site location on a daily basis.

5.2. FEFF#E#] Procedural Controls

5.2.1. A& /£ Trusted Roles

f£ GDCA Ut FYIEIR ST IERE T, BEMAT EREMIIES AT . (R &2
AR S0 S PR AR B #8. GDCA MU ATE M th. XM O UFEEARRT: &
PAMEME RS MEEANG. REAEEANR, ZEW AL S EHEN RV FSHREAN
15, AR ALAAFRANER L GDCA 1 b A st B i

In the process of electronic authentication service provided by GDCA, a person who can essentially
affect the processes of certificate issuance, usage, management and revocation, and other related
positions which are involved in key operation is considered as trusted roles. The trusted roles
include but are not limited to: key and cryptographic equipment administrators, system
administrators, security audit administrators, business administrators and business operators, etc.
The specific job names and requirements shall be subject to the GDCA job descriptions.

5.2.2. FIOES = E R M Roles Required per Task

GDCA £ F A 55 JTE et SCH A 55 BEAT P A 1, BURRAT FREZ DAl et
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GDCA strictly defines the controls of core missions in specific standards. Multiple trusted roles shall
be required to jointly complete the sensitive operation. For example:

1. For operation and storage of the key cryptographic equipment, it requires at least three of five
trusted persons to operate.

2. For background operation of the certificate issuance system, it requires at least two of three
trusted persons to operate.

3. For review and issuance of the certificate, it requires two trusted persons to operate.

5.2.3. FMEAKRHEXR Identification and Authentication for Each

Role

GDCA Jirfy AH T {5 1 AR IR N AR 225 — @ R Py I SEIE » %5 UERE /3£ GDCA
AN GRS A B 2% 1 R E

All current staff who undertakes the trusted roles in GDCA should pass certain accreditation
process. This process is set out in the GDCA personnel management regulations.

5.2.4. FEHFR/BH M Roles Requiring Separation of Duties

ARIERG 24, HEIEREM B MEL, Bl GDCA KI5 Mt AR A4
f£. GDCA #ATHRTT 73 BRI A th, AFFRAEANR T F 21 f

a) EFk %2

b) IEF5Ek CRL 2k

O ARGy

d) CAZPEH

e) ZAH It
In order to ensure security of the systems, it should follow the trusted role segregation principle that

the trusted role must be assumed by different personnel in GDCA. Roles requiring segregation of
duties include but are not limited to:

a) The acceptance of the certificate businesses

b) The issuance of certificates or CRLs
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c) System Engineering and Maintenance
d) CAkey management

e) Security auditing

5.3. AR Personnel Controls

5.3.1. e EHAMEITIRER Qualifications, Experience, and Clearance

Requirements

GDCA X & H I E A 1t TAE N G2 IR B A BR

Hg RIS TS .

A E R R A GDCA 45— HF S B B

B5F GDCA 15 K A HNTE . B A o
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IRIERZ G 77 e L

N o g M w doE

The qualification requirements of person who undertakes trusted role in GDCA are as follows:
1. Good social and working background.

2. Complying with state’s laws and regulations. Obeying GDCA’s unified arrangement and
management.

3. Complying with the GDCA related security management norms, regulations and specifications.
4. Having good personalities and working attitudes, with good working experience.

5. Agood team player.

6. Noillegal and criminal records.

7. Staff in key and core positions must have related working experience, or pass GDCA's related
training and examination before they start their work.

GDCA ZER7e 2 n 5 M iy N 52 2D b iU 4 Bk RIS SOt AR A TERY
Wi CA Iz AT E M TAE . JRAT ML KA RIC KA

A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and
dedication to work, without other part-time work that affects CA daily operation, no major bad
records of this industry and etc.
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5.3.2. B R EFERERF Background Review

GDCA =i 54 K HBUMER MM AL E1F, 6B vl {5 A THIHE SR A

B A BRI G AT RS RN IR AT A B 0 5 1 [F) mon) HadEAT 1 R A . 5 50l
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GDCA may collaborate with governments and investigation organizations to complete background
review for the trusted roles.

All employees who are trusted or apply for shall have a written consent that they must go through a
background investigation. The background investigation complies with laws and regulations. The
content and method of the investigation, officer engaging in the investigation shall not violate the
laws and regulations. The background investigation will be conducted legally, in which background
information of employees will be checked through the organization concerned.

HWRIFAED N BEAHEMERE,

AR AW TR, BOLHEr:, #E, 2 RATHKRE,

ST AR S B A A H ANE B AR AL IR TR, AR I8 R & 22 4275 TH 4
Bo X T RIHAEARUE A5 (1 8 b (o7 AT S T 1 2
Background review including: basic review and full review.

Basic review includes reviewing work experience, job recommendation, education and social
relation.

Full review includes reviewing criminal records, social relations and social security apart from
basic review. Full reviews must be carried out for key roles that involve with publicly trusted
certificates business.
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The review procedure includes:

a) The HR department is responsible for confirming candidate’s personal information. Candidates
should provide the following information: resume, the highest degree graduation certificate,
degree certificate, qualification certificate and identity card and other related valid certificates.

b) The HR department identifies the authenticity of the information provided by candidates
through telephone, correspondence, network, visits and other forms.

¢) Inthe background investigation, if GDCA finds the following circumstances, GDCA can directly
refuse qualifications of trusted personnel :

® There is fabricating facts or information

® With evidence of the unreliable staff

® Use illegal identification or education, qualifications
® The behavior of serious dishonesty in the work

d) The HR department checks candidates through on-site assessment, daily observation,
situational test and other methods. Appropriate arrangement is made according to the
investigation result.

e) After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At
the same time, GDCA will also be in accordance with the relevant organization regulations of
personnel management and make job examination on in-service staff who assumed trusted
role, so as to continuously review these employees’ trustworthiness and working ability.

5.3.3. FYIE R Training Requirements

GDCA MR AT 5 M AL TR, 8 TAHRII R RTER I, SR AR T
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Based on the requirements of trusted role, GDCA gives the corresponding pre-job training. The
comprehensive training contents are as follows:

® GDCA operation system

® GDCA technology system

® GDCA security management strategy and mechanism
® Job responsibilities requirements

® PKI basic knowledge

® Authentication and the policies and procedures of audit
® Disaster recovery and business continuity management
® CP. CPS and related standards and procedures

® GDCA management policies, systems, measures, etc.

® The laws, regulations, standards and procedures of electronic certification service in
China.

® Other needs of training

GDCA 4 51 TZ IEE I LB AR IFAF RS, X T28K SSLITLS RS54 EF5 A1
AL A UE TR AN AZ 01, b AT A0aE 15 Il 914 %) Baseline Requirement 1
TR NG I LA Iy b 2R e 7K P o

GDCA keeps a record about the participation in the training. The operator and assessor who issues
SSL/TLS server certificates and Code Signing certificates must pass the training and reach the skill
level required by Baseline Requirement which engaged in this work before starting the work.

5.3.4. BEHIARIMESR Retraining Frequency and Requirements

P e S A s AR E E A RN G, RELIE DR GDCA AL
— o MFWERGEEM KK, FEEDPAT— R REREM ARG I 1A,
GDCA R IRTEHU R G T SRS ER, AN IR 2R N 13t AT 4R a5
For persons acting as trusted roles or other important roles, they shall be trained at least once a

year by GDCA. Related personnel for operating authentication system should have the training of
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relevant skills and knowledge at least once a year. In addition, GDCA will provide ongoing training
for employees irregularly according to system upgrade, strategy adjustment and other
requirements.

5.3.5. T RO B MIFF Job Rotation Frequency and Sequence

GDCA FEHR N 5 1) AR b A7 56 0 SRR K A s AN LR PR 22 7 B SR 17 1) o

GDCA will define and change the Job rotation cycle and the sequence based on the organization
security management strategy.

5.3.6. FIZBUT HEI4EF] Sanctions for Unauthorized Actions

AIHMIEIRN ARG EGE AR GDCA R48. BRAFVIRIL S E R O,
GDCA — £k, KL R IZ N RS EFS . RN 2 R G RBUR, JFLIZA
ARBBAT G T EAE, SEitixTiZ 4 N\ R IERAE . T3 TR DU RS RIVERL
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When the circumstances that in-service staff use GDCA systems, perform authorization businesses
without or beyond the permission, once the above circumstances are confirmed by GDCA, we will
immediately revoke the login certificates and simultaneously terminate the system access
authorization. GDCA makes the implementation of the official notice criticism, fine, dismissal and
submit judicial institutions and other measures depend on the seriousness of unauthorized
behavior.

5.3.7. ST A2 NFIESR Independent Contractor Requirements

T A& T GDCA MU AES TAE N 51, (HA S GDCA Mk 554 5k TAERI Al 5570 32
UL S5 N 5L B BN ST 25407, GDCA 4 — 2RI T
o BRI REH,
® GDCA &Mt — 1 g AT I - A RS IEEKR, 55l A A A5 E AR T GDCA
RS 32 AT LA EY S5 R

For persons who do not belong to the GDCA but participate in the relevant works for GDCA
businesses, such as business personnel of business branch organization, management personnel
and other independent contractors, GDCA has requirements are as follows:

® Record management of personnel profiles

® GDCA provides unified training and retraining, includes but not limited to the GDCA
certificate acceptance rules and electronic certification business rules.
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5.3.8.

HAL R T AR Supplements for Personnel
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During the training or retraining, GDCA provides training materials including but not limited to the

following categories:

5.4.

5.4.1.

GDCA employee handbook

GDCA CP, CPS and related agreements and standards
GDCA technology system documents

GDCA job descriptions

Internal operating files, including business continuous management, disaster recovery
programs, etc.

GDCA security management regulations

#Hit HEER Audit Logging Procedures

CREHAIZEE] Types of Event records

Firfi k44 GDCA ME R Z EH 0K THRER S, X8l A2
FENERREE 2R G B, #MZE U NMER
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All major security incidents occurred in GDCA will be logged in the audit trail records. Regardless of

manual or automatic generation, these records should contain the following information:

1.

The date and time of the event
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2. Sequence number for the record
3. Type of record
4. Record source

5. Event recording entity

XL EANR T

1 A AN RS EEE, OISR &0 A WE . R 0.
IERS . AR, A ER A

2. UEPAMAMNREERRM, SEIERRE. k. B M,
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These events include but not limited to:

1.

Management events in key’s lifecycle, including generation, backup, storage, recovery, usage,
revocation, archiving, destruction, private key leakage, etc.

Management events of certificate life cycle, including application, approval, update, revocation,
etc.

System and network security events including: successful or unsuccessful access attempts for
CA system, logs generated during the daily system operation and system updates etc.

Security events recorded via information security devices.

System operating events, including creation or deletion of permission, configuration or
modification of password.

Access to CA facilities, including the access of authorized or unauthorized personnel and
attendants and other relevant records.

Management record of trusted roles and personnel, including system access application,
deletion and modification.

5.4.2. Ab#E H E K AR Frequency of Processing Log

GDCA % H#47 — IR H B ERER AL TR, 46 238 [ BUR M & HoRF A, R0 KR

ARGUHAT HE . Frams o HEE W& AT A # ], DA E 2 2 4
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GDCA carries out log tracking process on monthly a basis, reviews the violations of policies and
other major events, and analyses the certificate issuance system logs on a quarterly basis. All the
audit logs are checked and reviewed by specific personnel regularly in order to discover the
significant security and operation events and take corresponding measures timely.

5.4.3. #HiH H EHRFHIFR Retention Period for Audit Log

GDCA ZE A TINEAR S 1 H &, s R T H SR, R
ARV T BB VAER A 4.

GDCA saves electronic certification service audit logs properly. The retaining period of audit logs in
database is at least two months. The preservation limitation period is ten years after the date of
expiration of the electronic signature certification.

5.4.4. Hit B FZRRH Protection of Audit Log

GDCA K i+ H Ef eS8 5L, I HSel s by, Horh B85 A e P s iHE
BEAHEAE S . GDCA HAT ™K I BLAIZ 87 i Pl 16, AR OR A BB 524 RE
PO S ALK, PREERIBUNTI ) B A ORI R SR A

GDCA audit logs are stored in the database with backup, including audit information and event
records in related documents. GDCA carries out strictly the measures of physical and logical
access control to ensure that only personnel authorized by GDCA can be access to the records
being reviewed. These records are strictly protected from unauthorized access, reading,
modification and deletion.

5.4.5. #HitHE &M Backup Procedures of Audit Log

GDCA )8 T ERER OIS driz 48 N SR T N 3R H BEAT 5 T H SN T 3O 19
Ry o TS SRS LA 5T P o T R B SR I i A A T 8 A TBULE 22 2 PR SR P A

GDCA's audit tracking documents are carried out by the operation and maintenance team and
auditor for the archiving of audit log and audit documents monthly. All documents including the
latest audit tracking documents should be stored in secure disks and stored in a secure document
library.

5.4.6. H K4 R4 Audit Collection System

GDCA HIH 1 H EWE RS -
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The GDCA Audit log collection system involves in:

1.

2.

7.

8.

Certificate management system
Certificate issuing system

Certificate directory system

Remote communication system
Certificate accepted and approval system
Access and control systems

Security system of website, database

Other systems considered by GDCA for necessary audit.

GDCA i fH 8 T T H i e B3R R G0 1 2% TESK

GDCA uses the audit tools to meet the requirements of the system audit described above.

5.4.7.

S S B FE4 LA KB Notification to Event-Causing Subject

GDCA KRIMHLIR, FACKB A H ATy, VAT (a2
R B SR IBURH S X6 SRS Ji (RO o AR e 3 AROAT DR B 458 D7) it el 2 e I TP A
55 IR FENEERI AL B A S I
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When GDCA detects the attack attempts, it will record the behaviors of the attackers and try to track

the attackers within the laws. And GDCA reserves the right to take appropriate countermeasures.

According to the attacker's behavior, GDCA takes actions including cutting off the open services for

attackers, submitting the evidences to jurisdiction and etc.

Whether to notify the attackers or the perpetrators is decided by GDCA.
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5.4.8. M FE TR Vulnerability Assessments
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CA security program carries out timely weakness analysis according to the changes in policies, in
technology and management, and other major changes. The weaknesses should be remedied
immediately. If some weaknesses can’t be remedied, GDCA will launch system vulnerability
assessment each year in order to reduce the risks of system operation.

5.5. iCFJF#4 Records Archival
5.5.1. JHR4IE F ISR Types of Records Archived

GDCA Xf LA F JLR AT 9 E 3%, AR EAR T
1. IEBRGE RN,
2. UEBRNEBRE 51,
3. R HIE SRR, EPRSHAERIE RS R, ST LG
4. HIHEF;
5. UEPHME. A UEME SN SR
6. ALER, OFERRTESRE, FH. BIERE
7. BRHMB. NEURAE SR
GDCA archives the following events, including but not limited to:
1. Certificate system constructed and upgraded documents.
2. Certificate and certificate revocation list.

3. Certificate application for information, information about approval and rejection of
certificate service, the certificate subscriber agreement.

4. Audit record
5. Certificate Policies and Certification Practice Statements.

6. Employee information, including but not limited to background investigation, hiring,
training, etc.

7. Various external, internal documents of the review and assessment.
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5.5.2. AR R IR EAFR Retention Period for Archived Records

PR AL, HOREREAFEK . X+ RERIEFAN R G % 2F D
53¢, FLIFRE R OR B 31 56 i 22 A e S5 VE VP Al B — B i
Lo T PR A A A (A B0 9 RS, fREE 10 4F DL F.
2. XF CAEAIE S A dr B A B0 B RGTA, HARE IR A DT CAES
A B A e A 3
3. TEB AR OR B IR A FHIEH R AUE 10 4
4. CAEHME IR CAME-FAE A A W2 4k, AOMRE 10 4.

For different archived records, the retention periods are different. For system operation event
records and system security event records, the archives will be retained to complete the security
vulnerability assessment or audit consistency.

1. Archiving for management events in subscriber certificate life cycle will be kept for more
than 10 years.

2. Archiving for management events in CA Certificate and key life cycle will be kept for not
less than life cycle of CA certificate and key.

3. Archiving retention period of subscriber certificates will not be less than 10 years after the
expiration of certificates.

4. CAkey and certificate archiving will be kept for 10 more years after the end of life cycle.

5.5.3. AR SCABI45-37 Protection of Archive

B THER B SCR ) ORI E LR J 75 TP AR PR DB o e rb R S0 R I B 22 4Ty 5t
TR, JE BAREE — /NS BREIF N L, RH GDCA KL BN 51 AT LA ) .

Protection of audit tracking documents will be illustrated in detail in the following sections. The
archived media is protected by physical security way and set an entrance with restrict
authorizations, and only business administrators of GDCA have the right of access.

5.5.4. ARG ) &4 #2 7 Backup Procedures of Archived Records

T RGBT IERACS, AT, S0 R ET A

XEFRI A AR TR, AR BT, (HRE EERBU™ R I HE It R IE L 2 21k

I VAR ) fEL 5 SO RSN B T ORAFAE GDCA A o , SR AL b R A7 L2 1
AAA IR 2 — R U B B AR B T 3, SANFAN RS A H. . APl
TAEN AR E R OL T, A REXT R R AT E R . GDCA £ % 2 HLH_EARIESE
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IEXP R 5 R LA AT . B S5 #R A .

Electronically archived records generated by the systems will be backed up weekly. The backup file
willalso be stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures need to
be taken to ensure the security.

All the documents and data archived usually are stored in the main storage site of GDCA. If
necessary, the backups will also be saved in the offsite. Archived database is generally isolated
physically or logically, with no interaction with the outside. Only authorized personnel or others
under the supervision can conduct the operation for reading the files. GDCA provide mechanisms to
protect archives and backups from being deleted or modified.

5.5.5. O B E K Requirements for Time-Stamping of Records

GDCA I H E# AR L, B HERIEAN R T Lidxks R 5 3.

All the GDCA records are labelled with time, and the time will either be added manually by the
operators or automatically by system.

5.5.6. JAR4WCEE R St Archives Collection System

GDCA i THEREFAS UL EE RGAEA CPS 55 5.4 T ETEA UL .
7> B AR AF A Z AR Z A7 AR AN & T GDCA R5¢.
GDCA audit trail collection system is detailed in section 5.4 of this CPS.

Storage of separated media data storage and archiving of its security storage are not included
in GDCA system.

5.5.7. FRASFRL JHRY1E BUIFERF Procedures to Obtain and Verify Archive

Information

GDCA W)z 4w it mAia e N i 5 EE GDCA #4550 2 M2 L. fE3R155¢
BIARYE BT, 2K 2 AN LT He A .

Security auditors and operation and maintenance team of GDCA retain 2 copies of the GDCA'’s
archived information respectively. While obtaining the complete archived information, comparison
of the 2 copies shall take place to confirm the integrity.
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5.6. HTFINERFZHAZEHREE Key Changeover

FEUEFS 2 LT, GDCA K42 FEIE 5 SR S P 0 52 0 AR 25 AR EAT B 3, AR ORI IE S
TERHAT B AR E R, i GDCA X T HE FAIMNE . CA HHE & L AUEE LA
TR
1. fE CAUEFAE i A ML AT 15 L RS R BT NGRS, BIRAE CA MIIEH BN Frfy

N EP AR AR
2. TEMFIRZSRBIN N RS £IE BRI, 4k H CA A% KR CRL, HEIRG

— 5K YA I
3. AERCRIEEE CA BEEHXTIY, TR IE BRI
4. RIRATHE] CA UEF.

5. HfREEA IR A R, ARHEBEEE SN,

Prior to the expiration of certificate, GDCA will replace the root key in accordance with the provisio

ns of CP, and generate a new certificate. When generating the new key, specifications of GDCA
key management will be followed strictly. CA key changeover must comply with the following
principles:

1. The new subordinate certificates can’t be issued before the end of the life cycle of subordinate
certificate, which ensures that all subordinate certificates are all expired as the CA certificates
expired.

2. From the end of the issue of a new subordinate certificate to the expiration of the certificate,
CA continues to sign CRLs with the original private key until the last subordinate certificate
expires.

3. CAKkey generation and management must strictly follow the key regulations.
4. Release the new CA certificate timely.
5. Ensure the entire transition process safely, smoothly and no vacuum of trust.
GDCA HJE R FIEF AT Sl KM A5 H SR 1 i . P, GDCA
iR = AR
® IR B E B AP GDCA UES;
o IAPIZAZHIEE IH AN GDCA IE1;
® [HAPHZAZ & Hr A8 GDCA it

The changeover of certificate key of GDCA administrator is applied by the KM services
administrator. During the key replacement, CA should issue three new certificates:

® GDCA certificate with new public key signed by new private key;
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® GDCA certificate with old public key signed by new private key;

® GDCA certificate with new public key signed by old private key.

5.7. MELRMEPKE Compromise and Disaster Recovery
5.7.1. HiFAHFELEREF Incident and Compromise Handling Procedures

N T T B S A B S ORI T R A A L, GDCA EEAL T — RIS A b B TR AN
MR, Bl
1. GDCA RGHFEAL BTG
2. GDCA B RKFHHN AL
3. GDCA RGi#&Mh SEITR

G BL IR AR N ORI DL b 75 ZERIAR DG BE e, R St A2 0 52 v AN
T, FEZEREAT RO SO S A, AR AT — U KN TSR

In order to timely respond to and handle accidents and damages, GDCA establishes a series of
emergency response schemes and accident treatment schemes, for example:

1. GDCA system fault treatment specification.
2. GDCA major accident emergency scheme.
3. GDCA system backup and recovery scheme.

Related personnel will actively carry out the recovery plans in accordance with the regulations of
the above schemes and related systems. And perform the data disaster recovery drill each quarter,
and an emergency response drill on major accidents annually.

5.7.2. HERE. B4R/ BI/WHIMIF Computing Resources, Software,

and/or Data Are Corrupted

GDCA k55 248l A E Z R G BIR . P S BR AT 1 840, JFfhlE 7R
RIS PR . 2R A IS BRI SBOR . T ML BER AN RESR B IR W IS5 . AR Bk
I B0Hs P e Bl S LR B R AN RT 0 7036 B R A, GDCA K42 IR S VSR T RISt PR A2

GDCA backs up resources of the business system and other important system, software and data
and formulates corresponding emergency treatment process. When identified the destruction of
network communication resources, failures of devices for daily services, malfunction of software, or
tampered database etc., GDCA will launch the disaster recovery plan.
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5.7.3. SEAEFAVHBRELAEREF Entity Private Key Compromise Procedures

FEMURE I N AR EGR B AR R AMERITE DL T , GDCA ¥R HU T A1 IR UK 22 A 38 55
GDCA MIE RGN A B S EH A WAEIER . REEHATAEE.,
HRYE S HEIMETT, 553 B IR 1 75 EERUE B S IR .

WA H AL ECE BB A dkse, HREdE, MEIEBA CRL FRZET
SIS U 18] 22 4 B2 )R] e BRI ST 454

N BRSNS E G RC B S, N R G E AT .«

W EWSE GDCA VA #-1E SR E S, Wi 53 4h—44 GDCA %4145 Ak
A5 B G A TR

In case of any intentional, man-made or natural disasters, GDCA will take the following steps to

restore security environment:

1.

GDCA verification system’s password is changed by the business administrator, business
operators and system administrator.

According to the type of disaster, some or all certificates will be revoked or re-verified later.

Directory data, encryption certificate and CRL are needed for recovery if the directory is
unavailable or directory with impure suspicion.

Timely access to security site as far as possible to restore operation reasonably

While restore the business administrator's configuration file, it will be done by the system
administrator.

While restore the GDCA business operator’s configuration file, it will be done by another
GDCA security business operator or administrator.

2 CA MRALPIB B, . #Sioialitt#2, GDCA Ji ah F K FAF R TR,

H1 22 4 SR 2 A X A S (& AT VA, AT TR WR & 2 CAES, K
SRHLBL T 5 it

1.

S B a] H FOAUE IR 45 8 B 70 2 SR HCAM IBURT 2850 T VA, e ol R A 2 2
PRXIT AT E s, SR it 8t FH P ) 2 38 52 A K

7. BRIV AR AR 7 9% A 5 TS DG AR S5 AH DG 1 R4

SRS BT AR IIETS, BHT CRL A OCSP {5 5., HLEFIT A Ak 5
i, [FIRT GDCA 37 BIAE BT S5 80

HARIE B2 K5, 148 GDCA CPS K FIE B RIS, EHER P FRAT
GAFIER S CA ET.
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5. GDCA #FiiF B4k G, K ril@E GDCA EEE. HFEMWS 2. HTTP &5k
i o

When CA root private key has been damaged, missed, tampered or leaked, GDCA will launch a
major emergency treatment process, which is assessed by GDCA Security Policy Committee and
the relevant experts to make a plan. If the CA certificate must be revoked, the following measures
will be taken:

1. GDCA reports immediately to the electronic authentication service management office and
other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests against any further losses.

2. GDCA notifies the relevant parties to disconnect the systems associated with the certificate
authentication services immediately.

3. GDCA revokes immediately all the certificates issued, and updates CRL and OCSP
information for subscribers and relying parties. Meanwhile GDCA immediately generates a
new key pair.

4. After the new root certificate has been issued, GDCA Re-issues the certificates and the
subordinate CA certificate in accordance with the GDCA CPS about provisions of certificates
issuing.

5. After the new root certificate has been issued by GDCA, it will be immediately published by
GDCA repository, LDAP, HTTP, etc.

A CA FAPI LG . weBich. Wik, VER sl o =& oI SEIE T, 14k

CA J¥:

1. SLEI[A) GDCA BEATICHRIFAE OB B S0 HHIE 51 5K, FRIE 2 AR IIE S

2. GDCA >z Bl a] o I UE AR 55 45 31 70 2 = R AMBURT F2 8350 T VAR, 3 o sl 1 H At
NICEAARIS VT 34T I8 T, R it G FH P A 238 52 50 R4 K

3. SLENIEFEIAH AT K F S UE B AE IR ST AH R I &R G

4. SLRVEUEIPTA AW A RIET, B8 CRL A OCSP {58, HHIEASIT . AKAs
Hiff.

5. HITP S CAIER&RE, 14 GDCACPS X TEB&R IS, EHELI FIE
Fi.

6. GDCA MMIEP&K)E, K L@ GDCA (FRE. HRRSE#. HTTP &7 itk
7 KA

If private key of GDCA Subordinate CA is missing, tampered, cracked, leakedor used by

unauthorized third parties suspiciously, Subordinate CA should:

1. Subordinate CA reports immediately to the GDCA and generates a new key pair and certificate
request to apply for a new certificate.
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2. GDCA reports immediately to the electronic authentication service management office and
other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests against any further losses.

3. GDCA notifies the relevant relying party to close the system associated with the certificate
authentication services immediately.

4. All the certificates issued by the Subordinate CA are revoked immediately to update
information on CRL and OCSP for querying of certificate subscriber and relying party.

5. Subscriber certificate is re-issued in accordance with the CPS about provision of a certificate
issued after the new Subordinate CA certificate has been issued.

6. After the new root certificate has been issued, it will be immediately published by the GDCA
repository, LDAP, HTTP, etc. for distribution.

UEFST P RIRL A AT RE IR B, B BB LD BRE R =F BTN, AT
4% % GDCACPS [URLE, B SeHIE I, IR RE S8 s B eSS .

When private key for subscriber certificate is damaged, missing, cracked, tampered or used by
unauthorized third parties suspiciously, the subscriber should apply for certificate revocation
immediately and re-apply the new certificate following the provisions with the CPS of GDCA.

5.7.4. RAESE BN 5 E S A8 /7 Business Continuity Capabilities

GDCA 7E#i8 A7 5.7.1. 5.7.2 f1 5.7.3 ik )5, @i HAEmHH, KT
24 /NI 22 WRE S T0L 45 1 IE H s AT

After encountering the disaster described in section 5.7.1, 5.7.2 and 5.7.3, GDCA can use the
backup mechanisms to recover systems for operation and service delivery within 24 hours.

5.8. HFANEREVAEGEMYIEFIZ1E CA or RA Termination

GDCA £ 1E T 1 J H R LA 43 Ay B 52 4 5 DR R 8 B 2 5 S IR, a4 52 4 DR ]
et 4G GDCA REFAE K, ARBHZ BRI T it 5 i N 3 A K
7£ GDCA 2 1LHy, W7
ZAE 5 Fz LA
L GDCA &1L,
AL GDCA 15 IEAHIRHSEAR 5
RPN H RS 35
48
Kb FRAE R SR 3 5

o g M w Do
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7. FIEAEF O RS

8. fAuE H M

9. KMFEHFMSE:

10. 4bFE GDCA %55 B 51 Fl GDCA MK 55 #EF (A IR AL PR 5
11, KL%,

12, Kb FRANATAfs U SRS s

13. jfF% GDCA F UM

The reason of GDCA termination event can be key damage or non-key damage. Key damage may
be resulted from the loss of GDCA root key, and non-key damage reason may be related to
commercial factors.

Before termination, GDCA must:

1. Arrange the business to undertake;

2. Draft GDCA termination statement;

3. Notify the entities that are related to GDCA termination;
4.  Shut down subordinate LDAP;

5. Certificate revocation;

6. Treatment of archive file record,;

7. Termination of certificate authority service;

8.  Archive main LDAP;

9. Shutdown main LDAP;

10. Dispose the access of GDCA business administrator and GDCA business operator;
11. Process encryption key;

12. Process and store sensitive documents;

13. Remove GDCA mainframe hardware.

H T % HZ AR HZ IR F M4 1 GDCA, JUT-Z 5 BRI #AE, ME—1)
ANFIE GDCA 2 bk m A ify i () SR b, T2 $H 32 45 R K 26 11 GDCA, %25k GDCA
HET PR AR RS G T AR P2 B R R 28 0E GDCA, f£ GDCA A il )
J& . RBGE P SRS GDCA 2 1EX5 1T IR REH .

With the termination of GDCA due to key damage and non-key damage, the operations are mostly
the same. The only difference is time limitation of GDCA stopping sending notification. As for GDCA
termination due to key damage, the process in which GDCA notifies the subscriber needs to be
completed as soon as possible. As for GDCA termination due to non-key damage, it can take
appropriate measures to mitigate the effects of GDCA termination on the subscriber after GDCA
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notifies all the subscribers.

6. I\NIE R GiH R %4 4#) Technical Security Controls

6.1. XA RS %% Key Pair Generation and Installation

6.1.1. AN AR Key Pair Generation

6.1.1.1. CA FMER CA Key Pair Generation

CA BN U AAE 2 4 A BT R, 2 AR5 N G B 5K 5 A0 3 3 1 T e A
VFAT SRS B & R AR . I AR T E0E & IR NIEAE FIPS140-2 brifk
HIAHRALRE « BT FIPS140-2 ARt I 452 B 503 Y 328 B0 T 1N AT M SR b v, [ 530
TG P= A TR A B ER, R FIPS140-2 bRy S IRIAT, A7 [ 5% 23 0 A BRER
SRYFRTRTIR R s EvEIE ), BRSIRE&) mfR gt m Rl e BT b A s #55
EHUIUE o [ 5 R T T 4 AES

CA BB A I 2 5 SR AR B — 44 A% 1 B 71U WLAIE DA R FLI3 A1 CPS DA K £
BB ER . B AR A O R ARV T 1L SRR AE

The key pairs of CAs are generated within the cryptographic devices approved and licensed by
OSCCA, in a physically secure environment and under the control of multiple trusted persons. The
generation, management, storage, backup and recovery of the key pair shall comply with the
relevant regulations of FIPS140-2. Since FIPS140-2 is not a standard approved and accepted by
OSCCA and OSCCA implements a strict management of state’s cryptographic products, GDCA
only applies part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the
product manual of the device is for your reference. Hardware Security Module used for key
generation must be evaluated and certified by OSCCA.

The generation of the CA key pairs shall be video recorded or witnessed by a qualified auditor to
ensure the generation process complies with the requirements of this CPS and follow the
separation of roles principle. The procedures and operations related to key pair generation shall be
recorded and archived.

6.1.1.2. 1T P 3842 B Generation for SubscriberKey Pair

Hi ROOTCA (RSA) 1E 5. GDCAROOT CA i 1. ROOTCA (SM2). GDCAROOT
CALIUERRRA L CA B K BRI A AIE S, 3T h 26 44 w5 s A n

116



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%U\iﬁj—k%%m)ﬂu (V5. 7 ﬁ}i)

AN, B GDCA TrustAUTH R5 ROOT iE+S. %z f R5 R CA iE15. GDCA
TrustAUTH E5 ROOT &K W2 CA BTz K I IE - Y B RS, 2544 A
JH ) — 5% 25 %

VP22 BRI P A, Db UG B R NE AR BUR MUE - GDCA SR 2 Pl 45
LB AT, AT DU R R S AL (G USB Key), i A] DU A [ R 25 54
HE R SR (A B AR, m] DU AR R B T A (e Web % #8342
PE R AR I RESE), UE - G & v AR L R B AT I, BEHK 2Dy RSA 2048
fi B ECC 256 fiz. *T25 4 A NAEF. 55 4 RHUIE . RAGZ I, 208 H
T S RO AR A L B . ANE TR 3R, S P AR I e A VE AR B A3 B AR IE . GDCA
AR WA RBEMETL L, Ot 1 %% R i

The subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1 are double-key certificates, with key pairs including
signing key pairs and encryption key pairs. And subscriber certificates issued by subordinate CAs
of GDCA TrustAUTH R5 ROOT certificate, #{2H 1 R5 R CA certificate and GDCA TrustAUTH E5
ROQOT certificate are single-key certificates, with signing and encryption using the one and same
key pair.

The generation of the subscriber’s signing key pairs must comply with the national laws and
regulations. GDCA supports multiple patterns to generate signing key pair. Subscriber can use a
hardware cryptographic module (such as USB Key), or software cryptographic module approved by
OSCCA, or a standard software cryptographic module (such as the key generation function offered
by web server software, etc.), so subscribers can choose according to their needs, and the key
sizes are at least RSA 2048 or ECC 256. It must use the hardware cryptographic module to
generate keys for type IV individual certificate type IV organization certificate and code signing
certificates. In any case, the security of key pair’'s generation should be guaranteed. GDCA shall
implement adequate security measures in technology, business processes and management.

(1) %FFH ROOTCA (RSA) iEfi. GDCA ROOT CA iFti. ROOTCA (SM2).
GDCA ROOT CAL iEH&E K B2 CA Fra& K BT k-

VTP FEAT R R R AR, 06 50 PR ] 5 s R A7 SR R L VT 10 4% A e 35 44 5
xE, BlanfSE el 0. USB Key. IC K54, 1T R FIX s %40, NE
JeH) GDCA Bl X ARG MAREZ B . GDCA [T R LT & [ 5 S FAR 5%
HURE 1) USB Key 1E 1T 125 44 B BT 1 A ORI il B 4% o

GDCA — AT P A iS4 % %, WA - B iE 4 GDCA ki,
GDCA A LAy il RO s gt I HARE AR AR EIAS, SREUE 88 11 it Ok
UEBEEHXT 2 A AT SR — P, (R Tk B B s ko i 8 56 D DA 12 452
%, GDCA AEIAEM5T(FE X5
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UEASIT 7 i s P B GDCA AT A AR s I B L g A, Rl
REEPE P OHTE R, HIEIT 0 R E N R I, AR e m e
DRSS RS, AT EAR LT R AR L 10 s A o

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1:

When using hardware cryptographic modules, subscribers must generate signing key pair with
devices approved by OSCCA, such as cryptographic server, cryptographic card, USB Key and IC
card etc. Before choosing of these devices, subscribers should consult with GDCA on system
compatibility and acceptance. In addition GDCA provides USB keys to subscribers as generation
and storage devices of signing key pairs which are in accordance with the relevant provisions of
state cryptography management.

Generally, GDCA does not provide signing key pairs for subscribers, unless when submit written
applications to do so and approved by GDCA, and GDCA guarantees not to hold copy of private
keys, and take effective actions to ensure the key pairs are safe, trustworthy and unique. However,
GDCA does not assume any responsibilities and obligations for the losses caused by the loss,
disclosure of such key pairs or for any other reason related to such key pairs.

GDCA applied for generation of encryption key pair to Guangdong key management authority on
behalf of subscriber. The encryption key pair is managed by Guangdong key management authority.
When the certificate subscriber needs to recover the encryption key pair, GDCA accepts
subscriber’s application to recover the corresponding encryption key for the subscriber according to
the specification and process of Guangdong key management authority.

(2) X} GDCA TrustAUTH R5 ROOT iEf5. %% ff{X R5 #R CA iE5. GDCA
TrustAUTH E5 ROOT 25k 2 CA P2 K BT JFHIETh:

XFT SSL/TLS Uk A (A EEF, 177 3 B 1T - H AR E

ST HBAIE F, GDCA FaVFIT 7 IEZRAE U B I I FABH I 25 O i e o 22 4 J
FRIRLEIT Y, BT P 4R2E CSR 22K AEF .

ST RFA AATL HORZERIE T ARG 210, BT 7 SR P AR A i o R (i
WA B, AHARRE RIS, R 208 H O A0SR0 50, GDCA jiid %4
T BT AR AT o

UEFAT PG R FA B 2 A I SRR LS5, FE7RE i s SR 328 BT o
For subscriber certificate issued by subordinate CAs of GDCA TrustAUTH R5 ROOT certificate, %%

272X R5 #R CA certificate and GDCA TrustAUTH E5 ROOT certificate:

For SSL/TLS certificates and timestamp certificates, subscribers’ key pairs are generated and kept
by the subscribers themselves.

For e-mail certificates, GDCA allows the subscribers to generate key pairs online and will deliver the
encrypted private keys to the subscribers through secure channels. Subscribers may submit the
CSR for the issuance of such certificates.
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For the certificates that are compliant to the AATL Technical Requirements and the code signing
certificates, subscribers shall use the hardware equipment that meets relevant requirements to
generate key pairs, and private keys shall not be duplicated or exported, and the activation of which
must require a password. GDCA will deliver the activation passwords to the subscribers thorugh
secure channels.

Certificate subscribers have the responsibilities and obligations to protect the security of private
keys, and assume the legal responsibilities for this.

6.1.2. REAEIRLT 7 Private Key Delivery to Subscriber

HI ROOTCA (RSA) iE45. GDCAROOT CA ilE-fi. ROOTCA (SM2). GDCAROOT
CAL IEBRA I CA PR T A, GDCA AQET 7 i B B O 42
INEFHRUTER, AT A OONIT P A I ST, AT R A T X
NYPHATH A ERINE, DRI T A f&iE% GDCA, @it GDCA FREIT kT
BARRS, TR R E Y, SR INE EIR AE AEEF R

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, GDCA submits application of an encryption key pair to
Guangdong Key Management Authority for subscribers and Guangdong Key Management
Authority generates an encryption key pair for subscriber, and encrypts the key pair using the public
key of the subscriber's signing key pair based on the digital envelope technology, and sends it to
GDCA as data stream. The subscriber downloads the digital envelope from GDCA, decrypts it using
the private signing key and saves the decrypted encryption key pair in the certificate carrier.

i GDCA TrustAUTH R5 ROOT iEfi. £ 48 R5 # CA ilE+f5. GDCA TrustAUTH
E5 ROOT 2Kk HIFh 2t CA FTZE R VT b CHBEHIEERSN), GDCA AN EoK FAEH L
BT P . X B FA A IR AE T, AN R Y 518 2 e IE L AT o

For subscriber certificates (e-mail certificates excepted) issued by Subordinate CAs of GDCA
TrustAUTH R5 ROOT certificate, %1% R5 R CA certificate and GDCA TrustAUTH E5 ROOT
certificate, GDCA does not need to send private keys to subscribers. For the e-mail certificates that
require the delivery of private keys, the private keys are delivered encrypted and protected via
secure channels to the subscribers.

6.1.3. NAEIEAE R R Public Key Delivery to Certificate Issuer

BRZAT AT RA 8T PKCS#10 A% UAIE P25 2 1 R A5 B B B8 2844 i S /F
a0 PR T 77 U AP E 4 GDCA 25k, GDCA 1E25 R BT SAiE Fr 2 22 17 5K
T P24

End subscriber and RA sends certification issuance request to GDCA electronically. The request
contains public key for GDCA to issue the certificate. The request information is encoded as
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PKCS#10 or other packing format with digital signature.The subscriber’s signature on the request is
authenticated prior to issuing the certificate.

6.1.4. B NERESIIEAHEESKBTT CA Public Key Delivery to

Relying Parties

GDCA A& 1E GDCA HZ K IR CAEFHANYS: CAWEP T, il GDCA &
77 WG 34T A . GDCA SCHFA GDCA [P sl T #k 15 AL A 4H, CAMEIEF T P Al
W H T EE A

Public keys of GDCA are included in the self-signed root CA certificate and business CA certificate
of GDCA and published through GDCA's official website. Subscribers and relying parties can
download public keys from this website.

6.1.5. FREER AR Key Sizes

GDCA H5f) RSA B4 1024 fra A |, A ATFalE(EIETi) RSA %4
K2y 2048 frkbh b, SCRRI SM2 B KRRy 256 £, SCHFI) ECC #EHKE N 256
A b R E G BUR RN S S K A R RS R ZER, GDCA
Wi 2256 40H M o

The size of RSA key which GDCA supports is 1024 bits or more, and the size of RSA key for the
publicly trusted certificates is 2048 bits or more. The recommended key size of SM2 is 256 bits and
ECC is 256 bits or above. GDCA will conform to the specifications and requirements of key size
from state’s laws and regulations, government, etc.

6.1.6. NASEE B FRERA Public Key Parameters Generation and

Quality Checking

Xof TAE AR AR GDCA T 7, AHSHCU S A 1 8 B R e
AR o AR TR AR B, B35 HL. %5 USB Key. IC R4 sANIEHL,
0K BE 2% 1 AR BT R BRAE . GDCA YN IX B2 FIA BN B AP Sikss e
ZHRT RN EHERER,

Xt TS50 B R A, (R 3 ik ] 5% 2 e R LM V4 AT AR n 2 5 R A 5
BEAT, Blam#ENL. nE K. USB Key. IC K%, GDCA I\ NIX e & F4v i P &
W, HEBCERE T RENZeHHERK.

Public key parameters of subscriber who use hardware cryptographic modules must be generated
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in encryption equipment and hardware medium approved and permitted by OSCCA, such as
cryptographic server, cryptographic card, USB Key, IC card, and follow generation standards of
these devices. GDCA considers that built-in protocols, algorithms for these devices and medium
have already met sufficient level of security requirements.

Quality of public key parameters is also checked through the encryption equipment and hardware
medium approved and permitted by OSCCA, such as cryptographic server, cryptographic card,
USB Key, IC cards. Of course, GDCA considers that built-in protocols, algorithms for these devices
and medium have already met sufficient level of security requirements.

6.1.7. F4A1E A B 1 Key Usage Purposes

GDCA IR CA AN T2 LU EF:
1. fREEAR CA M HZIET:
2. g CA FIIEH K58 XA
3. MBI AUETS (41 OCSP Wi N KIEIE ) o
Root CA keys of GDCA are used to sign the following certificates only:
1. Self-signed certificates to represent the root CA itself;
2. Certificates for subordinate CAs and cross certificates;

3. Certificates for infrastructure purposes (e.g. OCSP Response verification Certificates).

W g U TR At ik 55, Bl B 43 IAIE . AN TR PR AN S B 58 B R4S
T aE SR AT DU A5 BN A
R E AR A A A, ATSEBL B AIE SRS B SR E S5 L] .

Subscriber's key can be used for providing security services, such as identity authentication,
non-repudiation and the integrity of information, etc. Encryption key pair can be used to encrypt and
decrypt information.

Authentication of identity, authorization of management, confirmation of responsibility and other
security mechanisms can be done via using signing key and encryption key.

6.2. FHERPAFDER TEZES Private Key Protection and

Cryptographic Module Engineering Controls

6.2.1. 00 K B B A5 M A1 % Cryptographic Module Standards and

Controls

GDCA it FH ) 5 A A 1 2 28 [ R A0 A B Jm A T R 7=, 76 (GM/T 0028-2014
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B REL2 A FORBK ), ZArdE S FIPS 140-2 br#EZ5 R . CA RSN H IR AT & FIPS
140-2 55 =M E AR EEK, 11 748 FH I B T B A& FIPS 140-2 28 0 ME AR EEK .

Cryptographic modules used by GDCA are approved and licensed by OSCCA and comply with <
GM/T 0028-2014 Security Requirements for Cryptographic Modules>, a standard equivalent to
FIPS 140-2. The cryptographic module of the CA system meets the FIPS 140-2 Level 3 technical
requirements, and the cryptographic modules of the subscribers conform to the FIPS 140-2 level 2
technical requirements.

6.2.2. FEAE AFEH) (m i& n) Private Key (n out of m) Multi-Person Control

GDCA R BB S & AR SRR 2 A HILAR, RIRELL
e =J7 30, KA E BEAUR 70 #5251 B o, =R = AAE IRV AT
TEOLN, EAE G -RIFMA PIN B, A BEXT AL BEAT e 4E

Generation, update, revocation, backup and recovery operations, etc. of GDCA private key adopt
multi-person control mechanisms. Namely, the mechanism is three out of five, means the key
management authority is distributed to five key administrators, the operation of private key is
performed in the presence and permission of no less than three employees via inserting cards of
administrators and inputting their PIN code.

6.2.3. FAEHIK B Private Key Recovery

NYEFE S, R O A SR S IR AL, X B B O AR
s BT e B AR B O AR B, DR ) SO0 A AR AR P 85 B 0 8 ) 8 S e AR AR
FEREAT VAR, 4E B XM o

In order to safeguard state’s rights and interests, the encryption key pair generated and managed
by key management authority should be used under a key recovery mechanism. It ensures that
encrypted data can be recovered by law.

6.2.4. FAEHILE Private Key Escrow

%FF i1 ROOTCA (RSA) iF45. GDCAROOT CA iE+. ROOTCA (SM2). GDCA
ROOT CAL iE R R AT CA Fras KT ks, 177 e -Bxs R A S T R4
B AOIE, 1T MBZIEBXN R H ORE, HHE O AT

JIRAR A B O AR ORIE A P S I 2 4, U SOR R, R R
A2 aEgo, s ARE T .

Xf T B GDCATrustAUTH RS ROOT iF i . # % if fX RS R CA iFE 13,
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GDCA TrustAUTH E5 ROOT £ K714 CA FTZ Kk I FE+s, GDCA AXHT AL EH
BEATIEE -

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CALl, the private key of encryption certificate is escrowed by

Guangdong key management authority. The private key of signing certificate is kept by subscriber
and not escrowed by Guangdong key management authority.

Guangdong key management authority ensures the security of subscriber’s key pair strictly. Key is
preserved via encryption. Key library has the highest security level, which is refused to illegal
access.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #1%
B4 R5 #R CA iE+5, and GDCA TrustAUTH E5 ROOT, GDCA does not escrow the private keys of
the subscribers.

6.2.5. FAEH &R Private Key Backup

CA TR 73 R SRAL I & 0y WIAGAL A0 (CE3E — IR R G Ja i EAT %
B seag b GENDT RGTH A ERITER U,

PR A 52 R SRR A A I BEAT AL B 2 3

AR E NS0 R LTS 0 P T e B &ty AR

Private keys backup for CAs includes two types: initial backup (backup in the first installation),
complete backup (regular copies of private key library in the system).

Initial backup is private key backup in the system installation.

Complete backup is complete backup of private key library once a week.

6.2.6. FAEHIHAY Private Key Archival

WAV B O P R B S B EAT VIR R A, DRAF I T FOMR S I 0 i =43
3990 PR R RN 8 SRR AT N 8 O ORA A 5 0 8 B v (R 500 2 R MR 2
FAHZIN)E, GDCA £ 10 RS s . RIS fRAF 2270 7 4.

Key management authority archives key information. It splits the key pair into three parts, encrypts
them using symmetric encryption algorithm respectively, stores them in its database and disk.

Once private key expires, GDCA will complete archiving operation in 10 days. The validity of
archiving private key is at least 7 years.
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6.2.7. RAFH. FAEHEBER Private Key Transfer Into or From a

Cryptographic Module

P A s S b RAE B b e rp = A, AR b O ARA B AN B AR SCRTE R e

Xf CA R4t (EfRELMEGTH CA BHIN, MEMRIH G W i L A0
AT CAEHIIF 2 NS &0 i3 PR 23 p A e bt il 22 A%

GDCA MR HEIT 7 AP M B R e o 3 53, AN SRV I o X 47
AR A F AR AR, i RAT P E ROF B AT AR EAR GRS, T AT A BT
AT, BRI R R & ORI SR 1] 472 i 15 i o

All keys must be generated in cryptographic modules, and private keys in the cryptographic
modules cannot be exported in plaintext.

For the CA system, when it is necessary to transport or backup the CA keys, the keys exported from
the cryptographic module must be encrypted, and the private keys used to encrypt the CA key must
be under multiple person control. Importation of the keys into the cryptographic modules must also
under multiple person control.

GDCA does not provide the export of subscriber’s private key from hardware cryptographic module
and allow this operation. As for the private key stored in software cryptographic module, and if
subscriber is willing to bear the relevant risks, subscriber can choose the way of import and export
with access control such as password, etc.

6.2.8. AP EEERKGFM Private Key Storage on Cryptographic

Module

CA G T e 6 T PR 50 2 L B L v PR 25 B S L, T i
Bz b4y FIPS 140-2 = S0bRAESRIFI S50, % 40K T, AL OB 47 M 7 PR 25 S B WL
Phebr, FEREANE i B SR 2 B S B R B B2 41

VT PRI R R A B R T BERLSE 1) USB. Key AR BSCRREBirh, Bt e
USB Key FEREIALET, #RLLRS SCHITR A, T (RS P B B BB RO AR, I
P E R R b A RV P, T2t L 2 0 PR A 2 4 R o 0 i
R

FF % 47 A 2 GIE 134T P R ORI B R BB 5075 & FIPS 1402 2R
HER IS5 20 % 2 AT

The hardware cryptographic equipment used by CA systems had been approved and permitted by
OSCCA, and hardware cryptographic module at least meets the FIPS 140-2 level 3 standards or
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equivalent security levels. Private keys will not be in the form of text outside the hardware
cryptographic modules in the entire life cycle.

Subscriber's private key is stored in the USB key medium or file certificate meeting the regulations
of OSCCA. All the private keys stored in the USB key are stored in the form of cipher text. For the
private key generated by software cryptographic modules is preferably stored and used in hardware
cryptographic modules. Subscriber can also use specific software cryptographic modules with
security measures.

The hardware cryptographic module used to store the private keys of the code signing certificates
at least meets the FIPS 140-2 level 2 standards or equivalent level of security.

6.2.9. BOE R IE Methods of Activating Private Key

HHEHE RS A QEE AR B, TR R ERE, HE=
HE R RN AR .

XA E T U USB Key IR s pLekc Homb 2 2R BE 1 i p g v (g T
AE, AT AT RO 4 IC AT DR AT SR L e T R A B E]
Ja, ¥ USB Key. IC REFMAMM AT, BARY 04, WARARE. X T47K
FEAT PSRV S B B o (AL, T BLZR A 5 BRI it NP B L OR3P TS
PABTIEAE AT R B P BRI TE B0 T, HAB N ST P v U SR . iR
JBAE AT SRR TR TP (I AA B BAT ORI, A2 B R A R ) 48 T R A6 AL B R TS
R O PRIPRLE, AR EUNE R, T E R DA RERE AL -

Key administrators use their own administrative cards to login cryptographic server. Three
administrators need to be at presence for private key activating operation.

For the private key saved in such as USB Key, cryptographic card, cryptographic server, or other
forms of hardware modules, the subscriber can protect through password, IC card, etc. After the
appropriate driver is installed in subscriber’'s computer, the private key is activated by the way that
the USB Key, smart cards are plugged into the appropriate device to enter the protection password.
For the private key stored in the subscriber's computer software cryptographic module, the
subscriber should take reasonable measures to protect the computers physically in order to prevent
unauthorized personnel from using computers and private keys of subscriber. If the private key is
stored in software cryptographic module without the password protection, then the loading of
software cryptographic module means the activation of private key. The private key protected by
password can be activated via inputting password.

6.2.10. fABRFHBGERIRESR5¥E Method of Deactivating Private Key

HPEH AN EH B OB R RS RS A EEIL, AT RERAPINERIE, &
HE A E AN AR .
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— BRI, BRAFIMORS AR, AR T s sk R LRI

FI2, FBHERRAERE, R BEEEAT —IRERAE, IR EAT 5 R, SR
AT o

GDCA f@ AV HBE RS 107 AR ARIR 1 B RPIRAS . DI i e Bl A p A e 2
Ihs ARG RERBUEM A G, 40T DT R4

WP B IR L B AT g, ARRRERIE RS TR, BB TR
BN R A, IR R, R AR

Key administrators use their own administrator card to login cryptographic server and deactivate the
private key. Three administrators at presence can execute above operation.

Once the private key is activated, unless the state is deactivated, the private key is always active. In
some cases, the private key is activated for one operation and reactivated for another operation.

The ways of deactivating private key include exit, shutdown, removing hardware cryptographic
module and logout of user or system. Unauthorized person cannot execute above operation.

Subscriber can deactivate the private key by themselves. And private key will be deactivated when
logout, or remove hard cryptographic module from card reader, or turn off the power supply.

6.2.11.  4HEFLERITTE Method of Destroying Private Key

WRAHA T, B0 SRV R A H B ECE e 5, R T
PEINEREE N, T AR I B AR PR b Z0 4 78 1 7 2B B s AR AL T RE AR # Ay

LM B IC RELAPIE T NE . FRS, Al T RS PIN 5. 1IC +
G DA 2 Y SR B A A

WP IRV AT, 803 S AAEAR KT R A A BB WA 5, BT P e
HASIT, AT P AR RSB AR, HRIRA M BT W B RIS R
ARG, 1T B AUEIEA CPS HIFLE AT -

If the private key is no longer in use, or after the corresponding public key is expired or revoked, for
the circumstance that the key is in software encryption module, it must be cleared by methods of
mulching. For the circumstance that the key is in hardware encryption module, it should be cleared
in the encryption device or IC card. Meanwhile, all the PIN codes, IC cards for activating private key
also must be destroyed or recovered.

Private key no longer being used, or the public key corresponding to private key expired or revoked,
the method of destruction is determined by the subscriber. The subscriber must destroy the private
key effectively and assume the relevant responsibilities. Storage and archive of the key after
expiration must conform to the provisions of this CPS.
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6.2.12.  FREBRAIIEE Cryptographic Module Capabilities

GDCA i 1 | 5 i B Ja bt vHE A 7] 3 A7

GDCA uses the cryptographic products approved and permitted by OSCCA.

6.3. HHXNEHK H A 7 @ Other Aspects of Key Pair

Management
6.3.1. A4HH#ES Public Key Archival

Xt RGP R A BRSBTS ARG ERAT, STERAE A S BT RN,
PREEIRI 2 4 52 B NS B .
NHPIWI)E, GDCA 1E 10 KN 58 B RS #AE .

GDCA should carry out archiving and preservation timely for public key data generated by the
system and use symmetric encryption for public key information. Ensure to obtain the safe and
complete public key information.

If public key has expired, GDCA should complete archiving operation in 10 days.

6.3.2. E R e RIS X F IR Certificate Operational Periods and

Key Pair Usage Periods

DNEAARVER B BT R S5 TE A5 AT A%, (B IR A e R FF— 2.

xF2E A @ e, HAH R BEAAESA RSN A4 T U T80y 284, AR
PR AN LU P AT RO PR o (HE, O 1 DRAEFEIE T3 ROV N 28 44 1045 5 R BASSIE
OB IR AT LAZEIE S 8 ROYIRR EASE

xFFona e+, HAHRBAESE RSN A TR FInEELS, SHr6E
PR AN LU P AT RO PR o (HE, O 1 ORAEAEIE TS ROV i (0 45 5L mT BUAg T
AL B8 TS BR AT LALESIE 5 A RO R DA

The usage period of public key and private key is related to the validity period of certificate, but they
are not completely consistent.

For the signing certificate, its private key can only be used for signing within the certificate validity
period and not be used beyond the validity period of certificate. However, in order to ensure
signature information can be verified within the certificate validity period, the public key can be used
beyond the validity period of certificate.
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For the encryption certificate, its public key can only be used for encryption within the validity period
of certificate and not be used beyond the validity period of certificate. However, in order to ensure
information encrypted can be used to unlock the information within the validity period of certificate,
the private key can be used beyond the validity period of certificate.

X T S S0 RS, RV A BH R REEUE A ROHN A W BUEA .

B MERAEZADREE, AR RIAE R Z LB R A S

FANTFRERMR TR P UEIE R CAES, IE-B MG, £ RIEZ 2 E LT,
FCVFAs YU PR R E AT BT (BRSPS AN RE T PRI A

For the certificate used for authentication, the private key and public key can only be used within
the validity period of certificate.

If a certificate has multiple usages, the usage periods of public key and private key follow the rules
described above.

In addition, after the expiration of certificate, under the circumstances of ensuring security, original
key pair can be used to update the certificate. But the key pair can’t be used indefinitely.

ST ANRIAEAS, L3N o E i - 5 ) fec K A5 F AR 2 F

1. %t ROOTCA(RSA)Z K ] RSA2048 i1 CA i+, HZEHN HIH v A4
PRJZE 10 47, mI/bF 10 4F;

2. Xf ROOTCA (SM2) 2%t SM2 CA iE+5, HBENT 18 K fo V18 P AR B &
20 4F, AJ/bT 20 4F;

3. X}T GDCA ROOT CA1 &K () RSA2048 fi7 CA L5, HBHINT K o vrfl
FAERR R 13 4, W/ 13 4F;

4. X7 GDCA TrustAUTH E1 CA %5k (1) SM2 CA IEFS, FHE X 1K o vrfl
AR 12 4, w/bT 12 48,

5. X GDCA [f] RSA4096 fi7fid CA lF15, LB I K vifi AR R A2 30
fE, AIbT 30 4

6. X T GDCAI# ECC 384 fifli CA k5, H 2 4R i) i K s VAl A2 IR 2 30 4,
AJ /T 30 4

7. XIT RSA2048 fi SSL/TLS k5 asiE-th, FLasBHx i e K fo Vi F HIRR & 398
K, AT 398 K

8. T RSA3072 ArAXAYLEA RS, HA AN K v AR 2 39 N H, wT

/LT 39 1M H
9. XJF RSA3072 A7Bf[aJEIETS, HEBHAX &K o AR & 5 4, nl/bT
5 4F;
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10. % RSA2048 fi7fr SSLITLS k45 4k AMUIT FiEfy, X s K it
AR 8 4F, /T 8 4F;

11, X3 SM2 3T e+, S HIR R s A SRV AR 2 4 4, Al 4 4,

12. X} ECC256 {7 SSLITLS Hs§#sit+s, & HI0 I ik v A IR 2 398
R, AT 398 K

13. T ECC256 A2 44 uE+s, HE X IR v H R 2 39 M H, 7]
DF394MH

14. %f-F ECC256 firfk SSLITLS Ai2s 2 iE 15 S ARID A A UE 54T FHuE 45, Je%%
XK ARV RR 2 8 4, I/ T 8 4

For different certificates, the maximum usage period of the key pair can be obtained via certificate
renewal:

1.

10.

11.

12.

For ROOTCA (RSA) RSA 2048 bits CA certificate, the maximum usage period of the key pair
is 10 years or less than 10 years.

For ROOTCA (SM2) SM2 CA certificate, the maximum usage period of the key pair is 20 years
or less than 20 years.

For GDCA ROOT CA1 RSA 2048-bit CA certificate, the maximum usage period of the key pair
is 13 years or less than 13 years.

For GDCA TrustAUTH E1 CA SM2 CA certificate, the maximum usage period of the key pair is
12 years or less than 12 years.

For the GDCA RSA 4096 bits root CA certificate, the maximum usage period of the key pair is
30 years or less than 30 years.

For the GDCA ECC 384 bits root CA certificate, the maximum usage period of the key pair is
30 years or less than 30 years.

For the RSA 2048 bits SSL/TLS server certificate, the maximum usage period of the key pair is
398 days or less than 398 days.

For the RSA 3072 bits code signing certificate, the maximum usage period of the key pair is 39
months or less than 39 months.

For the RSA 3072 bits Timestamp certificate, the maximum usage period of the key pair is 5
years or less than 5 years.

For the RSA 2048 bits Subscriber Certificates other than the SSL/TLS server certificates, the
maximum usage period of the key pair is 8 years or less than 8 years.

For SM2 subscriber certificate, the maximum usage period of the key pair is 4 years or less
than 4 years.

For the ECC 256 bits SSL/TLS server certificate, the maximum usage period of the key pair is
398 days or less than 398 days.
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13. For the ECC 256 bits code signing certificate, the maximum usage period of the key pair is 39
months or less than 39 months.

14. For the ECC 256 bits Subscriber certificates beyond the SSL/TLS server certificates and the
code signing certificates, the maximum usage period of the key pair is 8 years or less than 8
years.

6.4. BOIEEFE Activation Data
6.4.1. BOEEHE K A2 223 Activation Data Generation and Installation

N T PRIPAIN 2 4, EASIT 7 AR R 22 s et 6 AU ORAIE 22 4 P58, AT 38t 4
MBI Befmel. BAREMEM . BB BEEPARESRAR 3z .

CA RHRIBGEEME, AL A S & 0SBl o B P8 BANE R 2R, ™
WEREAT A 0 ROAVE T AT P AR eSS, SR T T EIEBR D4 (CUEEE
B ASEME ). USB Key. IC IR 65 Il 14, AR 22 4] SERIAE T BENL™ A2 .

GDCA FEMudEEdE, WA T FEIEBM AL (U ER B AR,
USB Key. IC RHJER 455, #RRAE LTSNS N, XS EdE, #
el A N T, BB A A . WU 55 7 AL G e T HE— IR
i BO0E 24, GDCA EE U BATIHTIE K.

Subscriber must use secure and reliable generation and installation of activation data to protect the
private key from exposure, theft, unauthorized usage, modification, or unauthorized disclosure.

Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.
Activation data of subscriber private key, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generated
randomly in secure and reliable environments.

Activation data generated by GDCA, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generated
randomly in secure and reliable environments. The activation data are delivered to subscribers
safely and reliably, such as through offline face-to-face submission, post courier delivery, etc. For
activation data of non-single usage, GDCA suggests users to modify by themselves.

P B ORS 1 2H % A B DG R, NAZIEAE LAR JLAS
1. & 8ALFSF

2. ELEEMNGFER

3. AREAEIRZMHFEKFRT

4. ABETIHRAE G4 A A
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5. AREMEHAEH. HIGEHT
6. FAEE TR T AT

All the protection passwords should not be something easily guessed, and should follow the
following principles:

1. Contain at least eight characters

2. Contain one lowercase letter at least

3. Not contain many of the same characters
4. Not be the same as operator’s name

5.  Not use birthdays, telephone numbers

6. Longer substring in user name information

6.4.2. BEEIEKEI Activation Data Protection

XF T CA RMVH MBS SR, AU BOS B # 8 aT 521 U7 o B1S A F RIS A
AR, I H SN QRS RS B ER

VP IS B A 22 A TSR A BE 74, AT % R, B blS
BEATH S, ATTHEAR TR . W FUE T A F A B PIN BB LRI AAGHRL, T R
BRI O A B PIN A, B (R S5 . A0 FAE 15T P s AR R e AR RA R, 3
PRI R AR N ARG IR TRCAL S RAN R A TRE, MiZE
OB R AT 2
Activation data of CA private key must be separated in a reliable way and kept by different trusted

personnel. Administrator must meet the requirements of responsibility division.

Subscriber’s activation data must be generated in the safe and reliable environment and be
properly safeguarded or destroyed, and cannot be leaked to others. If the certificate subscriber
uses a password or PIN to protect private key, the subscriber should take good care of password or
PIN to prevent the leakage or theft. If the certificate subscriber uses biological characteristics to
protect the private key, the subscriber should also pay attention to prevent his/her biological
characteristics from illegal obtaining. Meanwhile, in order to meet the security requirements of
business systems, activation data should be modified regularly.

6.4.3. BUEEHE ARG T Other Aspects of Activation Data

ARSI AT RN, MR AR R R T ER e, B
B R . BAR AL -
AL AN 75 2N NOZAH G IR R e e RE P e T R A es . R el
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FEIRBUE T, HH S8 45 R ek A AR5 I8 ot LR B A R SRATHA K 1 5070 B
FAR, s HA I ELR TUL Z0R

FIER N R, X THIGIESNT P EonEdE A F, BUE W

1. AT HRIEIEBR O 4, HE G KA.

2. T PRIPALVEHEE IC . USB Key [114, GEGT P AR ML 55 87 H] #1075 22 B I
TUAHE, AR 3 A4S 5 M EZ BT .

Activation of private key shall be protected from loss, theft, modification, unauthorized disclosure, or
unauthorized usage during the transmission.

The activation data of private key which is no longer used should be destroyed and protected from
theft, disclosure or unauthorized use during the destruction. The result of destruction is that some
or all of activation data can’t be recovered directly or indirectly from the residual information and
medium, papers recorded with passwords must be shredded.

For the security reasons, the rules of certificate applicant activate data of lifecycle as below:
1. The password used to apply for certificate becomes invalid after successful application.

2. The password used to protect the private key, or IC card, USB Key, could be modified by
subscriber at any time based on business application, and should be modified three
months after the validity.

6.5. HEAMLZEEH Computer Security Controls

6.5.1. R BB Z 2B ARER Specific Computer Security Technical

Requirements

GDCA REZiM15 B2 A B, & IR E bR GIE P IAIE 2 G0 3509 Je HA 56 22 SR AR BT |
Tl AME B AR (L IAEIRSE B INED, 2/ 1S027001 15 B 2 4 bRtk RLTE LA
B HARARSCIE B Ahrdl, e AT . SE8H I 2 2B FL AR RIS E, 1EI8 8 T L
SR A AR . EEM AR HITE ARG 5 R FIIGAIE S [ 5] |
eS| NNGAY A e 4 N G E S v T R e N

Information security management of GDCA certification system meets "Specifications Related
Security Technology Certificate Authentication System” published by OSCCA, "Measures for the
Administration of Electronic Certification Services" published by Ministry of Industry and Information
Technology, standards of information security in ISO 27001 and security standards of other relevant
information. GDCA draws up comprehensive and perfect security management strategies and
standards, which have been implemented, reviewed and recorded within operation. The main
security technologies and control measures include: Identification and authentication, logic access
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control, physical access control, management of personnel's responsibilities decentralization,
network access control, etc.

SAT R BRI, RO R4 (45 CA R4t RA 240 Ui
BRFFIN 53 70 BCE— A, T R 07 T AL PR PR 1) AT AR A ST EER K MBURR o« V5 1]
R R AR 44 B4 DL B AR UA 3R BT 3.

LR ) 2 e T B DR CA B ANEEE S R G T E I RS A
KR BRG] .

Dual-factor authentication mechanism shall be utilized in the login process to validate the digital
certificate and username/password of user. GDCA assign each user of CA/RA system a unique
account with minimum permissions according to the requirements of user.

Strict security controls ensures that the system of CA software and data files is secure and reliable
and will not be accessed without authorization.

L RGNS HAL ARG H D B, B RGSHARGE R KRB AL
BHLLE BRFE A€ RN FH R PP A3 I 28 1R U5 7] o 438 P 97 i BELLE AN I RIS RN AR 27 R Y
2, REIDT AR RGNS . A CA RGERESEHATN ., ALETHERE. U
o] R GEHTAT A5 N 53T B 11517 CA Hodfa

Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for
specific applications. The usage of firewall is to prevent the intrusion from the internal and external
network production system and restrict activities of access production system. Only trusted persons
in operation and management group of CA system, when necessary to access the system can
access the CA database using password.

6.5.2. TTHENZ4E G Computer Security Rating

GDCA HINIERSGE, i 1 5 Hm 1 22 et A .

GDCA HJWAIERGE THEHL L a2 4, B4 i [ 508 48 3R AT I AE R
i, IHHEANL. MR 2T ERITA A, W0, MBS TR LSRN, XA
IE RGN RG22 AT T
GDCA certification systems pass the security review of OSCCA.

Authentication system, computer and network security of GDCA should be evaluated by OSCCA
each year. According to the opinion of the relevant experts and leaders, GDCA may upgrade the
authentication system and system security when necessary.
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6.6. A& EIBARFEH] Life Cycle Technical Controls

6.6.1. REGHF K #zEH| System Development Controls

GDCA HIEAF Bt AT A R4 AT B -
il RE 28 ] AR I TE R AR SRR AR R, R ZR AR ™A H2 IR IAAT 5
i 7€ 2 W) B IR I R S B A
TF KRR AT RABEREAT P R e P H R B A M
AR B AT A RUAE LA 1
55 =7 WE AL o A
24 MR M AT SE I vt
[FIf, GDCA AT RIRIERNE, 275 1S015408 bR, AT AHIR LI FITT
KAz o

© o > w bd o

Software design and development of GDCA process follows principles:

1. Establish internal system of corporation about update, alteration and application. The
employees should follow this system strictly.

2. Establish internal purchasing process and management system of corporation.

3. After the programs have passed strict test in development environment, they can be
deployed to production environment.

4. Effective online backup must be done before deployment changes.
5. Verification and review of third-party.
6. The security risk analysis and reliability design.

The operation specifications of software development, which refer to 1SO15408 standard,
implement relevant plan and development control.

6.6.2. 2 A FRIEH Security Management Controls

GDCA NIE R GRS 2 48 B, ™ MR [ 25 B0 HEL = AT s AT i B it
1T ERAES

GDCA NIER G R AL A M A h3E it A 1 22 Gei gt )™ 4% 1 Ik 38k i
A AT AR, ARFE ST R E S AL ST AR IR ] DhRE I CAIE 3%
GDCA & XHAIE F GEEAT € HIAIAS & 9Ty 2 A0t

GDCA KM —Fh R id i) & PR ZAAZHI A R S ECE . BB IER IR 2L
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Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.

GDCA authentication system has a strict control measures, and all the systems can be used only
after being rigorously tested and verified. Any modifications and upgrades will be recorded for
reference and made for version control, functional test and record. GDCA also carries out regular
and irregular inspection and test on certification system.

GDCA uses the flexible management system to control, monitor system configuration and prevent
unauthorized modification.

RO HERI BRI, AT Zatb i d, FARIRBIREREHWAR, 25
FAAE L AR A o 03 0% IR AN 22 25 B35 A8 SN ™ A% 1) 22 e L R, 3BT e
IR v T

GDCA MIER G A A i s TH LU, IR IH B AT AL BRI, 15 S 20
WSS B A R 2 A 5 B AR

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

After all the hardware and software equipment of GDCA authentication system are upgraded,
GDCA must confirm the existence of information which affects the security in waste equipment.

6.6.3. A 47 R B 22 2458 Life Cycle Security Controls

GDCA L R SR A Vet B m] RREEEMERO T2 R, HErp g 7R, B R
i JA IR 2 e o

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.

6.7. I Z4#H] Network Security Controls

GDCA AIUE £ Gt K FH 2 24 B K 35 0 I 2% B 22 A 45l R G R ORI HL STt 56 35 11
Vi HIEA .

WIER G RIS FIES . EWIEB ARG ERIE DR, (A o b 25 k47
R GDCA B A TR #E GDCA EP/Ik95d% . GDCA iET H 3¢k 95 4% GDCA
BAEPOEREH RS

NT IR ZE 224, GDCA NI R G245 508 T NRE . 224w ih. Bips
TR RS, I H SRR K8 NAZ BRI 22 4w Th . B R N R G IIRR AR,
PR AT BE IR AR B T 9 245 1) AU o
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GDCA authentication system has multi-level firewalls and the protection of network resource
security control systems. It also has complete access control technology.

Authentication system only provides the operations such as application and query of certificate to
subscribers over the network. Only employees authorized by GDCA can access the GDCA
certificate server, GDCA certificate directory server, GDCA operation center and other equipment or
systems.

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and
updated to the version of above systems, as much as possible to reduce the risks from the network.

6.8. HBJ[EIEX Time-Stamping

GDCA #4554 RFC 3161, 5816 UL Az Authenticode i RIERAR S, FEH TS
%4 . PDF 4% Hi&. GDCA HNLE RGi) R Geht ) i@t NTP s 51Z 8] 18] 8k AR

GDCA provides time stamp service that complies with RFC 3161, RFC 5816 and Authenticode,
mainly used for code signing and PDF signing purpose, and the system time of GDCA’s operation
system synchronizes with this time stamp service through Network Time Protocol (NTP).

7. IEP. EHEHEFRMEREFTIRSIMYL Certificate, CRL,

and OCSP Profiles

7.1. {EFH Certificate Profile

GDCA i F U TE AR UE 54 A & R S AH AR LR, 2 1TU-T HEFR I — AN [ Brb
ITU-T X.509v3 (1997): 5B HA-JFRAG Hi%-Hx: AIEHEZE (1997 46 H) Frifk
M1 RFC 5280: Internet X.509 APHE:A UL CRL 4544 (2008 4F 5 H).

GDCA ifiid CSPRNG A2k T 0 HAKE N 64 FrAER F1 1 IE 7415 .

The format of GDCA certificates conforms to national standard, i.e. ITU-T X.509 V3 (1997):
Information Technology - Open Systems Interconnection - the Directory - Authentication Framework
(June 1997) recommendation by ITU-T and RFC 5280: Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile (May 2008).

GDCA generates non-sequential certificate serial numbers greater than zero containing 64 bits of
output from a CSPRNG.
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7.1.1. FRA5: Version Number(s)

GDCA iEFi 54 X.509 V3 Wil Fitg =, WA E BAF AR UE TS A A= Y o

GDCA certificates are compliant with X.509 V3 certificate format. The version information is listed in
the version field of the certificate.

7.1.2. MEHH B Certificate Extensions

GDCA [ 1 M8 ] X.509 V3 JiE Fbr#EWUAIFR Y FEIILASE, B T B 2 I e
Tl
® iEFihRAEI
1. UEFARAS (Version)
i X.509 UEFS MR AURRA, {EON V3.
2. UEPBR%)5 (SerialNumber)
Bt GDCA 73 B4 ik 45 (R ME— H) B AR IR 7T
3. ZABEIEFRSF (Signature)
fii %€ 1 GDCA 25 A E -t s F 25 44 i
4. KA (Issuer)
FIRARRZE R AUEF 19 CA 1) X.500 DN %%, B GDCA &M@, BfEE%K. A,
W Bk, BRALERTT. FEH 4. #Bilan.
CN = GDCA Guangdong Certificate Authority
OU = Guangdong Certificate Authority
O = GDCA Certificate Authority
L = Guangzhou
S = Guangdong
C=CN
5. UEFAH X (Validity)
FSRAREUEB A RO, AL T AR AE 800 B AANE[a] LK 282800 H AR [A] .
FEOAERIEB, & E R EiE B GrEA R A .
6. UEPBH/ 4 (Subject)
T B R RRE EH) X.500 ME—42 5 BIFEE S A T B SR ER T IAE A 44,

R email HihikSEAS AAE B4

137



Il semrannaemes

TooR GDCA HE-FAEML S5 H) (V5. 7 FiO

7. UEBFEEEATEHEE (subjectPublicKeyinfo)
IFRREE AT EAGESOSHANEEGEE: IERREEN AT EHANE; A
FEAME M EIEFR AT . AR IRFF AL & AT 2 EIE R hash 5925,

In addition to the X.509 V3certificate standard items and standard extension items, GDCA also
uses customized extensions.

® certificate standard items

1. Version

This field describes the version of X.509 certificate.

2. Serial Number

The serial number is a unique integer assigned by GDCA to each certificate.

3. Signature Algorithm Identifier

The algorithm identifier is used to identify a signing algorithm with which GDCA used to Issuer.
4. Issuer

The issuer field identifies X.500 DN of CA that has signed and issued the certificate, namely each
attribute of GDCA, including country, province, city, organization, department and common name,

e.g..
CN = GDCA Guangdong Certificate Authority
OU = Guangdong Certificate Authority
O = GDCA Certificate Authority
L = Guangzhou
S = Guangdong
C=CN

5. Validity

The certificate validity period is the time interval during which the CA warrants that it will maintain
information about the status of the certificate, including two dates: the date on which the certificate
validity period begins and the date on which the certificate validity period ends. The validity must
be checked each time using certificates.

6. Subject

The subject field identifies X.500 DN of subscriber, including country, province, city, organization,
department and common name. It may also contain email addresses and other personal
information.

7. Subject Public Key Info

This field is used to carry the public key and identify the algorithm with which the key is used. This

138



Il semrannaemes

Toox Cenemoe GDCA HLF-ATEML SR (V5. 7 Ji)

identifier identifies public key algorithm and hash algorithm.

® EPY R

1. ARHZHFRRAT (authorityKeyldentifier)

MR UL B R IRFF Y R i 7 — P70, DURASIE-B2E A X R A 24
WUR # T A 2 A BAHIAF R TR A RAE 22 B Y R .

2. FAREHPRIRTT (subjectKeyldentifier)

AT L — PR BI A& — R E AHFRER 57 B R IR T #ER A TF
T BRI X — F AR EES (i, SEHERRAERD.

3. M (key usage)

TRESMEHWANE: BTEL, A, %HmE, BEme, HHm, %
UEIE%544, BiE CRL %24, R, Hfgw, K4,

4. CRL KA

H1 GDCA #RE i CRL AAfi i

® Certificate extensions
1. Authority Key Identifier

The authority key identifier extension provides a means of identifying the public key corresponding
to the private key used to sign a certificate. This extension is used where an issuer has multiple
signing keys (either due to multiple concurrent key pairs or due to changeover).

2. Subject Key Identifier

The subject key identifier extension provides a means of identifying certificates that contain a
particular public key. The extension identifies the authorized public key. It provides a means to
identify different keys used by the same subject (e.g. when rekeying).

3. Keyusage

The key usage extension defines the purpose (e.g., electronic signature, non-repudiation, key
encryption, data encryption, key protocol, certificate signature verification, CRL signature validation,
only encryption, only decryption and only signature g) of the key contained in the certificate.

4. CRL Distribution Points
It refers to CRL Distribution Points specified by GDCA.

® T XY e

EEXEAS R E 58 I 2% 75 5k, GDCA W] R iE 8 L —2eg JR I, G4EHAMR T
¥

1 AetRiS: TR R REE S5,

2. HEWKRED: H T 2R A S B ED,
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3. LREMS: MTERmdlk TR 5
4. EBEICUES: HTRaxdlk FF-S 65
5. fEAEMSS: WEBAUANU AR FARRT 7 R — 5
6. HBIEICIES: TR 5.
7. MABESHS: TR E RS ERE— 5.
® Customized extensions

To satisfy different requirements for certificate application service, GDCA can define some
extensions flexibly, including but not limited to the following extensions:

2. Insurance number: It is used to indicate the subscriber's insurance number.
3. Organization Code: It is used to indicate the Organization code.
4. IC registration number: It is used to indicate enterprise IC registration number.

5. Taxation registration certificate number: It is used to indicate enterprise national taxation
number.

6. Trusted service number: It is used to indicate subscriber’s unique number generated by
GDCA.

7. Land taxation registration certificate number: It is used to indicate enterprise land taxation
number.

8. Resident identity card number: It is used to indicate unique number of resident’s identity card.

7.1.3. HEX Z AR RRF Algorithm Object Identifiers

GDCA 2 R HIIEF, B BEHIAR R R N shalRSA . sha256RSA Fll sha256ECDSA,
HA A TP RS AEE S B 2500 R AN shalRSA.

The cryptographic algorithm identifiers of certificates issued by GDCA include shalRSA,
sha256RSA and sha256ECDSA, and GDCA does not use shalRSA for the cryptographic algorithm
of the publicly trusted certificates.

7.1.4. ZFRIER, Name Forms

GDCA %5 & HUEH 2 FR % 2 AT N 45 & X.501 Distinguished Name(DN) )%,
VIR S

SSUTLS iF B EMIA RN A I «.7, “-7, & “ 7 (BH)FR, K/t
MFRTRZIUT . AeRE. SANEH A E

Name of certificate issued by GDCA is formatted in accordance with X.501 DN.

140



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%-U\-‘L[E—\J-k%%m)rlu (V5. 7 ﬁ}i)

SSL/TLS server certificates cannot only contain metadata such as ‘., *-’ and ‘' (empty) characters
and/or any other indication that the value/field is absent, incomplete, or not applicable.

7.1.5. Z FRBR# Name Constraints

AEH .

Not applicable.

7.1.6. TEHEmET R AR RAF Certificate Policy Object Identifier

UE T SR IS FARMRFFFIA CPS 25 1.4.1.7 75,

See CPS section1.4.1.7.

7.2. EP#4EEFIR CRL Profile

GDCA A% % CRL, ftH & #{diH .

GDCA issues CRL regularly for the subscribers to query.

7.2.1. R4 Version Number(s)

GDCA [PJE s #1132 K X.509 v2 #% =Ko

CRL issued by GDCA is formatted in accordance with X.509 v2.

7.2.2. CRL fl CRL % H¥ B3 CRL and CRL Entry Extensions

GDCA HJEPis 713 (CRL) J&— N I [ B H28 i #2544 1) S iE 15
1512, CRL %Kk ¥# /& CA, GDCA iliid kA CRL &t E s Ak AU IEHRPIRES

2N

ER.

L CRL AR5 FIRIRGE CRL MORRASS B GDCA RIIA I X.509 V3 UE-F34f
] CRL V2 hii A,
2. Z4%5. GDCA X shal RSA. sha256RSA. sha256ECDSA. SM2 J ECC %4

AP
3. MiKE: FREBKHMAE DN 4, HEZ. & . PO, BT TRE 44 SR
Feo
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4. ARG E: ARE A HNEME, FBARBIA CRL KAT I TA].

5. SRS FEE—ASH WA, HEARB R IR CRL FZRAG MM 8] CAbriE
siRi| (58 FH %480 6

6. MEIETIR: f5E CEREHIER IR . AFEDSA U85 FHE B
B ) H AT A

7. WRMNIFEAHFRAST (lssuer Unique Identifier): ZSIRFRIR I SRIGIEAE CRL 4544
AT, EReHEAIE— CA MEHMARZEH.

CRL is a revoked certificate list with time stamp and digital signature. The issuer of CRL is CA.
GDCA provides certificate status information through releasing CRL.

1. CRL version: It refers to version information of CRL, GDCA adopts CRL V2 corresponding to
X.509 V3 certificate.

2. Signature algorithm: GDCA adopts shal RSA, sha256RSA, sha256ECDSA, SM2 and ECC
signature algorithms.

3. Issuer: It refers to DN of issuing authority, including country, province, city, organization,
department and common name, etc.

4. Effective time: It refers to date/time which indicates CRL issuing time.

5. Update time: It refers to date/time which indicates next issuing time of CRL. (It's an enforced
field in this CPS).

6. Certificate Revocation List: It refers to a list of revokedcertificates. The list contains certificate
serial number and certificate revocation date and time.

7. Issuer Unique ldentifier: It is used to authenticate the public key which is used to verify
signature of CRL. It can distinguish different keys used by the same CA.

7.3. ELKIEFIRAPML OCSP Profile

GDCA kH IETF PKIX TAERHTF KK —MELIEFDIRA L (Online Certificate
Status Protocol, OCSP, RFC6960), WM S 1 —FibnE i K AN B 2% =X LA
WIEF R M 1. 7 GDCA B J5 Mk % OCSP & if)% /- 3 J-4% ff GDCA B 77 ™
i RAI) OCSP #HAE U BT RC &, BRIV GDCA MTELIETHIRAS A% . GDCA
2R H) OCSP M W 22 /AL 25 LR AT i) OCSP ATUAL AT Y 25 -

1. Version: % i F K] OCSP WM fIRAS 5 : GDCA HIFELAERZE MY v1 .
2. signatureAlgorithm: 5% OCSP HJ%iiZ:;

3. responderID: %5k OCSP HySEAk. 25K #H A SHAL HE 75 L8 AE B 4 o
4. producedAt: OCSP i A= B (1) H HFA R [A] 5
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5. Signature: OCSP MM BB 7254 .

6. Nonce(—RPEREALEL): 7EARZSTERIH S HBE— requestExtensions 7% & A K 74
B A1) responseExtension 4% & H AL F — IR BENLEL, By 1k H RS .

7. UEFRRES: UEBREICIRES, SREA R BEEFAR A,

GDCA adopts an Online Certificate Status Protocol (OCSP, RFC6960) developed by IETF PKIX
working group. This protocol defines a standard request and response information formats to query
whether a certificate is revoked. Subscribers can download the OCSP query client from GDCA
official website and follow the OCSP guide book published at GDCA official website for
configuration. Then subscribers can use GDCA's online certificate status query service. OCSP
response message issued by GDCA contains at least OCSP organization basic domains and
contents described below:

1. Version: OCSP protocol version number used by client. The version of GDCAOCSP is v1.
2. SignatureAlgorithm: Algorithm used for signing and issuing OCSP.

3. ResponderID: ID of entity who issues OCSP. It consists of SHAL of issuer’s public key and DN
of certificate.

4. ProducedAt: Date and time when OCSP response message is generated.
5. Signature: Digital signature of OCSP response message

6. Nonce: The nonce, which is used to prevent replay attacks, is included in requestExtensions
variable of state request message and responseExtension of response message.

7. Certificate status: The latest status of a certificate, the status can be valid, revoked, and
unknown.

7.3.1. OCSP R A M AL B OCSP Request and Response Resolution

—/> OCSP i KRB & LA N EdE: PhidiAs . IRSFER. HAREBAR IR Gy R

TS, TEBZ—ANMERZ G, OCSP 45 vty M oL A iR 47 40 " AG: U

o {5 EE 1L

® B i 55 A A E B B A SRR 55

® IEREE TWNARS SEERGEE, WRAEA DR RFABCA 2, 4 OCSP
R 55 SR A AR AR s AR, R BN E [ R

Protocol version, service request, target certificate identifier and optional extensions, etc.

After receiving a request, OCSP server does the following tests during response:

® Information is formatted correctly

® The response server is configured to provide the request services
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® The request contains all the information needed by response server. If any pre-condition is not
met, the OCSP server will return an error message. Otherwise, it returns a determinate
response.

PRA#E R R Z A GDCA IERZE A E R TH TS, TERPIRSOIE.
WERARG OREE . RE1. BIEAERH LN A
® [N GiFERIRA
M L 55 44 R
XV R e 45 1 5]
RIS
BT BIR RS
xR R A5 B B A 1254

All determinate responses are signed by GDCA certificate issuer. The main response statuses are
valid, revoked, and unknown. The response message consists of the following components:

® Reply syntax version

® Response server name

® Response to the request client certificate
®  Optional extensions

®  Signature Algorithm object identifier

® The signature after the response information is hashed

WA, OCSP Rgsdssxizlnl —/MEEEEE, XL R(EE KA GDCA IEH%
REFEHANZE S HAEHE B R EAFE:
A IERERE AL IE R (malformedRequest)
P EREL % CinternalError)
B S A (trylater)
TEL 4 (sigRequired)
FFZHL (unauthorized)

If an error occurs, OCSP server will return an error message, which doesn't contain key signature
signed of GDCA certificate issuer. The error message includes:

® malformedRequest
® internalError
® trylater

® sigRequired
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® unauthorized
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8. INMEAL# &+ M H B P45 Compliance Audit and Other

Assessments

8.1. VFAh B M X 5 1F £ Frequency and Circumstances of

Assessments

GDCA RFZEME N BT — IR — B s RS E VAL, R A D 3% MIE
FoREAT AL, DUBRIEIE BRSSO Al Stk . e Ve fmT# ik AT F3E iy GDCA
TrustAUTH R5 ROOT k5. ¥ % 4{ R5 R CA iE45. GDCA TrustAUTH ES ROOT ilE
FRER I G CA PFrs K1) SSLITLS IR55 &+

GDCA conducts an internal compliance audit and an operation assessment each quarter to ensure
the reliability, security and controllability of certification services. We extract at least 3% of
certificates for assessment. The extracted certificates are SSL/TLS server certificates issued by
subordinate CAs of TrustAUTH R5 ROQOT certificate and #{% I/ R5 #8 CA certificate and GDCA
E5 ROOT certificate.

B 7 A ERE THAIPEAL 4, GDCA JEHSTE ALK o v g 55 Fr, $%H WebTrust X
CA IR AT 150 o H ANV Ay«

1. AR (P NRIEME BRI CRPERS S EIMNE) SR ER,
TP — RHESZ E T IV A IR

2. GDCA #ZIREZK EEHMI M ER, EFAHSARUER A CPS 1#IE S it i A1 il
5, FRHRN VAR RIS TR, R A AT — IR B PR A%, BLFEX GDCA
WHE SR (RA ZHSS) I F1%.

3. GDCA HEiEMAL s iS55, %08 WebTrust X CA B LHRIN, 42
AT —IRAME R LAV Al o

4, GDCA BAFHAT— AR PG AR, W3 IR 5 40t iy, VPl i R
A AT REME BB AR E, IRV H AT RI SR . B R G LR I T R
JSERE AU, AR U PRAL, G ST AERRIR G AR R W AR

In addition to internal audits and assessments, GDCA also engages external audit firms to perform
assessments and evaluations according to the CA requirements of WebTrust on CA.

1. GDCA is assessed and inspected once a year in accordance with the "Electronic Signature
Law of the People's Republic of China", "Measures for the Administration of Electronic
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Certification Services" and other requirements by administrative authorities.

2. GDCA conducts operations and services according to the requirements of state’s authorities,
the specifications of state’s relevant standards and this CPS. GDCA shall conduct internal
assessment and audit to other entities (including RA or LRA, etc.) in GDCA at least once a
year.

3. GDCA engages external audit firms to conduct assessments and evaluations once a year to
be compliant with WebTrust for CA.

4. GDCA performs a risk assessment once a year to identify internal and external threats, and to
evaluate the possibility of occurrence and potential damages, and to assess if the current
strategies, technologies, systems and relevant measures are able to mitigate these risks.
Based on the risk assessment, GDCA develops, implements, and maintains a security plan
consisting of security procedures, measures, and products.

8.2. THEEHIHE A Identity/Qualification of Assessors

GDCA N #fHI T, H GDCA 4RIk i Mot AL # I TR B THorAt N, i
TPk AN PAT LT A

GDCA WS 1AM LA, ROZ R 2% BT I B

1 DARAVERTH. APV ERFITEAENIL, 7R A= R AT %,

2. TTENGEREZERR. BEMZLETNR, PKI BAR. ARHEMEEE;

3. A& RGUSATHEREM TR T

4. BT IR

Cross department audit assessment group organized by GDCA Security Policy Committee
performs internal audit of GDCA.

External auditors which GDCA hires shall have the following qualifications:
1. Must be an authority which has been licensed and has a good reputation;

2. Understand computer information security system, communication network security
requirements, PKI technology, and related standards and operations;

3. Have the expertise and tools to check the system operation and functionality;

4. Beindependent.

8.3. VFMiHE EBIEMFE ZEI KX KR Relationships between the

Assessor and the Assessed Entity

=

1. GDCA #Hil REANMM RGEE A WS E R S HRAE R TAE R A AR E
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o

2. ANERVEALE (fF B L AR AL TR 55 B LU AL R) A GDCA 2 1A 2
MSLHIRZR, BAEMADLSS . WASAER, B H e AR TR 50 22 2 LS PR
FRNE, VRS E RN, AR, FAHIASEEXS GDCA HEATIEAY .

Y

1. Segregation of duties is required between the GDCA auditors, and the GDCA system
administrators, business administrators, and business operators.

2. The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There are no business interactions,
financial transactions, or any other interests that could affect the objectivity of the assessment
between the above two. Assessors should evaluate GDCA in an independent, fair and
unbiased attitude.

8.4. L% Topics Covered by Assessments

GDCA L i i TAERIELL N WA
1) LRGSR 70 NSt
2) e TARGREAIH B2 15 2™ R <
3) ETARAL CPS. Mk HIVE A % e BRI AR 555
4) HMHE. CREGTE, RO R
5) R AFAEH AT BEAAAE I 2 A KU
S =07 BT 55 BT 4% I WebTrust For CA BIVEIEER, X GDCA BEAT AL # it
GDCA'’s audit contents include:
1) Whether the security strategy is fully implemented
2) Whether operation procedures and processes strictly followed

3) Whether strictly following the CPS, business specifications and security requirements when
conducting authentication services

4)  Whether all kinds of logs and records are preserved and if there is any question
5) If there’s any other potential security risks

Third-party audit firms perform assessments and evaluations on GDCA to be compliant with CA
requirements of WebTrust.
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85 XMHBEANEFXREKFEE Resolution for Problems and

Deficiencies

T AU B 45 b 1) R, p o A /N2 7 B O ) R ) B AR IR R )
BEAT Y5 OB RN 52325 (A 0 o 58 BOKT B T2 TR elodh f s A BB 1] 7% 1 W o E P4l /N
PR 55 etk T AR B RS

X T GDCA BBUEMHA v 4550, Wiz IEAE#E4T3E ) A% CPS J¢ GDCA il
SE AR S- BTG 14T, GDCA 4 T LARIIE, A B 5T 4 H AL B (LiX 247y, R
R4 GDCA FERBEATIL S5 B . M55 3ERUAT Jo 5 ™ B AV EIHLAY, GDCA &1k
SHZH U I HLF AR 5545 FAZ AL

5= IR S S5 BT RS SE S, GDCA 4RI TR IR HEAT 8k, FRE32 K
o AT AL o

ok

Audit assessment group monitors responsible departments for improvements and complete status
of issues that were mentioned in audit reports. After improvement of audit results have completed,
various functional departments should submit summary of improvement to audit assessment group.

For authorized RA mentioned in GDCA’s audit report, if they are violating the CPS and other
business standards defined by GDCA, GDCA will stop the above behaviors immediately and ask
them to make changes in accordance with the requirements of GDCA.GDCA will terminate relevant
authorization of electronic certification services of RA if the above behaviors are seriously violated.

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the
audit reports. GDCA will be evaluated again after the rectification.

8.6. PSR KIfEEE KA Communications of Results

GDCA 15 U125 SR [r) AW LAG & HARE B 1T LA BB 18 AR E 5 LG AT 1IE 8
e, XTATREIE AT A BR R, GDCA B B [T Fid 4 .

=P ES EE E S, S FE IR R, KiE www.gdca.com.cn (35
BEAT A0 o ARART S =07 I8 VT Ak SEAAIE 0 0P8 25 SR B SRS B, T 2502 56 B 1 1)
GDCA @& H AT 38, HAETS GDCA KR, 1543 5 A M2 R 7h; GDCA 1+
B AEIX 5 TH FE AL T

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA wiill
notify the subscribers of any potential security risks timely.

If the assessment from a third-party auditor firm is completed, the audit results will be published at
GDCA website (www.gdca.com.cn). Third-party should communicate its purposes and methods to
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GDCA in advance before notifying the evaluation entity on the assessment results or similar
information, except otherwise defined by law; GDCA reserves the legal rights in this part.

8.7. B¥Md Self-Audits

0. 8.1 &y,

See section 8.1.
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9. R FAEMH AR S22 Other Business and Legal Matters

9.1. %%H Fees

9.1.1. IER& K FEH Certificate Issuance and Renewal Fees

GDCA AT AR FL A (1 HL - D AEAR SR 55 [ AU IR P37 P S s i, BLAR 5% ADRE
BT T R ANAE DA B T T8 - GDCA A BURSE T IR, SHRTAHILT P Ak
FHE HE AN TR e Bl S DL R Tt

ARk GDCA 23 I CH 4R BN A8 Al GDCA A A& A —80 BAFM R
% i
GDCA can charge subscriber certification fees for the digital authentication service provided. The
specific charge will be determined by market rules and regulations of relevant administration

department. GDCA has the rights to launch different charging and discount policies targeted to
different subscriber groups.

If the price specified in GDCA agreements with subscribers is different from the one published, the
agreement price prevails.

9.1.2. EHE W Certificate Inquiry Fees

TEUEBARIAN, SZIEBE ST, HAT GDCA AW E M. FRIEH
PRI R R TR K, T2 GDCA SCATHSMKI B, GDCA K5 H 7 ik s W21 iR
HI2e

SRR B A W R B A E 281k, GDCA ¥4 Kk 76 W%k www.gdca.com.cn
EF R

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its
website (www.gdca.com.cn).
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9.1.3. IE B ERRAE B W % Revocation or Status Inquiry Fees

GDCA X TR AR A, H AT ABCDUEAT 5% F o BRAEFT 42 H R R R oK
i 22 GDCA CATEAMA T, GDCA 5 F ¥ i SRSz e 1 9

I SRR AR S A5 B B I R BUR A AR (T A2 46, GDCA R 23 B I 7E 4 i
www.gdca.com.cn _FF LA .

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless
the subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with
the subscriber for appropriate charges.

If revocation and status information inquiry charging policy has any changes, GDCA will promptly
post the changes at its website (www.gdca.com.cn).

9.1.4. H AR % B Other Service Fees

1. i GDCA ZEUARR ) CPS B HAAH VRNV SCfFiY, GDCA & ZK
R A 7= A S 2 A B T A 9

2. GDCA ¥1a] H PR HEUE R AAE A 5T S AH KRS, GDCA 1E 51T /7 5 Hof sz
B WO AR B RIS

3. HAth GDCA WZEEiE v R HEMIR% 2 FH, GDCA Mo it A, LA
i

1. If subscriber requests paper version of CPS or other related documents from GDCA, GDCA
will charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares
the prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.

9.1.5. IBEKHEE Refund Policy

GDCA YT P SCHLIA) 2 A, B 1 Ik 45 F 8 R T 37 2 FH DR RS e B8 e v] LLIR I b,
GDCA HANRIEH] AR 5 H
FESCHEAE BRI EAMZE KRB L, GDCA 57 ™% R ERE A Skmg . fu
GDCA 15 T 4% CPS BTl e i S T el e R 5%, 1T/ AT LAk GDCA HUHIIE 159
B, /£ GDCA ## 7T P HIET )G, GDCA K437 BPIELT oA FE % UE 15 BT S A i) 9
HABUREA T
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BEAR RS AN PR VT P15 2 2 AR A2
SERGE G, 1T R 4k e E FiZIEH, GDCA B 7t Hak gt i/t

GDCA does not refund any fees to subscribers except fees charged for certificate application and
renewal because of specific reasons.

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CPS or
other material obligations, subscribers can request GDCA to revoke certificates and refund. After
GDCA revokes subscriber’s certificates, GDCA will immediately refund the full amount that
subscribers have paid for the certificate application.

This refund policy does not limit users from obtaining other compensation.

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate
his/her legal liabilities.

9.2. M%FAE Financial Responsibility
9.2.1. PRESFERE Insurance Coverage

I TSI 34 GDCA kG, WEFHIT 7. Wiy 4 sk al LS GDCA 7&4H
W BT (VR B8 R TR .

® GDCA BiEBH I KA1 P LAMASE =05, 3801 B KB 8 2k
f:

o iR T ARG EEGE VIR, GDCA KRIVETIA%R TIEH, SEUK
T 7 T8 SZ AR

® GDCA RALEEUEE R I FUES g s BT H XM K 78T, S80T
F BRI R

® T GDCA [fyJ5 K S EUIE AP i e GFE, BT 7 Bl (ot 18 52 4510k
ff): GDCA B S B S i 19

®  GDCA X TARMTUEAT o M5 55 SEARA SAIE-BIGEE I & T ST BRI E AN

HH T IR 40 4 LA -
HE5 2R o 2 470 1 PR
A NAES 800 7t (RMB)
HURIUE TS 4000 7& (RMB)
WA UET 8000 7t (RMB)
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AR LR T AN 200000 7t (RMB)
DV SSL k% #8115 50000 7¢ (RMB)
OV SSL AR &5 #%iE1 500000 & (RMB)

XtF EV SSL LA EV AURSRE A4 UE1S, HI £2 WU A8 ol & A i) (GDCAEV ik
Fo T AATENE SRR Yo x5 N 5 R FIEAS 55, GDCA tim] LURYE A4 5L
FATAE RSB EIR .

If the following circumstances occur and is confirmed by GDCA, certificate subscribers, relying
parties and other entities can request GDCA assume compensation liabilities (except for statutory
or contractual exemptions). For the cerification services for a particular application scenario, GDCA
may stipulate other maximum compensation amount.

® GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

® After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

® GDCA issues certificates without authenticating subscribers’ application and it leads to the
losses of subscribers or relying party.

® [f the private key of the certificate is deciphered or stolen due to the fault of GDCA, which leads
to the subscriber or relying party suffering losses. GDCA fails to revoke the certificate in time.

® The compensation maximum amount for the certificate is as follow:

Type Compensation Maximum Amount
Individual Certificate 800 RMB

Organization Certificate 4000 RMB

Equipment Certificate 8000 RMB

CodeSigning Certificate 200000 RMB

DV SSL Server Certificate 50000 RMB

OV SSL Server Certificate 500000RMB

Compensation liabilities concerning EV SSL certificates and EV code signing certificates are
stipulated in the latest version of the “GDCA EV CPS”.

9.2.2. HABFE = Other Assets
ANiEH
Not Applicable.
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9.2.3. X B & LR R e LR Insurance or Warranty Coverage for

End-Entities

GDCA UiiE )z 74 CPS e MIER ST, WEFIT /' 4Ky & sk nl LL i GDCA
ARG AT GRS E T bRIN) . TE4 GDCA #iihg, 7 LAXHZ SR AT £ o
T A2 PR A 0 T
1) GDCA FTA Mgt LS AR AT 9.2.1 hIUE AR, BiEEFHAEET

WA A IR, e EIR T LA GDCA MR¥EIE DLE il 2, GDCA & HHT

il 28 J5 IS GLALZE FIAH OGS N
2) GDCA R 1EUE A ROHIFR o AR HH451 2 I8 13 53 AT

If GDCA violates the provisions of this CPS, certificate subscribers, relying party and other entities
can request that GDCA shall assume the liability for compensation (except for statutory or
contractual exemption). After confirmation, GDCA can compensate for the entity. Limitations of
compensation are as follows:

1. Allthe compensation obligation of GDCA shall not exceed the insurance coverage stipulated in
section 9.2.1.The amount of compensation shall not be higher than the compensation
maximum amount. GDCA can reset the compensation maximum amount. GDCA will notify
relevant parties immediately after the reset.

2. GDCA only assumes compensation liabilities when the certificate is valid.

9.2.4. TSR Liability Exemption

A ISR —H, R4k GDCA Z 5ifE:
1 W PEHIERME A GDCA Bl i, A~ 452 —11:
1) WA XSRS, R, HERMARIAIGE S, AR, TN
AE R
2) PN ERE GDCA FTas ik B FUE AR AR PIN i3, 445t PIN
R BICHS B T AR B S A
3) TTENH E SRS S S B, A AR A R
4) AT PAE BT AL GIERE O A R EBE RO A REET, N SR A
GDCA KHMIZ% 7, FH&IbAf 1% i 1254 i 1 5
5) VI HEAE I E T UE I 0 0 A [ SR i . R T IO R . AL
FAUEFAE ) GDCA K 7E 1 F v Bl 41 1 At AT Ae] FH iR A5 «
6) 1T/ AILEIE A M A A ZAE TS AN DRkl k2. i
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AR BREE . A K I+
7) VTP USSR YEINE 140 1) GDCA K 241 5552 B s A8 4 I 45 2
If one of the circumstances below has occurred, the responsibilities of GDCA shall be exempted:

1. If one of the following obligations are violated when subscribers are applying and using GDCA
digital certificates:

1) The subscriber has the obligation to provide real, complete, accurate material and
information, and forbid to provide fake, invalid materials and information;

2) The subscriber shall properly keep the certificate carrier issued by GDCA and protect PIN
code, and forbid to leak the PIN code or deliver the certificate carrier to others at
discretion;

3) When the subscribers are using their own keys or certificates, they shall use reliable and
secure systems;

4) If the subscriber has known data used for making electronic signature (private key) has
been compromised or may have been compromised, he/she should inform GDCA and
related parties promptly, and terminate the use of data used for making electronic
signature;

5) Subscribers shall abide by national laws, regulations and administrative rules and
regulations during the use of certificate. Subscribers are prohibited to use the certificates
out of the scope which specified by GDCA,

6) Subscribers must use the certificate within the period of validity. Subscribers are
prohibited to use certificates that have compromised or may have been compromised,
expired, frozen or revoked;

7) Subscribers have obligations to pay the service fees to GDCA and local service
acceptance points promptly.

2. WIFARATH R SRR ERHHR . IR, I, AR, S, &
A M AME PSS 10 AT “RaTHis”, SEHERAEHUL . A b
FEARRE SRR BN, AR R T-

1) ERBREH AKE, IR, KRR W R, T K.
W, BN AR

2) AERG. AR H BT S, OIEBRAUH W, AT
B, UG BT BRALAEH ARG

2. If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to force majeure.
"Force Majeure" refers to unforeseeable, unavoidable and insurmountable circumstances,
including but not limited to:
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1) Natural phenomenon or natural disaster: earthquake, volcano eruption, landslide, debris
flow, avalanche, flood, tsunami, typhoon and other natural phenomenon.

2) Social phenomenon, social abnormal events or government actions: the government
issues new policy, laws and administrative regulations, or other social abnormal events
like war, strikes, chaos, and etc.

3. Kl GDCA [ 4 Bl I 25 i s S BOR Wi b T 3 BB IE B R A IR 3B L il 6
BRER, BUEME . ZIERIEEEBIRS  ARBUTIE 2 “HORMRE” 5l )5
PR L HE(E AR T
1) AnHid;
2) KEREALMIES). EAE. EBIEETEG
3) MR
4)  GDCA 50 £ Bl i 2% g

3. If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to equipment, network
or other technical failures of GDCA. "Technical Failure" refers to the following circumstances,
including but not limited to:

1) Force majeure

2) Failure due to relevant departments such as electricity, telecommunication and
communication departments

3) Hacker attacks
4) Equipment or network failure of GDCA

4. GDCA CiTHHisE | E oA S BT IE VAL S5, A 4512k
PR

4. If GDCA has been compliant with certificate authentication rules defined by national laws and
regulations, but the losses still occur.

FERMETNITH , A3 LS R 2 G B8 P L EOR AT i TR AR 55 28 80T 3
fE:

FERESTAH OGUR AR I EORAM (B i T2 A IE B HAAE S 5R0g ) SEat b, MIHITE
B H AL T UIE R 55 28 BB T HE P AR AR SRAT N, AR T GDCA B SRIESS
(AN & BB 2T 51 RE I BRI R A%, GDCAL 1T P AR 7 et 8 s 9 M IBURT 4. 53

For the certificate of Hong Kong-Guangdong mutual recognition, the responsibilities of Guangdong,
Hong Kong governments and electronic authentication services departments will exempt their
responsibilities if the following circumstances have occurred:

On the basis of compliance with the relevant laws and regulatory requirements and the " Hong
Kong-Guangdong mutual recognition of electronic signature certificates certificate policy", applying
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in the certificate of Guangdong Hong Kong mutual recognition and electronic certification service

departments and related behavior, any responsibilities and compensations caused by shortage and
negligence of the GDCA or related certificate, GDCA, subscribers and relying party can’t claim the
responsibilities from Guangdong and Hong Kong government.

9.3. W% BRE Confidentiality of Business Information

9.3.1. 12215 BIEE Scope of Confidential Information

1)
2)

3)

£ GDCA AL H T UAER S, DU HE BN IR S R
GDCA T J*" R E 72544 Mo w5 4]
FIHO TS AMHE, MEHHE, IRHEMEER, XEE S GDCA LN
REEE, HAREH T RANSER A EE. BRIGHEER, RalfER "4
KA o

HAh B GDCA FI RA fRAF A NAINA AE B R R B, BRIEHEER, AT A,

In the electronic certification service provided by GDCA, the following information is treated as

confidential information:

1)

2)

3)

GDCA subscriber’s digital signature and decryption key

Audit records including local logs, server logs, archive logs information, which is treated by
GDCA as confidential information. These records can only be accessed by security auditors
and business administrators. Unless for law requirements, this information cannot be released
outside of the company

Other individual and company information preserved by GDCA and RA and should be treated
as confidential. Unless for law requirements, this information cannot be released to the public

9.3.2. AEFHEERS B Information Not Within the Scope of Confidential

Information

GDCA LA N5 S AR AE B

H GDCA KATHIUEFAHI CRL HH1E B

H GDCA 3 HF. CPS iHE ] (IUEF5 5B o )5 S

GDCA ¥¥rl, R GDCA T JjfiH], 1£ GDCA Wub AT K ATHIE & o
Hofth: GDCA {5 2 AR5 M B 45k (10 B8 J00RT R 37

GDCA treats the following information as non-confidential information:

Information in the certificate and CRL issued by GDCA
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® Information in certificate policy supported by GDCA and recognized by CPS

® Information that is permitted by GDCA, only used by GDCA subscribers and published at
the GDCA website

® Others: The confidentiality of GDCA information depends on particular data items and
applications

9.3.3. 3 R F {5 B I Ft £ Responsibility to Protect Confidential

Information

GDCA 15 %3 519 AHT 9.3.1 il MR 25 B 5T 5 5%

GDCA has the responsibility and obligation to protect the confidential information described in
section 9.3.1.

9.4. MANBEFIRBE Privacy of Personal Information

9.4.1. BaFALREE 52 Privacy Plan

GDCA B THEFST P/ A FE R B ALK, (I 52 AR 5O A A B R R
HAJERLSE B T, GDCA AT (R4 (1L 5™ Mt M 2 e R RRIER A N AL
T

GDCA respects the privacy of the certificate subscriber’'s personal data and guarantees to fully
comply with the relevant national laws and regulations. In the meantime, GDCA requires all
employees strictly comply with security and confidential standards for personal privacy.

9.4.2. Ve N RERL AL IR K142 B, Information Treated as Private

B TR SRR B LSRR E 240, 1T R A H AR A ER L
HFSFLAEEL, GDCA & LUA & BOIEAS T P R AL S 2.«
® i HIARGEM SIS SRS ARG .
® i JHIBKARHIL,
® I/ B E b AE L.
o IISHIRITIKS .

Except for the information already included in the subscriber certificates and the certificate status i
nformation, other basic information provided by the subscribers is deemed private. GDCA defines
the following information as certificate subscriber’s privacy information:
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®  Subscriber’s valid documents number such as ID number, organization code
®  Subscriber's telephone number
® Subscriber’s mailing address and living address

®  Subscriber's bank account number

9.4.3. AR BEFA 15 B Information Not Deemed Private

GDCA & X AFEHAR T LT E BABHNIEBIT 7 RS B -

The information of certificates subscribers not deemed as private by GDCA include but not
limited to the following:

o I, BRI,

o I MERI. BAMERTSE.

® i U {E LR HTE R .

® i THEA .

®  Subscriber’'s name, organization name

®  Subscriber’s gender, organization nature

® Subscriber’s postal code of mailing address

®  Subscriber’s email address

9.4.4. {347 B Fh B 57 4F Responsibility to Protect Private Information

GDCA 17 % RE S IRITATT 9.4.2 A RLE MHIEF HIEE AR TTHES L5 -

GDCA has the responsibility and obligation for proper custody and protection of the certificate
applicant personal privacy described in section 9.4.2.

9.45. FHBERAE RS 5RZE Notice and Consent to Use Private

Information

GDCA H5 R BUE 24 (122 BRORAIEF T BN NBSAL, JRRERECT 521 % 2 T BURY
CAFRERI N NFSAAME B o BRAFMRIEE R sBUR A R E , ARG BE T HI¥F]
Z 1, GDCA fRAIEAZATIE T 7 BB S ABCFIEH B N BRI AN ME B iR it
RKIHE=T7 (BIAF AN,

GDCA takes appropriate steps to protect the certificate subscriber's personal privacy, and takes
reliable security measures to protect stored personal privacy information. GDCA guarantees not to
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provide the certificate subscriber’s personal information, except personal information written in the
certificate, to unrelated third parties (including companies and individuals), without the permission
of certificate subscriber, unless base on provisions of the law or government.

9.4.6. WRERBATERRF /S BB ® Disclosure Pursuant to Judicial or

Administrative Process

MATHHLR R 2L GDCA SEHEAR R A IEAS (3 HI 2 A OG A5 BN, GDCA e fitan T
=H,

SR

o IISHAEAFEE.

® i NINEE I E R .

® i/ %F GDCA Wil [ 5 At o

® GDCA Rz LR A N RR AR B

When administrative organization requires GDCA to provide subscriber's information of
corresponding certificates, GDCA needs to provide the following information:

®  Subscriber’s basic information
® Information encrypted by subscriber’s personal encryption key
® GDCA website login information of subscribers

® GDCA will provide related information to law-enforcement officials in accordance with the law
requirements.

9.4.7. Hihfz B#EFIE Other Information Disclosure Circumstances

INAAEASIT 7 2R GDCA SR LSS 2 7 SCHR AR 55 W BRI AT I, GDCA U 75
FHEUEAS T PR A% AR Ay bk 2545 SR S 28 = Wik 2y A 7]

If certificate subscriber requires GDCA to provide some particular customer support services such
as mailing materials, GDCA needs to send the subscriber's name, mailing address and other
related information to a third-party such as mailing company.

9.5. HIRFEAL Intellectual Property Rights

GDCA =47 HAR FAXHIE T L &% GDCA $2AEI BT AF I A5 AT =B

GDCA X # ikt KRG T BA AR AR F i FA8

GDCA A B E K F R & 4t

GDCA K3 B2 A5 i —){5 8399 GDCA 7%, A4 GDCA B feiF, fl A AfE
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9.6.

FEH T AT N

GDCA RATHIEFF CRL ¥4 GDCA SZHLII ™.
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RS H s GDCA S i SEAAR I Bl 44 (LA faiRR DND - RLAGZIR ik 45 2%
Ui SRR IE TS, 352 GDCA [l 7=

GDCA reserves and remains full intellectual property rights for all the certificates and software
offered by GDCA.

GDCA holds ownership, the right of name, the right to share the benefits for certificate system
software.

GDCA has the right to decide to use which software system.

All the information published at GDCA website is GDCA property. Without written permission of
GDCA, others cannot repost them for commercial activities.

Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.
External operation management strategy and specification are GDCA properties.

The distinguished name (hereinafter referred to as DN) used to express the GDCA domain
entity in the directory and the certificate issued to the terminal in the domain entity are the
properties of GDCA.

ik 51H{R Representations and Warranties

9.6.1. B FAE RSP HIBRR 5 4% CA Representations and Warranties

GDCA fE#R it LT AEAR ST iE s id R P AR VR 0 T

B RAAT P IAE B A A GDCA [#1 CPS AT S MK .

K TAIEFS T P IERATAT AN, REAEATT L2 TT 7 UE B A R A AT SR g
FiHdE CPS HZER K HAH IEAS -

TELEE U5, K Sz R ) IE 15 B 38 T8 A i 40 2

BUIE H B 0 FIFE IR R B E R AR (B, AT S, RS T

A7 3804 A5 TR AN L RO rh s 44 2 1P sl A £ P A Bl 2 ) AL s

BEAIE FRE AL T AEF RS R LS B F AR RIS 1480, DUMRR S & B IE
BOUEIE T BT & 1 AR5 S HERAPE  CorganizationalUnitName 15 2. B 71);

SKE SIS i LI /NIEF 2/ “organizationalUnitName” #1445 BAEAEIR S

Ry AT RE
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® iRl¥E CPS 3.2 M KIGUE FHE NI 1735

® % GDCA 5iJ " kHk, M GDCA HiT /" & & ity s AT AT (3T 7 il o0y
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During the process of providing electronic certification service activities, GDCA makes following
commitments:

® Certificates issued to subscribers by GDCA must be in line with all substantive requirements of
this CPS.

® Informs subscribers any known events, which will fundamentally affect the validity and
reliability of the certificate.

® Revokes the certificate acoording to this CPS.

®  After refusing to issue a certificate, GDCA would immediately refund the fee that the applicant
has paid for the certificate.

® Verifies that the applicant either had the right to use, or had control of, the Domain Name(s)
and IP address(es) listed in the certificate’s subject field and subjectAltName extension (or,
only in the case of Domain Names, was delegated such right or control by someone who had
such right to use or control).

® \Verifies that the applicant authorized the issuance of the certificate and that the applicant
representative is authorized to request the certificate on behalf of the applicant.

® Verifies the accuracy of all of the information contained in the certificate (with the exception of
the organizationalUnitName information).

® [mplements a procedure for reducing the likelihood that the information contained in the
certificate’s subject: organizationalUnitName attribute would be misleading.

® Verifies the identity of the applicant according to section 3.2 of this CPS.

® That, if GDCA and subscribers are not affiliated, the subscriber and GDCA are parties to a
legally valid and enforceable subscriber agreement that satisfies the Baseline Requirements
and other requirements published by the CA/Browser Forum, or, if GDCA and subscribers are
the same entity or are affiliated, the applicant representative acknowledged the terms of use.

® Maintains a 24 x 7 publicly-accessible repository with current information regarding the status
(valid or revoked) of all unexpired certificates.

EH AT AA G, GDCA RAERRARZIIERITT FE B AN, R g HARIT 15 B AT
FEHERA 1 o
GDCA AN 53 WAt IE 52 15 7518 24 (3l A, 37 AT AR IET P Bl R
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After the certificate has issued to the public, GDCA guarantees that the subscriber information in
the certificate are accurate except the unauthenticated subscriber information.

GDCA is not responsible for the assessment of whether a certificate is used within an appropriate
scope. Subscriber and relying party ensure the certificate is used for appropriate purposes based
on the subscriber agreements and relying party agreements.

9.6.2. PR BB 53E £ RA Representations and Warranties

GDCA HIEMAES 5 B T IER ST ARV IR -

L SRAEGSIERIT P LR 56 275 & GDCA (¥ CPS [T A SE 1t 23K

2. 1£ GDCA L BGEASI , A2 PR R LS (14 2k 0 1 3 B0 b 1645 B S R4S f il =
= BA—E.

3. VENIWUKPRE 3% CPS HIMLE, M) [ GDCA $RACHIE . BB RS Hi .

During participation in the process of electronic certification services, registration authority of GDCA
makes following commitments:

1. The registration process provided for subscribers is compliant with all the substantive
requirements of GDCA CPS.

2. When generating certificates, GDCA does not allow the inconsistencies between certificate
information and certificate applicant information due to mistakes of registration authority.

3. Registration authority will submit the applications of revocation, update and other services to
GDCA in time according to the provisions of CPS.

9.6.3. T P HIBRIR 54H 4R Subscriber Representations and Warranties

WP — B2 GDCA R MIESS, Bl GDCA. FEMALA K AFRIEFS 4T

RAFHNEH LT A&

® B MNFLRZ GDCA ) “ B b H FHiE TTAE” M4 CPS B A7 2% A 4 A

® (EIEHIARINA BT R T4 .

® I EHTEUEAS I PR ML R BE RS B R H L SEREMUER Y, SRR
ROEM. DhiEEE SRR TUE. WRAAEAREEN, AT P AR N & 10
EAIE. WP A SUEAAREEAFTE AR A SEFRA 5 18R, 18K GDCA B AL
FRIIEAS AR 35 HLA o

® SiI RIS AR NIRRT AT IR — IR A, HGRIT T EH ERE A, JF
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o LAY, WRRI BRI A CPS I FTA sk RIS, AR RIEZ
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I AR AE ORI ~F5 5 55 (33 D 60 Ak 25 o

® EPTEA CPS e A VE Fl AR, FORIES F T I AU B At G721
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® CREUZZA. A BRI R B ILE PRV I YRR AN B S A

® X SSL/TLS EAS, 11/ ST AEAN LS5 ORAUE LTRSS o 47 L 1) = R 44 %o 2 P R 5%
FREEE T

o I TARMBLIERMITF, #HRIMLL RIS, RSZRIA GDCA HHE M IET: 1)
TEF S BONB BOVE R BN ERRE S 2 IERH 5 A9E MR HE R
FEBERIR: 3) AUEERY], AL B T258 nT BEAAY .

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the
following commitments to GDCA, registration authority and related parties who trust the certificate:

® Acknowledged and accepted all the terms and conditions of GDCA "certificate application
responsibility" and CPS.

® The subscriber uses digital signatures if the certificate is valid.

® All information that subscriber provides to registration authority during certificate
application process must be true, complete and accurate. The subscriber is willing to take
legal responsibility for any false or forged information.

® |f there is an agent, then both the subscriber and agent take jointly responsibility. The
subscriber is responsible for notifying GDCA and its authorized certification services
agencies any false statements and omissions made by the agent.

® Each signature is generated using the private key corresponding to the public key
included in certificate by subscribers themselves. The certificates shall be valid at the
moment of signing, i.e. certificate is not revoked or expired. The private key for the
certificate is accessed and used by the subscriber itself.

® Subscribers ensure that they don't engage in business performed by the issuing agency
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(or similar institutions) unless they sign written agreements with the issuing agency on
such matters.

Once the certificate is accepted, subscribers are considered as knowing and accepting all
the terms and conditions in the CPS as well as corresponding subscriber agreements.

Once the certificate is accepted, the subscriber should assume the following
responsibilities: always maintain control of their private keys; use trustworthy systems;
and take reasonable precautions to prevent the loss, disclosure, alteration, or
unauthorized usage of the private keys.

Prohibited for rejecting any statements, changes, updates and upgrades published by
GDCA, including but not limited to modification of strategies and standards as well as
additions and deletions of certificate services.

The subscriber only uses certificate for the authorized or other lawful purpose within the
range specified by this CPS.

The subscriber use secure and reasonable measures to prevent the private key from loss,
disclosure, alteration and other events.

For the SSL/TLS certificates, the subscribers undertake an obligation and warranty to
install the certificates only on servers that are accessible at the subjectAltName(s) listed in
the certificates.

Subscribers of code signing certificates shall promptly request the revocation of their
certificates by GDCA in case of the following situations: 1) any information in the certificate
is or becomes incorrect or inaccurate; 2) there is any misuse or compromise of the
subscriber’s private key associated with the public key included in the certificate; 3) there
is evidence that such code signing certificates are used to sign suspicious codes.

5 Wi 53HAR Representations and Warranties of Relying

Party

SFA CPS I MUE »

WUEFSAE I 52 0 76 FEL AT R A6 P IE 5

fEEAS AT, X RE AR AT R

{EHUIEFS AT, 8 A #) CRL 5 OCSP A Ak +5 2 15 By «

Bl P2 s A 5 K T AR EN A, KBUT R ms4: GDCA
REIIARBEATAMeE, JF HARSH PR & i B B siidh A Bk .

FHEAAEMTRE GDCA A7nid (A W B8 M TR, AR EA IR T 5m
YU A SORTALE 5 I 55 AT 0 R k=5

® Abide by all provisions of this CPS.
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® Ensure that the certificate is used in prescribed scope and duration.
® \Verify certificate’s trust chain before trust the certificate.

® Before trust a certificate, verify whether the certificate is revoked or not through querying CRL
or OCSP.

® The relying party is willing to compensate GDCA for the losses and accept liabilities for any
loss of self or others, due to negligence or other reasons violating the terms of a reasonable
inspection.

® Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

9.6.5. B2 55K FiR S5 Representations and Warranties of Other

Participants

GDCA ML FMIEIE B A 2 5 F AR H 40 R A& -
WS A CPS WA HE -

Other participants engaged in GDCA electronic certification activities make the following
commitments:

Abide by all provisions of this CPS.

9.7. FH{FF 3 Disclaimers of Warranties

BrA CPS9.6.1 I WA RAKF 41, GDCA A& FH HABAE AT 2 AR IE AN 3L 552

AEREIERIT P S#05 HAh 258 PR 2.

Aot LIRSS B mh A P A AT 00 i R ARAE

ASKFEFTE E H R H 0 LA R AR AT A BT

SR TAAIHU, W4 AR 9 35 253 I R 55 P T o B L3 R ) 2 450

AT

® I/ iEfRA CPS9.6.3 /KU, BUKMIUTERA CPS9.6.4 Z /KU, 15LA%kR
GDCA Z 5T

Except for the commitments declared in CPS Section 9.6.1, GDCA does not assume any other
forms of guarantee and obligation:

® Do not guarantee the statements of certificate subscribers, relying party and other.

® Do not guarantee any software used in electronic certification activities.
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Do not assume any liability when certificate is used beyond the prescribed purposes.

Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc.

When subscriber violates the commitments defined in CPS Section 9.6.3, or relying party
violates the commitments defined in CPS Section 9.6.4, GDCA can exempt from liability.

9.8. APBRIF4E Limitations of Liability

EASIT 7 KHT A GDCA $RAE 1 HL T IAIEAR 55 I RFE SE 32 ik, GDCA

e ARIEAN T A CPS9.9 FILE A FRIB 2 54T -

If the certificate subscriber and the relying party specialized in civil activities suffered losses due to
electronic certification services provided by GDCA, GDCA will assume limited compensation liability
no more than the amount stipulated in the CPS Section 9.9.

9.9.

42 Indemnities

9.9.1. GDCA R 34E Indemnification by GDCA

1 GDCA i# /¢ T 4 CPS9.6.1 HHIBFIR, TEHTT . AkHi 25524k m] PLH % GDCA

AR TUE GEERLERTTFRIN . I TR, GDCA AHA R T E:

1.
2.

5.

GDCA RAEPHIR KL T AN S =07, FEAT P BRI E 3217 1 5
FEAT PHRASAE B SRR . JESERINE UL, GDCA A RNER I T HIRE R,
SR BT T AR I 5

£ GDCA WIHILT - A5 B BB M AL MR Bl O 0L, (B8R 1030 P &R UE S
PR E BRI 5

H1-T GDCA W R R S BUE BRI STH, WhEs, SEOT ) BT 832 151Kk
I

GDCA RAE K HEHIESS, T EURBUT E BRI .

If GDCA violates statements in CPS Section 9.6.1, certificate subscribers, relying parties and other
entities can request GDCA assume compensation liabilities (except for statutory and contractual
exemptions). If the following circumstances occur, GDCA will assume limited compensation liability:

1.

GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

If subscriber submits accurate and true information to GDCA, but GDCA issues certificates
with error information and the error leads to losses of the subscriber or relying party.
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3.

3.

After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

If the private key of the certificate is deciphered, stolen or disclosed due to GDCA, which leads
to the subscriber or relying party suffering losses.

GDCA fails to revoke certificates in time, which leads to relying party suffering losses.

F4h, GDCA I EEBR IR

GDCA FITf g4 LS A S5 T4 CPS 9.2.1, X2 1R T LLH GDCA R4 1%
DU E, GDCA 2 H il & J5 I B AL Z i AR 5G4 2N

T BT P SRS (0 5 DR 3 8 25, GDCA AR BT, FHAT /S sy (4T
7

GDCA R FEIEHA RUYIIR P AR 453 R s 434 DA

In addition, GDCA’'s compensation limitations are as follow:

1.

All the compensation obligation of GDCA shall not exceed the insurance coverage stipulated in
section 9.2.1.The maximum amount of compensation can be reset by GDCA based on
different situations. GDCA will notify related parties immediately after the reset.

For the losses caused by subscribers or relying party, GDCA does not assume responsibilities.
Subscribers or relying themselves should assume their own responsibilities.

GDCA assumes the liability for damages only when the certificate is valid.

9.9.2. TP HIMEAE FAE Indemnification by Subscribers

GNP N IR E 1T 2 GDCA SIS B 32 41 5%, 1T 7 B R P A3 5 A

WP HEEANERR, H#os, EReE BRREAELER, F8 GDCA Kl
FEUIUE S A 55 WAL B0 58 =7 18 52 4513

P RIS B T RIS BRI . 8%, BUAAAE St . 38 R BOA &0
GDCA FHIZAMIEA ARSI, LARAS A A N A i 1 GDCA S A=A 1)
UEF RS A 55 =T 5245

WP ER K478, FTERA CPS JAHSCHERAEINE, BB RIEH M TIEA CPS
FUE (Y55 Vi F

UEFS 1T B H A AR R UE S 1 SEAR R RS SR 5 » 21 GDCA K5 ik 54
G R T URATHIIE], dnROZIE B LT IREAL 5y, BUE BT S S I 7 A 21
gy, WA GDCA FZliA CPS BUMIVERET 1A KRERAE, A AZIEA51T 7 b ik iH
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If the following situations cause losses to GDCA or relying party, subscribers shall assume the

compensation liability:

1.

10.

11.

GDCA and its authorized service agencies or third-party suffer losses due to unreal
information, such as deliberate, negligent or malicious provision of unreal information, by
applicants when applying for certificates.

GDCA and its authorized service agencies or third-party suffer losses due to disclosure and
loss of private keys deliberately and by mistake; due to not informing GDCA and its authorized
service agencies or third-party of the leakage and loss of private keys with knowing the facts;
and due to handing keys to others inappropriately.

Subscribers violate the CPS and related operation practices when using certificates as well as
using the certificates activities outside of the CPS.

If the certificate is used for illegal transactions or causes disputes during the period from
revocation requests submitted by the subscribers or other entities authorized by GDCA to this
information of certificate revocation published by GDCA, if GDCA operates in accordance with
the requirements of the CPS, subscribers must assume any responsibility of losses according
to this CPS.

Unreal, incomplete or inaccurate information provided by subscribers.

Subscribers continue to use the certificates and do not notify GDCA and relying parties
promptly when information in the certificates is changed.

The private key is compromised, damaged, stolen, disclosed, and etc. due to not taking
effective protection measures.

Subscribers continue to use the certificate and do not notify GDCA and relying parties
promptly when they are made aware that private keys are lost or at the risk of being
compromised.

The certificate has expired but is still in use.

The subscriber’s certificate information infringes upon the intellectual property rights of a
third-party.

Using certificates beyond specified scope, such as the use of certificates for illegal and
criminal activities.
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9.9.3. I TT IR FH4E Indemnification by Relying Parties
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If the following circumstances lead to the losses of GDCA or subscribers, relying party shall be
assumed compensation responsibility:

1. Obligations defined in the CPS and agreements between GDCA and relying parties are not
fulfilled.

2. GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate
reviews against this CPS.

3. Trust certificates in unreasonable circumstances. For example, relying party still trusts the
certificate with knowing that the certificate usage is beyond its scope or period or the certificate
has or may have been stolen.

4. Relying party does not verify trust chains of the certificates.

5. Relying party does not check whether a certificate is revoked through querying CRL or OCSP.

0.10. AXHIFR 541k Term and Termination

9.10.1. AR Term

A CPS 7E kA HHAZER IE A2, L —RRAK CPS [FIRf %%; A CPS 78 F —fAs
CPS A%z HEE GDCA & 11 H FAE AR S5 2 20

This CPS will enter into force at 12 o’clock midnight of the release date, and the last version CPS
will become invalid. This CPS will become invalid when the next version CPS enters into force or
the electronic certification services of GDCA are terminated.

9.10.2.  #IkE Termination

1 GDCA £ 1E T IFIRS I, A CPS & 1k,
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When GDCA terminates electronic certification services, this CPS is terminated.

0.10.3. FAHHLIE S8 Effect of Termination and Survival

A CPS k)5, HATJK B 21k, CPS Wl N AWM AT BUE A, EXTZk2
H AR AL RVE R SE, CPS A 25 7 TR M E S ST SR bR T3ARIE T -

After the termination of this CPS, its effect will terminate at the same time. The contents in CPS will
be considered as invalid. However, for the legal facts occurred before the date of termination, the
regulation and the exemption of responsibilities defined in CPS for all parties are still applicable.

92.11. 25 F KA FH ES 5 YW E Individual Notices and

Communications with Participants

A% CPS #1LJ5, GDCA H st SCR R A AT SR F WUE A 2 5 AN U L IS 3 (1
BHRAHEN,

After the termination of this CPS, GDCA will notify all related parties who have participated in GDCA
electronic certification activities about related matters on document expiration.

9.12. &iT Amendments

9.12.1. BT FERF Procedures for Amendment

% GDCA %4 SRIgZE XA, CPS Y5 /NARHF B/ DEHA — A CPS, HifRIH
PG I SRR R 80 1) (0 SR S AH G I Bt #58 CPIMEESR, FF& MRS
TFRE PR 2

A CPS MBI EERT, 1 CPS w5 /NAR BT, 4 GDCA %2 HRIRE A2
AL, B CPS 5 /NAFITHLUELT, BTG5 CPS £id GDCA 24 3m% 23 il 2x4lk
5 IE 0 AR AT o

As authorized by GDCA Security Policy Committee, CPS composition team reviews this CPS at
least once a year to ensure that the CPS meets the requirements of national laws and regulations
and administration department as well as relevant international standards; to ensure it meets the
requirements of CP and actual needs of certification business operations.

Revisions and updates of this CPS should be initiated by the CPS composition team and approved
by GDCA Security Policy Committee. The revised CPS shall be officially released after being
approved by GDCA Security Policy Committee.
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0.12.2. BEHMLEIFIHAIFR Notification Mechanism and Periods
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After approval of the revised CPS, it will be posted on GDCA official website www.gdca.com.cn
immediately. For the modification notified by email, mail, media and other ways, GDCA shall notify
the relevant parties in reasonable time, which ensures that the relevant parties have minimum
implications.

9.12.3. AN SEN FIETE Circumstances under which CPS Must be

Changed

GDCA 1A 45U A% CPS BEATIE U AT T L4 : CPS HhAH ok A & 5 B H R IR AN — 2L,
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The situations that GDCA must modify this CPS include: discrepancies between CPS and
governing laws, clear requirements of changes or adjustments for GDCA certification services
initiated by national regulatory departments.

90.13. i 4hF Dispute Resolution Provisions

GDCA. EFIT P iy 55 SEARAE i T IAUEE B b A e nT 4 LT AP RRAF R
1. HR4EAS CPS iRl e, MIHTETs
H1 GDCA AHIRERI ] 1515 H i A\ WM
EPR R, AT R T AT F R
AT 5 GDCA S AN A CPS FTi K AT fT LB R VAR, 52 GDCA L7
VA FTE N B2 B A
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If GDCA, certificate subscribers, relying parties and other entities have disputes in the electronic
certification activities, following steps can be taken for resolution:

1. Confirm the party to be held responsible according to this CPS;
2. GDCA’s related departments are responsible for coordinating with the applicants;
3. If coordination fails, these parties should reach out to the legal authorities;

4. Prosecutions against GDCA or its authorized agencies over any disputes arising from this CPS
should be governed by the people's court in the place where GDCA is registered.
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0.14. E¥EHESR Governing Law
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The CPS of GDCA is governed by the law of “Electronic Signatures Laws of People’s Republic of
China” and the regulation of “Measures for the Administration of Electronic Certification Services”
promulgated by the country.

90.15. 5i&EREEIE 1 Compliance with Applicable Law

To1& GDCA HIEAT 7 Ay S8 S A A ] b e (3 DL S AR AT Ak i ] GDCA HIE S,
A% CPS AT« AR AIRE A3 22503 F rh A N RS (174 . (£ 75 GDCA Bif%
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Regardless of the place of residence for the subscribers, relying parties and other entities or place
of use of the GDCA certificates, the execution, explanation and procedure should be compliant with
laws of the People’s Republic of China. Any disputes involved by GDCA and its RA in relation to this
CPS should also be compliant with laws of the People’s Republic of China.

0.16. —f&%% 3k Miscellaneous Provisions
9.16.1.  SEEEWMY Entire Agreement

GDCA [ CPS e B R S5 M Gl bl Hx. TAANE 3 #65r. KTXHZ
MERABTBEE BTN, BB it a . IR ERE GDCA [z
LA A B A 5

Complete document structure of GDCA CPS includes 3 parts: titles, table of contents and main
contents. Modified alternative content of the table of contents and the main contents will completely
replace all previous parts. The previous parts would be placed at the GDCA web site for browsing.

9.16.2.  Hil Assignment

GDCA i, MRYEA CPS iR AL SRS I RIBURIAN 55, %07 83 Nl i%
FRVEAEE (R AF DGR AT AURIAN 55 I o G LEAT Ry AR I AN e B e Lk % o — T
R 5155 K DA IR BT o

GDCA represents that, according to the rights and obligations of certification entity parties detailed
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in this CPS, all parties can transfer the possession of rights and obligations in accordance with the
relevant provisions of the law. The occurrence of the above transfer behavior does not affect the
change of any debt and liability among the transferors.

9.16.3.  4r#lfE Severability

WIERA CPS WAFA 25k Bl N H 155 GDCA FIr 8 8 4 X 32 7= A v 5% 1 43 1)
TE NTCRLEAS BAIAT J1iF, GDCA A ATE S il b EE TR B M BT 2 5%k, 4R 8 2L,
HAREIAZH0, GDCA KA E T HEE BTN A

TEARPEAEAT 5 ER S RAUE T 2 1T, GDCA H4 K% MR- 2 question@cabforum.org, i
%1 CAB &1z CPS MBI 15 2., JFRIAEL Ok 2 AFRIBPR SR AR T A %
%1132% (https://cabforum.org/pipermail/public/).

AAREAEIEN, B0 CA/B WA ZR BB, {# GDCA RN #F& CA/B IAH]
Baseline Requirements VA EK, TIIAE 5 A0 GDCA V.55 R 1E R B4 AN F 4%
GG . RS B ET AR DG EE, X GDCA ) CPS [M&1T, JiIn] CA/B itix
FRIE K TE 90 KP4 5E o

In case any clause or provision of this CPS is held to be unenforceable or invalid due to any
conflicts with the laws of any jurisdiction in which GDCA operates, GDCA may modify any
conflicting clause or provision to the minimum extent necessary to make them continue to be valid,
and other clauses and provisions will remain valid without being affected. GDCA will disclose the
modified contents in this section.

GDCA will (and prior to issuing a certificate under the modified requirement) notify the CA/Browser
Forum of any modified content in the CPS by sending emails to guestion@cabforum.org, and
confirm that it has been posted to the Public Mailing List and is indexed in the Public Mail Archives
available at https://cabforum.org/pipermail/public/.

Any modification to GDCA's practice enabled under this section will be discontinued if and when the
law no longer applies, or the requirements published by the CA/B Forum are modified to make it
possible to comply with both them and the law simultaneously. An appropriate change in practice,
modification to the GDCA's CPS and a notice to the CA/Browser Forum, as outlined above, will be
made within 90 days.

9.16.4. BRI 4T Enforcement

GDCA 7, F#FUEIT . KM S SR AR 4T GDCA 1) CPS KTl e, AS#k
NG SR SRAN AT 2 0 B A R 5 o

GDCA declares that, if the subscribers or relying parties did not execute any items within this CPS,
it shall not be considered that they will not be executed in the future.

175


https://cabforum.org/pipermail/public/
mailto:question@cabforum.org
https://cabforum.org/pipermail/public/

[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%U\iﬁj—k%%m)ﬂu (V5. 7 ﬁ}i)

9.165.  ANFAIHLS Force Majeure

GDCA ARy B KO U ANHAL I R ZEAS AT A i A CPS
FUE R DTS RERBUE B AT 71 5t

GDCA do not assume responsibilities for losses incurred by the violation, delay or inability to
perform the CPS regulations due to the force majeure events like wars, epidemics, fires,
earthquakes and other natural disasters.

9.17. HAh% K Other Provisions

GDCA Xt 4 CPS B A5 fe & fiFAL

GDCA has final interpretation rights to this CPS.
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Appendix1: Certificate information of the publicly trusted CAs

Root/CA Certificate

Information

GDCA TrustAUTH R5 ROOT

Country=CN

Organization= GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
Common Name= GDCA TrustAUTH R5 ROOT

Serial Number= 7d 09 97 fe fO 47 ea 7a

Validity= November 26, 2014 to December 31, 2040

SHAldigest= Of 36 38 5b 81 1a 25 c3 9b 31 4e 83 ca €9 34 66 70 cc 74 b4

GDCA TrustAUTH R4 EV SSL CA

See “"GDCAEV CPS”

GDCA TrustAUTH R4 Plus
CodeSigning CA

EV

See “GDCA EV CPS”

GDCA TrustAUTH R4 OV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 OV SSL CA

Serial Number= 39 c0 77 fc 1e d6 15 e3

Validity: April 5, 2016 to December 31, 2030

SHAL digest= c3 4a d6 45 d5 79 1c 5f 22 e7 33 d7 53 47 08 15 85 75 6¢ 2d

GDCA TrustAUTH R4 IV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 IV SSL CA

Serial Number= 28 34 52 f4 73 3f 26 a6

Validity: March 31, 2016 to December 31, 2030

SHA1 digest= 78 ae a8 51 a3 1b 0f 04 9a fO 2c dO f2 ad 91 40 60 4f a7 a3

GDCA TrustAUTH R4 DV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 DV SSL CA

Serial Number=76 39 e3 80 9c 62 1e 26

Validity: March 31, 2016 to December 31, 2030

SHAL digest= 30 18 4a 5b 92 4e 67 9e 7a 91 32 93 17 d0 56 Of 58 7e 69 7b
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GDCA TrustAUTH R4 CodeSigning CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 CodeSigning CA
Serial Number= 17 b3 ad d2 40 a3 b9 20

Validity: April 7, 2016 to December 31, 2030

SHAL digest= fc 6d cb 06 a5 5b ff 76 83 64 27 5b 29 d6 4f 7c 3a a9 cf b4

GDCA TrustAUTH R4 TimeStamp CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 TimeStamp CA

Serial Number= 50 9e 8b 63 9c cf d5 fb ee b9 46 65 48 81 22 d1
Validity: June 29, 2022 to December 31, 2035

SHAL digest= 86 €9 75 66 dc ec df d1 bl a6 d2 e3 44 1d c4 a4 6e e6 34 4e

GDCA TrustAUTH R4 Generic CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 Generic CA

Serial Number= 28 35 6a 9c 70 b4 55 78

Validity: April 7, 2016 to December 31, 2030

SHAL digest=6f ed 83 eb e1 83 cc 71 dO ed el 2a e8 77 e0 df 98 96 1f 24

GDCA TrustAUTH R4 Primer CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 Primer CA

Serial Number= 7a a7 21 5f 89 b7 19 02

Validity: March 31, 2016 to December 31, 2030

SHAL digest=14 c2 b3 3b bf 6e bd 84 fc a7 01 54 13 eb d0 43 3e 17 1a 98

Root/CA Certificate

Information

e wHL R5 AR CA IEF

Country =CN
Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=%{Z X R5 R CA

Serial Number=2e d9 58 82 91 39 ad 07
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Validity: March 31, 2016 to December 31, 2040

SHAL digest=23 eb 1b a4 64 71 al e7 €9 f2 db 57 01 fe f8 f2 f8 Oc aa €9

Bz R4 EV RS Z$IEP CA

See “GDCAEV CPS”

e RA OV REZIEH CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#{ %k f{ R4 OV JR%-4HE+5 CA

Serial Number= 78 b6 25 84 85 f2 84 9e

Validity: March, 31, 2016 to December 31, 2030

SHAZ1 digest= 93 92 5b 05 17 30 05 86 fd 2c 45 eb 18 6e 00 9e b9 75 a5 dO

¥z RA IV RS 2IEH CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#(% X R4 IV R& 4L+ CA

Serial Number= 13 28 8c d8 93 9¢ d0 49

Validity: March 31, 2016 to December 31, 2030

SHAZ1 digest= 10 b8 fb 9a d2 50 32 6a ee fb 05 ad da 9d 3a 2b bb bd 5d bf

=L RA DV RS %+ CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#(#% X R4 DV IR5#51E+ CA

Serial Number=6¢ 81 58 42 a9 55 70 3d

Validity: March 31, 2016 to December 31, 2030

SHAZ1 digest=01 ad 04 cd el 05 56 23 4a f6 6f a0 €6 64 f3 a6 18 80 4d 5

Bl R4 RS2 4IET CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#{Z i\ R4 RILZEH41ET CA

Serial Number=6c¢ 6¢ e2 6b 3e a8 4c 87

Validity: March 31, 2016 to December 31, 2030

SHAZ1 digest=4f be 54 bc 70 8e b1 2a 11 86 dd 79 aa ff e7 95 f8 ad c6 €9

iR R4 @] FHET CA

Country =CN
Organization = Global Digital Cybersecurity Authority Co., Ltd.

Common Name=#{Z /% R4 @& 1T " iIFH CA
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Serial Number=7b 98 39 30 58 a0 9d 13
Validity: March 31, 2016 to December 31, 2030

SHAL1 digest=07 33 29 cb 53 b1 86 36 25 38 1b fb 48 a0 43 a7 bl fe 28 6f

Bz S R4 ERET FE CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= #{ KX R4 ZAli] FHEfS CA

Serial Number=68 f5 ae 07 7b cb da 8b

Validity: March 31, 2016 to December 31, 2030

SHA1 digest=e5 da 52 2d 5f 38 7a 6e 72 49 5e 66 a4 be ba 0f 24 f2 59 dc

Root/CA Certificate

Information

GDCA TrustAUTH E5 ROOT

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E5 ROOT

Serial Number= 1a f5 1f 4d 2c da bb 53

Validity: March 23, 2016 to December 31, 2040

SHAL1 digest=eb 46 6¢ d3 75 65 f9 3c de 10 62 cd 8d 98 26 ed 23 73 0f 12

GDCA TrustAUTH E4 EV SSL CA

See “GDCAEV CPS”

GDCA TrustAUTH E4 OV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 OV SSL CA

Serial Number= Of a7 49 2f 24 9b 14 de

Validity: March 31, 2016 to December 31, 2030

SHA1=50 15 62 d8 1b a2 40 27 1b ee 06 d2 b3 7f 5b 35 cb 9d 8c b8

GDCA TrustAUTH E4 IV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 IV SSL CA

Serial Number= 51 ba 77 d9 8c b3 2a 3f

Validity: March 31, 2016 to December 31, 2030

SHAL digest= a8 45 2b fc 20 f9 de b6 9b 8b 3f 29 73 e0 a3 b3 6f 82 eb 5b
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GDCA TrustAUTH E4 DV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 DV SSL CA

Serial Number=34 f2 54 c9 b2 fc 6a 6¢

Validity: March 31, 2016 to December 31, 2030

SHAL digest=8e 9b 9a db f5 ec c4 6b 05 76 82 2e de 5e 80 d1 57 6b 5d 7c

GDCA TrustAUTH E4 CodeSigning
CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 CodeSigning CA
Serial Number=71 18 49 83 c1 22 58 ca

Validity: March 31, 2016 to December 31, 2030

SHAZ1 digest= 10 6a 4e 5d ca 05 92 28 e4 ff 89 52 66 53 a4 64 7d 57 ee 63

GDCA TrustAUTH E4 Generic CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 Generic CA

Serial Number=05 ac ef 56 ff 70 b0 cb

Validity: March 31, 2016 to December 31, 2030

SHAZ1 digest=fd 63 ba 6e e7 89 f6 0a 16 72 b5 b3 3a 29 7d 71 71 65 54 ee

GDCA TrustAUTH E4 Primer CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 Primer CA

Serial Number=1d ad 3b b9 e6 71 7f e7

Validity: March 31, 2016 to December 31, 2030

SHAZ1 digest=5f 42 a4 4d c8 ca 12 df ae 1c 29 92 1f 47 3e 3b be 8b d4 2¢
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Appendix2: Certificate information of the non-publicly trusted CAs

Root/CA Certificate

Information

ROOTCA (SM2)

Country =CN

Organization = NRCAC

Common Name= ROOTCA

Serial Number= 69 e2 fe c0 17 Oa c6 7b
Validity: July 14, 2012 to July 7, 2042

SHAL1 digest= 06 05 b6 26 16 8a 7a 78 5d 37 b9 78 b2 d7 21 05 85 d8 8f d9

GDCA TrustAUTH E1 CA

Country =CN

Organization = GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
Common Name= GDCA TrustAUTH E1 CA

Serial Number= 3e 7e 54 df dc 3f 77 bd 31 3b c8 31 99 21 8f d2

Validity: June 26, 2014 to June 21, 2034

GDCA SM2 ICA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA SM2 ICA

Serial Number= 07 00 00 20 21 01 20 01 00 93 89 11 74 3391

Validity: January 20, 2021 to December 31, 2033

GDCA Public SM2 CA1

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA Public SM2 CA1

Serial Number= 07 00 00 20 21 01 20 01 00 89 64 98 11 62 53

Validity: January 20, 2021 to December 31, 2033

Root/CA Certificate

Information

ROOTCA (RSA)

Country =CN
Organization = OSCCA
Common Name= ROOTCA

Serial Number=6f Oc €9 52 69 c8 62 99 02 ff 63 a5 cc eb ed 3c

182




[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%-U\-‘L[E—\J-k%%m)rlu (V5. 7 ﬁ}i)

Validity: August 28, 2005 to August 23, 2025

SHAL digest= db b8 44 23 c¢9 28 ab €8 89 d0 e3 68 fc 31 91 d1 51 dd b1 ab

GDCA TrustAUTH R2 CA Country =CN

Organization =GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
Common Name= GDCA TrustAUTH R2 CA

Serial Number=52 c4 67 59 4c d7 76 90 0d b8 8b 4c 58 01 eb 85

Validity: December 16, 2013 to Decemberl5, 2018

SHA1=c6 b2 19 eb 62 3d 68 cf ae 28 94 00 ad 2a b4 Oa 28 d3 e3 1d
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Root/CA Certificate

Information

GDCA ROOT CA1 (RSA)

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA ROOT CA1l

Serial Number=2d ab 67 ea c5 5a c0 e4

Validity: June 11, 2017 to December 31, 2040

SHAL1 digest= 0a 8f 00 29 ea 3¢ d0 51 a3 01 33 bd 7a a6 ec cf f8 ff ed c6

GDCA Public CA1

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA Public CAl

Serial Number= 16 af 5b 0d a4 89 29 7

Validity: July 6, 2017 to December 31, 2030

SHA1=6c 77 49 a4 16 7e 2c ce 64 72 99 47 d5 18 01 ea 29 ad b7 b5

GDCA Public CA2

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA Public CA2

Serial Number= 65 2e 2c 77 09 48 78 17

Validity: June 11, 2017 to December 31, 2030

SHA1=ec 38 58 08 db fb 85 ea 75 3d 09 d1 ec 67 1f dd 24 59 03 fa

GDCA HKMR OV CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA HKMR OV CA

Serial Number= 2d 39 33 c0 39 8c de 65

Validity: September 12, 2018 to December 31, 2030

SHA1=01 96 64 be d9 eb cb e0 8f 19 39 79 bc f8 2d 10 52 50 ca c6

GDCAHKMR IV CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA HKMR IV CA

Serial Number= 79 f1 1a 37 5f a5 58 12

Validity: September 12, 2018 to December 31, 2030
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SHA1=e9 2d ce 1f 67 00 78 06 8c ba d2 b0 b8 c9 4d a3 c6 cd f8 d6

GDCA RSAICA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA RSA ICA

Serial Number= 79 f1 1a 37 5f a5 58 12

Validity: January 20, 2021 to December 31, 2030

SHA1=e9 2d ce 1f 67 00 78 06 8c ba d2 b0 b8 c9 4d a3 c6 cd f8 d6

GDCAQOTC CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA OTC CA

Serial Number= 4a 72 5a 2a ae ca 2d 05

Validity: August 22, 2018 to December 31, 2030

SHA1=1d df ed 88 a6 2a €0 e6 9b 85 38 ad 2d 34 00 ¢3 23 Oa 8c 45
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Appendix 3: GDCA CPS Revision Records

AT B V5.6 V5.7
s
N B KE CA IFH, GDCA
1.13.GDCA i 2% WRATHERN CA U
4f) GDCA Certificate TrustAUTH R4 TimeStamp CA & GDCA
1 Iillqierarchical TrustAUTH R4 Plus EV CodeSigning CA;
) AT IE2S e 2048 LARHEEZE A4 5 ) 4
Architecture -
J&o
1.4.1.6. B [8] 8 25 E 5 o 1L 1D Sk s 1
2 _ RAE 15 R T T P
TimeStamp Certificates
1.4.1.7. % J5E 5 19 iE
SR BE X SAR AT CP L e 1 e
3 TSR A LA 52 TG 5805 OID.
Object Identifiers of
Certificates
3.2.7. 1 | Bk & 1) 4
4 % Authentication of P % B 1) B 1 2 31 7 =
TimeStamp Identity
6.3.2.10F 15 # 7E W A1 %%
BHoxt o R e e
. . PR CA P K E 15 ) %5 57 45 FH #H
5 Certificate Operational "
Periods and Key Pair ’
Usage Periods
6 HABAEIT B At — 25 5 51 R VE BN .
Content ] )
Sections Revised V5.6 V5.7

SEQ

1.1.3.GDCA iF # Z &k 2 ¥
1 GDCA Certificate Hierarchical
Architecture

Disclosed two newly issued Subordinate CA
certificates, GDCA TrustAUTH R4 TimeStamp
CA and GDCA TrustAUTH R4 Plus EV
CodeSigning CA. Adjusted the description on
the cease of RSA 2048 code signing
certificates issuance.

1.4.1.6. B 8] 8 2% if B

TimeStamp Certificates

Disclosed Timestamp Certificates as part of
the Certificate Usage.

1.4.1.7. % KL B -5 SR IE 0T
ZFRR4F CP Object Identifiers

Added Timestamp certificate policy identifier.
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of Certificates

3.27. W | B & 1 % 5

o i Added the identity authentication method for
4 Authentication of TimeStamp

) Timestamp Certificates.
Identity

6.3.2.31F 5 # 1 HH A £ %ot i

#1 BR Certificate Operational , i ,
5 . ) subscriber certificates issued by the new
Periods and Key Pair Usage

Disclosed the key pair usage periods for the

. Subordinate CA certificates.
Periods

o Adjusted some wording issues, and other
6 Other revisions

parts that may cause confusion.
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