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1. 8| Introduction

1.1. #EiR Overview

1.1.1. A4 Company Profile

B AR G IR A 5] (Global Digital Cybersecurity Authority Co., Ltd., fAj#x
GDCA 5, “HzR”) JHEA “ REFIEB T OARA R 7, WALT 2003 4 3 H
6 H.2005 4 9 [, GDCA i iB ik 1 [l 5 %00 B Jay A5 8 3 A S5 7 M 3B ) 5t e
BN A E B HO\F RS (R IERRS VFRTIEY (VFRTIES . ECP44010215007) [1HLT
WIEIRSS IR 2 —: 2008 4 12 F, FRAFEFR 0D B RMUR I (2500 S 4 5 vr
A[EY; 2011 4F 4 H, @i 7 B 5% R LR HL B T UGIEIRSS RE D VEAL, k43 (L
FES HFIERS P (G5 A021) #Eft. 2013 4, X HLFIAMEARS RGHAT
SM2 HiEFH, il T EEEE R AN etk H A, 2015 45, GDCA @it T
WebTrust [FB5 722 4 & vHAIE, B T B brbrfi b s & 8 BARS KT, T LR 45k
R FYAER S . AIERONL S ZRFHE, 2016 4E5 H, “J REFAEBUGEH0A R
A" HEN KRB A R AR 7. 2017 4£ 8 A 11 H, GDCA FFUAT7EHT —
WRAERRAE 5y, BESRRR: Heni R, BRid: 871932,

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as GDCA, or “${ZhiI{t”) with the
former name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003.
In September 2005, GDCA passed the security review by the
State Cryptography Administration Office of Security Commercial Code Administration (abbreviated
as OSCCA) and the former Ministry of Information Industry by law, as one of the first eight
electronic authentication authorities granted the "Electronic Authentication Service License"
(license number: ECP44010215007) in China. In December 2008, GDCA obtained the
"Commercial Cryptography Products Sales License" issued by OSCCA. GDCA passed through the
assessment of E-government and Electronic Authentication Service Ability by OSCCA with the
qualification certificate of "E-government and Electronic Authentication Service Authority” (number:
A021) in April 2011. In 2013, GDCA upgraded electronic authentication service system for SM2
algorithm and passed through the security review by OSCCA. In 2015, GDCA passed the
assurance review for Certification Authority by WebTrust with the international level of operation
management and service to provide digital certification service globally. For business development,
GDCA changed its name from "Guangdong Digital Certificate Authority CO., LTD." to "Global Digital
Cybersecurity Authority CO., LTD." in May, 2016. On 11 August 2017, GDCA was admitted to the
National Equities Exchange and Quotations (NEEQ) of China, with a stock abbreviation of "#{ZiT
" and stock code “871932".
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GDCA B4 Jm, J& “T" AREFIEFHIMEF AR AR " W57 ii5. NamMmas
A el “BRm ABSRmAR AR A%k, fEEXHTS GDCA LA “T  AREUTHIE
FEF DA RA R 4 AT AR PRI H T REBFHEFAEF LA R
"7 A BRI LS5 h “ B AR BB AT IR A =] 7 7RGk

Heg AR “BUEL ~E. Ll BT ko EN, BAT “EEBRER T
b fsidr, BOT TN “— RIS EER SR 7

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO.,
LTD." were inherited by GDCA and all the rights and obligations of the contract and agreement
signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

GDCA upholds the corporate values of “Authority, Credibility, Professionalism, and Innovation”,
fulfils the corporate mission of “Trust Connects Parties from all over the World”, and is committed to
becoming a “first-class online trust service provider”.

1.1.2. BT ARV HEM (CPS) Certification Practice Statement (CPS)

AL FAUENE S5 U CRIFR EV CPSOHIA T GDCA 22K EV IEFI BTl fE AR 7,
FF& CAINYE %81 (CA/Browser Forum, [EPRZLL, FRE PR CA HINEREL, A&
& CA EBrARUERIHLF, www.cabforum.org) & il Guidelines for the Issuance and
Management of Extended Validation Certificates ( f&j#x“EV Guidelines”) LA} Guidelines for
the Issuance and Management of Extended Validation Code Signing Certificates (f&#x “EV
Code Signing Guidelines”), B9 @3S iFukf545F4 (Guidelines for Extended Validation
Certificates ) , LA & Baseline Requirements for the Issuance and Management of

Publicly-Trusted Certificates (f#5 “Baseline Requirements” )£k .

This Certification Practice Statement (abbreviated as EV CPS) describes the procedures which
GDCA shall follow for issuing EV certificate. It meets the requirements of Guidelines for the
Issuance and Management of Extended Validation Certificates(hereinafter referred to as “EV
Guidelines”), and Guidelines for the Issuance and Management of Extended Validation Code
Signing Certificates (hereinafter referred to as “EV Code Signing Guidelines”), namely the
Guidelines for Extended Validation Certificates, and the Baseline Requirements for the Issuance
and Management of Publicly-Trusted Certificates (hereinafter referred to as “Baseline
Requirements”) published by CA/Browser Forum (an organization, which is also called international
CA browser alliance, lays down International Standard of CA) at www.cabforum.org.

A CPS i& H -+ GDCA ] EV ROOT CA. EV SSL CA. EV CodeSigning CA, LKA
KA AT 755924k . A CPS AEy— DB SO, iah TR ME L EV I
FkH S BAR B E AR

A CPS 25k EV IET, HXSRZM GDCA Hiiih JFiE i i A AH < B 47 %5 3] B

2


http://www.cabforum.org/
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HRHIH .
Jiifi GDCA EV UEH T | KU NS A CPS KAHM. CP IHLE, HiE
XHIEFS F 8 RIS A o

This CPS applies to GDCA EV ROOT CA, EV SSL CA, EV CodeSigning CA, and related users,
subscribers, relying parties, etc. This CPS is considered as an individual document, covering
relevant specific operations and processes about the issuance and management of EV certificate.

GDCA issues certificates to the entitles which apply for an EV certificate and have pass all relevant
identification according to this CPS.

All subscribers and relying parties of GDCA EV certificates must refer to the provisions of this CPS
and the corresponding CP so as to decide the usage and trust for the certificates.

GDCA 15 CAIN S #%i83% (CA/Browser Forum) & A i3 & 56 EE 4 1 i B
WRAELR, DL Baseline Requirements #1745 R AV L EV B FiEH, @& E L EH
fH0L, IFKFR SR R AT I FRAS #4781 CPS. WA CPS FI CA/MI Y & 184x

(CA/Browser Forum) AT IR RETE H IR 26300 A — s 7y, T L CARN) Y2818
IE R AT RTE 9 o

GDCA issues and manages the EV certificates based on the latest version of Guidelines for the
Issuance and Management of Extended Validation Certificates, Guidelines for the Issuance and
Management of Extended Validation Code Signing Certificates, and the Baseline Requirements
published by CA/Browser Forum. GDCA regularly checks the status on CA/Browser Forum’s
website and continuously revise this CPS if there is any update. In the event that a discrepancy
arises between interpretations of this document and CA/Browser Forum, the CA/Browser Forum
shall govern.

A IETF PKIX RFC 3647 CP/CPS HEZE, 7 CPS L3 AL/, s GDCA ilE
FRSS FITil I i 2 il it b 55 B KL i « IR B RFC3647 HIHEAR K Kok X,
TS “AER” HARENIZETAER

Pursuant to the IETF PKIX RFC 3647 CP/CPS framework, this CPS is divided into nine parts that
cover the security controls and practices and procedures for GDCA's certificate services. To
preserve the outline specified by RFC 3647, section headings that do not apply are accompanied
with the statement “Not applicable”.

1.2. GDCA Z2#J GDCA Certificate Hierarchical Architecture

7% CPS #4 GDCA EV CP fil & , GDCA #Z f& A% CPS ZEATE 3 IR 55 Wil 451, 11 7
AT B HoAt AR S S48 A CPS & EV CP Wi WIS HIAE . (B4 IF AT AH L1
P&

X EV CPS LA B SCXE T :R AT, 45 JESCUA S v SCRR At BATATT B 3L, A DA v
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SORRAIHE -
This CPS formulates follow the GDCA EV CP. GDCA carries out certificate service application
identification according to this CPS. Subscribers, relying parties and other relevant entities decide

the usage and trust of the certificate and perform the relevant obligations according to this CPS and
EV CP.

This document is the Chinese-English bilingual edition of GDCA EV CPS. If there is any
inconsistency or conflict between the Chinese and English versions, the Chinese version shall
prevail for all purposes.

GDCA EV CP
GDCA EV CPS
|
I I
pE RA1
Wi 7 T H

AT
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GDCAEV CP

GDCA EV CPS

l
l I

Subscriber RA1

Relying

Party Subscriber

Relying
Party

1.2.1. GDCA EV iEP EXRZEH#H GDCA EV Certificate Hierarchical

Architecture

GDCA HEiH 34 EV HRIEH, %355 GDCA TrustAUTH R5 ROOT iF+. %z it
& R5 #? CAE15. GDCA TrustAUTH E5 ROOT iE1i. &AMR CA Fi#%igk CA, L%
RHFIET . GDCA RZERAIMTH g CAUET.

Currently, GDCA has 3 EV root certificates, including GDCA TrustAUTH R5 ROOT certificate, #%&
BF R5 #8 CA certificate, GDCA TrustAUTH E5 ROOT certificate.

1) GDCA TrustAUTH R5 ROOT
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GDCA TrustAUTH R5

ROOT
I
GDCA TrustAUTH R4 EV GDCA TrustAUTH R4 EV
SSL CA CodeSigning CA
EV SSLAR 55 #51iE 17 EVARIZZE A E 1S
GDCA TrustAUTH R5
ROOT
[
GDCA TrustAUTH R4 EV GDCA TrustAUTH R4 EV
SSL CA CodeSigning CA

EV CodeSigning

EV SSL Server Certificate Certificate

GDCA TrustAUTH R5 ROOT k¥ & FH Ky 4096-bit, T 2 g CA GE,
Hr: (1) GDCA TrustAUTH R4 EV SSL CA iEF5, ZHK A 2048-bit, 25K HHK
J& 5y 2048-bit [¥] EV SSL Ik %5 #%iF+: (2) GDCA TrustAUTH R4 EV CodeSigning CA iiF
H, EHKE N 2048-bit, KR EHK RN 2048-bit 1) EV AAALRE A EFS .

The length of GDCA TrustAUTH R5 ROOQOT certificate root key is 4096-bit. There are two
Subordinate CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA with 2048-bit
key length is responsible for issuing RSA 2048-bit EV SSL Server Certificates. (2) GDCA
TrustAUTH R4 EV CodeSigning CA with 2048-bit key length is responsible for issuing RSA 2048-bit
EV CodeSigning Certificates.

GDCA TrustAUTH R5 ROOT iE % T 2040 4= 12 A 31 H 3.
GDCATrustAUTH R4 EV SSL CA iE 15447 2030 4F 12 H 31 H2#H, 2027 £ 1 A 1



r] SR RIXZIRIGBEIRDE
E (RO TR e Secun ity AThonityg Coe Lo GDCA EV -L[E;FB %%Miﬁﬂ%%}mm”(vZ. 1 Hji)

HES, AT Z CATERZE AT P,

GDCA TrustAUTH R4 EV CodeSigning CA ilE 134 7E 2030 4 12 A 31 HEI#, 2027
F1H1HE, AR Z CAEREAAT T IET.
GDCA TrustAUTH R5 ROQT certificate will expire on December 31, 2040.

GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. From
January 1, 2027, GDCA will no longer use it to issue subscriber certificates.

2) HZRHLR5R CA

¥z i AR5 CA

\ 4
Bz KR4 EV
R5525UE+H CA

\ 4

EV SSLARZ Z3iE

B HARSHRCA

Y
WL RHCR4 BV
iR % 381E+ CA

h 4

EV SSL Server
Certificate

B RS AR CA EFH AR B 5K By 4096-bit, ik 1 ANh2l CAE+: Bzt
L R4 EV IR #IEF CA, ZHHK N 2048-bit, 25k % 4H KN 2048-bit [#) EV SSL
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55 FAES

Kz AU RS MR CAUIEFKE T 2040 4 12 7 31 H 2.

Mozt RAEV AR #E T CAE4/E 2030 4£ 12 F 31 HEM#, 2027 4 1 A 1
Hi2, BASFE# % CAERE&RIT RS,

The length of #ZAHX R5 R CA certificate root key is 4096-bit. There is one Subordinate CA under
this ROOT CA, including: #ZHHX R4 EV IRSE8IETH CA with 2048-bit key length is responsible for
issuing 2048-bit EV SSL Server Certificates.

LR R5 4R CA certificate will expire on December 31, 2040.

LA R4 EV PRSSEEIETP CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

3) GDCATrustAUTH E5 ROOT

GDCA TrustAUTH E5 ROOT

GDCA TrustAUTH E4 EV SSL
CA

EV SSL R4 w5 iE 15

GDCA TrustAUTH E5
ROOT

GDCA TrustAUTH E4 EV
SSL CA

EV SSL Server Certificate

GDCA TrustAUTH E5 ROOT iE BRI LN ECC, REHKE N 384-bit, T
1A CAFF: GDCATrUStAUTH E4 EV SSL CA , 4K K 256-bit, 25k %%
FHK- K 256-bit [ EV SSL IR S 281F F5.



[] BSHENNIERAERAE
A GDCA EV I3 B 7 IATENR S5 BRI (V2. 1 F5O

GDCA TrustAUTH E5 ROOT ilF 3 2040 &= 12 H 31 H#I#.
GDCA TrustAUTH E4 EV SSL CA iE 567 2030 4F 12 A 31 HEHH, 20274 1 A 1
Hite, BHAFMHIZ CAUFRZKIT FIEF.

The length of GDCA TrustAUTH E5 ROOT certificate root key is 384-bit using ECC algorithm.
There is one Subordinate CA under this ROOT CA, including: GDCA TrustAUTH E4 EV SSL CA
with 256-bit key length is responsible for issuing 256-bit EV SSL Server Certificates.

GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA i1 CAIPI Y #1837 (CA/Browser Forum) & i I3 & 56 1EIIE 15 46 B 11 08
FRASEE SR, LA K Baseline Requirements #H{T45 &K FIEHE EV Uil B, EMAEHEH
fHoL, IR Re SR R AT I RRAS BT 181T CPS. WA CPS #1 CA/MNI Y #%84x
(CA/Browser Forum) & At FAH SRATE H K 2600 A — 2t 77, L CAXI 48183
1B RAR IR gt o

GDCA issues and manages the EV certificates based on the latest version of Guidelines for the
Issuance and Management of Extended Validation Certificates, Guidelines for the Issuance and
Management of Extended Validation Code Signing Certificates, and the Baseline Requirements
published by CA/Browser Forum. GDCA regularly checks the status on CA/Browser Forum’s
website and continuously revise this CPS if there is any update. In the event that a discrepancy
arises between interpretations of this document and CA/Browser Forum, the CA/Browser Forum
shall govern.

1.3. X4 RRE#RRIR Document Name and Identification

ASCRIRRAE (BB RBHR M AR AR EV IEF RS HN V2.1 ) CERR
(GDCAEV CPSV2.1). A& CPS). fi kAN CPS HIMEIT1E RiESHM 5 2.

A CPS PATFSESCUE LR KA, A9 SCUAR S o SCRRUAS H BRAT AT B S, R RA A
AR
This document calls "Global Digital Cybersecurity Authority CO., LTD. EV Certificate Certification

Practice Statement V2.1"(abbreviated as “GDCA EV CPS V2.1" or “this CPS”). Please refer to
Appendix 2 for detailed revisions of this version.

This document is the Chinese-English bilingual edition of GDCA CPS. In case any inconsistency or
conflict between the Chinese and English versions, the Chinese version shall prevail for all
purposes.
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14, BFNEESIZE5#H PKI Participants
1.4.1. B INEIRS LM Certification Authorities

GDCA MR (rhe NRILME 7254150 CETIMERSEBHINEG) E, K%
LI AR 26 =J7 T AE IR S5 LA . GDCA Jlid 25 I3 158 5 15 3l 1) & 07 EARAUR
EV £rriE . SRAHEHSUEAR 555 T BO SO B TAMETR SN 2 5 21k

GDCA is a trusted third-party electronic authentication service authority established by law pursuant
to "Electronic Signature Law of the People's Republic of China" and "Measures for the
Administration of Electronic Certification Services". GDCA becomes a participant in electronic
authentication activities by issuing EV certificates and providing certificate verification service to the
parties who engage in electronic transactions.

1.4.2. EEALH Registration Authorities

MM (Registration Authority, fF8 RA) U3 CA EIiEMfE, #il EV
WEPHIEER G4y, HESFE4 EV iE P HEH .
GDCA {EA EV IETH) CA IBENM, HATHAE EV iED RA, AN H BAITHOL RA.

Registration Authority (RA) establishes registration process, confirms the identities of EV certificate
applicants, and approves or rejects the request of EV certificate applicants on behalf of CA.

As a CA operator of EV certificate, GDCA serves as RA of EV certificate by itself, and no longer to
set up another RA.

1.4.3. I P Subscribers

EHFELRN A, 1P RIEE 724 NBGEBRA N, & GDCA MilAUEP K
LHF

A CPS HFHILHIAT 7, WIB&EHN M. GDCA R4 &EN MKk EV iEH, A&
7] B AR NS EV AEHARSS -

In the application of electronic signature, subscribers also called electronic signers or certificate
holders are end users of the certificates issued by GDCA.

Subscribers who appear in this CPS refer to various organizations. GDCA only issues EV certificate
to various organizations, and don’t provide EV certificate service to natural person.

10
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1.4.4. AT Relying Parties

GDCA HERHUT 252 TXF GDCA It f T IS Bl o728 44 (45 i A
FH RGN ZAETT LU, WATLAAZE GDCA I —/MEFITT

Relying Parties are entities who engage in related electronic certification activities based on the
reliance of electronic signature provided by GDCA. This entity may, or may not be a certificate
subscriber.

1.4.5. HAth2 52 Other Participants

HAh 2 5% #4859 GDCA [ HL T AL Sh - HEAH O AR 55 i Hefh S 14

Other participants are entities that provide related services in electronic authentication activities of
GDCA.

1.5. EFRiA Certificate Usage
1.5.1. EAHEH R Appropriate Certificate Uses

GDCA %K1 EV IEBEZH T 5485

WA A CPS 25K () EV SSLAEH:, AT FISRIGAIEUE TS i bR IR A3 A4 i S 63, LA
ZI 4 BE AN B WRPEA CPS 5% 1) EV CodeSigning iE+, A SR IEUEFS
PR R EAT D IR (7 BOR A T I Sy . R A SRS i €2 1 GDCA 2K EV
WEF, BRIZIER T E S IE B EIE 2, JEH ORI T&E B 5 S0 %0
FEF o
EV certificate issued by GDCA is mainly used for identification.

EV SSL certificate issued according to this CPS can be used to verify the identity of domain name
indicated in certificate and the identities of legal authorities which hold the domain name above. EV
CodeSigning certificates issued according to this CPS can be used to verify the identity of software
code supplier or publisher indicated in the certificate. After verifying the issuer of EV certificate is
GDCA, it shows that the information contained in the certificate is true and effective, and has
passed the appropriate and reliable authentication procedure.

1.5.1.1. EV SSL JR&2EH EV SSL Server Certificates

EV SSL Al 55 S8 k45 F T 38 UEUE A Fbn 1R A% W0 4 T ALAR 55 45 BCEL IR 3844 1) B 5
AR AT 1 0 2% i 55 o BRI PR3 A% (75 A B 447 . GDCA AZERGEECHT EV SSL A

11
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FraniEds, BV SSL R SSAFIEF AR A MRS, ki . BUFEA S

EV SSL server certificate is used for verifying the identity of server or domain name and
organization who owns this server or domain name. GDCA does not issue wildcard EV SSL server
certificate. The types of domain names in EV SSL server certificates are not restricted,
e.g. .com, .gov etc.

1.5.1.2. EV fRi%%4E+ EV CodeSigning Certificates

EV AU A UE 1 H T30 R 1S s AR iR AR S A 7 SR A 7 /0 S 47

EV CodeSigning certificate is used for verifying the identity of program provider or publisher
indicated in the certificate.

1.5.2. FR &1 BEB M A Prohibited Certificate Uses

GDCA EV iEH T B #UE e A, ARt T AMTRAT. AR
T a4, B T ERE R 6, RS IERIE . LR KBNS
T P e R e o | - W W 2 ki e R P R 0 s G 4 R R K e X Y e
T2y NG 3 B S PR B

EV iFF 248 IEFEAT AT I B A A R 2 e s T A, A kT
AA VEAU IR VE S BOE AR LA AR S 25 AR, 00 d i s s R P A C
HAKHH

In addition to the scope of the above provisions, GDCA EV certificate is not designed for, not
intended for, not authorized for control equipment in danger, or for the occasion where the failure is
required to avoid, such as operation of nuclear equipment, navigation or communication systems of
shuttles, control systems of air traffic or weapons, since these faults or failures may lead to death,
personal injury or serious environmental damage.

EV certificate is prohibited to be used in the circumstances that in violation of national laws,
regulations or undermining national security, in addition, a certificate is prohibited to be used in
business that involves criminal activities, or in business forbidden by laws. Otherwise, legal
consequences caused by the above circumstances must be taken by the subscribers themselves.

1.6. SEEEEE Policy Administration

GDCA ‘ZaHMEZR 1=/ GDCA HL T INIEAR S5 T SRS ) e e B BEALAY, S DT
A CPS, JFAE N CPS Siitier i I & 1) fie e R E LA o

GDCA Security Policy Committee is the highest management authority responsible for review and

12
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approval of policies of electronic certification services, as well as the highest decision organization
to perform inspection and supervision of the enforcement of CPS.

1.6.1. SRS SCARA B BAHLH Organization Administering the Document

SRS SURYET FEALM ) GDCA 24 SR 2 01 4%, AE N SuE A BN S5 hiT A
BHA CPS. GDCA LA RKE RS HRA T AR EHE . 7B O. ML, HR
Hl B RS O S SR A AR R L

AR TEWE SCRS AT AR5 55 H AR AT BUS BT 67 5

GDCA Security Policy Committee is assigned as the document management authority responsible
for establishing, publishing and updating this CPS. The committee consists of the relevant
representatives with the right of decision-making from GDCA’'s management, administrative center,
marketing center, technology center, and customer service center, etc.

Consultation of this policy document to the external parties and other routine jobs are undertaken
by the administrative center.

1.6.2. Bt Z A Contact Person

1.6.2.1. EHHEERE Certificate Problem Report

RS 1) 35 A IR R 1 SR AU DA 77 Nz — 3258, HAE B g R L AL 15
i B AP 5L -
® RHBfFZ: webtrustreport@gdca.com.cn; B
® i (EAMIX): 95105813 =i
(HFrihX): +86-18929559132

Any certificate problem reports or certificate revocation requests shall be submitted through one of
the following ways, and certificate revocation requests must be submitted in writing:

® E-mail to: webtrustreport@gdca.com.cn
® Call: 95105813 (China Olny) or

+86 -18929559132 (For International Areas)

1.6.2.2. CPS jHfH CPS Related Issues

AT ¢ CPS FO Il @, & SE%E, #BmT LA LR 7 sUETBA R .
BEZAE]: GDCA {TEUEFEES ]
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KRN £it
WX vk https://www.gdca.com.cn/
HFHR4A ik : gdca@gdca.com.cn
HRARMAE: PR NIRRT M TS XA XU it 448 5 el K TR 5 23 #%
MR 2 hs: 510030
LG5 A%: +86 20-83487228
L 5H5: +86 20-83486610
For any problems, suggestions, questions, etc., about this CPS, you could contact us as follows::
Contact Department: GDCA Administrative Department
Contact: Ms. Wang
Website: https://www.gdca.com.cn/
E-mail: gdca@gdca.com.cn

Address: 23F, 448 Dongfeng Zhong Road, Guangzhou, Guangdong, the People’s Republic of
China

Postal Code: 510030
Tel: +86 20-83487228

Fax: +86 20-83486610

1.6.3. WE CPS FF-& KIS HIPLH Person Determining CPS Suitability for the

Policy

GDCA %42 il o /& 7] CPS SR il e i e m BUBHLAY . ® e fibifE CPS, 72
YL CPS 6 TR HINLI -

As the highest organization for making CPS, GDCA Security Policy Committee is a decision-making
organization to ensure the CPS is in line with CP which is responsible for examination and approval
of the CPS.

1.6.4. CPS #t#EF2FF CPS Approval Procedures
AHLKI) CPS Hi GDCA %4 5MS 23 i 43 4 48 CPS 45 /N 5E SCRY, CPS 45 /)N

HERURTRAE GDCA %4 SRIE 2 b 25 i A% AL

This CPS is drafted by the team designated by GDCA Security Policy Committee. After the
completion of drafting, the CPS is submitted to GDCA Security Policy Committee for review.
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1.6.5. CPS f&iT CPS Revision

GDCA Hixf CPS HEAT ™A% HIRCAIZ R, I Z e HIgR R TR HE .

GDCA R4 H KM BUREM . FIARER . W55 KRG LKL CAIR 3 it 1%
(CA/Browser Forum) & Af K4 W EUEFi4E T (Guidelines for Extended Validation
Certificates) L\ Baseline Requirements [ 58T 23K & BHME1T 4 CPS, CPS 4w 5 /NHAR
PSS DL E CPS BIT#1, #2538 GDCA %A KIS T A H %, S%Z Ao
J&i, 1EZUTE GDCA B 7 Mk bk A .

A CPS Z/DEHFEMAT —IK. WIRTNENS), MEMERAS . EH AR, 4
RS 8] B AT L3R o

GDCA will implement strict version controls on this CPS, and such work will be arranged by the
GDCA Security Policy Committee.

This CPS will be updated in accordance with the change of national policies and regulations,
technical requirements, business development, as well as the latest requirements of the Guidelines
for Extended Validation Certificates and the Baseline Requirements published by the CA/Browser
Forum. The proposed suggestion of modification will be submitted by the team which is responsible
for writing this CPS based on relevant changes, then it would be reviewed by the GDCA Security
Policy Committee. After approved by the committee, GDCA will publish the CPS on the official
website.

This CPS is updated at least once every year. Even if no other changes are made to the contents of
this CPS, GDCA will increment the version number and update the release date, effective date, and
the revision records of this CPS.

1.7. B XF4EE Definitions and Acronyms

1.7.1. ARiEE X —%F List of Term Definition

Ri& 7E X
GDCA %A 3KIEZ: 012> | GDCA WNIE RS54 2 P4 11 fe e SR 5 B MR B LA AT CPS — 3
PEYENLAY
HL T IIEAR 5 WL BT, R, A MR BRI . ZAREEH
TR CAs K H2f CAs.
LAY ALK (Registration Authority, RA) 4 5t &b FHIE 5 HH i

FAREAS T IR ER, IR 2 3R INIE RS AL, A
IR ZAUEF I B R LE ML R SR, S DTRIE S S
T SO hR IR S, R BAREIE B R IE R, AR T
UE IR S5 AU b v B e 5 B R B B ) R

UEFS A R4 T 3, TSRS S abE .
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S E G TS H A8 R AR B IER S LA (CA) B AT 87254,
HL e B ST (1) R UE S R T I TR R A 2R

LR MR 55 R IR N, 2R, B AT HE BEAE LR — 1 M.

B4 W4 RGBT SR

SR TR NIEBHEFERZHE S, VBT P B TE 15
TH . EEE T

B % 0 T AZIE B HIEE S, JFERSRIES.

78 4 B e 1 A4 045 BRI 44 R 48 T BT AR A A

FELRUEFRA P FELAUEBAT A PP, ARG 7 N FH A4 Wi 48 e 1R 1
K&

FLEH FH 25 X A AR IR AR R A, T
Bk, N B A R R I ) il s B

N X A AR BRI 2 AT B, AT AN T
A, DSt 5HA NHNAVH— IR0 T4, Kk
AT TR, DA RO & 0] RS B AT
Il o

YNBSS ilgi —HABFEREA . A NG, RS R THER S, H
TSLHUEE T AP S SOE BRI Ea . k. FH
FALTH D RE .

AFLAAFIEF FH 1 FCAH N AR IR+ DB AR 0 T8 2CUFE )72 T A R FH A
iR, N Al AE BJIE .

g IR B T R A CPS 77 8.3 iR LK 1) H AR N B Sk

WA T WRGHA ROIE I F AR N B0 SefA

A WA RAEFI AR NGRS AR, HAZAT P el FH 2%k
AL SN EPAPNCIRFRE S

ADRRVIINE WIEAR S LA 5 UE+ B IE NAT 2 Z B, A BOIE 1
&7 IR 5 A

WebTrust CPA & KA IAIEAR S HLA I WebTrust It H AT FrifE .

Term Definition

GDCA Security Policy
Committee

It is the highest management and monitor function for CPS and the
decision-making agency pursuant to CPS within the GDCA
certification services system.

Certification Authority

An organization that is responsible for the creation, issuance,
revocation, and management of certificates. The term applies equally
to both Roots CAs and Subordinate CAs.

Registration Authority

A Registration Authority (RA) is responsible for processing service
requests from certificate applicants and certificate subscribers, and
submitting them to the certification authority for the final certificate
applicant to establish registration process. RA is also responsible for
identifying and verifying certificate applicants, initiating or transferring
certificate revocation request, and approving certificate renewal or
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re-key request on behalf of the certification authority.

Certificate

An electronic document that uses a digital signature to bind a public
key and an identity.

Certificate Revocation List

A regularly updated time-stamped list of revoked certificates that is
created and digitally signed by the CA that issued the certificates.

Certification Practice

Statement

One of several documents forming the governance framework in
which certificates are created, issued, managed, and used.

Domain Name

The label assigned to a node in the Domain Name System.

Entry Clerk Entry clerk is responsible for inputting the information submitted by the
applicant and help the user handle certificates application, revocation
and renewal procedures etc.

Reviewer The reviewer is responsible for checking the information of certificate

application and approving certificate issuance.

Fully Qualified Domain
Name

A Domain Name that includes the labels of all superior nodes in the
Internet Domain Name System.

Online Certificate Status

An online certificate-checking protocol that enables relying party

Protocol application software to determine the status of an identified certificate.

Private Key The key of a key pair that is kept secret by the holder of the key pair,
and that is used to create digital signatures and/or to decrypt
electronic records or files that were encrypted with the corresponding
public key.

Public Key The key of a key pair that may be publicly disclosed by the holder of

the corresponding private key and that is used by a relying party to
verify digital signatures created with the holder's corresponding private
key and/or to encrypt messages so that they can be decrypted only
with the holder's corresponding private key.

Public Key Infrastructure

A set of hardware, software, people, procedures, rules, policies, and
obligations used to facilitate the trustworthy creation, issuance,
management, and use of certificates and keys based on public key

cryptography.

Publicly Trusted

Certificate

A certificate that is trusted by virtue of the fact that its corresponding
root certificate is distributed as a trust anchor in widely-available
application software.

Qualified Auditor

A natural person or legal entity that meets the requirements of section
8.3. of this CPS.

Relying Party

Any natural person or legal entity that relies on a valid certificate.

Subscriber

A natural person or legal entity to whom a certificate is issued and who
is legally bound by a subscriber agreement.

17
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Subscriber Agreement

An agreement between the CA and the Applicant/Subscriber that
specifies the rights and responsibilities of the parties.

WebTrust The current version of CPA Canada’s WebTrust Program for
Certification Authorities
1.7.2. YENEAE R H & X — Y3 List of Abbreviations and their Meaning
CA Certification/Certificate Authority B E IR 25 LM
CAA Certification Authority Authorization YAEHURFZ AL
CP Certificate Policy JIE S
CPS Certification Practice Statement LT E L 55 0
CRL Certificate Revocation List TEB RO 53
CSR Certificate Signing Request EA 3 sk S Ak
DBA Doing Business As B S
DNS Domain Name System 1 42 A4
EV Extended Validation B RIS TE /1 BRI
(US Government) Federal Information Processing CEEBUR) B Bk
FIPS Standard
bRk
FQDN Fully Qualified Domain Name S s [ 5 4 47,
Global Digital Cybersecurity Authority CO., LTD. H 22 B AR RN 35 B A TR
GDCA
A7
gTLD Generic Top-Level Domain 0 TR 3% 4
IANA Internet Assigned Numbers Authority H B 4R 4 B LA
Internet Corporation for Assigned Names and T 4 5 5 52 4 i
ICANN | Numbers
LRG|
1SO International Organization for Standardization bR THEAL, 4 41
KM Key Management B T
LDAP Lightweight Directory Access Protocol BB H 15 ML
LRA Local Registration Authority A H: LR
OCSP Online Certificate Status Protocol ERE R AL
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State Cryptography Administration Office of Hh KT 25D
OSCCA | Security Commercial Code Administration of

China INVAE
PIN Personal Identification Number AR
PKCS Public KEY Cryptography Standards NS ER BE R A U
PKI Public Key Infrastructure NG BRI T
RA Registration Authority LR

Request For Comments 175 SR VP I v (— o I
RFC B

W S bR AE)

SSL Secure Sockets Layer e
TLS Transport Layer Security ft R 224

2. 18 B R4 515 E B Publication and Repository Responsibilities

2.1.

GDCA 15 B FE Repositories

SR — N ANA TG B, RS IRAE . HUEhiE 5 & Sk A R H1E
5. .GDCA 15 B FE N A GFEE AR T LUR A% : CP Al CPS 347 F1 3 SR A IiEF5 . CRL .

WG AR E B GDCA fE LN K ATHIME S . GDCA A KA G FEIET: . CPS
BTN EERENE, RENFBARETS CPS M EREM —8l. GDCA f5R
JE AT LB L :  https://www.gdca.com.cn i), B H GDCA B 4 & 3 & @ oy ik

KT

GDCA {3

GDCA repositories are open to the public. It can store, retrieve certificates and their related
information. GDCA repository includes but is not limited to the following: current and historical CPs
and CPSs, certificates, CRLs, subscriber agreements and other information published by GDCA
when necesary. GDCA will release certificates, CP and CPS revisions and so on timely that must
relevant laws and You can search at

remain consistent with the CPS, regulations.

https://www.gdca.com.cn or via any other communication methods specified by GDCA at any time.

2.2. fZB KK Publication of Information

GDCA 75 J5 Mk https://www. gdca. com. cn KAi{E B, Z%MiukE GDCA &k
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AMFTEE S EE . R AU RIS .

GDCA it H S R 45 4% KA 7 BIIEF A1 CRL, 11 7 UK #8651 LL# i 77 7] GDCA
() B R BGIE 5 45 B A UE 558 [FIB), GDCA $&tfELRiE FRASE WS, 1T
PR AR AT AT S B RE B AR S S R

[FIES, GDCA ks xR 7 BRI A v] 58 1 FE 2UBEA 745 B R A o

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website
is the primary, most prompt and authoritative channel to publish all information about GDCA.

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain information
of certificates and CRLs through GDCA's official website. Meanwhile, subscriber or relying party
can check the current status of certificate instantly via OCSP service provided by GDCA.

Also, GDCA may also release any related information in other possible forms.

2.3.  RATKIFEFIHZR Time or Frequency of Publication

GDCA 7EIT FHIE P2 R B VAR, I8 H 77 Wk B 3+ CRL KA, KA
JE Ay 24 /NF, CRL 45 2% A K ANl 48 /it fEX 21150 T, GDCA aTLLH
A7 REUET A CRL R AGIS ] . GDCA HEAF R AT — I HL T INIEAR S HLAE ) CA TIE -8
BiHE (ARL).

=L A Y R (K R AR TR R, GDCA ST v, XA A N %2
IR ), I R I R R

GDCA releases automatically the latest certificates and CRLs on its official website and the CRLs
are issued every 24 hours and are valid for no more than 48 hours. In particular, GDCA can choose
time to release the certificates and CRL in case of an emergency. GDCA releases CRL of CA (ARL)
every year.

GDCA can independently choose the time and frequency of releasing other information of
repository. The release is timely, efficient and consistent with the requirements of the laws.

2.4. 15 REVF S|

Access Controls on Repositories

GDCA 15 2 i BIE BAEXF I A TER AT ART NARRENS BB, I IX L5 S0
Vi AN S AR AT R o

GDCA i Mz el ARGt aviit LBl iR A AL A A 5
A REATE SR, MIER. BR KATERIE,
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The information in GDCA repository is publicly available. Anybody can read the relevant information,
and there are no restrictions on the read-only access of such information.

With network security, secure system design and security policy, GDCA ensures that only
authorized employees can add, delete, modify and publish the repositories.

3. HiriR5 % 5] 1dentification and Authentication

3.1. 544 Naming

3.1.1. &AL Type of Names

GDCA %11 EV BB 756 X509 hrifk, 7rECAUE BHEA & A4, R
F X.500 i 4 75 3o

EV SSL IEA5H1 EV AURSLE 44 IEA5 iy 44 AU AT ESR A AL AR LI CP il 1A
CPS tfr, JIf HAF& CAMIY #%it1% (CA/Browser Forum) i www.cabforum.org & i
TR S ILER /B SK . EV SSL EHA EV AHBEE 44 30E 15 (151 3 44 06 40 5 38 ) 44
(common name, CN=) W%, 2 il BAIE i F 44 Hh 822460, 5 45044 « ALK BT~ B A bl |
UK B A R

XF T EV SSL RS AEAS, BT R4k 4% 0 78 In 38 S5 U 42 v, 1 = RUE 44 D 3
%, WAL E — AN LR 3 4 R A A

EV certificates issued by GDCA conform to X.509 standard and Distinguished Name of subject
conforms to X.500 standard

Naming rules and requirements of EV SSL certificate and EV code signing certificate must be
stated in this CPS customized according to GDCA EV CP, and in line with Section 9 requirements of
Guidelines published by CA/ browser Forum at www.cabforum.org. Distinguished Name of EV SSL
certificate and EV CodeSigning certificate must contain common name (Common Name, CN=),
which shall be validated and contains domain name, organization e-mail address, organization
legal name, etc.

For EV SSL server certificate, all domain names are added as the Subject Alternative Name and a
primary domain name shall be used as the Common Name.

GDCA {IEF A& AR A AT 591 44 i 42 U G

&t UIEN
ExK (C) CN
“ (S WEFAUR & BT e 0y, BCE A H
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HuIX (LD

UEFSWURE Pkl s A

Pty (0D

Global Digital Cybersecurity Authority Co., Ltd. 5%
GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.

HLRFETT (OU)

GDCA FT REMCHE I S L N AT DX AN R R AN R
MR R P U AESS, BTEL GDCA HEFHa] BLEL & AN A
AR R o

HWH4 (CND

gy CA 4

Naming rules of issuer’s

DN in GDCA certificate are as follows:

Attribute

Value

Country (C)

CN

State (S)

State of issuer (if included)

Local (L)

Local of issuer (if included)

Organization (O )

Global Digital Cybersecurity Authority CO.,LTD. or GUANG DONG
CERTIFICATE AUTHORITY CO.,LTD.

Organization  Unit | Certificate contains various issuers depend on subscriber types,
(ou) applications and regions to issue the certificate.

Common Name | Name of CA

(CN)

GDCA UEA51T ) 1 AR B 44 i A2 A 4

JE fd

EZx (O CN

& (S) WP ETER Y, BEE A

X (L VP ETESTT, BE A

P (0D XF A ENARITT S, VT P e AR

HLRIFEETT (OU)

AU E U AN
VP AL LA T
oA 3R B 7y BIE 5 2R ) S

I (B

I T IRk, BN

BEH4% (CN)

W4 (SSLITLS WE+), siblig4 (WURSRANUESS), BiHAhRT
U B 44 R

Naming rules of Subject Distinguished Name in subscriber’s certificate of GDCA are as follows:
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Attribute Value

Country (C) CN

State (S) State of subscriber (if included)
Local (L) Local of subscriber(if included)

Organization ( O )

Organization where subscriber subordinates for certain one;

Organization Unit
(0OU)

One or more following options can be included:
OU of subscriber subordinates;

Any descriptions which describe identity or certificate type;

Email (E)

Subscriber’s email address (if included)

Common Name

(CN)

Domain name (SSL/TLS certificate), organization name (organization
certificate), or other identifiable names

EV Root ilF 5% 7] 44 i 44 F )

JE& T i)

EZx (O CN

PLH (O GUANG DONG CERTIFICATE AUTHORITY CO., LTD.
HH% (CND GDCA TrustAUTH R5 ROOT

Naming rules of Distinguished Name in EV Root certificate are as follows:

Attribute

Value

Country (C)

CN

Organization ( O )

GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.

Common Name
(CN)

GDCA TrustAUTH R5 ROOT

EV SSL CA 15 ER 51 44 i 44 K )

e 1t {IE]

H% (O CN

MLt (0D Global Digital Cybersecurity Authority Co., Ltd.
HH% (CND GDCA TrustAUTH R4 EV SSL CA

Naming rules of Distinguished Name in EV SSL CA certificate are as follows:

Attribute

Value

Country (C)

CN
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Organization ( O ) | Global Digital Cybersecurity Authority Co., Ltd.

Common Name | GDCA TrustAUTH R4 EV SSL CA

(CN)
EV CodeSigning CA il 15 % 51| 4 iy 42 K|
Je 1t (]
EZ (C) CN
WLt (O) Global Digital Cybersecurity Authority Co., Ltd.
HBWHA (CND GDCA TrustAUTH R4 EV CodeSigning CA

Naming rules of Distinguished Name in EV CodeSigning CA certificate are as follows:

Attribute Value

Country (C) CN

Organization ( O ) | Global Digital Cybersecurity Authority Co., Ltd.

Common Name | GDCA TrustAUTH R4 EV CodeSigning CA
(CN)

3.1.2. SRR XALKIE SR Need for Names to be Meaningful

PR P 5 i i 4 LA — 5 AR VE R S AT P IR P B8 i £ A K,
82 24 B % WY A e 2 IR A5 155 AU DAL Pl AR IR ) P 28 EWLAR 55 4%+ TLIR R 344 B A
AT W S, FFH AT DABARAUT IR0« 2R A PR A A5 SR R AR S ) 2

Names in certificates should have a significant meaning. Subject name should definite the identities
of certificate holders and server, domain name or software publisher. This name should be
identified by relying parties and meet the requirements of laws and regulations.

3.1.3. TP HRIE4ZBh4 Anonymity or Pseudonymity of Subscribers

A% CPS JlsE, GDCA [T ' AEREAT Ky iE+5 FRE I AN RE 1 B 44 B D 44

Under this CPS, subscribers cannot apply for certificate with anonymity or pseudonymity.
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3.1.4. FRARF L RN I Rules for Interpreting Various Name

Forms

GDCA 25 K B U BT & X.509 V3 b, B4 #5085 X.500 brifE. BA4
K4 23 GDCA & X.

A certificate issued by GDCA conforms to X.509 V3. The format of DN conforms to X.500, and
naming rules of DN are defined by GDCA.

3.1.5. LRI ME—$E Uniqueness of Names

f£ GDCA SRS, AFIT eSS 1) BSR4 A REARE, SaUEME—f. E
XFFE 377, GDCA W] A FME— i) AR EU A 42 9 A K 2 dKAEAS o e+ FRIE Hh i
AT PAFAEA R A4 FRIS A5G HiE & L Se e, 5 AR 2 8 I B iR )45 2.3 B
DX 51 ) S U

DN of certificate must be unique for different subscribers in GDCA trust domain, and same DNs
cannot be allowed as subscriber’s subject name. GDCA can issue more than one certificates using
the unique DN for one subscriber. When DN is not unique to different subscribers, the first applicant
has the priority to use the DN, and the latter could add more additional information to distinguish
from others.

3.1.6. FFREIRS]. X5 5/ Recognition, Authentication, and Role of

Trademarks

GDCA 28 ML+ 1 AR B 4 A S RIAR 4 o

Subject’s DN of certificate issued by GDCA does not contain any trademarks.

3.2. WIEEE AN Initial 1dentity Validation
3.2.1. iE B #A FAEH B 7% Method to Prove Possession of Private Key

UE T HE 2 0 AIE FH G 5 BT B3 A A SR ARG R O RAEH , IE B G 7 v LS AEIE T3 HA
HHEPEEHTES (PKCSHI0). e 5% HIR IR Tk, 835 GDCA R
e IR R 5 20, G AC AT IE A0 AE 1B (R 20 L AR 28 R A7 i A T RN 6 B2 Y PIN i) 25,

Applicants must prove that he/she holds the corresponding private key to the public key being
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registered. You can use the ways of digital signature contained in certificate request messages
(PKCS#10) or other equivalent method to identify the secret keys, or some ways required by GDCA,
such as initial information (distributed key medium and its PIN code), etc. to prove that you holds
the relevant keys.

3.2.2. Bt B4 1% 5] Authentication of Organization Identity

GDCA AL A Pt EV IEHHIEMRSS, HUGLE FRFIEF I 7 1% i iE B
FAPEAHTUE B ISR WU B ERBOL I SO FIE BV L35 B EE A
L IPNA RS R SRS BN DL A iR B SO A

X HLAE) 4 (1) 55 0 FAF A% A5 A CATII BE 4% 1 2= ( CA/Browser Forum) i i
www.cabforum.org & A R R A0 E R . FB, MiE P HEIE R E S ERAE A

(internationalized domain names, IDNs) ff, GDCA X384 FA N 15t EAT S iF LAKS
WM& B A77E IDNs [IFEE R RS  (homographic spoofing) 47 4.

GDCA only provides EV certificate application service to institutional subscribers. When applying
for the EV certificate, it is required to submit digital certificate application form, original and copy of
organization validity, authorization letter of operation, original and copy of institute supervisor,
operator’s resident identity card, or other documents according to the types of certificate.

Authentication and review procedures of organization identity are in compliance with the
requirements of guideline published by CA/ browser Forum at www.cabforum.org. At the same time,
when there are internationalized domain names (IDNs) in the certificate application, GDCA will
verify the identity of the domain name holder to detect whether there exists homographic spoofing
behavior of IDNs.

3.2.2.1. K HIER Authentication requirements

EV WER REFBURHLIC, s, Sl snn, #2 Bd L Z AL ERAE, 3¢
T HE N ZEEAT LR 2500 A IE -

1. WARKIEAFAE

2. UEFS BB ARG S LA 44 FR— L

3. UEBHIEE I N LA IZAL

EV certificates are only provided to government agencies, enterprises, public institutions, social
organizations and other institutions. The following identification and verification of the applicant will
be conducted:

1. The legal identity of applicant is valid.

2. The name of the applicant is in accordance with the name of valid registration organization.
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3. The representative of applicant must obtain the authorization from the institution.

3.2.2.2. R Authentication methods

1 MU Sk
(1) RAEHZNACHEIE . TR E AR CEEE D B & IdiE. Fhlk
BT T UE S AR SUE B S
(2) @AW E =05 Bl AT BAENU AR FENHME 5 S R AR HIE R
eh i
(3) FIEHLIZE Mk s E I
(4) BRUFHTE SN R T
1. Organization identity confirmation
(1) Verify organization code certificate, business license (or normal license), social organization
registration certificate, public institution registration certificate and other relevant proof
documents.
(2) Verify the consistency of organization name, registration information and information submitted
by applicant by cross-checking third-party database, etc.
(3) Verify institution’s operation address or place.
(4) Verify phone number or other contacts info of institution.
2. UEHHIEZRIP NS HIIA
(1) BWIELIPNBHE. PREEED N B IEBIA R
(2) FUERRAT R, FURIK ERAEUE B AR
(3) SUEL I NIEAL TP BRI B SO
(4) s, T SN FARR TR, IR B3 By S AL
2. Certificate application handling person identity confirmation

(1) Confirming identity of representative of applicant, passport and other individual identity proof
information.

(2) Verify bank card and telephone bill, etc.
(3) Verify handling authorized proof document of representative.

(4) Confirm the identity and authorization of relevant personnel from telephone or email, etc.

3. WAL
Xt IR, BRI A SR IR TT DL S IR A R, 54 =] B R AL,
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[E: CASF# ] Baseline Requirments v1.7.0 &7 3.2.2.4.3 LLSIEIR 4 T A
B Z07iEC T 2019 4 5 F) 31 HEBAE IEfEH 1.
TEALE FQDN (EABREIRA) 1 URI (Gi—RIFARIRAT) MITELZR M T XS4y
JE I BT 2kal, i 7 XA A B % FQDN S brazs il i . %77
A JE/E Baseline Requirments v1.7.0 25 3.2.2.4.6 15, [1Z 74 F 2020 426 A 3
Hite g 2= i {E 4, it GDCA AFHE A% /%]
I A FE 14 7 DNS CNAME. TXT 8 CAA it 5% H (14T 2 (B 5517 SR 4
HIAEAE KA A F S AR FODN (5E4sFRE 844 ) B2« %553 J7 U1 Baseline
Requirments v1.7.0 58 3.2.2.4.7 1,
TR AR IAE KA BB UE BT A SO A A b (B, AN SR A8 BBE L
EA I T FBOBGZSCA R g K, FFIROAIE K oS B ) 5 HTTP 2xx R
SAESEID, DI TEE X FQDN HSEPRIZHIRL . %4577 2 1E Baseline
Requirments v1.7.0 £ 3.2.2.4.18 5.

WES, GDCA I iy ZERIH E MO 1 o B i, AR I R B, SR 22

RAFTE BRGNP, % HEE AFIELIXFE R

3.

GDCA A4 IP #ihik 25 & EV SSL 5.

Domain validation

For the purpose of domain name validation, entities to be validated may also be the applicant's

parent company, subsidiary company, or affiliate. GDCA may use one of the following ways for the

validation of domain names:

Obtain the e-mail address of the domain name owner listed by the domain name registrar or
other authoritative third party database, and contact the owner by emails to confirm its
ownership of the domain name. This way of validation conforms to section 3.2.2.4.4 of the
Baseline Requirements v1.7.0. [Note: section 3.2.2.4.3 of the Baseline Requirements v1.7.0 is
no longer used as it was deprecated as of 31 May 2019].

By making a change to the agreed-upon information found on an online Web page identified
by a uniform resource identifier containing the FQDN, to confirm the applicant’s practical
control over the FQDN. This way of validation conforms to section 3.2.2.4.6 of the Baseline
Requirements v1.7.0. [This method is no longer used because it is deprecated as of 3 June
2020].
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® By confirming the presence of a Random Value or Request Token in a DNS CNAME, TXT, or
CAA record to confirm the applicant’s practical control over the FQDN. This way of validation
conforms to section 3.2.2.4.7 of the Baseline Requirements v 1.7.0.

® Confirming the applicant's control over the FQDN by verifying that the Request Token or
Random Value is contained in the contents of a file (such as a Request Token, Random
Number that does not appear in the request used to retrieve the file and receipt of a successful
HTTP 2xx status code response from the request). This way of validation conforms to section
3.2.2.4.18 of the Baseline Requirements v1.7.0.

If necessary, GDCA may also perform the independent investigation to confirm the ownership of the
domain name. The subscriber shall not refuse the requirements when corresponding assistance is
needed from GDCA.

GDCA does not issue EV SSL certificate for an IP address.
4.  HRFEHbHELS R
AU S ISRl , 38 I R 3% T B 7 2R
(1) GDCA [ HB#E AR5 B, B R Z MRS A P AR YRR 3045 B TE — 8 B 1)
[ea] 52 S A1
(2) GDCA WEiZHEHG, HEATHZHN, SRR .
4. Confirmation of e-mail address

In case the subject of the certificate contains an e-mail address, the email address can be
confirmed via sending e-mail:

(1) GDCA sends the check information to e-mail account address and requires the user of this
account to reply an e-mail according to these information within a certain period.

(2) After receiving the e-mail, GDCA will check the validity of it and finish the authentication
process.

5. MU FRIE
FAE P EM P DBA L4k, GDCA Alilit UL T 5 2 i 2 b —Ff DL S
HI 1 A BUS % DBA B3 Mk 44 FK -
(1) EHIE LR X R BUR WL B A (0 FT HIE B B 2 B i O 2R B AT R SCRY,
55 1ZBUN LGS 18
(2) AT EE SRR
(3) HHITEE LI DBA L AR 4 AR I BUR LG IA 3@
(4) Bt SRS AR B BB 1F
(5) Wyl e, HUTXIKE, fFHRMIKE, BUFSRKIBLR, sHAM GDCA LA
A EE B 7 2

5. Verification of DBA/Tradename
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If the subject identity information is to include a DBA or tradename, GDCA verifies that the
applicants have right to use the DBA/tradename using at least one of the following:

(1) Documentation provided by, or communication with, a government agency in the jurisdiction of
the applicant’s legal creation, existence, or recognition;

(2) Areliable data source;

(3) Communication with a government agency responsible for the management of such DBAs or
tradenames;

(4) An attestation letter accompanied by documentary support; or

(5) A utility bill, bank statement, credit card statement, government-issued tax document, or other
form of identification that GDCA determines to be reliable.

3.2.3. M ANS 4 HI% 5] Authentication of Individual Identity

EV IEH A2 NG

EV certificate is not applicable to individuals.

3.2.4. WA BERIT F1E B Non-Verified Subscriber Information

EV 5 T (L A7 01T 7 5 B AL U R

All subscribers’ information in EV certificate must be verified.

3.2.5. A Validation of Authority

BPUT P IRIET NI PBAEFL 551, GDCA #EAT 40T Sk
Lo E S =05 B e W AR 55 s e IBUR 328 A T 28 5 1 S5 05 ANz LA A7
;s
2. ARG AT BEIPREEEUE R TR W B T R S U FORSSTEZ N & T LR HLA
CAR HARRAT A Z MU AL
GDCA F¥F HIEH 4R E ML AR RIS IES o 27 s #H AR A48 2 1 T BLAT
UEF HF ARSI N, U GDCA A2 AEIZARE A 51 LAAMRAEfHIESS B IR £EUR
BRI H CRSER BTG RIS, GDCA [ FiE & FE At H BB A TE 5.

The following verification shall be conducted while the representative of organization subscriber
applying for certificate:

1. Confirming the organization from third-party identity verification service or database,

documents issued by government.
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2. Using telephone, postal letter with return receipt, employment proof document or any
equivalent way to confirm that the person belongs to above organization and his/her behavior is
authorized by these organization.

GDCA allows an applicant to specify individuals to request certificates. If an applicant specifies, in

writing, the individuals who may request a certificate, then GDCA does not accept any certificate

requests that are outside this specification. GDCA provides an applicant with a list of its authorized

certificate requesters upon the applicant’s verified written request.

3.2.6. H¥AEHEN Criteria for Interoperation

ST HA R R FUGER S, ATLLS GDCA HEAT H MR, (H2i%HE FUAERS:
BRI CPS AAZIFF4& GDCACP 23K, I H5 GDCA 2538 HH M i .

GDCA ¥R IE LN A, $3%23F GDCA HIKIENM LR IER, 2SR
FAREFRIE S o

U FRIEHE A A L, GDCA B 7™ 4% T LASRAT

BEHAI, GDCA KRR XAEF,

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS
are in compliance with the requirements from GDCA CP and sign related agreement with GDCA.

GDCA accepts the information authenticated by other CAs and issue corresponding certificates
based on the agreement.

If there are provisions of national laws and regulations regarding interoperations of issuing
certificate, GDCA will perform strictly according to relevant legislations.

To date, GDCA has not issued any cross certificates.

3.2.7. B3R IE FIMER P Data Source Accuracy

FEREAE AT B KR AR O T AR E A RS F 2 BT, GDCA XHZRIR I T i«
B K D3 B e PEREAT DA, I BB LT AR
1. PR ffE BRI IR
F R SR AR
HAa g, SRR H 0
HENS 2 AR AT FIE B AT ek
Dhy e B A PO M

a c w N
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2 VA R A AR 5 i S 05 R4 (P B s SR SR R ) AN B i B2 R i 13N H
] GDCA ] i FH 50 ds K SCA:-

Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its
evaluation:

1. The age of the information provided,

2. The frequency of updates to the information source,
3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and
5. The relative difficulty in falsifying or altering the data.

GDCA may use the documents and data to verify certificate information, provided that it obtained
the data or document no more than thirteen months prior to issuing the certificate.

3.3. FHEHIERKF RS XS] Identification and Authentication

for Rekey Requests

FEAT PR RIYIAT, 1T 7 EERAEE RS DL R FrE P8 T 482 . GDCA — i
FORT P B s I A IR s I, ARAE R

Prior to the expiration of an existing subscriber's certificate, it is necessary for the subscriber to
obtain a new certificate to maintain continuity of certificate usage. In general, GDCA requires
subscriber to generate the new key pair to replace the old one, which is called re-key.

3.3.1. EHZEHNEHRARAIRE XA Identification and Authentication for

Routine Rekey

X H RSO R P, £ EV IR RIIHT, 1T SR CPS B 3.2 1 K
TAEBTRAINA 572 B RLRE $R S UE+ i .

In general, subscriber should submit certificate request for re-key according to CPS section 3.2
about method to prove possession of private key before the expiration of EV certificate.

S T T 2 3 A P T X N ) SC A BB TR AR, RIS T P AR R
FEHTRT, DR ASE FH J 25 I ) SO B B LA R, BRI 2k, GDCA
BAEHTAT .

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or
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data. Therefore, the subscriber should make sure the encrypted documents or data have been
decrypted before they apply for the secret key’'s updating. GDCA shall not assume any
responsibility incurred by failure of decryption by the renewal of the secret key.

3.3.2. B EZHAFHNRRE XS] Identification and Authentication for

Rekey After Revocation

EV iE B4 5 A Be b AT 2 B
Re-key/renewal after revocation of EV certificate is not permitted.
34, BEERBIRIREX5 Identification and Authentication for
Revocation Request
Y GDCA SEMAIA A CPS 4.9.1.1 Frid B i 75 ZHUES 1T 7 E TR, A BUKIE:
RS UET, XPEO AT SE . WIRIT P ESh BRI UE TS, WH%HEAS CPS 2 3.2
TR AT B 2

GDCA or RA can revoke a certificate based on reasons stated in section 4.9.1.1 of this CPS without
authentication. Subscriber who requests to revoke a certificate will follow CPS section 3.2.

3.5. TAURSHAEIPRIRAET] Identification and Authentication

for Authorized Service Organization

GDCA BT/ EV IE A RA, ANE AT RA.

GDCA will serve as RA by itself, rather than will assign another RA.
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4, iF A v B B #1E E R Certificate Life Cycle Operational

Requirements

4.1. EFHHE Certificate Application
4.1.1. iEF5 51155248 Who Can Submit a Certificate Application

UEAS FRAF S AL BAT MOVE N B (AL GINUM (RAE AT BN LOG . Fk i fr, R[]
AN RIPIESE).

Entities of certificate request are organizations with independent legal person qualification (such as
administrative organizations, institutions, social organizations, people's organizations and other
organizations).

4.1.2. A 25 $H4E Enrollment Process and Responsibilities

EV IEFVEMHRIE R & CALN %2518 3% (CA/Browser Forum)ifiid www.cabforum.org
KA R B 2K

HE# RLFSE AT P . EV CP AR CPS 83U Z1E R I, o2 Hrbok
TAEPEMTERE . B, S AEREH R N A .

FITE# N GDCA i#52 EV IE HE R AR BAE I SO, AT Y B S S
C& T Mg FR A,

WA TUER GDCA e fitm sk, T2 BEMUER FE1S g B A B0k

GDCA KX T 4R S AIE 5 H (5 55 B UE W] BORH — B & Ak, [F) 7K
THAH L B A% 54 E

EV certificate registration operation complies with requirements of guidelines published by CA/
browser Forum at www.cabforum.org.

Applicant should learn about subscriber’s agreement, provisions agreed in EV CP and this CPS
and other files in advance. Especially, applicant should focus on related content about the
certificate applicable scope, rights, obligations and warranties.

Applicant should submit an EV certificate application form and corresponding documents to GDCA.
All of above mean that applicant has learned and accepted the contents.

The subscriber has the responsibility to provide real, complete and accurate certificate application
information and data for GDCA.
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GDCA shall ensure the consistency between certificate application information and identification
which subscribers provided and bear corresponding responsibilities of review.

4.2. P HIELFE Certificate Application Processing

4.2.1. R A 5 % 5 oh 6 Performing Identification and Authentication

Functions

2 GDCA S EMUIME 2 BT P BRIl 5, NM4Z4< CPS 3.2.2. 3.2.3. 3.24
Je 325 MIEESR, WFIT AT B 4R 5 40

GDCA IiFHIEF IR MRS, ARIRIGUESE R e 52 . H 4015 13 Bl 2
SR A B AN TR S AR AR . GDCA 7 AR FEAIE - it A b, lid A A T B A5
5 RS IERI RIS AR, JREBAR S IEFMI B & .

TEAE-BRE AT, #7 GDCA HR¥E CPS 3.2 fi & AR UFIR 1T 1 25 ik B ST (i T) AN
i 134N A Hizds BR KLk, N GDCA R FHZA0HE sk ik B S0k, S5 (15
Bho

After GDCA and its registration agencies receive the subscriber’s certificate application, they should
perform identity recognition and verification of identification over the subscriber according to the
requirements of CPS 3.2.2, 3.2.3, 3.2.4 and 3.2.5.

After verifying the application materials submitted by applicants, GDCA will accept or reject this
application or require the applicant to submit supplemental related materials according to the
verification result.

In the process of the certificates application, GDCA will take effective measures to ensure that the
certificate information is in line with correct application information, and the certificate is issued to
the right applicant.

GDCA may use the documents and data provided in section 3.2 to verify certificate information,
provided that it obtained the data or document from a source specified under section 3.2 no more
than thirteen months prior to issuing the certificate, and provided that no changes occurred to the
documents and data within such time period.

4.2.2. iE P 5 A IE 4 Approval or Rejection of Certificate

Applications

ek 4.2.1 WA S ERMPATE, IR AN ESR, WALNY GDCA B2t
AEZIETS1E K, HiEE RISy GDCA B EV WEFIT /7 750 R 4RI+ i .
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N R HE A B AR LA i, B GDCA YoM HE1Z Fi% B s XU, GDCA
NAELEZ T, GDCA AR A AELI. Bifies) miso eI . f 5T 2 4 5511
BURN B S 55 =77 KA 4 5, BOA LA A TFRE P R 15 5., B0 GDCA Z Rl H
T PR B 19X 28 4 £ 5 H AV i i R 7 4 268 P E 5 135 SR BB BE T, Sr R
EV - X g ASIZR, AR iR S B izs R E . T o
[ N, GDCA 4 HEAR 4L .

After completing the execution of identification and authentication in Section 4.2.1, if the user meets
related requirements, it means that GDCA has approved this certificate request. Applicant becomes
a subscriber of GDCA EV certificate. Otherwise, GDCA shall reject the certificate application.

If application is prohibited clearly by laws and regulations, or GDCA considers that there is highly
risk to approve the application, GDCA shall reject it. GDCA establishes and maintains a list of high
risk EV certificate applicants according to the list provided by anti-phishing alliance, antivirus
vendor or related alliance, government agencies which are responsible for network security affairs
and other third party, or the disclosure of information through public media reports, or previously
rejected certificate requests by GDCA due to suspected phishing or other fraudulent usage or
concerns. GDCA will query information from the list during accepting certificate application. If the
applicants appear in this list, GDCA will reject their application directly.

T ORI EV UER, Wi RESIR TUERK, — BERIIEBRA AR
fEFEH, GDCA A BURES IZIE1 SR BGE L AT AR

S IEEI . B SKBURFR T AT 3 1] 2 i BSURS B A 2% 1 AN i 3
HEATHEZ PN, GDCA HRUEL NI K EV IET. dbsb, WSk -+ g
NAZENEEERL . B S 7 BUR A OCER#], GDCA WA TZEIHZ 51 EV
E P HIEHE.
For the EV certificates which had been issued, GDCA will also review them regularly according to

the list described above. Once the holder of the certificate is found in the list, GDCA gets the right to
revoke the certificate or take appropriate mechanisms for careful handling.

For the authorities which laws and regulations, national government departments, industry
supervision department or local government clearly prohibit from engaging in commercial activities
or other public activities, GDCA gets the right to refuse to issue EV certificate to them. In addition, if
relevant personnel of certificate application suffers from the relevant restrictive of laws and
regulations, state or local government, GDCA can refuse to their EV certificate application process.

42.2.1. IE- ER & Atk UE Approval of Certificate Applications

GDCA JEMAUAE i B 58 i 745 B g B AT 4 /5 BB A 2 BT R ACUE 1 K A
GDCA i id %47 1E U A5 R AL HEIE S HE .
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WERAF & TR A, EMBLFE (RA) R ASLHEIESS HHF -

1 ZHIE R EA CPS 3.2 KT /7 B (AR RIS I B 5 »
2. WHEH B A BT P I N B RTEK

3. HUEH Dt ME SO TR 5

After GDCA’s registration authority completes verification steps for the certificate application
successfully and submits a certificate request, if GDCA issues official certificates, which means
GDCA approves certificate application.

RA will approve the certificate requests, if the following conditions are met:

1. The application shall completely meet the requirements from CPS 3.2 regarding the subscriber's
identification information and authentication.

2. Applicant accepts or has no opposition regarding the content or requirements of the subscriber's
agreement.

3. Applicant has paid already in accordance with the provisions.

4.22.2. IEF B IFE 44 Rejection of Certificate Applications

R KA T AT, GDCA R IE 15 HiiE
L ZHIEATTEA CPS 3.2 K11 7 S (AR IR A A € 5

I & ANRESE BLIIT /5 20 SO UE AR B

I & SO BB ANBERE AT 7 I A R N MK

HAV & VAT B AN BE B 2 FEL E SIS AR 1) 2

HiEIE &7 ICANN (The Internet Corporation for Assigned Names and

Numbers) 25 & H gTLD (THZ8 44 )5

6. GDCA H(E MUV N IZFIE R 2% GDCA ik AU S i
k.

o > w D

GDCA refuses the certificate application in case of the following situations:

1. The application does not meet the specifications of subscriber’s identification and
authentication in CPS 3.2.

2. The applicant can’t provide the required identity documents.

3. The applicant objects or can’'t accept the relevant content or requirements of the
subscriber's agreement.

4. The applicant has not paid or is not able to pay the appropriate fees.

5. The requested certificates contain a new gTLD under consideration by ICANN (The
Internet Corporation for Assigned Names and Numbers).
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6. GDCA or RA considers that the approval of the application will bring the dispute, legal
disputes or losses to GDCA.

XFFARLERUE TS F i, GDCA I8 A1 I 3 E 15 F s R

For the rejected certificate application request, GDCA will notify the applicant about the failure of
application.

4.2.3. AbFEIEF B8 AR A] Time to Process Certificate Applications

GDCA RLAE A H AR P 58 FGIE +5 s A2

GDCA should finish processing certification applications in a reasonable period.

4.2.4. INENLHZAL (CAA)  Certification Authority Authorization (CAA)

XFF GDCA M & i & CA/NI Y #3815 EV Guidelines. Baseline Requirements %3k
(R AFERT {5 () SSLITLS GE4S, GDCA X AKEAS 32 A 449 e i [ 4E—> dNSName
i CAA LA, JF-IE A B AR R

GDCA #i#ls RFC6844 (2 #lji%3& 5065 211D L AL “issue”. “issuewild” K&
“iodef” HIJBMEFRES: # “issue”. “issuewild” PR A E “gdca.com.en”, Nl GDCA
BRI RIES; 457 CAAILEF HIL “iodef” Fr%s, N GDCA 5 HiiE# V418 & vh e
e A HMURAES o

GDCA LA CAA e B HCRIIG DU E A B R UE T B 264 1) 7EF GDCA HY
BAf Bt B ) CAA LSRRG 2) BT —IREH A CAA Id%: 3) WA e
DXCRAEAESR 7] ICNNA MR X 5 ) DNSSEC 0 iEHE -

For the publicly trusted SSL/TLS certificates issued by GDCA and conform to the EV Guidelines
and Baseline Requirements of the CA/Browser Forum, GDCA checks the CAA records and follows
the processing instructions found for each dNSName in the subjectAltName extension of the
certificate to be issued.

GDCA processes "issue", "issuewild", and “iodef” property tags according to RFC6844 as amended
by Errata 5065: GDCA will not issue corresponding certificates if the "issue”, "issuewild"property
tags do not contain“‘gdca.com.cn”. In case the property tag “iodef” is present in the CAA records,

GDCA will determine whether or not to issue certificates after communicating with the applicant.

GDCA treats a record lookup failure as permission to issue certificates if: 1) the failure is outside the
GDCA's infrastructure; 2) the lookup has been retried at least once; and 3) the domain's zone does
not have a DNSSEC validation chain to the ICANN root.
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4.3. IEPFZ K Certificate Issuance

4.3.1. B FAERS P (CA) BIFT N CA Actions

R CA HIIEH2E K 1 GDCA AL A5 N ST A AT H3%4E 2, [ CA $hATIE
FREARAE

CA NEAEUEA HB B A e J5 AR B AE RAEAS . CA SRS N AR BRI S R IRIE 45 45 T
FLAEUE P B3 P b v 15 B . BARIE I RAERT & CA/M I 28 i24x (CA/Browser
Forum) @it www.cabforum.org KA IFR RS 12 H65 HESR

A trusted person authorized by GDCA deliberately issues a direct command with respect to
certificate issuance by the root CA, in order for the root CAto perform a certificate signing operation.

The certificate will be generated and issued if the application is approved by CA. The contents of
these certificates are based on the approved information on the certificate application. The
operations of certificate issuance are in compliance with requirements of Section 12 guidelines
published by CA/Browser Forum at www.cabforum.org.

4.3.2. CA BE&iT FEHRZ R Notifications to Subscriber of Issuing the

Certificate

GDCA HIEBER R KL A, RE@RAT AL O, IR ST
b7 & a1 1 e AT 1 DU TR TN T = s = g i U NS R AR DM =
FOAT P W R A UE S

GDCA will notify subscriber after issuing certificate. Subscriber can get the certificate via face- face,
online download, or other methods agreed in advance with applicants.

4.4. VEFEES Certificate Acceptance
4.4.1. T B ZAEFH HI4T 8 Conduct Constituting Certificate Acceptance

L AT EAT U1 T GDCA TR 45 A UEF3 R 8, SEFS T 85E R AT P
T

2. GDCAFEFHLIZELT P AV T, (BT P R ARIES, SRRy R %
BATF, EMRRIT PR T iES.

3. VT PRI BT 1 R
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1. Subscribers access to specialized GDCA certificate service website, then download certificate
to the certificate carrier, that means subscriber totally accepted the certificate after it has been
downloaded.

2. When RA of GDCA downloads the certificate on behalf of subscriber, the downloaded
certificate will be kept in digital certificate carrier. Once the subscribers accept the certificate
carrier, the subscribers accept the certificate.

3. Subscribers fail to oppose or conduct the operation of objection over the certificates or the
content of certificates.

4.4.2. B FAEAR G AR SHE S B & A Publication of the Certificate by the

CA

VPR i , GDCA FE 24 /N ALREZAT IEF &A1 1) GDCA [ H ik 55 R 4t
[H]F, GDCA #R¥E Google ) CT %0 Chttps://github.com/chromium/ct-policy), K§il J*
a4 5 B AR TE 20 =A CT kg5 4.

GDCA K F: M H SR 55 a5 G kb SR o AT Fr 2 R UEAD o 25 % 56 B B dle B % A7 5]
E SR 2 LIS B UIE SN P G = B S ke S B B NE RN
BT AR BTN

After a subscriber receives a certificate, GDCA issues the subscriber certificate to the GDCA
directory service system within 24 hours. As per the Google CT policy
(https://github.com/chromium/ct-policy), GDCA embeds in the SSL/TLS certificates the signature
data from at least three CT servers recognized by Google.

GDCA uses the main and subordinate directory server architecture to distribute issued certificates.
Issued data are directly released to the main directory server, and then through the master-slave
mapping, the main directory server data automatically synchronized to the subordinate directory
server for subscriber and relying party to query and download.

4.4.3. BTN E AR 55 ML A X oAb SE 4R 3@ &5 Notification of Certificate

Issuance by the CA to Other Entities

GDCA Hg AKS HAt SEAR AT I8 1 o FAl SEARTT L@ M H sk 55 4% h & if) 2] GDCA
CAE R KIHTAIESS

GDCA and RA will not notice to other entities. Other entities can obtain GDCA's issued certificates
by querying the directory server.
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45, ZBHXTANEFRKEH Key Pair and Certificate Usage

45.1. TP RIFAFNE B AIME Subscriber Private Key and Certificate

Usage

WPEIRSE TIEF IR T GDCA Ik e, B NCaFERT 5
GDCA. MR#TTH RIIBURIA LS5 HIS K. T R BIBCTIE,  RERICE P i 22 3%
ORAFFLALE 508 7 FR)RA BH 38 G AR 22 ALK A

VT R PR HAL BT S R 2 BRI G A, I FLAS A P S 0 e (K5 . A
AFFHAT VAR

X EV ARRDAEZAESS, AFFEAE—MIEFXT N 2 AN AT R

X EV SSLAEFS, T/ STEAM LS5 PRAE R AEUE 5 o 41 H #3244 00 2 PR IR 5%
P E .

After the subscribers have submitted certificate application and received certificates issued by
GDCA, they are deemed to have agreed to comply with the terms of GDCA, relying party related

rights and obligations. The subscriber who receives the certificate shall properly take appropriate
measures to keep the corresponding private key to the certificate from unauthorized use.

Subscriber shall protect his/her private key from unauthorized use, and do not use expired or
revoked certificates. In addition, the private key should not be archived.

For EV CodeSigning certificates, a certificate certificate cannot match multi-software at the same
time.

For the EV SSL certificates, the subscribers should undertake an obligation and warranty to install
the certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.

45.2. T AHMIEFRFf#EH Relying Party Public Key and Certificate

Usage

MK T BRI T B ARG, ST L AR
1. AT 0 RLIE ) B AF AT s

BN Z 284 %of I PRI 2 7 (5 AT FIE 5

LA ) CRL B OCSP i A 125 44 Xof L FRIHIE 1542 75 B A «
UEFS F FH 34038 FH 3 B 25 44 5

AIES LI AR 4,

a c w N
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6. HEUEFHA Y.

CLESEAEANTE 2T, KRBT A SRR A A E .

I TT T B RGEINEAS B AR T7 I, AUl 1 4 A AR SRAGHE 2 T7 B I iE
A5, SRR RS I A RHE B . O80T RORE NI RN 2 i kAL
BA2TT

When the relying party has received the message with digital signature, the party has the obligation
to carry out the following operations to confirm:

1. Obtain digital signature’s corresponding certificate and trust chain.
2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.

3. Confirm whether the signature corresponding certificate has been revoked by querying the
CRL or OCSP.

4. Certificate usage is suitable for the corresponding signature.

5. Use certificate’s public key to verify the signature.

6. Check the validity of the certificates.

If the above conditions are not met, relying party has the responsibility to refuse to sign information.

When the relying party needs to send an encrypted message to the receiving party, the party must
first obtain the encryption certificate of receiving party through proper channels, and then encrypt
the information using public key of the certificate. The relying party should send the encryption
certificate and encrypted information to receiving party.

4.6. IEFHFEH Certificate Renewal
4.6.1. R EHHEH Circumstances for Certificate Renewal

GDCA A4t EV IEPHEH RS .

GDCA does not provide EV certificate renewal service.

4.6.2. B RIEH B4k Who May Request Renewal

AEHT .

Not applicable.
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4.6.3. IEFEHERAILEFE Processing Certificate Renewal Requests

AEHT

Not applicable.

4.6.4. MR FHERE T P B# 4% Notification of New Certificate Issuance

to Subscriber

AEH

Not applicable.

4.6.5. MR EZEHIEHKITR Conduct Constituting Acceptance of a

Renewal Certificate

AEH

Not applicable.

4.6.6. B FINEAR S VLA X B FEH B &K A6 Publication of the Renewal

Certificate by the CA

ANEH

Not applicable.

46.7. TN E AR 55 ML F xF FoAth SE4K 3@ 25 Notification of Certificate

Issuance by the CA to Other Entities

ANEH

Not applicable.
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47. EPHEHEH Certificate Rekey
4.7.1. IEBEHEH RIS Circumstances for Certificate Rekey

GDCA HJUES 3 P BT B (EANR T DL R

1 IEHEIH,

2. FETHAR. BURL 2R, GDCA ZRIEHHHEH.
GDCA certificate Re-key including but not limited to the following circumstances:
1. The certificate expires.

2. GDCA requires certificate key update based on the security reasons of technology and policy.

4.7.2. BRIEPFEHFEH LA Who May Request Certification of a New

Public Key

TSR EF TR 1 e U 3T .

The entity who requests re-key is the certificate subscriber.

4.7.3. EHZHEHERIIAIE Processing Certificate Rekeying Requests

W

H& CPS 58 3.3 5 ML & XHIE 5% 40 58 i 4T FH P S 4 S I AR 71
18 CPS 28 4.3 R E XMHIE Bt 4728 K

W

Authentication and identification of subscriber identity are done for re-key according to CPS section
3.3.

Certificates are issued according to CPS section 4.3.

4.7.4. R BEBE T P @4 Notification of New Certificate Issuance

to Subscriber

[F] A< CPS % 4.3.2 5.

See CPS section 4.3.2.
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4.7.5. T R B HEHRIATA Conduct Constituting Acceptance of a

Rekeyed Certificate

[F] 4~ CPS % 4.4.1 i,

See CPS section 4.4.1.

4.7.6. B FIAEAR S AR X 25 4 58 Bk 5 19 &K A Publication of the Rekeyed

Certificate by the CA

[F] 4~ CPS %% 4.4.2 7,

See CPS section 4.4.2.

4.717. B, T I\ AIE AR 45 ML A4 xoF oA SE 44 B 38 45 Notification of Certificate

Issuance by the CA to Other Entities

[F] 4~ CPS %f 4.4.3 i,

See CPS section 4.4.3.

4.8. IEFHAE Certificate Modification

GDCA A fit EV IEPATEARS, WHE P& EME B R A AR E R N2 A CPS
4.9 T E RS IZAED, T NAZIRA CPS 4.1, 4.2, 4.3, 4.4 I E EH HiG
2 g AE T

GDCA does not provide EV certificates modification service. A certificate in which the information
has been changed should be revoked according to CPS section 4.9. Subscriber should re-apply the
certificate according to CPS section 4.1, CPS section 4.2, CPS section 4.3, and CPS section 4.4.

4.8.1. M HASF 5 Circumstances for Certificate Modification

AEH

Not applicable.
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4.8.2. ERIEPHARTE K24k Who May Request Certificate Modification

AEHT

Not applicable.

4.8.3. IEHZREHEREALE Processing Certificate Modification Requests

AEH .

Not applicable.

4.8.4. R BEBE T P BE % Notification of New Certificate Issuance

to Subscriber

ANE

Not applicable.

4.8.5. MIRRESZ A EIEH 4T A Conduct Constituting Acceptance of

Modified Certificate

ANEH

Not applicable.

4.8.6. B IMERS PN EIEFR K KA Publication of the Modified

Certificate by the CA

AEH] .

Not applicable.

4.8.7. B IR IR 55 LA %) 3L Ath S 44 B 38 45 Notification of Certificate

Issuance by the CA to Other Entities

AEH

Not applicable.
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4.9. IEPESMER

Certificate Revocation and Suspension

EPREARESERNEMERES CANEA L IE (CA/Browser Forum) i it
www.cabforum.org EATHIFER 13 HAE K,

The operations of Certificate revocation and status query are in compliance with requirements of
Section 13 guidelines published by CA/Browser Forum at www.cabforum.org.

4.9.1. IEHRSRER

Circumstances for Revocation

49.1.1. T PUEH#ASHIE R Reasons for Revoking a Subscriber Certificate

B, SO B —FhEkZ R, GDCA WAZITE 24 /NI 2 A HIUASIIE -

VTP LA I 208 SR A IE 15

PN GDCA S IFIE il SR A B HABEE I 25T

GDCA A% [ iEdE, UEM SR AP RAT I AHE 2] 1 ik

GDCA $K15 T iE#E, EBIXHE 54 FQDN 5k IP btk (135 44 352 B sldz il AU (1 EAS
JSLA AR 6 o

A LA TSI i —FE 2 Fh, CA RITE 24 /NP2 PIESIE TS, HALZITE 5 K2
YIRS 1

IEH A AT 4 Baseline Requirements 2 6.1.5 15 522 6.1.6 714;

GDCA 3iAF T E+5 18 E15 F AUESE

GDCA R i T H . CP/CPS i) — T 81 % il K 54T 5

GDCA 3R T AT B FQDN I Fl AN BB VR T (9, R sedh 3 0 &
B T A T A A L), 3844 T N R N R S VR AT R IR B b
Zeat, B AL M AR S BE R A ) s

GDCA 28 H 18 T A IE 53 FH 4] BAT R 1% 3 1k 38044

GDCA FRZUEF h BT {5 R H I = KR Ak

GDCA FRRUEP %5 K K AL 75 & Baseline Requirements %3k, 5 GDCA ff] CP 1k CPS;
GDCA P\ AT A st 5 i1t BLAEE 3 o 145 B RS R

GDCA {4} Baseline Requirements % A& iE 15 AT R 3%, B R BB 21, BRaE

A w0 o

A w0 PR

© © N o O
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10.

11.
12.

H k2 4E4" CRLIOCSP {5 S

CPS R ST I JEAT B IR BUZ AW B OBEAS . BAR R E . THENLBGEE R, 2%
L AR B EVE R R s BURAT N s e RS N R R O Hoeh A5
S E U T

GDCA C&BATHAM LS55, T hAREASS B

CA M5 AL T vl {E 1T A ER I AR IR RN 7775, LR nTARE A EH 42 ) th
THEASME (Fltn Debian §5%5%4H, U.: http://wiki.debian.org/SSLkeys), BfELEM
BAROUESE, F B AR LB IR VR B

GDCA shall revoke a certificate within 24 hours if one or more of the following occurs:

1.

2.

The subscriber requests in writing that GDCA revoke the certificate;

The subscriber notifies GDCA that the original certificate request was not authorized and does
not retroactively grant authorization;

GDCA obtains evidence that the subscriber's private key corresponding to the public key in the
certificate suffered a key compromise; or

GDCA obtains evidence that the validation of domain authorization or control for any
Fully-Qualified Domain Name or IP address in the certificate should not be relied upon.

GDCA should revoke a certificate within 24 hours and must revoke a certificate within 5 days if one
or more of the following occurs:

1.

2.

The certificate no longer complies with the Baseline Requirements section 6.1.5 and 6.1.6;
GDCA obtains evidence that the certificate was misused;

GDCA is made aware that a subscriber has violated one or more of its material obligations
under the subscriber agreement and CP/CPS;

GDCA is made aware of any circumstance indicating that use of a fully-qualified domain name
in the certificate is no longer legally permitted (e.g. a court or arbitrator has revoked a domain
name registrant’s right to use the domain name, a relevant licensing or services agreement
between the domain name registrant and the applicant has terminated, or the domain name
registrant has failed to renew the domain name);

GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate fully-qualified domain name;

GDCA is made aware of a material change in the information contained in the certificate;

GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or GDCA’s CP or CPS;

GDCA determines or is made aware that any of the information appearing in the certificate is
inaccurate;

GDCA's right to issue certificates under the Baseline Requirements expires or is revoked or
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terminated, unless it has made arrangements to continue maintaining the CRL/OCSP
repository ;

10. The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as
natural disasters, computer or communications failures, changes of laws and regulations,
government actions or other causes beyond the reasonable control, causing threats to the
information of others; or

11. Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
subscribers to pay;

12. GDCA is made aware of a demonstrated or proven method that exposes the subscriber's
private key to compromise, methods have been developed that can easily calculate it based
on the public key (such as a Debian weak key, see http://wiki.debian.org/SSLkeys), or if there
is clear evidence that the specific method used to generate the private key was flawed.

49.1.2. #% CAFHK#4SEH Reasons for Revoking a Subordinate CA Certificate

EHILLL N RO — R £, GDCA U7 7 K2 WS 2% CAIET:

1. GDCA 3% 7 ibds, UEH SUEB AN MM g CA FVHE R T8, SAHMFE
Baseline Requirements 2% 6.1.5 #1 J2 55 6.1.6 1 AR K 5

2. GDCA kA3 1 HE-FE 35 e

3. GDCA #EBIUFP IR A BERF & Baseline Requirements 3K, b2l CA RAEFF&
CP/CPS;

4. GDCA I\JYAEATHBIAE P2 CAUEF P S BAHER . AR SLaEA =S,

5. GDCA HiFARMERYFIEIZE, HARE 5 —5 CA B ASR BEIE 5 5 Ik 55 -

6. GDCA fk# Baseline Requirements 25 & iiE T IR SR 3%, sl el 20k, Brik
Hgk 244 CRLIOCSP 15 B

GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1. GDCA obtains evidence that the subordinate CA’s private key corresponding to the public key
in the certificate suffered a key compromise or no longer complies with Baseline Requirements
of Sections 6.1.5 and 6.1.6;

2. GDCA obtains evidence that the certificate was misused;

3. GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or that subordinate CA has not complied with the GDCA CP or CPS;

4. GDCA determines that any of the information appearing in the subordinate CA certificate is
inaccurate, unreal or misleading;

5. GDCA ceases operations for any reason and has not made arrangements for another CA to
provide revocation support for the certificate;
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6. GDCA's right to issue certificates under Baseline Requirements expires or is revoked or
terminated, unless GDCA has made arrangements to continue maintaining the CRL/OCSP
Repository.

49.2. 5 RAEP S 524 Who Can Request Revocation

T RAEB R A NIT . GDCA. L rlENIIRBI alE N . BeAh, RHT7
RS OE R, B s LA AR R 35 =T w] ASRASIE P 1)@l iy, 5 %1 GDCA
o B S IE S .

The subscribers, RA, GDCA, or judicial officials authorized by judicial institutions can initiate
revocation. Additionally, relying parties, application software suppliers, anti-virus organizations and

other third parties may submit certificate problem reports informing GDCA of reasonable grounds to
revoke the certificates.

4.9.3. P TE R FMFE Procedure for Revocation Request

4.93.1. TP EFNIRWAESHE The subscriber actively proposed to revocation

application

VT 7 ] GDCA $ATHIUEH FiE A S A UEBA R RL, [ B 358 BA 4 S5 A

GDCA I8 4 CPS % 3.4 11 (I E BEATUIE S B 17 SR 1) 45531 5

GDCA TEH RIS 15 KI5 19 2 A TAE H P58 BAIE By

GDCA 5¢ B Ja Mo H A AT BRE T U 5112

GDCA #L i iE . WSS 2 7 2, S ANTT IR PR AU AR R e 2
GDCA #&4it 7*24 /INiF 9 IE P B R ds, 11 P mldad LR 77 2 H v -
E-mail: webtrustreport@gdca.com.cn

HIE S0 ([ X ): 95105813

HIE S0 (ERERHIX): +86 - 18929559132

e 6 o o U &~ wW M

=

Subscriber submits application form of revocation and documents of identity confirmation to
GDCA. Meanwhile, subscriber should provide reasons of revocation.

2. GDCA makes authentication of certificate revocation request according to CPS section 3.4.

3. GDCA completes certificate revocation within 2 working days after receiving revocation
request.

4. After the completeness of revocation, GDCA releases it to CRL promptly.

5. GDCA notifies to subscriber that the certificate was revoked and the revoked reason by
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appropriate means, such as telephone, mail, and etc.

6. GDCA offers 24x7 certificate revocation requests service, and subscribers may request the
revocation of a certificate through the following ways:

® E-mail to: webtrustreport@gdca.com.cn
® Call: 95105813 (China Only) or

+86 - 18929559132 (For International Areas)

4.9.3.2. T P RA S IE S The subscriber is forced to revoke the certificate

1. 4 GDCA A7t/ HH h#fifs M BIA CPS 5 4.9.1.1 T h s i}, Zieid GDCA %
B NS TS Gy S HE J 77 v] kAT 5

2. 1f GDCAEV Root iF-FE EV H1Z¢ CA EF5 AN () FARH H B 22 4 KU I, 28 [ %
HL TR AR 55 58 3 T I3 S ) L AT I 4R 5

3. TEUEBHE S, GDCA ByEMHLMA I & 77, WIEmRLE . misss, @AmA
VPR B R 1 B . R BRIRESIT I, fE L EEITE LR, GDCA
ot HUES PR UE o St st AT A 5

4. GDCA #2724 /NI (¥ EV AIES (] B4R 7 AL B AR

GDCA can revoke subscriber’s certificate with the occurrence of circumstances described in CPS
section 4.9.1.1 after the approval of GDCA Security Policy Committee.

GDCA can revoke the certificate with the occurrence of security risk for private key of GDCA EV
Root certificate or EV Subordinate CA certificate after the approval of state’s electronic authenticate
service administrative department.

After the certificate revocation, GDCA or RA will use appropriate ways, including mail, phone, fax to
notify the final subscriber that the certificate has been revoked and the reason why to be revoked. If
GDCA can’t contact subscriber, in case of need, GDCA will notice the revoked and suspended
certificates on the website.

For EV certificate, GDCA provides 7*24 hours problem reports and handling procedures.

49.3.3. B FINE ARSI A S IE S 3% Revocation of electronic certification

service organization certificate

GDCA #R#EA CPS ML Hh 7€ & T A IE 1S

Revocation will be determined according to this CPS.
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4.9.4. ] AR 25 AL EE ML Processing Mechanism of Problems and Reports

VTP REEUE 5068 82 1 AL HH Bl B AL 4 e sl agi il LT, RSZ. B 45 %0 GDCA,,
KA 24 /M. GDCA FERERIT G G NAE 24 /NP, X CAHEZ RS BIIE
FEHEAT A A0 8 A2 53U BOR BOHAE 4 PR AT B AL B .

GDCA FSLIHOREE 7%24 /NS H) BV IIE-F i R 15 A1 32 BEALA, AR LT 7 L AT
IS FH A (A 8 7 B A 5 = 77 R IRAIE 5 T REAEAE Il R AL HH B tH s IE+S
W B BV UERAHSCR SRR, s W BN IE 447 I, 0l GDCA
IR R F . s 7 s r

® E-mail: webtrustreport@gdca.com.cn

® HiIE TS ([ENMHIX): 95105813

o mHif Sy ([EHERHLIX): +86 - 18929559132

When corresponding private key of subscriber certificate has occurred suspected leakage, broken
or abuse, subscriber should immediately notify GDCA no longer than 24 hours. After receiving the
report from subscribers, GDCA should make investigation for the certificate which has been
reported and decide whether to revoke it or take other appropriate action processing mechanism
within 24 hours.

GDCA establishes and maintains reports 7*24 hour problem report and acceptance mechanism for
EV certification, any subscriber, relying party, application software provider or other third-party who
find a certificate with fraud, leakage or suspected leakage of private key, abuse and other problems
can report or complaint to GDCA. The ways to report are as follows:

® E-mail to: webtrustreport@gdca.com.cn
® Call: 95105813 (China Only) or
+86 -18929559132 (For International Areas)

GDCA W B 5 Ja, 75 24 /NI POHZAEF [ BT TS W BT I, JFRET LT R
THER R A 15 FRUBH L -

(1 P i s ;

(2> HINEL i At IR % 5

(3) IR T B AR SR

(4> /%t EV CPICPS AT F Bl A5 HH S MV 3801 175

(5)  BUTEHREMAIIENE .

GDCA will investigate the reported problems of certain certificates within 24 hours of receipt, and
will decide whether or not to revoke the certificates based on the following criteria:

(1) The nature of the alleged problem;
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(2) The number and frequency of certain certificate problem reports received;
(3) The entity making the reports or complaints;

(4) Subscribers’ compliance with the EV CP/CPS, the Subscriber Agreement, and other
relevant specifications;

(5) Compliance with existing laws and regulations.

495, 415 K 75 FR 3 Revocation Request Grace Period

G SR B M e B R B S T, U SR A e T T AT i R 8
/INEE LA S b o A ARCER SR AT R 2SR A R AR SR A 48 /NN AT HY

If key exposure occurs or suspected occurs, revocation request must be submitted in finding
leakage or leakage suspicion within 8 hours after key exposure or suspected exposure is found.
Revocation requirements caused by other reasons must be made within 48 hours.

4.9.6. B TAE AR 1M AL BRI A TE SR RS PR Time Within Which CA Must

Process the Revocation Request

GDCA Ab IR 15 =K 11 B Bk 24 /NE o

The cycle of GDCA processes revocation request is 24 hours.

49.7. T R B IR R R B K

Revocation Checking Requirements for Relying Parties

GDCA R IEAELIIRE &M, WAUT AT 4E GDCA B Rl B T & .

GDCA provides online query on revocation status. The relying party can query on the GDCA
website

4.9.8. CRL RS CRL Issuance Frequency

PP ETS, GDCA ) CRL &A1Y 24 /I, CRL A XU K AE I 48
/N, H. nextUpdate <7 B IE AN Hh thisUpdate B ¥ 10 K EL F.

XFFHg CAIETS, GDCA K CRL AATFHIN 12 > H ot e h 4 CA ik,
GDCA 7ERAN 5 24 /N2 I EE ¥ CRL, H. nextUpdate =B fIE AN Y thisUpdate 1/ i
12 4HUL k.
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CRL X RANZFFFA CAN Y2818 1%(CA/Browser Forum)iid www.cabforum.org
TR RS 13 # Bk,

For the subscriber certificates, GDCA updates and publishes certificate revocation list (CRL) every
24 hours, and the CRLs are valid for no more than 48 hours and the value of the nextUpdate field is
not more than ten days beyond the value of the thisUpdate field.

For the subordinate CA certificates, GDCA updates and publishes certificate revocation list (CRL)
every 12 months. In case the subordinate CA certificates are revoked, GDCA updates and
publishes the certificate revocation list (CRL) within 24 hours after the revocation, and and the
value of the nextUpdate field is not more than twelve months beyond the value of the thisUpdate
field.

CRL Issuance frequency meets requirements of Section 13 guidelines published by CA/Browser
Forum at www.cabforum.org.

4.909. CRL AR KB KH# J5 18] Maximum Latency for CRLs

GDCA Y] CRL A e it Je i 18] A A AT A W 2 S5 1Y) 24 /NF A

Maximum latency for GDCA's CRLs is 24 hours after release cycle.

49100 ZELZKRZIE @K T A Online Revocation/Status Checking

Availability

GDCA [AIAE F5 3T 7 AAR A 7 32 7F R AE PR A B 1 i 45 . OCSP i B 20 74 &
RFC6960 MJZE3K, JF H A OCSP i #2544 . OCSP fli 4% #5 IIE 15 5 IEZE X R A HIIIE
FHFE—1 CA 2Kk, OCSP k4 # ik 456 & — /> RFC6960 & M KM K
id-pkix-ocsp-nocheck 4™ & T .

GDCA supports OCSP responses for subscribers and the relying parties. The OCSP responses
conform to RFC6960, and signed by an OCSP Responder whose certificate is signed by the CA
that issued the Certificate whose revocation status is being checked. The OCSP signing certificates
contain an extension of type id-pkix-ocsp-nocheck, as defined by RFC6960.

49.11. FELRFEWER Online Revocation Checking Requirements

F P AT B AT IEOIRAS A i), GDCA A B BAT AT AL BURLER

GDCA #24}t Get 1 Post 777 2] OCSP A k55 .

XFFAT FHIETS, GDCA % /b4E YK 538 OCSP 15 /2. OCSP i b [ e KA 23y 8 10
Ko T OLBAB ML, SLHIE B OCSP.
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g CAEY:, GDCA %% 12 A H 558 OCSP {518, =i+ CA L
I, fE 24 /N A BE B OCSP 15 2.

PR R MEF RS E#IER, GDCA ANR[E “good” IRE .
Users may feel free to inquire status online. GDCA does not impose any access limits.
GDCA offers the OCSP service using both the Get and Post methods.

For subscriber certificates, GDCA updates the OCSP information at least every four days.OCSP
responses from this service have a maximum expiration time of ten days. For the revoked
certificates, OCSP status will be updated immediately.

For subordinate CA certificates, GDCA updates the OCSP information at least every twelve months,
and within 24 hours after revoking a subordinate CA certificate.

GDCA does not respond with a "good" status for the request for status of a certificate that has not
been issued.

49.12. #EEEHARATER Other Forms of Revocation Advertisements

Available

GDCA AR AL (5 B i HAl s AT 3K

Currently GDCA does not provide other forms of announcement about the revoked certificates.

4913. 4 M EMW R B E R Special Requirements related to Key

Compromise

FRA CPS EE 4.9.1 THUEKITEIRAL, 21T 7 BRI HIE 2 ] © 28 0 B
REC 2R, I ZIUN I 1] GDCA g HHE A TE K . IRk CA B! (IR CA B
g CA YD) L EPIREBCE BRI, NAZAE & B A 8] A A & 20005 20 i il
FOAT P AT o

Except for the case described in CPS section 4.9.1, when certificate key of subscriber or RA or may
have been certificate revocation request must be made to GDCA immediately. If security of CA's
key (root CA or sub-CA key) is damaged or suspected damaged, GDCA should notify subscriber
and relying party timely in reasonable time and appropriate way.

4914, EPHEREAEE Circumstances for Suspension
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Not applicable.

4.9.15.  ERIEFHEREK SR Who Can Request Suspension

AEH .

Not applicable.

49.16. EHEIFERFIFE Procedure for Suspension Request

AEHT

Not applicable.

49.17. EHEARIRFRS] Limits on Suspension Period

ANE

Not applicable.

4.10. iEFIRE RS Certificate Status Services
410.1.  BAEHEME Operational Characteristics

TP AT LG CRL. LDAP. OCSP #EHINEFRRA, Bk 75 sURIE R A AR SS BL 1%
K YU SR A A B A I S B R R AL FERE 7

X FHEEE BUETS, GDCA TEUET FHIRT AMIER HAE CRL A idk. GDCA
AR CRL AR 25 44 1IE i i i i %

GDCA Atk OCSP A 4528 H e id 3% -

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate status
services described above should have reasonable response time and concurrency process
capability for query request.

For the revoked certificates, GDCA does not remove their revocation records from CRL prior to
expiration of such certificates. GDCA does not remove the revocation records of code signing
certificates from the CRL.

GDCA does not remove the revocation records in the OCSP responder.
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4.10.2. RS ATHIE Service Availability

GDCA e fit 7*24 /NI HIEASIRAS B W AR SS .  HLWa R (B AL 10 0. BIFE 25 58
VPRI IL T, 1T 7 RERS S SRAFIE TR AS B AR 55

WE R A R %5 1 AT H R FF & CAY I B 4% 18 35 ( CA/Browser Forum ) il i
www.cabforum.org & A IR 26 13 HB K .

GDCA provides 7X24 Certificate Status query Services, and the response time is of ten seconds or
less. If the network is permitted, the subscriber can timely obtain certificate status query Services.

The availability of certificate status service meets requirements of Section 13 guidelines published
by CA/Browser Forum at www.cabforum.org.

4.10.3.  WJIESFAE Operational Features

UEFIRAS (1 Ho At AT e ik 5577 XO91T M A GDCA $i 7€ 1) CRL Hithik, i H k%5
RS RS, AWIF T CRL BIAM, HATIEFRES KA,

Other optional service of certificate status for subscriber is using CRL address which is specified by
GDCA. The subscriber can query and download CRL to query certificate status locally through
guery system provided by the directory server.

4.11. ITTEE5E End of Subscription

LY RORA VIR e

Lo UEF RS A AT SR

2. UETENIRT B .

— B P EIE A RO &1 GDCA HIEINIER S, GDCA et &Ik
KA, K SERHEZIT P IOUE Y, IR CRL R AT MG AT R Ai: GDCA VH4lid
SRR UE 5 ) B A S 2 o A4 1T ) 445 SR FROAE 5 B AR ST P B AT VAR

The following conditions shall be deemed that the user terminated to use the certificate services
provided by GDCA:

1. The certificate is not updated after expiration.
2. The certificate is revoked before expiration.

Once the user terminates the use of GDCA certificate authentication services within the certificate
validity period, GDCA will revoke the certificate in real time after approves on his or her request for
termination, and release in accordance with the CRL distribution strategy. GDCA will record the
process of revoking certificates in details and archive the certificates whose subscription is over and
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the corresponding subscriber's data regularly.

4.12. FHRFE 5K E Key Escrow and Recovery

4121, HBHLEESKERRIES54TN Key Escrow and Recovery Policy and

Practices

GDCA NMSFEEALAT EV UE 1T P ALV, RSt AR At %8 I = R %S

GDCA does not escrow the private key of subscriber’s EV certificate and not provide key recovery
services.

4122. SEEHARNHEERSEREEMITA Session Key Encapsulation and

Recovery Policy and Practices

ANE

Not applicable.
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5. INIENL M i . B FABEEEH Facilityy, Management, and

Operational Controls

5.1. #E$EH] Physical Controls
5.1.1. B B 584 Site Location and Construction

GDCA I SN L3 E 1 12 8T F71 b o4 S it

GBI/T 25056-2010 ({52 %2 &HAR UEASIAIE R Gra i f HAH R 2% BRI )
% J&[2010]7 H €7 B05% LA E il 50t 2 15 225K )
GB50174-2008 {HL 115 B RGEHL 55 BT ITE)
GB6650-1986: {1t 5LALLS G B AR B S5 114
GB2887-2011 (it 5Ly AL )

GB30003-93 { Hy 7SI b3 it T A B ot v )
GB50222-95 (3N ERR MBI K ATED

GB50116-98 (k%K H AR E R G it e )

GB50057-94 (3B iH ALy )

GB5054-95 ({1t e L e it L vE )

. GB/J19-87 CRIEIE X5 T tH L)
SJ/T10796-1996 (itSRANLES FH G SR A % AF)
YD/T754-95 (L5 i Fit 17 47388 J01 )

© © N o g M w D =

i e e =
w b= o

1. GBJ/T 25056-2010 “Information security techniques- Specifications of cryptograph and th
e related security technology for certificate authentication system”.

2. State Cryptography Administration [2010] July “Construction Requirements for electronic
Authentication Infrastructure of E-government”.

3. GB50174-2008 “Code for design of electronic information System Room”.

4. GB6650-1986 “Specification for raised floor of computer room”.

5. GB2887-2011 “Specification for computer field”

6. GB30003-93 “Construction and acceptance test code for electronic computer room”.
7. GB50222-95 “CCode for Fire Prevention in Design of Interior Decoration of Buildings”.

8. GB50116-98 “Code for design of automatic fire alarm system”
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9. GB50057-94 “Design code for protection of Structures against lightning”
10. GB5054-95 “Code for design of low voltage electrical installations”
11. GB/J19-87 “Code for design Of heating ventilation and air conditioning”
12. SJ/T10796-1996 “Specification for raised floor of computer rooms”

13. YD/T754-95 “General rules for electrostatic protection of communication rooms”

GDCA HLG AL T L i rg g X ML, R — A SZ I 30, BB, ik, Bi
Ky BIEEDIRE, BEANLG @G A ME—R N L AITERS, GDCA HLHLG5 1% IR DI fRE
FONLX . S X . BHX, BEX. ALK AKX RALE R R4 6
BENFZAL X 350 o

The data center of GDCA is an independent building which located in Shishan Town, Nanhai District,
Foshan City, Guangdong Province. The basic protection of GDCA's data center include:
shock-proof, fire-proof, water-proof, lighting-proof, etc., and with only one entrance and a single
road. According to the functions, GDCA data center divided into core area, service area,
management area, operation area, and public area. Only the personnel officially authorized by
GDCA could access the restricted areas.

5.1.1.1. AFEX IR Public Area

AHXAFEANL . KE, REE, §E &SR 5%
Public area includes the entrance, lobby, security room and etc., deployed with various supporting

facilities and monitoring devices.

5.1.1.2. #1EX Operation Area

BAEDGE RABRIEA G BN A TARIX, 75 2RI FH U 3R S A DIEA AT A
BEN S N R AR XA H B0 e MAZJETTUR, FITA RS A H0 MR ey 5 B2 B 47 43k o

Operation area is a working place for RA operators and administrators. Anyone who wants to enter
the operation area needs to use two-factor authentication. Every access behavior to the operation
area has been well recorded. From this level of areas, all the walls are strengthened by high
strength protective wall.

5.1.1.3. B [X Management Area

EHIX 25 RA BHEBHIG, CAEH, Bk, HitEhla, MEEMR, skl
B, & RAM CAEHOL, Wit ML 224 R TAEX, R ARvrE B IXCHUE rE B
AHEN, PR B G R OO 3R B A IEA 7] AE
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Management area is a working area for RA and CA administrators, auditors and network security
officers, installed with the RA management console, CA consoles of management, issue, and audit,
and consoles of network management and monitor. Only authorized and specified administrators
have the rights to access this area. Enter this area requires two administrators to use two-factor
authentication.

5.1.1.4. % [X Service Area

ARSS X FE 223 M LDAP RS 25, OCSP ARS578. RA EMRSS 4%k %, Rl
ARG DX ERSE A FE N BLgE N, 7 AN B G () I SR 2 B A IE A R AN .

Service area is installed with LDAP servers, OCSP servers, RA register servers and other related
devices. Only authorized and specified administrators have the rights to access this area. Entering
this area requires two administrators to use two-factor authentication.

5.1.1.5. %0 [X Core Area

PO X BRI, e mom B AN B 15 1], 2 %de CA B4 Rssas. CA i
PERSS % KM B EHE BIIRSS 45 I B 35 22 S5 % sl #h, R SV O IXHE 1
NGAEEN, i H 75 ZE A8 B 5 (RN A8 A O R S A A w] DABEN o SRR B 22 U
PO IX, TR B

Core area, a shielding zone with high strength steel security doors, is mainly installed with CA
signature servers, CA database servers, KM key management servers, timestamp servers and
other core devices. Only authorized and specified administrators have the rights to access this area.
Entering this area requires two administrators to use two-factor authentication. The password ark
for storing confidential information is also placed in the core area.

5.1.2. YI# 15 8] Physical Access

GDCA ML WA 9 Wi 1 LT 14 KGR 1 MR NIRE RS, X122 R G0

AT, SER BRI BERL, TR T ARG R ENIR . 1% R G AR S S 1)
OB, JFA T ENARE . TN ST A S R0 R G S 4REU Re ik, I ot
AR —TE T I T E SRR A5 B R, g% X 5 00 X 75 22 A A B 03 RIS 456 &
iR B RAFREUCE R A T BLEN, LD TAR N GUEIRALDs H W TARRE, X145
SRBEATREBLARY, fRE— 4RI 1480k,

Py e 42 ) A0 AE R J LA J7 T

a) RS EH&ETIEEH . TE A AT SR REigs & 042 B8R4
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A RERE Y, B8 TN I R SR ANE R

b) #ERS: HKAAEMAREEA L FEFTFBREIF T, K RIAS T8 5 5 1
DUHR M A 0 R 8. IRE R TR TR A E .

¢) WMERS: HIVENYEEANRERFR S HHNICH FBRIBERS, M2s
DXIAERAE DRIEAT 724 /DI AEINTRAE . Frf B R 2R 6
Pleg A,

In the data center of GDCA, it has 9 doors installed with electronic access systems and one
physical intrusion alarm. The electronic access systems are monitored, with real-time access
records to set permissions of access, and can set an alarm when the doors are opened over time.
The staff is required to use the identity card and fingerprint to open every door, and each access
behavior has been recorded with time-stamp and related notice. Enter the service area and core
area, two administrators need to use ID cards and fingerprint identification at the same time before
entering the room. According to daily working specification, the specific personnel will archive the
access records on a monthly basis, and retained for one year at least.

Physical access controls includes the following aspects:

a) Access control system: It is used to control access to the doors on each floor. Staff needs to
use identity card with a password or fingerprint to enter and exit. Entering or exiting every door
should have the time records and related notice.

b) Alarm system: Alarm system will be triggered by any illegal intrusion, unauthorized opening,
long time opening and other abnormal situations. Alarm system can clearly identify the alarm
location.

c) Monitoring system: video monitoring system is working with access control systems and
physical intrusion alarm system. The monitoring system is responsible for continuous recording
the restricted area and operation area within 7*24 hours. All video records will be retained for at
least 6 months in order to future inquiry.

5.1.3. 22 3% Security Monitoring

WAL B TR B OR 2 % R ESR, AV RGBT 2500 B
R 7 AR 48, UPS ARl 7 &R 48, SRl 7 R4, HXWUEI T R4, RIEER
Wy &2Ge. WKW TR W12 NETRG. BGREET RS R
B WUAIRERIRGL. 220 RGUIRGLEEAT 7*24 /NEFSERT I, Dol 2 =iz, 5
HIFFREE, il Ry 6 A BL L

According to the requirement of data center power and environment security monitoring system, it
includes electronic detection subsystem, UPS detection subsystem, air conditioning equipment
detection subsystem, fresh air machine detection subsystem, temperature and humidity detection
subsystems, water leakage monitoring subsystem, fire control subsystem, access control
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subsystem and image monitoring subsystem. The system carries out real-time monitoring of
infrastructure equipment status, data center environment condition and the security system status
within 7*24 hours. In order to meet the need of fault diagnosis and post audit, monitor records will
be retained for more than 6 months.

5.1.4. B, /7 52% Power and Air Conditioning

AHLG R W T P R AL . — S SR B, FCEA LTI AL, AL
JA e B A ML G A FEHIBT TR R G WL R T ANRIBTIL L R4 UPS, A4 fit
KT8 /NI DT o HLGS IXIB PSR T B e, SEOINLAE . RS 38, ML &5
R

BLG7 B 25 R FH e s B LA, S A XA e B s ML AT B AL TiRE . Bl 12 IR
300kcalth m2 #fimitdi. BAREFIMRIHRE: 35°C: AFEAMLITRE: 0C: Wl
BN : 224°C, MXEE: 5545%/h o [Fi, YUBLE THRNAS, SHLFEE
ATHR, DRUEALGT P IR 25 JTUR A R AR IS AR AL o 223 A3 ¥l 11 SR 46 ] AL

The data center uses dual power sources and a diesel generator for supplying electricity, and has a
specialized electronic distribution room. The GDCA data center is equipped with independent
power distribution equipment and the lightning-proof system. The data center area is supported by
uninterruptible power supply which can provide more than 8 hours extra power. The data center
area also takes anti-static to protect cabinets, servers and network devices.

The data center’s air conditioning adopts air cooled condenser unit. The air cooled condenser unit
is placed in the attic outside of the data center. According to 300kcal/h * M2 heat load, outdoor
designed temperature is 35 Celsius degrees in summer and 0 Celsius degrees in winter. Indoor
designed temperature is 22 +_ 1 Celsius degrees and relative humidity is 55 + 5%/h. Meanwhile,
the data center is installed with a fresh air system for ventilation to ensure air quality inside and
solve the problems of fresh air supply to meet the demands of specified air cleanliness, etc.

5.1.5. 7K BB BiiE Water Exposures

NBIRIKE XSS BB, GDCA FENLGS 12 = N i BIR/KIRE RS TKIE
o2 7 2 A P R LB, — EURAE KR AR, Sl AT RN DRSS i[RI £
W AN VY HE KA Stk R, — B AR K, JKBESZEDHRIE R 25, JEXE A E B
ikt AT AR

In order to protect the data center from water disasters, GDCA set water leakage alarm system
inside the air conditioner room of data center. Once the flood is detected by detection ropes
surrounding the air conditioners, the system will alarm immediately and notify related personnel to
take emergency measures. At the same time, the data center is installed with a drainage ditch and
a drainage floor along the periphery of the wall. Once the flood has occurred, water can be drained
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immediately, and all exterior windows are sealed.

5.1.6. ‘K RBE# Fire Prevention and Protection

GDCA B35 A 2% X IAR A T HHEARLIE K R BRI G » I 222 1 koK B 3l R 48
LA BERKKARGE  ZARGEA HZ. T3 IS 2E =8 3077 5.

FEEIRET, BB XA KER, JORIE T 2532 BB X PIIR AL KOR AR E

FIRLHVR RN E S . Gl 30 AP RERS, JORIEERRTIE S, BIKKR
gt [FI, REEHSSEIUE IS A ) EUE S, B X AT 25, @A R A .

AP X A N TAER, mTRGERE B X T4 T30/ B s #oT o5, {3
29 A AR B) TR, B DO A KB, s 8 AR R EE S,
Ag SRS o EIEN RAAIAKCE, $2N 2 AR B BB 37 X A K 2R 3l
7, RIWSZRIE SRS, W K K.

HES . TR SENERRES, WA A SEILIRN. SR e R 3.

The data center of GDCA uses smoke and temperature fire detectors in each area, and installs the
fire automatic alarm and gas extinguishing system. The system has three operation modes
including automatic, manual and mechanical emergency.

In the automatic mode, when protection district is on fire and detected by two independent alarms,
fire alarm controller will immediately trigger a linkage signal. After 30 seconds’ delay, the fire
extinguishing system will be turned on. At the same time, alarm controller receives feedback signal
from the pressure signal device, and the door light will be on in protection area in order to avoid
personnel strayed.

When the staffs work in the protection area, the automatic/manual switch outside the door in the
protection area can be used to turn the system from automatic into manual. When the protection
area is on fire, the alarm controller only sends the alarm signal and wait for operator to confirm,
operator can press the control panel or shatter emergency start button in protection area to activate
the system by using gas fire extinguishing agent.

When automatic and manual modes both fail, operator can activate mechanical emergency
operation in the ampoule storage room.

5.1.7. A% Media Storage

GDCA MBS B AT E AT 2 B s WK Biiig Bl Wik, By dess
B e BT PSR SR A 2 T R SR T A AR BT . A B R ] S A5 B
SRR SEBL T A A AR

GDCA meets the following physical media storage and use security requirements: fire-proof,
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water-proof, shock-proof, moisture-proof, corrosion-proof, pest-proof, static-proof, electromagnetic
radiation-proof, etc. and implement media usage registration, media copy protection, information
Confidentiality and other measures to achieve the security protection of the media.

5.1.8. R Waste Disposal

= GDCA AFHI4RGK SO AR L AN 7 BB A I PR L A ZHUR S i
8 R B IIERE . FRS R ANE TRUBURAE B A A A BRAE AT IR AL B AT AR S 1) i e 32
BT RS H AT A I AT D B AR B

The written documents and materials of GDCA shall be destroyed when they are no longer needed
or exceeded the expiration date, and must not be recovered. Cryptographic devices and media with
sensitive information will be initialized and physically destroyed by using manufacturer’s method
before disposal.

5.1.9. R4y Off-Site Backup

GDCA &AL T St Bl &y poe, AL T AT X oot R Gu it . o T H S A
AN A AU S BEAT SRR R A

GDCA has established a remote data backup center. It backups the core system data, audit log
data and other sensitive information by the specialized software at off-site location on a daily basis.

5.2. FEFF#EH#] Procedural Controls

5.2.1. A& £ Trusted Roles

f£ GDCA Ut FYIEIR S IERE S, BEMAT EREMIEB AT . (R &2
AR S50 S PR A IR AL # GDCA MUNTTE M . XM O BIFEART: %
PAMEE RSN EEANG. RAEEANR, eI AL S EHN R LV EHREAN
15, BRI ALAAFRANER L GDCA 1 b Az it B i .

In the process of electronic authentication service provided by GDCA, a person who can essentially
affect the processes of certificate issuance, usage, management and revocation, and other related
positions which are involved in key operation is considered as trusted roles. The trusted roles
include but are not limited to: key and cryptographic equipment administrators, system
administrators, security audit administrators, business administrators and business operators, etc.
The specific job names and requirements shall be subject to, the GDCA job descriptions prevail.
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5.2.2. TS BER A Number of Persons Required per Task

GDCA 7E EL oIl 5 M 15t S R 25 HEAT P ), WU A 77 B /P 12 i €36
A5, Bl
& EYIRIE R B BRI AE T 52 5 el E N R i 3 IR 52K
& EHEKRGHEEEE: FE 3 ADRGEEHEANAPH 2 AAEN GILFE
TEK
& FRZMESAET: FE 2 ADE N 1 I 5E R
GDCA strictly defines the controls of core missions in specific standards. Multiple trusted roles shall
be required to jointly complete the sensitive operation. For example:

€ For operation and storage of the key cryptographic equipment, it requires at least three of five
trusted persons to operate.

€ For background operation of the certificate issuance system, it requires at least two of three
trusted persons to operate.

€ For review and issuance of the certificate, it requires two trusted persons to operate.

5.2.3. FMAEERRPS5X5] Identification and Authentication for Each

Role

GDCA Jirf A&H T {5 M L OFEHR N AR 225 — @ AR P I 48 IE « %5 UERE 772 GDCA
RN 5 3 Y B2 B rh L E

All current staff who undertakes the trusted roles in GDCA should pass certain accreditation
process. This process is set out in the GDCA personnel management regulations.

5.2.4. FEIRTSEK A Roles Requiring Separation of Duties

NURIE RG24, MIEAE A G B EN, Bl GDCA HIRI{E M i i A F 1) A 4E
f£. GDCA BHATHR DT B HIAA o, BFRHARR T T M

CONNRTI e N

b) EFhEL CRL %K

¢ RGLIEH4EY

d) CA®HER

e) AT
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In order to ensure security of the systems, it should follow the trusted role segregation principle that
the trusted role must be assumed by different personnel in GDCA. Roles requiring segregation of
duties include (but are not limited to :

€ The acceptance of the certificate businesses
€ The issuance of certificates or CRLs
4 System Engineering and Maintenance
¢ CAkey management

€ Security auditing

5.3. A R¥EH| Personnel Controls

N BEHIFF A CAINE#81E (CA/Browser Forum) il www.cabforum.org & fi
Fife e 14.1 3500 1 EKR .

Personnel control meets requirements of Section 14.1 guidelines published by CA/Browser Forum
at www.cabforum.org.

5.3.1. B ZHMIERER Qualifications, Experience, and Clearance

Requirements

GDCA X 7K H {5 F (4 (1) TAE N B Bk 2R T
HA& RIFHAE S TR 5.
Ay E R M, IR GDCA gt — % g HE.
ST GDCA A R LA HIHNE . e M
HA RN ANER TR PRGN BT AR R AF Mk
HA& R U BB SRS
TIEVEIRARIE
RBE AL TAE N S AUR ARG TAF 4%, sulid GDCA HSR IR I A% 1%
JETTRE L. GDCA R 7825 A BN 7 22/ b Z0UEL A JE Ul PT80S0t AR A4
W R CA BT E AN TAE . ERAT Ik B R RT3

© o &~ w N

The qualification requirements of person who undertakes trusted role in GDCA are as follows:
1. Good social and working background.

2.  Complying with state’s laws and regulations. Obeying GDCA’'s unified arrangement and
management.
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3. Complying with the GDCA related security management norms, regulations and specifications.
4. Having good personalities and working attitudes, with good working experience.

5. Agood team player.

6. Noillegal and criminal records.

A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and
dedication to work, without other part-time work that affects CA daily operation, no major bad
records of this industry and etc.

5.3.2. 3= & Background Check Procedures

GDCA 854 RIBUM AR I BN A AF, S8 Al 5 i T =i &

PIA IR AT A5 B3 AN FR SR RN R AT A5 B3 ARh 245 T [R) S o AT W i A 19 51
AT EEAE AR, WAENE . AT AN E AR RS S
AT 9. BRI ARAE N GETB, R REulE AR, T3 T AR T RER
RIA% 5K o

GDCA may collaborate with governments and investigation organizations to complete background
review for the trusted roles.

All employees who are trusted or apply for shall have a written consent that they must go through a
background investigation. The background investigation complies with laws and regulations. The
content and method of the investigation, officer engaging in the investigation shall not violate the
laws and regulations. The background investigation will be conducted legally, in which background
information of employees will be checked through the organization concerned.

HWRIFAEDN: BAHEMEAE,

AR B OIS TP, DAL, #E, XA mNRE.

Sl A AR S EAC R AT H SNE BRI IC R, A R AN LT T
B, BT AT A
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a) NZEERTT SR BB GRS NBEREF LA . $REEI R 50k BT femiss
PrEEMVAESS . SEALIESS . BURSIE S B UESEAH A RGIE R

b) NHEITE G e, Mg, U A0 HAR B RIROR K B S MR EAT 3
JE o
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Background review including: basic review and full review.

Basic review includes reviewing work experience, job recommendation, education and social

relation.

Full review includes reviewing criminal records, social relation and social security apart from the

basic review. Full reviews must be carried out for key roles.

The review procedure includes:

a)

b)

c)

d)

The HR department is responsible for confirming candidate’s personal information. Candidates
should provide the following information: resume, the highest degree graduation certificate,
degree certificate, qualification certificate and identity card and other related valid certificates.

The HR department identifies the authenticity of the information provided by candidates
through telephone, correspondence, network, visits and other forms.

In the background investigation, if GDCA finds the following circumstances, GDCA can directly
refuse qualifications of trusted personnel :

® There is fabricating facts or information

® With evidence of the unreliable staff

® Use illegal identification or education, qualifications
® The behavior of serious dishonesty in the work

The HR department checks candidates through on-site assessment, daily observation,
situational test and other methods. Appropriate arrangement is made according to the
investigation result.

After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At
the same time, GDCA will also be in accordance with the relevant organization regulations of
personnel management and make job examination on in-service staffs who assumed trusted
role, so as to continuously review these employees’ trustworthiness and working ability.
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5.3.3.

FIIER Training Requirements

GDCA a5 MBI TR, 45 PAHRN AR TR, R E R I AT

GDCA 2Bk R;
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PKI Rt A1

B 53 56 UE AN B R SR FIAR T 5

RAMEWRIZ AN 55 2L B

CP. CPS B MAHRARHEFIRE

GDCA EHBUR . il XI5

B R T IAIE RS A VR Sbnite . 27
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Based on the requirements of trusted role, GDCA gives the corresponding pre-job training. The

comprehensive training contents are as follows:

GDCA operation system

GDCA technology system

GDCA security management strategy and mechanism
Job responsibilities requirements

PKI basic knowledge

Authentication and the policies and procedures of audit
Disaster recovery and business continuity management
CP. CPS policies and related standards and procedures
GDCA management policies, systems, measures, etc.

The laws, regulations, standards and procedures of electronic certification service in
China.

Other needs of training

BEAh, X TIEHsR A RAIE 51, GDCA & WIJT e TAEHRTT T s Z 35 I, 045 R
FEHATT . SRR AR AL B AR . RAME R AN 55 S B B AR S . AR RS E
2R BN IE F G0 SR BT RN, RSN GRS R AT A R A B

In addition, for certificate reviewer and entry clerk, GDCA carries out required training for working

70



Il semrannaemes

TooR e GDCA EV IEF5 B F I UENE S5 B (V2. 1 0O

duties regularly, including job duties, events and damage report process, disaster recovery and
business continuity management process. In online of new system or significant updates or
upgrades of certification system, GDCA should carry out corresponding training for the reviewer
and entry clerk.

5.3.4. BEIARMESR Retraining Frequency and Requirements

XHFTE S AR A s AR E A O NG, LR DR GDCA AL E
— o MFWERGEEM KK, FFEEDPAT — R REREMAREE I 1A,
GDCA R IRFEHU R GTH S RGBS ER, A g IR RN AT 4R 55

For persons acting as trusted roles or other important roles, they shall be trained at least once a
year by GDCA. Related personnel for operating authentication system shall be trained for relevant
skills and knowledge at least once a year. In addition, GDCA will provide ongoing training for
employees irregularly according to system upgrade, strategy adjustment and other requirements.

5.3.5. TAER A% A BB Job Rotation Frequency and Sequence

GDCA TEBUN 5 1 A i 57 e 0 JE SR A 3 AS A LA (10 2 e B8 SRS T A E o

GDCA will define and change the Job rotation cycle and the sequence based on the organization
security management strategy.

5.3.6. FIZBUT REI4E S Sanctions for Unauthorized Actions

AIMIAERN ARG EGE AR GDCA R4t BRAFVENL S O,
GDCA — £k, KL RIS IZ N R SAE S . RN 2R G RBUR, JRLIZA
SURFEBUT ARG B, SCixT %4 N O3 R IE R IE . S50, SR PR SR A AL
FE Kb P S5 i o

When the circumstances that in-service staff use GDCA systems, perform authorization businesses
without or beyond the permission, once the above circumstances are confirmed by GDCA, we will
immediately revoke the login certificates and simultaneously terminate the system access
authorization. GDCA makes the implementation of the official notice criticism, fine, dismissal and
submit judicial institutions and other measures depend on the seriousness of unauthorized
behavior.

5.3.7. L2 NFIESK Independent Contractor Requirements

T A& T GDCA B AEE TAE N 51, (HM S GDCA MV 554 5k TAERI Al 5570 32
PDURI LS5 N BE s B BN ST 254078, GDCA 4 — 2RI
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For persons who do not belong to the GDCA but participate in the relevant works for GDCA
businesses, such as business personnel of business branch organization, management personnel
and other independent contractors, GDCA has requirements are as follows:

® Record management of personnel profiles

® GDCA provides unified training and retraining, includes but not limited to the GDCA certificate
acceptance rules and electronic certification business rules.

5.3.8. AL R THISCRY Documentation Supplied to Personnel

FERF I BT IE], GDCA Sty i TR ISR AR EA R T LR LK.

GDCA 7 LF;
GDCA IFH5Emg . T IAEN S H A 56 i SR IS ;
GDCA Hi AR 22 30k

GDCA 5447 HR 57 Ui B 45
N BB SC A, A b 55 3 S A RN e e A T R
GDCA % 4% PRI 4

During the training or retraining, GDCA provides training materials including but not limited to the
following categories:

® GDCA employee handbook

® GDCA CP, CPS and related agreements and standards
® GDCA technology system documents

® GDCA job descriptions

® Internal operating files, including business continuous management, disaster recovery
programs, etc.

® GDCA security management regulations

5.4. EiHHERR Audit Logging Procedures

5.4.1. I FREHHIZKE] Types of Events Recorded

P R AAE GDCA HYEE K % H Al o E St 3T _E I [a] B & I 0 SR AR T ER A
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All major security incidents occurred in GDCA will be logged with the time-stamp and recorded in
the audit trail records automatically. Regardless of manual or automatic generation, these records
should contain the following information:

1. The date and time of the event
2. Sequence number for the record
3. Type of record
4. Record source
5. Event recording entity
REEAUAEEAIR T
L A AN E B, SRS, &0 A IR R 5.
EA ., AR, AR R SE,
2. EMBLERA e AN NE S, OB AR 8. EWEL BuE. A
HEBE;
3. UEBHIEHEM, WRIEZIT PG ERIERRAL, BIE BRI RRIE
FAIE S S8 IE BRI PR A 55
4. EBAEdA A RE B, OREETREE. k. R, NS REE
S, BFE: BRI CA RGHNES), X1 CA REMZ KA
BTG ) R U5 a4 B, o+ R G AR B U5 9] R D7 T A1, 224 BRUR
SAFEGCR M FEOIER, RSB, BRI R
5. B khaAni th a0 L At
6. RGRIEFEM, BREAGEMNKH, REBIRMEE. WER, BCE S0
i
7. CA Wi Vi IR, AAEIRAUN Rt CA BEit. AFFAUN Sttt CA Bt S %
() N 22 G A it ) 75 1 5
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A LR, AR
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These events include but not limited to:

1. Management events in key’s life cycle, including generation, backup, storage, recovery, usage,
revocation, archiving, destruction, private key leakage, etc.

2. Management events in cryptography device’s life cycle, including receiving, installation,
uninstallation, activation, usage, repair, etc. for equipment.

3. The certificate application events, including the subscriber accept subscriber’s agreement, the
applied company, application data verification, application and validation data preservation,
etc.

4. Management events of certificate life cycle, including application, approval, update, revocation,
etc. System security events including: successful or unsuccessful access attempts for CA
system, unauthorized access attempts for CA system network and files, operation (read, write
or delete, etc.) for restricted and sensitive documents or records, system crash, hardware
failures and other abnormal events.

5.  Security events recorded via firewalls and routers.

6. System operating events, including startup and shutdown, creation or deletion of permission,
configuration or modification of password.

7. Access to CA facilities, including the access of authorized or unauthorized personnel and
attendants, and the access to security storage facilities.

8. Management record of trusted roles and personnel, including network account application,
system permission application, modification, and creation, and the changes of personnel
status.

5.4.2. b3 H E KA Frequency of Processing Log

GDCA Hf AT — Ik H B ERERACHE, A0 B3 SBOR KL e ERF, & H 347 KIE
ARG HE. P o 0 S T NBEAT R A B, DS A B 2 2 AR
VEEEAE, RN SRR LA 15 2 AT AR 2

GDCA carries out log tracking process on a monthly basis, reviews the violations of policies and
other major events, and analyses the certificate issuance system logs monthly. All the audit logs are
checked and reviewed by specific personnel regularly in order to discover the significant security
and operation events and take corresponding measures timely.

5.4.3. it H EREEHFR Retention Period for Audit Log

GDCA ZE A TINIEMR S Ko H &, s R iH A B2 A, R
RO T BB VIR R 4.

GDCA saves electronic certification service audit logs properly. The retaining period of audit logs in
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database is at least two months. The preservation limitation period is ten years after the date of
expiration of the electronic signature certification.

5.4.4. #H i+ H Z K- Protection of Audit Log

GDCA i iF H G AR e B, IF HSel s ty, Horh s e i & {5
BEAIFEAHE S, GDCA HUAT ™k M B AZ ) Pl i i, A OR A SN 74 6E
PO EEd AAlsR, PRI B ORI ER SR A

GDCA audit logs are stored in the database with backup, including audit information and event
records in related documents. GDCA carries out strictly the measures of physical and logical
access control to ensure that only personnel authorized by GDCA can be access to the records
being reviewed. These records are strictly protected from unauthorized access, reading,
modification and deletion are strictly prohibited.

5.4.5. it HE L MRS Audit Log Backup Procedures

GDCA 8 T R ER SO ek 558 B GURT 6 1 N G383 ) HEAT o 1 H SR o T SRS Y
VARS A5 A  HTAT SORS B S ) o T BRI SORS Lot A7 AL BE AL P A TBUE 2 4 I SO JE A

GDCA's audit tracking documents are carried out by the business administrators and auditor for the
archiving of audit log and audit documents monthly. All documents including the latest audit tracking
documents should be stored in secure disks and stored in a secure document library.

5.4.6. HIFKEE R4 Audit Collection System (Internal vs. External)

GDCA )87 i H HIEE R G I -

1) EREH RS

2) ETRERRG:

3) IEHHZXRS:

4) EFEIEE RS

5) UEHRZHE RS

6) iSRG

7). O A R R G

8) HAMFTEH IR,

GDCA Al ] i v B35 2 5 Eik R 48w T & TR .

The GDCA audit log collection system involves in:
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1) Certificate management system

2) Certificate issuing system

3) Certificate directory system

4) Remote communication system

5) Certificate accepted and approval system

6) Access and control systems

7) Security system of website, database

8) Other systems considered by GDCA for necessary audit.

GDCA uses the audit tools to meet the requirements of the system audit described above.

5.4.7. 1 SBFEH R RE S Notification to Event-Causing Subject

GDCA KIIMIEINR, RACKBUE# KT, EERVE AT a8 Bt 2
R B R IDURH R 6F S8 it XU o R Uy 5 4T D9 R BB A5 DI W 36 el 2 L TR A
55 A FENEER T AL B A I

GDCA B GE 7 155 S ELFAF I S AR AT i 75

When GDCA detects the attack attempts, it will record the behaviors of the attackers and try to track
the attackers within the laws. And GDCA reserves the right to take appropriate countermeasures.
According to the attacker's behavior, GDCA takes actions including cutting off the open services for
attackers, submitting the evidences to jurisdiction and etc.

Whether to notify the attackers or the perpetrators is decided by GDCA.

5.4.8. eSS P Vulnerability Assessments

CA ZEREFIRIEEOR. BORAE BN BERALE RN #EAT 8934 1 04, )&
TP ATRAN R Se AT, R R, JE T AN IR ST, GDCA REERT R Gt AT
Wegs VPl DAREIR R StaqT i XU .

CA security program carries out timely weakness analysis according to the changes in policies, in
technology and management, and other major changes. The weaknesses should be remedied
immediately. If some weaknesses can’t be remedied, GDCA will launch system vulnerability
assessment each year in order to reduce the risks of system operation.
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5.5. 3984 Records Archival

5.5.1. JARYIE R IR E Types of Records Archived

GDCA Xf LA N JLREA AT PR E 5, AR EART
1 ER RGBT

2. UERAHEBREE SR

3. UEFHUESCRECR, IEH RS HERTE ARG S, SRR PG
4. HIHUx;

5. RIS, AL EME S N SRS

6. HLHR, GIEEARTHESMAE, M. HIEREL

7. BFANEEL BRGSO

GDCA archives the following events, including but not limited to:

1.

2.

3.

Certificate system constructed and upgraded documents.

Certificate and certificate revocation list.

Certificate application for information, information about approval and rejection of certificate
service, the certificate subscriber agreement.

Audit record

Certificate Policies and Certification Practice Statements.

Employee information, including but not limited to background investigation, hiring, training,
etc.

Various external, internal documents of the review and assessment.

5.5.2. JARSE F IR F PR Retention Period for Archive

AL, HIREREAFK . X R REFAN R G 2 2H D

53¢, HYTRE R PR B B 58 i A S VE VA B S

1.
2.

3.
4.

XL PR A A A A O BRI AR, ORI 10 SERLE.

XF CAUE-FS AN H AL iy J 91 N O B AR  JA R, AR B IR AN DT CA IE S AN
CEK S E R

VPEF A RS DR B IBR AN D FUE R 2UR 10 5.

CA UEFAIE PRI RIAE CAIEBAE P4 a2 4k, ASMREE 10 4E.
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For different archived records, the retention periods are different. For system operation event
records and system security event records, the archives will be retained to complete the security
vulnerability assessment or audit consistency.

1. Archiving for management events in subscriber certificate life cycle will be kept for more than
10 years.

2. Archiving for management events in CA Certificate and key life cycle will be kept for not less
than life cycle of CA certificate and key.

3. Archiving retention period of subscriber certificates will not be less than 10 years after the
expiration of certificates.

4. CAkey and certificate archiving will be kept for 10 more years after the end of life cycle.

5.5.3. AR SRR Protection of Archive

B THER BRSO ORI E LLR S5 AR PR BT o e rP R S0 BRI B 22 4y 5tk
ITORY, IF BAREE — /NS BREIF N, R GDCA Hk 5 BN 53R LA i) .

Protection of audit tracking documents will be illustrated in detail in the following sections. The
archived media is protected by physical security way and set an entrance with restrict
authorizations, and only business administrators of GDCA have the right of access.

5.5.4. IJR G &4 F2F Archive Backup Procedures

T RGUERB R T IAICR, BT, R SRR T A A

X A AR TR, AN BT, (H R BRI R A HE it R IE L 2 Ak

IV VRS ) L SO AN e R 1 ORAFAE GDCA A£Gl e, ICAE s R AF 5 5
AR Rl P — AR IV BOZ AR B 05 30, BAMAA R A BACH . RATHAR AU
TAEN A B GO, A REXT R R AT IR . GDCA f£ 2 2L _E AR IESE
XA 5 S LR A AT IR . 2 R

Electronically archived records generated by the systems will be backed up weekly. The backup file
will also be stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures need to
be taken to ensure the security.

All the documents and data archived usually are stored in the main storage site of GDCA. If
necessary, the backups will also be saved in the offsite. Archived database is generally isolated
physically or logically, with no interaction with the outside. Only authorized personnel or others
under the supervision can conduct the operation for reading the files. GDCA provide mechanisms to
protect archives and backups from being deleted or modified.
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5.5.5. eI RJERE SR Requirements for Time-Stamping of Records

GDCA My H E#R AT I [alI0 5%, 2 i3 E N 3T AL AR 48 H 3hidsin .

All the GDCA records are labelled with time, and the time will either be added manually by the
operators or automatically by system.

5.5.6. JAR4WCEE R 4t Archive Collection System (Internal or External)

GDCA HJH TR B R IWUE R GiAEA CPS 25 5.4 TP EVEAN U] .
5 B R EAR AL X B 2 A7 AR AN 8 T GDCA R 5.
GDCA audit trail collection system is detailed in section 5.4 of this CPS.

Storage of separated media data storage and archiving of its security storage are not included in
GDCA system.

5.5.7. RIS R4S B HIFER Procedures to Obtain and Verify Archive

Information

GDCA (1248 i G AL 55 & B 170l R B GDCA JARS{E 21 2 9% Ul #E3R1S
SEREVARG(E B, ZI0IX 2 N85 DUEAT E L.

Security auditors and business administrators of GDCA retain 2 copies of the GDCA'’s archived
information respectively. While obtaining the complete archived information, comparison of the 2
copies shall take place to confirm the integrity.

5.6. HTFIMNERFZHMAZEHREE Key Changeover

FEUEFS BT LUHT, GDCA Rt 2 HEAIE 5 SRS AR X AR s A BEAT S8t 2B BB (RIE S
FERATH PRI LR, R 2 GDCA KT H P PRI . CA 91T & AU LA
R
1. AR T GAES A A IS5 AT 5 IR 25 A0 O R SIE+S, B ORAE CA ROIESS 29It pirfy
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2. FEAFIEZEAROR N SOIET e BIE-B RN, 4KE{EH CA A% K CRL, HEIR)G
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5. WAL AR 2 A R, R BUEE R .
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Prior to the expiration of certificate, GDCA will replace the root key in accordance with the provisio
ns of CP, and generate a new certificate. When generating the new key, specifications of GDCA
key management will be followed strictly. CA key replacement must comply with the following
principles:

1. The new subordinate certificates can’t be issued before the end of the life cycle of subordinate
certificate, which ensures that all subordinate certificates are expired as the CA certificates
expired.

2. Before expiration of the original private key, CA continues to sign CRLs with the original private
key until every certificate issued by this CA expired.

3. CAKkey generation and management must strictly follow the key regulations.
4. Release the new CA certificate timely.
5. Ensure the entire transition process safely, smoothly and no vacuum of trust.

The update of certificate key of GDCA administrator is applied by the KM services administrator.
During the key replacement, CA should issue three new certificates:

® GDCA certificate with new public key signed by new private key;
®  GDCA certificate with old public key signed by new private key;

®  GDCA certificate with new public key signed by old private key.

5.7. #MEEHRMEHKE Compromise and Disaster Recovery
5.7.1. HHAHBmELAERERF Incident and Compromise Handling Procedures

T T B o AR Ak B S ORI A5 T R AR (L, GDCA AL T — R N b B TR S A
HIPAL T %, Hln.

1. GDCA ZRGuiike b BRE

2. GDCA HKF M ATHE

3. GDCA R&Gi#&hr 5WE T %R

FH G BRI AN OB BB DL b5 ZERIAR DG BE e, BB St A2 1 52 v R
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In order to timely respond to and handle accidents and damages, GDCA establishes a series of
emergency response schemes and accident treatment schemes, for example:

1. GDCA system fault treatment specification.
2.  GDCA major accident emergency scheme.
3. GDCA system backup and recovery scheme.

Related personnel will actively carry out the recovery plans in accordance with the regulations of
the above schemes and related systems. And perform the data disaster recovery drill each quarter,
and an emergency response drill on major accidents annually.

5.7.2. HERE. WEFS/EBIEKIRIE Computing Resources, Software,

and/or Data Are Corrupted

GDCA Xk 55 248 Sl A B E R GBI B S Bt AT 7 800, IRl 7 AN
RIS SR PR . 2 A P4 TR URSBOR L T RN BCR A RESR BEIE 3 IS5 . BRAF ek
IR B8 P A B A S LR B IR AN R 0 703 B A, GDCA K42 MR S AE VSR T Rl St PR &2

GDCA backs up resources of the business system and other important system, software and data
and formulates corresponding emergency treatment process. When identified the destruction of
network communication resources, failures of devices for daily services, malfunction of software, or
tampered database etc., GDCA will launch the disaster recovery plan.

5.7.3. SEAFAVHIEALEFERF Entity Private Key Compromise Procedures

FEMGE I NN B B AR R AE RIS R » GDCA B4 RN 415 BR LK K 2 4385

1. GDCA WIERZM N4 oA WHEIER. REEH AT HE,

2. ARHEICHERIPERT, F 5 BA IR T T B B2 S R .

3. WRHFLEMHEE HRXA A EE, HREdE, EiEHA CRL R
BEAT K -

4. RBIUT R I R e B K R R AE

5. WURTHEWE S E AR E S, N RGEE RHATIRE .

6. WIRTERE GDCA & HAE R B E U, W 7 4b—4 GDCA %4k %
ek R B0l 55 B B U TR .

In the intentional, man-made or natural disaster situation, GDCA will take the following steps to
restore security environment:
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1. GDCA verification system’s password is changed by the business administrator, business
operators and system administrator.

2. According to the type of disaster, some or all certificates will be revoked or re-verified later.

3. Directory data, encryption certificate and CRL are needed for recovery if the directory is
unavailable or directory with impure suspicion.

4. Timely access to security site as far as possible to restore operation reasonably

5. While restore the business administrator's configuration file, it will be done by the system
administrator.

6. While restore the GDCA business operator’s configuration file, it will be done by another
GDCA security business operator or administrator.

M CA RFNVHB IO . k. WA EUEE, GDCA Jbzh & KFHIERN S EFE T,
H 22 4 SRHE 28 A S FIAR G I 4 AT VR4S, e ATl SR R4 CAIE, ¥
S RHLLA N 17t
1. SRR E DR IR SS B B 7 2 2 R A BURF R85 0, S8 P A A 2
SEIRARGET AT @ A, SRR e e FH P R 208 52 KRR
2. LRI A AR TT O S UE FAAE AR SS A K R G
3. SLRIHUH AT A DA K MIETS, BH CRL Al OCSP {58, ALEHIT 7 HIK
HOH A, AR GDCA 37 B AR BT 25 80
4. CERINAER% K S, %8 GDCA CPS K TFIEBAR MM E, FEHER FHIE
R e b 2 CA TET.
5. GDCA BiffiE i ka, it GDCA (B HEMRE 4. HTTP 5507
W Z i

When CA root private key has been damaged, missed, tampered or leaked, GDCA starts a major
emergency treatment process, which is assessed by GDCA Security Policy Committee and the
relevant experts to make a plan. If the CA certificate must be revoked, the following measures will
be taken:

1. GDCA reports immediately to the electronic authentication service management office and
other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests without more losses.

2. GDCA notify the relevant parties to disconnect the systems associated with the certificate
authentication services immediately.

3. GDCA revokes immediately all the certificates issued, and updates CRL and OCSP
information for subscribers and relying parties. Meanwhile GDCA immediately generates a
new key pair.

4, After the new root certificate has been issued, GDCA Re-issues the certificates and the
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subordinate CA certificate in accordance with the GDCA CPS about provisions of certificates

issuing.
5. After the new root certificate has been issued by GDCA, it will be immediately published by
GDCA repository, LDAP, HTTP, etc.
A CA RPN B . ek, MR, EER slp o = ST SEIE RS, R4k
CA Ji:
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If private key of GDCA Subordinate CA is missing, tampering, cracking, leaking or used by

unauthorized third parties suspiciously, Subordinate CA should:

1.

Subordinate CA reports immediately to the GDCA and generates a new key pair and certificate
request to apply for a new certificate.

GDCA reports immediately to the electronic authentication service management office and
other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests without more losses.

GDCA notify the relevant relying party to close the system associated with the certificate
authentication services immediately.

All the certificates issued by the Subordinate CA are revoked immediately to update
information on CRL and OCSP for querying of certificate subscriber and relying party.

Subscriber certificate is re-issued in accordance with the CPS about provision of a certificate
issued after the new Subordinate CA certificate has been issued.

After the new root certificate has been issued, it will be immediately published by the GDCA
repository, LDAP, HTTP, etc. for distribution.

When private key for subscriber certificate is damaged, missing, cracking, tampered or used by
unauthorized third parties suspiciously, the subscriber should apply for certificate revocation
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immediately and re-apply the new certificate following the provisions with the CPS of GDCA.

5.7.4. R G 552 4: 68 /7 Business Continuity Capabilities After a

Disaster

GDCA fEii8 AT 5.8.1. 582 M 583 Wik ik ME/q, WiLHAMHLH], FAE
24 /NI 2 R & IO 55 1) IE HIB AT -

b 55 i B2 P IR SE i AF A AT CAY I B 4% i 45 ( CA/Browser Forum ) i i
www.cabforum.org & AT [FEFE 16 &85 I EK

FERA B R FRHARRAE, USCTIVEE 24 /AN AIREEFIRS RS, #)5
F S & L5 et 5518 G 24 /N R SR HEIE RS IR

After encountering the disaster described in section 5.8.1, 5.8.2 and 5.8.3, GDCA can use the
backup mechanisms to recover systems for operation and service delivery within 24 hours.

The enforcement of business continuity meets requirements of Section 16 guidelines published by
CA/Browser Forum at www.cabforum.org.

If natural disasters or other catastrophes cause that certificate status service cannot be recovered
within 24 hours, GDCA will use remote backup computer room facilities, and recover certificate
status service within 24 hours.

5.8. HFINERFSHIMEEMIIKIZIE CA or RA Termination

GDCA #& 1L 1) JR R T LA Dy B 4 2 40 S ERURD A 25 BH 2 A0 TR, 3 4 2 40 S R ]
AefdE GDCA REHE R, AEFHZ MR TR 5 i F A K.
£ GDCA #1EHT, b4
1. B SRR AL
L E GDCA £ 1L B ;
AN GDCA 15 1EAH G K LAk
PN N=ESi & s F
R RS
KL BRAFRS SCAF T 3R
12 LA R O AR 55
RS H RSS2
KW E HF MRS

© © N o g > w DN
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10. 4bFE GDCA MV55 & 53 Fll GDCA Y 55 #e4F 5
11. A FAFAE U SCRY ;
12. %5 GDCA FEAHLAFEAE,

The reason of GDCA termination event can be key damage or non-key damage. Key damage may
be resulted from the loss of GDCA root key, and non-key damage reason may be related to
commercial factors.

Before termination, GDCA must:

(1) Arrange the business to undertake;

(2) Draft GDCA termination statement;

(3) Notify the entities that are related to GDCA termination;
(4) Shut down subordinate LDAP;

(5) Certificate revocation;

(6) Treatment of archive file record;

(7) Termination of certificate authority service;

(8) Archive main LDAP;

(9) Shutdown main LDAP;

(10) Process GDCA business administrator and GDCA business operator;
(11) Process and store sensitive documents;

(12) Remove GDCA mainframe hardware.

M T2 2 AR S 2 40 R R 26 1k GDCA, L2258 B R 4R i — 1)
ANTFAIFE GDCA Z 1B ARIE A [a] R A _E, T2 4 32 45 I K 26 1E GDCA, ZE5K GDCA
AT PRI RS R E G BT ARSI 4 R K 251 GDCA, £ GDCA A1 i/
J&, REUE P IR GDCA 2 b X1 520

With the termination of GDCA due to key damage and non-key damage, the operations are mostly
the same. The only difference is time limitation of GDCA stopping sending notification. As for GDCA
termination due to key damage, the process in which GDCA notifies the subscriber needs to be
completed as soon as possible. As for GDCA termination due to non-key damage, it can take
appropriate measures to mitigate the effects of GDCA termination on the subscriber after GDCA
notifies all the subscribers.

5.9. #IE& 4 Data Security
B 2 274 CAINE #8175 (CA/Browser Forum) it www.cabforum.org & i
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RIFE 7T 16 #R 7 AIZK

Data security meets requirements of Section 16 guidelines published by CA/Browser Forum at
www.cabforum.org.

6. INIER GBI ZZ 25 Technical Security Controls

6.1. FEHIMHAERS %% Key Pair Generation and Installation

6.1.1. FEAX AR Key Pair Generation

6.1.1.1. CA F4X4E R CA Key Pair Generation

CA HPIf W ATE 2 A IR, 2 AR5 N GU7E E 5% 00 38 e Al
VAT T B R AR B S A R B EE (P & AR LSS FIPS140-2 ik
HIAHRALRE « BT FIPS140-2 ARt I AR J2 [ 5% Y 3248 B0 T 1N AT M SR A v, [ 530
TGP A AR R FEESR R FIPS140-2 BRI S JEHAT, o 1E [F 525 T P
SRVFATATER IR rE , RS IRE & it ikl H T R34 A i & 5
B GE L E R E W1 E . AE.

CA B0 1 A I AR 5 AR B E — 44 ok 1) B 110 AIE AR ORI A CPS LA Sy
B EER o BN A B R AR AR 38 R SR IR

The key pairs of CAs are generated within the cryptographic devices approved and licensed by
OSCCA, in a physically secure environment and under the control of multiple trusted persons. The
generation, management, storage, backup and recovery of the key pair shall comply with the
relevant regulations of FIPS140-2. Since FIPS140-2 is not a standard approved and accepted by
OSCCA and OSCCA implements a strict management of state’s cryptographic products, GDCA
only applies part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the
product manual of the device is for your reference. Hardware Security Module used for key
generation must be evaluated and certified by OSCCA.

The generation of the CA key pairs shall be video recorded or witnessed by a qualified auditor to
ensure the generation process complies with the requirements of this CPS and follow the
separation of roles principle. The procedures and operations related to key pair generation shall be
recorded and archived.
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6.1.1.2. T P4 R Generation for SubscriberKey Pair

Xt EV SSL UET, 1T P RSN T P E A R
X EVAVIBZEZAETS, BT 7 R FF A PR AE BRI AR AF 6 2% A BN, VAN
Be MRS, (R A2 Y A B0E FAST, GDCA 8 i 22 4= I 8 K B 1 A AL 40T

i

o

For EV SSL certificates, subscribers’ key pairs are generated and kept by the subscribers
themselves.

For EV code signing certificates, subscribers shall use the hardware equipment that meets relevant
requirements to generate key pairs, and private keys shall not be duplicated or exported, and the
activation of which must require a password. GDCA will deliver the activation passwords to the
subscribers thorugh secure channels.

6.1.2. REAFEIRLIT 7 Private Key Delivery to Subscriber

AHIHIT P BT, TR SRR LT .

Subscriber’s private key is generated by his/her own server or other devices. GDCA does not need
to send private key to subscriber.

6.1.3. NAFRIEAIERZ R Public Key Delivery to Certificate Issuer

DT PRI RA JEE PKCS#10 #4HIIE P AL E KRG Bl e 784 0 e
R, LT R AHIRAE 4 GDCA %% . GDCA 7E25 R AE AT SeIE i 25 17 3k
T P4 .

Subscriber and RA send request information, which contains public key, in digital form encoded as
PKCS#10 or other packing format with digital signature to GDCA for issuing certificate. The
subscriber’s signature on the request is authenticated prior to issuing the certificate.

6.1.4. B IANERFS VI ARG RB CA Public Key Delivery to

Relying Parties

GDCA M1 A4 578 GDCA H2 K AR CAEPB NS CAUEHH, ik GDCA &
77 WA AT K A GDCA 245 M GDCA Mk R #0077 AL 3 A8,  DABEIEBT o/
RS T A AT F

Public keys of GDCA are included in the self-signed root CA certificate and business CA certificate,
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and published via GDCA’s website. Subscribers and relying parties can transmit public keys by
downloading them from this website.

6.1.5. FEREIEF AR Key Sizes

GDCA SCHFHI RSA B P L 55 /2 2048 i, SCRFH ECC B L 2 /0 256 1
FHK R A CAIN S 2%i83% (CA/Browser Forum) @it www.cabforum.org & Afi
HI3ERS 9.5 Hi HIER.
The key size of RSAis at least 2048 bits. The key size of ECC is at least 256 bits.

The key size meets requirements of Section 9.5 guidelines published by CA/Browser Forum at
www.cabforum.org.

6.1.6. ANASERERA R ERZE Public Key Parameters Generation and

Quality Checking

NSO 2o Y ] 5% 2 e e B Sy bk v T P R 4% AR A B A s 497 o 2
Bl IR USB Key. IC REEAZ BT, FB X B9 25 1 A2 BTG AR 1 . GDCA
IWHIX BRI T B RS CE S T RN e &SR ER.

ST SHUR BRI AT, [RIRE i i 5] 5% S R0 A H R Lo Vi 1T 10 25 5 46 R A ok
HEAT, BIAE L. %<, USB Key. IC K% . GDCA I\ I £Li5 & A g 4 & (1 1
W, BRSO A& T BB 2 aSRER,

Public key parameters must be generated in encryption equipment and hardware medium
approved and permitted by State Cryptography Administration, such as encryption machine,
encryption card, USB Key, IC card, and follow generation norms and standards of these devices. Of
course, GDCA considers that built-in protocols, algorithms for these devices and medium have
already met sufficient level of security requirements.

Quality of public key parameters is also checked through the encryption equipment and hardware
medium approved and permitted by State Cryptography Administration, such as encryption
machine, encryption card, USB Key, IC cards. Of course, GDCA considers that built-in protocols,
algorithms for these devices and medium have already met sufficient level of security requirements.

6.1.7. M H B Key Usage Purposes (as per X.509 v3 Key Usage Field)

GDCA ZEK 1) X.509v3 iEHf & 7Bk RO, HAES RFC 5280 #rif:
(Internet X.509 Public Key Infrastructure Certificate and CRL Profile, April 2002) #H%F. U
R GDCA fEHZRUEBIHHMEY RN 7 &, kBT P Loz i5 s m
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FH I8 59

X.509v3 certificate issued by GDCA contains key usage extension, which matches RFC 5280
standard (Internet X.509 Public Key Infrastructure Certificate and CRL Profile, April 2002). If GDCA
specifies the usage in key usage extension in the issued certificate, the subscribers must use the
key according to the specified usage.

6.2. FAARI AFE LR THEZEH| Private Key Protection and

Cryptographic Module Engineering Controls

6.2.1. T AR A 4H] Cryptographic Module Standards and

Controls

GDCA Ft F ) 35 i A b 0 A8 28 [ S s h s H R A el O 7=, 776 (GMI/T 0028-2014
RO P2 R R R ), ZbriE S FIPS 140-2 Ar#EZ5 R . CA RSB IR EIT 4 FIPS
140-2 FBE =2 A BARESR, 1T 7 E F AR ET & FIPS 140-2 55 2RI AR R

Cryptographic modules used by GDCA are approved and licensed by OSCCA and comply with <
GMI/T 0028-2014 Security Requirements for Cryptographic Modules>, a standard equivalent to
FIPS 140-2. The cryptographic module of the CA system meets the FIPS 140-2 Level 3 technical
requirements, and the cryptographic modules of the subscribers conform to the FIPS 140-2 level 2
technical requirements.

6.2.2. FEHE A#EH] (m & n) Private Key (n out of m) Multi-Person Control

GDCA R, TEHT . R &0 RIS S R R & AN, BRI
=7 AL A BRI 5 G I R R, BRI = A T I
WL T BN PIN TS, 4 REX AR AT 1

Generation, update, revocation, backup and recovery operations, etc. of GDCA private key adopt
multi-person control mechanisms. Namely, the mechanism is three out of five, means the key
management authority is distributed to five key administrators, the operation of private key is
performed in the presence and permission of no less than three employees via inserting cards of
administrators and inputting their PIN code.

6.2.3. FAEHFEE Private Key Escrow

GDCA HIRVAA RVFIEE, WANAT P SRR EFEE I 55

GDCA does not escrow private key and doesn't provide the escrow service for subscriber.
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6.2.4. A4 &4 Private Key Backup

CA R 7 AR %0y AIatb &ty CHEE— IR R ARG R Ml AT %
i) sEagbhy GERIX RGP AP ERI1ERE U,

PR A7 72 2R SRR A A I BEAT AL B 2 1

SEAG IR E NI 0 R LTI A AT s ey, R — IR

Private keys backup for CA includes two types: initial backup (backup in the first installation),
complete backup (regular copies of private key library in the system).

Initial backup is private key backup in the system installation.

Complete backup is complete backup of private key library once a week.

6.2.5. FEHEES Private Key Archival

SAH XS BT AR R S AE S AT VIR ERAE . BRAF 1 T O A 43 i =
43990 FE R FR 0 8 By R4 T 0 38 AR A T A 25580 8 8 0 PR B0 28 v R A P 51
EHFIMJE, GDCA 7E 10 KW 5 US4

Key management authority archives key information. It splits the key pair into three parts, encrypts
them using symmetric encryption algorithm respectively, stores them in its database and disk.

Once the key reaches the expiration date, GDCA will complete the archiving operation in 10 days.

6.2.6. FRHESH. IAFEEEIR Private Key Transfer Into or From a

Cryptographic Module

P (AL AR B b e rp = A o RS O RA B AN BE AR SC IR 3 e

X CA RY:, (ETRELMEGTH CA BN, MWEBIH b S i) P A0,
FIFhnas CA SRRVl 22 N &0 i3 PIPK SR 2 A AR e bt oy 22 42241

GDCA AR UELT AP A 3 R B b 3 Y 598, BN SRV Il o X 4%
AR AR ALV, AR P IR RO B AT AR AR OGRS, T T A BT
NS, BRI R BER A D ORI AU 1] 42 il 15 i o

All keys must be generated in cryptographic modules, and private keys in the cryptographic
modules cannot be exported in plaintext.

For the CA system, when it is necessary to transport or backup the CA keys, the keys exported from
the cryptographic module must be encrypted, and the private keys used to encrypt the CA key must
be under multiple person control. Importation of the keys into the cryptographic modules must also
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under multiple person control.

GDCA does not provide the export of subscriber’s private key from hardware cryptographic module
and allow this operation. As for the private key stored in software cryptographic module, and if
subscriber is willing to bear the relevant risks, subscriber can choose the way of import and export
with access control such as password, etc.

6.2.7. RAAAEBHERKFEME Private Key Storage on Cryptographic

Module

CA F G 1AL EH W 25T DA S (14 T A7 TS 1R ) 3 A 3 1 R R v e B 35 1
P, BRI EL D A FIPS 140-2 = G bnifk ok [ S5 2% %2 47K F o

T 24480 EV AR LRI A AN L 2 /D54 FIPS 140-2 —
bR B R S5 R 2 47K

The private key of CA systems must be stored as cipher form in a Hardware Security Module
approved and certified by OSCCA, and hardware cryptographic module at least meets the FIPS
140-2 level 3 standards or equivalent security levels.

The hardware cryptographic module used to store the private keys of the EV code signing
certificates at least meets the FIPS 140-2 level 2 standards or equivalent level of security.

6.2.8. VUSRI Method of Activating Private Key

CA WIRVHAF I TR i b, HOBE B 1% 18 CPS 26 6.2.2 TWilkAT 0],
HARMELE IC RN, B2 3 KEH AR, HANEHEARIFHA PIN
i, A REBE A .

The private key of CA is stored in Hardware Security Module. Its activating data is split according to
CPS section 6.2.2 and stored in IC card, etc. The method of activating private key is as follow:
Three administrators are present at the same time and insert their cards and input their PIN codes.

6.2.9. RNV BUE RS K 5 Method of Deactivating Private Key

EOE B A AT B QR B R RS SRR S AN, TR IR, &
R EH A RN,

Key administrators use their own administrative cards to login cryptographic server. Three
administrators need to be at presence for private key activating operation.
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6.2.10.  HHEBFAHAIF¥E Method of Destroying Private Key

WERFNVHA AL, B 5 AR R A PRI sl Bl e, an SR AL T8
PEINEEAEE P, A A R0 B R H Db U 7 5 7 SIE B s A0SR R N s s
WA INEE BB 1IC REDAPIESANE. [T, FraHTEeE R PIN i3, 1IC R
5 DA ZRA Y S s A

If the private key is no longer in use, or after the corresponding public key is expired or revoked, for
the circumstance that the key is in software encryption module, it must be cleared by methods of
mulching. For the circumstance that the key is in hardware encryption module, it should be cleared
in the encryption device or IC card. Meanwhile, all the PIN codes, IC cards for activating private key
also must be destroyed or recovered.

6.2.11.  ZERDERKPEME Cryptographic Module Capabilities

GDCA s Fl [ 5 i B R L EANVE n] (R 7 il

GDCA uses the cryptographic products approved and permitted by OSCCA.

63. HHXNEHEK H M 5 T Other Aspects of Key Pair

Management
6.3.1. 2A41H#RS Public Key Archival

W 7 e 1 A BT SE I (RS R, X RAZRO A B (3 B AT MR s,
(RAEII A A Se M A RIS .
SHIFIWE, GDCA 7 10 K I e TR 1 .

GDCA should carry out archiving and preservation timely for public key data generated by the
system and use symmetric encryption for public key information. Ensure to obtain the safe and
complete public key information.

Once the key reaches the expiration date, GDCA will complete the archiving operation in 10 days.

6.3.2. ER e RS RHME A IR Certificate Operational Periods and

Key Pair Usage Periods
IE-BARUNAT & CAMNI #3815 (CA/Browser Forum) it www.cabforum.org &%
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ATRIAER 9.4 HB 2 AOZRA— 2.

NAIAAL A FTIRR SAE B A RO R, EIFATE e R — B

XL HBIES, KA R RIS AR N A T T84, RrAE
FIBRASE I IE S AT RO . B3, 8 7 PRIEEIE AT 200 A 2544 (1045 /2 T ASRIE
S AE P I RR W] BLEEIE S PR RO R LA

XTI B IESS, KA R REIEBA BN A AT T nEE e, A8
PSRRI IE S AT RO . B3, 8 7 DRIEEIE AT 28O0 A I (1945 2 T AT
AN A P YT BR ol AEGIESS (194 OYIRR BASE o

The certificate validity period meets requirements of Section 9.4 guidelines published by
CA/Browser Forum at www.cabforum.org.

FANEEE IR TR RAT PUE IR CAE-R, IEB WG, fEHEZ & BN T,
FOVFAE G 2 X HE T AT ST . (ER 2 X AN BE TC IR AL

S F AR F AR, FCE I A0 V@I 5 53 (A A SIPR 4

X+ RSA4096 fi7 CA ETS, HEHX K R vr A4 30 4;

XFF RSA2048 fi7 CA iE+s, HEEHX R RVFEHEIRZ 27 4,

Xf - ECC384 iz CA UF45, H BN IS o Vi AR IR 2 30 48

Xf - ECC256 fir CA iF45, H BN i o Vi AR IR 27 48

X F RSA2048 i EV AARLAE A ESs, FR N A v AR /2 39 M H s

Xf T RSA2048 i EV SSL JIRF5&HEFS, B A B K S VR 47 IR 825 K

XfF ECC256 fiz EV SSL k55 asilE+s, & HI0 s K se v FH 4R R /& 825 K.

M 2020 4F 9 A 1 HitZ, SSLITLS AR5 F 15 2 G0 1) e K o VAl 3 PR J2: 398 K,
A/ 398 K.

In addition, after the expiration of certificate, under the circumstances of ensuring security, original
key pair can be used to update the certificate. But the key pair can’'t be used indefinitely.

For RSA 4096-bit CA certificate, the maximum usage period of the key pair is 30 years.
For RSA 2048-bit CA certificate, the maximum usage period of the key pair is 27 years.
For ECC 384-bit CA certificate, the maximum usage period of the key pair is 30 years.
For ECC 256-bit CA certificate, the maximum usage period of the key pair is 27 years.

For RSA 2048-bit EV CodeSigning certificate, the maximum usage period of the key pair is 39
months.

For RSA 2048-bit EV SSL server certificate, the maximum usage period of the key pair is 825 days.

For ECC 256-bit EV SSL server certificate, the maximum usage period of the key pair is 825 days.
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For the SSL/TLS Certificates issued on or after September 1, 2020, the maximum usage period of
the key pair is 398 days or less.

6.4. BIEEIE Activation Data

6.4.1. BOESAE KIrE A 223 Activation Data Generation and Installation

N T AR RN 224, TEASTT P AR 7 R 22 s B 0 AU RAIE 22 A P 5E, AT 38 4
FAABMEE . Wefiroi. #dRvR i BBk, B s R R B R

CA FAEAMIBIE R, 2015 B SC B S J oy B R 25 B B R R, ™
WEHAT ARG 0 RORVERT . T P ARVHRBOE RS, OFEMT TEIEBM 04 (LIS
BT ASRME) | USB Key. IC IR (18 i 11455, 5 ZTE 224 ] SE IR EE R BENL™ 4= .

GDCA F=A: RS 5d, AT FERIERM N4 ((IEEEHESE AR,
USB Key. IC RHIEM H4A5, #RAEZ A SRR RN L. RLEBum s, 47
FEE w eT EER , Bl E SRS . WRECE RS AT e ARk
i B0 EE, GDCA # A F B AT T 5L

Subscriber must use secure and reliable generation and installation of activation data to protect the
private key from exposure, theft, unauthorized usage, modification, or unauthorized disclosure.

Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.
Activation data of subscriber private key, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generated
randomly in secure and reliable environments.

Activation data generated by GDCA, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generate
randomly in secure and reliable environments. The activation data are delivered to subscribers
safely and reliably, such as through offline face-to-face submission, post courier, delivery, etc. For
activation data of non-single usage, GDCA suggests users to modify by themselves.

FITA R ORAF 1148 120 AN 28 5 A S 1)
F /12 S ERF

LA G M F— AT

Re L S AR 2 AR R 1 4
REAHRAE 5310 42 AR TR
ANEEEFHAEH . BRI

£/0 90 RIBH— K%Y

vV V.V V V V V
> A
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»  All the protection passwords should not be guessed easily

»  Contain at least twelve characters

»  Contain one number and one letter at least

»  Not contain many same characters

» Not be the same as operator’'s name

»  Not use birthdays, telephone numbers

»  Modify the password in at least 90 days

»  Cannot be the same as the four passwords before
»  Check username and password every 90 days

» Remove inactive account within 90 days

»  After failed 5 times login attempt of certificate system, the account is locked

6.4.2. BYEEHE B4R Activation Data Protection

Xt CA RV RIS Hdle , o 250Hs 8t e 12 el e 105 2000 s el AN R Rl 45 A
A, T H BN RS IR 5T BRI 2K

VTP R S A I A 2 A TSR KA T A, AT 2 R, B el E
BEATAHEG AR ANFTERE . WAL A B B PIN BB GRIPAAHRL, 1T 7 N%
W ORE I 2B PIN 5, By 1B FR BB B W RAE 5T 7 68 AR L R AL B, 3T
J R R B AR AR N AR G . R O 1Ak Ss RGN 2T E, NMiZ4
O BOERAE AT R

Activation data of CA private key must be separated in a reliable way and kept by different trusted
personnel. Administrator must meet the requirements of responsibility division.

Subscriber’s activation data must be generated in the safe and reliable environment and be
properly safeguarded or destroyed, and cannot be leaked to others. If the certificate subscriber
uses a password or PIN to protect private key, the subscriber should take good care of password or
PIN to prevent the leakage or theft. If the certificate subscriber uses biological characteristics to
protect the private key, the subscriber should also pay attention to prevent his/her biological
characteristics from illegal obtaining. Meanwhile, in order to meet the security requirements of
business systems, activation data should be modified regularly.
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6.4.3. BUEEHE AL 5 H Other Aspects of Activation Data

AL BOE Bl AT I, MR AR IR R R T R el Bk
ARABGH TR BAR AU -

AL S A AN 75 N NOZAH G IR e e RE P e T R A es . R L
FRIRBUEHT, HH S8 S5 R TR A AR5 I8 ot B R BB FE S RATHA K 1 5770 B
FAR, s HA I ELR TUL 0B

HRER AR, X RIFIESRT P BOE SRR A a0, BUE W

1. AT HRIEIEBR O 4, FE G KA.

2. T PRIPALEHEE IC K. USB Key 114, GEGT AR ML 55 182 ] #7522 B I
TUAHE, AR 3 4> 5 N EZ BT B

Activation of private key shall be protected from loss, theft, modification, unauthorized disclosure, or
unauthorized usage during the transmission.

The activation data of private key which is no longer used shall be destroyed and protected from
theft, disclosure or unauthorized use during the destruction. The result of destruction is that some
or all of activation data can’t be recovered directly or indirectly from the residual information and
medium, papers recorded with passwords must be shredded.

For the security reasons, the rules of certificate applicant activate data of lifecycle as below:
1. The password used to apply for certificate becomes invalid after successful application.

2. The password used to protect the private key, or IC card, USB Key, could be modified by
subscriber at any time based on business application, and should be modified three months
after the validity.

6.5. HEAMLZEEH Computer Security Controls

6.5.1. KA ENZE2BARER Specific Computer Security Technical

Requirements

GDCA RSG5 B2 4 B, 2 IR E AR GEBUE R G%0S & HAH R 2 AR FTE) |
LAV AME BACER AT 1 (T IEAR 55 & BT 0%), 2 15027001 15 /2 % b #ERTE LA
L HAMARICHIE B 2 ebriE, 2 4T, 5838 12 a8 BSRmg A B2, fEig & b ¥ LA
S A ANC e A BRI H LA S O R RIRAIE L JE 4R Uy 1) 42 1
PER TR ] . N SRS BV R W26 1] 42 )55
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Information security management of GDCA certification system meets "Specifications Related
Security Technology Certificate Authentication System" published by OSCCA; "Measures for the
Administration of Electronic Certification Services" published by Ministry of Industry and Information
Technology, standards of information security in ISO 27001 and security standards of other relevant
information. GDCA draws up comprehensive and perfect security management strategies and
standards, which have been implemented, reviewed and recorded within operation. The main
security technologies and control measures include: Identification and authentication, logic access
control, physical access control, management of personnel's responsibilities decentralization,
network access control, etc.

SAT RS DR RIS UEN L], A EIA RS (845 CA RGE. RA RG0) Uil
BRFKIN 553 70 BCPEE— RO, T B8 017 TR0 A B PR A1) D AT AR A ST ER K B /MU - 15 7]
I FEIRR A 44 4 BLRCEC ISR 3R 8 s T 3

IR A T B BifR CA BRI I RS R LT HE RS, A
RRFIRGHBIITT A

Dual-factor authentication mechanism shall be utilized in the login process to validate the digital
certificate and username/password of user. GDCA assign each user of CA/RA system a unique
account with minimum permissions according to the requirements of user.

Strict security controls ensures that the system of CA software and data files is secure and reliable
and will not be accessed without authorization.

RO RGNS AL RGBT &, L RS S AL RGERIRE . XA
BEL 1E= B Fis 7 AR LA A0oxe X 28 B 5 T o A5 97 i BEL LE A P9 XL R A1 R N AR A2 7 2 458 KA
“%, WREIVI A= REMIES . R CA KRG ESE AT, AUETERE. U
a] R G {E N 52 A) LRI 415 i) CA 8

RYGLEEFFE CAINEEIE (CA/Browser Forum) @il www.cabforum.org % A7
45T 16.5 HE7rHIEK .
Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for
specific applications. The usage of firewall is to prevent the intrusion from the internal and external
network production system and restrict activities of access production system. Only trusted persons

in operation and management group of CA system, when necessary to access the system can
access the CA database using password.

The system security meets requirements of Section 16.5 guidelines published by CA/Browser
Forum at www.cabforum.org.

6.5.2. THENL 24P Computer Security Rating

GDCA MNIER S, @i T B EE IR0 2 et d A .


http://www.cabforum.org/
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GDCA HJWAIERGE TSN a2 4, SR b [ 508 048 3R T DA AE R
i, THENL. M2 2T EREEEE A, a0, RIS ERASEENL, XA
IERG KRG 2 2T TR
GDCA certification systems pass the security review of OSCCA.

Authentication system, computer and network security of GDCA should be evaluated by OSCCA
each year. According to the opinion of the relevant experts and leaders, GDCA may upgrade the
authentication system and system security when necessary.

6.6. A AP AEH] Life Cycle Technical Controls
6.6.1. RYTT K| System Development Controls

GDCA MR A vt R A ARG LT S0 -
)58 2 7] N ER IR TE BRI, JEESR AR N SR AR IR AR AT
il T8 2 ] PR S R SR IR B A
T RFR T S AAETE RIS AT PR, P PR 08 1A P P
AR B AT AT A B TE LR & s
B =07 B R AN A
A R 3 A A AT SEPE R U
A, GDCA MM KERAERTE, 27 1S015408 (hriE, $HATAHIC HIHRRIFI A
Az

© o &~ w b

Software design and development of GDCA process follows principles:

1. Establish internal system of corporation about update, alteration and application. The
employees should follow this system strictly.

2. Establish internal purchasing process and management system of corporation.

3. After the programs have passed strict test in development environment, they can be deployed
to production environment.

4. Effective online backup must be done before deployment changes.
5.  Verification and review of third-party
6. The security risk analysis and reliability design

The operation specifications of software development, which refer to 1SO15408 standard,
implement relevant plan and development control.
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6.6.2. AW R Security Management Controls

GDCA WIE RS B2 A, MG [ 5 B A B R 1 RIS AT i Bk
ATHRAE

GDCA AIIE R Gt HIAE A M I Bl i, BITA 1) R e 4 il ™ i 1 MR8 IE f5
ARAT 2 ARG, ARSI T 210 SR AE R IR AT AR . ThREMA R 3% .
GDCA & X I\ IE R GEREAT & HIAIAS & 1 e 2 At o

GDCA K —Fh RGN E BAR Rk HIA B R AR E, CAPT R HE M

R 4% BRI R, ST 2tk d, ARREEZEWAR, &5
FELE L ATIRI S o I3 B 46 (R SR 0 22 3% L 4% 0 TR 0 P 4% [ e 45 IR, AT 1 4%
ARG . 2B IR

GDCA NIE R G i A I A& TR A, PR IR A TEEAT A BRI, 15 55 0 23
ISR A M 2 A (5 BAETE.

Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.

GDCA authentication system has strict control measures, and all the systems can be used only
after being rigorously tested and verified. .Any modifications and upgrades will be recorded for
reference and made for version control, functional test and record. GDCA also carries out regular
and irregular inspection and test on certification system.

GDCA uses a flexible management system to control, monitor system configuration and prevent
unauthorized modification.

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

After all the hardware and software equipment of GDCA authentication system are upgraded,
GDCA must confirm the existence of information which affects the security in waste equipment.

6.6.3. A 4y JE B 22 2458 Life Cycle Security Controls

GDCA L R SR A et B vl RREEEMERO T2 R, SLrp g 7R, iR
i A 3 2k

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.
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6.7. M %44H] Network Security Controls

GDCA I R Gu K FH 22 2157 K 36 A0 W 45 B 22 Al RGO, I HL S 52 385 1
ViR AR .

WIER G RIS B IET . AIE B AR SRR TR, HLH P i 44 3047
R GDCA #HU 51 LRet it N GDCA Efi)lR%5 #5 . GDCA iE+5 H %/l %% . GDCA
BAEHOHERETRA.

T IR %24, GDCA WIENL S R L HEH0E 7 NN 2wt BisgEpy
TR RS, JF I R K AR W 22 Ao T s 8 A0 M R AAR,
DU AT RE R FRAIC R B T 000 28 1 XU o

GDCA authentication system has multi-level firewalls and the protection of network resource
security control systems. It also has complete access control technology.

Authentication system only provides the operations such as application and query of certificate to
subscribers over the network. Only employees authorized by GDCA can access the GDCA
certificate server, GDCA certificate directory server, GDCA operation center and other equipment or
systems.

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and
updated to the version of above systems, as much as possible to reduce the risks from the network.

6.8. K [E]ER Time-Stamping

GDCA 2454 RFC 3161, 5816 UL & Authenticode IR IR IR S, FEH TS
25 % . GDCA HIMVSS REGE I R Ger (A 5)5@ i NTP WMl 5 1% (Al RR 55 525 .

GDCA provides time stamp service that complies with RFC 3161, RFC 5816 and Authenticode,
mainly used for code signing, and the system time of GDCA’s operation system synchronizes with
this time stamp service through Network Time Protocol (NTP).
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7. iEH . IEBHEE SR AELRIEFT RSN Certificate, CRL, and

OCSP Profiles

7.1. EH Certificate Profile

GDCA ilEF538 4 ITU-T X.509v3 (1997): {5 B HAR-ITIM RS Hi%-H 3¢ IAIEHESE
(1997 4F 6 H) FrifEAI RFC 5280: Internet X.509 2 4HIERE i IE T3 71 CRL 4544 (1999
F1H).

EV IEH 2 A& AR X509 v 45k,  FH (i S e i BR 1 a0 R R TR .

GDCA i CSPRNG A=K T 0 HARE Ny 64 AR F1 EEE P 515

GDCA certificate format is in accordance with ITU-T X.509 V3 (1997): information technology --
open systems interconnection -- the directory: authentication framework (June 1997) standard and
RFC 5280: Internet X.509 public key infrastructure certificate and CRL structure (Jan1999).

EV certificate contains at least X.509 V1 domain, its specified values or value restrictions are as the
following table described.

GDCA generates non-sequential certificate serial numbers greater than zero containing 64 bits of
output from a CSPRNG.

FR-EV IE 45 1 B A dnk
ik (EERERS!
JRA & W] X.509 EH A& R A, fH )9 V3
P45 TEF I ME— R AT

B AT B RAIEFIN P 24 5505 (L CPS 2 7.1.3 1)

%) # DN 2R 1 4

ARGEIRH Y] | BT EEREHR R (UTC), AAbstrfE[F2, 4% RFC 5280 ZEK gAY

AR | BT EEOE AR RUTC), AL ] [F2, % RFC 5280 K% .
A BRI BEE A& CPS FiLE i PR .

F: 7 DN UEF A 5 B AR B 4, 04

CN. OU. O. streetAddress. postalCode. L. ST. C. serialNumber.
businessCategory. 1.3.6.1.4.1.311.60.2.1.1. 1.3.6.1 .4.1.311.60.2.1 .2,
1.3.6.1 .4.1.311.60.2.1 .3,

NGE| M4 RFC 5280 #wfid, {#iFH CPS W8 & MIE %, K EH & CPS
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EERINEES

Basic domain of EV Certificate structure

domain Value or value limitation

Version Format version of X.509 certificate , the value is V3

Serial number Unique identifier of certificate

Signature Signature algorithm for issuing certificate ( see CPS section 7.1.3 )

algorithm

Issuer DN Issuer’s Distinguish Name

Start period Based on the Coordinated Universal Time (UTC), Synchronized with Beijing

time, encoding follows the requirements of RFC 5280.

End period Based on the Coordinated Universal Time (UTC),Synchronized with Beijing
time, encoding follows the requirements of RFC 5280. The setting of valid
period follows the limitation of this CPS specified.

Subject DN DN of certificate holder or entity, including:

CN,OU,0,streetAddress,postalCode,L,ST,C,serialNumber,businessCategory,
1.3.6.1.4.1.311.60.2.1.1,1.3.6.1.4.1.311.60.2.1.2,1.3.6.1.4.1.311.60.2.1.3

Public key Using algorithm specified in this CPS and according to the encode of RFC
5280 , key size meets specified requirements of this CPS.

7.1.1. R4 Version Number(s)

GDCA iEFifF4A X.509 V3 Wik Tt =, ARAME BAF AR UE TSR A A= Y o

GDCA certificates are in compliant with X.509 V3 certificate format. The version information is listed
in the version field of the certificate.

7.1.2. WEFHH B I Certificate Extensions

GDCA B TG X. 509 V3 JGIE-BFREURFRAE S R ITLLSL, A H 1 H & X3 I,
WEF Y EIUEAE IETF RFC 5280 #rift, JF#F& Guidelines For The Issuance And
Management Of Extended Validation Certificates )%k,

1. UEFArED

® EfifA 5 (Version)

] X.509 IEFS A% A, {50 V3.

® F5/F%I5 (SerialNumber)
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HI 1 GDCA 73 Fo g iEA5 i ME— F R bR IR

® L EARNAF (Signature)

18 5€ tH GDCA 25 R AIEF5 I BT i FH 125 4 Bk

® KM (lssuer)

FIRARRAE RAUEF 1 CA 1) X.500 DN 47, R GDCA &M@k, GfEEZK. A
i MU, BRI FE 4.

CN = GDCA Guangdong Certificate Authority

OU = Guangdong Certificate Authority

O = GDCA Certificate Authority

L = Guangzhou

S = Guangdong

C=CN

o EBANY (Validity)

FH KA 2 E 15 004 200, B G IE T 4 A= 300 B SR [) DA K 2K 3k i H B A ]
FEOAEHIIES Y, 75 EA AR T 2 AR RO A -

® /4 (Subject)

858 UE PP 11 X500 ME— 2 5. BFEEZK. &, i WU, SR TRE A 4,
BRI ALE email Hihik A A ME 2.

® EPHFAE A EHESE (subjectPublicKeylnfo)

EBFEE AT EREEROETHANEEE L IEBFEENATFEHNE: A
TP EERR IR . AR IRAFEL & A TF & P55 hash 5092

In addition to the X.509 V3certificate standard items and standard extension items, GDCA also
uses customized extensions. The certificate extensions follow the IETF RFC 5280 standard, and
conform to the requirements of the Guidelines for The Issuance And Management Of Extended
Validation Certificates.

1. certificate standard items
® Version

This field describes the version of X.509 certificate.
®  Serial Number

The serial number is a unique integer assigned by GDCA to each certificate.
®  Signature Algorithm Identifier

The algorithm identifier is used to identify a signing algorithm with which GDCA used to Issuer.
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[ ] Issuer

The issuer field identifies X.500 DN of CA that has signed and issued the certificate, namely each
attribute of GDCA, including country, province, city, organization, department and common name.

CN = GDCA Guangdong Certificate Authority
OU = Guangdong Certificate Authority
O = GDCA Certificate Authority
L = Guangzhou
S = Guangdong
C=CN
® \Validity

The certificate validity period is the time interval during which the CA warrants that it will maintain
information about the status of the certificate, including two dates: the date on which the certificate
validity period begins and the date on which the certificate validity period ends. The validity must be
checked each time using certificates.

® Subject

The subject field identifies X.500 DN of subscriber, including country, province, city, organization,
department and common name. It may also contain email addresses and other personal
information.

®  Subject Public Key Info

This field is used to carry the public key and identify the algorithm with which the key is used. This
identifier identifies public key algorithm and hash algorithm.

2. UETY R

® MUK HIMEEAARIRTF (Issuer Unique Identifier)

B FITE 24 [F] —A~ X.500 4 7 H T 2/ MAUENURT, F— LURE = 755 B Sk ME— bR iR %
RF ) X500 4 F

® A PIRRRRT (Subject Unique Identifier)

BRI AR 24 [ — AN X500 47 F T2 M EBFE &, A — s 77 5ok — R iR
UEFSRFAT 1) X.500 4477

o ML (key usage)

6 SRR ME: B4, ANFTHUBL BPINE, HEEnE, i %
IEIER%4, $iE CRL %4, R, RgE, R4

® CRL KA K

Hi GDCA $i5€ [f) CRL A ki«
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2. Certificate extensions
®  Authority Key Identifier

The authority key identifier extension provides a means of identifying the public key corresponding
to the private key used to sign a certificate. This extension is used where an issuer has multiple
signing keys (either due to multiple concurrent key pairs or due to changeover).

® Subject Key Identifier

The subject key identifier extension provides a means of identifying certificates that contain a
particular public key. The extension identifies the authorized public key. It provides a means to
identify different keys used by the same subject (e.g. when rekeying).

® Key usage

The key usage extension defines the purpose (e.g., electronic signature, non-repudiation, key
encryption, data encryption, key protocol, certificate signature verification, CRL signature validation,
only encryption, only decryption and only signature) of the key contained in the certificate.

® CRL Distribution Points

It refers to CRL Distribution Points specified by GDCA.

7.1.3. B AR RAF Algorithm Object Identifiers

GDCA 25K HIUEr, B HEIEHIFRIRRT N sha256RSA H1 sha256ECDSA.

The signing algorithm identifier of certificate issued by GDCA is sha256RSA and sha256ECDSA.

7.1.4. £ # I Name Forms

GDCA %25k HIIE 2 BRI 2 s ORI Y 58456 X.501 Distinguished Name(DN) )%
GIEZL v

EV SSU/TLS iE B EMIARAN S AW “.7, “-7, Kk “ 7 (TR, KaH
HART RN ZION T . A, SAEHRNE.
Name of certificate issued by GDCA is formatted in accordance with X.501 DN.

]

EV SSL/TLS server certificates cannot only contain metadata such as ‘’, - and ‘ ’ (empty)

characters and/or any other indication that the value/field is absent, incomplete, or not applicable.

7.1.5. L FRFE ] Name Constraints

AEHT .

Not applicable.
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7.1.6. IEFSE M RAFIRAT Certificate Policy Object Identifier

GDCA 251 EV AIEAS ML 5 UE 5 SRS (X BARIRAT -
EV SSL UE SRS SARIRSF: 1.2.156.112559.1.1.6 .1 J% 2.23.140.1.1
EV AU AE A4 E -3 SR AR IRTT: 1.2.156.112559.1.1.7.1
IERFRRFFRF & CAIN Y 231815 (CA/Browser Forum) J&Eid www.cabforum.org &
AilFETE 9.3 HhArIER,
EV certificate issued by GDCA shall contain the following certificate policy object identifier:
EV SSL policy object identifier:1.2.156.112559.1.1.6 .1 and 2.23.140.1.1
EV code signing certificates policy object identifier: 1.2.156.112559.1.1.7.1

Certificate policy object identifier meets requirements of Section 9.3 guidelines published by
CA/Browser Forum at www.cabforum.org.

7.1.7. SR PR3 BRI Y B Usage of Policy Constraints Extension

AEH

Not applicable.

7.1.8. IR BE PR & £F HIBERE X Policy Qualifiers Syntax and Semantics

AEH .

Not applicable.

7.1.9. KRB EmRY B AL BEE X Processing Semantics for the Critical

Certificate Policies Extension

5 X509 i1 PKIX #l5E—F.

Conform to X509 and PKIX.

7.2. EHHEHEFIER CRL Profile

GDCA %% CRL, LR A& .

GDCA issues CRL regularly for the subscribers to query.
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7.2.1. R4 Version Number(s)

GDCA FE T34 51126 K F X509 v2 fix FIIE % .

CRL issued by GDCA is formatted in accordance withX.509 V2.

7.2.2. CRL 1 CRL £ B# B3 CRL and CRL Entry Extensions

GDCA [PHIE P 13 (CRL) & —/ My A i (B B0 H &0 328 44 1) RS iE 1
%)% . CRL 1%k # & CA, GDCA il kA CRL #M4LE &k FIBUFALE BRPIRES

.
fFE.

® CRL IRAS: RIRfEE CRL MhA(E S, GDCA KHIMZIF X.509 V3 iE+
XF M) CRL V2 A

® 4%k GDCA X sha256RSA Fl sha256ECDSA 254 5ik:

® ik FRERKNMM DN 4, HEX. A, . P AT ALE 4
eI

® EUNT[E]: T —NH R EME, F LARBIR CRL RAT 1R E] .

®  HUHTA: T —ANH W EE, FHRAREA N —Ik CRL K E R AR A C4
PSR (8 380 .

® HEIEPFIER: 18T CAREEMIERSIR. ARFIRBEHIER T HS FIES
AR 1) AR ]

® i EHIMIB ARG (Issuer Unique Identifier): ASIiAR1HHRIGIELE CRL -
B AFFEN. ERepiF— CAEHMARZH.

CRL is a revoked certificate list with time stamp and digital signature. The issuer of CRL is CA.
GDCA provides certificate status information through releasing CRL.

® CRL version: It refers to version information of CRL, GDCA adopts CRL V2 corresponding to
X.509 V3 certificate.

® Signature algorithm: GDCA adopts shal RSA,sha256RSA, sha256ECDSA, and ECC
signature algorithms.

® |ssuer: It refers to DN of issuing authority, including country, province, city, organization,
department and common name, etc.

® Effective time: It refers to date/time which indicates CRL issuing time.

® Update time: It refers to date/time which indicates next issuing time of CRL. (It's an enforced
field in this CPS).
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® Certificate Revocation List: It refers to a list of revoked certificates. The list contains certificate
serial number and certificate revocation date and time.

® |ssuer Unique ldentifier: It is used to authenticate the public key which is used to verify
signature of CRL. It can distinguish different keys used by the same CA.

7.3. ELIEFRATMI OCSP Profile

GDCA RH IETF PKIX TARHIF K HI—MELIEADIRA L (Online Certificate
Status Protocol, OCSP, RFC6960), %P e L 1 —Fihnt 1 KA B A5 k% =X LLH
WAL R 7o 75 GDCA B 5 Rk K # OCSP &if % ) i I 1% GDCA B J5 M
i R AR ) OCSP #AF U HIHEATRCE, BRI 1] GDCA HIFELIE IR & IRkRS: . GDCA

2R 1) OCSP M B 22 /AL 55 DL R AT i) OCSP AUAL A Py 25 -
® \ersion: Z /A OCSP #HXHIRA S GDCA HIFELIEF RN
vl hi

® signatureAlgorithm: %5& OCSP [ 5732:;

® responderlD: 28K OCSP [)Sfk . 25k 2~ EH I SHAL E a4 A AIE 1580 51
%

® producedAt: OCSP i % AE s [ H B AN [] 5

® Signature: OCSP MM B % 725 4

®  Nonce(—RPERENLEL): 7EARZSTE RM B A1 —> requestExtensions 748 & Al

I3 S H ) responseExtension A2 & H AL E — X MEREHLEL, BT ik E S

® FRIRA: ERHEFURE, BIEARL MEAURE .

GDCA adopts an Online Certificate Status Protocol (OCSP, RFC6960) developed by IETF PKIX
working group. This protocol defines a standard request and response information formats to query
whether a certificate is revoked. Subscribers can download the OCSP query client from GDCA
official website and follow the OCSP guide book published at GDCA official website for
configuration. Then subscribers can use GDCA's online certificate status query service. OCSP
response message issued by GDCA contains at least OCSP organization basic domains and
contents described below:

® Version: OCSP protocol version number used by client. The version of GDCAOCSP is v1.
®  SignatureAlgorithm: Algorithm used for signing and issuing OCSP.

® ResponderlD: ID of entity who issues OCSP. It consists of SHA1 of issuer’s public key and DN
of certificate.

® ProducedAt: Date and time when OCSP response message is generated.
® Signature: Digital signature of OCSP response message
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Nonce: The nonce, which is used to prevent replay attacks, is included in requestExtensions
variable of state request message and responseExtension of response message.

Certificate status: The latest status of certificate, including effective, revocation and unknown.

7.3.1. F4<5 Version Number(s)

RFC 6960 & X 1] OCSP fitA .

The field conforms to OCSP defined in RFC 6960.

7.3.2. OCSP $* &I OCSP Extensions

ANEH

Not applicable.

7.3.3. OCSP R A R ALEE Processing of OCSP Request and Response

—/> OCSP iR A& LA N 8dE . PhUlAS . IRSSER. HARIEBAR R m & iy e

FERRZ —/MERZIG, OCSP AR5 ui i RL I FEAT it N Al

EYSNIRTN S

Wi 7l 55 2 4 e B B (A SR AR 55

EREE THNIRS &S HEREE, WRAEM —NMERFMFRA L, 4 OCSP
R S5 S e MRS S AT, R m AN E R R

An OCSP request contains the following data: Protocol version, service request, target certificate

identifier and optional extensions, etc.

After receiving a request, OCSP server does the following tests during response:

Information is formatted correctly
The response server is configured to provide the request services

The request contains all the information needed by response server. If any pre-condition is not
met, the OCSP server will return an error message. Otherwise, it returns a determinate
response.

P e I 24T HT GDCA IEFE Kk H S Ty &4, EEPIRIRE M.

EHA R, M. Ran. BIEEE BT R 4R

[ AR A
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M 2 i 55 %% 44

X R e 45 Y e 52
Y

B FIEX GARIRITS
Xt e 2 A5 B R A 24

All determinate responses are signed by GDCA certificate issuer. The main response statuses are
valid, revoked, and unknown. The response message consists of the following components:

® Reply syntax version

® Response server name

® Response to the request client certificate

® Optional extensions

® Signature Algorithm object identifier

® The signature after the response information is hashed
AR W4, OCSP AR5 as =ik Bl — M HAHE S, XEEHIR(E A GDCA IEH%E

REFENRNZS . DGR R R,

K IERERE AL IE R (malformedRequest)

P4 IR CinternalError)

EM AR (trylater)

TEL 4 (sigRequired)

KB (unauthorized)

If an error occurs, OCSP server will return an error message, which doesn't contain key signature
signed of GDCA certificate issuer. The error message includes:

® malformedRequest
® internalError

® trylater

® sigRequired

® unauthorized
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8. W\ iE ML # ¥ +F 1 K 4l ¥ {5 Compliance Audit and Other

Assessments

8.1 EAME B M R B E H Frequency and Circumstances of

Assessment

GDCA HRFEXSPIB s PVE . AR ih] . BUEPAT R AT — i, A
58 PR R A TS LR T S TUE IIbRAE . ZER—80 JFIRIE S A4 AR T3 AN
FRREAT — B H T AE E VR, IR I R > 3% R EV SSL kg5 ARk AN
EV RIGZEAZIUEFHHAT AL, DURIEIE P ARSI SEME . 2 VR AT 45k

B 7 A ERE THEAIPEAL 4, GDCA JEHSTE ALK o v g 55 Fr, #2080 WebTrust X
CA TR BEAT S o TR VEAL -

1. MR¥E (R NRIEFE PR (BT UERS EHEINEG SMMER,
B — RS L TR PP R A

2. GDCA {8 [H 5 TEHRI T ER . [ S KARAENIA CPS (R E Stz & A ik
55, IR ERVEAR AN B T, R A D WIHAT — IR N B ROV A%, 45X GDCA
W SR (RAL ZHLSE HIVEAL # A%

3. GDCA WEEMALH TS5, 4288 WebTrust X CA B TR, A4
17— IRAMB B TE RV A .

4, GDCA FRFEHEAT— G PP AR, Ul N FB 5 SR e, Al b S
AR RETE S B T, JRVT AL E ATRORIN SR HOR . R G LSO SRR T 1 R
JREXF RV, AR RS Ay, U SRR A5 e R R R ) AR

VAR S 2 AL SRAE CPS o, JF HZEH CAINI Y #5183 (CA/Browser Forum)
JEt www.cabforum.org KA HIAEES 17 70 SR AH — 3.

GDCA audits physical controls, key management, operation controls and authentication once a
year in order to confirm the actual circumstance and take actions according to the audit result.
Furthermore, GDCA shall make consistency audits and operation assessments quarterly to ensure
the reliability, security and controllability of certification services. And shall extract at least 3% of the
EV SSL certificates and EV code signing certificates respectively for sampling evaluation.

In addition to internal audits and assessments, GDCA also engages external audit firms to perform
assessments and evaluations according to the CA requirements of WebTrust on CA.
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1. GDCA is assessed and inspected once a year in accordance with the "Electronic Signature
Law of the People's Republic of China", "Measures for the Administration of Electronic
Certification Services" and other requirements by administrative authorities.

2. GDCA conducts operations and services according to the requirements of state’s authorities,
the specifications of state’s relevant standards and this CPS. GDCA shall conduct internal
assessment and audit to other entities (including RA or LRA, etc.) in GDCA at least once a
year.

3. GDCA engages external audit firms to conduct assessments and evaluations once a year to be
compliant with WebTrust for CA.

4. GDCA performs a risk assessment once a year to identify internal and external threats, and to
evaluate the possibility of occurrence and potential damages, and to assess if the current
strategies, technologies, systems and relevant measures are able to mitigate these risks.
Based on the risk assessment, GDCA develops, implements, and maintains a security plan
consisting of security procedures, measures, and products.

Audit operation shall be stated definitely in this CPS and be accordance with guidelines Section 17
released by CA/Browser Forum at www.cabforum.org.

8.2. VHEEME G Identity/Qualifications of Assessor

GDCA [N EH i1, HH GDCA 724 SRM%ZE 123 5 St L0 1 T i THPPAd /N 2L
BH B THPPAS /N AT LI T A
GDCA BEE /MR A T, ROZ A4 LT 5
1. UIURGEVERTH. AHOL R AL, 0 R ZAT R A%
TR ENUS B2k R, BEMKZSER, PKI FAR. bR fiEE
HEHE RGBT HEREM T E AR T T H
HLA ST F (R

> v N

Cross department audit assessment group organized by GDCA Security Policy Committee
performs internal audit of GDCA.

External auditors which GDCA hires shall have the following qualifications:
1. Must be an authority which has been licensed and has a good reputation.

2. Understand computer information security system, communication network security
requirements, PKI technology, and related standards and operations.

3. Have the expertise and tools to check the system operation and functionality.

4. Beindependent.
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8.3. WM HEEBIEME ZHE KRR Assessor’s Relationship to

Assessed Entity

1. GDCA #i 1l R 5 ANU 1 R G BE 01 B 53R AE 7 TAE KA AN RE

Y

o

2. ANERVEAL S (fF B ML AR AL T 55 i LUK AR LR) A GDCA 2 1A
MSLHIRER, BAEMENLSS . WSAER, B L EAR A E IR L LU AL 1)
FRNE, VRS ERLUAL. AR, FAHIASEEXS GDCA HEATIEAY .

1. Segregation of duties is required between the GDCA auditors, and the GDCA system
administrators, business administrators, and business operators.

2. The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There is no business interaction,
financial transactions, or any other interests that could affect the objectivity of the assessment
between the above two. Assessors shall evaluate GDCA in an independent, fair and unbiased
attitude.

8.4. L% Topics Covered by Assessment

GDCA Lo v LA AR LA R WA

1. ZA RIS 15378 70 1 S it

2. 1B TAREEAG B R 15 2 A% <

3. RETEHAEAL CPS. Mk S5 IV % 4 BEORIT AR ML 55 5

4, FMHE. CREGTE, O

5. e AAAEHAN AT BEAAAE A 2 X

55 =5 WIS 45 BT 8 WebTrust For CA MIYERIEESR, %t GDCA HEfT A 7 dit-.
GDCA's audit contents include:
1. Whether the security strategy is fully implemented
2. Whether operation procedures and processes strictly followed

3. Whether strictly following the CPS, business specifications and security requirements when
conducting authentication services

4. Whether all kinds of logs and records are preserved and if there is any question
5. If there’s any other potential security risks

Third-party audit firms perform assessments and evaluations on GDCA to be compliant with CA
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requirements of WebTrust.

85. XWNHEBEARAREXIEKIE M Actions Taken as a Result of

Deficiency

T AU B 45 b 1) R, p o A /N2 7 B O A ) R ) B AR R )
BEAT V55 CACHE RN 56 25 (A 00 o 58 BORT B T2 BRI CAoBE J S HRARE 1) 7% 1) o F PG /N
PR 45 Bk T AR i SR

X} T GDCA BBLEMHAG [ th 25 2R, iz IEAE#E4T3E ) A% CPS J¢ GDCA il
SE [ AL 5 RS 1947 2, GDCA K4 LARIIE, FARU5T A B (X 2647y, [mli
G GDCA I ER AT S5 B S5 RAT IG5 M E IRV E LA, GDCA Rk
SHZH U I HLFIAE NV 5545 FAZ AL

S =07 HAH IR S5 Al 52 S, GDCA MBI TR S # T 80k, FF i ik
B AR

Audit assessment group monitors responsible departments for improvements and complete status
of issues that were mentioned in audit reports. After improvement of audit results have completed,
various functional departments should submit summary of improvement to audit assessment group.

For authorized RA mentioned in GDCA's audit report, if they are violating the CPS and other
business standards defined by GDCA, GDCA will stop the above behaviors immediately and ask
them to make changes in accordance with the requirements of GDCA.GDCA will terminate relevant
authorization of electronic certification services of RA if the above behaviors are seriously violated.

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the
audit reports. GDCA will be evaluated again after the rectification.

8.6. PSR KIfEEE KA Communications of Results

GDCA (118 T &5 SR [a) AHUR & HARE B0 1T LK B 01328 B A Py LA AT 1E 20d
e, XA REIERIT P Asba s, GDCA K R T iR .

=07 RS A e RS, TR T R, FiEid www.gdea.com.cn 3
BEAT AT o ATARN 55 =07 [V PP A SEAAOE S Al 285 SR B RS B, #6205 508 B 1 )
GDCA FHIE MK H B )5 38, HAES GDCA KRR, 28 54 MLE I 4h; GDCA £
BATEIX J7 THI VR A

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA will
notify the subscribers of any potential security risks timely.
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If the assessment from a third-party auditor firm is completed, the audit results will be published at
GDCA website (www.gdca.com.cn). Third-party should communicate its purposes and methods to
GDCA in advance before notifying the evaluation entity on the assessment results or similar
information, except otherwise defined by law; GDCA reserves the legal rights in this part.

9. VTR H AR 5526 FK Other Business and Legal Matters

9.1. %%H Fees

9.1.1. HEH%E R B Certificate Issuance or Renewal Fees

GDCA AR S AL ) L IR SR 55 [ AU E 1T PO s A, BRI S bm
AERRHEAT . T A AR 0T E » ZEWCDRARAETE I Y, RUASE R W P AnAE R0 T, GDCA
ABARYE TR, S ASF LT A A 5] Ui 2l S s 24 e

Wi GDCA Z&E i 48 B NS A1 GDCA AR RIS A —EL, LA i
% HE.

GDCA can charge subscriber certification fees for the digital authentication service provided. The
specific charge standards are executed according to the approved documents of state related price
administration department. In the standard range of the charge, namely not exceeding the upper

limit, GDCA has the rights to launch different charging and discount policies targeted to different
subscriber groups.

If the price specified in GDCA agreements with subscribers is different from the one published, the
agreement price prevails.

9.1.2. WEF A2 A Certificate Access Fees

FEVERAROAA, SHZIERE S TE®, HAT GDCA AU E M. RIEH
PR BRI TR K, T2 GDCA SATEAMA 2, GDCA -5 F P i e Rz 1 g
2 I o

0 SRAIE 5 2 ) U B B A AR T A4k, GDCA K2 J I8 kA3 www.gdca.com.cn
EFRAAA

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its
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website (www.gdca.com.cn).

9.1.3. IERHESRSEERNEHRF Revocation or Status Information

Access Fees

GDCA X TEH AR A, H AT ASCDUEAT 9% F o BRAEFT 42 H R R R oK
2L GDCA SCATEAM B A, GDCA #45 FH = 0 R WU EURE 122 ST 1 9% FH

an R B AR 2515 B A i 2 BUR A AR (T A 1L, GDCA R 2 S I 178 9 il
www.gdca.com.cn _FF LA .

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless
the subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with
the subscriber for appropriate charges.

If revocation and status information inquiry charging policy has any changes, GDCA will promptly
post the changes at its website (www.gdca.com.cn).

9.1.4. H bR 5-%% B Fees for Other Services

1. WA GDCA AR I CPS B HARAR S 1E ML S, GDCA 75 21K
B RT b 7= A PR IS 328 R A 3 T A 2

2. GDCA ¥ H U HEBAF A BT AAH RS, GDCA £ 51T P el Hofh S
RBP4 o

3. HAh GDCA H4Zul nlREFR LIRSS 2, GDCA Kf£x Jebt A, AL
i

1. If subscriber requests paper version of CPS or other related documents from GDCA, GDCA
will charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares
the prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.

9.1.5. JBEKSEME Refund Policy

GDCA ST B 2 T, B 7 3E - R R0 5 387 3% R O o2 7 ey mT LLB B 4F,
GDCA AN B H FAE 3R F .
76 S E BERE 2 RAF PRS2, GDCA 5y % (KR ERR T FISEmE . 5
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GDCA 75 7 4% CPS FT il (I SR B B E K 5%, 1T/ A LA GDCA i 1ot
IB#K. 7£ GDCA f#4 7 il P IIETSJE, GDCA ¥rBIHELT P oA FE ZAIE 15 T SO AT 1 5%
F A HURIR AT

HE 3B SR AN PR AT P A5 B L e I £

SERGRE G, 1T Rk S FZIE 15, GDCA Kl i Hk 5T

GDCA does not refund any fees to subscribers except fees charged for certificate application and
renewal because of specific reasons.

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CPS or
other material obligations, subscribers can request GDCA to revoke certificates and refund. After
GDCA revokes subscriber’s certificates, GDCA will immediately refund the full amount that
subscribers have paid for the certificate application.

This refund policy does not limit users from obtaining other compensation.

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate
his/her legal liabilities.

9.2. WM%FAE Financial Responsibility
9.2.1. PREEFEEE Insurance Coverage

HILFFE 4 GDCA #il G, UEBIT . MRH 7 55 244 1T DL GDCA 741

W BT (VR B8 R TR .

® GDCA WHIEBH I KA P SN =07, FEOT B WM 8 5245 1«

o TSR T RERMEME B Bk, GDCA RIVRIREE TIEH, SEUKHUT
2R

® GDCA RAZEUE T RAAT FHIEF il 5 BT LMK THCFIUE, S807T 78
A 77 B 2B R I

® ] GDCA HIJEH SBOE BRI, BIH, BT - 8o sy 8 2 40 0 1

® GDCA RHE NI IE Y :

® GDCA X TARMEFST /7« A5 55 SEARAT SGUE I E2 IR & T ST BRI E AN R
IR AT Bl A -

IEF5 R T2 AL IR
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If the following circumstances occur and is confirmed by GDCA, certificate subscribers, relying
parties and other entities can request GDCA assume compensation liabilities (except for statutory
or contractual exemptions).

® GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

® After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

® GDCA issues certificates without authenticating subscribers’ application and it leads to the
losses of subscribers or relying party.

® |f the private key of the certificate is deciphered or stolen due to the fault of GDCA, which leads
to the subscriber or relying party suffering losses.

® GDCA fails to revoke the certificate in time.

® The maximum compensation amount for the certificate is as follow:

Type Maximum Compensation Amount
EV code signing certificates RMB 300000 (USD46,000)
EV SSL server certificates RMB 1000000 (USD155,000)

9.2.2. HAB = Other Assets

AN .
Not applicable.

9.2.3. XA AR EEA Insurance or Warranty Coverage for

End-Entities

GDCA UiiE [z T4 CPS e FIER ST, TEFIT /' iy &Sk mT LA i GDCA
AR BT R B E Tt BRoM) . fE4 GDCA Wik, AT LAXHZ SR TG
BB A% B A1) 2 T

1. GDCA i 2 LS A AT 9.2.1 @ M IRIGEH, B SHALS

T R, A4 A IR LA GDCA R4 %L EHi i€, GDCA
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If GDCA violates the provisions of this CPS, certificate subscribers, relying party and other entities
can request that GDCA shall assume the liability for compensation (except for statutory or
contractual exemption). After confirmation, GDCA can compensate for the entity. Limitations of
compensation are as follows:

1

All the compensation obligation of GDCA shall not exceed the insurance coverage stipulated in
section 9.2.1.The amount of compensation shall not be higher than the compensation
maximum amount. GDCA can reset the compensation maximum amount. GDCA will notify
relevant parties immediately after the reset.

GDCA only assumes compensation liabilities when the certificate is valid.

9.2.4. FAE4ABR Liability Exemption

1\

A NS, N5k GDCA Z5ifE:

WPE B FIE A GDCA il iy, At X552 —H#H):

1) W7H LSRR e RN RAME R, AMRRBUER. TR
DUENSY

2) TN ZERE GDCA s A Ul HEA R PIN 55, A75HHR PIN
B ECRE B UE S AR R R S AT AN 5

3) WHTENH A ORI HBUE B IR, NSRS 22 R 45

4) AT RIE R T BIERE D K B AT D RN, B2 K R
GDCA KRR T7, FF& LAl F iz 125 4 il EHd

5) IR PR R A I L T S [ S IR VAT BOR E A . AR AR
FAUEFE)y GDCA E {5 i ¥ BBl A A At AR o] P AR A 5

6) P AENE A AN IR AR SRR BT R R o
ARG BlREs . PEREH BT I

7) TP USRI R F I ) GDCA B Mt % 52 3 s A2 N AR 5% B

If one of the circumstances below has occurred, the responsibilities of GDCA shall be
exempted:

If one of the following obligations are violated when subscribers are applying and using GDCA
digital certificates:

1) The subscriber has the obligation to provide real, complete, accurate material and
information, and forbid to provide fake, invalid materials and information;
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2) The subscriber shall properly keep the certificate carrier issued by GDCA and protect PIN
code, and forbid to leak the PIN code or deliver the certificate carrier to others at
discretion;

3) When the subscribers are using their own keys or certificates, they shall use reliable and
secure systems.

4) If the subscriber has known data used for making electronic signature (private key) has
been compromised or may have been compromised, he/she should inform GDCA and
related parties promptly, and terminate the use of data used for making electronic
signature;

5) Subscribers shall abide by national laws, regulations and administrative rules and
regulations during the use of certificate. Subscribers are prohibited to use the certificates
out of the scope which specified by GDCA.

6) Subscribers must use the certificate within the period of validity. Subscribers are
prohibited to use certificates that have compromised or may have been compromised,
expired, frozen or revoked.

7) Subscribers have obligations to pay the service fees to GDCA and local service
acceptance points promptly.

H T AR BRI S B TIEBE R R IR, ik, TTERK, BEE. &

1L AR ME RS 1 AW ME 2 “ARTHi 7, RIEARBUL. AR %

FHARETC A Z NGO, B EART

1) BERWUREFEHRRE, OFEME. KRR B Ak, S5, 3K,
o, 8 NEE RIS

2) H2UG. M AEFIEEBUFTN, EREBUFMUCH FBCR . AT
P, B B BEELSA SR .

If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to force majeure.
"Force Majeure” refers to unforeseeable, unavoidable and insurmountable circumstances,
including but not limited to:

1) Natural phenomenon or natural disaster: earthquake, volcano eruption, landslide, debris
flow, avalanche, flood, tsunami, typhoon and other natural phenomenon.

2) Social phenomenon, social abnormal events or government actions: the government
issues new policy, laws and administrative regulations, or other social abnormal events
like war, strikes, chaos, and etc.

K] GDCA (14 ¥ 4 B X 26 i bt S BOR B 1T 3 BB IE B R A R IE3B L il 6
BERER, BT AU aEEE R RS 1 ARTPTRE 2 “HORHEE” SRR
PRl B R AE AN R T

1) AnHid;
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If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to equipment, network
or other technical failures of GDCA. "Technical Failure" refers to the following circumstances,
including but not limited to:

1) Force majeure

2) Failure due to relevant departments such as electricity, telecommunication and
communication departments

3) Hacker attacks

4)  Equipment or network failure of GDCA

GDCA g 1 [ ZGEE . VERLE B rE P ENL 55 RN, A7 45325
PR

If GDCA has been compliant with certificate authentication rules defined by national laws and
regulations, but the losses still occur.

9.3. W% BRE Confidentiality of Business Information

9.3.1. {215 BYEE Scope of Confidential Information

7E GDCA Rt i 7 IEAR S, BUNE BN IR E (S B

1. GDCA i F 7240 il 5

2. WiHORARE: AHE. RESEHE. FRHEREE, XS GDCA
PMNREER, WA 7ew i GG E R R SR . BRIFEENR, ANalfE
N F MR AT -

3. HAhth GDCA 1 RA fRAFIIAN NFIA FIE RS E, BRiFHELR, Aa

2t

)

In the electronic certification service provided by GDCA, the following information is treated as

confidential information:

1.

2.

GDCA subscriber’s digital signature and decryption key

Audit records including local logs, server logs, archive logs information, which is treated by
GDCA as confidential information. These records can only be accessed by security auditors
and business administrators. Unless for law requirements, this information cannot be released
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outside of the company

3. Other individual and company information preserved by GDCA and RA and should be treated
as confidential. Unless for law requirements, this information cannot be released to the public

9.3.2. AEBTHEFEHEE Information Not Within the Scope of Confidential

Information

GDCA K LA T &5 BN A RELE B
® i GDCA K ATHIEFA CRL H1HIfEE -
® 11 GDCA 3 H. CPS YU HIEH HEm (5 &
® GDCA ¥Fr], WA GDCA T, 7E GDCA Mk A I RATHIE R -
® fh: GDCA {5 /2 (PR PR R o T4 Bk (1 Hicdhs AT FH S
GDCA treats the following information as non-confidential information:
® Information in the certificate and CRL issued by GDCA
® Information in certificate policy supported by GDCA and recognized by CPS

® Information that is permitted by GDCA, only used by GDCA subscribers and published at the
GDCA website

® Others: The confidentiality of GDCA information depends on particular data items and
applications

9.3.3. 3 £ % {5 B ) 3T /£ Responsibility to Protect Confidential

Information

GDCA H Z R SR AT 9.3.1 Rl MR % (E B FHES X%

GDCA has the responsibility and obligation to protect the confidential information described in
section 9.3.1.

9.4, MABFREE Privacy of Personal Information

9.4.1. R AR EE 7R Privacy Plan

GDCA HTLEFHT 2/ A BRI, (RE 5 4 R S04 A BB B R
HISEHLE B FIRE, GDCA KU (A AT 5t i R M 2 A (R FRAER A A BURA4
TR
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GDCA respects the privacy of the certificate subscriber’s personal data and guarantees to fully
comply with the relevant national laws and regulations. In the meantime, GDCA requires all
employees strictly comply with security and confidential standards for personal privacy.

9.4.2. Ve NREFL AR 415 B Information Treated as Private

B TR SRR RE B L LSAERS(E B AN, 1T St i AR I AAE SR L
HNFSALAEEE . GDCA € X LA ME BOIEAS 1T 7 M ALE 2 -

o i) HIARGES T E I IE SRS AR

® IIJHIERAR L.

® i) HE E LA L.

o iIJHIRATIKS

Except for the information already included in the subscriber certificates and the certificate status i
nformation, other basic information provided by the subscribers is deemed private. GDCA defines
the following information as certificate subscriber’s privacy information:

®  Subscriber’s valid documents number such as ID number, organization code
®  Subscriber's telephone number
®  Subscriber’s mailing address and living address

® Subscriber's bank account number

9.4.3. AR R BaFA K145 B Information Not Deemed Private

GDCA & L EFEEAIR T LU ME BAPMUE T 7 HIFEAAE B -
® IISUkA. A BFREE.

® TSR AR,

® T/ UEAEHLUhE AT B AY .

® i /LT HIBAE.

The information of certificates subscribers not deemed as private by GDCA include but not limited
to the following:

®  Subscriber’'s name, organization name
® Subscriber’s gender, organization nature
® Subscriber’s postal code of mailing address

® Subscriber’s email address
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9.4.4. FH R AR FT/E Responsibility to Protect Private Information

GDCA % RE SIRITATT 9.4.2 HRUEKIES HiFE D AR M THES X5 .

GDCA has the responsibility and obligation for proper custody and protection of the certificate
applicant personal privacy described in section 9.4.2.

9.4.5. FHBAEERS M ERAZE Notice and Consent to Use Private

Information

GDCA H5 R HUE 4 (2 BRORAIE T BN NBSAL, JRRERECRT 521 % 2 T BURY
CAFRE N NFRAME o BRAFR A BBUR i s PE LS, AR RS BEAST 7 (I VF]
Z Al GDCA fRAEASACIEF T 7 B B NI 1 N BRSNS N5 B R ft4a ok
KIEHE=T7 (BIFERAFEHDND.

GDCA takes appropriate steps to protect the certificate subscriber's personal privacy, and takes
reliable security measures to protect stored personal privacy information. GDCA guarantees not to
provide the certificate subscriber’s personal information, except personal information written in the
certificate, to unrelated third parties (including companies and individuals), without the permission
of certificate subscriber, unless base on provisions of the law or government.

9.4.6. REBRBRITBEFERE B E Disclosure Pursuant to Judicial or

Administrative Process

MATEHLCTE B GDCA FRALAH N IE 158 A = A (5 B, GDCA FFHeftan

25
/0

WRMERER.

WA HEA NI HmE 1w E .

5% GDCA 9435 ) 8 S A% 100 o

GDCA H4 i HER R Pk N R A RAE B .

When administrative organization requires GDCA to provide subscriber's information of
corresponding certificates, GDCA needs to provide the following information:

®  Subscriber’s basic information
® Information encrypted by subscriber’s personal encryption key
® GDCA website login information of subscribers

® GDCA will provide related information to law-enforcement officials in accordance with the law
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requirements.

9.4.7. Hihis B3 B BT Other Information Disclosure Circumstances

ANAAIEASIT 7 25K GDCA SRR INTE 25 7 SCHR IR S5 A BURE A Iy, GDCA I 7
FHEAEAS T P IR A% AR 27 bk 4545 B3R 28 = il 2y A 7

If certificate subscriber requires GDCA to provide some particular customer support services such
as mailing materials, GDCA needs to send the subscriber’s name, mailing address and other
related information to a third-party such as mailing company.

9.5. ZMR#L Intellectual Property Rights

® GDCA = HARFAXHIEF LA & GDCA FE AL T BAE I 438 AR =B o

® GDCA M FIEHRGHMBEAFTAB. BB Fa 5 Z8.

® GDCA & R R F 1 R 5t o

® GDCA Wi F Al —1IME B35 GDCA 7=, k%4 GDCA fHi s, flA
AR T EAT .

® GDCA RATHIUEHI CRL #1452 GDCA Rt (I 7=,

® Xi4hiaE R HLIRNE AIYE Yy GDCA 7=,

® fHkFIRHZ GDCA b SR i i 44 CBLU TR fEi#K DND BASGZ s ik
IR SAAIIE S, 19 GDCA I,

® GDCA reserves and remains full intellectual property rights for all the certificates and
software offered by GDCA.

® GDCA holds ownership, the right of name, the right to share the benefits for certificate
system software.

® GDCA has the right to decide to use which software system.

® All the information published at GDCA website is GDCA property. Without written
permission of GDCA, others cannot repost them for commercial activities.

® Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.
® External operation management strategy and specification are GDCA properties.

® The distinguished name (hereinafter referred to as DN) used to express the GDCA
domain entity in the directory and the certificate issued to the terminal in the domain
entity are the properties of GDCA.
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9.6. [FiR5FHLR Representations and Warranties

9.6.1. B FAEAR S P HIBR R 5348 CA Representations and Warranties

GDCA fE Mt BTN IR S5 6 Bl A tp o T ARG R

® LRI P IET AT & GDCA 1) CPS A Lt 2K .

® RFENIET T I ARAL T R, RFAEA T LT T HAE S A R A ] SE
=,

® RHIRYE CPS [1ER I IE 15 .

® LSRRG, KT R R HE IR BT A O A 2

®  IGEHIEE XS HIFEUE P E B X Ay R (B e AT S, 3RS
T AR A A BB RN A A0 Hh i 3g A4 I A PR B A

® IGIF FATEE AL TUEP A R AR G F AR IAT T HAL DR R & il
EFS

® IGIFUFHH ATES A E B HERYE (organizationalUnitName 15 2. BR4M) .

®  SRHUIGHIEHS i AV /MIEF E M “organizationalUnitName” H BT AL &5 (115 EAF1E
R R

® lE CPS 3.2 R ISR F i A S 477

® 7 GDCA HiI FLXEL, W GDCA 51T e AiE A 2 B rT 3T BT P SO
U7 AT P E A CAIN 4R 1815 K AT 1Y) Baseline Requirements 5223k 4
GDCA 51T )7 IR —se ki kB, U HE AR Sl m] A 265K

® SRR T AR WIRIE R A A ECIRASE B T BE R o L4 2 R AR
(24xT) NIFHIE B PE
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GDCA AN BT PANAIE TS 2 15 7E 38 24 BT BBl A, 3777 AR5 AR R AT 7 DI BOMIAR
WOT AR CRIE B T RVHERE M E K.

During the process of providing electronic certification service activities, GDCA makes following
commitments:

® Certificates issued to subscribers by GDCA must be in line with all substantive requirements of
this CPS.

® Informs subscribers any known events, which will fundamentally affect the validity and

126



Il semrannaemes

TooR e GDCA EV IEF5 B F I UENE S5 B (V2. 1 0O

reliability of the certificate.
® Revokes the certificate acoording to this CPS.

®  After refusing to issue a certificate, GDCA would immediately refund the fee that the applicant
has paid for the certificate.

® Verifies that the applicant either had the right to use, or had control of, the Domain Name(s)
listed in the certificate’s subject field and subjectAltName extension (or, only in the case of
Domain Names, was delegated such right or control by someone who had such right to use or
control).

® \Verifies that the applicant authorized the issuance of the certificate and that the applicant
representative is authorized to request the certificate on behalf of the applicant;

® Verifies the accuracy of all of the information contained in the certificate(with the exception of
the organizationalUnitName information).

® Implements a procedure for reducing the likelihood that the information contained in the
certificate’s subject: organizationalUnitName attribute would be misleading.

® Verifies the identity of the applicant according to section 3.2 of this CPS.

® Subscriber agreement: That, if GDCA and subscribers are not affiliated, the subscriber and
GDCA are parties to a legally valid and enforceable subscriber agreement that satisfies the
Baseline Requirements and other requirements published by the CA/Browser Forum, or, if
GDCA and subscribers are the same entity or are affiliated, the applicant representative
acknowledged the terms of use.

® Maintains a 24 x 7 publicly-accessible repository with current information regarding the status
(valid or revoked) of all unexpired certificates.

After the certificate has issued to the public, GDCA guarantees that the subscriber information in
the certificate are accurate except the unauthenticated subscriber information.

GDCA is not responsible for the assessment of whether a certificate is used within an appropriate
scope. Subscriber and relying party ensure the certificate is used for appropriate purposes based
on the subscriber agreements and relying party agreements.

9.6.2. AL BRI 5 4R RA Representations and Warranties

GDCA [MyEMHUETE S 5 B FINIE IR S5 3 72 v (R U G
o RALAIERIT N AR 56 275 & GDCA [¥) CPS I i A SEJs 1t 25K
® 7t GDCA Al , A2 BRI AL () 2% B 1M B0 45 o 145 B 5 TEAS H
HHMEEA
® NN CPS IR, B[] GDCA $AS U . BB Mg B
During participation in the process of electronic certification services, registration authority of GDCA

makes following commitments:
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® The registration process provided for subscribers is compliant with all the substantive
requirements of GDCA's CPS.

® When generating certificates, GDCA does not allow the inconsistencies between certificate
information and certificate applicant information due to mistakes of registration authority.

® Registration authority will submit the applications of revocation, update and other services to
GDCA in time according to the provisions of CPS.

9.6.3.

TP HIBRR 5481% Subscriber Representations and Warranties

iT 1 B2 GDCA ZRIGIE, MBHLAF GDCA. FEMHLI RS HGE B
Sty A FE H B F K i
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P BATATT AN SERRIR 5388, 18 %01 GDCA B AIE RS .

ST A S AYIARR B R B EAT (R —IREE 4, #RRET T B D24,
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Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the
following commitments to GDCA, registration authority and related parties who trust the certificate:

® Acknowledged and accepted all the terms and conditions of GDCA "certificate application
responsibility" and CPS.

® The subscriber uses digital signatures if the certificate is valid.

® All information that subscriber provides to registration authority during certificate application
process must be true, complete and accurate. The subscriber is willing to take legal
responsibility for any false or forged information.

® |f there is an agent, then both the subscriber and agent take jointly responsibility. The
subscriber is responsible for notifying GDCA and its authorized certification services agencies
any false statements and omissions made by the agent.

® Each signature is generated using the private key corresponding to certificate by subscribers
themselves. The certificates shall be valid at the moment of signing, i.e. certificate is not
revoked or expired.

® Subscribers ensure that they don't engage in business performed by the issuing agency (or
similar institutions) unless they sign written agreements with the issuing agency on such
matters.

® Once the certificate is accepted, subscribers are considered as knowing and accepting all the
terms and conditions in the CPS as well as corresponding subscriber agreements.

® Once the certificate is accepted, the subscriber should assume the following responsibilities:
always maintain control of their private keys; use trustworthy systems; and take reasonable
precautions to prevent the loss, disclosure, alteration, or unauthorized usage of the private
keys.

® Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

® The subscriber only uses certificate for the authorized or other lawful purpose within the range
specified by this CPS.

® The subscriber use secure and reasonable measures to prevent the private key from loss,
disclosure, alteration and other events.
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® Forthe EV SSL certificates, the subscribers undertake an obligation and warranty to install the

certificates only on servers that are accessible at the subjectAltName(s) listed in the

certificates.

® Subscribers of EV code signing certificates shall promptly request the revocation of their

certificates by GDCA in case of the following situations: 1) any information in the certificate is

or becomes incorrect or inaccurate; 2) there is any misuse or compromise of the subscriber’s

private key associated with the public key included in the certificate; 3) there is evidence that

such code signing certificates are used to sign suspicious codes.

9.6.4.

9.6.5.

T IRIR 53R Relying Party Representations and Warranties

WAFA CPS HIFTA ILE -

B A IE P 7E 15 19 08 R R340 B A PR A

FEAEBOUETS AT, XHE B IS R RE AT IO .

FEAERGET AT, B A CRL 5k OCSP #iAE 152 35 # iy «

— Bl FHZSEHAMFERSEY T A ENAR, KT 8l i 4
GDCA s R IR R HEAT#M32, I HARHH R G i) B B sfh A 4 2%
AHELATATR H GDCA ARt A B8, BH, A%, A EART
SR« RS PR A CSORTIE 5 B 55 0 98 i R i 25

Abide by all provisions of this CPS.

Ensure that the certificate is used in prescribed scope and duration.

Verify certificate’s trust chain before trust the certificate.

Before trust a certificate, verify whether the certificate is revoked or not through querying
CRL or OCSP.

The relying party is willing to compensate GDCA for the losses and accept liabilities for
any loss of self or others, due to negligence or other reasons violating the terms of a
reasonable inspection.

Prohibited for rejecting any statements, changes, updates and upgrades published by
GDCA, including but not limited to modification of strategies and standards as well as
additions and deletions of certificate services.

Hihz 5F KR 5HHLR Representations and Warranties of Other

Participants

GDCA M\F BN IETG s HAth 2 5 2 1E H an R A& -
AP A CPS T A HLE -
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Other participants engaged in GDCA electronic certification activities make the following
commitments:

Abide by all provisions of this CPS.

9.7. IH{RH 3 Disclaimers of Warranties

BRA CPS9.6.1 H I BA R # 41, GDCA A8 HAAT AT 2 (0 AR AN 3552

AIEEFAT P SE#07. S5 HBRE N 2.

AN L UAIE I Bl A8 FE P A ] 00 (8 ERAE

ASKHIE P H R H 0 AAM R AR ATAT BT

ST FANEHUS, Wb, E R0 S5 R R 25 P T R I A P R R

AT

® I/ HifxA CPS9.6.3 KA, UK i A CPS9.6.4 Z /KA, 13U
¥ GDCA 2 #i1F.

Except for the commitments declared in CPS Section 9.6.1, GDCA does not assume any other
forms of guarantee and obligation:

® Do not guarantee the statements of certificate subscribers, relying party and other.
® Do not guarantee any software used in electronic certification activities.
® Do not assume any liability when certificate is used beyond the prescribed purposes.

® Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc.

® When subscriber violates the commitments defined in CPS Section 9.6.3, or relying party
violates the commitments defined inks Section 9.6.4, GDCA can exempt from liability.

9.8. FAFRIF{E Limitations of Liability

AR T A GDCA FR AR FL T IAIE AR 55 M ZF RRFE S 32 Bk, GDCA
AR AN A CPS9.9 HLE KA FRIB £ 51 1T

If the certificate subscriber and the relying party specialized in civil activities suffered losses due to
electronic certification services provided by GDCA, GDCA will assume limited compensation liability
no more than the amount stipulated in the CPS Section 9.9.
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9.9.

9.9.1.

2% Indemnities

GDCA K54 Indemnification by GDCA
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If GDCA violates statements in CPS Section 9.6.1, certificate subscribers, relying parties and other
entities can request GDCA assume compensation liabilities (except for statutory and contractual
exemptions). If the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA ssues certificates to a third-party instead of the subscriber by mistake, which leads to

losses of the subscriber or relying party.

2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates with

error information and the error leads to losses of the subscriber or relying party.

3. After GDCA knows the fact that subscriber provides fake registration information or data, GDCA

still issues certificate, which leads to relying party suffering losses.

4. If the private key of the certificate is deciphered, stolen or disclosed due to GDCA, which leads

to the subscriber or relying party suffering losses.

5. GDCA fails to revoke certificates in time, which leads to relying party suffering losses.

534k, GDCA I 2FR i T -

1.

2.

GDCA JIifT I LA ANE T GDCA FRIEMI_EIRAUE, XA LR AT
LAHT GDCA MBI ILEH I, GDCA £k 87 52 5 i 1 7 38 ke 5%
=LY

ST AT BRI SR RE A 2%, GDCA AR TTAE, HHiT - Bk s
H AT 7&K 4H.
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3.

GDCA RAGEUEFA RIYIPR A 7R 45 R I A DA E

In addition, GDCA’'s compensation limitations are as follow:

1.

9.9.2.

All the compensation obligation of GDCA shall not exceed the upper limit what GDCA can
afford. The maximum amount of compensation can be reset by GDCA based on different
situations. GDCA will notify related parties immediately after the reset.

For the losses caused by subscribers or relying partyy, GDCA does not assume
responsibilities. Subscribers or relying themselves should assume their own
responsibilities.

GDCA assumes the liability for damages only when the certificate is valid.

TP I3 4E Indemnification by Subscribers
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If the following situations cause losses to GDCA or relying party, subscribers shall assume the

compensation liability:

1. GDCA and its authorized service agencies or third-party suffer losses due to unreal

information, such as deliberate, negligent or malicious provision of unreal information by
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applicants when applying for certificates.

2. GDCA and its authorized service agencies or third-party suffer losses due to disclosure and
loss of private keys deliberately and by mistake; due to not informing GDCA and its authorized
service agencies or third-party of the leakage and loss of private keys with knowing the facts;
and due to handing keys to others inappropriately.

3. Subscribers violate the CPS and related operation practices when using certificates as well as
using the certificates activities outside of the CPS.

4. If the certificate is used for illegal transactions or causes disputes during the period from
revocation requests submitted by the subscribers or other entities authorized by GDCA to this
information of certificate revocation published by GDCA, if GDCA operates in accordance with
the requirements of the CPS, subscribers must assume any responsibility of losses according
to this CPS.

5. Subscribers continue to use the certificates and do not notify GDCA and relying parties
promptly when information in the certificates is changed.

6. The private key is lost, compromised, stolen, disclosed, and etc. due to not taking effective
protection measures.

7. Subscribers continue to use the certificates and do not notify GDCA and relying parties
promptly when they are made aware that private keys are lost or at the risk of being
compromised.

8. The certificate has expired but is still in use.

9. The subscriber’s certificate information infringes upon the intellectual property rights of a
third-party.

10. Using certificates beyond specified scope, such as the use of certificates for illegal and
criminal activities.

9.9.3. KT FIER2 34E Indemnification by Relying Parties
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If the following circumstances lead to the losses of GDCA or subscribers, relying party shall be
assumed compensation responsibility:
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1. Obligations defined in the CPS and agreements between GDCA and relying parties are not
fulfilled.

2. GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate
reviews against this CPS.

3. Trust certificates in unreasonable circumstances. For example, relying party still trusts the
certificate with knowing that the certificate usage is beyond its scope or period or the certificate
has or may have been stolen.

4. Relying party does not verify trust chains of the certificates.

5. Relying party does not check whether a certificate is revoked through querying CRL or OCSP.

9.10. AXHFREZ1E Term and Termination

9.10.1.  AHAR Term

A CPS fER AT HIIZ R IERAER,  E—AR) CPS R K2k A CPS £ K — A
CPS £ HE{E GDCA # 1k H1 TIATEIR S5 I KA

This CPS will enter into force at 12 o’clock midnight of the release date, and the last version CPS
will become invalid. This CPS will become invalid when the next version CPS enters into force or
the electronic certification services of GDCA are terminated.

9.10.2.  #&IE Termination

£ GDCA & 1L FIAIFAR S I, 4% CPS &1k,

When GDCA terminates electronic certification services, this CPS is terminated.

9.10.3. ML IES5M8 Effect of Termination and Survival

A CPS #ubfm, HAJpK RN 21k, CPS Hif N AR A TLRAE, EXfZ& 12
FURT A AL RE RS, CPS Aot %07 SUAR AL E S ST S bR T3 AR IE Y

After the termination of this CPS, its effect will terminate at the same time. The contents in CPS will
be considered as invalid. However, for the legal facts occurred before the date of termination, the
regulation and the exemption of responsibilities defined in CPS for all parties are still applicable.
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211. 25 FH WA HES 5 W E Individual Notices and

Communications with Participants

A CPS #1LJ5, GDCA H gt U R IAT SR FWUE A 2 5 AN U L IS 3 (1
BHRIAFEN,

After the termination of this CPS, GDCA will notify all related parties who have participated in GDCA
electronic certification activities about related matters on document expiration.

9.12. ¥&i] Amendments

9.12.1. MEITHEFF Procedure for Amendment

%4 GDCA LA RIS ZE I #A, CPS 9’5 /NHAFFZE/DH & — A CPS, #fifrH:
FF& SR BERUR T 1 BRSO E bt #5& CP MZER, & AIEL
55 TF JE I 5B 7 22

A CPS HMEEUNEEHT, 1 CPS gw5 /NAR BT, 4 GDCA %2 HWIRE e
eSS, M CPS g5/ NH M TTHLUEIT, BITJEH) CPS £id GDCA % il 23 (A 2= it
5 1E 2 AR AT

As authorized by GDCA Security Policy Committee, CPS composition team reviews this CPS at
least once a year to ensure that the CPS meets the requirements of national laws and regulations
and administration department as well as relevant international standards; to ensure it meets the
requirements of CP and actual needs of certification business operations.

Revisions and updates of this CPS should be initiated by the CPS composition team and approved
by GDCA Security Policy Committee. The revised CPS shall be officially released after being
approved by GDCA Security Policy Committee.

9.12.2. EENPLEFIHIPR Notification Mechanism and Period

BTG CPS it J5 ks 37 BN 7E GDCA FM 3k www.gdca.com.cn R A, Xt 75
TOE AR F R BEARSE DT OB A IZ L, GDCA KAE G B B[] P I8 1A 0 %
Jis A BRRIEE (R RARUEAT 5T 52 BRI /N o

After approval of the revised CPS, it will be posted on GDCA official website www.gdca.com.cn
immediately. For the modification notified by email, mail, media and other ways, GDCA shall notify
the relevant parties in reasonable time, which ensures that the relevant parties have minimum
implications.
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0.12.3. A EBLN R Circumstances Under Which CPS Must be

Changed

GDCA A%t % CPS HEAT2 S 5 T 4% : CPS Fi AT 56 Py 2 15 P ik R — 3,
FE 5 0 5 A LR E N 5 0 8 S5 e s

The situations that GDCA must modify this CPS include: discrepancies between CPS and
governing laws, clear requirements of changes or adjustments for GDCA certification services
initiated by national regulatory departments.

9.124. XHFRRKFZEFE Object Identifier Modification

A CPS RAMBITIN , AN L TEFS SIS SARIRAT A AT AL, (SUE AR A
BT .

When the CPS has modified, its corresponding certificate policy object identifier will not change,
and only increase the version identification code.

9.13. 4 AbF Dispute Resolution Provisions
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2.t GDCA HIGHRIT i 5 Hig AWM s

3. HWMARMG A SGERER TR EAT H
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If GDCA, certificate subscribers, relying parties and other entities have disputes in the electronic
certification activities, following steps can be taken for resolution:

1. Confirm the party to be held responsible according to this CPS.
2. GDCA’s related departments are responsible for coordinating with the applicants.
3. If coordination fails, these parties should reach out to the legal authorities.

4. Prosecutions against GDCA or its authorized agencies over any disputes arising from this CPS
should be governed by the people's court in the place where GDCA is registered.
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0.14. E¥EHSE Governing Law

GDCA ] CPS ZEZCmiAmfr) (e NRILME B 72275 A CHFINERS
B VA,

The CPS of GDCA is governed by the law of “Electronic Signatures Laws of People’s Republic of
China” and the regulation of “Measures for the Administration of Electronic Certification Services”
promulgated by the country.

90.15. 5&ERERKNZFE1E Compliance with Applicable Law

To 18 GDCA HIEAT 7 Ay S S AR AR b e (3 DL K AR AT Ak i ] GDCA HIEH
A% CPS (AT« AFREAIRE A3 2253 F rh A N RIS (17 . (R 5 GDCA Bif%
BGEMHUI A CPS Firitd Sz (AT 4+, P93 B rp 0 N BT A

Regardless of the place of residence for the subscribers, relying parties and other entities or place
of use of the GDCA certificates, the execution, explanation and procedure should be compliant with
laws of the People’s Republic of China. Any disputes involved by GDCA and its RA in relation to this
CPS should also be compliant with laws of the People’s Republic of China.

9.16. —fk% 3k Miscellaneous Provisions
9.16.1.  SEEEPMY Entire Agreement

GDCA [ CPS e B R &E M G bl Hx. TAANE 3 #65r. KTXHZ
MERABTBEE BTN, BB T 5Tl IO ERE GDCA [z
T LA A B A B

Complete document structure of GDCA CPS includes 3 parts: titles, table of contents and main
contents. Modified alternative content of the table of contents and the main content will completely
replace all previous parts. The previous parts would be placed at the GDCA web site for browsing.

9.16.2.  Eil Assignment

GDCA i, MRYEA CPS iR AL SRS I RIBURIAN 55, %07 83 Nl i%
FRVEAEE (R AF DRI AT AURIAN LS5 IS o IR LEAT Ry R AR I AN i B B Lk %o oy —
AT 5155 K BRI BT o

GDCA represents that, according to the rights and obligations of certification entity parties detailed
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in this CPS, all parties can transfer the possession of rights and obligations in accordance with the
relevant provisions of the law. The occurrence of the above transfer behavior does not affect the
change of any debt and liability among the transferors.

9.16.3.  4r#lfE Severability

UAA CPS IR AR 253K ER R FH HH -5 GDCA B e X R = A= i S T 4 H1
TENTCREA BT /10, GDCA AJ AFE R IR ZE PR L M BT %2k K, L 4k8
M, HRIBHAZEW, GDCA WM E THLERMEITINE

TEMRIAEAT J5 SRS RUET Z 8T, GDCA ¥4 KB4 22 question@cabforum.org, &
%1 CAB &1z CPS MBI HIME ., FFiiAIL R B AFLIAEFIRAAAAE T AR
5152 (https://cabforum.org/pipermail/public/) .

FFHATRER], B0 CAB IR ZRYAZIL, 1 GDCA N fFf CA/B RIZM
Baseline Requirements VA 2K, TIIACE 5 AT 0T GDCA V.55 R4 R B4 AN 4%
S . R0 BT ARG %, X GDCA ¥ CPS [W1&1], JIa CA/B itix
[R)38 HIFFAE 90 RN T8

In case any clause or provision of this CPS is held to be unenforceable or invalid due to any
conflicts with the laws of any jurisdiction in which GDCA operates, GDCA may modify any
conflicting clause or provision to the minimum extent necessary to make them continue to be valid,
and other clauses and provisions will remain valid without being affected. GDCA will disclose the
modified contents in this section.

GDCA will (and prior to issuing a certificate under the modified requirement) notify the CA/Browser
Forum of any modified content in the CPS by sending emails to question@cabforum.org, and
confirm that it has been posted to the Public Mailing List and is indexed in the Public Mail Archives
available at https://cabforum.org/pipermail/public/.

Any modification to GDCA's practice enabled under this section will be discontinued if and when the
law no longer applies, or the requirements published by the CA/B Forum are modified to make it
possible to comply with both them and the law simultaneously. An appropriate change in practice,
modification to the GDCA’'s CPS and a notice to the CA/Browser Forum, as outlined above, will be
made within 90 days.

9.16.4. BB 14T Enforcement

GDCA 7= H], FUEASIT 7 M5 35 SR RIAT GDCA 1) CPS FrREIMLE , A
IWNIZIMRE RA AT Z IR A E -

GDCA declares that if the subscribers or relying parties did not execute any item within this CPS, it
should not be consider that they need not to be executed in the future.
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9.165.  ANAJHLS Force Majeure

GDCA ARy B KO U ANHAL I R ZEAS AT A i A CPS
FUE R DTS RERBUE B AT 71 5t

GDCA do not assume responsibilities for losses incurred by the violation, delay or inability to
perform the CPS regulations due to the force majeure events like wars, epidemics, fires,
earthquakes and other natural disasters.

9.17. HAhZ K Other Provisions

GDCA X} A CPS B A A fRAL.

GDCA has final interpretation rights to this CPS.
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Appendix 1: Certificate information

Root/CA Certificate

Information

GDCA TrustAUTH R5 ROOT

Country =CN

Organization = GUANG DONG CERTIFICATE AUTHORITY CO., LTD.
Common Name = GDCA TrustAUTH R5 ROOT

Serial Number= 7d 09 97 fe f0 47 ea 7a

Validity : November, 26 2014 to December, 31, 2040

SHAL digest= 0f 36 38 5b 81 1a 25 c¢3 9b 31 4e 83 ca €9 34 66 70 cc 74 b4

GDCA TrustAUTH R4 EV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name = GDCA TrustAUTH R4 EV SSL CA

Serial Number = 02 92 33 24 6b c6 31 4b

Validity : April, 6 2016 to December, 31, 2030

SHAL digest=c6 7a 61 4f 23 42 18 b7 9f be 91 40 c0 33 dc aa 73 2a 5c 4f

GDCA TrustAUTH R4 EV CodeSigning
CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name = GDCA TrustAUTH R4 EV CodeSigning CA
Serial Number = 63 54 b0 a6 5 ff 59 2a

Validity : April, 7 2016 to December, 31, 2030

SHAL digest= d5 6c¢ 4f fb 6d ¢9 d1 c2 6d 98 a0 57 2a 75 24 80 71 cf 72 9d

#ZHHL R5 1R CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name =${ZHiH{{ R5 R CA

Serial Number = 2e d9 58 82 91 39 ad 07

Validity : March, 31 2016 to December, 31, 2040

SHA1 digest=23 eb 1b a4 64 71 al e7 e9 f2 db 57 01 fe f8 f2 f8 Oc aa €9

LA R4 EV RSSEFIEFR CA

Country =CN

Organization= Global Digital Cybersecurity Authority Co., Ltd.
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Common Name =2{Z%R1{X, R4 EV IRSSEEIEH CA
Serial Number = 64 35 81 b4 22 f5 d1 06
Validity : March, 31 2016 to December, 31, 2030

SHAL digest= 0d 9d 15 af 72 5b eb a2 27 c4 29 43 23 10 c5 53 b7 b8 9b d3

GDCA TrustAUTH E5 ROOT

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name = GDCA TrustAUTH E5 ROOT

Serial Number = 1a f5 1f 4d 2c da bb 53

Validity : March, 23 2016 to December, 31, 2040

SHAL digest= eb 46 6c d3 75 65 f9 3c de 10 62 cd 8d 98 26 ed 23 73 0f 12

GDCA TrustAUTH E4 EV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name = GDCA TrustAUTH E4 EV SSL CA

Serial Number = 0c 50 cc c1 d3 7 14 7f

Validity : March, 31 2016 to December, 31, 2030

SHA1 digest= 1f ae a7 ¢3 5e 84 b9 5a 55 f6 ¢7 d7 fd 2f e5 21 ea 77 72 59
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Appendix 2: GDCA EV CPS Revision Records

& e V2.0 V2.1
5
3.2.2. ML ¥ & i 19 2% I A 28 FH (3 2 B0iE 77 3 3.2.2.4.6, T
1 Authentication of HF5 4 Baseline Requirments 3.2.2.4.18 [1]
Organization Identity A4 B0E 71
6.3.2.IEFh R A A = 0T
) fii A O PR Certificate ¥ SSLITLS AR5 45 iE 152 H0 et 7o
Operational Periods and VRS IR 14 9 398 K.
Key Pair Usage Periods
. BT — iRy = LI S
3 AT | T BV S 0 B8 5y 51 B
iﬂﬁo
ontent . .
Sections Revised V2.0 V2.1
SEQ
Removed the deprecated domain validation
322 4L 1 & B % 5 g _
o o method 3.2.2.4.6, added a new domain
1 Authentication of Organization S )
) validation method 3.2.2.4.18 of the Baseline
Identity .
Requirements.
6.3.2.1IE i 48 /F A0 2 Ao i
) H1 i  Certificate Operational Adjusted the maximum usage period of the
Periods and Key Pair Usage key pair for SSL/TLS certificates to 398 days.
Periods
. Adjusted some wording issues, and other
3 Other revisions

parts that may cause confusion.
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