GDCA

1.1

B AR SUR R A F
BV iE+5 B AR ST AR

BRA: 2.7
RATEHI: 2022410 H 25 H

Global Digital Cybersecurity Authority CO., LTD.
EV Certificate Certification Practice Statement
(EV CPS)

\ersion:; 2.7

Release Date: October 25, 2022



1.

el

1.1.

1.2.

1.3.
1.4.

15.

1.6.

H>x

Contents
INEFOTUCTION. ...ttt e e te e e sreeree e 1
N O 1= oY/ TV BT 1
1.1.1. A FEEA Company Profile ..........ccoevevecececiceeeeeeeeeesesesesesee s, 1
1.1.2.  HTFIAMEES I (CPS) Certification Practice Statement (CPS)........ 2
GDCA 2Z2#:) GDCA Certificate Hierarchical Architecture............c.ccccccevunee... 3
1.2.1. GDCAEV i 132k ZEH) GDCAEV Certificate Hierarchical Architecture
5
XRG4 7 5 FRIR Document Name and 1dentification.............o..eeveveveeerinennn. 9
BT IEIE S5 53 PKIPartiCIPantS............c.ovveveveicecieeeseseseseses s 9
1.41.  HTFIAFIRSHLF Certification AUthONItIES. ..........c.veeveeeeeeseeesie e, 9
1.4.2.  VEMHLI Registration AUtNOFILIES .........c.cvevveveeeeeeeceeseesesees e, 9
143, U1 J7 SUDSCIIDEIS .....cevvvecevrcieieeeeeeseees ettt ss st 10
144, ARIHTT RElYING PAMIES ........ovvoeveeeveeeecveseesiessseseesssenses e ssssnsinnes 10
1.45.  HAthZ 53 Other PartiCipants...........ccocoeevevveeiiereieieeeeseeseesse e 10
UEF5 N Certificate USAQE .....cveveeeereieereieieseie ettt 10
1.5.1.  EAMUEF R Appropriate Certificate USES.........oveveeeveeveniieeeiennnns 10
1.5.2.  BR#IAIEF R Prohibited Certificate USES .......ovvvvveeereeeeeieeeeeeieeeen, 11
S Policy ADMINISLIAtION .........cvveceeeeeeeeecee e 12
1.6.1. IS A FEHLKY Organization Administering the Document.............. 12
1.6.2.  BEZR A CONACE PEISON ...t 12

1.6.3.  R5%E CPS #F& SI& ML Person Determining CPS Suitability for the
Policy 13

1.6.4. CPS #tyEFER CPS Approval Procedures............ccoveveueveieceerseseeereenan. 14
1.6.5.  CPSBIT CPS REVISION .....covvviverirciieeieiiseeissssesssess s 14
1.7. & XHZES Definitions and ACTONYMS .........cceveveiriviiieieeeeieeseee s 15
1.7.1. AR Y3 List of Term Definition ..., 15
1.7.2.  4EW&iE R Hi — %% List of Abbreviations and their Meaning.......... 17
& B kA 515 B2 Publication and Repository Responsibilities..............c.cccoevenee. 18
2.1. GDCA {5 J2.JFE REPOSItOTIES .....c.cvcvvviicccteiete s 18
2.2. = B R A Publication of INFOrmMation...........c.ceeeeeevevesseeeeseeeeeeeeeeennen, 19
2.3. KA I A FIAT R Time or Frequency of PUBICAtion ...........ccc.eveveveevennns 19
2.4. &R EVT R H] Access Controls on REpOSItOries ..........cc.ovveveveeveeenrennean. 20
HrFriR 5% 5 Identification and AUthentication..............coeveveveieievevceeeeceeeenes 20
3.1 AT Z NAMING L.t 20
311 AZFRIET Type of NAMES ..o, 20
3.1.2.  SFEFRE ALKIE SR Need for Names to be Meaningful ....................... 23
3.1.3. T/ HIE 4 504 Anonymity or Pseudonymity of Subscribers ........... 24
3.1.4.  HEEAHESZFRAE AN Rules for Interpreting Various Name Forms
24

3.1.5.  ZFRAUME—PE Uniqueness Of NaMES..........cccoceveevceeveeeceereceeseeeee s, 24



3.1.6. FARMIRA . %95 M Recognition, Authentication, and Role of

TrAOCIMAIKS ... bbbt ns 24
3.2. WIHE S A3 HIA Initial 1dentity Validation ............c.cc.eveeceereveeceeieeseeeeeseeseennn, 25
3.2.1.  UEHIAE FAEH I 772 Method to Prove Possession of Private Key ........ 25
3.2.2. MBI % 5] Authentication of Organization Identity ...................... 25
3.23.  MAGM% 5] Authentication of Individual Identity..........c..ccc......... 29
3.24.  EHKUERIT S5 R Non-Verified Subscriber Information................... 29
3.25. AU Validation of AUNOTILY.........cc.ovvevceeceeceeceecee e 30
3.2.6.  HFEAEMEN Criteria for INteroperation ...........ccoceceveevevevereereeresrensennns 30
3.2.7. B RIFEIUENGTE Data SOUrce ACCUTACY .......coceeeveeveereereeseeseeseresennas 31
3.3. S R AR R 5% 5 Identification and Authentication for Rekey
Requests 32
331  HEMEHAMEBMARINE % 1dentification and Authentication for
ROULINE REKBY ...ttt ettt re e 33
332 UG E A E AR NS %5 Identification and Authentication for
Rekey After REVOCALION ........ccvcvviiiiiise ettt 33
3.4. RS R FR IR 5% %) Identification and Authentication for Revocation
Request 33
3.5. FRUIR SR AR IR A4 5 1dentification and Authentication for Authorized
SEIVICE OrgaNIZAtION ....cveivecie ettt st e s be e s re et e e besreenne e 34
UE P52 iy JE 9H/F E5R Certificate Life Cycle Operational Requirements................... 34
4.1. UETSHIE Certificate APPlICAtioN.........covvviveeciciecccee e 34
4.1.1.  UEHHIESE Who Can Submit a Certificate Application...................... 34
4.1.2. ¥t 25 5E Enrollment Process and Responsibilities ..................... 34
4.2. UEFS I AL 2 Certificate Application Processing ...........oceeveevvecveveeevennnn. 35
42.1. R 5%5Th#E Performing Identification and Authentication Functions
35
4.2.2. EHHEIEALHERIEL Approval or Rejection of Certificate Applications36
4.2.3.  ACFEH HF RO E] Time to Process Certificate Applications............. 38
424, YN FZEL (CAA)  Certification Authority Authorization (CAA). 38
4.3, UEFZE R Crtificate ISSUANCE. .......cv.eeveceeeeecesee s seeeses st es s 39
431 HTFINERBHIA (CA) BIITH CAACHONS. ..o, 39
432. CA EHITIEBMIL K Notifications to Subscriber of Issuing the
00T (T (=SSP 39
44, UEFE5Z Certificate ACCEPLANCE .......cvueveeeveceeie e 40

441,  KIFEZIEF4T 8 Conduct Constituting Certificate Acceptance ...... 40
4.4.2.  HWFINERSHUXTIE S 1) & A Publication of the Certificate by the CA

40
443,  HLF IR AR S5 AL R X HGAih S 44 B 38 15 Notification of Certificate
Issuance by the CA 10 Other ENItIeS.......cccccove i 41
4.5, N AEF 448 ] Key Pair and Certificate USage...........ovvvevevevenrnnnns, 41
45.1. TP AL AEFH 1% ] Subscriber Private Key and Certificate Usage

41

45.2. ARHTT ABIFEF K145 ) Relying Party Public Key and Certificate



4.6.

4.7.

4.8.

4.9.

Usage 42

UEH FEHT Certificate RENEWAL .......c.ccuvvereeeeeceeeeeeesees e ss st 43
46.1. IEBFE#HEE Circumstances for Certificate Renewal........................ 43
4.6.2. ERIUEPE ) SLA Who May Request Renewal............c.eveverennnee, 43
4.6.3. IEHFEHNERFIAEE Processing Certificate Renewal Requests............. 43
4.6.4.  WURFAIEEXTIT RS Notification of New Certificate Issuance to
SUBSCIIDET ...t 43
4.6.5. RS BOHTHIE S 4T 4 Conduct Constituting Acceptance of a Renewal
CRITITICALE ...ttt bbbt nre s 43
4.6.6. HLTINIE AR 55 MLA T BEBHIE 5 R 4 Publication of the Renewal
Certificate DY the CA ..o e e s 43
4.6.7.  HLF R AR S5 ALK 0 LAtk S5 44 1 38 15 Notification of Certificate
Issuance by the CAt0 Other ENities.........ccoeiiiieiiiicicce e 44

IEP B HT Certificate REKEY ......ovvvereveveveiee e 44
47.1. EPHEHE RIS Circumstances for Certificate Rekey ................. 44
47.2. ERIFBEHEHMIIE Who May Request Certification of a New
o] [Tl (=) SRS 44

4.7.3. EBHHTEHE R AT Processing Certificate Rekeying Requests... 44
4.7.4.  WURETIEBEGHT S Notification of New Certificate Issuance to

SUBSCIIDET ...t 45
475, MR EHEFE 4T A Conduct Constituting Acceptance of a
ReKeYEd CEIITICALE .....c.ecviiiecic ettt s re e 45
4.7.6.  HTINIEARSS WA % 4H BOHHIE 51k A Publication of the Rekeyed
Certificate DY the CA ..o e 45
477, HLF IR AR S5 ALK 0 LAtk S 44 1 3@ 15 Notification of  Certificate
Issuance by the CAt0 Other ENities.........ccoeiiiieii i 45

WEHAE T Certificate MOIfICAtION. ..........ccevreeeereeeeeeee s 45
48.1. EPZEEMIHE Circumstances for Certificate Modification................. 46
4.8.2. IERIF AR T 5244k Who May Request Certificate Modification........ 46
48.3. FHASHIFHRKMALFE Processing Certificate Modification Requests ..... 46
4.8.4.  WURHEPEXTT S Notification of New Certificate Issuance to
SUDSCITDEE ..t ettt eree e 46
485. KRR FIEH TN Conduct Constituting Acceptance of Modified
00T (T (=SSP 46
486. HTWAERS P XA AL & 4 Publication of the Modified
Certificate DY the CA ... e 46
4.8.7.  HLFUUE AR S5 AL A 0 HG Atk S 44 1 3@ 15 Notification of Certificate
Issuance by the CAto Other ENIties.........ccooeiiiieiiie e 47

IEPBHAY A4S Certificate Revocation and SUSPENSION ...........c..cveeveevenren.. 47
49.1. IEHRMEEIITE Circumstances for ReVOCation ............cccoeeveveeveeeenne. 47
4.9.2.  ERIEFHAUEE 052448 Who Can Request Revocation ...............cceveeveee.. 50
4.9.3.  UEHTERALEE Procedure for Revocation REQUESE............cc.cvcvvecvnne, 50
49.4. B AL FEMLHE] Processing Mechanism of Problems and Reports 52
495, HAYE R % PRI Revocation Request Grace Period............c..co.eveeveeenee. 53



496. HEFIANERS P AL BB G K 1R PR Time Within Which CA Must

Process the ReVOCAtION REGUEST.........cccveiuiiiiiiieieeeese ettt 53
49.7. AT K A UE I 19 EE SR Revocation Checking Requirements for
REIVING PAILIES ....ecviiiiieic ettt sttt s re e 53
4.9.8. CRL EAi#liZ CRL ISSUANCE FIEQUENCY.......ccvvevervirerieeseiseeieieseinaens 53
4.9.9. CRL KAl K B 18] Maximum Latency for CRLS .........cc........... 54
4.9.10. FEZRAA WA Online Revocation/Status Checking Availability

54
49.11. {EZRZS A ESR Online Revocation Checking Requirements............. 55
49.12. S B HAN & ATZ Other Forms of Revocation Advertisements
AVATADIE ... e 55
4.9.13. FHWBERHRHZR Special Requirements related to Key Compromise

55
4.9.14. EPEAME Circumstances for SUSPENSION ...........ccevveeveevervenrennenn. 56
4.9.15. i5RIEPBHEAZAISLA Who Can Request SUSPENSION ..........c..cveecvevenee. 56
4.9.16. HERIERIIIAE Procedure for Suspension REQUESL.............cc.cveeveven.e. 56
4.9.17. HEEMIIPRFRH Limits on Suspension Period............cccevevererererennn, 57
410.  IEFARESIRSS Certificate Status SEIVICES .......c.vvcvcvceeeeeeeeeeeesese e 57
4.10.1. FRAERFE Operational CharaCteristics ..........covevceceeceeceeresseseseseenennan, 57
4.10.2. AR5 AT Service AVaIlability .........cc.ocvecvecvcececieeeeeeee e, 57
4.10.3. F[IEKFE Operational FEAtUIES ..........cccevvveveeveieerciereieeeeieieseseeies e 58
411, TS5 R End of SUDSCIIPLION ...oocvvvvcveeiceecce s 58
412.  HHIEE S5WE Key ESCrow and RECOVEIY..........co.evecveereeeeeesieeeeeeessenenes 58
4121, HHILE S5WE MM 5478 Key Escrow and Recovery Policy and

Practices58
4.12.2. SUEEHMELE S E A1 A Session Key Encapsulation and
Recovery POliCY and PraCtiCeS ........covvveiiiiiie ettt 59
IEALR B . B 3R ERVE 21 Facility, Management, and Operational Controls.... 60
5.1. PIEEAE ] Physical CONLrolS.........cceveviiiiceceeceeee e 60
5.1.1. 7ML E 5E Site Location and CONStrUCLION.........c.cvveveereeveereererenn. 60
5.1.2.  WIBEYT ] PhYSICAl ACCESS ......vvveeeeciececeeeeieeeesseesessesessee s seesssen s 62
5.1.3.  ZPH YT Security MONIOIING .....c..cvvveeeeceeeeeeeeeeeee e 63
5.1.4. M J752% Power and Air Conditioning .........cccoeeeevecveiiereeieeeeienan, 64
5.15.  JKERTVE WALEr EXPOSUES. .......cveveeverececeeieeeesseesessesesseesessessesseesnsensenees 64
5.1.6. ‘K%K [iP Fire Prevention and Protection..............ccccceveveveveecccecenennnn, 65
5.1.7. A JAAFE Media StOTAgE ....coovvvevevcveeeceese et e, 65
5.1.8.  JEWIALFE Waste DISPOSal ........ccccevevrieevecrereeiieeeseiseee e sesie e, 66
5.1.9.  FHIAAT OFf-Site BACKUD ...cvocvevevcvieceeeeeee e, 66
5.2. FE P22 8] Procedural CONIOIS ..........c.cvvveeeereseeeiesesieese s 66
5.2.1.  AIS AT TrUSted ROIES ......cooveveceiceceeiceeeee e 66
5.2.2.  FEITS 7 EHI At Number of Persons Required per Task................. 66
52.3. HAMAEAIRAS %5 Identification and Authentication for Each Role

67
5.2.4.  FHEINTTHEM (4 Roles Requiring Separation of Duties.................. 67



5.3. N G ] Personnel CONIOIS.........c.cvcvevvieeeeeeeceeeee s en s 68
5.3.1. H#%. LMt R E R Qualifications, Experience, and Clearance

REQUITEMENTS ...ttt sttt e e re et e te e e sbeere e besre e e e 68
53.2. EHEFLF Background Check Procedures ........ooovvvveevsverrninienens 69
5.3.3.  HFYIER Training REQUIFEMENTS.........c.cveviveiicieiireieeee e 70
5.3.4. FEEFIAMIMER Retraining Frequency and Requirements.................. 72
5.3.5. LAERfrFe 4 E #AFEF Job Rotation Frequency and Sequence......... 72
5.3.6. ARIFHUTNIMIALTT Sanctions for Unauthorized Actions..............c.......... 72
5.3.7. LA ARIESR Independent Contractor Requirements................... 72
5.3.8. 2 7 T R4 Documentation Supplied to Personnel......................... 73
5.4, F 1 HERERF Audit Logging ProCedures...........covevecvevevevereereeeeseeseeesnen, 73
54.1.  CFEFEAIZEE Types of Events ReCOrded..........ovvvvvveevceeveeiereninenen, 73
5.4.2. AbFEH ER R Frequency of Processing Log.......ccvveevcveveevcveveenin, 75
5.4.3. it HEMHELEIR Retention Period for Audit LOG.......c.ovevveevenenee. 75
5.4.4. # it HEMKRY Protection of AUdit LOG........ccevveveveereereiereiereererene 75
5.45. #HitHE&MFLF Audit Log Backup Procedures..........ccoooeveverenens. 75
5.4.6. T4 R4t Audit Collection System (Internal vs. External).............. 76
5.4.7. W SFEEEAE SRR 5 Notification to Event-Causing Subject............. 76
5.4.8. JEgITEIEAE Vulnerability ASSESSMENTS .........c.vvevcereereereereeseseseeresees 77
5.5. TETEVARS ReCOrds ArChiVal ..ot 77
55.1.  JAR4IC KIS Types of Records Archived ...........cceveeveeveeveeveeveieenenn. 77
55.2. AR FEMRLEIR Retention Period for Archive .........cc.cooeveeevenenee. 78
5.5.3. VAR SCAERIERY Protection of AFCRIVE ......c.eveveceeeeeeeeee e 78
5.5.4. AR SCHER AR FEFE Archive Backup Procedures...........c.evececeennenee. 78
5.5.5. iC3MAIELE R Requirements for Time-Stamping of Records.............. 79
5.5.6.  JHRUkEE R 4t Archive Collection System (Internal or External)............ 79
5.5.7. RIS AR S HIFEF Procedures to Obtain and Verify Archive
INFOIMALION ......eiiiii ettt ens 79
5.6. L P IAIE AR 5 MR 25 A0 1 B 5 Key Changeover ...........cvevecevveeveeeeeieneeas 80
5.7. i E 5 R MEPK E Compromise and Disaster RECOVENY..............ocveveeverrnvennn. 81

57.1. FHHAFFELIFEF Incident and Compromise Handling Procedures.. 81
5.7.2. THEBIE. AR B 1R Computing Resources, Software, and/or
Data Are COMUPLEU. ....euee ettt ne e e sre e 81
5.7.3. SEARFLEAIIFEALFEFLR Entity Private Key Compromise Procedures.... 82
5.7.4. KM ML 45 7% 22V B 71 Business Continuity Capabilities After a
Disaster 84

5.8. B P UE AR S5 WU BRI LA (1 2% 1E CA or RA Termination.................... 85
5.9. B 22 4% DAt SECUNLY ©..oveeiceeeeeevceeee s 86
IIE R G A 224454 Technical Security CONLIOIS ........cvceeeeeeeeeeeeeee e, 86
6.1. BN HI A R 22 3 Key Pair Generation and Installation.......................... 86
6.1.1. ZEEAXTHIAE R Key Pair GENeration.............ccoovevcveveveceereissesesissesenenns 86
6.1.2.  FAEAMLIXZET P Private Key Delivery to SUbSCriber..........ccccovcvevcneee. 87

6.1.3.  AFULEALIEPL R ALK Public Key Delivery to Certificate Issuer .... 87
6.1.4.  HLFIAIE IR S5 HLM 2 83 4L 15 45 4k 77 CA Public Key Delivery to



REIVING PAILIES ....ecvieiiciic ettt sttt sre e s 88

6.1.5.  FERYEIEFLARFRUE KEY SIZES...ouveeeeeeeeeeeeeieeseeeeee e 88
6.1.6. AHSEM LN EMK A Public Key Parameters Generation and
QUALTLY CRECKING ... ecuiiiiiieite sttt sttt sbe e resre e 88

6.1.7. ZEMdH H ) Key Usage Purposes (as per X.509 v3 Key Usage Field) 89

6.2. AR A2 60 B B T F2 4% Private Key Protection and Cryptographic
Module Engineering CONIOIS ........coviiiiiiiecieie et 89

6.2.1.  HHLHE R bRAERI 124 Cryptographic Module Standards and Controls89
6.2.2. FAEAZ A¥EH] (mi%n) Private Key (n out of m) Multi-Person Control

90
6.2.3.  FLHIFLE Private Key ESCIOW........cccoveveveeveieieieeeeeesseeseeseess s 90
6.2.4. FAEAE DY Private Key BaCKUD ......ccveevvcvieeicieiecveseisees e 90
6.2.5.  AEIARY Private Key ArChival.........cc.cccoceveeeiecerceecseesesessseseesesse e 90
6.26. FHSH. SAEMLB L Private Key Transfer Into or From a
Cryptographic MOAUIE...........ccovciiie e e 91
6.2.7. ALFIEZ LR 174E Private Key Storage on Cryptographic Module 91
6.2.8.  WUHALEIN 5% Method of Activating Private Key ..........ccccevveveennne. 92
6.2.9. fERFASIEIRIRAS 177 Method of Deactivating Private Key............ 92
6.2.10. HEALEIN 7% Method of Destroying Private Key ..........c.ccoeoevennne. 92
6.2.11. YL ITAE Cryptographic Module Capabilities..........c..cccovven..... 92
6.3. S AR P ) HoAth 77 T Other Aspects of Key Pair Management.................. 93
6.3.1.  AFARS Public Key Archival ..........cc.cceveveeeeieeieeeeeeeeeeeses e 93
6.3.2. E T HER/EHAF AN 3 AR Certificate Operational Periods and Key
Pair USAQE PEIIOUS. .....ccueeiiiiecie ettt sttt st re e 93
6.4. B HHE ACHVALION DALA.........c.cveeeeeeeereeeeeiesesee s esn s 94
6.4.1.  WOSEIEN A AR 4% Activation Data Generation and Installation.... 94
6.4.2. WOHEHERILRY Activation Data Protection..........ccoeceeeveveveveievevevevenenen. 95
6.4.3.  BEEE AN J7TH Other Aspects of Activation Data......................... 96
6.5. THEAL 22 445 %] Computer Security CONOIS .........c.cvecvceceeeeeeeeeeieree e 97
6.5.1. HFAAITFE AL 2 B R E R Specific Computer Security Technical
REGQUITEMENTS ...ttt ettt sttt seeste e sreere e eesreenee e 97
6.5.2. iHEHL 241l Computer Security RAting.......cc.oc.vveveeeeceereeeeererenees 98
6.6. A= iy JE W1 R #2541 Life Cycle Technical CONtrols ...........cvecvevevveneeseeeeene. 98
6.6.1. RGIT K] System Development CONtrols............cocoevvvvveerrererernnnn. 98
6.6.2. L4 Security Management CONrols..........oovcveveveviieicvcvcvnan, 99
6.6.3. ‘LRI 22 4454 Life Cycle Security Controls...........co.coveeeevencee. 100
6.7. X 255 1) 22 4= 425 il Network Security CONtrols .........ccvveveecvceciieicecveeen 100
6.8. IS TAJR, TIME-SEAMPING ...voveveeeeee et 100
HETS . UET RS 5 R FNTE LR IE TR BY Certificate, CRL, and OCSP Profiles..... 101
7.1. UETS Certificate Profile .......o.cevieveiceeeceeeee e e 101
7.1.1.0 FRAS Version NUMDEI(S) ......ovveveveieeeieieieeeeeeeeeeeeees s en s en s 102
7.1.2.  AEPY I Certificate EXIENSIONS .......ccveeveeereeieeeiceese e, 102
7.1.3.  FIEXRFRIREF Algorithm Object Identifiers...........coeveveveevevenenee. 105
714, ZFRTEINAME FOIMS ..o, 105

\



715, ZHRFRE] NAME CONSIAINTS ....vcvevvveeeeeeeeeeeerereeeseseeeeeeereseeeesseeereseees 106

7.1.6.  E ST RARIRFF Certificate Policy Object Identifier .................. 106
7.1.7.  REEFREIY IR A Usage of Policy Constraints Extension.......... 106

7.1.8.  SEMEPRE T HIEEFIE X Policy Qualifiers Syntax and Semantics .... 106
7.1.9.  SCHEIEPIREEY BRI AL EEE X Processing Semantics for the Critical

Certificate POlICIES EXTENSION. .......coiiiiiiiiiiiriesie e 106
7.2. UE PR F1ZR CRLPIOTIE. ..o 107
7.2.1. AR Version NUMDET(S) ..v.cecueueiriiirereieieisiisesessisssissssese s 107
7.2.2. CRL 1 CRL % H¥ &Il CRL and CRL Entry Extensions................. 107
7.3. TELRAE TR ST OCSP Profile......vvveecieiiecicisiesee s 108
7.3.1. AT Version NUMDEI(S) ...c.cvevviirereieieiiiiseseesisisss e 109
7.3.2.  OCSP F I OCSP EXIENSIONS ......ocvvverreececeeieieieeeeeecteie s s eeeeaennas 109
7.3.3.  OCSP i sk Fiimm i 42 Processing of OCSP Request and Response ... 109
IEH LA & AL Af P74 Compliance Audit and Other Assessments ....................... 111
8.1. PEAG B4 5% 7 Frequency and Circumstances of Assessment................. 111
8.2. PR E B Identity/Qualifications Of ASSESSO ..........cvvevvervevererereeeesnen, 112
8.3. P & S80S & 2 B[] & Assessor’s Relationship to Assessed Entity 113
8.4. PEAl PN 25 Topics Covered by ASSESSMENL...........ccvcvcverecirereieieseeeieseineen, 113
8.5. Xof i) K5 R JE SR BRI it Actions Taken as a Result of Deficiency ............ 114
8.6. A 45 B A% 1k 5 K A Communications of RESUILS ............ccvvvvevreeeanee, 114
BT AN HARY 45 26 2K Other Business and Legal Matters ............co.coceeveveeceerenns 115
9.1. Ericq 2 = I 1= TR 115
9.1.1. UFHZ KA H Certificate Issuance or Renewal Fees ........c..coc......... 115
9.1.2.  UFPEUIFH Certificate ACCESS FEES ......cvvevvereevieeereeesreeee e, 115
9.1.3. IEPBHAEECRASE B & 2% A Revocation or Status Information
AACCESS FEES ..ttt ettt ettt 116
9.1.4.  HAMARSS 27 1 Fees for Other SEIVICES .........oovveveeveeieseieeseeeeesenisneneas 116
9.1.5.  EFRME RefUND POLICY.......cvvivreiieeeiceeie et 116
9.2. 4 2% 57 AE Financial ReSpoNnSibDility ............ccccevviiiicveieesieeee s 117
9.2.1.  LREGVEM INSUrance COVEIAgE.........cvvveveveiiisercieieisisesseseie e 117
0.2.2.  HAIIA ™ OthEr ASSELS ......oveeeeeeeeeeeeeeeeeeeeeeeeeee e eseee e eneeen 118
9.2.3. X fix & SEAR I 4R K 5 #H f& Insurance or Warranty Coverage for
ENO-ENTITIES ..ottt 118
9.2.4. TS Liability EXEMPLION ....c..cvovvecverveeecrseeeeeciesseseesees e 119
9.3. Ak 4515 B 25 Confidentiality of Business Information..............cc.cc.ceoevee... 121
9.3.1. {##{5 EJEH Scope of Confidential Information............c.ccccoevveuenen. 121
93.2. ANETIHZMEE Information Not Within the Scope of Confidential
INFOIMALION ... et 122
9.3.3. R {R55 {5 K37 1T Responsibility to Protect Confidential Information
122
9.4, A NBEFARZE Privacy of Personal Information .............ccoceeveeveeevecinieennnnn. 122
9.4.1.  BEFACEEEJTZR PrIVACY PIan ..c..coocvevcececeeeeeeeeeesese e, 122
9.4.2. VEANFEFAEFRR{E R Information Treated as Private ..........c.cooceveeanee. 123
9.4.3. M AFEFARIME S Information Not Deemed Private........................ 123

Vi



9.4.4. R FEALI) BT/ Responsibility to Protect Private Information............ 124
945 HRAMGERNSEMS5FE Notice and Consent to Use Private

INFOIMALION .....eeie et re e s 124
9.4.6. AMRKIEBHEATERE 7 M (5 E ¥ #E Disclosure Pursuant to Judicial or
AdMINISIIALIVE PrOCESS ... .iiviiiiitiiie ettt sre e te e raenae s 124
9.4.7. HAbfs P FE I Other Information Disclosure Circumstances........ 125
9.5. HHRF=AL Intellectual Property RIghtS ........c..cvvcvcveicieecveeee e 125
9.6. ik 5 HHAR Representations and WArranties.............cocvveeveveeveerssenssenninens 126
9.6.1. HTFINIERSHIERIFRIA L LR CA Representations and Warranties 126
9.6.2. VEMHILIIMIEIA S5FH{* RA Representations and Warranties................ 127
9.6.3. I JTHIBFRIR 54H1% Subscriber Representations and Warranties ........... 128

9.6.4. IKHTTIMRIR 54H4% Relying Party Representations and Warranties .. 130
9.6.5. HihZz5HKFIASMHLE Representations and Warranties of Other

T (o 0T T €SS PR 130
9.7. FHAR G 57 Disclaimers of Warranties.........co.oveveveererceeieneessesessessssesessesnns 131
9.8. A R TTE Limitations of LiaDility..........ccocceveviiieiceieeeeeeeee e 131
9.9. TR INAEIMNITIES ©.v.vovevseeescee ettt sttt 132
9.9.1. GDCA 254 Indemnification by GDCA........coooeveevereierenenen, 132
9.9.2. T/ HIELETTAE Indemnification by SUbSCHDErS..........c.cveveeveiiaen, 133
9.9.3.  KMT I LEFTAE Indemnification by Relying Parties........................ 134
9.10. AR 52 1E Term and Termination.............ocoveeeveeeeseeeeseseeseseeseseenes 135
9.10.1. FHRIBR TEIM oo 135
9.10.2.  Z& 1L TermMiNAtioN .....c.coviviviiiiceieceeee et 135
9.10.3. R IR 1k 5148 Effect of Termination and Survival........................ 135
9.11. X H5HEMAHES S59E Individual Notices and Communications with
PAFTICIPANTS ...ecvveite ettt st st e et st e e b e be e be e b e s beeae e st e sbaenbesbeereesreareenee e 136
9.12. BT AMENAMENES .....ocvvivieiecececececeeee ettt et 136
9.12.1. 1EITFEFF Procedure for AMENdment ...........ccccvuevevevevececreverereeeeeeeeenan, 136
9.12.2. JEAIHLAIFIYIFR Notification Mechanism and Period..............coc......... 136
9.12.3. WAMEHOL S FMI % Circumstances Under Which CPS Must be
Changed137
9.12.4. X% ARINFFAE T Object Identifier Modification ..............cccoeveveeennee. 137
9.13.  4+ilALFE Dispute ReSOIUtioN PrOVISIONS..........cc.ovvevevecereereessieessiesessensen s 137
9.14.  EFEEVEIE GOVEIMING LAW ...ovvoveoceeeeeeeeeee et 138
9.15. 5@ A1 Compliance with Applicable Law............c..cc.vvenene... 138
9.16. 45K Miscellangous PrOVISIONS ..........cccevvevcerveveiereeeeeceeieeeseseseeessennns 138
9.16.1. SEFEI L ENtire AQre€MENT ......c.ocveveeeececeeeeeeeeeeeeeseese e, 138
0.16.2. L1k ASSIGNMENT ...oovviiicccce e 138
9.16.3. X EIVE SEVErability ........ccovveveeeieiiceeeee s 139
9.16.4.  FEHIFHAT ENFOrCEMENT ........vevecveceevececeeeeee s, 139
9.16.5. ANFIPLST FOICe MAJEUIE .......oveecveee e 140
9.17.  HAZEEK Other PIOVISIONS ........oocvecvveciceeieeceteeee e 140
B3R 1: AEF SR Appendix 1: Certificate information.............cccoeeeveevevieeerecneennn, 141

Bis% 2: GDCA EVIEH IS MMMEITICx#E  Appendix 2: GDCA EV CPS

Vil



Revision Records



I semrnznpemas

oo e GDCA EV iEH HFIAIENL S (V2. 7 fiD

1. 8| Introduction

1.1. #EiR Overview

1.1.1. A &4 Company Profile

B AR IR G IR A ] (Global Digital Cybersecurity Authority Co., Ltd., fAj#x
GDCA 5, “H#z”) JHA “ RECFIEBIIEF OARA R 7, MaLT 2003 4 3 H
6 H.2005 4 9 [, GDCA #iF B it 1 [l 5 00 B Jay A 8 SR A S 7 M 3B ) 5t e
BN A E B O\F RS (R IERRS VFRTIEY (VFRTIES . ECP44010215007) [1HLT
WIEIRSS IR Z —: 2008 4 12 F, 3RAFEF 0D B RMUL I (2500 S A 5 vr
A[EY; 2011 4F 4 H, @i 7 B 5% A B R HL B L UGIEIRSS RE 0 VEAl, k43 (L
TR HFIERS P (S5 A021) #Efg. 2013 4, X HFIAMEARS RGHAT
SM2 AT, BN T E X ELE HRAS N w e A, 2015 45, GDCA @il T
WebTrust 5722 4 d vHAIE, B 7 B brbrfE b s &8 BARS KF, T LR 45k
R FYAER S . AIERNL S ERFHE, 2016 4E5 H, “) RKEFAEBUGEF0A R
N HEN BB RBHR A R AF . 2017 4£ 8 H 11 H, GDCA FFUA7EHT —
WRAERRAE 5y, WS AR: Heni R, B Rid: 871932,

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as GDCA, or “#{zFfX") with the
former name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003.
In September 2005, GDCA passed the security review by the
State Cryptography Administration Office of Security Commercial Code Administration (abbreviated
as OSCCA) and the former Ministry of Information Industry by law, as one of the first eight
electronic authentication authorities granted the "Electronic Authentication Service License"
(license number: ECP44010215007) in China. In December 2008, GDCA obtained the
"Commercial Cryptography Products Sales License" issued by OSCCA. GDCA passed through the
assessment of E-government and Electronic Authentication Service Ability by OSCCA with the
qualification certificate of "E-government and Electronic Authentication Service Authority” (number:
A021) in April 2011. In 2013, GDCA upgraded electronic authentication service system for SM2
algorithm and passed through the security review by OSCCA. In 2015, GDCA passed the
assurance review for Certification Authority by WebTrust with the international level of operation
management and service to provide digital certification service globally. For business development,
GDCA changed its name from "Guangdong Digital Certificate Authority CO., LTD." to "Global Digital
Cybersecurity Authority CO., LTD." in May, 2016. On 11 August 2017, GDCA was admitted to the
National Equities Exchange and Quotations (NEEQ) of China, with a stock abbreviation of %z}
f£” and stock code “871932” .
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GDCA B4 Jm, J& “T" AREFAIEHIMEFT OHRAR " 5. fiis. MaMmaE
A el “BR ABSRm AR AR A%k, fEHEXHTS GDCA LA “T  AREUTHIE
FEPLAERAR” 2 LTGRO R “T R FIERAER O AR A
"7 A BRI LS5 h “ B AR BB AT IR A =] 7 7RGk

Heg AR “BUEL A Ll 87 ko EN, BAT “EERER T
b fsidr, BOT TN “— RIS EER SR 7

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO.,
LTD." were inherited by GDCA and all the rights and obligations of the contract and agreement
signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

GDCA upholds the corporate values of “Authority, Credibility, Professionalism, and Innovation”,
fulfils the corporate mission of “Trust Connects Parties from all over the World”, and is committed to
becoming a “first-class online trust service provider”.

1.1.2. BT ARV #EM (CPS) Certification Practice Statement (CPS)

AL FIAUENE S5 U CRIFR EV CPSOHIA T GDCA %2k EV UE i Frisd e AR 7,
& CAIN % 28183 (CA/Browser Forum, [EBRZLZ, NAREFR CA WG ESECH, 2]
£ CA [EPrbr#ERIALI, www.cabforum.org) & Aifl Guidelines for the Issuance and
Management of Extended Validation Certificates (& # “EV Guidelines”). Baseline
Requirements for the Issuance and Management of Publicly-Trusted Code Signing
Certificates (& #<“Code Signing Baseline Requirements™), A /& Baseline Requirements for
the Issuance and Management of Publicly-Trusted Certificates ( & #% “ Baseline
Requirements” )R

This Certification Practice Statement (abbreviated as EV CPS) describes the procedures which
GDCA shall follow for issuing EV certificate. It meets the requirements of Guidelines for the
Issuance and Management of Extended Validation Certificates(hereinafter referred to as “EV
Guidelines”), Baseline Requirements for the Issuance and Management of Publicly-Trusted Code
Signing Certificates (hereinafter referred to as “Code Signing Baseline Requirements”), and the
Baseline Requirements for the Issuance and Management of Publicly-Trusted Certificates
(hereinafter referred to as “Baseline Requirements”) published by CA/Browser Forum (an
organization, which is also called international CA browser alliance, lays down International
Standard of CA) at www.cabforum.org.

7k CPS i&fil T- GDCA [#] EV ROOT CA. EV SSL CA. EV CodeSigning CA, LL A
KR P AT KRBTSR . A CPS ME N — AN E SO, s 728 RAE R EV IE
F AR B H AR E AR o

FEIEA CPS 25K EV ET:, HXT R 2 m GDCA HIIE Il i BTG AH 3¢ S 3 5 51 1)

2
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BRI -
fiifi GDCA EV LB AT | KGO WS A CPS KAHM. CP HHLE, HiE
XHIEFS F 8 RIS A o

This CPS applies to GDCA EV ROOT CA, EV SSL CA, EV CodeSigning CA, and related users,
subscribers, relying parties, etc. This CPS is considered as an individual document, covering
relevant specific operations and processes about the issuance and management of EV certificate.

GDCA issues certificates to the entitles which apply for an EV certificate and have pass all relevant
identification according to this CPS.

All subscribers and relying parties of GDCA EV certificates must refer to the provisions of this CPS
and the corresponding CP so as to decide the usage and trust for the certificates.

GDCA %1 CAIBI Y #%1837% (CA/Browser Forum) & i (113 & 56 E 1IE 5 46 5 1 508
WRAELR, DL Baseline Requirements #1745 R AV L EV BUFiE 1+, @ IEE L EH
fH0L, IFKFR BRI R AT I FRAS #4781 CPS. WA CPS F1 CA/MI Y &1 4x

(CA/Browser Forum) AT IIAH SRRLTE H R 26300 A — s g, T L CARN Y2818
TERURAT IR A HE

GDCA issues and manages the EV certificates based on the latest version of the EV Guidelines,
the Code Signing Baseline Requirements, and the Baseline Requirements published by
CA/Browser Forum. GDCA regularly checks the status on CA/Browser Forum’s website and
continuously revise this CPS if there is any update. In the event that a discrepancy arises between
interpretations of this document and CA/Browser Forum, the CA/Browser Forum shall govern.

A IETF PKIX RFC 3647 CP/CPS HEZ4E, 7 CPS L3 AL/, s GDCA ilE
PR SS BT s I W) 2 A 6 it , b 55 IR S i fE « AR B RFC3647 HIHEAAR KA ik =k,
TS “AER” HARENIZETAER

Pursuant to the IETF PKIX RFC 3647 CP/CPS framework, this CPS is divided into nine parts that
cover the security controls and practices and procedures for GDCA's certificate services. To
preserve the outline specified by RFC 3647, section headings that do not apply are accompanied
with the statement “Not applicable”.

1.2. GDCA ZE#J GDCA Certificate Hierarchical Architecture

7% CPS #4 GDCA EV CP fil & , GDCA #%Z f& A% CPS FEATIE 3 IR 55 Wil 451, 11 7
AT B HoAtAH S 24 I8 A CPS K& EV CP Wi WHIETHIAE . (BT 3F AT AH L1
P&

This CPS formulates follow the GDCA EV CP. GDCA carries out certificate service application

identification according to this CPS. Subscribers, relying parties and other relevant entities decide
the usage and trust of the certificate and perform the relevant obligations according to this CPS and

3
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1.2.1. GDCA EV iEPH BEXRZE# GDCA EV Certificate Hierarchical

Architecture

GDCA HElH 34~ EV HRiIET, 437~ GDCA TrustAUTH R5 ROOT iE+5. %z
R R5 #2 CAiE+5. GDCA TrustAUTH E5 ROOT iE+. &R CA R CA, LI%
RHFIET . GDCA RZERAMTH g CAUET.

Currently, GDCA has 3 EV root certificates, including GDCA TrustAUTH R5 ROOT certificate, %%

B4 R5 #R CA certificate, GDCA TrustAUTH E5 ROOT certificate.

1) GDCA TrustAUTH R5 ROOT

GDCA TrustAUTH R5
ROOT

y

4

GDCA TrustAUTH R4
EV SSL CA

GDCA TrustAUTH R4
EV CodeSigning CA

v

v

EV SSLAR & #3iE

EVAUEREAZETS

GDCA TrustAUTH R5
ROOT

4

GDCA TrustAUTH R4
Plus EV CodeSigning CA

v

EVAS A ETS

Y

Y

i

GDCA TrustAUTH R4
EV SSL CA

GDCA TrustAUTH R4
EV CodeSigning CA

GDCA TrustAUTH R4
Plus EV CodeSigning CA

v

v

v

EV SSL Server
Certificate

EV CodeSigning
Certificate

EV CodeSigning
Certificate

GDCA TrustAUTH R5 ROOT IE I 8K 4 4096-bit, T i 3 4 EV CA L
F5, Hr. (1) GDCA TrustAUTH R4 EV SSL CA iF 15, Z4HK K 2048-bit, &k %
BB S 2048-bit () EV SSL il 45 #31E 55 (2)GDCA TrustAUTH R4 EV CodeSigning CA
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WEFS, BB 2048-bit, 25Kk % EHKE Y 2048-bit 1) EV ARASZE A UET; (3) GDCA
TrustAUTH R4 Plus EV CodeSigning CA iE15, #Z4HK N 4096-bit, 25Kk KL N
3072-bit ff] EV AL AEF5 .

The length of GDCA TrustAUTH R5 ROOT certificate root key is 4096-bit. There are three EV
Subordinate CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA with 2048-bit
key length is responsible for issuing RSA 2048-bit EV SSL Server Certificates. (2) GDCA
TrustAUTH R4 EV CodeSigning CA with 2048-bit key length is responsible for issuing RSA 2048-bit
EV CodeSigning Certificates. (3) GDCA TrustAUTH R4 Plus EV CodeSigning CA with key length of
4096-bit is used for issuing RSA 3072-bit EV CodeSigning Certificates.

GDCA TrustAUTH R5 ROOT ilE+344 T 2040 4 12 H 31 HE#.

GDCA TrustAUTH R4 EV SSL CA 1iE 5448 2030 4F 12 H 31 HFI#, 2027 /£ 1 7 1
Hie, AR Z CAIERZERIT .

GDCA TrustAUTH R4 EV CodeSigning CA ilE 134 7E 2030 4 12 A 31 HEI#, 2021
F6 H 1 HE, oA Z CAIERZRITFIES.

GDCA TrustAUTH R4 Plus EV CodeSigning CA ilF 5 7F 2035 4= 12 A 31 H 33,
2032 FF 1 H 1 Hilg, FAFMEHZ CAIERZERT ikt
GDCA TrustAUTH R5 ROQT certificate will expire on December 31, 2040.

GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. As of June
1, 2021, GDCA has stopped the issucane of subscriber certificates with this CA certificate.

GDCA TrustAUTH R4 Plus EV CodeSigning CA certificate will expire on December 31, 2035. From
January 1, 2032, GDCA will no longer use it to issue subscriber certificates.

2) H=h R5 1R CA

ez AARGHRCA

\ 4
i R4 EV
HRZS45EH CA

\ 4

EV SSLAR &5 #3ik 15
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Hei RS CA

A 4
LR AAR4 EV
fift % BRAEFS CA

A 4

EV SSL Server
Certificate

iR RS AR CAIET IR ZEHE N 4096-bit, T 1% 1 A% CA E: izt
fR R4 EV RS EIET CA, HEHKEAN 2048-bit, 25K % EHK A 2048-bit 1) EV SSL
MR A8 uE1

Kz AX R5 MR CAE-F44 T 2040 4 12 H 31 HEIH.

R RAEV RS #IET CAETH1E 2030 4E 12 H 31 HEIMA, 2027 £ 1 H 1
H, A% CA TEBZ& LT PiE.

The length of #1748 R5 18 CA certificate root key is 4096-bit. There is one Subordinate CA under
this ROOT CA, including: #(Z X R4 EV k%5 #31F 15 CA with 2048-bit key length is responsible for
issuing 2048-bit EV SSL Server Certificates.

¥ % R5 2 CA certificate will expire on December 31, 2040.

iR R4 EV AR 45 #81EH CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

3) GDCATrustAUTH E5 ROOT

GDCA TrustAUTH E5 ROOT

GDCA TrustAUTH E4 EV SSL
CA

EV SSL AR 5525 1E+5




[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA EV -‘LIE:F]; %%y\iﬁj—k%%mm\u (V2. 7 )]-[&)

GDCA TrustAUTH E5
ROOT

GDCA TrustAUTH E4 EV
SSL CA

EV SSL Server Certificate

GDCA TrustAUTH E5 ROOT EHi % iS55y ECC, RFHKEA 384-bit, T
W 1A CAIEF: GDCATrustAUTH E4 EV SSL CA , 4K N 256-bit, 25K %
K 256-bit [ EV SSL AR %5 28Ik

GDCA TrustAUTH E5 ROOT iF 544 - 2040 4F 12 J 31 H £

GDCA TrustAUTH E4 EV SSL CA i3 7E 2030 4 12 H 31 H#(#], 2027 41 7 1
Hi, BAEE % CAIERERIT ES.

The length of GDCA TrustAUTH E5 ROOT certificate root key is 384-bit using ECC algorithm.
There is one Subordinate CA under this ROOT CA, including: GDCA TrustAUTH E4 EV SSL CA
with 256-bit key length is responsible for issuing 256-bit EV SSL Server Certificates.

GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA B4 CAIBI Y #1837 (CA/Browser Forum) & A fI47 & 56 1E 1IE 5 45 F 11 f808
WRAELK, LA Baseline Requirements HEATZE R AE BE EV BFiub 1, & A H B 5
L, HAGFR SR IE I R AT AR AR AT 81T CPS. WA CPS Ml CA/MIE LR IR

(CA/Browser Forum) A HIAH SRS o B 560 A — Sy s, WIBL CARN 4383
TERRAT RLTE A

GDCA issues and manages the EV certificates based on the latest version of Guidelines for the EV
Guidelines, the Code Signing Baseline Requirements, and the Baseline Requirements published by
CA/Browser Forum. GDCA regularly checks the status on CA/Browser Forum’'s website and
continuously revise this CPS if there is any update. In the event that a discrepancy arises between
interpretations of this document and CA/Browser Forum, the CA/Browser Forum shall govern.
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1.3. X4 FRE#RR Document Name and Identification

ASCREFRAE (B AR AR G IR A F] EV IEH AL 530 ) (FEiFK (GDCA EV
CPS). A CPS). HRAA CPS KIMEIT(E RiE S %=t 2.

A CPS LA 9t WE A R A, GDCA NHAIRIE A 5 oh SCR A TE B R AN — 5
(KT o

This document calls "Global Digital Cybersecurity Authority CO., LTD. EV Certificate Certification
Practice Statement"(abbreviated as “GDCA EV CPS” or “this CPS”). Please refer to Appendix 2 for
detailed revisions of this version.

This document is the Chinese-English bilingual edition of GDCA CPS, and GDCA should make sure
that there are no material differences between the Chinese and English version.

1.4. HFAIEESIZ 5% PKI Participants
1.4.1. B FIEARSHLH Certification Authorities

GDCA MR (P NRILME 724150 CRTIMERS & HINE) HE, K%
WL AT 265 = J7 T IAE AR S5 MU . GDCA Jlid 45 I i 52 503G 2 1) & 07 AR
EV £rriE i SRANEF UL AR 555 T BOi SO B FHAMEE 3N 2 5 24k

GDCA is a trusted third-party electronic authentication service authority established by law pursuant
to "Electronic Signature Law of the People's Republic of China" and "Measures for the
Administration of Electronic Certification Services". GDCA becomes a participant in electronic
authentication activities by issuing EV certificates and providing certificate verification service to the
parties who engage in electronic transactions.

1.4.2. MY Registration Authorities

ALK (Registration Authority, f&F8 RA) UK CA @M FE, il EV
WEHEE S, HHESIEL EV IEHHRiEE
GDCA fEN EV UEFH) CA i@ BN, BATHAE EV E RA, AT AATHOL RA.

Registration Authority (RA) establishes registration process, confirms the identities of EV certificate
applicants, and approves or rejects the request of EV certificate applicants on behalf of CA.

As a CA operator of EV certificate, GDCA serves as RA of EV certificate by itself, and no longer to
set up another RA.
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1.4.3. T J* Subscribers

TN AT, TR T NBUE A A, & GDCA MUk IE+: 1 fx
K

A CPS HIILIIT 7, IR &R . GDCA KX &RHMKIN EV iEH, A
A AR AR EV AES RS

In the application of electronic signature, subscribers also called electronic signers or certificate
holders are end users of the certificates issued by GDCA.

Subscribers who appear in this CPS refer to various organizations. GDCA only issues EV certificate
to various organizations, and don’t provide EV certificate service to natural person.

1.4.4. A F Relying Parties

GDCA HIUEFARK T 2454 T X GDCA $&4t Fi 7 I UERG 2 o il 725 44 A (5 4t it A
FA RGBSR ZEAT LUZ, WA BLAE GDCA H— MEFT 7.

Relying Parties are entities who engage in related electronic certification activities based on the
reliance of electronic signature provided by GDCA. This entity may, or may not be a certificate
subscriber.

1.4.5. HAhZ 5% Other Participants

HAhZ 532489 GDCA K HL 7 IETE S FR AR 55 1 HAth s 4k

Other participants are entities that provide related services in electronic authentication activities of
GDCA.

1.5. EFHRA Certificate Usage
1.5.1. EEHEBR A Appropriate Certificate Uses

GDCA K[ EV IE-BEZEM TSm0,

WA A CPS 25K 1) EV SSLAIEH:, W] FHSREGUEUEF rh AR IR 344 i) S 4, BLACHRAT
I FRE NN B35 fKEEA CPS 2K ) EV CodeSigning iE+, A RIGIFIEH
PR BRAFARD SR A7 R AT T B Sy . LR A IR G HiE & i GDCA 2K EV
UEFS, ¥RINZIE e & 5 BB SA R, JEH OG@d 71E 2 H TS & 6 %5
7
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EV certificate issued by GDCA is mainly used for identification.

EV SSL certificate issued according to this CPS can be used to verify the identity of domain name
indicated in certificate and the identities of legal authorities which hold the domain name above. EV
CodeSigning certificates issued according to this CPS can be used to verify the identity of software
code supplier or publisher indicated in the certificate. After verifying the issuer of EV certificate is
GDCA, it shows that the information contained in the certificate is true and effective, and has
passed the appropriate and reliable authentication procedure.

15.1.1. EV SSL R%-2.iE+H EV SSL Server Certificates

EV SSL 55 &3+ Fl T30 UETE 5 s bm UL A 0 48 AL 55 4 CEL IR I 344 1) B 03
PR 12 00 28 A 55 4 BCEL IR P34 VA AL S i . GDCA AR AEECAT EV SSL Ak
AR, EV SSL S5 aREHS APRBNIHA A, dnmgkisds . BURFEA S .

EV SSL server certificate is used for verifying the identity of server or domain name and
organization who owns this server or domain name. GDCA does not issue wildcard EV SSL server
certificate. The types of domain names in EV SSL server certificates are not restricted,
e.g. .com, .gov etc.

1.5.1.2. EV fi%%:4E+H EV CodeSigning Certificates

EV AR5 2544 UE 5 T3 R UE 5 T dn IR AR A S L5 B AT U5 1 B

EV CodeSigning certificate is used for verifying the identity of program provider or publisher
indicated in the certificate.

1.5.2. FR &1 BIEB M A Prohibited Certificate Uses

GDCA EV it T EidHE a4, AT AMTER T ARBH
TGRSR EE P R A, B T ESRB R &, ISR IERAE . MR LK &
TR e Rl e ok | 2 W W 2 ki e R PS R 0 s s LI 4 & T RS e X e
oy NG 3 B PR B

EV iE T8 (EPEAT AT I B KA A K 2 A S T A, A kT
AT R TS S BE AR L AR DO & A A, A5 000 e s s e R A P E
7K

In addition to the scope of the above provisions, GDCA EV certificate is not designed for, not
intended for, not authorized for control equipment in danger, or for the occasion where the failure is
required to avoid, such as operation of nuclear equipment, navigation or communication systems of
shuttles, control systems of air traffic or weapons, since these faults or failures may lead to death,

11
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personal injury or serious environmental damage.

EV certificate is prohibited to be used in the circumstances that in violation of national laws,
regulations or undermining national security, in addition, a certificate is prohibited to be used in
business that involves criminal activities, or in business forbidden by laws. Otherwise, legal
consequences caused by the above circumstances must be taken by the subscribers themselves.

1.6. SKEREH Policy Administration

GDCA ‘%4 HIEZ 1472 GDCA H-FINIEIR S BT SRS i i s s BN LK, BT el
HLHE CPS, FHAE N CPS St A 7 I B ) i v R )E WL

GDCA Security Policy Committee is the highest management authority responsible for review and
approval of policies of electronic certification services, as well as the highest decision organization
to perform inspection and supervision of the enforcement of CPS.

1.6.1. REESCRYEHE MM Organization Administering the Document

SRS SR B BEHLM Y GDCA % 4RI 2 Dl 2%, VRSB BN LA T Dol iT s A
B A CPS. GDCA % &ML i~ R H TAREEHEZ . ATEH L. B0, R
oty 2 AR ST L ST SR SR A G AR ALK

A Mg SO RS AR A AR 5555 H AR AT BUE BT 05T

GDCA Security Policy Committee is assigned as the document management authority responsible
for establishing, publishing and updating this CPS. The committee consists of the relevant
representatives with the right of decision-making from GDCA’'s management, administrative center,
marketing center, technology center, and customer service center, etc.

Consultation of this policy document to the external parties and other routine jobs are undertaken
by the administrative center.

1.6.2. EE & A Contact Person
1.6.2.1. IEPHEERE Certificate Problem Report

I 1) AR o SR P v SR At LR 5 e — 3258, HAE P i SR e i A
T B 5L -

® RHRfEZ: webtrustreport@gdca.com.cn; I,

® HHi: 95105813

Any certificate problem reports or certificate revocation requests shall be submitted through one of
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the following ways, and certificate revocation requests must be submitted in writing:
® E-mail to: webtrustreport@gdca.com.cn

® Call: 95105813

1.6.2.2. CPS a8 CPS Related Issues

R 2% CPS YA, . BEISE, #n] LAZ LR 7 g TR &R .

BRI GDCAATBUEEEL]

KRN £4t

WX gk https://www.gdca.com.cn/

H TR AA it : gdca@gdca.com.cn

BRARMAE: AR NESONIE 7R T S5 X tei 112 SRV E FboRE 30 14
3001 =

HEE i i%: 510030

LG5 A%: +86 20-83487228

L H5H5: +86 20-83486610
For any problems, suggestions, questions, etc., about this CPS, you could contact us as follows::
Contact Department: GDCA Administrative Department
Contact: Ms. Wang
Website: https://www.gdca.com.cn/
E-mail: gdca@gdca.com.cn

Address: Unit 3001, 30F, Pearl River International Building, No. 112 Yuehua Road, Yuexiu District,
Guangzhou City, Guangdong Province, the People’s Republic of China

Postal Code: 510030
Tel: +86 20-83487228

Fax: +86 20-83486610

1.6.3. WE CPS fF& K HIPLA Person Determining CPS Suitability for the

Policy

GDCA %KMK G2/ AW CPS HMsHil % 1 e BUBMLIY, 87 E ikt CPS, &
RIE CPS 155 S LA -
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As the highest organization for making CPS, GDCA Security Policy Committee is a decision-making
organization to ensure the CPS is in line with CP which is responsible for examination and approval
of the CPS.

1.6.4. CPS #t#EFERF CPS Approval Procedures

AWK CPS H GDCA 45 m& 23 i x40 41 CPS 4w B /INHT E SRS, CPS % 5 /7)s
H e G5 GDCA 4 SRME 2 i > di it e

This CPS is drafted by the team designated by GDCA Security Policy Committee. After the
completion of drafting, the CPS is submitted to GDCA Security Policy Committee for review.

1.6.5. CPS 1&1T CPS Revision

GDCA Kt CPS BEAT ™ kg A IZ ], I 2 &Rk & R ST R F HL .

GDCA R4 H K M BUREM . HRER . W55 K I HL LA & CAIRI Y 25 18 3%
(CA/Browser Forum) & Afi 4 fE 4 IEUE+i 45" (Guidelines for Extended Validation
Certificates) LA Baseline Requirements [ #7 23R K ISHMZIT A CPS, CPS %5 /NMHAR
FEAHCHITE DL E CPS METT 7N, R4 GDCA %A HRMETR Nl , K% i ot
J&, 1EZ/E GDCA B J5 Mk B R AT

A CPS ZH/DERRHFMAT K. WIRTAENSD, MEEMERAS . TR RAR ., 4
VGRICIDSEE ARSI

GDCA will implement strict version controls on this CPS, and such work will be arranged by the
GDCA Security Policy Committee.

This CPS will be updated in accordance with the change of national policies and regulations,
technical requirements, business development, as well as the latest requirements of the Guidelines
for Extended Validation Certificates and the Baseline Requirements published by the CA/Browser
Forum. The proposed suggestion of modification will be submitted by the team which is responsible
for writing this CPS based on relevant changes, then it would be reviewed by the GDCA Security
Policy Committee. After approved by the committee, GDCA will publish the CPS on the official
website.

This CPS is updated at least once every year. Even if no other changes are made to the contents of
this CPS, GDCA will increment the version humber and update the release date, effective date, and
the revision records of this CPS.
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1.7. X H4EE Definitions and Acronyms

1.7.1. ARiEE X —% R List of Term Definition

ARiE 7E

GDCA “ZA kI ZE R 4x | GDCA TAMIENRSAA 2 A 1) ¢ e S s 7 38 e B LA A CPS — £
PEYUE AL

HL AR &5 ML BTN, Bk, BUH KB BRI . iZAREEH
THR CAs K+ CAs.

FEM LA ALK (Registration Authority, RA) 4 5t AL BEAIE -5 H i
FANEBIT P IRSSE R, IRV ERSHI, H
B ZAIE T HE BTy R Sk, SR STRHIE T i
AT SRR AN R, KRB IS U PRk, AR BTN
TUE R 55 WU L v B8 3 40T 15 B8 5 25 1 R s

e 2B, HTRAHE S0 E.

S EE GRS FH 25 RIE 5 B HL UG AR SS AL (CAD Al R T 725 4,
L7 B SECHT A E R E 15 I TR Bk B R

HL AR 55 F ) FIRGE SN, 28k, B3 A A BEAE SR () — 1 X

W4 WA RGBT SRR .

SR RN G ERZME S, B P I BECAIE 15
W Y. ERETEL

H % 01 FBTHAZIUE SR B, JFHES RIS

g6 4 IR e 44 LI BRI 44 R 40 BT i T AR R 38 4

TELRUE TR A PR TELGUEPRT A P, TR 7 S R A B i e ko 1)
RE.

A H S IR B TR R s A R R, T TR
CSE N TEY RS TN i) /N2 D) | e L R TS 1 g o

N S ] AR LA SRR A A TF RS, AT AN
i, s S5EA NN I TE4a, &k
AT IS S S, DMESOHE ROV R 2 0 (5 BT
R

INEAFERE it — AR AE. NG AR M E SRR A%, H
T SLHUEE T AHFE A OE BRI AEaE. &k, FH
F AL FH BT 6E o

AHEAFIET P L AF . AR IE 5 DME AT 0 20AE )32 AT 82 FH 3P
HEE, NI RS T

B () T FFE 7R CPS HA1 8.3 TR ZER 1) H AR N BIEHE S04

Wi 77 WA HEAT ROIE P10 B SR N B Sk .

Al BB RAE T AR NBOEE SR, H 20T 7 P s A 4%k
AN PAYNCIRERE SN

ADRR7IN INE IR SR S 0E 15 Hil AT P 2Z 8N, e 7

HIH IR 53T,

15




I senrmsnnmnas

GDCA EV iEH HFIAIENL S (V2. 7 fiD

WebTrust

| CPA i K AHUIE MR 25 BRI ) WebTrust 35 H i BLAT e

Term

Definition

GDCA Security Policy
Committee

It is the highest management and monitor function for CPS and the
decision-making agency pursuant to CPS within the GDCA

certification services system.

Certification Authority

An organization that is responsible for the creation, issuance,
revocation, and management of certificates. The term applies equally
to both Roots CAs and Subordinate CAs.

Registration Authority

A Registration Authority (RA) is responsible for processing service
requests from certificate applicants and certificate subscribers, and
submitting them to the certification authority for the final certificate
applicant to establish registration process. RA is also responsible for
identifying and verifying certificate applicants, initiating or transferring
certificate revocation request, and approving certificate renewal or
re-key request on behalf of the certification authority.

Certificate

An electronic document that uses a digital signature to bind a public
key and an identity.

Certificate Revocation List

A regularly updated time-stamped list of revoked certificates that is
created and digitally signed by the CA that issued the certificates.

Certification Practice

Statement

One of several documents forming the governance framework in
which certificates are created, issued, managed, and used.

Domain Name

The label assigned to a node in the Domain Name System.

Entry Clerk Entry clerk is responsible for inputting the information submitted by the
applicant and help the user handle certificates application, revocation
and renewal procedures etc.

Reviewer The reviewer is responsible for checking the information of certificate

application and approving certificate issuance.

Fully Qualified Domain
Name

A Domain Name that includes the labels of all superior nodes in the
Internet Domain Name System.

Online Certificate Status

An online certificate-checking protocol that enables relying party

Protocol application software to determine the status of an identified certificate.

Private Key The key of a key pair that is kept secret by the holder of the key pair,
and that is used to create digital signatures and/or to decrypt
electronic records or files that were encrypted with the corresponding
public key.

Public Key The key of a key pair that may be publicly disclosed by the holder of

the corresponding private key and that is used by a relying party to
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verify digital signatures created with the holder's corresponding private
key and/or to encrypt messages so that they can be decrypted only
with the holder's corresponding private key.

Public Key Infrastructure

A set of hardware, software, people, procedures, rules, policies, and
obligations used to facilitate the trustworthy creation, issuance,
management, and use of certificates and keys based on public key

cryptography.

Publicly Trusted

Certificate

A certificate that is trusted by virtue of the fact that its corresponding
root certificate is distributed as a trust anchor in widely-available
application software.

Qualified Auditor

A natural person or legal entity that meets the requirements of section
8.3. of this CPS.

Relying Party

Any natural person or legal entity that relies on a valid certificate.

Subscriber

A natural person or legal entity to whom a certificate is issued and who
is legally bound by a subscriber agreement.

Subscriber Agreement

An agreement between the CA and the Applicant/Subscriber that
specifies the rights and responsibilities of the parties.

WebTrust The current version of CPA Canada’s WebTrust Program for
Certification Authorities
1.7.2. YEmgAE B H A L — ¥ List of Abbreviations and their Meaning
CA Certification/Certificate Authority B E AR 5 ML
CAA Certification Authority Authorization DAENUIRZRL
CP Certificate Policy TEB A
CPS Certification Practice Statement AT S5 3]
CRL Certificate Revocation List TEB RN 3
CSR Certificate Signing Request e
DBA Doing Business As ERIEA S
DNS Domain Name System 14 %%
EV Extended Validation I TE /8 BRI
(US Government) Federal Information Processing | 2wy BEHUE EAb
FIPS Standard
L
FQDN Fully Qualified Domain Name S A TR R IR 44
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Global Digital Cybersecurity Authority CO., LTD.

Bz AR I 0 A PR

GDCA
AT
gTLD Generic Top-Level Domain i TR 4
IANA Internet Assigned Numbers Authority LR S 4 B L
Internet  Corporation for Assigned Names and | & w5 42 5 15 4 2 43 i
ICANN | Numbers
B
1SO International Organization for Standardization B A, 441
KM Key Management B T
LDAP Lightweight Directory Access Protocol R H 15 N
LRA Local Registration Authority A HBE LA
OCSP Online Certificate Status Protocol TERIEF R AL
State Cryptography Administration Office of i 55 P25 A5 1
OSCCA | Security Commercial Code Administration of
China IMVAE
PIN Personal Identification Number A NG AR
PKCS Public KEY Cryptography Standards INFL B B A
PKI Public Key Infrastructure INEF LR
RA Registration Authority FEFHLAL
Request For Comments 75 SR VT I v (— o LI
RFC
W AR AE)
SSL Secure Sockets Layer Pl A
TLS Transport Layer Security ety Rz A

2. {8 B K4 515 5 & Publication and Repository Responsibilities

2.1.

GDCA 1§ B JFE Repositories

GDCA 15 B EE & — AN A TG B, EREVSIRAT . BUERED M S5UEPH RS
5 .GDCA 15 B N A AFEEATR T LLF N % : CP A1 CPS AT A1 SERAS IE 5. CRL
P, BRI E B GDCA TE L B KA 115 5. . GDCA ¥ M it KA B4 UE T . CPS
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BATHILE TR N, REARRIRIES CPS M RIEHEM —5. GDCA 55
P AT LA PHE:  https://www.gdca.com.cn 2], BiH1 GDCA B 45 & i 2@ o5 %
Rt

GDCA repositories are open to the public. It can store, retrieve certificates and their related
information. GDCA repository includes but is not limited to the following: current and historical CPs
and CPSs, certificates, CRLs, subscriber agreements and other information published by GDCA
when necesary. GDCA will release certificates, CP and CPS revisions and so on timely that must

remain consistent with the CPS, relevant laws and regulations. You can search at
https://www.gdca.com.cn or via any other communication methods specified by GDCA at any time.

2.2. {8 B KA Publication of Information

GDCA 75 J5 Mk https://www. gdca. com. cn K Aifs B, Z%MikZ GDCA k&
AFTEE B e B B BB R

GDCA i H M55 48 R AT P HE T A1 CRL, 11 /7 84K #6 /5 mT LA ik 17 7] GDCA
0y WA SREGIE 5 (045 ERRASIE 13 51 R, GDCA IRt PRREE WS, 1
FECRRAS 5 T S AT RIS

[FIE, GDCA K 2> M4 75 B R HUH A T B i B REAT 15 B AT .

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website

is the primary, most prompt and authoritative channel to publish all information about GDCA.

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain information
of certificates and CRLs through GDCA'’s official website. Meanwhile, subscriber or relying party
can check the current status of certificate instantly via OCSP service provided by GDCA.

Also, GDCA may also release any related information in other possible forms.

2.3.  RATHIEE)FIHZ Time or Frequency of Publication

GDCA TEIT FHE P4 R s 4y, @ B 57 Wk F 3 RE A CRL KA, KA
JEIA N 24 /hisE, - H. nextUpdate 7= Bt MBS H thisUpdate B 10 R EA s RS
BT, GDCA 1] LLEAT Y UE 151 CRL AT [A] . GDCA BF4F R AT — X L FIAIE
RS BRI CAE B SIE (ARL).

R LA P 2R B R AR TR R, 1 GDCA BT v, X h & A %A
B, R, IF B A B R R 1 .

GDCA releases automatically the latest certificates and CRLs on its official website and the CRLs
are issued every 24 hours and the value of the nextUpdate field is not more than ten days beyond
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the value of the thisUpdate field. In particular, GDCA can choose time to release the certificates and
CRL in case of an emergency. GDCA releases CRL of CA (ARL) every year.

GDCA can independently choose the time and frequency of releasing other information of
repository. The release is timely, efficient and consistent with the requirements of the laws.

2.4. {5 B RV =

Access Controls on Repositories

GDCA 15 B IE BAAXS I A TF R AT AR NARRENS BB, XTI LT S A 1%
Y T AN SEAEAT BR 1 o

GDCA @i M P Ryt g aieit 2 B Lk IA Ll RN 5
ZREATE B ERIE I, MIER. B2 KATERIE,

The information in GDCA repository is publicly available. Anybody can read the relevant information,
and there are no restrictions on the read-only access of such information.

With network security, secure system design and security policy, GDCA ensures that only
authorized employees can add, delete, modify and publish the repositories.

3. B iriR5 % 5] Identification and Authentication

3.1. 44 Naming
3.1.1. &AL Type of Names

GDCA %K) EV BUFAET AT & X.509 #rif, 2 BC4siE A & B Em 4, K
I X.500 iy 44 75 2o

EV SSL L34 BV ARSEE A4 TEA5 iy 44 ML AN R AL SR AE L I8 CP il 5 (A
CPS 1, JFHAFA CAMNIYE #%its (CA/Browser Forum) iEid www.cabforum.org & Afi
MITE RS LR B SR . EV SSL IEHA EV AURSSE 44 0E 45 (1B 55 44 06 450 &5 38 FH 44

(common name, CN=) W%, Zid Bk i I 44 Hh 87 2460, 5 45044 « AR PR 7~ S A bl |

DIRAJRERFRE Y i

X BV SSL IS5 AE-, A (R dmiaa 7S n 3 0 44 T e A 42 0 338
%y WBAVELE AN LA 3 4 A A
EV certificates issued by GDCA conform to X.509 standard and Distinguished Name of subject
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conforms to X.500 standard

Naming rules and requirements of EV SSL certificate and EV code signing certificate must be
stated in this CPS customized according to GDCA EV CP, and in line with Section 9 requirements of
Guidelines published by CA/ browser Forum at www.cabforum.org. Distinguished Name of EV SSL
certificate and EV CodeSigning certificate must contain common name (Common Name, CN=),
which shall be validated and contains domain name, organization e-mail address, organization
legal name, etc.

For EV SSL server certificate, all domain names are added as the Subject Alternative Name and a
primary domain name shall be used as the Common Name.

GDCA UE AU A UL (1) 2 A4 001 42 i 4% B0 4 °F

Ja &

EZ% (C) CN

‘(S UEF MU e By, B A

HIX (LD UE-PAWURE BT e, siE A

MLt (O) Global Digital Cybersecurity Authority Co., Ltd. &k

GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
PLEIERTT (OU) | GDCA FIREMCHE A IRZE L R AU XA [FL R AN T
WUAE NP URAE TS, BTEL GDCA HiEFirh i) A& AN A Y
MUK AR o

HHA4 (CND BRI CA 44

Naming rules of issuer’s DN in GDCA certificate are as follows:

Attribute Value

Country (C) CN

State (S) State of issuer (if included)
Local (L) Local of issuer (if included)

Organization (O) Global Digital Cybersecurity Authority CO.,LTD. or GUANG DONG
CERTIFICATE AUTHORITY CO.,LTD.

Organization  Unit | Certificate contains various issuers depend on subscriber types,
(oW applications and regions to issue the certificate.

Common Name | Name of CA

(CND
GDCA iEF51T 7 1 ZEARER 1) 44 Ay 2 0 a0

B (N

EHZxE (C CN
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A (S WP pHER G, B A
X (LD WS, B A
P (O XA RENRIRIT T, R HENU A K

U] (OW) | ATEAVE S LA T — A SN A

VP FTAERLA [ BARER T

LA R B 43 B 2R AL ) S

R (B | AT sl b, B

WA (CND | 34 (SSLTLS EF), Bibli4 (WIASRANHES), s hny
I A

Naming rules of Subject Distinguished Name in subscriber’s certificate of GDCA are as follows:

Attribute Value

Country (C) CN

State (S) State of subscriber (if included)
Local (L) Local of subscriber(if included)

Organization (O) | Organization where subscriber subordinates for certain one;

Organization Unit | One or more following options can be included:

ow , ,
OU of subscriber subordinates;
Any descriptions which describe identity or certificate type;
Email (E) Subscriber’s email address (if included)

Common Name | Domain name (SSL/TLS certificate), organization name (organization

(CN) certificate), or other identifiable names

EV Root ilE- %) 4 i 44 KU
JE 1k {H

[ (C) CN
MLt (0D GUANG DONG CERTIFICATE AUTHORITY CO., LTD.
WH4 (CND GDCA TrustAUTH R5 ROOT

Naming rules of Distinguished Name in EV Root certificate are as follows:

Attribute Value

Country (C) CN

Organization (O) | GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
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Common Name

(CND

GDCA TrustAUTH R5 ROOT

EV SSL CA IE 155151 44 i 44 K )

Je& T 1H

E%x (O CN

MLt (0D Global Digital Cybersecurity Authority Co., Ltd.
HWH% (CND GDCA TrustAUTH R4 EV SSL CA

Naming rules of Distinguished Name in EV SSL CA certificate are as follows:

Attribute

Value

Country (C)

CN

Organization (O)

Global Digital Cybersecurity Authority Co., Ltd.

Common  Name | GDCA TrustAUTH R4 EV SSL CA
(CND
EV CodeSigning CA Il 45 5 51| 4 i 42 K )
JE T {IE]
EZ%x (C) CN
Bl (O Global Digital Cybersecurity Authority Co., Ltd.
A% (CND GDCA TrustAUTH R4 EV CodeSigning CA

Naming rules of Distinguished Name in EV CodeSigning CA certificate are as follows:

Attribute

Value

Country (C)

CN

Organization (O)

Global Digital Cybersecurity Authority Co., Ltd.

Common Name

(CND

GDCA TrustAUTH R4 EV CodeSigning CA

3.1.2.

S 44 #R = AL I E SR Need for Names to be Meaningful

VP UEAS T 5 ) i 44 B BAT — 5 AR IR 3o T P IEAS A 35 i R AR A4 K,
o2 24 e 8% W A ff R IE A5 15 AU DAL Pl AR iR A P2 LA 554+ ELIR R 342 B A
AT B S, IF H AT DABAREUT IR0 LR A PR S A5 SR A S 2
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Names in certificates should have a significant meaning. Subject name should definite the identities
of certificate holders and server, domain name or software publisher. This name should be
identified by relying parties and meet the requirements of laws and regulations.

3.1.3. TR IE4 B4 Anonymity or Pseudonymity of Subscribers

A% CPS JsE, GDCA [T I AEREAT 7 Uk +5 F K I AN RE 1 T B 44 B D 44

Under this CPS, subscribers cannot apply for certificate with anonymity or pseudonymity.

3.1.4. B E L RN Rules for Interpreting Various Name

Forms

GDCA Z K I T E B T& X.509 V3 b, B4 sy X.500 triE. BiH4
() fir 44 L0 1 GDCA 5 .

A certificate issued by GDCA conforms to X.509 V3. The format of DN conforms to X.500, and
naming rules of DN are defined by GDCA.

3.15. LRI ME—#E Uniqueness of Names

#E GDCA fAHESPY, AT MIE S LT & AR, LA 1. {2
XA 77, GDCA T BUH S — (0 B £ 02 R RS . A3 oo
PUARRIRT PAFAERIR) 4 FRIT ARG 4 LS o o i MR 5
b .

DN of certificate must be unique for different subscribers in GDCA trust domain, and same DNs
cannot be allowed as subscriber’s subject name. GDCA can issue more than one certificates using
the unique DN for one subscriber. When DN is not unique to different subscribers, the first applicant
has the priority to use the DN, and the latter could add more additional information to distinguish
from others.

3.1.6. AR IRE]. %55/ Recognition, Authentication, and Role of

Trademarks

GDCA 25 WE S B AR ERL ) 44 A SR AR 44 o

Subject’s DN of certificate issued by GDCA does not contain any trademarks.
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3.2. #IEEHHIA Initial I1dentity Validation
3.2.1. iE B A R RIJ5  Method to Prove Possession of Private Key

UE - F 0 AIE B 7 5 BT B89 A A S ARG S O RAEH , IE B G 7 Y AL S AEIE 5 HA
HHEREEHTES (PKCSHI0). HEe 5 ZHIR IR Tk, 83 GDCA R
B T 20, B A VI EE S B (R 20 BE 1) S AH A A A SRR B ) PIN A ) 25

Applicants must prove that he/she holds the corresponding private key to the public key being
registered. You can use the ways of digital signature contained in certificate request messages
(PKCS#10) or other equivalent method to identify the secret keys, or some ways required by GDCA,
such as initial information (distributed key medium and its PIN code), etc. to prove that you holds
the relevant keys.

3.2.2. B B 45 % 7] Authentication of Organization Identity

GDCA XL #2 i BV TEF GRS, HUMFE HE UE IR 7 4% F s e A5
RSP FUEF PIE R MU BRI SIS B LS5 R A . A
28 I3 NA RS 3 UEA B0 B A R0 A BN DL R HUAAIE B SO

X HLAL) B 4 (1 25 0 B AR A% A5 A CATIIBE 4% i 3= ( CA/Browser Forum) il i
www.cabforum.org & fii f 45 8 B0 B R . F R, 240E A H O RS B bR AR 4

(internationalized domain names, IDNs) i}, GDCA X4 A5 A\ 1 5 4y k47 B0AIE LA
M BAFAE IDNs HIFRIFE R XM (homographic spoofing) 174 .

GDCA only provides EV certificate application service to institutional subscribers. When applying
for the EV certificate, it is required to submit digital certificate application form, original and copy of
organization validity, authorization letter of operation, original and copy of institute supervisor,
operator’s resident identity card, or other documents according to the types of certificate.

Authentication and review procedures of organization identity are in compliance with the
requirements of guideline published by CA/ browser Forum at www.cabforum.org. At the same time,
when there are internationalized domain names (IDNs) in the certificate application, GDCA will
verify the identity of the domain name holder to detect whether there exists homographic spoofing
behavior of IDNs.

3.2.2.1. % HE R Authentication requirements

EV IEB R R BUGHLR. b ffr, S, dha BRI SRAE, X
T HE N ZEAT DL S AN S8 T -
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1 IRKIEAFAE
2. AR HTE AR S EVEE M RINLIG PR — 2
3. R HIIEL I N IERIFHUAE AL

EV certificates are only provided to government agencies, enterprises, public institutions, social
organizations and other institutions. The following identification and verification of the applicant will
be conducted:

1. The legal identity of applicant is valid.
2. The name of the applicant is in accordance with the name of valid registration organization.

3. The representative of applicant must obtain the authorization from the institution.

3.2.2.2. YRI5 ¥ Authentication methods

1. WU SR aRIA
(1) RAEHZPACHHIE. TREN AR EUELAED . Ha B SICIE, Fhlk
B TS UE S A IR B ST
(2) @AW E =5 B AT AN AR FEAME B 555 R AR ACHIE R
e
(3) WAENUMZE bk B E I
(4) Bk S LR &R T
1. Organization identity confirmation
(1) Verify organization code certificate, business license (or normal license), social organization
registration certificate, public institution registration certificate and other relevant proof
documents.
(2) Verify the consistency of organization name, registration information and information submitted
by applicant by cross-checking third-party database, etc.
(3) Verify institution’s operation address or place.
(4) Verify phone number or other contacts info of institution.
2. UEBHIFRIP NS HIA
(1) WIELIPNSOIE. PREEEDN N B UEWI AR
(2) FUEERAT R ELAEIK BRI AR
() WUEL I N KA TP ERUE I S F
(4) s, BT SN AR TR, IR B3 5y S AL
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2. Certificate application handling person identity confirmation

(1) Confirming identity of representative of applicant, passport and other individual identity proof

information.

(2) Verify bank card and telephone bill, etc.

(3) Verify handling authorized proof document of representative.

(4) Confirm the identity and authorization of relevant personnel from telephone or email, etc.
3. WAL

XTI IR, BEIGIE A SEAAR IR T DL RS IR A R, 34 = B R AL,
GDCA R LA R 5005 AP K —Fh

(1) &

)

®)

) i@

(5) &

T 2 A4 IR 5 L AL BB AR 5 = 7 B P vh A B A A S
(R FE TP, W R 7 UK EBEN U, T USCRE P BE L A e 52
Bl A L0 A4 () B A A B A . 45 77 G Baseline Requirments
3.22.4.2 7,
[ 455 44 1k 3R N AR R R AT, S8 — B S BN LB A IR A ik 45 i “admin’,
“administrator’, ‘webmaster’, ‘hostmaster’ B ‘postmaster’ {E ARTZIN LA
5@, VARBUSAZ NREMIIAE, FUCRE A ZENUE BN el &, wiiA
A i A RE S A . 425 J7 UGB G Baseline Requirments 28 3.2.2.4.4 77,
EAL % FQDN (SEABREIRA) 1 URI (Gt—FIFARIRAF) MITEL M T Xt 4
7€ BE BTl a7 AL H 53 0 FQDN HSEFRZE AL . 255077
3% 75 Baseline Requirments % 3.2.2.4.6 1i.[1% /73 E. 1 2020 4£ 6 f 3 HiLhk
ARILEA, Rk GDCA A Fi A 1% 7721
SN 14 7E DNS CNAME., TXT 8 CAA ic 3% H 14T = (L 517 SR 4 i
HIAAAER AR FR IS A FQDN (584 IR e 1844 ) 13z . 2555) )7 U4 Baseline
Requirments & 3.2.2.4.7 1.
RLAA TS SRAE BREATE LT A SO A A b (B, AT SR A BBE L
EAHILT T BGZ S i R, IFOAIE KRBT B HTTP 2xx IR
SRR, AN FE XS FQDN HYSERRZHIAL . 12455075 :UEAE Baseline
Requirments 5 3.2.2.4.18 5.

DAEERF, GDCA I8 75 BUR B e oy () i A i i,  DARIAZIR A AT @A, G SR 2
K B N AU, % H AR X P R .
GDCA AN IP Hitik K2 N #44 #7258 & EV SSLAIE 15,

3. Domain validation
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For the purpose of domain name validation, entities to be validated may also be the applicant's
parent company, subsidiary company, or affiliate. GDCA may use one of the following ways for the
validation of domain names:

® Obtain the e-mail address of the domain name owner listed by the domain name registrar or
other authoritative third party database, and contact the owner by sending a Random Value via
email, and then receiving a confirming response utilizing the Random Value to confirm its
ownership and control of the domain name. This way of validation conforms to section
3.2.2.4.2 of the Baseline Requirements.

® Sending an constructed email to domain contact to confirm the ownership and control of the
domain name, by sending an email including a Random Value to one or more addresses
created by using 'admin’, 'administrator’, 'webmaster','hostmaster’, or 'postmaster' as the local
part, followed by the at-sign ("@"), followed by an authorized Domain Name, and receiving a
confirming response utilizing the Random Value. This way of validation conforms to section
3.2.2.4.4 of the Baseline Requirements.

® By making a change to the agreed-upon information found on an online Web page identified
by a uniform resource identifier containing the FQDN, to confirm the applicant’'s practical
control over the FQDN. This way of validation conforms to section 3.2.2.4.6 of the Baseline
Requirements. [This method is no longer used because it is deprecated as of 3 June 2020].

® By confirming the presence of a Random Value or Request Token in a DNS CNAME, TXT, or
CAA record to confirm the applicant’s practical control over the FQDN. This way of validation
conforms to section 3.2.2.4.7 of the Baseline Requirements.

® Confirming the applicant's control over the FQDN by verifying that the Request Token or
Random Value is contained in the contents of a file (such as a Request Token, Random
Number that does not appear in the request used to retrieve the file and receipt of a successful
HTTP 2xx status code response from the request). This way of validation conforms to section
3.2.2.4.18 of the Baseline Requirements.

If necessary, GDCA may also perform the independent investigation to confirm the ownership of the
domain name. The subscriber shall not refuse the requirements when corresponding assistance is
needed from GDCA.

GDCA does not issue EV SSL certificate containing an IP address or an internal name.
4.  HEFEHLIEIE
A UE TS R A A ML, 3 I I R A T S A
(1) GDCA Al Hs A A& B 2 EE SR Z M A8 F P iR R BAE — 2 (KR TRl Y
[ S A5
(2) GDCAWLEZEEPEE, HEATHAZIAIN, SEREE R
4.  Confirmation of e-mail address

In case the subject of the certificate contains an e-mail address, the email address can be
confirmed via sending e-mail:
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(1) GDCA sends the check information to e-mail account address and requires the user of this
account to reply an e-mail according to these information within a certain period.

(2) After receiving the e-mail, GDCA will check the validity of it and finish the authentication
process.

5. MU RL AL FRIIE
O L DBA B MEA4FR, GDCA Rl LA R 77 s it 2 /b —Fh DAL s
FRIE AT BUE 1% DBA B Mk A4 7K -
(1) FIEE PTERE X BRI SR L R AT e FR IS & SE BOL . AFAEB0A T SR,
55 IZBUF UG E
(2) AT HERIHRE RV s
(3) SHMITEELILI DBA A4 FKE LA AR FIBUF L4 38
(4) BT SERESCAF AR R AF 5
(5) Wi, HATXIK R, 5 HRXIKE, BUFEARIBR, Al GDCA AN
A EE A eAIETT 3K
5. Verification of DBA/Tradename

If the subject identity information is to include a DBA or tradename, GDCA verifies that the
applicants have right to use the DBA/tradename using at least one of the following:

(1) Documentation provided by, or communication with, a government agency in the jurisdiction of
the applicant’s legal creation, existence, or recognition;

(2) Areliable data source;

(3) Communication with a government agency responsible for the management of such DBAs or
tradenames;

(4) An attestation letter accompanied by documentary support; or

(5) A utility bill, bank statement, credit card statement, government - issued tax document, or other
form of identification that GDCA determines to be reliable.

3.2.3. MA B4 K% 5] Authentication of Individual Identity

EV IEH AN NI,

EV certificate is not applicable to individuals.

3.2.4. WA IATE 3T 45 B Non-Verified Subscriber Information

EV E-FH prA 68 #9317 (5 B AR AT AL -
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All subscribers’ information in EV certificate must be verified.

3.2.5. AN Validation of Authority

BHUIIT P IR I P NI PBAEFE 551, GDCA #EAT 40 T Kk -
1 EREE =07 SR I IR 55 BOECHE o . BURF A AT 1R R SRR T SR A LA A
£
2. EI TR, AR IREE L R B AR A ) A DT SORIIE N R T IR LAY
L HARRAT AL IR AL
GDCA Fe¥F HIEH R E ML DN AR FIEIES 25 FiEH U462 1 T BLgAT
UEF RIS N, U GDCA A AEZARE N A LAMAEfTIES HFIER. 7RIk
FIHIEH DA S HIE RS, GDCA N [A] i & H (I H O AN RAIE

The following verification shall be conducted while the representative of organization subscriber
applying for certificate:

1. Confirming the organization from third-party identity verification service or database,
documents issued by government.

2. Using telephone, postal letter with return receipt, employment proof document or any
equivalent way to confirm that the person belongs to above organization and his/her behavior is
authorized by these organization.

GDCA allows an applicant to specify individuals to request certificates. If an applicant specifies, in

writing, the individuals who may request a certificate, then GDCA does not accept any certificate

requests that are outside this specification. GDCA provides an applicant with a list of its authorized

certificate requesters upon the applicant’s verified written request.

3.2.6. H#/E#EN] Criteria for Interoperation

ST AR B FUGER S, ATLLS GDCA HEAT H#:ME, {H2% 8 FUAERS:
HUFIIY) CPS W2l & GDCA CP #3K, I H 5 GDCA % E AH R H

GDCA ¥HRIE VML IN A, $5%23F GDCA HIKIENMERNEER, AR
R RLFRIAIE TS o

AR E SOEHE IO A B, GDCA H4/™ 4% T AT .

BEHAI, GDCA RZRALMIAEXAEF

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS

30



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA EV -‘LIE:FE %%-U\-L[E—\J_k%%mm\u (V2. 7 )]-[&)

are in compliance with the requirements from GDCA CP and sign related agreement with GDCA.

GDCA accepts the information authenticated by other CAs and issue corresponding certificates
based on the agreement.

If there are provisions of national laws and regulations regarding interoperations of issuing
certificate, GDCA will perform strictly according to relevant legislations.

To date, GDCA has not issued any cross certificates.

3.2.7. 35 R IR I ERA M Data Source Accuracy

FEREAE TR ARIRAE A AR R R ] Z HT . GDCA X iZ R 1 rl A 1k v
B R D3 B e PEREAT DAL, IF BB LT AR
P A5 B I EERR s
ELSYSEE Tk
HAa e, SRR H 1
B X 23 AR R AT A B RT g T A2
Dy 3 BB AR PO M T
A PP R AR e SR 3R A 1) 8l S (e TR AN I IE 528 AT 130 H
U] GDCA RI A Fl i HudfE e S

o > W DR

Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its
evaluation:

1. The age of the information provided,

2. The frequency of updates to the information source,
3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and
5. The relative difficulty in falsifying or altering the data.

GDCA may use the documents and data to verify certificate information, provided that it obtained
the data or document no more than thirteen months prior to issuing the certificate.

2020 47 10 H 1 Hitd, 7EMEHFEAS ST SIS LU 2 EV SSLEHA X 1%
IGUFESRZ AT, GDCA HifRAAUELA CPS &35 2.1 ik ) GDCA 15 B, AFFH
% EV SSL IE-+5 s A% 56 1iF BT A FH (1 S5 44 88 Te R LR B e U

SAREACHE WAL I AE B AT i 7 DU N2
® EWSINE B LA A R SR B O AR LR (BN RR ., BRI R K
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® U N & W v 4 % W 1 : “ subject:jurisdictionLocalityName ” ( OID:
1.3.6.1.4.1.311.60.2.1.1 > , “ subject:jurisdictionStateOrProvinceName ” ( OID:
1.3.6.1.4.1.311.60.212 > , K “ subject:jursidictionCountryName ” ( OID:
1.3.6.1.4.1.311.60.2.1.3), i FHl SR G ic AL Hh A B RAIETORT, B 7R 24
AL LG IE FH % X

® Y[R SR G AU ASE A PR 2 PR A% QBB N, D) 506K 55 33 W 5 P 4
2 kg A EE %

o BITLF, ZIERMNEIEIN., B & smkR, 07— AT A TE H

Effective as of 1 October 2020, GDCA shall ensure that, prior to the use of an Incorporating Agency
or Registration Agency to fulfill the verification requirements for EV SSL certificates, the
Incorporating Agency or Registration Agency data sources used for EV SSL Certificates will be
publicly disclosed in the repository describer in section 2.1 of this CPS.

This Agency Information shall include at least the following:

® Sufficient information to unambiguously identify the Incorporating Agency or Registration
Agency (such as a name, jurisdiction, and website); and,

® The accepted value or values for each of the ‘subject:jurisdictionLocalityName' (OID:
1.3.6.1.4.1.311.60.2.1.1), ‘subject:jurisdictionStateOrProvinceName’ (OID:
1.3.6.1.4.1.311.60.2.1.2), and ‘subject:jursidictionCountryName’ (OID: 1.3.6.1.4.1.311.60.2.1.3)
fields, when a certificate is issued using information from that Incorporating Agency or
Registration Agency, indicating the jurisdiction(s) that the Agency is appropriate for; and,

® The acceptable form or syntax of Registration Numbers used by the Incorporating Agency or
Registration Agency, if the CA restricts such Numbers to an acceptable form or syntax; and,

® A revision history that includes a unique version number and date of publication for any
additions, modifications, and/or removals from this list.

3.3. FHEHIERBRFRES XS] Identification and Authentication

for Rekey Requests

FEVT PR BT, 1T T EERARH UL 5 LUORAFUE 548 F 2 . GDCA — i
BRI P AE A E s P T I s S, ARAE SR

Prior to the expiration of an existing subscriber's certificate, it is necessary for the subscriber to
obtain a new certificate to maintain continuity of certificate usage. In general, GDCA requires
subscriber to generate the new key pair to replace the old one, which is called re-key.
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3.3.1. HIHEHNEIRNRRESXR Identification and Authentication for

Routine Rekey

X HERUEOL T R PR, £ EV R RIYET, 117 N EFZ IR CPS 5 3.2 K
TAE AR HINA T R LE SR ACUEFS H g .

In general, subscriber should submit certificate request for re-key according to CPS section 3.2
about method to prove possession of private key before the expiration of EV certificate.

WS T 3 A S R N ) SO BRAE TETR R, AL, T B
SRR, 25U A P LS BT I K SO B s s, thti& sk, GDCA
R A TUE

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or
data. Therefore, the subscriber should make sure the encrypted documents or data have been
decrypted before they apply for the secret key's updating. GDCA shall not assume any
responsibility incurred by failure of decryption by the renewal of the secret key.

3.3.2. WA G BRSNS XS] Identification and Authentication for

Rekey After Revocation

EV UL J5 AN REREAT S B T

Re-key/renewal after revocation of EV certificate is not permitted.
34, BEERBIRIREX5] Identification and Authentication for
Revocation Request
2 GDCA BFEMAAE A CPS 4.9.1.1 Frik B i 75 RS 1T 7 Ik By, A BUKE
FUAHUET, XFHMEOTCAAT SR, QAT P SR IE TS, %A CPS 5 3.2

TR BEAT B35 o

GDCA or RA can revoke a certificate based on reasons stated in section 4.9.1.1 of this CPS without
authentication. Subscriber who requests to revoke a certificate will follow CPS section 3.2.
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3.5. FTAURSHHKIIRIRAES] Identification and Authentication

for Authorized Service Organization

GDCA HATHHAE EV IEH ) RA, A 51T RA,

GDCA will serve as RA by itself, rather than will assign another RA.

4, iF 4 o B B A/E E R Certificate Life Cycle Operational

Requirements

4.1. {EFHE Certificate Application
4.1.1. TFH HiES24E& Who Can Submit a Certificate Application

RS F I SRR B IR N B A SN (BFEAT B Sl sh . Ao
(LIPNEHEf )

Entities of certificate request are organizations with independent legal person qualification (such as
administrative organizations, institutions, social organizations, people's organizations and other
organizations).

4.1.2. S R 5 $4E Enrollment Process and Responsibilities

EV IEFVEMHRIE R & CAMN 5 #8187 (CA/Browser Forum)ifiid www.cabforum.org
RATHIFR R K

HE RIS T P . EV CP JR CPS UM 21 E IR I, el 2 Hrbr ok
FAF GG AU, SO REAR AR S 25

HIE# SR GDCA i3 EV R HE R SAHRLE] SO, BAT A ED S g #
C& Tz BR .

WP A 5T4E R GDCA #HEECst, SeBEANUER 10IE - HiE S BRI TR

GDCA AT F R AEIIE TS FHE (S B 5 B 0 UE B BORI — SO A & AR, RIS 2K
ERH L A% 9T Ao

EV certificate registration operation complies with requirements of guidelines published by CA/
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browser Forum at www.cabforum.org.

Applicant should learn about subscriber’s agreement, provisions agreed in EV CP and this CPS
and other files in advance. Especially, applicant should focus on related content about the
certificate applicable scope, rights, obligations and warranties.

Applicant should submit an EV certificate application form and corresponding documents to GDCA.
All of above mean that applicant has learned and accepted the contents.

The subscriber has the responsibility to provide real, complete and accurate certificate application
information and data for GDCA.

GDCA shall ensure the consistency between certificate application information and identification
which subscribers provided and bear corresponding responsibilities of review.

4.2. P HIELTE Certificate Application Processing

4.2.1. R B 5 % 5 Th g8 Performing Identification and Authentication

Functions

2 GDCA SV EMIMEEZ BT P HIER HiE 5, NM4%4% CPS 3.2.2. 3.23. 3.24
e 3.25 WESR, XAT AT S0 iE o 5 500

GDCA il g F R M HIE M BHE , MRAERIESS ROE 2 . TE401% i B
SR HEHE AT IAT R, . GDCA 18 ACBAE S i AR, B3t A7 24T BORfi AR+
5 RS IR0 RS E SRR, JREEBRR 4 I i .

FEAEFSRE R AT, #7 GDCA MG CPS 3.2 8 i UF AT BB BE B SO A I 8] AN
i 134 H Hizfs BAR KA, N GDCA AT FZ 308 5GE BA SO, sl B i fs
o

After GDCA and its registration agencies receive the subscriber’s certificate application, they should
perform identity recognition and verification of identification over the subscriber according to the
requirements of CPS 3.2.2, 3.2.3, 3.2.4 and 3.2.5.

After verifying the application materials submitted by applicants, GDCA will accept or reject this
application or require the applicant to submit supplemental related materials according to the
verification result.

In the process of the certificates application, GDCA will take effective measures to ensure that the
certificate information is in line with correct application information, and the certificate is issued to
the right applicant.

GDCA may use the documents and data provided in section 3.2 to verify certificate information,
provided that it obtained the data or document from a source specified under section 3.2 no more
than thirteen months prior to issuing the certificate, and provided that no changes occurred to the

35



Il semrannaemes

TooR GDCA EV iEH HFIAIENL S (V2. 7 fiD

documents and data within such time period.

4.2.2. 5 B 3E fit fE A 3E 48 Approval or Rejection of Certificate

Applications

ek 4.2.1 WA SERMPATE, IR RSN ESR, WALy GDCA B2t
HEZIEFS1E K, HEE RISy GDCA K] EV IEHIT /7 75 W MR LR IE S A .

N SRIE AR A A B, B0 GDCA A 1% il B A = KUK, GDCA
NAEZE1ZHE, GDCA MR S Ak . B s B SGHR . 5T M4 2 555 1Y
BUR U RS =5 AT A 5, BB AT RE TP R 015 2, B0 GDCA Z Al
TRt I 255 4 1 B EL A VR B Y 3 BB R 1T 38 468 DU 535 SR B (0 IE 5, L A
EV EFm K IS ASIZR, FERZIUED RGNS EIizsIRE L. Mok p il
IS N, GDCA # BRI HIE,

After completing the execution of identification and authentication in Section 4.2.1, if the user meets
related requirements, it means that GDCA has approved this certificate request. Applicant becomes
a subscriber of GDCA EV certificate. Otherwise, GDCA shall reject the certificate application.

If application is prohibited clearly by laws and regulations, or GDCA considers that there is highly
risk to approve the application, GDCA shall reject it. GDCA establishes and maintains a list of high
risk EV certificate applicants according to the list provided by anti-phishing alliance, antivirus
vendor or related alliance, government agencies which are responsible for network security affairs
and other third party, or the disclosure of information through public media reports, or previously
rejected certificate requests by GDCA due to suspected phishing or other fraudulent usage or
concerns. GDCA will query information from the list during accepting certificate application. If the
applicants appear in this list, GDCA will reject their application directly.

ORI EV IR, W@ MIIRIESIER T UER, — BEAIUERHA AL
FEFIFR Y, GDCA A BUHE ZAIE+ BCR BUE AL H BEAT R AL 2

XFFVEEEE M [ SBUGFERTT AT BT B B B 45 L R b 35 3h
HERIHESIHINE, GDCA AEEEA NHLEK EV iETh. Bbhh, WRAES g R
N RS2 BNEANERL . B K B3 7 BUR A SR, GDCA Al T2 # LS 51 EV
EP RS E
For the EV certificates which had been issued, GDCA will also review them regularly according to

the list described above. Once the holder of the certificate is found in the list, GDCA gets the right to
revoke the certificate or take appropriate mechanisms for careful handling.

For the authorities which laws and regulations, national government departments, industry
supervision department or local government clearly prohibit from engaging in commercial activities
or other public activities, GDCA gets the right to refuse to issue EV certificate to them. In addition, if
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relevant personnel of certificate application suffers from the relevant restrictive of laws and
regulations, state or local government, GDCA can refuse to their EV certificate application process.

42.2.1. WEFS RS AL #E Approval of Certificate Applications

GDCA JEMHUAE A Eh 58 i 745 Bl BT e /5 BB A 2D BT R A IE 1 K e
GDCA i id %47 1E CIE A5 R AL HEIE S 1

WERAFE TR A, EMHBLFE (RA) R ASEHETESS HHF -

1 ZHIEEEW LA CPS 3.2 KT1T /7 B R AN BB AE »

2. HITEE R ECE BOH SOMT P R N AT EK

3. HUEH Dt IUE SO TN 9

After GDCA’s registration authority completes verification steps for the certificate application
successfully and submits a certificate request, if GDCA issues official certificates, which means
GDCA approves certificate application.

RA will approve the certificate requests, if the following conditions are met:

1. The application shall completely meet the requirements from CPS 3.2 regarding the subscriber's
identification information and authentication.

2. Applicant accepts or has no opposition regarding the content or requirements of the subscriber's
agreement.

3. Applicant has paid already in accordance with the provisions.

4.2.2.2. IEFH B ITE4E Rejection of Certificate Applications

R KA T AT, GDCA R HiiE

ZHIE AT G A CPS 3.2 K1 7 G HIbR TR S «

HEE A BETRBLIT 5 Z 0 S i IE WA R

HIE & SO BB ANBERE AT P MU A R N MK

HAV & VAT B AN BE 42 FEL E SIS AR IR 2%

HiEHIE &7 ICANN (The Internet Corporation for Assigned Names and

Numbers) 2 & #1387 gTLD (TRZd 4 );

6. GDCA BCEIEMBUAANHEHEIZ IR 26 GDCA i KRGl EHA L Bl
k.

o > w poE

GDCA refuses the certificate application in case of the following situations:

1. The application does not meet the specifications of subscriber’s identification and
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authentication in CPS 3.2.
2. The applicant can’t provide the required identity documents.

3. The applicant objects or can’'t accept the relevant content or requirements of the
subscriber's agreement.

4. The applicant has not paid or is not able to pay the appropriate fees.

5. The requested certificates contain a new gTLD under consideration by ICANN (The
Internet Corporation for Assigned Names and Numbers).

6. GDCA or RA considers that the approval of the application will bring the dispute, legal
disputes or losses to GDCA.

XFFARLERUE TS F i, GDCA I8 AT HI 5 E 15 H i R

For the rejected certificate application request, GDCA will notify the applicant about the failure of
application.

4.2.3. KFEE B iE RIS ] Time to Process Certificate Applications

GDCA N 7EAH 1 BARR P 58 BRIE 15 H 1 Ab 3

GDCA should finish processing certification applications in a reasonable period.

4.2.4. INENLHZAL (CAA)  Certification Authority Authorization (CAA)

XtF- GDCA A& Fi /& CAIN 2% 1837 EV Guidelines. Baseline Requirements 23k
(R~ FEAT {5 () SSLITLS GE4S, GDCA AR AEAS 3 s 449 R i (1 4E—> dNSName
i CAA LA A, JF IR B HI4R R

GDCA ¥ RFC6844 (Z:ihir3E 5065 211 HIME AL “issue”. “issuewild” K

“jodef” HIEIEFRZS: % “issue”. “issuewild” Fp%Ed A& “gdca.com.cn”, Nl GDCA
ARSI RIE S # CAA LT HIL “iodef” 4545, M| GDCA 5 HIEH I f5 e
se i NHMURES

GDCA L4 CAA Lk BRI O AT B KAE P 2 AF: 1) £ GDCA K]
FERH VO W) CAA LSRRG 2) B2 —KE &4 CAA Id%: 3) WA (e
XIRAAFAESR 7] ICNNA HRIX 5] DNSSEC ik .

For the publicly trusted SSL/TLS certificates issued by GDCA and conform to the EV Guidelines
and Baseline Requirements of the CA/Browser Forum, GDCA checks the CAA records and follows
the processing instructions found for each dNSName in the subjectAltName extension of the
certificate to be issued.

GDCA processes "issue", "issuewild", and “iodef” property tags according to RFC6844 as amended
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by Errata 5065: GDCA will not issue corresponding certificates if the "issue", "issuewild"property
tags do not contain“gdca.com.cn”. In case the property tag “iodef”’ is present in the CAA records,
GDCA will determine whether or not to issue certificates after communicating with the applicant.

GDCA treats a record lookup failure as permission to issue certificates if: 1) the failure is outside the
GDCA's infrastructure; 2) the lookup has been retried at least once; and 3) the domain's zone does
not have a DNSSEC validation chain to the ICANN root.

4.3. FRZK Certificate Issuance

4.3.1. B AERRS VLM (CA) BI4TR CA Actions

R CA HIIEP2E % tH GDCA BT Al 5 N S TR T A AT BRI CA $ATIE
R ERAE.

CA W AEUE BB AL HE 5 AR IR RAUEFS . CA N HITE N AR BRI AE K IE 5 45 T
FCAEAUE S B h B HE 5 B . B RIEBIIRIERT & CA/N 43 i83in (CA/Browser
Forum) @it www.cabforum.org KA 46 RS 12 HB5 ER

A trusted person authorized by GDCA deliberately issues a direct command with respect to
certificate issuance by the root CA, in order for the root CAto perform a certificate signing operation.

The certificate will be generated and issued if the application is approved by CA. The contents of
these certificates are based on the approved information on the certificate application. The
operations of certificate issuance are in compliance with requirements of Section 12 guidelines
published by CA/Browser Forum at www.cabforum.org.

43.2. CA BHIIT PIEPKZR Notifications to Subscriber of Issuing the

Certificate

GDCA MAEPZER RGLKIEH G, K@ FEH ek, FEmil P gtar el
SRIFUE BRI, B Xt Mg e, simd e 517 P 24wy 0
VT P A FRAE S .

GDCA will notify subscriber after issuing certificate. Subscriber can get the certificate via face- face,
online download, or other methods agreed in advance with applicants.
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4.4. EFEER Certificate Acceptance
4.4.1. T R EEZAEH 4T 8 Conduct Constituting Certificate Acceptance

1 TP BATUIR 1T/ GDCA EH: A 55 Wt REAE A+ R 8 AR5 T 8 5g R RIARERAT 4%
% TR,

2. GDCA EMAHUELEIT T HIRVE T, BT TEAETS, JHCIEfdd mier oy ks
AT, RMRERAT 2 TETS.

3. W RAUEAS B UE A A A AT R I

1. Subscribers access to specialized GDCA certificate service website, then download certificate
to the certificate carrier, that means subscriber totally accepted the certificate after it has been
downloaded.

2. When RA of GDCA downloads the certificate on behalf of subscriber, the downloaded
certificate will be kept in digital certificate carrier. Once the subscribers accept the certificate
carrier, the subscribers accept the certificate.

3. Subscribers fail to oppose or conduct the operation of objection over the certificates or the
content of certificates.

4.4.2. B FAE ARG AL SHIET B & A Publication of the Certificate by the

CA

W HESZAE S J5 » GDCA 1E 24 /N AREZAT FHIEF KA 3] GDCA 1 H 3R 55 R 5t
[F]iT, GDCA #R#E Google ) CT ZEmg (https://github.com/chromium/ct-policy), ¥#i]
I 5 B RAE 20 =A CT k548

GDCA KM F MH RS A AR AT RAUESS o 25 58 I EHE B2 K AT 2]
T H RS, RE N, T H s RS A B8 B B[R B H RS &
BT PRI AR

After a subscriber receives a certificate, GDCA issues the subscriber certificate to the GDCA
directory service system within 24 hours. As per the Google CT policy
(https://github.com/chromium/ct-policy), GDCA embeds in the SSL/TLS certificates the signature
data from at least three CT servers recognized by Google.

GDCA uses the main and subordinate directory server architecture to distribute issued certificates.
Issued data are directly released to the main directory server, and then through the master-slave
mapping, the main directory server data automatically synchronized to the subordinate directory
server for subscriber and relying party to query and download.
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4.4.3. B\ R AR 45 WL M) %) 3L Ath S2 44 38 45 Notification of Certificate

Issuance by the CA to Other Entities

GDCA Hg AKS HAt SEAR AT I8 1 o FAl SEARTT LB M H sk 55 4% h & i) 2] GDCA
DR MRS

GDCA and RA will not notice to other entities. Other entities can obtain GDCA's issued certificates
by querying the directory server.

45, FHEXNFUEHEER Key Pair and Certificate Usage

45.1. TP RFRARERREH Subscriber Private Key and Certificate

Usage

WPTESRAE TUEF G2 7 GDCA Fi KIER G, ¥ ACE FZiETY
GDCA. KT FHIBRIR LS 4K T 32 BBl 1, BOREUA B it 2235
RAZ FLAIE T3 5% 7 ) FA B 18 S R 2 A (A

VP RLORG FCRL R G R BN, 9 B A A I A S e . A
ARHEAT AR

X EV ARIBREZAUEFS, AAELE—MIEFX R 2 AT R

S EV SSLAEAS, 1T/ BT RIS ARAE S AEUE T h 80 H 1 32 1531 4 6F I (1 IR 45
AR
After the subscribers have submitted certificate application and received certificates issued by
GDCA, they are deemed to have agreed to comply with the terms of GDCA, relying party related

rights and obligations. The subscriber who receives the certificate shall properly take appropriate
measures to keep the corresponding private key to the certificate from unauthorized use.

Subscriber shall protect his/her private key from unauthorized use, and do not use expired or
revoked certificates. In addition, the private key should not be archived.

For EV CodeSigning certificates, a certificate certificate cannot match multi-software at the same
time.

For the EV SSL certificates, the subscribers should undertake an obligation and warranty to install
the certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.
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45.2. AT AHMIERFfEA Relying Party Public Key and Certificate

Usage

AT I E B A WE R )R, A AT LT #A R
1 RIGHC 220 N IE S R A5 AR
2. WRINZAE A S B HUE P /2 Ol T (B AR FIIET
3. H A CRL B OCSP HfiiAi% 2544 % MK IEAS & 15 H I 5
4. R ARG F T LA A4
5. fEHIEH B AR,
6. tEUEHIARI.
PLESSARANT 2T, KRBT SRR A A E .
RS 5 ROEINE AR B B2 T, S I X (IR AR PRATE 2 7 (RN #HIE
A5, SRJE A IR R A BRGSO . MR ORI s 5% RIS B e AR s
BRTT
When the relying party has received the message with digital signature, the party has the obligation
to carry out the following operations to confirm:
1. Obtain digital signature’s corresponding certificate and trust chain.
2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.

3. Confirm whether the signature corresponding certificate has been revoked by querying the
CRL or OCSP.

4. Certificate usage is suitable for the corresponding signature.

5. Use certificate’s public key to verify the signature.

6. Check the validity of the certificates.

If the above conditions are not met, relying party has the responsibility to refuse to sign information.

When the relying party needs to send an encrypted message to the receiving party, the party must
first obtain the encryption certificate of receiving party through proper channels, and then encrypt
the information using public key of the certificate. The relying party should send the encryption
certificate and encrypted information to receiving party.
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4.6. IEFHEH Certificate Renewal

4.6.1. EREH R Circumstances for Certificate Renewal

GDCA HFRAL EV IEBHH RS

GDCA does not provide EV certificate renewal service.

4.6.2. HRIEHE B 24k Who May Request Renewal

AEH

Not applicable.

4.6.3. B EHERAIAEH Processing Certificate Renewal Requests

AEH

Not applicable.

4.6.4. R BEBE T P BFE % Notification of New Certificate Issuance

to Subscriber

AEH .

Not applicable.

4.6.5. My 2 JiE H 4T 8 Conduct Constituting Acceptance of a

Renewal Certificate

AEH

Not applicable.

4.6.6. B FIANE AR & YL A X BEFriE 5 & A8 Publication of the Renewal

Certificate by the CA

A&
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Not applicable.

4.6.7. B A E AR 55 ML A X Ho At S 4R 138 45 Notification of Certificate

Issuance by the CA to Other Entities

AEH .

Not applicable.

4.7. EPBHEHEF Certificate Rekey
4.7.1. IEBEHEH R Circumstances for Certificate Rekey

GDCA HJEP 3 P HFr B EANR T DL R -

1 IEHBEIH,

2. FETHR. BURZ &K, GDCA ZRIUE % EH .
GDCA certificate Re-key including but not limited to the following circumstances:
1. The certificate expires.

2. GDCA requires certificate key update based on the security reasons of technology and policy.

472.  ERIEPBFHEFK LM Who May Request Certification of a New

Public Key

SR F3 3 8 SRR RO S 3T P

The entity who requests re-key is the certificate subscriber.

4.7.3. EBHEHEE T ER KA Processing Certificate Rekeying Requests

W

18 CPS 58 3.3 15 HIH & XHIE 5% 80 58 8 14T FH P S 4 S I AR 7
CPS % 4.3 Fi L E X IE BT K

W

&
AR

Authentication and identification of subscriber identity are done for re-key according to CPS section
3.3.

Certificates are issued according to CPS section 4.3.
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4.7.4. R BEBE AT P B384 Notification of New Certificate Issuance

to Subscriber

[A] A< CPS % 4.3.2 5.

See CPS section 4.3.2.

4.7.5. T R B HEHRI4T A Conduct Constituting Acceptance of a

Rekeyed Certificate

[F] 4~ CPS %f 4.4.1 i,

See CPS section 4.4.1.

4.7.6. AR AR S HLH X 35 49 58 ik H i1 & A Publication of the Rekeyed

Certificate by the CA

[F] 4~ CPS %% 4.4.2 i,

See CPS section 4.4.2.

4.7.7. B T AR AR 55 WL M) %) 3L Atk S2 44 38 45 Notification of Certificate

Issuance by the CA to Other Entities

[A]4 CPS % 4.4.3 717,

See CPS section 4.4.3.

4.8. iFFHZFE Certificate Modification

GDCA At EV IEHAZ RS, Wk P & MG B A A I M A CPS
5 4.9 WIIRUE MBS IZIET, TP RAZHEA CPS 4.1, 4.2, 4.3, 4.4 1MHUE EHTHE
B RAEAS o
GDCA does not provide EV certificates modification service. A certificate in which the information

has been changed should be revoked according to CPS section 4.9. Subscriber should re-apply the
certificate according to CPS section 4.1, CPS section 4.2, CPS section 4.3, and CPS section 4.4,
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4.8.1. IE AT 5 Circumstances for Certificate Modification

AEHT

Not applicable.

4.8.2. W RIEFZRFE K524k Who May Request Certificate Modification

AEH .

Not applicable.

4.8.3. EPZFIFERAIAEIE Processing Certificate Modification Requests

ANE

Not applicable.

4.8.4. R BEBE T P B8 % Notification of New Certificate Issuance

to Subscriber

AEH .

Not applicable.

4.8.5. MR EZ A EIE R KA Conduct Constituting Acceptance of

Modified Certificate

AEH

Not applicable.

4.8.6. HFINERS PN B EIEF K KA Publication of the Modified

Certificate by the CA

AEH

Not applicable.
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4.8.7. B\ R AR 45 WL M) %) 3L Ath S2 44 38 45 Notification of Certificate

Issuance by the CA to Other Entities

AEH

Not applicable.

4.9. EHESMER

Certificate Revocation and Suspension

E PR ARESERNEERS CAN A ILIE (CA/Browser Forum) i i
www.cabforum.org KATHIFER 13 #AIEK.

The operations of Certificate revocation and status query are in compliance with requirements of
Section 13 guidelines published by CA/Browser Forum at www.cabforum.org.

49.1. TE BB RIE R

Circumstances for Revocation

49.1.1. ITPEE#EEE KRR Reasons for Revoking a Subscriber Certificate

A HILLL BB — P Z i, GDCA WAZITE 24 /N2 YRS IE 15 -

Lo 3T A TR 2008 SRR IE 1

PN GDCA SR IIE Fil SR A B AL A BEE ] 25 AT

GDCA K15 T b4, ik BS5UEH A0 AT~ AVEHIE ) 1 it

GDCA 3543 T EHE, UEBAXHIE T3+ FQDN B IP bbb [y 45 44 352 A sicd il B IR IEAS

A A o

LT —FE B, CA RITE 24 /NI IS IETS, HALZITE 5 R

PR IE A

1. EPBARFESF 4 Baseline Requirements £ 6.1.5 5 M5 6.1.6 1i;

2. GDCA %45 1 uk-4538 2% H (1 UuE 4

3. GDCA KRBT b 7T i CP/ICPS Hif)—Iial £ Wi E K 57 4F:

4. GDCA 37 1 AR Y] FQDN HIfE A FRBREHVE Al (i, Fykbe st R 04
R T AT AR A IR T, A N R N IR VR AT B R 55 b

A w0 DN
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10.

11.
12.

2ol B R B S A4 )

GDCA 3R il F FFUE 4 F T 4500 B R g 1k 1R 9 14804

GDCA BRI T & 15 B B E KA 5

GDCA 3K RiIE 5 %5 & R REFF & Baseline Requirements %3k , 5 GDCA ] CP B CPS;
GDCA VAT AT Bl 15 & H BRAEE 5 Hh 5 B 9 RS R

GDCA f{#f: Baseline Requirements 25 & EF AL J1 R R, BUpES B 261k, Bk
H ks 4E4" CRLIOCSP {5 B

CPS RS I JEAT B IR BUZ AW B I RS . BRI E . THENLEGEAE R, 2
L AR B eV R R s BURAT N s e A AN R R O Hoe il A5
S EL U 7

GDCA CABATHAM LS55, T AREM NS 2

CA B tH I T Al 3T P AV R SR IE I 73k, ISR T7 i aTAR S A 8% 5 i
THEASME (FlEn Debian §5%%H, U.: http://wiki.debian.org/SSLkeys), EifE{E
BAROUESE, 1F B AR AR IR VR BRI

GDCA shall revoke a certificate within 24 hours if one or more of the following occurs:

1.

2.

The subscriber requests in writing that GDCA revoke the certificate;

The subscriber notifies GDCA that the original certificate request was not authorized and does
not retroactively grant authorization;

GDCA obtains evidence that the subscriber's private key corresponding to the public key in the
certificate suffered a key compromise; or

GDCA obtains evidence that the validation of domain authorization or control for any
Fully-Qualified Domain Name or IP address in the certificate should not be relied upon.

GDCA should revoke a certificate within 24 hours and must revoke a certificate within 5 days if one

or more of the following occurs:

1.

2.

The certificate no longer complies with the Baseline Requirements section 6.1.5 and 6.1.6;
GDCA obtains evidence that the certificate was misused;

GDCA is made aware that a subscriber has violated one or more of its material obligations
under the subscriber agreement and CP/CPS;

GDCA is made aware of any circumstance indicating that use of a fully-qualified domain name
in the certificate is no longer legally permitted (e.g. a court or arbitrator has revoked a domain
name registrant’s right to use the domain name, a relevant licensing or services agreement
between the domain name registrant and the applicant has terminated, or the domain name
registrant has failed to renew the domain name);

GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
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10.

11.

12.

4.9.

misleading subordinate fully-qualified domain name;
GDCA is made aware of a material change in the information contained in the certificate;

GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or GDCA's CP or CPS;

GDCA determines or is made aware that any of the information appearing in the certificate is
inaccurate;

GDCA's right to issue certificates under the Baseline Requirements expires or is revoked or
terminated, unless it has made arrangements to continue maintaining the CRL/OCSP
repository;

The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as
natural disasters, computer or communications failures, changes of laws and regulations,
government actions or other causes beyond the reasonable control, causing threats to the
information of others; or

Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
subscribers to pay;

GDCA is made aware of a demonstrated or proven method that exposes the subscriber's
private key to compromise, methods have been developed that can easily calculate it based
on the public key (such as a Debian weak key, see http://wiki.debian.org/SSLkeys), or if there
is clear evidence that the specific method used to generate the private key was flawed.

1.2. H CAEHHI#ESE IR A Reasons for Revoking a Subordinate CA Certificate

FHHBLLL BB — R £, GDCA Ut 7 K2 WIS 2% CAEH:

GDCA 313 Vb4, UEW SUEB AR MK g CA RHER) 7%, SAHME
Baseline Requirements %% 6.1.5 %5 A2 %5 6.1.6 17 AUAH ISR,

GDCA 345 1 k4538 2] i FH I UES

GDCA RBIFH % K A BERT & Baseline Requirements %3k, kb2 CA K54
CP/CPS;

GDCA W AEATH IAE 2 CA UEH T BME BEAER . AR SLE A = S,
GDCA Hi MR RIF 1L, HARS 75 CA B CLER AL A A 55 5
GDCA 14 Baseline Requirements %5 & iE T3 AT k3%, B A BB 241k, BRaE
Hgk4:4E4 CRLIOCSP 15 &/ »

GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1.

GDCA obtains evidence that the subordinate CA’s private key corresponding to the public key
in the certificate suffered a key compromise or no longer complies with Baseline Requirements
of Sections 6.1.5 and 6.1.6;
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2. GDCA obtains evidence that the certificate was misused;

3. GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or that subordinate CA has not complied with the GDCA CP or CPS;

4. GDCA determines that any of the information appearing in the subordinate CA certificate is
inaccurate, unreal or misleading;

5. GDCA ceases operations for any reason and has not made arrangements for another CA to
provide revocation support for the certificate;

6. GDCA's right to issue certificates under Baseline Requirements expires or is revoked or
terminated, unless GDCA has made arrangements to continue maintaining the CRL/OCSP
Repository.

4.9.2. & SRAE B34 324k Who Can Request Revocation

TERIE AU SR T 7. GDCAL 2 mliENU B FEN T B4k, T
SRS BERS, B BEALAG SO A I 5 =07 v] DUSR A IR 1] Rk 45, 750 GDCA A
G SEAEEE G R
The subscribers, RA, GDCA, or judicial officials authorized by judicial institutions can initiate
revocation. Additionally, relying parties, application software suppliers, anti-virus organizations and

other third parties may submit certificate problem reports informing GDCA of reasonable grounds to
revoke the certificates.

4.9.3. A5 K FI%LFE Procedure for Revocation Request

4.93.1. TP XSRS HE The subscriber actively proposed to revocation

application

1. AT/ 1F) GDCA $F2AZHAEH H il KA S ik WIARL, [R50 B R S AL

GDCA A CPS % 3.4 11 (& BEATUE S A 1 3K A9 255315

GDCA 7E42 BB 5 K 5 19 2 A TAE H N 76 BGIE P

GDCA 58 AU Ja B i e e A BINIE PSR 1)K 5

GDCA i@ HLih . WRAFEEE 273, I AT R F AR KA i 2
GDCA 24t 7*24 /NI (FIES 408 FR B I 55, 177l AR J5 3R TR A -
E-mail: webtrustreport@gdca.com.cn

5 519: 95105813

o g &~ w Db

=

Subscriber submits application form of revocation and documents of identity confirmation to
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GDCA. Meanwhile, subscriber should provide reasons of revocation.
2. GDCA makes authentication of certificate revocation request according to CPS section 3.4.

3. GDCA completes certificate revocation within 2 working days after receiving revocation
request.

4. After the completeness of revocation, GDCA releases it to CRL promptly.

5. GDCA notifies to subscriber that the certificate was revoked and the revoked reason by
appropriate means, such as telephone, mail, and etc.

6. GDCA offers 24x7 certificate revocation requests service, and subscribers may request the
revocation of a certificate through the following ways:

® E-mail to: webtrustreport@gdca.com.cn

® Call: 95105813

4.9.3.2. T P HREESIE S The subscriber is forced to revoke the certificate

1. 4 GDCA A 74 ¥ i #fifE H LA CPS 4 4.9.1.1 F5h (I LI, 4iZ0id GDCA %
LTS 23 By S A S )5 v] R AT 5

2. {f GDCAEV Root iF-FE; EV H1Z¢ CA EF5 AN () FARH H B 22 4 KU I, 22 [ %
FL P DE AR S5 5 3 It S T B AT P s

3. TEUETHAEN S, GDCA BiE ML & M7, BRI, g, @RRA
VPIE P R R i B . AR BRIRESIT PR, (R EEMIIE LR, GDCA
Kot AR RO IE o S D 3l R AT 2 5

4. GDCA $4t 724 /N 1) EV 4IE45 o] /R 15 AL BALAR o

GDCA can revoke subscriber’s certificate with the occurrence of circumstances described in CPS
section 4.9.1.1 after the approval of GDCA Security Policy Committee.

GDCA can revoke the certificate with the occurrence of security risk for private key of GDCA EV
Root certificate or EV Subordinate CA certificate after the approval of state’s electronic authenticate
service administrative department.

After the certificate revocation, GDCA or RA will use appropriate ways, including mail, phone, fax to
notify the final subscriber that the certificate has been revoked and the reason why to be revoked. If
GDCA can’t contact subscriber, in case of need, GDCA will notice the revoked and suspended
certificates on the website.

For EV certificate, GDCA provides 7*24 hours problem reports and handling procedures.
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4.9.3.3. B FINEAR S ML A S E i 3%Y Revocation of electronic certification

service organization certificate

GDCA HR¥EA CPS 131 € € 72 B HEHE 15 .

Revocation will be determined according to this CPS.

4.9.4. ] AN 2 AL EHLH] Processing Mechanism of Problems and Reports

VT NEAEE 508 L RABH H 30 SR AT A AR B il FH IS, RESZ B 5 %0 GDCA,
RIAHE 24 /Mo GDCA FEFERIT i Ja NAE 24 /NN, X B8 3632 4k 15 IR
FHREAT M R E S 75 U SR BICHAE 24 AT S AL BN LA o

GDCA &AL frFE 724 /NS EV UL 7 i 75 AN 52 BRI LA, ALARTIT 7 KA
T P A Bt 2 7 Al 28 =5 R IIIE A5 T BEAFAE e L RA B L BB PRE LE B o UE 1S
W B S BV IR RS, s A BN IE 24T i, ¥nTE GDCA #
Aty B R . A 7 R

® E-mail: webtrustreport@gdca.com.cn

® Hif5id:. 95105813

When corresponding private key of subscriber certificate has occurred suspected leakage, broken
or abuse, subscriber should immediately notify GDCA no longer than 24 hours. After receiving the
report from subscribers, GDCA should make investigation for the certificate which has been
reported and decide whether to revoke it or take other appropriate action processing mechanism
within 24 hours.

GDCA establishes and maintains reports 7*24 hour problem report and acceptance mechanism for
EV certification, any subscriber, relying party, application software provider or other third-party who
find a certificate with fraud, leakage or suspected leakage of private key, abuse and other problems
can report or complaint to GDCA. The ways to report are as follows:

® E-mail to: webtrustreport@gdca.com.cn

® Call: 95105813

GDCA W EHR 5 J5, 15 24 /NP XHZ TS 1) iR i 9 283 AT I 2, 36 LU AR
YR E A TR R IE £ -

(D RS P

(2) LI R B R

(3) I B A BRI S

(4) R %F EV CP/CPS LT F Bl S S5 AH SR YE R 155 i,
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(5)  BUTVEENEMAIIENE .

GDCA will investigate the reported problems of certain certificates within 24 hours of receipt, and
will decide whether or not to revoke the certificates based on the following criteria:

(1) The nature of the alleged problem;
(2) The number and frequency of certain certificate problem reports received,;
(3) The entity making the reports or complaints;

(4) Subscribers’ compliance with the EV CP/CPS, the Subscriber Agreement, and other
relevant specifications;

(5) Compliance with existing laws and regulations.

4.95. HEETE R % PR3 Revocation Request Grace Period

D SR L I A A T e R S T, SRR SR AL I L AT i 5 8
/INEE LA S b o A SRR SR AT AR SR R AR B R AR 48 /NI AL HY

If key exposure occurs or suspected occurs, revocation request must be submitted in finding
leakage or leakage suspicion within 8 hours after key exposure or suspected exposure is found.
Revocation requirements caused by other reasons must be made within 48 hours.

4.9.6. B A TE AR S H b BEAAS 35 SK B BR. Time Within Which CA Must

Process the Revocation Request

GDCA AbPRFESE R 1 JE A 24 /N

The cycle of GDCA processes revocation request is 24 hours.

49.7.  HKBUTREIE-FRGERER

Revocation Checking Requirements for Relying Parties

GDCA $E /e LR BB IRAS A, Ml 7 nT7E GDCA 1Mt it 47 25 .

GDCA provides online query on revocation status. The relying party can query on the GDCA
website

4.9.8. CRL &RAi#iZE CRL Issuance Frequency

XFFAT kS, GDCA ) CRL & AR A Mg 24 /i, H. nextUpdate BB AN
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thisUpdate fE1) 10 XEL E.

XF g CAIEF, GDCA (1) CRL &AM 12 M. WA %% CA IEHS,
GDCA 7Ef{4H 5 24 /Nt 22 PN SEHT CRL, H. nextUpdate Bt i{E AN#EE H thisUpdate {5 1)
12 AU E,

CRL 25 RAIMFFTA CAN Y 2818375 (CA/Browser Forum)ifid www.cabforum.org %
IITETE 2 13 F o I EK .

For the subscriber certificates, GDCA updates and publishes certificate revocation list (CRL) every

24 hours, and the value of the nextUpdate field is not more than ten days beyond the value of the
thisUpdate field.

For the subordinate CA certificates, GDCA updates and publishes certificate revocation list (CRL)
every 12 months. In case the subordinate CA certificates are revoked, GDCA updates and
publishes the certificate revocation list (CRL) within 24 hours after the revocation, and and the
value of the nextUpdate field is not more than twelve months beyond the value of the thisUpdate
field.

CRL Issuance frequency meets requirements of Section 13 guidelines published by CA/Browser
Forum at www.cabforum.org.

4.9.9. CRL KA\ KB 3 J5 i 8] Maximum Latency for CRLs

GDCA 1] CRL & Ai e K Ji B 18] R AT B BH 2 G Y 24 /NEF Y .

Maximum latency for GDCA's CRLs is 24 hours after release cycle.

4910, HELRIZSEH K AH M Online Revocation/Status Checking

Availability

GDCA [ F 511 7 K 48t 77 S A 7E 26 iE RS E W IR % . OCSP i B2 45 &
RFC6960 [MZEK, Jf H# OCSP 45 #8454 . OCSP R4S &8 M 1 5 IE/E B R A I IE
FmE—4 CA &K, OCSP k45 & ik 4 & — > RFC6960 & )3y
id-pkix-ocsp-nocheck f1#™ fE 37 .

GDCA supports OCSP responses for subscribers and the relying parties. The OCSP responses
conform to RFC6960, and signed by an OCSP Responder whose certificate is signed by the CA
that issued the Certificate whose revocation status is being checked. The OCSP signing certificates
contain an extension of type id-pkix-ocsp-nocheck, as defined by RFC6960.
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49.11. FELRESEWESR Online Revocation Checking Requirements

PR LA E TR T ), GDCA BA 1 B ATAT AR .

GDCA $2it Get Al Post PiFH 77y OCSP & ifi 55 -

ST FEFS, GDCA F/b UK 5 H OCSP {5 .. OCSP Ml b ff) KA B4 10
Ko XTOEMES IR+, LEPEEH OCSP.

X1 CA LY, GDCA %4k 12 4> BHr OCSP {5 5. i+ 4% CA IE+H
f, 75 24 /A BEET OCSP {5 S

XHFARZE RN IPIREEHIER, GDCA AR[E “good” KA .
Users may feel free to inquire status online. GDCA does not impose any access limits.
GDCA offers the OCSP service using both the Get and Post methods.

For subscriber certificates, GDCA updates the OCSP information at least every four days.OCSP
responses from this service have a maximum expiration time of ten days. For the revoked
certificates, OCSP status will be updated immediately.

For subordinate CA certificates, GDCA updates the OCSP information at least every twelve months,
and within 24 hours after revoking a subordinate CA certificate.

GDCA does not respond with a "good" status for the request for status of a certificate that has not
been issued.

49.12. HEME BRHEHAMEATER Other Forms of Revocation Advertisements

Available

GDCA AR5 B Hodth & A T X
Currently GDCA does not provide other forms of announcement about the revoked certificates.

4913, HHH E W P E R Special Requirements related to Key

Compromise

FRA CPS R 4.9.1 WRIEITE AL, 41T 7 BB LR IR 2% 4H O 48 % Bl
I REC R, U 1] GDCA $ HHE T g K . Rk CA HIEH] (R CA L
g CA FEYD) ZAWE SCE EERIE , NAZAE A BR8] A & 2075 20 il
KT P AT o

Except for the case described in CPS section 4.9.1, when certificate key of subscriber or RA or may
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have been certificate revocation request must be made to GDCA immediately. If security of CA's
key (root CA or sub-CA key) is damaged or suspected damaged, GDCA should notify subscriber
and relying party timely in reasonable time and appropriate way.

UEFIT T AAME S =07 TR AR A CPS (13 1.6.2.1 BH I R T, £X i GDCA
SR R MRS M A HIRAETS, ) GDCA & HiE-Bas A 2 ks, s aifd
ML I 2 — UE M R B % X . ) FA B
> IR ER I ALEHAE A4 CSR, FRAEE H A TN “Proof of Key Compromise

for GDCA”; &k
> BRI ER R

GDCA A {75 75 4% B 5 19 Jin HAth 3iF B FABH i 82 1 7772

Non-subscriber third parties may report a key compromise of an unexpired, unrevoked GDCA
certificate according to the contact information described in section 1.6.2.1, using one of the
following methods to prove possession/control of the private key associated with a certificate.

»  Submission of a CSR signed by the compromised private key with the Common Name “Proof
of Key Compromise for GDCA”; or

»  Providing the private key itself.

GDCA may allow additional, alternative methods that do not appear in this section at its own
discretion.

4914, EPHEFEAERE Circumstances for Suspension

ANEH

Not applicable.

49.15. ERIEPHEREISLAE Who Can Request Suspension

AEH

Not applicable.

49.16. HEIFERFITHFE Procedure for Suspension Request

AEHT .

Not applicable.
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49.17. #=HEAIFRFRS] Limits on Suspension Period

AEHT

Not applicable.

4.10. EFIRA RS Certificate Status Services

410.1.  BAEHFME Operational Characteristics

T AT LG#EE CRL. LDAP. OCSP #EH#NE RS, Bk 75 sURIE R A IR S5 B 1%
X B UV SR AT TR M) 2 N ) R b P g

X TR IETS, GDCA FEIUE 2B AT AR HAE CRL H A 1Id % . GDCA
ANHER CRL ARSI AE A IEH I 10 %

GDCA Mgk OCSP i 45 %8 1 i 10 %

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate status
services described above should have reasonable response time and concurrency process
capability for query request.

For the revoked certificates, GDCA does not remove their revocation records from CRL prior to
expiration of such certificates. GDCA does not remove the revocation records of code signing
certificates from the CRL.

GDCA does not remove the revocation records in the OCSP responder.

410.2. PRSI AME Service Availability

GDCA &t 7*24 /N HIEAIRAS AW AR S5, FLU R (A AN IS 10 2. BIFERIZE FE
VRIS R, 3T 7 BE 08 SE SRAE AR S B AR %

UE RS MRS ] RS CA/W IR 4% 18 42 ( CA/Browser Forum ) i i
www.cabforum.org KATIFER 25 13 Fir 2K

GDCA provides 7X24 Certificate Status query Services, and the response time is of ten seconds or
less. If the network is permitted, the subscriber can timely obtain certificate status query Services.

The availability of certificate status service meets requirements of Section 13 guidelines published
by CA/Browser Forum at www.cabforum.org.
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4.10.3.  WIRHFE Operational Features

UEASIRZS A A AT e 25 5 OO0 T 7 A GDCA $i5 7€ (19 CRL Hitht, @i H il 55
ARA A RS, EWIE T E CRL BIAM, HATUERIRES A .

Other optional service of certificate status for subscriber is using CRL address which is specified by
GDCA. The subscriber can query and download CRL to query certificate status locally through
guery system provided by the directory server.

4.11. ITTEE5E End of Subscription

SRS LU S L

1 R RIS BT BEAT ST

2. RS BUHIHT B -

— B PR A ROR A 2108 H GDCA [iE A IEARS, GDCA TEfitiE L2k
ERJE, REse AT P ESES, JFE IR CRL AAT SIS HBEAT A Ali; GDCA THE4H
KA UE TS A BV R AR I 5 IR 1T WA 25 3R e HOAIE 5 R LT - B dE AT AR

The following conditions shall be deemed that the user terminated to use the certificate services
provided by GDCA:

1. The certificate is not updated after expiration.
2. The certificate is revoked before expiration.

Once the user terminates the use of GDCA certificate authentication services within the certificate
validity period, GDCA will revoke the certificate in real time after approves on his or her request for
termination, and release in accordance with the CRL distribution strategy. GDCA will record the
process of revoking certificates in details and archive the certificates whose subscription is over and
the corresponding subscriber's data regularly.

4.12. BHLE 5 E Key Escrow and Recovery

4121, HBHEESKERRESITN Key Escrow and Recovery Policy and

Practices
GDCA NMHHEEALAT EV UE T P A, FSb ARt %8 = R %S

GDCA does not escrow the private key of subscriber’s EV certificate and not provide key recovery
services.
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412.2. SEEHAMBESKRERERAIITHN Session Key Encapsulation and

Recovery Policy and Practices

AEH

Not applicable.
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5. INIENL M i . B FABEEEH Facilityy, Management, and

Operational Controls

5.1.

5.1.1.

YIEFEH] Physical Controls

Hh s B 5@ Site Location and Construction

GDCA (¥ S ANHL S e A% IR B b e St -

© © N o g M w DM =

e =
A

GB/T 25056-2018 ({5 R Z A IEFIAIE R A [ HAR G2 B HAMIE)
GM/T0054-2018 {5 & R G %5 i B FH HE ALK

GB50174 (HIF{5E RGHLS5 BT HE)

SJ/T10796-1996  (iHSLHLAL G5 TG shHuAR AR %44 )

GB2887-2011 (it SA Lzl FHLYE )

GB30003  {HL--iHSHLAL b5 it T A2 S S )

GB50222  (EI A A AE BBy KTE)

GB50116 (kK H Bk E R4 B it #ve)

GB50057  (EI by /R Beit L)

GB5054 (i H A R BT AIYE )

. GBA19  CRERIENXSE =S e )

SJ/IT10796-2001  (ITSEMLHL DS IS B HbR B AR 264D

GB/T 25056-2018 “Information security techniques- Specifications of cryptograph and th
e related security technology for certificate authentication system”.

GM/T0054-2018 “General Requirements for Information System Cryptography
Application”.

GB50174 “Code for design of electronic information System Room”.
SJ/T10796-1996 “Specification for raised floor of computer room”.

GB2887-2011 “Specification for computer field”

GB30003 “Construction and acceptance test code for electronic computer room”.
GB50222 “CCode for Fire Prevention in Design of Interior Decoration of Buildings”.
GB50116 “Code for design of automatic fire alarm system”

GB50057 “Design code for protection of Structures against lightning”
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10. GB5054 “Code for design of low voltage electrical installations”
11. GB/J19 “Code for design Of heating ventilation and air conditioning”

12. SJ/T10796-2001 “Specification for raised floor of computer rooms”
GDCA Bl Ar - Ll i pg il X P L B, e — Wk S i s i), B Biig. Bik. B

K. BiEEDRE, AN @EAX R AN CORER, GDCA HLHL 5% IhEE
BMNRZOX . IRGX . BHX ., IEX . AKX AKX, RELERAUN G A
HENFZRL X 35

The data center of GDCA is an independent building which located in Shishan Town, Nanhai District,
Foshan City, Guangdong Province. The basic protection of GDCA's data center include:
shock-proof, fire-proof, water-proof, lighting-proof, etc., and with only one entrance and a single
road. According to the functions, GDCA data center divided into core area, service area,
management area, operation area, and public area. Only the personnel officially authorized by
GDCA could access the restricted areas.

5.1.1.1. AFEX IR, Public Area

AFEXAFTEALD . R, REZE, HEFBAEE RGN ZE RS

Public area includes the entrance, lobby, security room and etc., deployed with various supporting
facilities and monitoring devices.

5.1.1.2. #1EX Operation Area

B RABRIEAN G BN A AR, 75 ZE[R N 18 AW R 3R B AR A E 4 T A
BEN, NGBk AR IXCEA HEIC T NZZTTAG, BT s A IR Y e 0 52 75 97 4

Operation area is a working place for RA operators and administrators. Anyone who wants to enter
the operation area needs to use two-factor authentication. Every access behavior to the operation
area has been well recorded. From this level of areas, all the walls are strengthened by high
strength protective wall.

5.1.1.3. B [X Management Area

EHIX 25 RA BHEBHIG, CAEH, k. HilEhla, MEEMR, sl
B, s RAM CAEHOL, Wit ML 224 R TAEX, R ARvrE B IXCHUE & B
AHEN, PR B G R OO 3R B A IEA ] A

Management area is a working area for RA and CA administrators, auditors and network security
officers, installed with the RA management console, CA consoles of management, issue, and audit,
and consoles of network management and monitor. Only authorized and specified administrators
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have the rights to access this area. Enter this area requires two administrators to use two-factor
authentication.

5.1.1.4. R4 X Service Area

RS X FE 223 M LDAP RS 75, OCSP k%575 . RA FMHIRSS S4tik 4, R A
AR5 DX E TN e N, T S AN T 0 ) s A I SOLERT 2% B A IE A AT BAIEN o

Service area is installed with LDAP servers, OCSP servers, RA register servers and other related
devices. Only authorized and specified administrators have the rights to access this area. Entering
this area requires two administrators to use two-factor authentication.

5.1.1.5. %L X Core Area

Bob IR, I B ORI 5 1], 3523 CA 4 IR%58. CA MR
PEMRZ 85, KM ST BS540 I IR S SRR L, 1 S0 VPR X ML F B
TN, T EL 7 95 AN R 5 RIS T OUE 2 A T LAE . S5 ARt 2
B, ISR,

Core area, a shielding zone with high strength steel security doors, is mainly installed with CA
signature servers, CA database servers, KM key management servers, timestamp servers and
other core devices. Only authorized and specified administrators have the rights to access this area.
Entering this area requires two administrators to use two-factor authentication. The password ark
for storing confidential information is also placed in the core area.

5.1.2. YIE ] Physical Access

GDCA WL WA 9 BT 2B T I TEE R G 1 MBI AR E S, X T14E R i
TSR, SERFERE AR BURE, I TIEE R G EAR . 2 R G RE LI BRG]
WRL AT ENIRE . TAEN SET A SR R B SR 804 aek, JF Hit
HY T [ THRAT I (B SR AR SGAE B AR, R85 X S A% 0 X 75 22 93 A B 0% ) s P
R R AR SUE R AT ABEN, HL5 AR SN B AR, B A X450
SKHHATRERAR, R RO

B U7 14 I A U0 R J LA T3 T -

a) [1ERG: R TTEET . TR N G768 M B0 IR R Bi4h & 1 2 B 4L

A RERE Y, B8 TN I R SR ANE R
b) #RERG: HKAEAEMAREEA . FEETFBRRIFT. K RIAS T4 5 5 1
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DLHERN AR AR E R GE. IRE RS TE HaR B E .

0 WMIERG: SITENYIHEARERGISEHRICH FBIRERS, N22a
DXIAERAE DRIEAT 724 /DI AR R . T B R 2R 6 N,
LAt 2.

In the data center of GDCA, it has 9 doors installed with electronic access systems and one
physical intrusion alarm. The electronic access systems are monitored, with real-time access
records to set permissions of access, and can set an alarm when the doors are opened over time.
The staff is required to use the identity card and fingerprint to open every door, and each access
behavior has been recorded with time-stamp and related notice. Enter the service area and core
area, two administrators need to use ID cards and fingerprint identification at the same time before
entering the room. According to daily working specification, the specific personnel will archive the
access records on a monthly basis, and retained for one year at least.

Physical access controls includes the following aspects:

a) Access control system: It is used to control access to the doors on each floor. Staff needs to
use identity card with a password or fingerprint to enter and exit. Entering or exiting every door
should have the time records and related notice.

b) Alarm system: Alarm system will be triggered by any illegal intrusion, unauthorized opening,
long time opening and other abnormal situations. Alarm system can clearly identify the alarm
location.

c) Monitoring system: video monitoring system is working with access control systems and
physical intrusion alarm system. The monitoring system is responsible for continuous recording
the restricted area and operation area within 7*24 hours. All video records will be retained for at
least 6 months in order to future inquiry.

5.1.3. Z B M #%E Security Monitoring

WRIEHLGE B TR IR 2 1% R AWK, AW RS EAEN T 2504 i
HURINF &40, UPS Il 7 R 48, MBI R4, B WU 7 R 48. m s
MWy R2G . RN T RS BT RS 11T RS. BBREET RS, G
W HUEIHRERRGL. 2B RGUIRGLEEAT 7%24 /NEESERT MR, Dol 2 iz, S5
AT E, IEICR ORI Ry 6 M HBLE.

According to the requirement of data center power and environment security monitoring system, it
includes electronic detection subsystem, UPS detection subsystem, air conditioning equipment
detection subsystem, fresh air machine detection subsystem, temperature and humidity detection
subsystems, water leakage monitoring subsystem, fire control subsystem, access control
subsystem and image monitoring subsystem. The system carries out real-time monitoring of
infrastructure equipment status, data center environment condition and the security system status
within 7*24 hours. In order to meet the need of fault diagnosis and post audit, monitor records will
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be retained for more than 6 months.

5.1.4. B, /7 5 %% 1 Power and Air Conditioning

AHUG5 R F PR T L R b . — A SR L, BCEA L TIMRCENL, AL
J B AT T PR V4% BB R R GE. ML SR T ORI i R 4 UPS, mdg
KT 8 /NI g0 HLGS XHRPNR A T By B i, SEIUBUAE . RS 38, M S
(DR IE SN

BLG5 7 R FH AP P RE A LA, S A X AP RES LA TS B AE TR . B3 12 1R
300kcal/h m2 #fifa it 5. HEEIMLIHERE: 35°C: AFEIMIHEE: 0C; M5
BN : 224°C, MXEE: 5545%h o [, YUEZE THRAS, SHl5Es
ATH, RAEHLGS A 123 0 BRI T IRV L D R L e 2 08 ¥ ) SR 5 ) R

The data center uses dual power sources and a diesel generator for supplying electricity, and has a
specialized electronic distribution room. The GDCA data center is equipped with independent
power distribution equipment and the lightning-proof system. The data center area is supported by
uninterruptible power supply which can provide more than 8 hours extra power. The data center
area also takes anti-static to protect cabinets, servers and network devices.

The data center’s air conditioning adopts air cooled condenser unit. The air cooled condenser unit
is placed in the attic outside of the data center. According to 300kcal/h * M2 heat load, outdoor
designed temperature is 35 Celsius degrees in summer and 0 Celsius degrees in winter. Indoor
designed temperature is 22 +_ 1 Celsius degrees and relative humidity is 55 + 5%/h. Meanwhile,
the data center is installed with a fresh air system for ventilation to ensure air quality inside and
solve the problems of fresh air supply to meet the demands of specified air cleanliness, etc.

5.1.5. 7K BB VG Water Exposures

NBTIR K FERHLSS B, GDCA FENLD: 14 = N i B AKIE RS IRk E
R 2 e 2 A R s, — BRI K SRR S, Sl - N RN, S it . R A2
WA VU P S HE K V8 Rtk i, — EURAEK R, JKBESERIHEE Y 2, SR TSN E B
(HES LU

In order to protect the data center from water disasters, GDCA set water leakage alarm system
inside the air conditioner room of data center. Once the flood is detected by detection ropes
surrounding the air conditioners, the system will alarm immediately and notify related personnel to
take emergency measures. At the same time, the data center is installed with a drainage ditch and
a drainage floor along the periphery of the wall. Once the flood has occurred, water can be drained
immediately, and all exterior windows are sealed.
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5.1.6. KRBT Fire Prevention and Protection

GDCA M3 N 75 X IEIR T 1 I AR R R PRI 2% IR 238 1 KR B el R4
RARBEKKARGE, ZRGEA A T3 LN 2AE =R 3077 3.

FEEIRET, BB XA KERS, JORIE T 2532 BB X PIIR AL K OR AR E
G ALK MR E 5. & 30 MRS IAAERS, KRR ER R E S, HIIK KR
gt, [N, IREEHSSEEUE DS S REUE S, PP X AT R, @5 A RIRA.

AP X H A N TAER, mTLGER B X T4 T30/ B s #oT o5, fi
24t A alPIRESFA B TARE, AP O A KBRS, B8 AR ik EE 5,
AhHEEE S . EIEA R EIAKE, % R R s R X AR 2R 3
7, RIWSZRIE SRS, W K K.

A, THRSENERRES, AR A SEINUN. SHRE R 3.

The data center of GDCA uses smoke and temperature fire detectors in each area, and installs the
fire automatic alarm and gas extinguishing system. The system has three operation modes
including automatic, manual and mechanical emergency.

In the automatic mode, when protection district is on fire and detected by two independent alarms,
fire alarm controller will immediately trigger a linkage signal. After 30 seconds’ delay, the fire
extinguishing system will be turned on. At the same time, alarm controller receives feedback signal
from the pressure signal device, and the door light will be on in protection area in order to avoid
personnel strayed.

When the staffs work in the protection area, the automatic/manual switch outside the door in the
protection area can be used to turn the system from automatic into manual. When the protection
area is on fire, the alarm controller only sends the alarm signal and wait for operator to confirm,
operator can press the control panel or shatter emergency start button in protection area to activate
the system by using gas fire extinguishing agent.

When automatic and manual modes both fail, operator can activate mechanical emergency
operation in the ampoule storage room.

5.1.7. A 7% Media Storage

GDCA XFnEAy A ORISR A2 B ks Bk DS B By Jesh. B g,
B BRI SRR AT R SR T A B iEm M A B & s B
SEFE S I T W 2 AR

GDCA meets the following physical media storage and use security requirements: fire-proof,
water-proof, shock-proof, moisture-proof, corrosion-proof, pest-proof, static-proof, electromagnetic
radiation-proof, etc. and implement media usage registration, media copy protection, information
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Confidentiality and other measures to achieve the security protection of the media.

5.1.8. RH)AEFE Waste Disposal

= GDCA AFHI4RGK SO AR AL AN 7 ZE B A I PR L, A ZBUR S i 4
8 R BRI . FRS R ANE TR S B A A A BRAE AT IR AL B AT AR S 1) i e 32
BT RS H AT A I AT D B AR B

The written documents and materials of GDCA shall be destroyed when they are no longer needed
or exceeded the expiration date, and must not be recovered. Cryptographic devices and media with
sensitive information will be initialized and physically destroyed by using manufacturer’s method
before disposal.

5.1.9. SRy Off-Site Backup

GDCA AL T st Bl & iy poe, AEFI LTI X et R Gu it . o T H S A
AN A AR S AT SRR R A

GDCA has established a remote data backup center. It backups the core system data, audit log
data and other sensitive information by the specialized software at off-site location on a daily basis.

5.2. FEFF#E#] Procedural Controls

5.2.1. A& Trusted Roles

f£ GDCA Ut FYIEIR ST IERE T, BEMAT EREMIIES AT . (R &2
AR S0 R PR AR B #8. GDCA MUAATME M th. XM OUFEEARRT: &
PAMEME RS MEEANG. REAEEANR, ZEW AL S EHEN RV FSHREAN
15, AR ALAAFRANER L GDCA 1 b A st B i

In the process of electronic authentication service provided by GDCA, a person who can essentially
affect the processes of certificate issuance, usage, management and revocation, and other related
positions which are involved in key operation is considered as trusted roles. The trusted roles
include but are not limited to: key and cryptographic equipment administrators, system
administrators, security audit administrators, business administrators and business operators, etc.
The specific job names and requirements shall be subject to, the GDCA job descriptions prevail.

5.2.2. F IS 7% Z B M 6 Number of Persons Required per Task

GDCA £ F A 55 JTE et SCH A 55 BEAT P A 1, BURRAT FREZ DAl et
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e, Bl
& CEPIAE A R FE S DB NG 3 AR Sk
¢ FHERAGHEGEME: FEIANARGEEANRPT 2 AAE AN RILFE
SERK
& FOEXAERIET: FHE 2 AE N S 3L 5

GDCA strictly defines the controls of core missions in specific standards. Multiple trusted roles shall
be required to jointly complete the sensitive operation. For example:

€ For operation and storage of the key cryptographic equipment, it requires at least three of five
trusted persons to operate.

€ For background operation of the certificate issuance system, it requires at least two of three
trusted persons to operate.

€ For review and issuance of the certificate, it requires two trusted persons to operate.

5.2.3. FNMAEKRNEX5H Identification and Authentication for Each

Role

GDCA fiTf5 A& A5 A AR IR N AN 2858 — 2 2 7 B 45E . S EFE - 7E GDCA
(PN DR A B2 9 R

All current staff who undertakes the trusted roles in GDCA should pass certain accreditation
process. This process is set out in the GDCA personnel management regulations.

5.2.4. FEHFR/BH M Roles Requiring Separation of Duties

NPRIE ARG % 4, EIFAE MR EL, B GDCA Hyw{E Mt AR A A H
ff. GDCAHTIRTI/ B HIA (, BIEART MM

a) EPS

b) IEPE CRL 22K

c) ARG LEH4E

d) CAFHE R

e) waHIf
In order to ensure security of the systems, it should follow the trusted role segregation principle that

the trusted role must be assumed by different personnel in GDCA. Roles requiring segregation of
duties include (but are not limited to:

€ The acceptance of the certificate businesses
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The issuance of certificates or CRLs

4 System Engineering and Maintenance
¢ CAkey management
€ Security auditing

5.3. A R¥EH#H| Personnel Controls

N RAFEHIFTA CAN M 218ts (CA/Browser Forum) @ik www.cabforum.org % #i
IFRRE 14.1 39 1 ER

Personnel control meets requirements of Section 14.1 guidelines published by CA/Browser Forum
at www.cabforum.org.

5.3.1. B ZHMITRER Qualifications, Experience, and Clearance

Requirements

GDCA X A FH ATE Mt i) TAE N S A ZR AT
HA& RPN TR 5.
Ay E R M, IR GDCA gt — %l E HE.
Y GDCA A R ZEEHAMYE. HUEMAI L.
HA RN ANERI IR LRGN A BT 0 AR EEA R4 Mk
HA& R UF R BB SRS
TIEVEIRARIE
REE AL TAEN UL AR TR, sl GDCA A RE IR %
JRJTRE LK. GDCA EERTE 2 A5 M AN 53 b ZiUH A& Bk RIS 8 B AR
WL JER CA BT R E MR TR, ERAT ML E KRR IC RS

© o &~ w N

The qualification requirements of person who undertakes trusted role in GDCA are as follows:
1. Good social and working background.

2.  Complying with state’s laws and regulations. Obeying GDCA’s unified arrangement and
management.

3. Complying with the GDCA related security management norms, regulations and specifications.
4. Having good personalities and working attitudes, with good working experience.

5. Agood team player.

6. Noillegal and criminal records.
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A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and
dedication to work, without other part-time work that affects CA daily operation, no major bad
records of this industry and etc.

5.3.2. 3= & Background Check Procedures

GDCA s 54 RIBUM AR I BN AAF,  SE RO Al & i T =i &

P AT 53 AN RN B )5 B3 AR e 2045 i (R 0 Hd AT i i & . R
AT EEAE R ER, WAENE . AT AN FE AR RS S
AT Jy. BRI ARA N GETB, R RE AR, F#AT AR T RER
RIA% 5K o

GDCA may collaborate with governments and investigation organizations to complete background
review for the trusted roles.

All employees who are trusted or apply for shall have a written consent that they must go through a
background investigation. The background investigation complies with laws and regulations. The
content and method of the investigation, officer engaging in the investigation shall not violate the
laws and regulations. The background investigation will be conducted legally, in which background
information of employees will be checked through the organization concerned.

RSy ARSI,
AR EQEEN LS, BOHER, HE, 2 XR/THNiEE.
AT A AR AL BEAR R A I H SIS BRI IE S, Hha R RAIRE S 24 7 T
SRR R AL AT AT A TR A
I EcR Ok
a) NFHIITH T SN AR NG T LA SRR BRI, e
PRYHENVAESS . ZEAEAS . BEREUE S 5 3 UE S5 AH O RGIE R
b) A& EL . k. W& LR 200 AR A AR B S AT %

¥

OETHMAS, XMAIELTERIA R, T LLEEIEA IO a5 N S B

® (ARG SE B RHNAT

® fEEIAHIEEN BIIEW];

o (EHAREAN ST IEWI BE 2 ARIR AR IE W] 5

o LAEdA ™ EHAWEMAT A,

d) HASITEE IS, HENEE. HRERETT AR HLERE. RIEHBENL
A AR 25 o
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e) &% 1%, GDCA 5 i LRATRE L, AR 6 TAVFtEE CAIEBARS KT
REANBURAE Do RIS, GDCA MR F2 HEAH LI AN 53 B B 46 10X A AR 4H R A A
RPN BT E S, DUERENS AL IR IR I 28 N\ 3 I RIS AR RS A AR fE
Background review including: basic review and full review.

Basic review includes reviewing work experience, job recommendation, education and social
relation.

Full review includes reviewing criminal records, social relation and social security apart from the
basic review. Full reviews must be carried out for key roles.

The review procedure includes:

a) The HR department is responsible for confirming candidate’s personal information. Candidates
should provide the following information: resume, the highest degree graduation certificate,
degree certificate, qualification certificate and identity card and other related valid certificates.

b) The HR department identifies the authenticity of the information provided by candidates
through telephone, correspondence, network, visits and other forms.

c) Inthe background investigation, if GDCA finds the following circumstances, GDCA can directly
refuse qualifications of trusted personnel :

® There is fabricating facts or information

® \With evidence of the unreliable staff

® Use illegal identification or education, qualifications
® The behavior of serious dishonesty in the work

d) The HR department checks candidates through on-site assessment, daily observation,
situational test and other methods. Appropriate arrangement is made according to the
investigation result.

e) After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At
the same time, GDCA will also be in accordance with the relevant organization regulations of
personnel management and make job examination on in-service staffs who assumed trusted
role, so as to continuously review these employees’ trustworthiness and working ability.

5.3.3. FYIER Training Requirements

GDCA BT 5 M BN R, 48 AR R ATER I, LR BRI AT
® GDCAIZEMR;

® GDCA HAMR;

® GDCA 48 H g AL

70



I senrmsnnmnas

GDCA

GDCA EV iEH HFIAIENL S (V2. 7 fiD

°
°
°
°
°
°
°
pIs

I BLIR 545 — B3R 5

PKI FE Al A1

By 03 5 UE A B A% SR AT 5

G MEDR AN 55 3 A M B

CP. CPS B MAHRARHEFIRLE

GDCA & HBUR . il KI5

& KT BT YRR S R VR EhriE . F2 75

LAt 75 EEEAT AR5 I 2555

Based on the requirements of trusted role, GDCA gives the corresponding pre-job training. The
comprehensive training contents are as follows:

GDCA operation system

GDCA technology system

GDCA security management strategy and mechanism
Job responsibilities requirements

PKI basic knowledge

Authentication and the policies and procedures of audit
Disaster recovery and business continuity management
CP. CPS policies and related standards and procedures
GDCA management policies, systems, measures, etc.

The laws, regulations, standards and procedures of electronic certification service in
China.

Other needs of training

IeAh, X TIEHR AN RAF 51, GDCA &M e TAEIRTT o ZME I, A 46 K
ALHRTT . SRR RO R T AR BRSO B AN 55 S PR S . ARG L
LR L R G B R T T, X SRN BRT A A% 3t 7 AT AR L AR5

In addition, for certificate reviewer and entry clerk, GDCA carries out required training for working

duties regularly, including job duties, events and damage report process, disaster recovery and

business continuity management process. In online of new system or significant updates or

upgrades of certification system, GDCA should carry out corresponding training for the reviewer

and entry clerk.
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5.3.4. BEIARMESR Retraining Frequency and Requirements

XHF7E S A E A B AR E A O NG, LR DR GDCA AL E
— o MFWERGEEM KK, FFEEDHAT — MR EREMAREE I 1A,
GDCA KARIEN RGT I MG RE S EOR, AN I ER N GLdbAT 4R8I

For persons acting as trusted roles or other important roles, they shall be trained at least once a
year by GDCA. Related personnel for operating authentication system shall be trained for relevant
skills and knowledge at least once a year. In addition, GDCA will provide ongoing training for
employees irregularly according to system upgrade, strategy adjustment and other requirements.

5.3.5. TAERAr % A BB Job Rotation Frequency and Sequence

GDCA TERUN 5 1) AR i AN 4 0 FE SR i A 3 AR LA (1) 2 4 e B8 SRS T i 2

GDCA will define and change the Job rotation cycle and the sequence based on the organization
security management strategy.

5.3.6. KRBT R4S Sanctions for Unauthorized Actions

AIMIERN ARG EGE AR GDCA R4t BRAFVIENL S O,
GDCA —Z 1N, KL R IZ A R RS SAUETS RN 2O R G5 R, FFiZA
SURFEBUT ARG B, SCixT %44 N O3 R IE Rt IE . S5k, SR PR SR A AL
FE Kb P S5 i o

When the circumstances that in-service staff use GDCA systems, perform authorization businesses
without or beyond the permission, once the above circumstances are confirmed by GDCA, we will
immediately revoke the login certificates and simultaneously terminate the system access
authorization. GDCA makes the implementation of the official notice criticism, fine, dismissal and
submit judicial institutions and other measures depend on the seriousness of unauthorized
behavior.

5.3.7. AL ANBIER Independent Contractor Requirements

Xt T A& T GDCA HUMAHER TAE A 61, {HMEE GDCA Mk 5543 5 AR Il 55 50 52
UL S5 N 5L & BN ST 25407, GDCA 4 — 2RI T
o AR MSEREH,
® GDCA #2fftgt— [ R AT R VI 2 AR, Bl N AR EAR T GDCA
RS 32 PR LA E Y S5 B
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For persons who do not belong to the GDCA but participate in the relevant works for GDCA
businesses, such as business personnel of business branch organization, management personnel
and other independent contractors, GDCA has requirements are as follows:

® Record management of personnel profiles

® GDCA provides unified training and retraining, includes but not limited to the GDCA certificate
acceptance rules and electronic certification business rules.

5.3.8. AL R T A2 Documentation Supplied to Personnel

FERI A IR, GDCA $R k4 i1 LIS IO AR EAR T IR L2E:

GDCA 5 L. F it
GDCA IF P 3ENE . LT IAIE S H AT S (R MR TS 5
GDCA Hi AR 2 30k

GDCA XA HR 51 150 B 45
N EBERVE SO, A I 5532 P 4 B RN e ME R 55 T R 4%
GDCA 2 45 PRI 45

During the training or retraining, GDCA provides training materials including but not limited to the
following categories:

® GDCA employee handbook

® GDCA CP, CPS and related agreements and standards
® GDCA technology system documents

® GDCA job descriptions

® Internal operating files, including business continuous management, disaster recovery
programs, etc.

® GDCA security management regulations

5.4. ®itHERER Audit Logging Procedures

5.4.1. B FREH ISR Types of Events Recorded

BT RAAE GDCA [E KA S Id FAEH THRERY Z b, X eidst, Aigk
FEEREHE R ARG ENEMR, HIZE S TER:

1. HAFR A H A A

2. EFEMTEG
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3. CFMISA,
4. LFMIRI;
5. CRFMFRISLIR,

All major security incidents occurred in GDCA will be logged in the audit trail records. Regardless of
manual or automatic generation, these records should contain the following information:

1. The date and time of the event
2. Sequence number for the record
3. Type of record
4. Record source
5. Event recording entity
X LG F A AR AR T
1 HHAEGRMARESE RS, OREEHER. &0 768 W A, fd.
RS, B RAEHM RS
2. UERAEMEMINME IS, REIEBARE . . R e
3. R4, WM, O MIBARIVIN CA REGMNES), R4 H%IE
TP ES, RGRTESE,
4. (ERRAEREIFM LS,
5. RGEIEFME, ARERGAIRMOIE. Wk, &EBUESCEM;
6. CA BMEFIVTR, IR A CA Wi, AN Rt CA S5
KA 3R
7. AMEANREELCT, AR RSPURMOIEE., MR LA,
These events include but not limited to:

1. Management events in key’s life cycle, including generation, backup, storage, recovery, usage,
revocation, archiving, destruction, private key leakage, etc.

2. Management events of certificate life cycle, including application, approval, update, revocation,
etc.

3. System and network security events including: successful or unsuccessful access attempts for
CA system, logs generated during the daily system operation and system updates etc.

4. Security events recorded via information security devices.

5. System operating events, including creation or deletion of permission, configuration or
modification of password.

6. Access to CA facilities, including the access of authorized or unauthorized personnel and
attendants, and other relevant records.
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7. Management record of trusted roles and personnel, including system access application,
deletion and modification.

5.4.2. 4b2E H E KA Frequency of Processing Log

GDCA 5 H k47— H S ERERACHE, A6 A03E S BOR S E R H A, SRR KR
RGHEAT HE . Fra M o HEE W& NBHT I B A ], DAL E 2 224
AERAEFAF, eI SRR L PR AT A 2

GDCA carries out log tracking process on a monthly basis, reviews the violations of policies and
other major events, and analyses the certificate issuance system logs on a quarterly basis. All the
audit logs are checked and reviewed by specific personnel regularly in order to discover the
significant security and operation events and take corresponding measures timely.

5.4.3. it H ERRERIFR Retention Period for Audit Log

GDCA 23 RAF T IMER S T H &, ARdEERAF TR ERDWAH, R
ARV T BB VAER A 4.

GDCA saves electronic certification service audit logs properly. The retaining period of audit logs in
database is at least two months. The preservation limitation period is ten years after the date of
expiration of the electronic signature certification.

5.4.4. # i+ H E R Protection of Audit Log

GDCA K i+ H B A Sn e B, I HSel e ty, Horh G5 o i s {5
BAIFEAHES, GDCA PUAT™ i M BRI B U7 il Pl f i, AR OR A SR 52 4 g
PO EEH ALK, PRI B B ORI ER SR A

GDCA audit logs are stored in the database with backup, including audit information and event
records in related documents. GDCA carries out strictly the measures of physical and logical
access control to ensure that only personnel authorized by GDCA can be access to the records
being reviewed. These records are strictly protected from unauthorized access, reading,
modification and deletion are strictly prohibited.

5.4.5. it H EZ MR Audit Log Backup Procedures

GDCA s TFEREE SO His 4k N GOFeR o N A 3 it A7 a8 o B BT o SO e A
I8 o BT SCRY L FEBCHT I B T BR IR SRS N A A7 78 R A R A7 OE 22 4 I SCRY JE N o

GDCA'’s audit tracking documents are carried out by the operation and maintenance team and
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auditor for the archiving of audit log and audit documents monthly. All documents including the
latest audit tracking documents should be stored in secure disks and stored in a secure document
library.

5.4.6. HIHIWE RS Audit Collection System (Internal vs. External)

GDCA i it H EWEE R M -
1) iEREHAS,
2) IEBEKRG:
3) IEPBHRXRS:
4) IEFEEAE ARG
5) EPRHERL;
6) Vil R G
7). ML e ARG
8) HAhFHEH RS
GDCA A ] i vt T B35 2 5t _Fak R 40 5 T - T K
The GDCA audit log collection system involves in:
1) Certificate management system
2) Certificate issuing system
3) Certificate directory system
4) Remote communication system
5) Certificate accepted and approval system
6) Access and control systems
7) Security system of website, database
8) Other systems considered by GDCA for necessary audit.

GDCA uses the audit tools to meet the requirements of the system audit described above.

5.4.7. X S B HA LR Notification to Event-Causing Subject

GDCA KRIIMILINR, RACRKBdr & AT, AERARVE AT 13a A B Bl
R B SR IR ST SR Tt XU o AR Lt 2 AT DR B R DI Wt B il 2 0T TR e
55 IR FENEERT AL BE A I

GDCA A B GE 7 15 T BLFAF I S AR AT 3 75
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When GDCA detects the attack attempts, it will record the behaviors of the attackers and try to track
the attackers within the laws. And GDCA reserves the right to take appropriate countermeasures.
According to the attacker's behavior, GDCA takes actions including cutting off the open services for
attackers, submitting the evidences to jurisdiction and etc.

Whether to notify the attackers or the perpetrators is decided by GDCA.

5.4.8. M T TR Vulnerability Assessments

CA ZAREFIRIEEOR . BORME BN B KB EAT #9300 b, &
Tl LLaRAN R ae AT, R R, BT AN IR ST, GDCA REFEXT R GT#AT
MegatEvrAl, DARRAR R GTistT X .

CA security program carries out timely weakness analysis according to the changes in policies, in
technology and management, and other major changes. The weaknesses should be remedied
immediately. If some weaknesses can’t be remedied, GDCA will launch system vulnerability
assessment each year in order to reduce the risks of system operation.

5.5. iC3JF8% Records Archival

5.5.1. JARSEF AR E Types of Records Archived

GDCA Xt UL T LS F#AT IR IS, B EA R T

1 EP ARG WA

2. EBAHEHEE SR

3. UEPBEIESCRIC, IERBRSHAEFIELRELE, SUEBIT P PG
4. HILR;

5. EFSRNS . H T IAUENL S R SR

6. HLHR, GIHREARTHESMEE, M. HIFEREL

7. BEHME. NECEAE SO,

GDCA archives the following events, including but not limited to:

1. Certificate system constructed and upgraded documents.

2. Certificate and certificate revocation list.

3. Certificate application for information, information about approval and rejection of certificate
service, the certificate subscriber agreement.

4.  Audit record

5. Certificate Policies and Certification Practice Statements.
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6. Employee information, including but not limited to background investigation, hiring, training,
etc.

7. Various external, internal documents of the review and assessment.

5.5.2. JAR%EF KR FHE PR Retention Period for Archive

PR AL, HOREREAFK . X+ RERIEFAN R G % 2FH D
53¢, FLIFRE R O] B 31 56 i 22 A e S5k VP Al B — B i
1 AT UEB A R A R E EHEAE R TR, R 10 F£0 L.
2. X CAEA A I 2E d A M (0 B AR AR, AR B HIRRA DT CA IS AN
A A
3. WUEF R A OR B IR AN D FHIEFS R RUR 10 4
4. CAEFFIE AR IRIAE CAIEBAME A a4k, ASMREE 10 4.

For different archived records, the retention periods are different. For system operation event
records and system security event records, the archives will be retained to complete the security
vulnerability assessment or audit consistency.

1. Archiving for management events in subscriber certificate life cycle will be kept for more than
10 years.

2. Archiving for management events in CA Certificate and key life cycle will be kept for not less
than life cycle of CA certificate and key.

3. Archiving retention period of subscriber certificates will not be less than 10 years after the
expiration of certificates.

4. CAkey and certificate archiving will be kept for 10 more years after the end of life cycle.

5.5.3. ARSI R Protection of Archive

B THER B SCR O ORI AE LR 575 oP AR PR DB o e rb R S0 R T B 22 4207y 5k
TR, JF BAREE — RS BRI N E, A7 GDCA HL & & BN 53 mT LAV i)

Protection of audit tracking documents will be illustrated in detail in the following sections. The
archived media is protected by physical security way and set an entrance with restrict
authorizations, and only business administrators of GDCA have the right of access.

5.5.4. AR & A FEF Archive Backup Procedures

XHFRGUERB T IASIC R, BTG, R0 SCFREAT A A

78



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA EV -‘LIE:FE %%-U\-L[E—\J_k%%m)ﬂ\u (V2. 7 )]-[&)

XA A VAR BORE, AN BT, (R EERIBU™ R A it ORIE L 2 Ak

PITA VAR ) R SO RSN B T ORA77E GDCA FAIA- e, B AE R R A7 HL A 1
ARSI R 2 — SR U B B AR R B I T 3, SN KA B H. A AP
TARN A B G OL N, A REXH RS SR AT TR ME . GDCA £ 2 e pL_EARIESE
IR S R A AT IR . B CEE R AR

Electronically archived records generated by the systems will be backed up weekly. The backup file
will also be stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures need to
be taken to ensure the security.

All the documents and data archived usually are stored in the main storage site of GDCA. If
necessary, the backups will also be saved in the offsite. Archived database is generally isolated
physically or logically, with no interaction with the outside. Only authorized personnel or others
under the supervision can conduct the operation for reading the files. GDCA provide mechanisms to
protect archives and backups from being deleted or modified.

5.5.5. O IR E K Requirements for Time-Stamping of Records

GDCA WA H E#A W LR, 2 hEfE N 2 F L0k RS H3hd .

All the GDCA records are labelled with time, and the time will either be added manually by the
operators or automatically by system.

5.5.6. RS A R 4t Archive Collection System (Internal or External)

GDCA I THEREFS RIS R GAEAR CPS 5 5.4 TR /ETELH U] .
I3 B AR B A7 FZ A 22 A7 TR AN )& T GDCA R4t

GDCA audit trail collection system is detailed in section 5.4 of this CPS.

Storage of separated media data storage and archiving of its security storage are not included in
GDCA system.

5.5.7. RIS AL JHRY1E BURIFERF Procedures to Obtain and Verify Archive

Information

GDCA W4t it BAEYEN R 3 R B GDCA HEHE B 2 M5 L. 1E3RTG5E
BIFRME RIS, UK 2 98 DT EUE

Security auditors and operation and maintenance team of GDCA retain 2 copies of the GDCA'’s
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archived information respectively. While obtaining the complete archived information, comparison
of the 2 copies shall take place to confirm the integrity.

5.6. HTFINERFZHAZEHREE Key Changeover

FEUEFS B LAHT, GDCA H- 4 HEIE 5 SR W (1 R0 XA s BH AT SE 48, A OB IROE $5 .
TERHAT B AR E R, i 4% GDCA X T HE FAIMNE . CA HHE & L AUEE LA
TR
L FE NIRRT Ao A A SR AT 5 LR 2SRRI N SRS, BRARTE CA [IET 21, 3l B

AR AR A E A
2. TEIFIRZSRBIN N RS £ BRI, 4k CA FAH% KR CRL, HEIRG

— ik N AR L
3. ERREEEL CA BHIXTET, TURE S S BIE.

JeBF RATHT CA ET.

BRI I FE e 4 R, ASHBUEEE .

GDCA HIEH GEf %A e th KM LS H R H HiE . AT, GDCA
AR =AHIE T

o HIRHAZ AN EH AN GDCA IE:

® HIFMAZ AN IH AN GDCA 1S

o [HAPHZA I &8 AP GDCA IE1S.

A o

Prior to the expiration of certificate, GDCA will replace the root key in accordance with the provisio
ns of CP, and generate a new certificate. When generating the new key, specifications of GDCA
key management will be followed strictly. CA key replacement must comply with the following
principles:

1. The new subordinate certificates can’t be issued before the end of the life cycle of subordinate
certificate, which ensures that all subordinate certificates are expired as the CA certificates
expired.

2. Before expiration of the original private key, CA continues to sign CRLs with the original private
key until every certificate issued by this CA expired.

3. CAKkey generation and management must strictly follow the key regulations.
4. Release the new CA certificate timely.
5. Ensure the entire transition process safely, smoothly and no vacuum of trust.

The update of certificate key of GDCA administrator is applied by the KM services administrator.
During the key replacement, CA should issue three new certificates:
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® GDCA certificate with new public key signed by new private key;
® GDCA certificate with old public key signed by new private key;

® GDCA certificate with new public key signed by old private key.

5.7. MELRMEPKE Compromise and Disaster Recovery
5.7.1. HiFAHELERERF Incident and Compromise Handling Procedures

T b e 1SR A B S ORI R AE (A L, GDCA AL T — RN A b B TR AN
MR, Bl

1. GDCA RGHbEAb s

2. GDCA #H KHHN BTHE

3. GDCA R&Gi&in H5IKE 7%

2K AL AR N G422 B8 DL 7 ZERIAE Gl B (R, B St A8 0k S T I
i, R AT RO ORISR, BT — I KR B 2

In order to timely respond to and handle accidents and damages, GDCA establishes a series of
emergency response schemes and accident treatment schemes, for example:

1. GDCA system fault treatment specification.
2.  GDCA major accident emergency scheme.
3. GDCA system backup and recovery scheme.

Related personnel will actively carry out the recovery plans in accordance with the regulations of
the above schemes and related systems. And perform the data disaster recovery drill each quarter,
and an emergency response drill on major accidents annually.

5.7.2. HERE. B4/ AR Computing Resources, Software,

and/or Data Are Corrupted

GDCA Xk 55 24t Sl A E Z ARG BIR . P R BR AT 184, JFlE 1AM
RIS PR . 2 A IS BRSO . T AL BER AN REIR B I W IS5 . BBl
IR B0Hs P e Bl S LR B R AN RT 0 703 B R A, GDCA K42 IR S SR T Rl St PR A2

GDCA backs up resources of the business system and other important system, software and data
and formulates corresponding emergency treatment process. When identified the destruction of
network communication resources, failures of devices for daily services, malfunction of software, or
tampered database etc., GDCA will launch the disaster recovery plan.
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5.7.3. SEAEFAVHBRELAEREF Entity Private Key Compromise Procedures

FEHUE I AORTEGR HARRAERITE LT » GDCA R REUT FI L IR AR E 2 4 85 -

1. GDCAMIERGH HAHl ST BB . M5 RAE . RGUE P RETA R

2. ARIEIRAEMITERT, FB 2 B B IR 7 B B A EEAIE

3. WRHRLIEEM B A3 Ainsise, HadE, EiEA CRL 2%
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In the intentional, man-made or natural disaster situation, GDCA will take the following steps to

restore security environment:

1.

GDCA verification system’s password is changed by the business administrator, business
operators and system administrator.

According to the type of disaster, some or all certificates will be revoked or re-verified later.

Directory data, encryption certificate and CRL are needed for recovery if the directory is
unavailable or directory with impure suspicion.

Timely access to security site as far as possible to restore operation reasonably

While restore the business administrator's configuration file, it will be done by the system
administrator.

While restore the GDCA business operator’s configuration file, it will be done by another
GDCA security business operator or administrator.

2 CA MRAAPIH B, . #eSioalitt#Z, GDCA J& ah F K F/FRN T IR,

H1 2 4 SR 2 A X A S (& AT VA, e AT BRI R 20EA CAES, K
SRHLBL T 5 it

1o SERP A DR ARSS B EL I A 5 R AREORT AT 1VEAR, TR sl R Atk 2
SRR P AT, SR i S F P R 5 18 52 5Kk

2. LRI A AT 5% A S UE FIATE R %A R R G

3. LRI AR HIIET:, BEH CRL 1 OCSP {58, HHEHIT Ak
T [FIRS GDCA 7B AR GHT B 2B %

4. FRIEBAKS, 1% GDCA CPS X FIE B RIS, HHSR FHIEH
R JRAE 20 CA TEFS
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5. GDCA #iF P2 KRG, Bl GDCA (EEE. RS2, HTTP &5
AR A

When CA root private key has been damaged, missed, tampered or leaked, GDCA starts a major
emergency treatment process, which is assessed by GDCA Security Policy Committee and the
relevant experts to make a plan. If the CA certificate must be revoked, the following measures will
be taken:

1. GDCA reports immediately to the electronic authentication service management office and
other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests without more losses.

2. GDCA notify the relevant parties to disconnect the systems associated with the certificate
authentication services immediately.

3. GDCA revokes immediately all the certificates issued, and updates CRL and OCSP
information for subscribers and relying parties. Meanwhile GDCA immediately generates a
new key pair.

4. After the new root certificate has been issued, GDCA Re-issues the certificates and the
subordinate CA certificate in accordance with the GDCA CPS about provisions of certificates
issuing.

5. After the new root certificate has been issued by GDCA, it will be immediately published by
GDCA repository, LDAP, HTTP, etc.

Mg CA RV DUE R . WeBio. Ml HEEE B 3 =5 O BRI, B AE
CA J¥i:
1. SZRP I GDCA HEATICHRHHAE BB 2 A5 FE 18 R, B & RB RE 1
2. GDCA SLE[ ] B FIAE IR S5 AE BN 5 AN AR BURT 328 8 T VAR, G sk A
oty A FLGEARNSIT P BT I8, RICHE BEIRE G FH P ) 2 1 52 B R 2K
3. SEELE AR MM T 5% S E B ERR S AH 1 R 5
4. SLRIEHITA CABERIIESY, B3 CRL Ml OCSP {58, k1T . Ak

Tt 5 A i1 o

5. HIFS CAEBZRIE, 1418 GDCACPS K TiEPB&E R MM E, EHZERIT
FHIETS

6. GDCAFIETZK)E, ¥ i@ GDCA FRE. BRMSES . HTTP &5
2 HAT R A -

WEIT P RIFAH T RE H B 55 Ik MR, MRk, ERE S = FH G AR, 1T/
N1%H GDCA CPS HIRIE, B SCHIEIE TR, e e S8 s B e 15

If private key of GDCA Subordinate CA is missing, tampering, cracking, leaking or used by
unauthorized third parties suspiciously, Subordinate CA should:
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1. Subordinate CA reports immediately to the GDCA and generates a new key pair and certificate
request to apply for a new certificate.

2. GDCA reports immediately to the electronic authentication service management office and
other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests without more losses.

3. GDCA notify the relevant relying party to close the system associated with the certificate
authentication services immediately.

4. All the certificates issued by the Subordinate CA are revoked immediately to update
information on CRL and OCSP for querying of certificate subscriber and relying party.

5. Subscriber certificate is re-issued in accordance with the CPS about provision of a certificate
issued after the new Subordinate CA certificate has been issued.

6. After the new root certificate has been issued, it will be immediately published by the GDCA
repository, LDAP, HTTP, etc. for distribution.

When private key for subscriber certificate is damaged, missing, cracking, tampered or used by
unauthorized third parties suspiciously, the subscriber should apply for certificate revocation
immediately and re-apply the new certificate following the provisions with the CPS of GDCA.

5.7.4. RN S5 55 4: 88 /7 Business Continuity Capabilities After a

Disaster

GDCA 7EM##AT 5.7.1. 5.7.2 M1 5.7.3 iR f s )5, @i Hamhlm], KAE
24 /NI 2 NI % 055 1) IE 838 AT

b 5% 3% 2 M SE i AT A M CAY I S #% 8 32 ( CA/Browser Forum ) i i
www.cabforum.org & AR [1F5FE 16 B0 K

TERAE AR K FERHA G, BT IEIE 24 /NN IREIEIRAS RS, K
FH S M A ML i, T8 RS 24 /B IR SR BEIE IR AS RS -

After encountering the disaster described in section 5.7.1, 5.7.2 and 5.7.3, GDCA can use the
backup mechanisms to recover systems for operation and service delivery within 24 hours.

The enforcement of business continuity meets requirements of Section 16 guidelines published by
CA/Browser Forum at www.cabforum.org.

If natural disasters or other catastrophes cause that certificate status service cannot be recovered
within 24 hours, GDCA will use remote backup computer room facilities, and recover certificate
status service within 24 hours.
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5.8.

B FIAEARF AU B AL B8 11 CA or RA Termination

GDCA Z& 131 JR R AT BL 73 i A 32 40 J R R AR 35 B e it S R, A 32 40 Jd BT vl
AEtLfh GDCA MRE LR, ARm P2 Al e 5 iR & %
7t GDCA & 1LFl, WA

1.

© © N o g M w BN

e
= o

12.

FATA S5 7R B2 HAE

L H GDCA #1575 B ;

AN GDCA 15 1L ARSI Sk

KM H RS

RS ESH:

K FRAFAS LA C 3% 5

7 LA C R SS

AR F HF RSS2

PNCIEA =B & sy

AbFE GDCA I 4555 B 51 A1 GDCA M 55 - AF B3 R E AR 5

- REBEAAE i USRS

75 GDCA FEHLAEM:.

The reason of GDCA termination event can be key damage or non-key damage. Key damage may
be resulted from the loss of GDCA root key, and non-key damage reason may be related to
commercial factors.

Before termination, GDCA must:

1)
)
®3)
(4)
()
(6)
()
(8)
9)

Arrange the business to undertake;

Draft GDCA termination statement;

Notify the entities that are related to GDCA termination;

Shut down subordinate LDAP;

Certificate revocation;

Treatment of archive file record;

Termination of certificate authority service;

Archive main LDAP;

Shutdown main LDAP;

(10) Dispose the access of GDCA business administrator and GDCA business operator;
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(11) Process and store sensitive documents;
(12) Remove GDCA mainframe hardware.
i F &2 A AR 2 R A T 28 1 GDCA, P58 il [/ (B, ME— 1)
ANFI#E GDCA Z1b ki A i R BR 1] |, BT3B 28R K ¢ 1E GDCA, %23k GDCA
AT PR RS E G BT AR P2 R K 251 GDCA, £ GDCA A1 i1
Je, KRHGE D B GDCA 41X 52 o

With the termination of GDCA due to key damage and non-key damage, the operations are mostly
the same. The only difference is time limitation of GDCA stopping sending notification. As for GDCA
termination due to key damage, the process in which GDCA notifies the subscriber needs to be
completed as soon as possible. As for GDCA termination due to non-key damage, it can take
appropriate measures to mitigate the effects of GDCA termination on the subscriber after GDCA
notifies all the subscribers.

5.9. ¥#E %4 Data Security

s 24 CAIN M 2sits (CA/Browser Forum) @it www.cabforum.org % i
45 TE 16 32 IEKR

Data security meets requirements of Section 16 guidelines published by CA/Browser Forum at
www.cabforum.org.

6. INIERZHAR 2L H Technical Security Controls

6.1. ZFEHNTHIAERR 523 Key Pair Generation and Installation

6.1.1. FEXT A R Key Pair Generation

6.1.1.1. CA BHXAER CA Key Pair Generation

CA YIS ISR 2 DB R, th 22/l {5 N SR FE [ S8 65 2 8 3 T T HE AN
VAR R R Bt AR Bl BB AE R B, A7, A AR ROEAE FIPS140-2 Frite
FIAHRRLE . T FIPS140-2 ArifEJF AR B S8 Y A8 M8 T AR MISCRFIOAR I, 1 50
TERG = A TS AR ER, R FIPS140-2 SR S HRIAT, 2 7E B 5K % i A BRI
SKVFRATRTEE N Bk rEE M, HARSIue& ] it i sort. H T SR 1A i w65
Bz [ R S T %€ . NIE.
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CA X PR A I R 75 53 A B PR — 44 5 1 o U DL IE DAt fR FLIE A CPS AR ffy
B I ESR . YDA A L AR E I R I ORAE

The key pairs of CAs are generated within the cryptographic devices approved and licensed by
OSCCA, in a physically secure environment and under the control of multiple trusted persons. The
generation, management, storage, backup and recovery of the key pair shall comply with the
relevant regulations of FIPS140-2. Since FIPS140-2 is not a standard approved and accepted by
OSCCA and OSCCA implements a strict management of state’s cryptographic products, GDCA
only applies part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the
product manual of the device is for your reference. Hardware Security Module used for key
generation must be evaluated and certified by OSCCA.

The generation of the CA key pairs shall be video recorded or witnessed by a qualified auditor to
ensure the generation process complies with the requirements of this CPS and follow the
separation of roles principle. The procedures and operations related to key pair generation shall be
recorded and archived.

6.1.1.2. 1T P XA B Generation for SubscriberKey Pair

XF EV SSLAES, T RIEHXT riT 7 H QAR

XT BV ARBAEZAUES:, T P R A S b B R B & A U AR, FBVEAAS
REEHIAN T, R LU O A B0EFASH, GDCA JE it % @ s O AL 16 5T
Fo
For EV SSL certificates, subscribers’ key pairs are generated and kept by the subscribers

themselves.

For EV code signing certificates, subscribers shall use the hardware equipment that meets relevant
requirements to generate key pairs, and private keys shall not be duplicated or exported, and the
activation of which must require a password. GDCA will deliver the activation passwords to the
subscribers thorugh secure channels.

6.1.2. FERFEIRET P Private Key Delivery to Subscriber

AHEIT T BT, AHRERRAHEIRET .

Subscriber’s private key is generated by his/her own server or other devices. GDCA does not need
to send private key to subscriber.

6.1.3. NAFRIELEE R KL Public Key Delivery to Certificate Issuer

BRZAT AT RA JE5E PKCS#10 A% 2UHIE P25 4 1 R A5 B 8L B 8w 2844 i S/ F
PR 77 S A IR S 4 GDCA 25k« GDCA 1E25 KRBT Sk P 2 28 1 3k
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T P24 .

Subscriber and RA send request information, which contains public key, in digital form encoded as
PKCS#10 or other packing format with digital signature to GDCA for issuing certificate. The
subscriber’s signature on the request is authenticated prior to issuing the certificate.

6.1.4. B E AR & LA A HLEIR S K77 CA Public Key Delivery to

Relying Parties

GDCA A% 5 7E GDCA H 2K AR CATEF AL CALE:H, i1 GDCA H
J7 RS HEAT KAt . GDCA SCFF M GDCA [ T~ # BT Ui A8, DA 1517 7
AT AL -

Public keys of GDCA are included in the self-signed root CA certificate and business CA certificate,
and published via GDCA's website. Subscribers and relying parties can transmit public keys by
downloading them from this website.

6.1.5. FREER AR Key Sizes

GDCA SCFFI RSA B HH K 22 /0 f& 2048 i, SCFF ECC B EAK 2220y 256 fir.
ZHKER A CAINE2$SIE (CA/Browser Forum) JEid www.cabforum.org & i
45T 9.5 & IEEK.
The key size of RSA is at least 2048 bits. The key size of ECC is at least 256 bits.

The key size meets requirements of Section 9.5 guidelines published by CA/Browser Forum at
www.cabforum.org.

6.1.6. NASEE B R ERA Public Key Parameters Generation and

Quality Checking

DNEAS O 25U ] 5% 2 T e 2L Sy bt vV v P 5 8 4% RN BE A 0 A 18, A9 B o 235
Bl IN% . USB Key. I1C <A BORIIE L, il A IX B2 35 45 1 A2 OIS AR 1 . GDCA
WIS SRR A B PN FEECERE T RSN % 2RISR,

XTS5 R A, [FIRE R O I ] 5% 2 e B R VAT FR 0 2 15 4 R A 5
BEAT, BIAOINEE L. IN# <. USB Key. IC K4 . GDCA I\ JyiX L85 8 Ao A B 1
W, BRSO RE& T RYN R e HERK.

Public key parameters must be generated in encryption equipment and hardware medium
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approved and permitted by State Cryptography Administration, such as encryption machine,
encryption card, USB Key, IC card, and follow generation norms and standards of these devices. Of
course, GDCA considers that built-in protocols, algorithms for these devices and medium have
already met sufficient level of security requirements.

Quality of public key parameters is also checked through the encryption equipment and hardware
medium approved and permitted by State Cryptography Administration, such as encryption
machine, encryption card, USB Key, IC cards. Of course, GDCA considers that built-in protocols,
algorithms for these devices and medium have already met sufficient level of security requirements.

6.1.7. F4A1E H B 1 Key Usage Purposes (as per X.509 v3 Key Usage Field)

GDCA %5k H) X.509v3 iEHE& 7MY I, HAES RFC 5280 #rif
(Internet X.509 Public Key Infrastructure Certificate and CRL Profile, April 2002) #H%F. U1
R GDCA 7 HAE KRR H Y RN Fa W] 1 ik, TR Az B
P AE FH 28

X.509v3 certificate issued by GDCA contains key usage extension, which matches RFC 5280
standard (Internet X.509 Public Key Infrastructure Certificate and CRL Profile, April 2002). If GDCA
specifies the usage in key usage extension in the issued certificate, the subscribers must use the
key according to the specified usage.

6.2. MPFIFRFEE THEES Private Key Protection and

Cryptographic Module Engineering Controls

6.2.1. 25 O 45 B G A ME AT #E ] Cryptographic Module Standards and

Controls

GDCA FIt F i) ha Al 2 42 [ 5 5 v A 1 R A R i P2 i, 555 (GMIT 0028-2014
B 22 A F AR R Y, 1ZAR1ES FIPS 140-2 FrfE25[E . CA RGN Z BS54 FIPS
140-2 55 =R HAR SR, 11 7 8 ) S AR & FIPS 140-2 55 2 R SR .

Cryptographic modules used by GDCA are approved and licensed by OSCCA and comply with <
GM/T 0028-2014 Security Requirements for Cryptographic Modules>, a standard equivalent to
FIPS 140-2. The cryptographic module of the CA system meets the FIPS 140-2 Level 3 technical
requirements, and the cryptographic modules of the subscribers conform to the FIPS 140-2 level 2
technical requirements.

89



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA EV -‘LIE:FE %%-U\-L[E—\J_k%%mm\u (V2. 7 )]-[&)

6.2.2. FEHZ AFEH| (m % n) Private Key (n out of m) Multi-Person Control

GDCA FAPHMIAE A SR AR & i AR SRR 2 NI L, BIREC L
W =773, KA RE PSR 73 B2 5 AL s g1 B G rh, /AR = NAES IR VR AT
THOLN, AN RIFH PIN B, A4 REXT RAEH R T 454

Generation, update, revocation, backup and recovery operations, etc. of GDCA private key adopt
multi-person control mechanisms. Namely, the mechanism is three out of five, means the key
management authority is distributed to five key administrators, the operation of private key is
performed in the presence and permission of no less than three employees via inserting cards of
administrators and inputting their PIN code.

6.2.3. A EHFEE Private Key Escrow

GDCA HIRAA VTR, AT IR PIFEE IS5 .

GDCA does not escrow private key and doesn't provide the escrow service for subscriber.

6.2.4. FAEH&40 Private Key Backup

CA R 7 WA SR . AIatb &ty CEEE— IR R G R il TdtAT %
). seaf by GERIR RGP APIERI1ERE .

PR A 52 R SRR A A I BEAT AL B 2 43

SR RS E AR TR A AT e Bt B — I

Private keys backup for CA includes two types: initial backup (backup in the first installation),
complete backup (regular copies of private key library in the system).

Initial backup is private key backup in the system installation.

Complete backup is complete backup of private key library once a week.

6.2.5. FAEHIHAY Private Key Archival

SR B A BT AR GRS BT RS ERAT, RAF 1 T SO B A o B = A
433 FE SR 0 3 SRy A T 0 B S PR A 5 EH B o PR B 2 rh ARG B B A v
ZAHP W5, GDCA TE 10 KN 58 B RS #AE .

Key management authority archives key information. It splits the key pair into three parts, encrypts
them using symmetric encryption algorithm respectively, stores them in its database and disk.

Once the key reaches the expiration date, GDCA will complete the archiving operation in 10 days.
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6.2.6. REFH. BAFEMBBR Private Key Transfer Into or From a

Cryptographic Module

P A s b RAE B b e rp = A . AR b AR AN BE AR SCRTE 3 e

Xf CA R4t (R ELMEGTH CA BHIN, MWEMRIH b G W i L A0
AT CAEHIIF 2 NS &0 i PR 23 p AR e bt il 22 A%

GDCA MR HEIT 7 AP M B R e o 3 53, AN SRV I o X 47
AR A F AR AR, i RAT P E ROF B AT AR EAR GRS, T AT A BT
AT, BRI R R & ORI SR 1] 472 i 15 i o

All keys must be generated in cryptographic modules, and private keys in the cryptographic
modules cannot be exported in plaintext.

For the CA system, when it is necessary to transport or backup the CA keys, the keys exported from
the cryptographic module must be encrypted, and the private keys used to encrypt the CA key must
be under multiple person control. Importation of the keys into the cryptographic modules must also
under multiple person control.

GDCA does not provide the export of subscriber’s private key from hardware cryptographic module
and allow this operation. As for the private key stored in software cryptographic module, and if
subscriber is willing to bear the relevant risks, subscriber can choose the way of import and export
with access control such as password, etc.

6.2.7. AP EEERKGFM Private Key Storage on Cryptographic

Module

CA RGIIFAEH L 25T LA ST A TP L 53 50 3 A 0 1 D RV ] (R R A 4 R
BB, BEfE SR DR A FIPS 140-2 = R bnifk ki [ S5 4% 2 47K .

T 224k BV AUEREZUEHIT P AR B 2 /0575 FIPS 140-2 —
bR e BRR] 55 R 22 47K

The private key of CA systems must be stored as cipher form in a Hardware Security Module
approved and certified by OSCCA, and hardware cryptographic module at least meets the FIPS
140-2 level 3 standards or equivalent security levels.

The hardware cryptographic module used to store the private keys of the EV code signing
certificates at least meets the FIPS 140-2 level 2 standards or equivalent level of security.
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6.2.8. BUERH I Method of Activating Private Key

CA MR TRE s p b e, HiE a4 CPS 5 6.2.2 Wt T /0%, JF
HARFEAE IC REEMEA i, AH 3 BB RN, MAEHEARIFRmA PIN
i, A ReaE A .

The private key of CA is stored in Hardware Security Module. Its activating data is split according to
CPS section 6.2.2 and stored in IC card, etc. The method of activating private key is as follow:
Three administrators are present at the same time and insert their cards and input their PIN codes.

6.2.9. fREFVEHBUE RS K 7 Method of Deactivating Private Key

FIE B A S H CRE R R ESRS A HEHL, TR, &
T A EH A RN,

Key administrators use their own administrative cards to login cryptographic server. Three
administrators need to be at presence for private key activating operation.

6.2.10.  4HEBFLERITE Method of Destroying Private Key

WARAHA R, B S5 AR B 2~ S R s Bl e, R LA T
PEIRSEREER N, A KA I AR B 0 7 ot 7 AR bR s WURAL T RE PRI AR B N
A INE R B IC RELAFIE S AE. FN, FraHTRERAR PINGD., IC R
S A A B s Wil

If the private key is no longer in use, or after the corresponding public key is expired or revoked, for
the circumstance that the key is in software encryption module, it must be cleared by methods of
mulching. For the circumstance that the key is in hardware encryption module, it should be cleared
in the encryption device or IC card. Meanwhile, all the PIN codes, IC cards for activating private key
also must be destroyed or recovered.

6.2.11.  FEHFIPEE Cryptographic Module Capabilities

GDCA s I [ S i B R L AE ANV ] (R 3 7 it

GDCA uses the cryptographic products approved and permitted by OSCCA.

92



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA EV -‘LIE:FE %%-U\-L[E—\J_k%%m)n\u (V2. 7 )]-[&)

6.3. XN EHEK K fth & M Other Aspects of Key Pair

Management
6.3.1. A%AVAR% Public Key Archival
Xt RGP A SRR HEAT R I ARG ERAT, SHRATE I A IS BT RIS,

RI 22 = E B ARE R
FAHPN WS, GDCA 1E 10 KN 58 B AR A .

TR
A
GDCA should carry out archiving and preservation timely for public key data generated by the

system and use symmetric encryption for public key information. Ensure to obtain the safe and
complete public key information.

Once the key reaches the expiration date, GDCA will complete the archiving operation in 10 days.

6.3.2. E BRI 0 A IR Certificate Operational Periods and

Key Pair Usage Periods

UEHA & CAIMYE 228 1% (CA/Browser Forum) it www.cabforum.org &
ilTETE 9.4 FR4r B RAH—E

P FARALH A8 F IR SE B A BOWAR G, (EIFA T8 2 RIF — 2.

TR @ e, A R BEfEiE5E RN A T LU T84, RIRIGE
FIARAE S UE B A RR . B2, 7 ORUEFEUE T4 RO W28 44 145 Eoa] BLERIE,
PERIAE AR AT CAEE B 1A ROW PR BAA

XFFmE & eSS, HAHNBEAEIERAZONN A T UH T INEE S, AHKE
RIARAE S UE B A ROR . B8, 7 RUEEUET5A RO e 1945 2] BLEJT
FAEH IR A SRR 7 AZEIE 5 1A 8O0 R BASE

The certificate validity period meets requirements of Section 9.4 guidelines published by
CA/Browser Forum at www.cabforum.org.

HANEEE IR TR T PE IR CAER, IEB G, fEFHE 2 A& B R T,
FOVFSE 525 O R P AT S, (HR X AN Re TG BRI A

ST AR ESS, L3I0 fo Ve 3mast i - 5 ) S A SR 2 R

X T RSA4096 7 CA UE-1S, BN 1K R A R A2 30 4F;

X T RSA2048 {7 CA E-1, HEHIN MK R AR AE 27 4F;
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X} ECC384 it CA iE+:, FH X i Vs AR R 2 30 4

Xf - ECC256 fir. CA IE+:, HE X IR v AR IR 2 27 4,

X RSA3072 £z EV AR A4 E+:,  H3 B IR v AR R /2 39 M
X§ T RSA2048 i EV SSL RS54 UETS,  F A % H e i Fe VR4 42 PR 398 K
XfF ECC256 fir EV SSL IRS5 #RiE+5, BB i i K fe Vi F 4 R 398 K.

In addition, after the expiration of certificate, under the circumstances of ensuring security, original
key pair can be used to update the certificate. But the key pair can’t be used indefinitely.

For RSA 4096-bit CA certificate, the maximum usage period of the key pair is 30 years.
For RSA 2048-bit CA certificate, the maximum usage period of the key pair is 27 years.
For ECC 384-bit CA certificate, the maximum usage period of the key pair is 30 years.
For ECC 256-bit CA certificate, the maximum usage period of the key pair is 27 years.

For RSA 3072-bit EV CodeSigning certificate, the maximum usage period of the key pair is 39
months.

For RSA 2048-bit EV SSL server certificate, the maximum usage period of the key pair is 398 days.

For ECC 256-bit EV SSL server certificate, the maximum usage period of the key pair is 398 days.

6.4. BUEEIE Activation Data

6.4.1. BOEEHE K P A fn 223 Activation Data Generation and Installation

N T RIPFLEI 2 4, AEAS TP AL R 22 et el b AU ORALE 2 4 T 5, AT 38 4
MABOIR . Befmed. BAREEM . BB B BARESRA 3

CA RPIHIIE R, AL IR B PIROE Bl o BN P BINE R EDR, ™
REREAT AR 0 RV AT P AR B EEE, SR T TR 4 (CUEEE
B IIRA . USB Key. IC (18 [l 1145, #RLAE 2 4 P SE A B N REAL A4 o

GDCA A HyuEHdE, BT THEIEH N4 (U EE BRI,
USB Key. IC RAJERE 455, A% SEMMET NN L. IXERE AR, #8
P GEB U7 ol X 13t e W 1 B R YT R N 12 G R e Vs = A DI I R | St/
oS %8, GDCA I H - BAT T IE K.

Subscriber must use secure and reliable generation and installation of activation data to protect the
private key from exposure, theft, unauthorized usage, modification, or unauthorized disclosure.

Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.
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Activation data of subscriber private key, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generated
randomly in secure and reliable environments.

Activation data generated by GDCA, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generate
randomly in secure and reliable environments. The activation data are delivered to subscribers
safely and reliably, such as through offline face-to-face submission, post courier, delivery, etc. For
activation data of non-single usage, GDCA suggests users to modify by themselves.

FITAT R AR AP 11 40 B2 AN 25 5 A 21 1)
Z/b 12 R A

DA — MR — N B

ANBE AL AR 2 AH R 1 745

ASBERERAE 210 4 -4 7

AR A BIE%HT

20 90 KA — K

AN AT U YR 1 i R I

90 K Aar £ — (XK ;1 44 HEE i

F B 90 K A AETEER K F

WEF RG22k 5 RIS B8 e Il P

V V ¥V ¥V ¥V V V VYV VYV VYV V

A\

All the protection passwords should not be guessed easily
»  Contain at least twelve characters

»  Contain one number and one letter at least

»  Not contain many same characters

»  Not be the same as operator’s name

»  Not use birthdays, telephone numbers

»  Modify the password in at least 90 days

»  Cannot be the same as the four passwords before

»  Check username and password every 90 days

» Remove inactive account within 90 days

»  After failed 5 times login attempt of certificate system, the account is locked

6.4.2. BEEHE B4R Activation Data Protection

X CA RV Bl AU s s 12 mr 5 (175 38 #1s A R AT A
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VTP B B I AU 2 A AR A 7 A, AT 2 R, BB et LS
BEAT RS, AT A PTERE . A RAEFAT A D2 8 PIN RS ORI AAETRL, 1T 77 N %
HORE UL 2B PIN 5, By 1B FR BB B . W RAE T 7 48 F AR A RSP AL B, 3T
JURNE R BT IR YR E N AL G NN TRCEL S RGN Z AT E, Mgk
O B BR AT 2 2
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3

Activation data of CA private key must be separated in a reliable way and kept by different trusted
personnel. Administrator must meet the requirements of responsibility division.

Subscriber’s activation data must be generated in the safe and reliable environment and be
properly safeguarded or destroyed, and cannot be leaked to others. If the certificate subscriber
uses a password or PIN to protect private key, the subscriber should take good care of password or
PIN to prevent the leakage or theft. If the certificate subscriber uses biological characteristics to
protect the private key, the subscriber should also pay attention to prevent his/her biological
characteristics from illegal obtaining. Meanwhile, in order to meet the security requirements of
business systems, activation data should be modified regularly.

6.4.3. BOEEHE KAk 5 T Other Aspects of Activation Data

AV BOE AR AT A, RARP A TEA ST R T e T Rk g, Bk,
FEEAGHEFE . S AR AL .

AL IS B AN T BT ROZAN R, R EA RS R e T B g ik EE AL
FEFZABU T, B S8 4 R Tl R AR5 IR Ao B R B B SR S A 113 4 B
HAHR, LA SRAT 1A I LE AR T AU B o

BIER|ZAFE, T HEUEB R PR SR A A, BRI

I, TP HFHIEIER 4, G E KA.

2. TR AHEGE IC . USB Key 4, BTT PR HE M 55 87 FH 1) 75 2 Fif B
TR, AR 3 N H S N ER TS

Activation of private key shall be protected from loss, theft, modification, unauthorized disclosure, or
unauthorized usage during the transmission.

The activation data of private key which is no longer used shall be destroyed and protected from
theft, disclosure or unauthorized use during the destruction. The result of destruction is that some
or all of activation data can’t be recovered directly or indirectly from the residual information and
medium, papers recorded with passwords must be shredded.

For the security reasons, the rules of certificate applicant activate data of lifecycle as below:

1. The password used to apply for certificate becomes invalid after successful application.
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2. The password used to protect the private key, or IC card, USB Key, could be modified by
subscriber at any time based on business application, and should be modified three months
after the validity.

6.5. THEPLZ4#EH] Computer Security Controls

6.5.1. Bl BN ZEFARZER Specific Computer Security Technical

Requirements

GDCA REilf5 B2 A5, JIRIE RS GIE-FAE RG50S K AN 22 SR AR ) |
NV AIE B ER AR CRFIAIERS BB INED), S 15027001 15 B 22 b iERE P
B ARG B Ahrite, Hi8 M4 EEM 22 BRe AHIE, EigE b T L
St B ARNE . EE L ABAR RS TG B IR A RIIOAE AV 4%
EE NNt NN AN G 2 S S N T Sy Bt

Information security management of GDCA certification system meets "Specifications Related
Security Technology Certificate Authentication System" published by OSCCA; "Measures for the
Administration of Electronic Certification Services" published by Ministry of Industry and Information
Technology, standards of information security in ISO 27001 and security standards of other relevant
information. GDCA draws up comprehensive and perfect security management strategies and
standards, which have been implemented, reviewed and recorded within operation. The main
security technologies and control measures include: Identification and authentication, logic access
control, physical access control, management of personnel's responsibilities decentralization,
network access control, etc.

AT RSO R AL, VBRI R4 (B4 CA RGL. RA KRG UiTAL
BRI B3 73 BCME— (I U (R 15 TR A PR BR A A AT AR ER S 2R K i MR o 15 7]
I RN R AT 44 E2 OB B il R 2 8 sy 3

LA 2 R TR Bk CA BAFAEE T R G R X e E RS, A
SR BRIV .

Dual-factor authentication mechanism shall be utilized in the login process to validate the digital
certificate and username/password of user. GDCA assign each user of CA/RA system a unique
account with minimum permissions according to the requirements of user.

Strict security controls ensures that the system of CA software and data files is secure and reliable
and will not be accessed without authorization.

b RGNS HA R G HE D B, B ARG E AR GRS XA B AT
BHLLE B A6 58 (0 FH R e o0t R 28 ) U7 1] o A8 FH IS KRR BELLE AR AN AR N AR A2 7 2R 480
7, BREIVTR AR RGTES . R CA ARG E AT, ALETERE. U
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a] RGE )R AE N 51 AT Dod s 1415 ) CA Hd FE .
ARG ZAERH CAIN R LE (CA/Browser Forum) JEid www.cabforum.org & i
(Fifa e 16.5 70 HIER,

Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for
specific applications. The usage of firewall is to prevent the intrusion from the internal and external
network production system and restrict activities of access production system. Only trusted persons
in operation and management group of CA system, when necessary to access the system can
access the CA database using password.

The system security meets requirements of Section 16.5 guidelines published by CA/Browser
Forum at www.cabforum.org.

6.5.2. THENZ4E s Computer Security Rating

GDCA HJWAIERSE, i | E e MR R 2 eV .

GDCA FIWNIERSGE . THENL I 2% 22 4x, REAF t I SO %8 BER 2 8 3T IRHAE R
i, IHHEANL. MR RREATERTEA A, W0, RIS TR AT R, XA
IERGE M R G 2 AT s
GDCA certification systems pass the security review of OSCCA.

Authentication system, computer and network security of GDCA should be evaluated by OSCCA
each year. According to the opinion of the relevant experts and leaders, GDCA may upgrade the
authentication system and system security when necessary.

6.6. AT AREEH| Life Cycle Technical Controls

6.6.1. RGTF K #%E#H] System Development Controls

GDCA HJERAF it A A A i LT BRI -

1 ffi5E 2w AR RO AE R A, IF R TTAR N S ™ i 14 MR RE AT 5

il 5E 23 W) PN A IR AR B B A

TERRE Wb LT E RS HEAT P R B > P FR R B8 A M 8

AR B AT AR LA 1 s

=7 R A

224 ARG 7 T MTA] SE A vt

[FIINf, GDCA M R AFAERNE, £7% 1S015408 FIARHE, IATAHORARLRI AT

© g > w DN

98


http://www.cabforum.org/

[] SR NERAERDE
Som GDCA EV iE45 B IR HN) (V2. 7 FiO

KA o
Software design and development of GDCA process follows principles:

1. Establish internal system of corporation about update, alteration and application. The
employees should follow this system strictly.

2. Establish internal purchasing process and management system of corporation.

3. After the programs have passed strict test in development environment, they can be deployed
to production environment.

4. Effective online backup must be done before deployment changes.
5. Verification and review of third-party
6. The security risk analysis and reliability design

The operation specifications of software development, which refer to 1SO15408 standard,
implement relevant plan and development control.

6.6.2. 4P| Security Management Controls

GDCA AIE RS IS B2 A B, ke 104G ] 5 % A0 A B ) 1A DR AT o B ik
ATHRAE,

GDCA AUE R Gt 1A B BAT M IR 5 T, P 1) SR G 2o 7™ 4 RS0 =
A AT ZAFUE R, ALFE SN 23 e FAE R I AT AR DR IR AIE 3% .
GDCA X I\ IE R GEEAT & HIAIAS & 1 ke At o

GDCA X HI—F 3% & FIAR ok HI AL R L RIAC B, ABH 1L R B RUIE B

BV 4 BRI BT, ST 2 MR A, FSRIRAR & R EMAR, —E
FAAE L AR S o N 14 ARG A 22 25 BLAS TE N b (R 22 A LRI R, AT e
RIS . 2B IR

GDCA \UE R G PAT R e TH R LS, IR IH A FEREAT AR BRI, S 0 23T
WHR A 50 24 (15 BARTE.

Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.

GDCA authentication system has strict control measures, and all the systems can be used only
after being rigorously tested and verified. .Any modifications and upgrades will be recorded for
reference and made for version control, functional test and record. GDCA also carries out regular
and irregular inspection and test on certification system.

GDCA uses a flexible management system to control, monitor system configuration and prevent
unauthorized modification.
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Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

After all the hardware and software equipment of GDCA authentication system are upgraded,
GDCA must confirm the existence of information which affects the security in waste equipment.

6.6.3. A 4y R B B 22 248 ) Life Cycle Security Controls

GDCA \IE R G AR B % B v RRSEVE Tt ), b B8 1 R AR
i Ji 31 22k

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.

6.7. MILKHKZ4e$EH Network Security Controls

GDCA WAIE R Gt K F 2 1 b5 KR AN I 2 B2 05 22 APl R GRS, I HL St 56 2 1)
AR HEre Ny

WWIE RS AP0 RS UE . EWHE-BAAHC R ERIEThRE, AL it M 14T
R GDCA B A TR #E N GDCA IEP/Ik95d%. GDCA iE1 H 3¢k d5 4. GDCA
BAEhOSRER RS

N T RN 224, GDCA WIENLE RGBT NI 24 ik, Pigeli
TERPE R G, I H L BRI K8 . AR I 22 4w v, B 3 0 R e MO,
LU AT RE BRI F T 19 26 XU «

GDCA authentication system has multi-level firewalls and the protection of network resource
security control systems. It also has complete access control technology.

Authentication system only provides the operations such as application and query of certificate to
subscribers over the network. Only employees authorized by GDCA can access the GDCA
certificate server, GDCA certificate directory server, GDCA operation center and other equipment or
systems.

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and
updated to the version of above systems, as much as possible to reduce the risks from the network.

6.8. BJE]EX Time-Stamping

GDCA #L#54 RFC 3161. 5816 LAz Authenticode FI TEIBRARSS, 32 TALHE
4% . GDCA N5 RS R Gl (Al Hyl it NTP Bl 5% i (8 Bk AR 45 1A 25 .
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GDCA provides time stamp service that complies with RFC 3161, RFC 5816 and Authenticode,
mainly used for code signing, and the system time of GDCA's operation system synchronizes with
this time stamp service through Network Time Protocol (NTP).

7. iEH. IEBHEFRMELRIEF RSN Certificate, CRL, and

OCSP Profiles

7.1. iFE3 Certificate Profile

GDCA IE 15384 ITU-T X.500v3 (1997): {5 BRI MRS Hik-Hk: WIFHES
(1997 4 6 A) #r#EA RFC 5280: Internet X.509 /A FH%:AE i iE 15 A1 CRL 4544 (1999
1),
EV iEF &/ 53 A ) X.500 v 45, HLH e B s AE 1 PR R R T .
GDCA il CSPRNG KT 0 HAK Ry 64 AL AR SIERIEB 515

GDCA certificate format is in accordance with ITU-T X.509 V3 (1997): information technology --
open systems interconnection -- the directory: authentication framework (June 1997) standard and
RFC 5280: Internet X.509 public key infrastructure certificate and CRL structure (Jan1999).

EV certificate contains at least X.509 V1 domain, its specified values or value restrictions are as the
following table described.

GDCA generates non-sequential certificate serial numbers greater than zero containing 64 bits of
output from a CSPRNG.

R-EV UEF SN AE

1, 1B BRAE P BR 1
hi A BAH X.509 iE PRk kA, {HoN V3
ol UE B ME— BRI

B AT R RAUEIN P A28 44 5005 (DL CPS 2 7.1.3 7))

2K+ DN 2R E KL 4

HROEGH W | BT E Bl R (UTC), MALERE[E2, % RFC 5280 R 4mi%

ALY | F T EEREARRUTC), MLt [E2, # RFC 5280 ZEK %Y.
A RAWBR A BB AT EA CPS e A PR .

2@ DN P A & BRI B A%, B d:
CN. OU. O. streetAddress. postalCode. L. ST. C. serialNumber.

101



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA EV -‘LIE:FE %%-U\-L[E—\J_k%%m)ﬂ\u (V2. 7 )]-[&)

businessCategory. 1.3.6.1.4.1.311.60.2.1.1. 1.3.6.1 .4.1.311.60.2.1 .2,
1.3.6.1.4.1.311.60.2.1 .3,

N 45 RFC 5280 4#hd, {#iFH CPS W48 E WIS %, K E & CPS
8 B ESR

Basic domain of EV Certificate structure

domain Value or value limitation

Version Format version of X.509 certificate, the value is V3

Serial number Unique identifier of certificate

Signature Signature algorithm for issuing certificate (see CPS section 7.1.3)

algorithm

Issuer DN Issuer’s Distinguish Name

Start period Based on the Coordinated Universal Time (UTC), Synchronized with Beijing

time, encoding follows the requirements of RFC 5280.

End period Based on the Coordinated Universal Time (UTC),Synchronized with Beijing
time, encoding follows the requirements of RFC 5280. The setting of valid
period follows the limitation of this CPS specified.

Subject DN DN of certificate holder or entity, including:

CN,O0U,0,streetAddress,postalCode,L,ST,C,serialNumber,businessCategory,
1.3.6.1.4.1.311.60.2.1.1,1.3.6.1.4.1.311.60.2.1.2,1.3.6.1.4.1.311.60.2.1.3

Public key Using algorithm specified in this CPS and according to the encode of RFC
5280, key size meets specified requirements of this CPS.

7.1.1. hz4s Version Number(s)

GDCA iEHifF 4 X.509 V3 Wil Fitg =,  AAS BAF AR IE TSR A S A= Y

GDCA certificates are in compliant with X.509 V3 certificate format. The version information is listed
in the version field of the certificate.

7.1.2. MEHEH B IR Certificate Extensions

GDCA Bk 7] X. 509 V3 RRAEFS Rt IUAIbRHE S eI LL AL, B AE ] T H € XLy R I,
WEBY RIUEAE IETF RFC 5280 45k, JF#F#& Guidelines For The Issuance And
Management Of Extended Validation Certificates %23k,

1 AR hRHET
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® [ PR A S (Version)

TR X509 UE S ARAS, A V3.

® iL-fiF45 (SerialNumber)

BT GDCA Z5 i itk 15 (e — H Uy AR IR o

® L EARNAF (Signature)

57E H1 GDCA 22 KIE-Fi pr i 25 44 i

® XXkHIF4 Clssuer)

FASRARIRZERIEFi ) CA ff) X.500 DN £ 5. Bl GDCA &Mk, GEEK. 4.
LR AT AEA A

CN = GDCA Guangdong Certificate Authority

OU = Guangdong Certificate Authority

O = GDCA Certificate Authority

L = Guangzhou

S = Guangdong

C=CN

® EHAAY Cvalidity)

FISRAREUEF B0A R0, AHEUEF TR 2 R4 H IR 18] LA 2R &%) H A ] o

R HRE R, & Z R E I 2 S A BN -

® EHH "4 (Subject)
o e UEPREE I X500 ME— 25 BFEE S, A T VU B0 T T RE 4,

R email HibESEAS A B4

® EBFAEATEHELE (subjectPublicKeylnfo)
IERRFEE AT HAGE RSO SWANEEGEE: IEPRFEEN AT EHNE; AT

EHVE R SEEARRAT . AR RS A TF S P HIRA hash S92

In addition to the X.509 V3certificate standard items and standard extension items, GDCA also
uses customized extensions. The certificate extensions follow the IETF RFC 5280 standard, and

conform to the requirements of the Guidelines for The Issuance And Management Of Extended

Validation Certificates.

1.

certificate standard items

® \ersion

This field describes the version of X.509 certificate.

®  Serial Number
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The serial number is a unique integer assigned by GDCA to each certificate.
®  Signature Algorithm Identifier

The algorithm identifier is used to identify a signing algorithm with which GDCA used to Issuer.
® |[ssuer

The issuer field identifies X.500 DN of CA that has signed and issued the certificate, namely each
attribute of GDCA, including country, province, city, organization, department and common name.

CN = GDCA Guangdong Certificate Authority
OU = Guangdong Certificate Authority
O = GDCA Certificate Authority
L = Guangzhou
S = Guangdong
C=CN
® \Validity

The certificate validity period is the time interval during which the CA warrants that it will maintain
information about the status of the certificate, including two dates: the date on which the certificate
validity period begins and the date on which the certificate validity period ends. The validity must be
checked each time using certificates.

® Subject

The subject field identifies X.500 DN of subscriber, including country, province, city, organization,
department and common name. It may also contain email addresses and other personal
information.

®  Subject Public Key Info

This field is used to carry the public key and identify the algorithm with which the key is used. This
identifier identifies public key algorithm and hash algorithm.

2. UERY R

®  MURHIMEAARIRTF (Issuer Unique Identifier)

I FITE 24 [F— A~ X.500 4 7T 2 MAENUART, I — EURE o 757 B Sk —FR 1R 4%
RF M X.500 47

® T PIRRRSRT (Subject Unique Identifier)

PRIk TE 24 A — AN X.500 47 H T2 /MEBRFE &I, FH— R R ok —Fr iR
IEPS A ) X.500 447

® AL (key usage)

6 SRR PIR AL A4, AL BPINE, BEEng, w9 W
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WREP24, BF CRL &4, Hings, Hfgs, H&4.
® CRL KAk
i1 GDCA #5871 CRL & Afi Mo

2. Certificate extensions
® Authority Key Identifier

The authority key identifier extension provides a means of identifying the public key corresponding
to the private key used to sign a certificate. This extension is used where an issuer has multiple
signing keys (either due to multiple concurrent key pairs or due to changeover).

® Subject Key Identifier

The subject key identifier extension provides a means of identifying certificates that contain a
particular public key. The extension identifies the authorized public key. It provides a means to
identify different keys used by the same subject (e.g. when rekeying).

® Key usage

The key usage extension defines the purpose (e.g., electronic signature, non-repudiation, key
encryption, data encryption, key protocol, certificate signature verification, CRL signature validation,
only encryption, only decryption and only signature) of the key contained in the certificate.

® CRL Distribution Points

It refers to CRL Distribution Points specified by GDCA.

7.1.3. H SR ARRAF Algorithm Object Identifiers

GDCA Z K WEP, S H PR IRTT N sha256RSA Fil sha256ECDSA.

The signing algorithm identifier of certificate issued by GDCA is sha256RSA and sha256ECDSA.

7.1.4. ZFRIER, Name Forms

GDCA 2 R IPE 15 A BRI % 2UR P 2575 & X.501 Distinguished Name(DN)1) %
IRy v

EV SSL/TLS iFH IR S A <7, “-7, J “ 7 ()7, Ko
AR R Z IO e BANE A A
Name of certificate issued by GDCA is formatted in accordance with X.501 DN.

EV SSL/TLS server certificates cannot only contain metadata such as ‘’, - and ‘ ’ (empty)
characters and/or any other indication that the value/field is absent, incomplete, or not applicable.
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7.1.5. Z FRBR# Name Constraints

AEHT

Not applicable.

7.1.6. TEHEmEXT R AR RAF Certificate Policy Object Identifier

GDCA K1) EV UEA AL S UE S SRS AR GAR AL -
EV SSL iE+5 HEus xS SAR iR FF: 1.2.156.112559.1.1.6 .1 ¢ 2.23.140.1.1
EV fURDAE A E -1 SRS X RAR AT : 1.2.156.112559.1.1.7.1 }% 2.23.140.1.3
EBAR RS CAIN Y 24i81% (CA/Browser Forum) @it www.cabforum.org &
AITETE 9.3 HBArIIER,
EV certificate issued by GDCA shall contain the following certificate policy object identifier:
EV SSL policy object identifier:1.2.156.112559.1.1.6 .1 and 2.23.140.1.1
EV code signing certificates policy object identifier: 1.2.156.112559.1.1.7.1 and 2.23.140.1.3

Certificate policy object identifier meets requirements of Section 9.3 guidelines published by
CA/Browser Forum at www.cabforum.org.

7.1.7. S K PR3 BB I i B ¥ Usage of Policy Constraints Extension

AEH .

Not applicable.

7.1.8. SRBE R B FF HIEVEFIE X Policy Qualifiers Syntax and Semantics

AEH

Not applicable.

7.1.9. REIEHEIE Y B AL HE X Processing Semantics for the Critical

Certificate Policies Extension

5 X509 F1 PKIX #i5E—F,

Conform to X509 and PKIX.
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7.2.

IEB#EE %R CRL Profile

GDCA EHi% % CRL, LR 2sifdif .

GDCA issues CRL regularly for the subscribers to query.

7.2.1.

R4 Version Number(s)

GDCA LT3 51126 K F X509 v2 fiw FIE 4% X

CRL issued by GDCA is formatted in accordance withX.509 V2.

71.2.2.

CRL Al CRL £ H¥ B CRL and CRL Entry Extensions

GDCA [PHIE s 12 (CRL) & —/ My A B (B 80 H &0 328 44 1) RS e
1512 . CRL 1%k ¥ & CA, GDCA iliid & fi CRL 4t i & K Al B IPIRAS

.
55

CRL Ml A5 FIKIEE CRL KIRA(E S, GDCA KHIHI2F X.509 V3 iE+5
XF M) CRL V2 AR

459 GDCA K il sha256RSA #il sha256ECDSA %544 51 .

MUK : TREZ KNI DN %, HEZR. A, 1. HU. AL REH 4
S0 o

AN ) R — A HES RME, A RARBIA CRL R AR ).

SRR R — AN HWEME, A LARBI T —ik CRL 4 Z R A RIS [R] (4
A (8 380

WAERSIR: $8E CEMESIIERAR. ARFRDSEUERT )5 FNE
AR 1) AR ]

RN EFR RS (Issuer Unique Identifier): ZSIAR IR SEGHIFAE CRL I
UM ATTEH . TReHEAE — CA EH A F 24

CRL is a revoked certificate list with time stamp and digital signature. The issuer of CRL is CA.

GDCA provides certificate status information through releasing CRL.

® CRL version: It refers to version information of CRL, GDCA adopts CRL V2 corresponding to
X.509 V3 certificate.

® Signature algorithm: GDCA adopts shal RSA,sha256RSA, sha256ECDSA, and ECC
signature algorithms.
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® [ssuer: It refers to DN of issuing authority, including country, province, city, organization,
department and common name, etc.

® Effective time: It refers to date/time which indicates CRL issuing time.

® Update time: It refers to date/time which indicates next issuing time of CRL. (It's an enforced
field in this CPS).

® Certificate Revocation List: It refers to a list of revoked certificates. The list contains certificate
serial number and certificate revocation date and time.

® |ssuer Unique ldentifier: It is used to authenticate the public key which is used to verify
signature of CRL. It can distinguish different keys used by the same CA.

7.3. FELIEFRETMI OCSP Profile

GDCA XM IETF PKIX LARHIFA I — MELIEFIRA WL (Online Certificate
Status Protocol, OCSP, RFC6960), 1% s E X 1 —FhbnifE i Rk A A5 2% =X LA
WAEFS R S 1. 7£ GDCA B J5 Wk T % OCSP &l % /7 i Jf-4% i GDCA B 75 ™
vk AT OCSP #HAF Ui WIHHTEC &, RV AT GDCA IIFELRIE RS ARk ST . GDCA

IR IK] OCSP i b 23 /A LA FTak () OCSP AL HE A AN A 25 -
® \ersion: 2 /ufli ) OCSP P HIRA S ; GDCA HIFELIUEFR RSN
vl e
® signatureAlgorithm: %5& OCSP [ 532:;
® responderlD: 28K OCSP [)Siifh. 25k 2~ SHAL a4 A AE 150 1)
E

® producedAt: OCSP i % AE i 1] H B A [H] 5

® Signature: OCSP MM i1 B (I3 725 4

®  Nonce(—XMEFENLEL): FEIRZATE RIH B A4 — requestExtensions A% & 11

NH 2 ) responseExtension AF & HH AL F — R PEREALEL, B bk E RS

& ERIRES: ERMEIIRE, B WEARA

GDCA adopts an Online Certificate Status Protocol (OCSP, RFC6960) developed by IETF PKIX
working group. This protocol defines a standard request and response information formats to query
whether a certificate is revoked. Subscribers can download the OCSP query client from GDCA
official website and follow the OCSP guide book published at GDCA official website for
configuration. Then subscribers can use GDCA's online certificate status query service. OCSP
response message issued by GDCA contains at least OCSP organization basic domains and
contents described below:

® Version: OCSP protocol version number used by client. The version of GDCAOCSP is v1.
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®  SignatureAlgorithm: Algorithm used for signing and issuing OCSP.

® ResponderID: ID of entity who issues OCSP. It consists of SHA1 of issuer’s public key and DN
of certificate.

® ProducedAt: Date and time when OCSP response message is generated.
® Signature: Digital signature of OCSP response message

® Nonce: The nonce, which is used to prevent replay attacks, is included in requestExtensions
variable of state request message and responseExtension of response message.

® Certificate status: The latest status of certificate, including effective, revocation and unknown.

7.3.1. FA5 Version Number(s)

RFC 6960 & X [t] OCSP fit A,

The field conforms to OCSP defined in RFC 6960.

7.3.2. OCSP ¥ Il OCSP Extensions

ANEH

Not applicable.

7.3.3. OCSP R M AL Processing of OCSP Request and Response

—A~ OCSP #RALG LA HE: hilhiAs . IR ESR. HARIE BRI &y e
R
FEBER —MERZ G, OCSP i 45 S i o7 ik 247 4n A -
® {5 R IERRE L
® IS IR S5 B AT B SR A SRR %
o ERAE T MRS BRTEMGE, WIRTM—ANeRAFRAHL, 4 OCSP
PR S5 oA P A — AN ME R AATE, IR — AN Y

An OCSP request contains the following data: Protocol version, service request, target certificate
identifier and optional extensions, etc.

After receiving a request, OCSP server does the following tests during response:
® Information is formatted correctly
® The response server is configured to provide the request services

® The request contains all the information needed by response server. If any pre-condition is not
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met, the OCSP server will return an error message. Otherwise, it returns a determinate
response.

Pt MR 2 AR GDCA IEHLE A& ST iy &4, FEPIRPRES .
IEBAR. R RA. B2 AE R H BUT E0 4HaR:
® [HEIRIEMIRA
M 2 i 55 7% 44 R
X R e 45 e 52
Y
BT RIRRTT S
X el 2 A5 B B 2 44

All determinate responses are signed by GDCA certificate issuer. The main response statuses are
valid, revoked, and unknown. The response message consists of the following components:

® Reply syntax version

® Response server name

® Response to the request client certificate
® Optional extensions

® Signature Algorithm object identifier

® The signature after the response information is hashed

QR A, OCSP JIRS% ik bl —MEEEE R, IXEHREEBA GDCA L%
REFHANZ S G L EEAE.
RIERR AL HE R (malformedRequest)
P4 IR CinternalError)
B E I (trylater)
T E 4 (sigRequired)

AKAZAL Cunauthorized)

If an error occurs, OCSP server will return an error message, which doesn't contain key signature
signed of GDCA certificate issuer. The error message includes:

® malformedRequest
® internalError

® trylater

® sigRequired

® unauthorized
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8. W\ iE Ml # ¥ +F 1 K 4l ¢ {5 Compliance Audit and Other

Assessments

8.1 TEAM B M R EE H Frequency and Circumstances of

Assessment

GDCA HREXSPBEsh] HP1E E AEih] . BUEPAT R AT — &, B
58 PR R A TE DL B S TUE IFRAE. ZER—80 JFIRIE S A4 AR IUTE): AN
FREAT — B H T AE E VR, IR I R > 3% R EV SSL kg ARk AN
EV RIGZEALIUEFHAT AL, DURIEIE PRSI FEME . 2 VR T 45k

B 7 A ERE THAIPEAL 4, GDCA JEHSE ALK & v g 55 Fir, #2000 WebTrust X
CA TR BEAT S o TR VEAL -

1. AR4E (R NRILAE P22 CRTFIE RS EHINE) I HIER,
B — RS £ TP R A

2. GDCA {8 [H Z T HRI I ER . [H S KHRAENIA CPS (R E Stz & A ik
55, IR AERVEAR AN B THITE, AR A D WIHAT — IR N B ROV A%, 45X GDCA
WHE SR (RAL ZHLSED VP # % .

3. GDCA WEEMALH T Img 55T, 4288 WebTrust X CA BTN, AR
17— IRAMB B TE RV A .

4, GDCA FFFHAT— B VFAL TAE, AN S5 HMBIE, VEAh B Sk
AT BeE S AR E , JRURAE H AT RON SR . BOR . RS AN I 2
JREXF RS, R RS Ay, B S AR RRIA A5 e TR . AT 2 AT R

VAR R IR CSRAE CPS o, JF HZEH CAINI Y 851832 (CA/Browser Forum)
I8 www.cabforum.org KATHIFEFE 17 55 B 2R AH— 2.

GDCA audits physical controls, key management, operation controls and authentication once a
year in order to confirm the actual circumstance and take actions according to the audit result.
Furthermore, GDCA shall make consistency audits and operation assessments quarterly to ensure
the reliability, security and controllability of certification services. And shall extract at least 3% of the
EV SSL certificates and EV code signing certificates respectively for sampling evaluation.

In addition to internal audits and assessments, GDCA also engages external audit firms to perform
assessments and evaluations according to the CA requirements of WebTrust on CA.
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1. GDCA is assessed and inspected once a year in accordance with the "Electronic Signature
Law of the People's Republic of China", "Measures for the Administration of Electronic
Certification Services" and other requirements by administrative authorities.

2. GDCA conducts operations and services according to the requirements of state’s authorities,
the specifications of state’s relevant standards and this CPS. GDCA shall conduct internal
assessment and audit to other entities (including RA or LRA, etc.) in GDCA at least once a
year.

3. GDCA engages external audit firms to conduct assessments and evaluations once a year to be
compliant with WebTrust for CA.

4. GDCA performs a risk assessment once a year to identify internal and external threats, and to
evaluate the possibility of occurrence and potential damages, and to assess if the current
strategies, technologies, systems and relevant measures are able to mitigate these risks.
Based on the risk assessment, GDCA develops, implements, and maintains a security plan
consisting of security procedures, measures, and products.

Audit operation shall be stated definitely in this CPS and be accordance with guidelines Section 17
released by CA/Browser Forum at www.cabforum.org.

8.2. VHEEME G Identity/Qualifications of Assessor

GDCA N EH T, B GDCA 4 MK R i 2> i Dr AL 288 0 1 T o THPPAd N AL
BH B THPPAS /N AT LI T A
GDCA HEE I AMBH T, RIZ A4 UT 3R
1. UIURGEVERTH AHOL R LA, 0 R ZAT R A%
T ENE B2k R, BENEZEER, PKI FAR. bRUEfERE
HEE RGBT IR BB AR T H
LA ST T (R A

> v

Cross department audit assessment group organized by GDCA Security Policy Committee
performs internal audit of GDCA.

External auditors which GDCA hires shall have the following qualifications:
1. Must be an authority which has been licensed and has a good reputation.

2. Understand computer information security system, communication network security
requirements, PKI technology, and related standards and operations.

3. Have the expertise and tools to check the system operation and functionality.

4. Beindependent.
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8.3. M HEEBIEME ZHE KR HKR Assessor’s Relationship to

Assessed Entity

1. GDCA #i 1l R 5 ANU 1 R G BE 01 B 53R AE 7 TAE KA AN RE

Y

o

2. ANERVEALE (fF B L AR AL TR 55 B LU AR L) A GDCA 2 1A
MALMIRER, BRI WSAER, B L EAE MR E IR L LU 1
FRNE, PRAEERLDAL. A IE. FAHIAS X GDCA HEATIEAY .

1. Segregation of duties is required between the GDCA auditors, and the GDCA system
administrators, business administrators, and business operators.

2. The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There is no business interaction,
financial transactions, or any other interests that could affect the objectivity of the assessment
between the above two. Assessors shall evaluate GDCA in an independent, fair and unbiased
attitude.

8.4. L% Topics Covered by Assessment

GDCA HuL i H# v ARG LU N2

1. LRI R 70 S

2. 1B TAREEAG B R 15 2 A% <

3. RETEHAEAL CPS. Mk S5 IV % 4 BEORIT AL 55 5

4, BFHE. CRREEEE, O R

5. & A A AT REAF ALK 2 A X

55 =07 HHIT 55 T #2IE WebTrust For CA FIVERIZEK, X GDCA BEAT AL it
GDCA's audit contents include:
1. Whether the security strategy is fully implemented
2. Whether operation procedures and processes strictly followed

3. Whether strictly following the CPS, business specifications and security requirements when
conducting authentication services

4. Whether all kinds of logs and records are preserved and if there is any question
5. [If there’s any other potential security risks

Third-party audit firms perform assessments and evaluations on GDCA to be compliant with CA
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requirements of WebTrust.

85. XWNHEBEARAREXIKIE M Actions Taken as a Result of

Deficiency

T AU B T 45 b v 1) R, p R A /N2 7 B I ) R ) B AR IR R )
BEAT V55 CAOEE RN 56 25 (A 00 o 58 BORT B T2 SR EAodE J S BRI 1) 7% 1) o o F PG /N
PR %5 it TAE B IRE

X T GDCA BBUEMHA A v 4551, Wiz IEAE#E4T3E A CPS J¢ GDCA il
FE AN S HE K4T ), GDCA ¥5-F LAIE, AR5 A A B (kX 24Ty, [mi
G GDCA I ERFATN S5 B o N S RAT IG5 P E IRV E LA, GDCA Rk
SHZH U I HLFIAE NV 5545 FAZ AL

=7 HAH RS S Al 52 S, GDCA #2 MBI TR S #7800k, FF i ik
B AR

Audit assessment group monitors responsible departments for improvements and complete status
of issues that were mentioned in audit reports. After improvement of audit results have completed,
various functional departments should submit summary of improvement to audit assessment group.

For authorized RA mentioned in GDCA’s audit report, if they are violating the CPS and other
business standards defined by GDCA, GDCA will stop the above behaviors immediately and ask
them to make changes in accordance with the requirements of GDCA.GDCA will terminate relevant
authorization of electronic certification services of RA if the above behaviors are seriously violated.

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the
audit reports. GDCA will be evaluated again after the rectification.

8.6. PHMLE4RIMEEE kA Communications of Results

GDCA (15 U125 SR m) AR WLAL & HARE B 1T LA BB U105 B (R IE 57 LG AT 1E X8
e, XEATREE RIT P e A Ba R, GDCA ¥ K il P s

=M TS e RS, TR TR AE R, R T www.gdea.com.en i
BEAT QAR o ARAR 55 =07 RO VP Ak SR N PP A5 25 SR e AR5 B, AT 2502 S B 1 1)
GDCA R W@ H 1175 3%, IHEAS GDCA [FfF) %, 14 7545 MUsE kR 4 GDCA {4
B AEIX 77 THI FRVEEAL T o

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA will
notify the subscribers of any potential security risks timely.

114



Il semrannaemes

TooR GDCA EV iEH HFIAIENL S (V2. 7 fiD

If the assessment from a third-party auditor firm is completed, the audit results will be published at
GDCA website (www.gdca.com.cn). Third-party should communicate its purposes and methods to
GDCA in advance before notifying the evaluation entity on the assessment results or similar
information, except otherwise defined by law; GDCA reserves the legal rights in this part.

9. VTR H AR 5526 FK Other Business and Legal Matters

9.1. %%H Fees

9.1.1. IEHL K I HT Certificate Issuance or Renewal Fees

GDCA AJ R ¥ S A ) o 5~ IATEAH SR S5 ) A B LA FIE 51T P SO B AT, BARIA B b
HEARYEAT ML T I BB DL T € » FEW B ARviE Sl Y, BDAN R W 2 bRl 15 5L T, GDCA
ABURIETT PRI, B XSASFLT AR A 5] R4S Bl SR B A B4 it

R GDCA ZZE M H e B k% 1 GDCA A IS AS—2, DL pgfh
it
GDCA can charge subscriber certification fees for the digital authentication service provided. The
specific charge standards are executed according to the approved documents of state related price
administration department. In the standard range of the charge, namely not exceeding the upper

limit, GDCA has the rights to launch different charging and discount policies targeted to different
subscriber groups.

If the price specified in GDCA agreements with subscribers is different from the one published, the
agreement price prevails.

9.1.2. ME BB # %% A Certificate Access Fees

FEVEFAROAA, SZIEBE S TE R, HAT GDCA AUHE M. FRIEH
FHR I RIRFFR TR K, T2 GDCA SIS B I, GDCA K5 F = ip s e RS2 1 iR
2 H

WA A IR B R A A8 4k, GDCA K4 i 7E ki3t www.gdca.com.cn
EFRAAA

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its
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website (www.gdca.com.cn).

9.1.3. IERHESRSE ERNE MR Revocation or Status Information

Access Fees

GDCA Xf THEHHAH VRS AW, H BT ABCHUEF 2 A  BrAEF P 3R IR R 7 oK
i 2 GDCA SCATEAMZR T, GDCA K5 FH P B s SCHOS 2 AU F 28 FH

an R B AR A5 15 B A i 2 BUR A AR (T2 16, GDCA K 23 eI 78 9 il
www.gdca.com.cn 7 LAA i

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless
the subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with
the subscriber for appropriate charges.

If revocation and status information inquiry charging policy has any changes, GDCA will promptly
post the changes at its website (www.gdca.com.cn).

9.1.4. H bR 5-%% B Fees for Other Services

1. AP GDCA RIRAUG K CPS E HARAH I 1ML SCIFIN, GDCA 75 2k
AT A 7 A D S 336 AT AL T AR 2

2. GDCA Rl HI P SR IEAS f2 4 A1 Jot A R 5%, GDCA 1 51T ) 8l Hofthsg
PREEZE (K P P i I TN A%

3. HAth GDCA HZ o rI RS MRS 98, GDCA K& Jeif A, A
i

1. If subscriber requests paper version of CPS or other related documents from GDCA, GDCA
will charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares
the prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.

9.1.5. IBE K ME Refund Policy

GDCA i1 FSCE 2 F, B 1 UE 45 H i R0 o8 3 2 FH R oA e #E ] LR iE 4k,
GDCA A B H AT 3% H .
FESEHUE BERE M KIE T RS FE T, GDCA i85 ™% IR VE R A 55 0E . iR
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GDCA 75 7 A CPS Tl [ SR s B B K 55, 1T/ A LAEIR GDCA i Hiif:
IB#K. 7£ GDCA i 7iT P IETJE, GDCA ¥rBI4ELT ;oA FE ZAIE 15 T SO AT 1 9%
F A HURIR AT

HE 3B SR AN PR AT P A5 B L e I £

SERGRFGE, 1T Rk S FZIE 15, GDCA Kl i Hk 5 /T .

GDCA does not refund any fees to subscribers except fees charged for certificate application and
renewal because of specific reasons.

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CPS or
other material obligations, subscribers can request GDCA to revoke certificates and refund. After
GDCA revokes subscriber’s certificates, GDCA will immediately refund the full amount that
subscribers have paid for the certificate application.

This refund policy does not limit users from obtaining other compensation.

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate
his/her legal liabilities.

9.2. M 34E Financial Responsibility
9.2.1. PREETERE Insurance Coverage

HILFFIE 4 GDCA kG, UEPIT /. WMy & SR T LT GDCA &40

W2 TE VR B E R TR A .

® GDCA RHEHHF R K23 1T P SN =07, FEOT ) B WU 1 52457 K 1 5

o i HRME T AR NHME BB Bk, GDCA RILGTIARZEKR TUE+, SEURIUT
R

® GDCA JRAZEUEERIAT S (5 BT MK 78Ul 807785
AT - BRI 5

® T GDCA HJJE K SHEUEBAAPIMA . BIE,  SUir - Bl om0y 18 52 45 K 1 5

® GDCA RAE A S BIIE 515

® GDCA X FARMUEAS T 7+ AT <5 SEARAT SR P 2 ) 5 T ST R AAE AN R
R A A -

UEFFRM g A2 < B
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If the following circumstances occur and is confirmed by GDCA, certificate subscribers, relying
parties and other entities can request GDCA assume compensation liabilities (except for statutory
or contractual exemptions).

® GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

® After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

® GDCA issues certificates without authenticating subscribers’ application and it leads to the
losses of subscribers or relying party.

® |f the private key of the certificate is deciphered or stolen due to the fault of GDCA, which leads
to the subscriber or relying party suffering losses.

® GDCA fails to revoke the certificate in time.

® The maximum compensation amount for the certificate is as follow:

Type Maximum Compensation Amount
EV code signing certificates RMB 300000 (USD46,000)
EV SSL server certificates RMB 1000000 (USD155,000 )

9.2.2. HAB = Other Assets

AN .
Not applicable.

9.2.3. MR A AR EE A Insurance or Warranty Coverage for

End-Entities

GDCA UiE )z 74 CPS e FIER ST, WEFIT /' Ky &Sk mT LL i i GDCA
AR TT (GRS E Tt BRoM ). fE4 GDCA Wik, AT LAXHZ SR TG
R A% B A1) 2

1. GDCA FTA KA LS A AT 9.2.1 W@ I RRTE R, B2 ESHARE

TGRSR ER, a4 IR AT LAl GDCA R4 1% L E ¥ il 2 , GDCA
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2R FEE I € R R OS2 FIAR OS2 F
2. GDCA HAFEUEASA ROYIBR ARSI R I £2 514

If GDCA violates the provisions of this CPS, certificate subscribers, relying party and other entities
can request that GDCA shall assume the liability for compensation (except for statutory or
contractual exemption). After confirmation, GDCA can compensate for the entity. Limitations of
compensation are as follows:

1. Allthe compensation obligation of GDCA shall not exceed the insurance coverage stipulated in
section 9.2.1.The amount of compensation shall not be higher than the compensation
maximum amount. GDCA can reset the compensation maximum amount. GDCA will notify
relevant parties immediately after the reset.

2. GDCA only assumes compensation liabilities when the certificate is valid.

9.2.4. FAE4ABR Liability Exemption

ARG —H, M5k GDCA Z 5ift:
1. ITPFERENE R GDCA #rib 50, A an ™ X552 —H):

1) A XSRERES, w8 ARG, AR REER. LR R
FE S

2) PN HZERE GDCA FrE K B IE B EARF IR PIN i5, A7 PIN
B A 5 UE T BB AT A AN

3) WTFTERNFH B SR HEE BRI, RS AT 2 RS

4) ATPRBRTFELHERE DA RESE RO A KRB, N R A
GDCA KRR TT, LAl % 725 42 I ERR

5) AT FEAE TR N L AGE ST E KA AT BON R . AR
FAUEF1E)y GDCA FiE {8 F TG Bl 1 0 A AR AmT FH 8456 FH «

6) I UAEIETA A AN ZIE TS AR S REE T RERE .. Bl
AR BREE BAEE B IR+

7) TP SRR E T ) GDCA K 24 3bly 55 52 P 5 AZ AR 55 9% P o

If one of the circumstances below has occurred, the responsibilities of GDCA shall be
exempted:

1. If one of the following obligations are violated when subscribers are applying and using GDCA
digital certificates:

1) The subscriber has the obligation to provide real, complete, accurate material and
information, and forbid to provide fake, invalid materials and information;
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2) The subscriber shall properly keep the certificate carrier issued by GDCA and protect PIN
code, and forbid to leak the PIN code or deliver the certificate carrier to others at
discretion;

3) When the subscribers are using their own keys or certificates, they shall use reliable and
secure systems.

4) If the subscriber has known data used for making electronic signature (private key) has
been compromised or may have been compromised, he/she should inform GDCA and
related parties promptly, and terminate the use of data used for making electronic
signature;

5) Subscribers shall abide by national laws, regulations and administrative rules and
regulations during the use of certificate. Subscribers are prohibited to use the certificates
out of the scope which specified by GDCA.

6) Subscribers must use the certificate within the period of validity. Subscribers are
prohibited to use certificates that have compromised or may have been compromised,
expired, frozen or revoked.

7) Subscribers have obligations to pay the service fees to GDCA and local service
acceptance points promptly.

H T AR BRI S B TIEBE R R IR, ik, TTERK, BEE. &

1B e RS 1 ATTRLEZ “ARTPis 7, RIEAREIUL. AR %

FARETE IR A NG OL, AR EAR T

1) BERWUREFEHRRE, OFEE. KRR WL AR, T, 3K,
o, 8 NEE RIS

2) H2UG. M AEFIEEBUFTN, EREBUFMUCH FBCR . AT
P, B B BEELSA SR .

If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to force majeure.
"Force Majeure” refers to unforeseeable, unavoidable and insurmountable circumstances,
including but not limited to:

1) Natural phenomenon or natural disaster: earthquake, volcano eruption, landslide, debris
flow, avalanche, flood, tsunami, typhoon and other natural phenomenon.

2) Social phenomenon, social abnormal events or government actions: the government
issues new policy, laws and administrative regulations, or other social abnormal events
like war, strikes, chaos, and etc.

X GDCA )5 4 B 100 4 H 5 25 B R B 7] 9 BU P UE B AR R R 1B vhibn, 8
VERI, BT KA E B RS ARTFTHUE 2 “BRME” 5l
PR FRARAS PR T«

1) AnHid;

120



[] ﬁﬁlﬂﬂfﬂ!iﬂzfﬂ ﬁEL._I

GocA

GDCA EV iEH HFIAIENL S (V2. 7 fiD

4\

2) REREAIWIE Ay, HAE. BRI TTELG
3) MU
4) GDCA [R5 £ B 28 i

If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to equipment, network
or other technical failures of GDCA. "Technical Failure" refers to the following circumstances,
including but not limited to:

1) Force majeure

2) Failure due to relevant departments such as electricity, telecommunication and
communication departments

3) Hacker attacks

4)  Equipment or network failure of GDCA

GDCA g 1 [ ZGEE . VERLE B rE P ENL 55 RN, A7 45325
PR

If GDCA has been compliant with certificate authentication rules defined by national laws and
regulations, but the losses still occur.

9.3. W% BRZ Confidentiality of Business Information

9.3.1. {215 BYEE Scope of Confidential Information

7E GDCA Rt i 7 IEAR S, BUNE BN IR E (S B

1. GDCA i ' HIH 284 M w5 .

2. WO AHEE. RESHE. AMHERER, XLEE B GDCA
PMNREER, W %e® i GG ER R SR . BRIFEENR, ANAlfE
N F MR AT -

3. HAhth GDCA F1 RA MR AFIA FE BN S, BRIFHZELR, RarA

2t

)

In the electronic certification service provided by GDCA, the following information is treated as

confidential information:

1.

2.

GDCA subscriber’s digital signature and decryption key

Audit records including local logs, server logs, archive logs information, which is treated by
GDCA as confidential information. These records can only be accessed by security auditors
and business administrators. Unless for law requirements, this information cannot be released
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outside of the company

3. Other individual and company information preserved by GDCA and RA and should be treated
as confidential. Unless for law requirements, this information cannot be released to the public

9.3.2. AEBTHEFEHEE Information Not Within the Scope of Confidential

Information

GDCA K LA T &5 BN A RELE B
® I GDCA KATHIEFFI CRL HIfE B .
® 11 GDCA 3HF. CPS YL H Hmg (5 &
® GDCA ¥Fn], WA GDCA T, 7E GDCA Ml A I RATHIE R -
® ffh: GDCA {5 2 (PR PR R R T4 Bk 1 i dhs AT FH S
GDCA treats the following information as non-confidential information:
® Information in the certificate and CRL issued by GDCA
® Information in certificate policy supported by GDCA and recognized by CPS

® Information that is permitted by GDCA, only used by GDCA subscribers and published at the
GDCA website

® Others: The confidentiality of GDCA information depends on particular data items and
applications

9.3.3. 3 £ % {5 B ) 3T /£ Responsibility to Protect Confidential

Information

GDCA %R SR AT 9.3.1 RS MR (E BT S L.

GDCA has the responsibility and obligation to protect the confidential information described in
section 9.3.1.

9.4. MABRFAMEZE Privacy of Personal Information

9.4.1. R AR EE 7R Privacy Plan

GDCA T3 72/ A BRI, (E 54 R IR SR A BB AL
HISEHLE B FIRE, GDCA KU (A RT3 R R M 2 A0 R B FRAER A A BORA%
TR
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GDCA respects the privacy of the certificate subscriber’s personal data and guarantees to fully
comply with the relevant national laws and regulations. In the meantime, GDCA requires all
employees strictly comply with security and confidential standards for personal privacy.

9.4.2. Ve NREFL AR 415 B Information Treated as Private

B TIE-B ARG B U AEFIRESE B4, 1T P S At HAR I A (S B
NESHREHE . GDCA JE XL UL FME BNIEHRT P HIEEARAE R .

o I NARGEM SIS S e SRS AL AAS .

® i JELRHIE,

® IT T HIEAE MU A L

® i HIARATIK S,

Except for the information already included in the subscriber certificates and the certificate status i
nformation, other basic information provided by the subscribers is deemed private. GDCA defines
the following information as certificate subscriber’s privacy information:

®  Subscriber’s valid documents number such as ID number, organization code
®  Subscriber's telephone number
®  Subscriber’s mailing address and living address

® Subscriber's bank account number

9.4.3. AR R BaFA K145 B Information Not Deemed Private

GDCA & X AFEHAIR T LU E BRABAUE T 7 FEEFAE S
LR AL SR R RS N

® i SERI. BRAITERSE.

® i /E (s HbE AR B AT .

® IR TR .

The information of certificates subscribers not deemed as private by GDCA include but not limited
to the following:

®  Subscriber’'s name, organization name
® Subscriber’s gender, organization nature
® Subscriber’s postal code of mailing address

® Subscriber’s email address
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9.4.4. R R AR FT/E Responsibility to Protect Private Information

GDCA A % R 5 IR AT 9.4.2 FHAUE L HIFE D AR TS X5

GDCA has the responsibility and obligation for proper custody and protection of the certificate
applicant personal privacy described in section 9.4.2.

9.4.5. FHBAEERS M ERAZE Notice and Consent to Use Private

Information

GDCA 45 R HUE 24 15 TR 3T/ (A A KRS, FF04 STHC AT 4 1 % 2 T B
PRI A BARME o DR AR R (3 P B, A5 B 54T o
2 i, GDCA (AR SHEIE T P HUM S AT B0 AT A S B AT
SR =TT A A O.

GDCA takes appropriate steps to protect the certificate subscriber's personal privacy, and takes
reliable security measures to protect stored personal privacy information. GDCA guarantees not to
provide the certificate subscriber’s personal information, except personal information written in the
certificate, to unrelated third parties (including companies and individuals), without the permission
of certificate subscriber, unless base on provisions of the law or government.

9.4.6. WERBRTEBREFERE B E Disclosure Pursuant to Judicial or

Administrative Process

LATHHLR T 2 GDCA SEHARRL (I IEAS {3 HI & A OGS BN, GDCA e fitan T

WP IEREE.

VP A NI s s 47 s (145 8

T 5% GDCA 943 ) 8 S A 100 o

GDCA H- 42 B ZR i N R BEAH OGS B

When administrative organization requires GDCA to provide subscriber's information of
corresponding certificates, GDCA needs to provide the following information:

®  Subscriber’s basic information
® Information encrypted by subscriber’s personal encryption key
® GDCA website login information of subscribers

® GDCA will provide related information to law-enforcement officials in accordance with the law

124



[] SR NERAERDE
Som GDCA EV iE45 B IR HN) (V2. 7 FiO

requirements.

9.4.7. Hihis B3 B BT Other Information Disclosure Circumstances

ANAAEASIT 7 25K GDCA SR INs e 25 7 SCHR IR S5 I BURE A Iy, GDCA I 7
FHEAEAS T P IR A% AR 27 bk 4545 B3R 28 = il 2y A 7

If certificate subscriber requires GDCA to provide some particular customer support services such
as mailing materials, GDCA needs to send the subscriber’s name, mailing address and other
related information to a third-party such as mailing company.

9.5. &R Intellectual Property Rights

® GDCA = H AR XHEF LA & GDCA FEALHI T JAE I 438 AR =B o

® GDCA XU RGN BAFAR . B H 7 AL

® GDCA H Rk E R F AR5

® GDCA Wi E A I—YIME B34 GDCA 7=, K% GDCA 1t fuif, A
AR T EAT .

® GDCA RATHIUET A1 CRL #1452 GDCA Rt i 7=,

® L HMZE A FLREK ARGy GDCA 7= .

® kIR HF T GDCA B ISR MBI 4 (LU FFK DND LA AZdsl s &
YRR SEARIAE S, 99 GDCA 7,

® GDCA reserves and remains full intellectual property rights for all the certificates and
software offered by GDCA.

® GDCA holds ownership, the right of name, the right to share the benefits for certificate
system software.

® GDCA has the right to decide to use which software system.

® All the information published at GDCA website is GDCA property. Without written
permission of GDCA, others cannot repost them for commercial activities.

® Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.
® External operation management strategy and specification are GDCA properties.

® The distinguished name (hereinafter referred to as DN) used to express the GDCA
domain entity in the directory and the certificate issued to the terminal in the domain
entity are the properties of GDCA.
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9.6. [R5 Representations and Warranties

9.6.1. B FAEAR SV HIBRR 5348 CA Representations and Warranties

GDCA TEFR AL HL T IAUEAR S5 Al A b 11 7 R R 2 T

® ZRZTFIMIET R4 GDCA ) CPS BT S 2K .

® RFENIET T I ARAL T R, RFAEA T LT T HAE S A R A ] SE
E 0

® HARHE CPS MR S I U E 15

® HAIKRIEFIE, AL R L i T FT A I A B B

® IIEHEE X FITEIE B E B R EEA LY R (8, ERIEATmS, #5
T A A A8 BRI L HRAEO o 138044 G A g i B

® IGUEHUEE AL T UE R R UL i ARG T AL, DARER HiE i
435

® ISiERuEFH pr R A A E S AERYE (organizationalUnitName 15 2. &1 .

® RIS IESE i LA /MIEF 8 “organizationalUnitName” H BT 6, 2 (45 BAFAE
R R,

® 45 CPS 3.2 HYZRIGE I NHIH 67

® 7 GDCA HiT P JEoHk, M GDCA Hil J A1k A H Al $AT 1T F B
77, ZIT P E CARN S 251835 K AT 1Y) Baseline Requirements 55253k #7
GDCA 5T 7[Rl — Sk alf 5Bk, I i AR CA AT 2%

® SRR AR HIRUE B A AR E B I BEE R ) A i A R AR
(24x7) ATTHIE B

IEB AT R A G, GDCA FRIERRALIAERIT FE B4, IEF AR LT 5 B4R

SEHER 1) o
GDCA AT P UE /2 75 AR 1 4 VS R AT, 30 P RS 7 Ak BT P s R A
WO AR LRI B T RVHEREE .

During the process of providing electronic certification service activities, GDCA makes following
commitments:

® Certificates issued to subscribers by GDCA must be in line with all substantive requirements of
this CPS.

® Informs subscribers any known events, which will fundamentally affect the validity and
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reliability of the certificate.
® Revokes the certificate acoording to this CPS.

®  After refusing to issue a certificate, GDCA would immediately refund the fee that the applicant
has paid for the certificate.

® Verifies that the applicant either had the right to use, or had control of, the Domain Name(s)
listed in the certificate’s subject field and subjectAltName extension (or, only in the case of
Domain Names, was delegated such right or control by someone who had such right to use or
control).

® Verifies that the applicant authorized the issuance of the certificate and that the applicant
representative is authorized to request the certificate on behalf of the applicant;

® Verifies the accuracy of all of the information contained in the certificate(with the exception of
the organizationalUnitName information).

® Implements a procedure for reducing the likelihood that the information contained in the
certificate’s subject: organizationalUnitName attribute would be misleading.

® Verifies the identity of the applicant according to section 3.2 of this CPS.

® Subscriber agreement: That, if GDCA and subscribers are not affiliated, the subscriber and
GDCA are parties to a legally valid and enforceable subscriber agreement that satisfies the
Baseline Requirements and other requirements published by the CA/Browser Forum, or, if
GDCA and subscribers are the same entity or are affiliated, the applicant representative
acknowledged the terms of use.

® Maintains a 24 x 7 publicly-accessible repository with current information regarding the status
(valid or revoked) of all unexpired certificates.

After the certificate has issued to the public, GDCA guarantees that the subscriber information in
the certificate are accurate except the unauthenticated subscriber information.

GDCA is not responsible for the assessment of whether a certificate is used within an appropriate
scope. Subscriber and relying party ensure the certificate is used for appropriate purposes based
on the subscriber agreements and relying party agreements.

9.6.2. VAL BB 5 4R RA Representations and Warranties

GDCA A MHLIATES 5 i FIAE R S5 I 7 v ) 2 F
o PRALAIETIT ML 5E 4 FF & GDCA [¥] CPS [ fi A S M 2K
® 7E GDCA L RE I, A2 B AT AU I 5 R 1T 5 BOIE b 45 B S IEH
HHNEEA
® JEMHLIK % CPS HIMLAE , Juief ] GDCA $ACHIEH . BEHTE RS Hi vl .
During participation in the process of electronic certification services, registration authority of GDCA

makes following commitments:
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® The registration process provided for subscribers is compliant with all the substantive
requirements of GDCA's CPS.

® When generating certificates, GDCA does not allow the inconsistencies between certificate

information and certificate applicant information due to mistakes of registration authority.

® Registration authority will submit the applications of revocation, update and other services to
GDCA in time according to the provisions of CPS.

9.6.3.

TP HIBRR 5481% Subscriber Representations and Warranties

WP — B2 GDCA 2R MESS, BB uIE GDCAL FEM AL K ASREAS K47
RAFNEL LUK

CANZBFIHEZ GDCA 1) “HFIEfHHiE T A4 CPS H it AT Sk RISk
1%,

AR BOH N AT T4

T PAE IR I [y LA SR (R 15 B R Bt se B AHERIY, s A4
AR HERR B Phidh 645 B VR T AT
WERAFAEARFN, AT AN AT EN DT 1T 7A SRR
FAE R A SERRR 5 158, 8 %0 GDCA B AZ AR AR 55 LA o

AT PR S AP R AT AT R — Ik & 44, #5210 7 H CEA,
I HAEMTELN, IEBEERED GEREELH. ), IEBRRAHEN
VPR Gy 1) R A o

BRAELAT R RAE LA ] T T P s BA RS, 1T P RUE AR AN RAENLAG (32K
ALK BT R FRME 55

— PR, BRI PR RIEE A CPS R FTA 2RI, FEA1R A
FESZRRL BT P A

— AR, VTN AR ST DA AR A IR HORAVEH R, AR AT
BHRRS, RIEG BRI fE iRy (LRI 2R . it . Bl R ook & 4%
BUEH

AFIEAARTR H GDCA A A B3e . 308, T4, BFREAR T
FEE S BTG RS CSORHIE 5 IR 55 6 164 0 A8 55

UEFAEA CPS H g A58 VG Bl N B Y, KRR+ H T @ AU sl At &
AR H

R4 A B REoR YT I B AABH g 2k . it EE A B AT
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® Xt ¥ EV SSLIEH:, 1T/ SrEM S RAE R AEIEFS b 410t 1) 3 ) 4 X 1z [
J 5% 48 AR A o

® X1 EV AR AIERIT -, HRILL L, MAZE) R GDCA HE ik
o2 D AEHAIE BB BOSHHR A HERE S 2) IR S aHA K
IR R B 3) AIEHER M, %A1 2838 vl 524K
i

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the
following commitments to GDCA, registration authority and related parties who trust the certificate:

® Acknowledged and accepted all the terms and conditions of GDCA "certificate application
responsibility" and CPS.

® The subscriber uses digital signatures if the certificate is valid.

® All information that subscriber provides to registration authority during certificate application
process must be true, complete and accurate. The subscriber is willing to take legal
responsibility for any false or forged information.

® |f there is an agent, then both the subscriber and agent take jointly responsibility. The
subscriber is responsible for notifying GDCA and its authorized certification services agencies
any false statements and omissions made by the agent.

® Each signature is generated using the private key corresponding to certificate by subscribers
themselves. The certificates shall be valid at the moment of signing, i.e. certificate is not
revoked or expired.

® Subscribers ensure that they don't engage in business performed by the issuing agency (or
similar institutions) unless they sign written agreements with the issuing agency on such
matters.

® Once the certificate is accepted, subscribers are considered as knowing and accepting all the
terms and conditions in the CPS as well as corresponding subscriber agreements.

® Once the certificate is accepted, the subscriber should assume the following responsibilities:
always maintain control of their private keys; use trustworthy systems; and take reasonable
precautions to prevent the loss, disclosure, alteration, or unauthorized usage of the private
keys.

® Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

® The subscriber only uses certificate for the authorized or other lawful purpose within the range
specified by this CPS.

® The subscriber use secure and reasonable measures to prevent the private key from loss,
disclosure, alteration and other events.
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® Forthe EV SSL certificates, the subscribers undertake an obligation and warranty to install the

certificates only on servers that are accessible at the subjectAltName(s) listed in the

certificates.

® Subscribers of EV code signing certificates shall promptly request the revocation of their

certificates by GDCA in case of the following situations: 1) any information in the certificate is

or becomes incorrect or inaccurate; 2) there is any misuse or compromise of the subscriber’s

private key associated with the public key included in the certificate; 3) there is evidence that

such code signing certificates are used to sign suspicious codes.

9.6.4.

9.6.5.

T IRIR 53R Relying Party Representations and Warranties

WSFA CPS WA FUE -

B A IE P 7E 15 19 08 R R340 B A PR A

FEAEBOUETS AT, XHE B IS R RE AT IO .

EAERGET AT, B A CRL 5k OCSP #iAE 152 35 i fidy «

— Bl FHZSEHAMFERSEY T A ENAR, KT 8l i 4
GDCA i R RIATAME, I HAR$HE K b3 i B & slfih A 4515k
AHELATATR E GDCA ARt A, B8, BH. A%, A EART
SREME RIS CSORIIE T3 IR 45 1) 38 in R 9k 5

Abide by all provisions of this CPS.

Ensure that the certificate is used in prescribed scope and duration.

Verify certificate’s trust chain before trust the certificate.

Before trust a certificate, verify whether the certificate is revoked or not through querying
CRL or OCSP.

The relying party is willing to compensate GDCA for the losses and accept liabilities for
any loss of self or others, due to negligence or other reasons violating the terms of a
reasonable inspection.

Prohibited for rejecting any statements, changes, updates and upgrades published by
GDCA, including but not limited to modification of strategies and standards as well as
additions and deletions of certificate services.

Hihz 5 KR 5HHLR Representations and Warranties of Other

Participants

GDCA MF B T IETE s HAh 2 5 2 1E H a0 T A&
AP A CPS BT A HLAE -
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Other participants engaged in GDCA electronic certification activities make the following
commitments:

Abide by all provisions of this CPS.

9.7. IH{RH 3 Disclaimers of Warranties

BrA CPS9.6.1 H I B A 741, GDCA S HH HAAT AR 2 (0 AR IR AN 355 -

AIEEFAT P SE#07. S5 HBRE N 2.

AN EEL A UAIE ¥ Bl P A FE P AT 00 A8 ERAE

ASKHIEFLE H R H 0 AAM I R AR AT AT BT

ST FANEHUS, Wb, E R0 S5 R R 25 P T R I A P R R

AT

® i[)ifRA CPS9.6.3 Z KA, EUMKHTT i ;A CPS9.6.4 Z &k Ay, 13LA%
¥ GDCA 2 7/F.

Except for the commitments declared in CPS Section 9.6.1, GDCA does not assume any other
forms of guarantee and obligation:

® Do not guarantee the statements of certificate subscribers, relying party and other.
® Do not guarantee any software used in electronic certification activities.
® Do not assume any liability when certificate is used beyond the prescribed purposes.

® Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc.

® When subscriber violates the commitments defined in CPS Section 9.6.3, or relying party
violates the commitments defined inks Section 9.6.4, GDCA can exempt from liability.

9.8. AFBRFIFE Limitations of Liability

WEFIT P &K GDCA FEAEMT T UE RS N F R FIE)EZHi 2k, GDCA
BRI A CPS9.9 FE A PRIBAZ T AT .

If the certificate subscriber and the relying party specialized in civil activities suffered losses due to
electronic certification services provided by GDCA, GDCA will assume limited compensation liability
no more than the amount stipulated in the CPS Section 9.9.
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9.9. A% Indemnities

9.9.1. GDCA K54 Indemnification by GDCA

U1 GDCA i T 4 CPS9.6.1 HH IR, 1FF31T /7 K6 /7 55 5244 1T LI i GDCA
ARG DT (8 BLE TR . WHIL N IE, GDCA A&IHA BRI 2 5T/

1. GDCA KIEBH R KA T LSMASE =7, FEOT 7 Sk 7 245151

2. FEUT PSS BETORHER . RS, GDCA K ME it L T HHR(E
B, ST S 8 2R

3. 1E GDCA BT HEAE (5 BB BT RMEE R R VAR 1% 0, AR AR 101 T 7 28 KIE
B, SHUKIITE 2N

4. T GDCA (RN T HOE BRVAM R B ST HEEE, SEOT P8kl
RPN

5. GDCA Fft XM HAHIETS, 5 BURKH 28K

If GDCA violates statements in CPS Section 9.6.1, certificate subscribers, relying parties and other
entities can request GDCA assume compensation liabilities (except for statutory and contractual
exemptions). If the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.
2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates with
error information and the error leads to losses of the subscriber or relying party.
3. After GDCA knows the fact that subscriber provides fake registration information or data, GDCA
still issues certificate, which leads to relying party suffering losses.
4. If the private key of the certificate is deciphered, stolen or disclosed due to GDCA, which leads
to the subscriber or relying party suffering losses.
5. GDCA fails to revoke certificates in time, which leads to relying party suffering losses.
534k, GDCA J§ 2RI 40T -
1. GDCA Fif e LA mT GDCA FiASH M) FIRAE, iXFhsfz R nr
LA GDCA AR¥EEHLEHTH, GDCA £ BT il o i1 00 37 2138 HIAH ¢

HHEAN
2. T AT P EUKH T B R Rl R R 2, GDCA ANRFH T, BT P SR
HAT A,
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3.

GDCA RAGEIEH AT RUYIPR A 7R A5 R I A4 DT AE

In addition, GDCA’'s compensation limitations are as follow:

1.

9.9.2.

All the compensation obligation of GDCA shall not exceed the upper limit what GDCA can
afford. The maximum amount of compensation can be reset by GDCA based on different
situations. GDCA will notify related parties immediately after the reset.

For the losses caused by subscribers or relying partyy, GDCA does not assume
responsibilities. Subscribers or relying themselves should assume their own
responsibilities.

GDCA assumes the liability for damages only when the certificate is valid.

TP RIEALFRAE Indemnification by Subscribers

WA RS M 350 GDCA BT B R, 1T N AR H I A2 DA E -

1.

© ©® N o O

10.

PR MHE B, R R BRI Tk, $5 GDCA &
HABBUE 5 IR 55 LA i3 35 = 07 8 241

VTP R MR B SR AR . 1, BRI e . BRI
51 GDCA K HIZAHET A, LA 38 At A T3 G GDCA %
HAEBUE B RS 55 =J7 281 5%

PRI A, FiERA CPS JAHSEHERIEMTE, B uE$ A T4
CPS HiiE k55 Vi 5

UEFT P Bl H e A AR H S LE TS ) S pAR 3 HH B 1 3R )5, 1) GDCA ¥ iZiiE
PR BT LUR AT IR, W SRAZE P DU AT AR A 5, s AT 20 5
i P E U231, NS GDCA HZIEA CPS WIS BT T 47 SCHRlE, B AZIES
VP 6 A A T 45 B T A AT

UEAS HR AT R R AR AR AR A A5 1A IR P 5 A 3@ GDCA RIS 77
BRGSO 1, S ERVA F RS i . G ER S
FEASHRAEH T 5 B AL SGIRG I, A2 1k A FHAIE 45 9% K I 3 %0 GDCA RSy 5
VEFS B EATTE S FIE 55

VTP E TS B AR T 58 =7 M AR = AL

TERLE HOSE R AME FUE S, i 3BV R IR R 5 3

If the following situations cause losses to GDCA or relying party, subscribers shall assume the
compensation liability:

1. GDCA and its authorized service agencies or third-party suffer losses due to unreal
information, such as deliberate, negligent or malicious provision of unreal information by
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10.

applicants when applying for certificates.

GDCA and its authorized service agencies or third-party suffer losses due to disclosure and
loss of private keys deliberately and by mistake; due to not informing GDCA and its authorized
service agencies or third-party of the leakage and loss of private keys with knowing the facts;
and due to handing keys to others inappropriately.

Subscribers violate the CPS and related operation practices when using certificates as well as
using the certificates activities outside of the CPS.

If the certificate is used for illegal transactions or causes disputes during the period from
revocation requests submitted by the subscribers or other entities authorized by GDCA to this
information of certificate revocation published by GDCA, if GDCA operates in accordance with
the requirements of the CPS, subscribers must assume any responsibility of losses according
to this CPS.

Subscribers continue to use the certificates and do not notify GDCA and relying parties
promptly when information in the certificates is changed.

The private key is lost, compromised, stolen, disclosed, and etc. due to not taking effective
protection measures.

Subscribers continue to use the certificates and do not notify GDCA and relying parties
promptly when they are made aware that private keys are lost or at the risk of being
compromised.

The certificate has expired but is still in use.

The subscriber’s certificate information infringes upon the intellectual property rights of a
third-party.

Using certificates beyond specified scope, such as the use of certificates for illegal and
criminal activities.

9.9.3. KT FIER2 34E Indemnification by Relying Parties

B RS T 550 GDCA BT B2k, KT B A I AT -

1. A E1T GDCA S5 P sURIA CPS e 1) L 55

2. ORBEIKIEA CPS MIVEHEAT G P #%, S GDCA N HAAHIUE RS B
=T E

3. TEAEEIETE FEMUES, Aty B AE BRI L R A S
TEEGIET 2B 7T el N ST BTG T, (AT SMEHIE 5

4. AR B RUE TS (S AT RE AT 50IE 5

5. kA @I A ) CRL 3 OCSP A A IE 152 A 4 ae -

If the following circumstances lead to the losses of GDCA or subscribers, relying party shall be
assumed compensation responsibility:
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1. Obligations defined in the CPS and agreements between GDCA and relying parties are not
fulfilled.

2. GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate
reviews against this CPS.

3. Trust certificates in unreasonable circumstances. For example, relying party still trusts the
certificate with knowing that the certificate usage is beyond its scope or period or the certificate
has or may have been stolen.

4. Relying party does not verify trust chains of the certificates.

5. Relying party does not check whether a certificate is revoked through querying CRL or OCSP.

9.10. AR 52 IE Term and Termination

9.10.1. AHAR Term

A CPS fER AT HIIE R IERAEN,  E— /AR CPS R K2k A CPS £E K —hA
CPS £ HETE GDCA # 1k HL TIAEIR S5 I R AL

This CPS will enter into force at 12 o’clock midnight of the release date, and the last version CPS
will become invalid. This CPS will become invalid when the next version CPS enters into force or
the electronic certification services of GDCA are terminated.

9.10.2.  #&IE Termination

£ GDCA & 1L FIAIFARSS I, 4% CPS &1k,

When GDCA terminates electronic certification services, this CPS is terminated.

9.10.3. A% IE S48 Effect of Termination and Survival

A CPS Zubfm, HAJpK RS20k, CPS Wit N AR A TLRAEA, EXZ 12
H AR AERVE R SE, CPS A 25 7 TR MU E S ST AR bR U3 AR IE Y -

After the termination of this CPS, its effect will terminate at the same time. The contents in CPS wiill
be considered as invalid. However, for the legal facts occurred before the date of termination, the
regulation and the exemption of responsibilities defined in CPS for all parties are still applicable.
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02.11. 2 E5F KN #E % 5 W E Individual Notices and

Communications with Participants

A CPS #1LJ5, GDCA H gt U R A IIAT SR FWUE A 2 5 AN U LT IS 3 (1
BHRIAFEN,

After the termination of this CPS, GDCA will notify all related parties who have participated in GDCA
electronic certification activities about related matters on document expiration.

9.12. f&iT Amendments

9.12.1. MEITHEFF Procedure for Amendment

%4 GDCA 4RI ZE I, CPS 9’5 /NHASFZE/DH & — A CPS, #fifrH:
FF& E GOEBE IR T 1 BRSO G E brbrdfe, #54 CP MZER, R & IAIEL
5 FF R 1 S BR T 2L

A CPS HMEEUNEEHT, 1 CPS w5 /NARR BT, 4 GDCA %2 HRIRE A2
fILESS, M CPS w5 /N TTHLUEIT, BITJEH) CPS £1d GDCA % g 23 A o4t
1 J5 1E b & A

As authorized by GDCA Security Policy Committee, CPS composition team reviews this CPS at
least once a year to ensure that the CPS meets the requirements of national laws and regulations
and administration department as well as relevant international standards; to ensure it meets the
requirements of CP and actual needs of certification business operations.

Revisions and updates of this CPS should be initiated by the CPS composition team and approved
by GDCA Security Policy Committee. The revised CPS shall be officially released after being
approved by GDCA Security Policy Committee.

9.12.2. EENPLE A HIPR Notification Mechanism and Period

BTG CPS it Jo ks 37 B YE GDCA F 3k www.gdca.com.cn R A, Xt 75
TOE AR E AR BRSSO A IZ L, GDCA KAE & BV I [a) P I8 A0 X %
Jis A ERE (R RARUE A 5T 52 BRI /N

After approval of the revised CPS, it will be posted on GDCA official website www.gdca.com.cn
immediately. For the modification notified by email, mail, media and other ways, GDCA shall notify
the relevant parties in reasonable time, which ensures that the relevant parties have minimum
implications.
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0.12.3. B HILZ N R Circumstances Under Which CPS Must be

Changed

GDCA IAZt % CPS HEAT 2 S 5 T 4% : CPS Fi AT Py 2 15 P ik S — 3,
FE 5 0 5 A LR E N 5 0 8 S5 e s

The situations that GDCA must modify this CPS include: discrepancies between CPS and
governing laws, clear requirements of changes or adjustments for GDCA certification services
initiated by national regulatory departments.

9.124. XHFFIRKFZEFE Object Identifier Modification

A CPS RAMBITIN , AN L TEFS SIS SARIRAT A AT AL, (SUE AR A
BT .

When the CPS has modified, its corresponding certificate policy object identifier will not change,
and only increase the version identification code.

90.13. i 4h¥E Dispute Resolution Provisions

GDCA. IEFAT 7 M5 S5 SEARAE i ARG 3l b A AT 4% DT 25 R A Rk -
1. IR¥EAS CPS FRIRLE, WIRASIHEDT

H1 GDCA FRHR I 1153 5 HE AN Wi 5

A RRN AT IR T AT Rk

A5 GDCA BN A CPS Frid I AR -l SR YRR, 52 GDCA
TRE AN RAE B E

> wDn

If GDCA, certificate subscribers, relying parties and other entities have disputes in the electronic
certification activities, following steps can be taken for resolution:

1. Confirm the party to be held responsible according to this CPS.
2. GDCA's related departments are responsible for coordinating with the applicants.
3. If coordination fails, these parties should reach out to the legal authorities.

4. Prosecutions against GDCA or its authorized agencies over any disputes arising from this CPS
should be governed by the people's court in the place where GDCA is registered.
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0.14. E¥EHESR Governing Law

GDCA ] CPS Z[EZCmiAmfy) (e NRILAE B 72275 A CEFINERS
B VA,

The CPS of GDCA is governed by the law of “Electronic Signatures Laws of People’s Republic of
China” and the regulation of “Measures for the Administration of Electronic Certification Services”
promulgated by the country.

90.15. 5i&EE/RIFE 1 Compliance with Applicable Law

To1& GDCA HIEAT 7 Ay S S A A ] b e (3 DL S AR AT Ak s ) GDCA HIE
A% CPS AT« AR AIRE A3 22503 F rh A N RS (174 . (£ 75 GDCA Bif%
BGEMHUI A CPS Firitd Sz (AT 4+, P03 B rp 0 N BRIE AN A

Regardless of the place of residence for the subscribers, relying parties and other entities or place
of use of the GDCA certificates, the execution, explanation and procedure should be compliant with
laws of the People’s Republic of China. Any disputes involved by GDCA and its RA in relation to this
CPS should also be compliant with laws of the People’s Republic of China.

0.16. —f&% 3k Miscellaneous Provisions
9.16.1.  SEEEPMY Entire Agreement

GDCA [ CPS e B R S5 M Gl bl Hx. TAANE 3 #65r. KTXHZ
MERABTBEE BTN, BB it a . IR ERE GDCA [z
LA A B A 5

Complete document structure of GDCA CPS includes 3 parts: titles, table of contents and main
contents. Modified alternative content of the table of contents and the main content will completely
replace all previous parts. The previous parts would be placed at the GDCA web site for browsing.

9.16.2.  Hil Assignment

GDCA i, MRYEA CPS iR AL SRS I RIBURIAN 55, %07 83 Nl i%
FRVEAEE (R AF DGR AT AURIAN 55 I o G LEAT Ry AR I AN e B e Lk % o — T
R 5155 K DA IR BT o

GDCA represents that, according to the rights and obligations of certification entity parties detailed
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in this CPS, all parties can transfer the possession of rights and obligations in accordance with the
relevant provisions of the law. The occurrence of the above transfer behavior does not affect the
change of any debt and liability among the transferors.

9.16.3.  4r#lfE Severability

UWAA CPS IR 55K B B FH BT 5 GDCA B e X AL = A= i S T 4 H1
TENTCREA BT /10, GDCA AJ AFE R IR ZE PR L M BT %2k K, L 4k8
M, HRIHAZEW, GDCA WA E THLEREITIINE

TERRARAEAT I RS RUET 2 BT, GDCA ¥4 KM 22 question@cabforum.org, &
*1 CAB 1z CPS H BT HIME B, FFRNIL Ol 2 A IR AF SR AAFAE T A SR
5152 (https://cabforum.org/pipermail/public/) .

A ERER], B0 CAB IR ZRYE I, 1 GDCA FNfFf CA/B WRIZM
Baseline Requirements VA EK, TIIAE 5 A0 GDCA V.55 R 1E 1R B4 AN 4%
S . RS BT ARG %, X GDCA ¥ CPS [W1&1], JIa CA/B itix
[ HIFEAE 90 RN T8

In case any clause or provision of this CPS is held to be unenforceable or invalid due to any
conflicts with the laws of any jurisdiction in which GDCA operates, GDCA may modify any
conflicting clause or provision to the minimum extent necessary to make them continue to be valid,
and other clauses and provisions will remain valid without being affected. GDCA will disclose the
modified contents in this section.

GDCA will (and prior to issuing a certificate under the modified requirement) notify the CA/Browser
Forum of any modified content in the CPS by sending emails to question@cabforum.org, and
confirm that it has been posted to the Public Mailing List and is indexed in the Public Mail Archives
available at https://cabforum.org/pipermail/public/.

Any modification to GDCA's practice enabled under this section will be discontinued if and when the
law no longer applies, or the requirements published by the CA/B Forum are modified to make it
possible to comply with both them and the law simultaneously. An appropriate change in practice,
modification to the GDCA’'s CPS and a notice to the CA/Browser Forum, as outlined above, will be
made within 90 days.

9.16.4. BRI 4T Enforcement

GDCA 7, F#FUEIT . KM S SR AR 4T GDCA 1) CPS KTl e, AS#k
INZSEAR RAPAT Z I B A 52

GDCA declares that if the subscribers or relying parties did not execute any item within this CPS, it
should not be consider that they need not to be executed in the future.
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9.165.  AFAIHLJ Force Majeure

GDCA ARy B KO U ANHAL I R ZEAS AT A i A CPS
FUE R DTS RERBUE B AT 71 5t

GDCA do not assume responsibilities for losses incurred by the violation, delay or inability to
perform the CPS regulations due to the force majeure events like wars, epidemics, fires,
earthquakes and other natural disasters.

0.17. HAh% K Other Provisions

GDCA Xt 4 CPS B A5 fe & fiFAL

GDCA has final interpretation rights to this CPS.
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Mz 1: iEPER

Appendix 1: Certificate information

Root/CA Certificate

Information

GDCA TrustAUTH R5 ROOT

Country =CN

Organization = GUANG DONG CERTIFICATE AUTHORITY CO., LTD.
Common Name = GDCA TrustAUTH R5 ROOT

Serial Number= 7d 09 97 fe fO 47 ea 7a

Validity: November, 26 2014 to December, 31, 2040

SHAL digest= 0f 36 38 5b 81 1a 25 c¢3 9b 31 4e 83 ca €9 34 66 70 cc 74 b4

GDCA TrustAUTH R4 EV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name = GDCA TrustAUTH R4 EV SSL CA

Serial Number = 02 92 33 24 6b c6 31 4b

Validity: April, 6 2016 to December, 31, 2030

SHAL digest=c6 7a 61 4f 23 42 18 b7 9f be 91 40 c0 33 dc aa 73 2a 5c 4f

GDCA TrustAUTH R4 EV CodeSigning
CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name = GDCA TrustAUTH R4 EV CodeSigning CA
Serial Number = 63 54 b0 a6 5 ff 59 2a

Validity: April, 7 2016 to December, 31, 2030

SHAL digest= d5 6¢ 4f fb 6d ¢9 d1 c2 6d 98 a0 57 2a 75 24 80 71 cf 72 9d

GDCA  TrustAUTH
CodeSigning CA

R4 Plus EV

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name = GDCA TrustAUTH R4 Plus EV CodeSigning CA
Serial Number = 7f fb 74 f9 52 d0 e0 e2 c2 b9 6b 08 e3 ec ed 50
Validity: June 29, 2022 to December 31, 2035

SHAL digest= 502 01 72 c8 88 84 63 a7 0a 51 64 73 f2 15 05 42 65 36 dc

Hze i AX R5 A CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
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Common Name =#{Z it R5 R CA
Serial Number = 2e d9 58 82 91 39 ad 07
Validity: March, 31 2016 to December, 31, 2040

SHAL digest= 23 eb 1b a4 64 71 al e7 €9 f2 db 57 01 fe f8 f2 f8 Oc aa €9

it RAEV IR #IET CA Country =CN

Organization= Global Digital Cybersecurity Authority Co., Ltd.
Common Name =#{#%iff{ R4 EV k55 4iE+: CA

Serial Number = 64 35 81 b4 22 {5 d1 06

Validity: March, 31 2016 to December, 31, 2030

SHAL digest= 0d 9d 15 af 72 5b eb a2 27 c4 29 43 23 10 c5 53 b7 b8 9b d3

GDCA TrustAUTH E5 ROOT Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name = GDCA TrustAUTH E5 ROOT

Serial Number = 1a f5 1f 4d 2c da bb 53

Validity: March, 23 2016 to December, 31, 2040

SHAL digest= eb 46 6c d3 75 65 f9 3c de 10 62 cd 8d 98 26 ed 23 73 0f 12

GDCA TrustAUTH E4 EV SSL CA Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name = GDCA TrustAUTH E4 EV SSL CA

Serial Number = 0c 50 cc c1 d3 7 14 7f

Validity: March, 31 2016 to December, 31, 2030

SHAL digest= 1f ae a7 c¢3 5e 84 b9 5a 55 f6 c¢7 d7 fd 2f e5 21 ea 77 72 59
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Appendix 2: GDCA EV CPS Revision Records

NZ ,
BT &Y V2.6 V2.7
F 5
1.1.2.H FAIE K 55 FE
i M (CPS) Certification B CAII Y28 18 InH RIS Z L E P
Practice Statement (P ERARUERT 5] o
(CPS)
2 HoAmfzIr oAt — L8 5 5| EIRE KBNS
Content ] )
Sections Revised V2.6 V2.7
SEQ
1.1.2. B FNEN N (CPS)
o . Updated the referenced CA/B Forum Code
1 Certification Practice o - )
Signing certificates requirements.
Statement (CPS)
o Adjusted some wording issues, and other
2 Other revisions
parts that may cause confusion.
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