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1. 8] & Introduction

1.1. AR Overview
1.1.1. A &4 Company Profile

B AR IR G IR A ] (Global Digital Cybersecurity Authority Co., Ltd., fAj#x
GDCA ¢ “Hrzi %7, ) J5A “ RECFIEHE OA R AR 7, 32T 2003 4 3 H
6 H.2005 4 9 [, GDCA #iF B it 1 [l 5 00 B Jay A 8 SR A S 7 M 3B ) 5t e
BN A E B O\F RS (R IERRS VFRTIEY (VFRTIES . ECP44010215007) [1HLT
WIEIRSS IR Z —: 2008 4 12 F, 3RAFEF 0D B RMUL I (2500 S A 5 vr
A[EY; 2011 4F 4 H, @i 7 B 5% A B R HL B L UGIEIRSS RE 0 VEAl, k43 (L
TR HFIERS P (S5 A021) #Efg. 2013 4, X HFIAMEARS RGHAT
SM2 AT, BN T E X ELE HRAS N w e A, 2015 45, GDCA @il T
WebTrust 5722 4 d vHAIE, B 7 B brbrfE b s &8 BARS KF, T LR 45k
R FYAER S . AIERNL S ERFHE, 2016 4E5 H, “) RKEFAEBUGEF0A R
N HEN BB RBHR A R AF . 2017 4£ 8 H 11 H, GDCA FFUA7EHT —
WRAERRAE 5y, WS AR: Heni R, B Rid: 871932,

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as GDCA, or “#{zFfX") with the
former name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003.
In September 2005, GDCA passed the security review by the State Cryptography Administration
Office of Security Commercial Code Administration (abbreviated as OSCCA) and the former
Ministry of Information Industry by law, as one of the first eight electronic authentication authorities
with "Electronic Authentication Service License" (license humber: ECP44010215007) in China. In
December 2008, GDCA obtained the "Commercial Cryptography Products Sales License" issued
by OSCCA. GDCA passed through the assessment of E-government and Electronic Authentication
Service Ability by OSCCA with the qualification certificate of "E-government and Electronic
Authentication Service Authority” (hnumber: A021) in April 2011. In 2013, GDCA upgraded electronic
authentication service system for SM2 algorithm and passed through the security review by
OSCCA. In 2015, GDCA passed the assurance review for Certification Authority by WebTrust with
the international level of operation management and service to provide digital certification service
globally. For business development, GDCA changed its name from "Guangdong Digital Certificate
Authority CO., LTD." to "Global Digital Cybersecurity Authority CO., LTD." in May, 2016. On 11
August 2017, GDCA was admitted to the National Equities Exchange and Quotations (NEEQ) of
China, with a stock abbreviation of “#{Z I {%” and stock code “871932” .
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GDCA B4 Jm, J& “T" AREFAIEHIMEFT OHRAR " 5. fiis. MaMmaE
A el “BR ABSRm AR AR A%k, fEHEXHTS GDCA LA “T  AREUTHIE
FEPLARAR” 2 LTGRO R “T R FIERAER O AR A
"7 A BRI LS5 h “ B AR BB AT IR A =] 7 7RGk

Heg AR “BUEL A Ll 87 ko EN, BAT “EERER T
b fsidr, BOT TN “— RIS EER SR 7

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO.,
LTD." were inherited by GDCA. Meanwhile, and all the rights and obligations of the contract and
agreement signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

GDCA upholds the corporate values of “Authority, Credibility, Professionalism, and Innovation”,
fulfils the corporate mission of “Trust Connects Parties from all over the World”, and is committed to
becoming a “first-class online trust service provider”.

1.1.2. IEF53EME Certificate Policy (CP)

AR GDCA [ EV iEFiskEs (EV CP), #& GDCA EV Uil 1R 55 1) 5k s
A, & T A B GDCA 2R AVE B EV Ul P MRS 5 34k ke K .
EEL ML R, HUH EV IEBAAR SR ATE IR S B E ML SF . IEEAI SR b SR
G o X LR AT ORGP GDCA EV I IR 55 ) 22 e Va5 864, 105 — B EAE GDCA
VO N —Bod H s — A4, I ERES GDCA ZEM) N Refig S it R AE S R4 R o
7 CP JFANE GDCA %2 575 Z o] AL UM, GDCA Fl1#% 2 575 2Z 18] I BUR] L 55
PREEATAT T TA) 252 ) B 2R LR B
This document describes the Certificate Policy (CP) of GDCA and explains the policy statement for
GDCA digital certificate service. It applies to all digital certificates issued and managed by GDCA
and their related participants. The CP sets forth business, legal and technical requirements and
specifications for certificate approval, issuance, management, usage, renewal, revocation and
related trusted services. These requirements and specifications protects the security and integrity
of GDCA digital certificate services and includes a comprehensive set of consistently applicable
single rule sets in the GDCA scope. Therefore it provides the same extent of trust guarantee
throughout the GDCA architecture. The CP is not a legal agreement between GDCA and all

participants;  contractual rights and obligations between GDCA and participants are established
by other means of agreements with such participants.

A CP 151§ CA/Browser Forum il 1) Guidelines For The Issuance And Management
Of Extended Validation Certificates ( f&#%“ EV Guidelines”). Guidelines for the Issuance And
Management of Extended Validation Code Signing Certificates (%% “EV Code Signing
Guidelines”), EI¥ JEIGUFIE457 (Guidelines for Extended Validation Certificates) [
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B HT A Bk, LK Baseline Requirements for the Issuance and Management of
Publicly-Trusted Certificates (f&#X “Baseline Requirements” ) , ¥/ ( HELM X.509 24
TH 2 FH B A i E 15 SR ms AIE ML S5 HEZR Y C Internet X.509 Public Key Infrastructure
Certificate Policy and Certification Practices Framework), I iy F B¢ W kvl 2H 21« B E R T
FETAEZL” CInternet Engineering Task Force) ffill 52 Y] RFC3647 bRk 25t fil iy 22 2K,
[ B a3 22 (GB 26855-2011-T 7 & %2 AR A PR B UE 15 SR I 5 VI MK 55 75 BIHE
ZE) SRR 2R EER, R R B A E AT GDCA Hia & SR AT & 1 I i .

This CP conforms to the latest version of the Guidelines for The Issuance and Management of
Extended Validation Certificates (hereinafter referred to as “EV Guidelines”), Guidelines for the
Issuance and Management of Extended Validation Code Signing Certificates (hereinafter referred
to as “EV Code Signing Guidelines”) namely the Guidelines for Extended Validation Certificates,
and the Baseline Requirements for the Issuance and Management of Publicly-Trusted Certificates
(hereinafter referred to as “Baseline Requirements”) formulated by CA/Browser Forum. Meanwhile,
this CP meets the requirements of structure and content defined in Internet X.509 Public Key
Infrastructure Certificate Policy and Certification Practices Framework, RFC3647 from The Internet
Engineering Task Force, and GB 26855-2011-T Information Security Technology Public Key
Infrastructure Certificate Policies and Certification Practice Statement Framework, and would make
appropriate changes in accordance with Chinese laws and regulations together with operational
requirements of GDCA.

GDCA fEN—MEFRFHN (CA), 1EA CP HIZIR T A EV HRIEF 1 EV CA
WEF, BRI PUET . BT ARRREECRIS G, (ENUE A AT 7 al LAE FHE
FEAT gl 2 e iRy AUREREA . B4 . SO . S IEEANE N H
AT U IBAR CP rh OG THHT [ SU5 R, g RS EAE—TKIE . GDCA ¥ EV
FINEML SN (EV CPS) #2327 CP LI, TE4HE IR T GDCA 1E N H-FIMIENRSS
PR HEROUETS A TSR AEIE 5 LA ARRL (S B A E AR5 1. T GDCA IET
AT 7 B AT WA 2 AR CP 9% EV CPS [, vk g XHIE S i P A AT

As a Certification Authority (CA), GDCA generates root and intermediate certificates, and issues
certificates to subscribers under CP restrictions. Based on different types and application scope,
digital certificates may be used by subscribers to process SSL, code signing, e-mail signing,
document signing, identity authentication, and other different applications. Relying party could
decide whether to trust a certificate in accordance with the requirements of the relying party’s
obligations in this CP.GDCA Certification Practice Statement (CPS) accept the discipline of CP,
elaborates the definition of GDCA digital certificates and the methods to provide these certificates
well as the corresponding managerial, operational and security measures. All certificate subscribers
and relying parties under GDCA must refer to the provisions of the CP and its relevant CPS to
determine the usage and reliability of the certificates.
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1.1.3. GDCA ZE#J GDCA Architecture

A CP 7% GDCA W EV i B m 5%, GDCA [FIEH ARSI (CA) #%[EA CP
il EV CPS, RA %A CP K A< CPS #HATUE T ARSS B S 7, 11 77« M 7 K oAt
AR SARFZ B A CP M AHIE EV CPS R EXTUEBIE . (B BATH M 5.

The CP is the highest strategy throughout the GDCA architecture. Certification authority (CA) under
GDCA formulates CPS in accordance with CP. Registration Authority (RA) authenticates
certification requests according to this CP and its related CPS. Subscribers, relying parties along
with other correlative entities determine their rights for using and trusting the certificates as well as
perform corresponding obligations on the basis of the CP and its related CPS.

GDCA EV CP
GDCA EV CPS
|
I I
VE RA1
3yl A

A7
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GDCA EV CP

GDCA EV CPS
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1.1.4. GDCA EV iEP BEXRZE#¥ GDCA EV Certificate Hierarchical

Architecture

GDCA HEif 34 EV HRIFE+H, 4r%]9 GDCA TrustAUTH R5 ROOT ilF . 2
& R5 # CAiEF5. GDCA TrustAUTH E5 ROOT k4. &R CA Ti%&4 CA, LI%
KFFAEH . GDCA A& KANFH L CAEF .

Currently, GDCA has 3 EV root certificates, including GDCA TrustAUTH R5 ROOT certificate, %%
I R5 #R CA certificate, GDCA TrustAUTH E5 ROOT certificate. Each Root CA has Subordinate
CAs to issue subscriber certificates. GDCA does not issue external Subordinate CA certificates.

1) GDCATrustAUTH R5 ROOT
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GDCA TrustAUTH R5
ROOT

GDCA TrustAUTH R4 EV GDCA TrustAUTH R4 EV
SSL CA CodeSigning CA

EV CodeSigning

EV SSL Server Certificate Certificate

GDCA TrustAUTH R5 ROOT iE-H 3 81K 0 4096-bit, T 2 Mg CAEf,
Hr: (1) GDCA TrustAUTH R4 EV SSL CA iE+, #HIK N 2048-bit, 25Kk K
J5£ >N 2048-bit ] EV SSL IR %5 #3iE+5; (2) GDCA TrustAUTH R4 EV CodeSigning CA ilF
Hi, WHKE )y 2048-bit, 2K E KT Ny 2048-bit 1) EV AR A IET .

GDCA TrustAUTH R5 ROOT k434 - 2040 4F 12 H 31 HE|#.

GDCA TrustAUTH R4 EV SSL CA iE- 1544 7E 2030 4 12 FJ 31 HFH#, 2027 41 7 1
Hie, BAEMHZ CAUERZERIT .

GDCA TrustAUTH R4 EV CodeSigning CA iE 34 7E 2030 4F 12 A 31 HEI#, 2027

F1H1HE, BAFMHZ CAUEHERIT PRt .

The length of GDCA TrustAUTH R5 ROOT certificate root key is 4096-bit. There are two
Subordinate CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA is 2048-bit
lengths and responsible for issuing 2048-bit EV SSL Server Certificates. (2) GDCA TrustAUTH R4
EV CodeSigning CA is 2048-bit lengths and responsible for issuing 2048-bit EV CodeSigning
Certificates.

GDCA TrustAUTH R5 ROQT certificate will expire on December 31, 2040.

GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. From
January 1, 2027, GDCA will no longer use it to issue subscriber certificates.

2) Hzml AR5 M CA
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HULFHACRSHCA

Y
WL R AR4 EV
iR % 259FF CA

h 4

EV SSL Server
Certificate

iR RS AR CAIET IR ZEHE N 4096-bit, T 1% 1 A% CA E: izt
fR R4 EV RS EIET CA, HEHKEAN 2048-bit, 25K % EHK A 2048-bit 1) EV SSL
MR A8 uE1

Kz AX R5 MR CAE-F44 T 2040 4 12 H 31 HEIH.

R RAEV RS #IET CAETH1E 2030 4E 12 H 31 HEIMA, 2027 £ 1 H 1
H, A% CA TEBZ& LT PiE.

The length of #1748 R5 8 CA certificate root key is 4096-bit. There is one Subordinate CA under
this root CA: #2hT X R4 EV JIR% #%iE) CA is 2048-bit length and responsible for issuing 2048-bit
EV SSL Server Certificates.

¥ iR R5 #2 CA certificate will expire on December 31, 2040.

iR R4 EV AR 45 #81EH CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

3) GDCA TrustAUTH E5 ROOT
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GDCA TrustAUTH E5 ROOT

GDCA TrustAUTH E4 EV SSL CA

h 4

EV SSL Server
Certificate

GDCA TrustAUTH E5 ROOT iE-HiE-Bi %55y ECC, (%P E Ny 384-bit,
T 1A CAUE+H: GDCATrustAUTH E4 EV SSL CA , 81K & N 256-bit, 25K
AR FE N 256-bit [ EV SSL R %5 #5iE 1.

GDCA TrustAUTH E5 ROOT iF 544 - 2040 4F 12 J 31 H £

GDCA TrustAUTH E4 EV SSL CA iE-5 4 2030 4 12 H 31 H i, 2027 £ 1 A 1
Hitg, EAREAHZ CAERZRIT FHEH.

The length of GDCA TrustAUTH E5 ROOT certificate root key is 384-bit using ECC algorithm.
There is one Subordinate CA under this ROOT CA: GDCA TrustAUTH E4 EV SSL CA with 256-bit
key length is responsible for issuing 256-bit EV SSL Server Certificates.

GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA %14 CA/NI % 2% 1% (CA/Browser Forum) & A (I3 i BIE iE 545 B ) B
W AEER, DL Baseline Requirements T2 R AVE L EV BUFiuE 1, & EHLEH
TEOL, IR RR SR R AT B IR AT 21T CP. AR A CP Al CA/M BE 4% 18 3%
(CA/Browser Forum) At FIAH SSRITE i 25 CE A — B b7, WIEL CA/ YR #3181
TESR AT T A -
GDCA issues and manages the EV certificates based on the latest version of Guidelines for the
Issuance and Management of Extended Validation Certificates, Guidelines for the Issuance and
Management of Extended Validation Code Signing Certificates, and the Baseline Requirements
published by CA/Browser Forum. GDCA regularly checks the status on CA/Browser Forum’s
website and continuously revise this CP if there is any update. In the event that a discrepancy

arises between interpretations of this document and CA/Browser Forum, the CA/Browser Forum
shall govern.
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f&k# IETF PKIX RFC 3647 CP/CPS #iE5E, A CP L5 ML, i GDCA LS
R 55 P S ) 22 Al i I, ML 95U Rt . 9 fREE RFC3647 FIHEAA KA foig o,
B ARG AR B IZE A E .
Pursuant to the IETF PKIX RFC 3647 CP/CPS framework, this CP is divided into nine parts that
cover the security controls and practices and procedures for GDCA's certificate services. To

preserve the outline specified by RFC 3647, section headings that do not apply are accompanied
with the statement “Not applicable”.

1.2. XR4L#REFRIR Document Name and Identification

ASCRERRAE (e AR B A IR A 7] BV IET35E0S) (i (GDCA EV CP).
A CP)o FARAWA CP MBITHERITSHIM k. A CP HONRESIEAS Kk 5g 1515y
P —ANME—F AR IR, BARR S A CP 5 1.4.1.3 71,

A CP UL S SCRUE L 2R AT 45 S SCRRAS 5 P SCRRCAS MBI AT 5 S, BEBAHR SRl
A o
This document is called "Global Digital Cybersecurity Authority CO., LTD. EV Certificate Policy"
(abbreviated as “GDCA EV CP” or “this CP”). Please refer to Appendix for detailed revisions of this

version. Certificate policy for each kind of certificate is assigned a unique object identifier in this CP.
Please refer to CP section1.4.1.3 for details.

This document is the Chinese-English bilingual edition of GDCA CP. In case any inconsistency or
conflict between the Chinese and English versions, the Chinese version shall prevail for all
purposes.

1.3. PKI 253 PKI Participants

1.3.1. B FINEARS P Certification Authorities

LI IE AR 45 ML ( Certification Authority, fEF8 CA) &k EV iE 1515244 . GDCA
ARG (A NRFEME B 242050 (R INIEIRSSE B ME) A€, WKL AT
E = B INIEAR S WA . GDCA il 45 M i1 158 B G sh (K145 5 EARATUR EV H
UEF . PRAEIEFS IR AR %5 55 F B M o B MBS B 1 5 5 4k

GDCA is a trusted third-party electronic authentication service authority established by law based
on "Electronic Signature Law of the People's Republic of China" and "Measures for the
Administration of Electronic Certification Services ". GDCA becomes a participant in electronic
authentication activities by issuing EV certificate and providing certificate verification service to the
parties who engage in electronic transactions.
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1.3.2. AL Registration Authorities

TEMALK (Registration Authority, fF8 RA) U3 CA A iEMLFE, #il EV
WEPHIEER G4y, HESFEd EV iE P HEH .
GDCA fEA EV IET) CA 2ENM, HATHAE EV B RA, AN HATHOL RA.

Registration Authorities (abbreviated as RA) set up registration process on behalf of CA, confirm
the identity of applicant, and approve or reject the applicant.

As a CA operator of EV certificate, GDCA serves as RA of EV certificate by itself, and no longer to
set up another RA.

1.3.3. I P Subscribers

W PARERSE BV AR AP FTERE HIME—SEAK, IG5 55 AR A5 0 — X N2 A RA B
RAFEHIBL 1T )EAS CP RYYE A EV IEFS, JFARFEZAR CP 295E 1 55 -
Subscribers, the entities that receive certificates from CA, include individuals and organizations
accepting certificates from GDCA. Subscribers and applicants would not always be the same; in
this case, applicants need to ensure that they have obtained explicit and appropriate authorization.
Individuals can be divided into a natural person and a person who belongs to an organization;
Organization contains all kinds of government organizations, enterprises and institutions and other
social groups. Usually, an organization has a legal personality or National Organization Code; for
equipment certificates, due to the particularity of the entity contained in certificates, subscribers are

usually organizations or individuals who own the equipment, and would assume the corresponding
obligations.

GDCA AR FIENNMKIR EV IEH, AR ERNGRME EV IEF IR MR
%o

GDCA only issues EV certificates to legal entities and doesn’t provide application and issuance
services of EV certificate to natural person.

1.3.4. #Hfi 5 Relying Parties

A5 T A5 AR AL FIEFS A S o MRS RT DLRIE AT 7, AT DAASIEF T

Relying Parties are entities who engage in related electronic certification activities based on the
reliance of electronic signature provided by GDCA. This entity may, or may not be a certificate
subscriber.

BT EE ] — TR, AT DG UEUE P R 5 S, B EAE T R 51
#* (CRL) Bt} OCSP J5 sNAWHEIRAS o KMy Azt & B 5 2 a4 RE (54T
—iKiEH.

10



[] HEMHEIRIGBIRAE
S ot Ut L ety ALty Lo Ltk GDCA EV iE454ms (V2. 1 B

To trust or use a certificate, a relying party must verify revocation information of the certificate by
looking up the Certificate Revocation List (CRL) or searching the certificate status with OCSP
servers. Before relying party trusts a certificate, a proper review process must be executed.

1.3.5. Hfh3 53 Other Participants

FAh 2 532489 GDCA K H 7 IIETE SIS (A G R 55 (i Fe At e 4k

Other participants are entities that provide related services in electronic authentication activities of
GDCA.

1.4. EFRiA Certificate Usage
1.4.1. EE KR Appropriate Certificate Uses

GDCA Z KW EV IEBEERT G0 HRA . FLEAZL IR G E 2l GDCA &K
K EV iEH, WERFIZIEBHIEENEREXER, FHOLEM TiE HAl 5N
B S NFEFF

EV certificate issued by GDCA is mainly used for identification. When the EV certificate is verified
and confirmed the issuer is GDCA, it means that the information contained in the certificate is true
and effective, and has passed the appropriate and reliable authentication procedure.

1.4.1.1. EV SSL R%-25iFE+ EV SSL Server Certificates

EV SSL iR 55 #8UE-F5 T 90 EIE 5 i bR VAR 190 2% AL 35 % 3 EL IR 9 43044 1 5
DA 55 A7 2% 100 2% IR 5 BREL TR 3 A4 (KR A B 51 £ o

GDCA NZEABILAT EV SSL e s5asilEds, BRIBRLFTIH4 5, EV SSL RS AEH
BRI A RS, IR BUR A 55

EV SSL server certificate is used for verifying the contents of certificates including: identity of
network server, internet domain name and identity of organization who owns this server or domain
name.

GDCA does not issue wildcard EV SSL server certificate. The types of domain names like business
domain name or government domain name, except wildcard domain name, in EV SSL server
certificates are not restricted.

1.4.1.2. EV {08 4ZiE+H EV CodeSigning Certificates

EV AU AIE T 98B A5 FrAm R A AR 52 017 BUR A T 1 B o

11
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EV CodeSigning certificate is used for verifying the identity of program provider or publisher.

1.4.1.3. ZRIER LR ERXT RFRR4F  CP Object Identifiers of Certificates

TEA CP W ARESE EV UE 5 L 15 5 MG T4 e — /N ME— [0 AR 1R, BRI
EV SSL IR % #81F H 5 1m%: 1.2.156.112559.1.1.6.1 }% 2.23.140.1.1
EV fURY 25 42 F 5 1.2.156.112559.1.1.7.1

GDCA assigns unique CP object identifiers of different EV certificate type in this CP, the regulation
as follows:

EV SSL server certificate policy: 1.2.156.112559.1.1.6.1 and 2.23.140.1.1

EV Code signing certificate policy: 1.2.156.112559.1.1.7.1

1.4.2. FR %I iIiE35 B2 B Prohibited Certificate Uses

EV IEBERA T EidHEriE s, AT ATHEAT . AR TER
IR S, BUH T ERPIRIMIA G, W& ERAE . R CHLR S s
WRG ., Bz RGBS ER KRG T, BB RS S8, A
S B BB IR

EV IEBZEIEAEARATH S S0 IR B [ XX 2 e I I T, thatikre
FEATE AL ARG S BOE A I AR SR 55 AT, 50 & i E R P E C
KA,

Except the scope of certificate usage specified above, EV certificate is not designed for, not
intended for, and not authorized for control equipment in danger, or for the occasion prohibited to
fail, such as operation of nuclear equipment, navigation or communication systems of shuttle,
control systems of air traffic or weapon. These faults may lead to personal injury or serious

environmental damage.
EV certificate is prohibited to be used in the circumstances that in violation of national laws,

regulations or undermine national security; in addition, a certificate is prohibited to be used in
business that involves criminal activities, or in business forbidden by laws. Otherwise, legal
consequences caused by the above circumstances must be taken by the subscribers themselves.

1.5. SFEEEEE Policy Administration
1.5.1. SRS SR B F LM Organization Administering the Document
GDCA %A TRIEZE 4> & GDCA HLTIMIEARSS BT A WS 1 i i 5 BEALAA, 47 5 1l
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E . YERIRREA CP.
GDCA Z4 gL Ak A T ARERHZ . TEH O EWHPO. iRbb, &
JUIRSS L A AT SRR B TG AR ALK

GDCA Security Policy Committee is assigned as the document management authority responsible
for establishing, publishing and updating this CP.

The committee consists of the relevant representatives with the right of decision-making from
GDCA's management, administrative center, marketing center, technology center, customer service
center, etc.

A SR SO (RS AR A AR 555 H AR AT BUE BT 40T

GDCA administrative center is responsible for external consulting services of this policy document
and other related routines.

1.5.2. Bt Z A Contact Person

1.5.2.1. EFH M EH S Certificate Problem Report

TR 1) o5 A IE R 1 SR AUE R AN 7 e — 4258, HAE B R g R4l
[ AR -
® RHBfZ: webtrustreport@gdca.com.cn; B
o il (HAMIX): 95105813 HL
C(EBrHIX): +86-18929559132

Any certificate problem reports or certificate revocation requests shall be submitted through one of
the following ways, and certificate revocation requests must be submitted in writing:

® E-mail to: webtrustreport@gdca.com.cn
® Call: 95105813 (China Olny) or

+86 -18929559132 (For International Areas)

1.5.2.2. CPS [Af% CPS Related Issues

IRREE]: GDCA 1T BUEHEL]

KRN ELt

HE A4kt : gdca@gdca.com.cn

B AR H1E: +86 20-83487228

& ¥: +86 20-83486610

Hudik: PR N RGIEANE 2R T N TS X R A B 448 5 vt R B2 23 7%
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fi4m: 510030
Contact Department: GDCA Administrative Department
Contact: Ms. Wang
E-mail: gdca@gdca.com.cn
Tel: +86 20-83487228
Fax: +86 20-83486610
Address: 23F, 448 Dongfeng Zhong Road, Guangzhou, Guangdong, the People’s Republic of

China
Postal Code: 510030

1.5.3. WRE CP FFESRIEHIMLH Person Determining CP Suitability for the

Policy

A CP 1 GDCA %4 IS 2 2k, 454 CP BT MR A AL 5 .
GDCA %4 %msZ 25tk GDCA f] CPS ZHE/MFEaA CP, =ty E
GDCA ] CPS s&2 5 54 CP AHi&E MM -

This CP and the corresponding modifications and version changes should be approved by GDCA
security policy committee.

GDCA Security Policy Committee is responsible for assessing whether GDCA CPS is in
accordance with this CP as well as approving and deciding whether the CPS of GDCA corresponds
with the CP or not.

1.5.4. CP #it¥EFERF CP Approval Procedures

A% CP 1 GDCA ‘% 4= S 2 1 2> AR L G 2 W S5 b -F AL U RN DA UL SR, 4
A GDCA %At 2 R 2 HLHER % .

After drafted by the team designated by GDCA security policy committee, the CP is submitted to
GDCA security policy committee to audit.

1.5.5. CP {&1] CP Revision

GDCA H5xf CP HEAT ™M HIARCAIZ R, IF 2 R RIg R B TR H.
GDCA R4 [ 5 BRI . HRE SR W55 K RIE I LA & CAIRI I 28 18 3%
(CA/Browser Forum) & Aii K4 e % EE 145 (Guidelines for Extended Validation
Certificates) L\ % Baseline Requirements )i K X AZ1T 4 CP, CP 4m’5 /NAIARHRE
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FRIIEILILE CP BT, 25 GDCA ZAeEIsE Mo wik, KUk naiti)s,
1ExU#E GDCA B 77 Wt %A o

A CP BB —IR. WRTARSSN, MEMRAS . FEHRAR R, £
I 8] S ABAT DK .

GDCA will implement strict version controls on this CP, and such work will be arranged by the
GDCA Security Policy Committee.

This CP will be updated in accordance with the change of national policies and regulations,
technical requirements, business development, as well as the latest requirements of the Guidelines
for Extended Validation Certificates and the Baseline Requirements published by the CA/Browser
Forum. The proposed suggestion of modification will be submitted by the team which is responsible
for writing this CP based on relevant changes, then it would be reviewed by the GDCA Security
Policy Committee. After approved by the committee, GDCA will publish the CP on the official
website.

This CP is updated at least once every year. Even if no other changes are made to the contents of
this CP, GDCA will increment the version number and update the release date, effective date, and
the change log of this CP.

1.6. X HZEE Definitions and Acronyms

1.6.1. AR5 E X —W R List of Term Definition

Rig & X
GDCA %4 3RIEZE 1 2x | GDCA AUEARSS 14 2 A IR fi v S BRI B LA AT CP — 2
PEENL -
FL N IE R S5 B RN, &R, HEAEHEIERRHEM . ZARIEEH
TR CAs K12 CAs.
ML WML (Registration Authority, RA) 1t 57 &b FHIE 35 Hi i

HRUEFAT ARSI R, IR RS EINER S,
B ZAIE S RS B LI AR SEAE, A TORHIE S RO
TSR IR AR, AR BRI IE AT R, AR T
AR 55 WAL bk v B B A - B R R

EFS B4 T 3, TR RS S hIbE.

P HEH & HI 2R ) F TAIEAR S5 LA (CA) BT REAT B r 254
L Y53 B LR TE P ) A I TRV R A1) 36

HLF AR L 55 ) P SGEF S, Bk, EE A S BEAEZE A — 0 3CAF

& ARG R BEE R R RRRE.

SEAPRE A BLAG IR AL R G T @O R R A

FELEFIRE WX FELGEB A A VI, AT AT L P i e S S )
W3

A HI 25 P10 R E AR R R B I B, TR
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CE T 2 S TN i) /N E D) I i L AR RS 1 g

N FH ] AN R B AT, AT MK T
i, DS 5EEA AM R A — 0B r% 4, &/ji
AT IZEE R, DB R & T s Bk
FR S

INEAFERI —HAFERE K. AR AR F R T EE’J/\% ﬁﬁ
TSI T AHED M EAH AE B S0 2K
JATH T RE

AFEREIET T FLAR S FIARAIE S DME AT A 7 378 32 w1 o A
W, NI RS E T .

A () T FFE A CP 1 8.3. AT R (1) A AR N BA sk

W7 WA HEA RGIE P51 3 SR N BRIk .

A PR RAETS I H AR NBGE SR,  H 20T 2 Ui A 46K
AL IS PAPNEIRFRE M L

ADRRN INEAR LA S IEH S NAT P 2 B, iz ihisie 7
&I IR 5 BT .

WebTrust CPA I K& XTIAE AR S5 WA 1) WebTrust Tt H FI AT Rtk

GDCA Security Policy
Committee

It is the highest management and monitor function for CP and the
decision-making agency pursuant to CP within the GDCA certification
services system.

Certification Authority

An organization that is responsible for the creation, issuance,
revocation, and management of certificates. The term applies equally

to both Roots CAs and Subordinate CAs.

Registration Authority

A Registration Authority (RA) is responsible for processing service
requests from certificate applicants and certificate subscribers, and
submitting them to the certification authority for the final certificate
applicant to establish registration process. RA is also responsible for
identifying and verifying certificate applicants, initiating or transferring
certificate revocation request, and approving certificate renewal or
re-key request on behalf of the certification authority.

Certificate

An electronic document that uses a digital signature to bind a public
key and an identity.

Certificate Revocation List

A regularly updated time-stamped list of revoked certificates that is
created and digitally signed by the CA that issued the certificates.

Certification Practice

Statement

One of several documents forming the governance framework in
which certificates are created, issued, managed, and used.

Domain Name

The label assigned to a node in the Domain Name System.

Fully Qualified Domain

A Domain Name that includes the labels of all superior nodes in the
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Name

Internet Domain Name System.

Online Certificate Status
Protocol

An online certificate-checking protocol that enables relying party
application software to determine the status of an identified certificate.

Private Key

The key of a key pair that is kept secret by the holder of the key pair,
and that is used to create digital signatures and/or to decrypt
electronic records or files that were encrypted with the corresponding

Public Key

The key of a key pair that may be publicly disclosed by the holder of
the corresponding private key and that is used by a relying party to
verify digital signatures created with the holder's corresponding private
key and/or to encrypt messages so that they can be decrypted only
with the holder's corresponding private key.

Public Key Infrastructure

A set of hardware, software, people, procedures, rules, policies, and
obligations used to facilitate the trustworthy creation, issuance,
management, and use of certificates and keys based on public key

cryptography.

Publicly Trusted

Certificate

A certificate that is trusted by virtue of the fact that its corresponding
root certificate is distributed as a trust anchor in widely-available
application software.

Qualified Auditor

A natural person or legal entity that meets the requirements of section
8.3. of this CP.

Relying Party

Any natural person or legal entity that relies on a valid certificate.

Subscriber

A natural person or legal entity to whom a certificate is issued and who
is legally bound by a subscriber agreement.

Subscriber Agreement

An agreement between the CA and the Applicant/Subscriber that
specifies the rights and responsibilities of the parties.

WebTrust The current version of CPA Canada’s WebTrust Program for
Certification Authorities

1.6.2. IEmAE R H A X —Y R List of Abbreviations and their Meaning

CA Certification/Certificate Authority HLF YIRS LR

CAA Certification Authority Authorization DAENURIEZ AL

cp Certificate Policy kT3 g

CPS Certification Practice Statement LTI E - 30

CRL Certificate Revocation List TEBROE 5%

CSR Certificate Signing Request TEE SR Sk
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DBA Doing Business As M 4 R
DNS Domain Name System 1 42 A4
EV Extended Validation 3 RIS SR I
(US Government) Federal Information Processing (EEPBUT) B B AL
FIPS Standard
HpRHE
FQDN Fully Qualified Domain Name s A TR R 4
Global Digital Cybersecurity Authority CO., LTD. | st 22 i £ Rl 35 it 4 4 TR
GDCA
AT
gTLD Generic Top-Level Domain B TR 4
IANA Internet Assigned Numbers Authority R 0 43 B LA
Internet Corporation for Assigned Names and T 4 5 5 52 4 e
ICANN | Numbers
B
1SO International Organization for Standardization B b vREAL, 4 21
KM Key Management QLZ%E%‘SEE
LDAP Lightweight Directory Access Protocol i B
LRA Local Registration Authority A HBTE LR
OCSP Online Certificate Status Protocol TELAE PR AT
State Cryptography Administration Office of i 57 25 4% 1
OSCCA | Security Commercial Code Administration of
China INRE
PIN Personal Identification Number A N R D
PKCS Public KEY Cryptography Standards NSRBI A
PKI Public Key Infrastructure INER SR
RA Registration Authority TR
Request For Comments 175 SR T A v (— bl B
RFC
P 8 bR )
SSL Secure Sockets Layer Pl A
TLS Transport Layer Security ft e A
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2.k fi 5 18 B E % f£ Publication and Repository

Responsibilities

2.1. 18K JFE Repositories

GDCA HJHLFIIEAE SN AN 2 R sklg (CPO. HLF AR 55 M
(CPS). HEF. IEFHEFIFR (CRL). IE-RBIELRAEM (OCSP) 4.

GDCA repositories should include the following: CP, CPS, certificate, CRL, OCSP, etc.

2.2. {2 BW KA Publication of Information

GDCA 7E'E J7 ¥l https://www.gdca.com.cn K Aiifs B ZE, %Mk & GDCA KA A
fEEREE, RAN . BRURINEE.

GDCA i H 4548 RAGT P HIE T A1 CRL, 11 7 84K #6 /5 mT LA it 17 7] GDCA
B U SRBGEE 5 (045 BB IE 51 FINt, GDCA $RUE/ELEFIRS MRS, 1T
PR AR AT AT S B E RS E R

[FIES, GDCA g MR 75 LR HUH Ath m] R 1 T 2UEA 745 B R A o

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website is
the primary, most prompt and authoritative channel to publish all information about GDCA.

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain in formation
of certificates and CRLs through GDCA's official website. Meanwhile, subscriber or relying party
can get the current status of certificate instantly via OCSP service provided by GDCA.

Meanwhile, GDCA may also release any related information in other possible forms.

2.3.  RATHIES[EFISHZR Time or Frequency of Publication

GDCA TEIT FHlE P4 R s iy, @ B 5 Wk F 3 RE i CRL KA, KA
JEIRA N 24 /NBF, CRL A AR MK AR L 48 /Nef: 7ERSMIENL T, GDCA FJLLH
AT RSB UEF AT CRL R AR ] . GDCA R4 R AT — X L FINIEIR S HLAA 1) CA IIE -4l
BiFE (ARL).

R A P R (R R AT BRI, B GDCA SR g, X Fh & A B% A2 &
WP, m R, IF B AR A B R R 1 .
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GDCA releases automatically the latest certificates and CRLs via official website and the CRLs are
issued every 24 hours and are valid for no more than 48 hours. In particular, GDCA can choose
time to release the certificates and CRL in case of an emergency. GDCA releases CRL of CA (ARL)
once every year.

GDCA can individually choose the time and frequency of releasing other information of repository.
The release is timely, efficient and consistent with the requirements of the laws.

2.4. 18 B FEEVH &R Access Controls on Repositories

GDCA 15 B IE BAAXF A TF R AT AR ANARRENS BB, XTI AT S A 1%
Y T AN SEAEAT BR 1 o

GDCA @i M 2 Pidr . Ryt g aieit 2 B ik IA Ll RN 5
ZREATE B ERIE I, MIER. B2 KATERIE,

The information in GDCA repository is publicly available. Anybody can read the relevant information,
and there are no restrictions on the read-only access of such information.

With network security, secure system design and security policy, GDCA ensures that only
authorized employees can add, delete, modify and publish the repositories.

3. BminiR 5 X5 Identification and Authentication

3.1. 44 Naming
3.1.1. 44357 Type of Names

GDCA %K) EV BUFAET AT & X.509 #rifE, 2 BC4siE T a & B Em 4, K
I X.500 iy 44 75 2o

EV SSL LA EV AR A4 TEA5 iy 44 MU AN ZER AL SR AEFZ IR AS CP il 3 1Y)
CPS 1, I HIEFI CA/MN W #i83x (CA/Browser Forum) jEid www.cabforum.org & Afi
(RIFi R 5 L SR AH— 3. EV SSL EHA EV ARESRE A4 UE 45 1 B 44 0 25060 2 18
4 (common name, CN=) W%, ZidU0uFiiEH 4 i N S 5144 . HLI s ip
k. MU SRR

EV certificates issued by GDCA conform to X.509 standard and naming rules of Subject
Distinguished Name assigned to certificate holder is in accordance with X.500 standard.

Naming rules and requirements of EV SSL certificate and EV code signing certificate must be
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in the CPS customized according to the CP, and in line with Section 9 requirements of Guidelines
published by CA/ browser Forum at www.cabforum.org. Distinguish name of EV SSL certificate and
EV code signing certificate must contain common name (CN=). Common name after verification
should contain domain name, organization e-mail address, organization valid name, etc.

XFF EV SSL 55 aSiE45, BT s A% AR T I 2 2 AU 42 v, iy 2 AU FH 44 D 3
Ay IR AN HY B A 44 A R Ak A

For EV SSL server certificate, all domain names are added as the Subject Alternative Name and a
primary domain name shall be used as the Common Name.

3.1.2. Xt an4a A = X HIESR Need for Names to be Meaningful

PR TR IR A 44 N BAT — R AR S T P IR R i SR AR A4 K
o2 =4 e 8% YR ff R A 15 A AU LA Pl ZE R iR A R EWUAR 55 4+ ELIPR R34 B R
AT S, IFE AT DABAREUT IR0 BRI A PR 2 15 SR A A DG 2

Names in subscriber certificates should have a significant meaning. Subject Distinguished Name in
subscriber certificate shall definitely indicate the identities of certificate holders or specified internet
servers, internet domain names or software publishers; it shall be identified by relying parties. The
naming rules of Subject Distinguished Name shall meet the requirements of relevant laws and
regulations.

3.1.3. TP RIE4& B4 Anonymity or Pseudonymity of Subscribers

PR EA . Dy 2 HIFIES, IERPEAREEHES. hH.

Subscriber cannot apply for certificate with anonymity or pseudonymity stated in this CP.

3.1.4. RS Rl A 42 B9 Rules for Interpreting Various Name Forms

# X.500 il 44 fiw 44 LI R

The format of DN conforms to X.500, and naming rules of DN are defined by GDCA.

3.1.5. 1 44 By ME—4E Uniqueness of Names

GDCA NARUEZ KA FAT P HAET, HEAREH4, £ GDCA TN & ME—
o AH—ANTT P a] DL P 9k sk DL_E Ao TR]— S 32 U0 44 FOE 15

Subject DN of certificate must be unique for different subscribers in GDCA trust domain. But a
subscriber can hold more than one certificate using the same subject DN.
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3.1.6. 4 212y kbE Naming Dispute Processing

GDCA AR AL gk Tar B UL K TTAE, KAEMUGR, 1T B EHATE
A AR B R ] 4 R R R

GDCA doesn't assume the responsibility of solving naming disputes during certificate application.
When dispute is occurred, subscribers shall submit above issue to judicial institutions or
administrative departments.

3.1.7. FFREIRG] . X554/ Recognition, Authentication, and Role of

Trademarks

GDCA 25 J WAES 1 EAR B A 44 h AL S R AR 4

Subject’s DN of certificate issued by GDCA does not contain any trademarks.

3.2. WIHEEHHIA Initial Identity Validation
3.2.1. iE BHA R AR5 Method to Prove Possession of Private Key

EV UEF s & L AGEM A 5 B2 M A IR N AL, IEMT AT iR S R E
FHIEHE TS FES (PKCS#I0) . He 5K HRRJ %, 535 GDCA
FOR B HEUE 5 3, EAE R A AT AR S 8 (R0 BC 35 AR ORGSR FS) PIN %)
-

Applicants must prove that he/she holds the corresponding private key to the public key being
registered. You can use the ways of digital signature contained in certificate request messages
(PKCS#10) or other equivalent method to identify the secret keys, or some ways required by GDCA,
such as initial information (distributed key medium and its PIN code), etc. to prove that you holds
the relevant keys.

3.2.2. Pt B4 1% 7] Authentication of Organization Identity

FEXS LR S HEAT 2000 . SR B S WAL RAE EV CPS 1, JFHEAM CA/
W8 1n (CA/Browser Forum) Eid www.cabforum.org & A7 )45 5 55— &40 (1)
SR8 HiEBHEEER R4 (internationalized domain names, IDNs) i, i
1F bRk 38044 1 [R5 S35 Chomographic spoofing) .

The identification procedures for organization identity authentication must be stated clearly in
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EV CPS and comply with the Section 11 of guidelines released by CA/Browser Forum at
www.cabforum.org. Homographic spoofing should be prevented if the certificate contains

internationalized domain names (IDNs).

3.2.3. MNMABEHHI%H] Authentication of Individual Identity

GDCA AN NH P EV IE B HE.

EV certificate does not accept individual application.

3.2.4. WA BERTT F1E B Non-Verified Subscriber Information

BV EAS BT 65 T P 135 AL BT B

All information in EV certificate must be verified.

3.2.5. BRI Validation of Authority

PV P S TP N TP BRIE ML 5 I, N34T 4R SR E
1. 8IS =07 Sk B IR ST s e L BURF 2T 18 K i S5 07 iz L
FIAEAE 5
2. JEIEHTE. A EIPRAMSEE R L R I B A R A S HORBHIE N R T B
B UL HACRAT NG U 3L
GDCA N fCVF BB # i E AL AR HITBESS o 35 FIE & DA B (R 2 1] DLt
ATIE HE I BOZA N, U GDCA AR AEZARE N 53 LAMAEATIEAS HE I K -
FEWCEN IS # CAZ LR TS SR, GDCA B[] B i 35 H (I BN RIS 5

The following verification processes shall be taken when agents authorized by subscribers apply for
certificates:

1. Confirming the organization validity by using third-party identity verification service or
database and reviewing documents issued by government.

2. Using telephone, postal letter with return receipt, employment proof document or any
equivalent way to confirm that a person belongs to above organizations and his/her behaviors
are authorized by these organizations.

GDCA should allow an applicant to specify individuals to request certificates. If an applicant
specifies, in writing, the individuals who may request a certificate, then GDCA should not accept
any certificate requests that are outside this specification. GDCA should provide an applicant with a
list of its authorized certificate requesters upon the applicant’s verified written request.
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3.2.6. HVEHEN Criteria for Interoperation

T H AR BT UGEARS AU, FTLLS GDCA #HT I, (H2&1%H FIMERS
P CPS WAZifF & GDCACP #3K, Jf H 5 GDCA 253 AH N Bl o

GDCA Kk R I ZS, #5%23F GDCA HIRIEN LR HIE R, FHFAZER
FHNE FRAEH o

B HHT, GDCA RZERALAAZE XAIET.

WURE ZEAER A FUE, GDCA K7™ 4 T LLHAT -

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS
are in compliance with the requirements from GDCA's CP and sign related agreement with GDCA.

GDCA accepts the information authenticated by other CAs and issue corresponding certificates
based on the agreement.

To date, GDCA has not issued any cross certificates.

If there are provisions of national laws and regulations regarding interoperations of issuing
certificate, GDCA will perform strictly according to relevant legislations.

3.2.7. R RIRFHERA 1 Data Source Accuracy

FERAE T A ARIEAE A AR BRI ] Z 1T, GDCA X iZ R rl R A vk, v
Wk, KOG ECE SO B AT VAL, JFEB LT RIER:
1 Pt (s AR
IR R EE T AR
HAa N, SRR H 0
HENS 2 AR AT FIE B AT ek s
Dy BB A PO M T
A PP D P AR SRl R A ) 8l B (e TR AN I IE 528 AT 13N H
U] GDCA W] i izt K S A o

o r w D

Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its
evaluation:

1. The age of the information provided,
2. The frequency of updates to the information source,

3. The data provider and purpose of the data collection,
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4. The public accessibility of the data availability, and
5. The relative difficulty in falsifying or altering the data.

GDCA may use the documents and data to verify certificate information, provided that it obtained
the data or document no more than thirteen months prior to issuing the certificate.

3.3. FHEIERPMRIREXS Identification and Authentication

for Rekey Requests

FEREAT CP 25 4.7 IR AL 5 P SR A, 75X BB 10 5 B 2 AT 46 ) A O o )
SR SRR H IR P 2

Before rekey operation described in CP section 4.7, GDCA shall authenticate the key to confirm that
the request of rekey is from the original key owner.

3.3.1. WA E RN E LR Identification and Authentication for

Routine Rekey

PR OCT RE P, AR BV IEBRIET, 1T M EFHZE CP 5 3.2 Tk
TAEBTRAHINAE U572 RO R E SRS UE S .

In general, subscriber should submit application for re-key according to CP section 3.2 on method
to prove possession of private key before the expiration of EV certificate.

WA S A S i B I B SO B E TR, DRI, T A R
SRR, A6 5B P T O I 1 SCAF Bl A e i, b sk, GDCA
e A AT

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or
data. Therefore, the subscriber should make sure the encrypted documents or data have been
decrypted before they apply for the secret key’'s updating. GDCA shall not assume any
responsibility due to failure of decryption by the renewal of the secret key.

34 WHEEXTHEHRMWMHIEE X A Identification and

Authentication for Rekey After Revocation

EV UL J5 AN BEREAT S B BT

Re-key/renewal after revocation is not permitted.
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3.5. B ERFIMRIRE XS Identification and Authentication for

Revocation Request

AT BV OUE RS E R, GDCA ¥ ARG E MBS i A SR LS 77 =0
BrIEHAE R .

When subscriber applies for EV certificate revocation, GDCA will contact with the subscriber
according to the information recorded during initial registration procedure to verify the application.

A EBEAEBHBIEESR Certificate Life Cycle Operational

Requirements

4.1. {EFHE Certificate Application
4.1.1. VEF B 9244 Who Can Submit a Certificate Application

RS F I SO B TR N BEAR A S (BFEATEOILG . Sl s, Hhsx
AN RBIESE).

Certification application entities are organizations with independent legal person qualification (such
as administrative organizations, institutions, social organizations, people's organizations and other
organizations).

4.1.2. EHE 2 5 54E Enrollment Process and Responsibilities

EV AE 5 V0 4 B2 MR AC SRE EV CPS o, JF HZEAT CA/MIUE &% 18 3%
(CA/Browser Forum) @it www.cabforum.org & i (I8 55 +358 2 O BSR A — 8. H
THE RS TRET . AR CP MAHRL CPS & U205 IR I, e il He rp ok Tk
P& HVEE . BRI SO AHELR IR R 2

HiE#H N[A GDCA 138 EV IEHIE R LAHNAEN] SO, AT NRIERE HiE &
C2 T A2 LR AR, HEHEN BT E ARSI, 74 PKCS#10 HIEHFR3C
224 GDCA.
The EV certificate registration operation shall be stated clearly in GDCA EV CPS and be compliant

with guidelines’ Section 10 released by CA/Browser Forum at www.cabforum.org.Applicant should

26


http://www.cabforum.org/

Il semtnznnemas

GDCA EV iE52RHE (V2.1 fR)

learn subscriber’s agreement, provisions agreed in this CP and corresponding CPS and other files
advance. Especially, applicant should focus on related content about the certificate applicable
rights, obligations and guarantee.

Applicant should submit EV certificate application forms and corresponding documents to GDCA.
All of above means that applicant has learned and accepted the contents. Applicants must generate
public and private key pair by themselves and send a PKCS#10 certificate request file to GDCA.

4.2. FFHIEAREE Certificate Application Processing

4.2.1. P AT R B 5 % H] Performing Identification and Authentication

Functions

2 GDCA 2 2T 1) EV IR B HiE G, NAZA CP 28 3.2 THJER, XTI /#t47
B0 U 5 20 o

TEAE T2 KR, 45 GDCA MRAE CP 5 3.2 1 vh 45 s SRIE A5 10 $04 sk B SO i
AT 13 /S H Hizfs BAR K A2, ) GDCA R 1 FIZHeHE s e B S0, A% SE+
HEE R

After GDCA and its registration agencies receive the subscriber’s certificate application, they shall
perform identity recognition and verification of identification over the subscriber according to the
requirements of CP section 3.2.

GDCA may use the documents and data provided in section 3.2 to verify certificate information,
provided that it obtained the data or document from a source specified under section 3.2 no more
than thirteen months prior to issuing the certificate, and provided that no changes occurred to the
documents and data within such time period.

4.2.2. iE P 5t A IE 4 Approval or Rejection of Certificate

Applications

GDCA RBiAfESERIFEAL b, HEAEEELE g . W RAE L R, IRz & 2 1 5
o RGBSR 9B EN EV IR IS #

GDCA should approve or reject applications based on authentication. If GDCA and RA reject an
application, they should inform the applicants with appropriate ways and within reasonable time
period.
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4.2.2.1. WETERFHIHRLH#E Approval of Certificate Applications

WRFFE TR %A, GDCA R LAHLHEIEFS B3«
1 ZHIEEEW A CP % 3.2 TRk 1T 7 S BIbRA NS I E ;
2. HUFHRAZECE A R R A A ANEER
3. HIEE OB HUE SO TN .
GDCA will approve the certificate requests, if the following conditions are met:

1. The application shall completely meet the requirements from CP section 3.2 regarding the
subscriber's identification information and authentication.

2. Applicant accepts or has no opposition regarding the content or requirements of the
subscriber's agreement.

3. Applicant has paid already in accordance with the provisions.

4.2.2.2. IEFHIERIEL Rejection of Certificate Applications

R FHIER, GDCA RARLIUET Hii:

L ZHFIEARFEA CP A 3.2 1Rk T1T 7 S bR A4 Bl e ;

HEE A BESRBLIT 5 20 S UE WA R

I & SO BB ANBERE AT P I A R N MK

FE T 2 V50T B AN R 42 BRI SR S 14 9%

HiHIEH &4 ICANN (The Internet Corporation for Assigned Names and
Numbers) 5 & H gTLD (THZ8 44 );

6. GDCA Y NHILHEZ HiER 2% GDCA H#i R4, A grak 1512

o ~ w D

If the following circumstances happened, GDCA shall refuse the certificate application:

1. The application does not meet the specifications of subscriber’s identification and
authentication in CP 3.2.

2. The applicant can’t provide the required identity documents.

3. The applicant opposes or can’t accept the relevant content or requirements of the subscriber's
agreement.

4. The applicant has not paid or can’t pay the appropriate fees.

5. The requested certificates contain a new gTLD under consideration by ICANN (The Internet
Corporation for Assigned Names and Numbers).

6. GDCA or RA considers that the approval of the application will bring the dispute, legal disputes
or losses to the GDCA.
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4.2.3. AbFEIEF B8 AR A] Time to Process Certificate Applications

GDCA [t] EV HL- TN HN] (CPS) M E & HEIE H 15 AL ¥ [R] . GDCA
NAE CPS M58 AR E] Py AL FEAIE 5 i, Toie S Is JE a4 .

GDCA EV CPS should specify the processing period of certificate application. No matter approving
or rejecting, GDCA should process certificate application within the period specified by GDCA EV
CPS.

4.2.4. INENLHZAL (CAA) Certification Authority Authorization (CAA)

XFF GDCA M & i & CA/NI Y #3815 EV Guidelines. Baseline Requirements %3k
[P LA {5 ) TLS/SSL iE 15, GDCA N Xf 28 K AE 15 F 85 4 3 & Wik i 4 — A
dNSName fit CAA itk fr, JFEIE AW R KR

GDCA Rl RFC6844 (£ 5065 f21]) IMEAEE “issue”. “issuewild”
K “iodef” fIJRPERRZE: £5 “issue”. “issuewild” Fr%sH A& “gdca.com.cn”, Nl GDCA
ARZERITPLE TS s # CAA LT HIL “iodef” F5%%, NIl GDCA 5 HIiE V4 5
RE S N HAWURIES .

GDCA BiLAF 51 CAA Lk EHRARMAF A AT A M F: 1D 7£4F GDCA
(LR 2 1) CAA BRI 2) B2 —IREH AR CAA I8%; 3) AT
TEXIEAFATEFR 7] ICNNA HIX 351) DNSSEC 40 iiE 4 «

For the publicly trusted TLS/SSL certificates issued by GDCA and conform to the EV Guidelines
and Baseline Requirements of the CA/Browser Forum, GDCA checks the CAA records and follows
the processing instructions found for each dNSName in the subjectAltName extension of the
certificate to be issued.

GDCA shall process "issue", "issuewild", and “iodef” property tags according to RFC6844 as
amended by Errata 5065: GDCA shall not issue corresponding certificates if the "issue", "issuewild"
property tags do not contain “gdca.com.cn”. In case the property tag “iodef” is present in the CAA
records, GDCA shall determine whether or not to issue certificates after communicating with the

applicant.

GDCA shall treat a record lookup failure as permission to issue certificates if: 1) the failure is
outside the GDCA's infrastructure; 2) the lookup has been retried at least once; and 3) the domain's
zone does not have a DNSSEC validation chain to the ICANN root.
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4.3. EPHZ%K Certificate Issuance

43.1. IEHZ K F CA KIFTA CA Actions During Certificate Issuance

MR CA FHEFS 2% N it GDCA BB W AE N DT R AT EHR 2, AR CA $4T
UEF R

A trusted person authorized by GDCA should deliberately issue a direct command with respect to
certificate issuance by the root CA, in order for the root CA to perform a certificate signing
operation.

CA EALEUE T HB P HE G A O R IE TS . CA N HITE N A BRI 2 K (1IE 15 2L 1
FAEUEA G L B o B AUET BIBRAE R 2 BRI SR 7E EV CPS 1, Jf HZAN
CA/YE 241837 (CA/Browser Forum) i id www.cabforum.org KA IFEES 12 #5752
KA—5.

GDCA generates and issues certificates after approval of the application. CA generates and issues
certificate for subscriber based on the information from certificate application form approved by
GDCA. The operation of certificate issuance shall be stated clearly in GDCA EV CPS and be
compliant with guidelines’ Section 12 released by CA/Browser Forum at www.cabforum.org.

43.2. CA BENITFIEHMZR Notifications to Subscriber by the CA of

Issuance of Certificate

GDCA WHE BB R RGB KIEP G, BEA FIEH ek, Hmil R atmr bl
RIFEPR T, SFFE . M FEE TR, siFdid e 510 P 2ER R
T P A RIS AE

GDCA will notify subscriber after issuing certificate. Subscriber can get the certificate via face- face,
online download, or other methods agreed in advance by both sides.

4.4. P Certificate Acceptance
4.4.1. B ZEFH HI4T 8 Conduct Constituting Certificate Acceptance
1L W EATUIEE T GDCA IEF AR 55 RIS RAIE S T 48, R4S T 358 B RIMRERAT

R TR
2. GDCAJEMUAGLELT I VE T, AET T FEAES, I iy 5K
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FIELEAT T, BARERAT 532 TES
3. AT ROWHIEAS BB AIE TS N A R AR R

1. Subscribers can download certificates at the specific GDCA certificate service website. The
download completeness indicates that subscribers have accepted the certificate.

2. GDCA’s RA can download certificates for subscribers with the permission of subscriber. Then
RA sends the certificates to subscriber through e-mail. It means the fact that subscriber has
accepted this certificate.

3. Subscribers oppose the fail operation of certificate and its content

4.4.2. CA SHEF I KA Publication of the Certificate by the CA

WP HRZAETS 5, GDCA Kzl JE5 A1 £ GDCA I H s JIk55 R 48 . [FlIFf, GDCA
Y5 Google f CT #Em& Chttps://github.com/chromium/ct-policy), H4iT /7 i 4 15 Bk
e =AY CT 4sae

After subscriber receive a certificate, GDCA issues the subscriber certificate to the GDCA directory
service system. As per the Google CT policy (https://github.com/chromium/ct-policy), GDCA
embeds in the SSL/TLS certificates the signature data from at least three CT servers recognized by
Google.

4.43. CA @ &nF A SEARTE H H4S & Notification of Certificate Issuance by

the CA to Other Entities

FRUEFIT 7 4h, GDCA A Bl A HA SR IEF 2R A

GDCA and RA do not need to notify the certificate issuance to other entities except for subscribers.

45. FHAXTAEHFER Key Pair and Certificate Usage
45.1. TP REARRERBIfE A Subscriber Private Key and Certificate Usage

SIEAS AR E 0 2 BRI B AL A A P 22 0T 7 T BOFS2AIE S )R T AT A
o EREBFAFET P A CP AIHIE CPS MUME, JF HasZi St s g
PRI R SR AH — 2

VTP S ORY HAL P38 G R BB, JF HAS A A o S s e e 45 . A
AFFHEAT VAR
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T BV ARBZEZAUET:, AL METR N 2 A EAER 5

ST EV SSLAEFS, 1T /A STAEM LS5 ORAE R ZEUE TS b 410 A () 3 000 44 08 2 (1 IR 5%
e R B
Only after subscribers sign the subscriber agreement and accept the certificate, the private key
which is correspondent to the public key in the certificate can be used. The usages of the

certificates must conform to the provisions of subscriber agreement, this CP and related CPS also
must be compliant with the EKU defined in the certificate.

Subscriber shall protect his/her private key from unauthorized use. Subscribers should no longer
use expired and revoked certificates. In addition, the private key should not be archived.

For EV CodeSigning certificates, a certificate cannot match multi-software at the same time.

For the EV SSL certificates, the subscribers should undertake an obligation and warranty to install
the certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.

45.2. W AFFER KA Relying Party Public Key and Certificate

Usage

AR T RIS B LG R, A AT DU AR
1. RIFHCTR 5 N RS S A5 T4
2. WNZZE A0 R FIE TS /& T GDCA ik ;
3. JHI i) CRL B OCSP A A A A4 % L HJAIE 2 75 AR «
4. EFIFEIE F T LA A
5. FHHER LM AHIIES 4
6. FEIERIA RO,
PhEARAT— MRS 2RI, ARG T A SRR 25 4415 B
SRR T T R IE NS BRI, AUl IE M RS R AR T N
5, ARG FES LI AHXHE BINE o AR T ORI IE ik [N 2515 B — R Rk %
B2 5
When the relying party has received the message with digital signature, the party has the obligation
to carry out the following operations to confirm:
1. Obtain digital signature’s corresponding certificate and trust chain.
2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.

3. Confirm whether the signature corresponding certificate has been revoked by querying the
CRL or OCSP.
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4. Certificate usage is suitable for the corresponding signature.

5. Use certificate’s public key to verify the signature.

6. Check the validity of the certificates.

If the above conditions are not met, relying party has the responsibility to refuse to sign information.

When the relying party needs to send an encrypted message to the receiving party, the party must
first obtain the encryption certificate of receiving party through proper channels, and then encrypt
the information using public key of the certificate. The relying party should send the encryption
certificate and encrypted information to receiving party.

4.6. IEFHFEH Certificate Renewal

4.6.1. IEREHKIEIE Circumstances for Certificate Renewal

GDCA ARAt EV B H AR SS

GDCA does not provide EV certificate renewal service.

46.2. ERIEPBEFHHILA Who May Request Renewal

ANEH

Not applicable.

4.6.3. REHEIEF FEHTE R Processing Certificate Renewal Requests

AEH] .

Not applicable.

4.6.4. BET PEHEB K Notification of New Certificate Issuance to

Subscriber

AEH

Not applicable.
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4.6.5. MIREZEHIEHMAIT N Conduct Constituting Acceptance of a

Renewal Certificate

AEH
Not applicable.
4.6.6. CA STEHEFR R A Publication of the Renewal Certificate by the

CA

ANE

Not applicable.

4.6.7. CA @ &0 FH A SEAATEH 4 & Notification of Certificate Issuance by

the CA to Other Entities

ANEH

Not applicable.

4.7. EPHEHEF Certificate Rekey
4.7.1. IEPHEHAEF R Circumstances for Certificate Rekey

GDCA HJUE-P & P B BB H AR T LU R

GDCA certificate Re-key including but not limited to the following circumstances:
1 EPEIY,
2. FTHR, BURZEEE, GDCA ZRIUEHSHHTEH .

1. The certificate expires.

2. GDCA requires certificate key update based on the security reasons of technology and policy.

4.7.2. ERIEBFEHEF ) ELZ/E Who May Request Certification of a New

Public Key

SR UE 158 T T S 43T

34



[] HEMHEIRIGBIRAE
S ot Ut L ety ALty Lo Ltk GDCA EV iE454ms (V2. 1 B

The entity who requests re-key is the certificate subscriber.

4.7.3. MBEIEBZEHATEHER Processing Certificate Rekeying Requests

SRR CP 55 3.3 JIAIZR CP 55 4.3 11 (1 g Xk 53§ R AT FH ™ B 43 4550 AR
A LA SRR

The authentication and identification of subscriber for certificate rekey and the certificate issuance
shall conform to CP section 3.3 and CP section 4.3.

4.7.4. BAEIT P ENE BRI R Notification of New Certificate Issuance to

Subscriber

[Fl A CP 5 4.3.2 15,

See CP section 4.3.2.

4.7.5. M A 2 HE R 4T Conduct Constituting Acceptance of a

Rekeyed Certificate

[F]A CP % 4.4.1 7,

See CP section 4.4.1.

4.7.6. CA XA FEF K K AR Publication of the Rekeyed Certificate by

the CA

[F]A CP %8 4.4.2 7,

See CP section 4.4.2.

4.7.7. CA i &n HAh SARTE H HAS & Notification of Certificate Issuance by

the CA to Other Entities

[A A CP %8 4.4.3 15,

See CP section 4.4.3.
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4.8. IEFHEFE Certificate Modification

4.8.1. IE AT 5 Circumstances for Certificate Modification

GDCA Afflt EV IEHAHEARSS, WHlE+s a8 1f5 B LA I N AZ A CP 5
4.9 THIHUE R ZIES:, 177 RAZ A CP 28 4.1, 4.2, 4.3, 4.4 TiHHUE BB HE A
KA
GDCA does not support modification of EV certificates. A certificate in which the information has

been changed should be revoked according to CP section 4.9. Subscriber should re-apply the
certificate according to CP section 4.1, CP section 4.2, CP section 4.3, and CP section 4.4.

4.8.2. & RIE P E K 24E Who May Request Certificate Modification

ANE

Not applicable.

4.8.3. AHEIEFZEEEF R Processing Certificate Modification Requests

AEH .

Not applicable.

4.8.4. BET P EHE B L% Notification of New Certificate Issuance to

Subscriber

AEH

Not applicable.

4.8.5. IR B2 EIEH K4 A Conduct Constituting Acceptance of

Modified Certificate

A&

Not applicable.

36



[] HEMHEIRIGBIRAE
S ot Ut L ety ALty Lo Ltk GDCA EV iE454ms (V2. 1 B

4.8.6. CA S FEIEH R A Publication of the Modified Certificate by the

CA

AEH

Not applicable.

4817. CA B &1 H Al SHAAE A2 K Notification of Certificate Issuance by

the CA to Other Entities

ANE

Not applicable.

4.9. EPEEEFIEER Certificate Revocation and Suspension

IE PR FR S EEAER MBI EV CPS W, JFHEA CAELS LA
(CA/Browser Forum) ifid www.cabforum.org & A IFE G55 13 &5 70 B9 B SR AH — 2.

Certificate revocation and operation to query status shall be stated clearly in GDCA EV CPS and be
compliant with guidelines’ Section 13 published by CA/Browser Forum at www.cabforum.org.

49.1. HEHBE KT Circumstances for Revocation

49.1.1. ITPUERE#EMERE Reasons for Revoking a Subscriber

L, RSO B —FhEkZ R, GDCA WAZITE 24 /NI 2 A RUBHAIE -

VTP R T R 30 SR E 15

11T GDCA ST IIE Fiifs SR ARAF BB H A B8 ] B BT 9

GDCA K13 T k4, WEMSIEF AP RAT P AAHE S T

GDCA 348 T iE#E, UEBAXTIE 5 FQDN 5% IP btk [ 355 44 $52 A sl d2 il B 36 UEAS
S K o

A LA SO i —FhE 2 P, CA RITE 24 /N2 PHRESIESS, HALAE S K2
PR IE £

1. IEBAHESF 4 Baseline Requirements 5 6.1.5 5 &% %5 6.1.6 1,

2. GDCA FRA3 T iF+58 2R FH e

A w0 o
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3. GDCA BT 7T/ #hil. CPICPS HPf)— I el 2 i K 51 4E:

4. GDCA 3K7& T RT3 W] FQDN Hfd FIAN FRBE R VE AT (9140, JEkBe sl 3 &

B T 3G VR ST AL BT, 3G VE T N F A N AR DGR BT R IR 55 B3

2ol B R B ST A4 )

GDCA FR & F Ml ML AT UE 58 F T 4850 BoAT g 1k SV 1) 718044

GDCA BRI T & 15 B B E KA 5

GDCA 3K RiIE %5 & R REFF & Baseline Requirements %5k , 5 GDCA ] CP B CPS;

GDCA I\ AT AT s 15 % H B IR T p 1045 B O RS B

GDCA 11l Baseline Requirements %5 A& E 5 IR I 3%, B sl 2k, Brik

Hgks:4E4 CRLIOCSP {5 B

10. CPS R 5T (I EATHIC BB Z A AT HT /I FHAS: BRI THENLEGEE RN, 2%
L AR B E VR R s BURAT N B e A AN B R O Hoeh A5
S EL U 7

11. GDCA C&JBATME NS5 )a, W UK ST 5% .

12. CA #f5AHBL T nIELT AR Fa I 290 E R 730, R TV T AR 4 A BH %% 5 1
HHEAHME (Bl Debian 59254, W.: http://wiki.debian.org/SSLkeys), Bi777E
BAROUESE, 1F B A A IR VA BRI

© © N o O

GDCA shall revoke a certificate within 24 hours if one or more of the following occurs:
1. The subscriber requests in writing that GDCA revoke the certificate;

2. The subscriber notifies GDCA that the original certificate request was not authorized and does
not retroactively grant authorization;
3. GDCA obtains evidence that the subscriber's private key corresponding to the public key in the

certificate suffered a key compromise; or

4. GDCA obtains evidence that the validation of domain authorization or control for any
Fully-Qualified Domain Name or IP address in the certificate should not be relied upon.

GDCA should revoke a certificate within 24 hours and must revoke a certificate within 5 days if one
or more of the following occurs.

1. The certificate no longer complies with the Baseline Requirements section 6.1.5 and 6.1.6;
2. GDCA obtains evidence that the certificate was misused,;

3. GDCA is made aware that a subscriber has violated one or more of its material obligations
under the subscriber agreement and CP/CPS;

4. GDCA is made aware of any circumstance indicating that use of a fully-qualified domain name
in the certificate is no longer legally permitted (e.g. a court or arbitrator has revoked a domain
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10.

11.

12.

name registrant’s right to use the domain name, a relevant licensing or services agreement
between the domain name registrant and the applicant has terminated, or the domain name
registrant has failed to renew the domain name);

GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate fully-qualified domain name;

GDCA is made aware of a material change in the information contained in the certificate;

GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or GDCA'’s CP or CPS;

GDCA determines or is made aware that any of the information appearing in the certificate is
inaccurate;

GDCA’s right to issue certificates under the Baseline Requirements expires or is revoked or
terminated, unless it has made arrangements to continue maintaining the CRL/OCSP
repository;

The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as
natural disasters, computer or communications failures, changes of laws and regulations,
government actions or other causes beyond the reasonable control, causing threats to the
information of others; or

Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
subscribers to pay;

GDCA is made aware of a demonstrated or proven method that exposes the subscriber's
private key to compromise, methods have been developed that can easily calculate it based
on the public key (such as a Debian weak key, see http://wiki.debian.org/SSLkeys), or if there
is clear evidence that the specific method used to generate the private key was flawed.

4.9.1.2. Reasons for Revoking a Subordinate CA Certificate F7Z% CA iEH K4S R KA

BRSO 1 — Rk 2 R, GDCA FUfE 7 K2 WHGE 2 CA -

GDCA A% T iE4E, UEMSIER A R CA FVEHE B T 281, 8
P& B R A I S HO R AE (1 R

GDCA 133 1 k4538 21 H A e

GDCA BAIE B R ARG, Sh g CA RAEFF &8 F IIIE 15 mE B L 55
HU

GDCA YRR HBLAEH1 40 CA IET T K15 BN RS UL AT iR 1

12 CA B AR R 118

gk CA I, Bl HE B 2% 1

GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1.

GDCA obtains evidence that the subordinate CA’s private key corresponding to the public key
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in the certificate suffered a key compromise or no longer complies with the requirements of the
standards on key sizes and public key parameters;

2. GDCA obtains evidence that the certificate was misused;

3. GDCA s made aware that the certificate was not issued in accordance with or that subordinate
CA has not complied with the applicable CP or CPS;

4. GDCA determines that any of the information appearing in the subordinate CA certificate is
inaccurate or misleading;

5. The subordinate CA ceases operations for any reasons;

6. The subordinate CA expires or is revoked or terminated.

4.9.2. & SRAE B4 24k Who Can Request Revocation

PR SEAART PAIE SR — T e

1. GDCA;

2. WEPBIT

3. VARt BUNFEEET AL AR

4. ARHUTT DLRVERAESEAET « B 5 W LA B At PR 28 =075 n] LS ACUE S ] A 7
A1 GDCA 1 & BB i e S

The following entities can request revocation of a subscriber certificate:

1. GDCA;

2.  Subscriber;

3. Court, government departments and other public power department;

4. Relying parties, application software suppliers, anti-virus organizations and other third parties
may submit certificate problem reports informing GDCA of reasonable grounds to revoke the
certificates.

4.9.3. TEB RS E R AL BEFER Procedure for Revocation Request

4.9.3.1. TP ERBESUETF The subscriber actively proposed to revocation application

1. AT/ [ GDCA $&AZHEH F g R A E A uEWIATEE, [R50 IR I A
GDCA fZ A CP 5 3.4 ¥ AL E BEATUE TS U1 5K A9 25031

GDCA TEHE B E K J5 (1 2 A TAE H A 58 SOIE Py

GDCA 5 J iU Ja b it s He kA BIIE A5 HU8H 1) 3K 5

> LN
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4.9.3.2.

4.9.4.

GDCA @i g MREFEE 272, IEANTT IR0 e A i miay i 3
GDCA $24t 7%24 /NI FOAIE T 30040 R U IR 55 .

Subscriber submits application form of revocation and documents of identity confirmation
to GDCA. Meanwhile, subscriber should provide reasons of revocation.

GDCA makes authentication of certificate revocation request according to CP section 3.4.

GDCA completes certificate revocation within 2 working days after receiving revocation
request.

After the completeness of revocation, GDCA releases it to CRL promptly.

GDCA notifies subscriber that the certificate was revoked and the revoked reason by
appropriate means, such as telephone, mail, and etc.

GDCA offers 24x7 certificate revocation requests service.

T P A eE S ASIESS The subscriber is forced to revoke the certificate

4 GDCA A 78 43 [ HE B i (5 IR A CP 55 4.9.01.1 v 45 A L, Als@ i i ¥ 4
JE H AR UE

GDCA $2flt 7*24 /N RIAIE S il R 75 AAR BRRAE 5

IWHITT FRENURE . NSRS < B S LR S5 50 =5 SR IE 5 1) it i
S, GDCA N2 AU & MR I 1 2 45 ROR P /& 75 B 15

GDCA il e e, EdE A5, R meE. mihss, SR
UEF CAHRCH AR B .

GDCA can revoke subscriber’s certificate with the occurrence of circumstances described
in CP section 4.9.1 .1 after the approval of GDCA Security Policy Committee;

GDCA maintains a 24x7 certificate problems reporting and processing procedures;

GDCA will take actions to investigate the certificate problem reports submitted by relying
parties, judicial institutions, application software providers, anti-virus organizations and
other third parties, and will decide whether or not to revoke the certificates based on the
results of the investigation;

After the certificate revocation, GDCA or RA will use appropriate ways, including mail,
phone etc. to notify the final subscriber that the certificate has been revoked and the
reason why to be revoked.

FBSTE R K %8 PR Revocation Request Grace Period

Un SR B M e B R B S T, U U SR 2 i T AT i R 8
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NI AR o AR 5 DR (R SRRV SR A ZBTE AR TR 48 /NI IS H

If key exposure occurs or suspected occurs, revocation request must be submitted in finding
leakage or leakage suspicion within 8 hours after key exposure or suspected exposure is found.
Revocation requirements caused by other reasons must be made within 48 hours.

4.95. CA AbHE 5 E R FIBTPR Time Within Which CA Must Process the

Revocation Request

GDCA H # 2IHUH 1 5K 21 58 U Z [ R T B IR, A 24 A~/

The cycle of GDCA processes revocation request is 24 hours.

4.9.6. TR IE B I E SR Revocation Checking Requirements for

Relying Parties

MR T7 TEAR I —AMUE T AT A 20 E 1) GDCA KA 1) CRL M1 BT AR I 502 75
WA -
Relying parties must check the CRL published by GDCA before trusting a certificate to confirm the
status of certificate.

4.9.7. CRL RAFMIZE CRL Issuance Frequency

PP ETS, GDCA ) CRL &Af Iy 24 /N, CRL A R IR K AEE A 48
/i, H. nextUpdate =B [R{E A 73 H thisUpdate {E 11 10 K LA E.

XFFH g CAIETS, GDCA i) CRL AATFHIN 12 > H o aR s h 4 CA ik,
GDCA 7ERAN 5 24 /NP2 A TE BT CRL, H. nextUpdate =7 B 1R AN 1548 H! thisUpdate &
()12 MHLL E.

TEHRIR K 200 T 7T LU CRL ST ED A2 (B N 2% A& 4 2 AF RESE (FAIE ), CRL 57
B A= %0t GDCA il 5 R R AT SRS T E

For the subscriber certificates, GDCA shall update and publish certificate revocation list (CRL)
every 24 hours, and the CRLs are valid for no more than 48 hours and the value of the nextUpdate
field shall be no more than ten days beyond the value of the thisUpdate field.

For the subordinate CA certificates, GDCA shall update and publish certificate revocation list (CRL)
every 12 months. In case the subordinate CA certificates are revoked, GDCA shall update and
publish the certificate revocation list (CRL) within 24 hours after the revocation, and the value of the
nextUpdate field shall be no more than twelve months beyond the value of the thisUpdate field.
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However, CRL can come into effect immediately determined by release strategy made by GDCA in
special emergency circumstances (assuming that the network transmission condition can
guarantee).

4.9.8. CRL KAf BB K f5 i 8] Maximum Latency for CRLs

> BV UET W E R B A AT 2 CRL b ¥ J5 I 1] AN REREL 24 /N

CRL is effective after revocation request approved within 24 hours.

4.909. ELXRASEHKT AHME Online Revocation/Status Checking

Availability

GDCA N [l E 53T F HUK 7 R A TE 2 UE RS A W R 55 . OCSP i B0 7 £
RFC6960 (MK, Jf H OCSP fIx45#54544 . OCSP k5 48 i 1 5 IEAE B R AS I IE
Pl F—4 CA %k, OCSP Mt & HIiE i M AL & — 4~ RFC6960 & X AN
id-pkix-ocsp-nocheck 3 1 .

GDCA shall support OCSP responses for subscribers and the relying parties. The OCSP responses
shall conform to RFC6960, and signed by an OCSP Responder whose Certificate is signed by the
CA that issued the Certificate whose revocation status is being checked. The OCSP signing
certificates shall contain an extension of type id-pkix-ocsp-nocheck, as defined by RFC6960.

49.10. FELRESEWESR Online Revocation Checking Requirements

AT PAE TR SRS E W), GDCA A3 15 EAT A (1 L HUBLR .

GDCA $2it Get Al Post PiF ;7 2 OCSP & ifi 55 -

XEFATFHUESS, GDCA R E/DREIYREE T OCSP {5 /2. OCSP i N A A W
10 Ko X+ CZ2MAHKESS, SZEIEEE OCSP.

KT g CAEF, GDCA R #/b4f 12 A TEH OCSP 5 5. it 4 CA iE
50, NIAE 24 /N A BEET OCSP 15 2.

X AR R PIEB RS & 1K, GDCA AFiR[E “good” JIRZS.
Users may feel free to inquire status online. GDCA must not impose any access limits.
GDCA offers the OCSP service using both the Get and Post methods.

For subscriber certificates, GDCA shall update the OCSP information at least every four days.
OCSP responses from this service have a maximum expiration time of ten days. For the revoked
certificates, OCSP status will be updated immediately.
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For subordinate CA certificates, GDCA shall update the OCSP information at least every twelve
months, and within 24 hours after revoking a subordinate CA certificate.

GDCA must not respond with a "good" status for the request for status of a certificate that has not
been issued.

49.11.  BEE BERIRAE KR AATER Other Forms of Revocation Advertisements

Available

%7 CRL.OCSP 4b, GDCA w] DLFR LIS B HoAth R AT 3, (HIX A A2

GDCA may provide other publication forms of revocation information in addition to for CRL and
OCSP; however, such publication forms are not mandatory.

4912, 4| E MR R ) E R Special Requirements related to Key

Compromise

FRA CP 55 4.9.1 WWHUE TS IEAN, 21T 7 B MU FIEF 3 1 32 B 22 e L I
7RI GDCA #& P flEs k. Wik CA M (IR CA Bihd CA %) %4
PR E BB VBRI E , DAL & BRI 18] 3 & 300 7 SR 8 AT P AR

Except for the case described in CP section 4.9.1, when certificate key of subscriber or RA has
been lost or probably lost, certificate revocation request must be made to GDCA immediately. If
security of CA’'s key (root CA or sub-CA key) is damaged or suspected damaged, GDCA should
notify subscriber and relying party timely in reasonable time and appropriate way.

49.13. EPBEHEMFERE Circumstances for Suspension

GDCA A ZFRIE T

Not applicable.

4914, FERIEPHEREISZAE Who Can Request Suspension

GDCA A SZFHIE .

Not applicable.

49.15.  #HEFERKFERF Procedure for Suspension Request

GDCA ASCFFIE 4
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Not applicable.

49.16. H=HEABIFRFRS] Limits on Suspension Period

GDCA A SCFHE L

Not applicable.

4.10. IEFIRZ RS Certificate Status Services

410.1.  B/ERHME Operational Characteristics

WP A LUEE CRL. LDAP H k% OCSP & HIE15IRAS, Ll 77 XA 5k A&
5 45 I8 27500 2 0 175 SR A LA e 2P 1) - R b FER e

St F B (T, GDCA AN RLZETEF FIIRT M BRILZE CRL H (i i 7% . GDCA
ANIHER CRL ARSI AE A IEH I 10 5%

GDCA Rl OCSP A s ic 3% -

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate status
services described above should have reasonable response time and concurrency process
capability for query request.

For the revoked certificates, GDCA shall not remove their revocation records from CRL prior to
expiration of such certificates. GDCA does not remove the revocation records of code signing
certificates from the CRL.

GDCA does not remove the revocation records in the OCSP.

4.10.2.  BR&T A Service Availability

UEFRRAS AR S5 D ZURAUE 7X24 /NEFRT R, L Bz s [a] A4 10 75
UE P3RS R 55 i ] i S 24 B iC Sk 7E EV CPS AR, I HEERRT CA/ BT 8% 18 1%
(CA/Browser Forum) @it www.cabforum.org & AR HIH8ES 25 13 #8401 E R A — 5L

Certificate Status Services must be available 24 x 7 without scheduled interruption, and the
response time must be of ten seconds or less.

The availability of certificate service status shall be stated clearly in GDCA EV CPS and be
with guidelines’ Section 13 published by CA/Browser Forum at www.cabforum.org.
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4.10.3.  WIRHFE Operational Features

ZMEAR CP 45 4.9.9. 4.9.11 77 IHE.

See CP section 4.9.9, section 4.9.11.

4.11. IT453R End of Subscription

VT PE S IR BN 01T P T I947  TE 4 5
L B A AT
2. VEVEINT B

The following conditions shall be deemed that the user terminated to use the certificate services
provided by GDCA:

1. The certificate is not updated after expiration.

2. The certificate is revoked before expiration.

4.12. FHAFE 5P E Key Escrow and Recovery

4121, EHEESKERIRIES54TN Key Escrow and Recovery Policy and

Practices

GDCA AEFEEALA EV IETIT PR, It AR A2 E AR 55

GDCA does not escrow the private key of subscriber’s EV certificate and thus does not provide key
recovery services.

412.2. SEEHMEESKRERERK 51T Session Key Encapsulation and

Recovery Policy and Practices

AEH

Not applicable.
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5. INENIA R BEMEEIEREH] Facility, Management, and

Operational Controls

5.1. Y)E$EH] Physical Controls
5.1.1. B B 584 Site Location and Construction

GDCA HuL AL 2 DI BE £ E iz XL RS IX . ERLIX . EX . AKX T
DXt B0 DR — A mthRE IR . HSE ORI TR FLANER, LTl BEHCR
MRS 2mm (v FLANNR,  HUBCR T RN 3mm (v FLANER . 1745 T 208 CO2 frif
1o BEERIMB A SR A B Bkl 12 T BUR bRl 1. 18 X524 57 il
AN TC B R0 X T o PR A A A v TR REAR R e e A o AP TLOR ' DR
P R A 0 BT AEAZ L X

According to the functions of GDCA central area, it consists of core area, service area,
management area, operation area, public area. The core area is a high-performance
electromagnetic shielding room. Its shell is made of six sides of high quality cold-rolled steel plate.
The roof and wall panel is made of cold-rolled steel plate with thickness of 2 mm. The floor is made
of cold-rolled steel sheet with thickness of 3 mm. Welding process is CO2 protection welding. Glass
is thickened and bulletproof with metal mesh added on it. Shielding door is manual locked. Vent is
configured with honeycomb type ventilation duct shielding room window according to the
specifications of the shielding room. Power filter is single phase high-performance low leakage filter.
Safe with confidential information stored must be placed in the core area.

5.1.2. YIEE 5 i %] Physical Access

BEH YR 2 4 R EOAT R T EGD S BT R], ATTORIERE A — M)
Bz RN LY . GDCA 1) CPS WAZi%t )R s il 2 il #E 47 LU PE 4
JE o

The activities of accessing to each physical security layer shall be recorded, audited and controlled
in order to ensure that all above activities of certain person have been authorized. GDCA CP must
define detailed rules for physical access control.

5.1.3. .7 542 Power and Air Conditioning

GDCA HLps Mg 224 AIEERT LBt RGT S s IR S8, DA ORI S AN 18] T
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HLJBERL . S8k, 38 R B HLD % 25 1 2R 40 B AR e i) 3 7 Wt o Al P8 AR

The computer room of GDCA shall be equipped with secure and reliable electric power system and
electric backup system to ensure continuous, uninterrupted access to electric power. In addition,
these systems shall have temperature and relative humidity of special air-conditioning system and
wind system control operation facilities.

5.1.4. Bh7K Water Exposures

GDCA B RA F ITHHARSE I, Bk KK R B, JFRe a8 7E H Bl K B
DR EE - 93 /N IR 7K A E 2R GE PR 50 o

The computer room of GDCA should have specialized technical measures to prevent and detect
leaks, and be able to reduce the influence of leakage on the certification system to the maximum
extent.

5.1.5. K RB$ Fire Prevention and Protection

GDCA ML BRI 8 il A L (R P R B A B L KR 5 A, 3X 28k
ST HP T AT 2 L TR 2 A R

The room of GDCA shall take preventive measures, and formulate the corresponding program to
eliminate and prevent the occurrence of the fire. These measures shall meet local applicable safety
regulations.

5.1.6. A R Media Storage

X VER A 5 AE ORISR 2 B oK Bk BT RE S B, B, B, B
MLy BT P RARR A S A 2 TR, IR L™ 6 1 DR 37 T BEARIT LEX A AR L 3 A 1 ]
AT o
GDCA meets the security requirements for media storage, including fire-proof, water-proof,
earthquake-proof, moisture-proof, corrosion-proof, pest-proof, static-proof, electromagnetic

radiation-proof, etc. Meanwhile, GDCA takes strict measures to prevent the media from
unauthorized use and access.

5.1.7. 4L Waste Disposal

2 GDCA A5 HIARSK SCAF AR ARE CA - 5 2L A7 A TR LI, A ZBR A i 4
8, MG R IIEIRE . B A USSR A A A R Ak B ATAR G 3 R 42
BERIT RSk HATA AL FREAT M) B 8%
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The written documents and materials of GDCA should be destroyed when they are no longer
needed or exceeded the expiration date, and must not be recovered. Cryptographic devices and
media with sensitive information should be initialized and physically destroyed by using
manufacturer’s method before disposal.

5.1.8. L&A Off-Site Backup

GDCA AL 1 st el & iy poe, AEFI LTI ot R Gu it . o i H S A
AN A SRS B BEAT S R &

GDCA has established a remote data backup center. It backups the core system data, audit log
data and other sensitive information by the specialized software at off-site location on a daily basis.

5.2. FEFE#H] Procedural Controls

5.2.1. AJ{E /£ Trusted Roles

f£ GDCA UL FYIEIR ST IEREF, BEMAT EREMIES AT . (R
FRA S50 I BB IR ZR 4 GDCA PTG A . I S Ay (0 B A 45

1 YIRS v BN 5

2. RGUEHANGL

3. wAEHIFAR;

4. M EEN RS EIEN R,

In the process of electronic authentication service provided by GDCA, a person who can essentially
affect the processes of certificate issuance, usage, management and revocation, and other related
positions which are involved in key operation is considered as trusted roles. The trusted roles
include:

1. Administrator of key and password devices.
2. System administrator.
3. Security auditor.

4. Business administrator and business operator.

5.2.2. FIESFZR AE Number of Persons Required per Task

GDCA LA FL AR 55 M X AT 55 REAT A 2], IR el fE etk 2
FER LU AT 55 -
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1 EPHMEE RSN ERIEN: &2 5 Dl E N AP 3 NI FE K
2. EBBARGH)E GEME: FEINRGE A AT 2 DAEAN RILFEER
3. HREMEBKUESS: T8 2 el N A IEFE S K.

GDCA strictly defines the controls of core missions in specific standards. Multiple trusted roles shall
be required to jointly complete the sensitive operation. For example:

1. For operation and storage of the key cryptographic equipment, it requires at least three of five
trusted persons to operate.

2. For background operation of the certificate issuance system, it requires at least two of three
trusted persons to operate.

3. For review and issuance of the certificate, it requires two trusted persons to operate.

5.2.3. FNMNAAKRRS %S Identification and Authentication for Each

Role

XHF A RS AN G, AT ™M IR AT SEE, A DR L RENE T3 A2 T N
HLAEPRTTER . SRR /E GDCA [N D1 F 4 3 265 R

All current staff who undertakes the trusted roles in GDCA should pass certain accreditation
process. This process is set out in the GDCA personnel management regulations.

5.2.4. FEIRTSEIK A Roles Requiring Separation of Duties

BB ER 52, AR IR — A AT T —BRRE M M 0, A RE AT ) — e e IR
REM A (. 7R EEHR T 40 EI A A (B4 BANRR T
1 EPr gz
IEHEE CRL 25K
R TS5
CA #HEH
Eoeccliing

a c w N

In order to ensure security of the systems, it should follow the trusted role segregation principle that
the trusted role must be took by different personnel in GDCA. Roles requiring segregation of duties
include (but are not limited to:

1. The acceptance of the certificate businesses
2. The issuance of certificates or CRLs

3. System Engineering and Maintenance
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4. CAkey management

5.  Security auditing

5.3. A R¥EH| Personnel Controls

N R N 2 B A E S 7E EV CPS 1, I HL AN CA/NI ¥ 25 18 3% (CA/Browser Forum)
JEt www.cabforum.org KA HIAERS 14.1 570 ESRAH—EL.

Personnel Controls shall be stated definitely in GDCA EV CPS and be accordance with guidelines
Section 14.1 published by CA/Browser Forum at www.cabforum.org.

5.3.1. B, 2 AEBEEKR Qualifications, Experience, and Clearance

Requirements

GDCA X 7K H {5 F (4 (1) TAE N SR A Bk 2R T
HA& RIFHAE 2N TR 5
WAy E R M, IR GDCA 14t — % fF B B
#5F GDCA A R ZEEHAME . FUE M
HA RN AR BFR LN DT TS
HA& R UF I BB SRS 1
TIEVEIRARIE
GDCA ZR 78 4 A {5 A BN 7 2D TR A& B AR RN TAE R, Joie
Wi CA IZAT e M TAE . JoRAT ML KA RIC 5

© o &~ w N

The qualification requirements of person who undertakes trusted role in GDCA are as follows:
1. Good social and working background.

2.  Complying with state’s laws and regulations. Obeying GDCA’s unified arrangement and
management.

3. Complying with the GDCA related security management norms, regulations and specifications.
4. Having good personalities and working attitudes, with good working experience.

5. Agood team player.

6. Noillegal and criminal records.

A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and
dedication to work, without other part-time work that affects CA daily operation, no major bad
records of this industry and etc.
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5.3.2. B RIAERERF Background Check Procedures

GDCA 2l 5H RHBUMRER T IS &1, 5ERo AlE R LR S

B A BRI G AT RS RN IR AT A B 0 5 1 [F) mon) HadEAT 1 R A . 5 50l
BN FEARWEF TR,

WA EUREN TIES D], BOLHEE, #E, HeXRTHMRE.

AT A R A B AR A I H SIS BRI T, #E R R 42 4 T THI ) 1
Ao KRB RO AT 2 TH A

GDCA may collaborate with governments and investigation organizations to complete background
review for the trusted roles.

All employees who are trusted or apply for should have a written consent that they must go through
a background investigation. Background review including: basic review and full review.

Basic review includes reviewing work experience, job recommendation, education and social
relation.

Full review includes reviewing criminal records, social relation and social security besides basic
review. Full reviews must be carried out for key roles.

WA

a)  NFHMIIATT IS G AN BURET LA $RELITR B0k BN St
PrYeMVIESs . SEALEFS . BERSIE S B ISR AH R RGIE R

b) AFHMI @ HIE. FEk. Mg E VIS TE RO AR HE AR B et AT 4

SE o
c) MAMITEEILHZ. HENE. HRERET B, RIEERENL
SRA AR R 225

d) Z£%1%, GDCA 5 i TAITIRE ML, PAAH 01 TA VRt EE CA TE5 RS
ARHEMPUBEE . [FIN, GDCA A4 AN LI I 5 B A6 B
ARG A OER N AT 52, DI RS RRAEINIEIX S N S AT 5 1S
R T AR fE

Background review including: basic review and full review.

Basic review includes reviews about work experience, job recommendation, education and social
relation.

Full review includes reviews about criminal records, social relation and social security besides basic
review.

The review procedure includes:
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a) The HR department is responsible for confirming candidate’s personal information. Candidates
should provide the following information: resume, the highest degree graduation certificate,
degree certificate, qualification certificate and identity card and other related valid certificates.

b) The HR department identifies the authenticity of the information provided by candidates
through telephone, correspondence, network, visits and other forms.

c) The HR department checks candidates through on-site assessment, daily observation,
situational test and other methods. Appropriate arrangement is made according to the
investigation result.

d) After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At
the same time, GDCA will also be in accordance with the relevant organization regulations of
personnel management and make job examination on in-service staff who assumed trusted
role, so as to continuously review these employees’ trustworthiness and working ability.

5.3.3. B E SR Training Requirements

GDCA HRAE A5 M G IIL R, 48 TR R AR, ZRERIIANAEWT:
GDCA Iz 81k %

GDCA AR R

GDCA %4 PEHLI;

AT — K

GDCA EHLBUR . il E S pid 5%

& [HEXTHFMNERS M. b BF%.

* ¢ 6 ¢ o

Based on the position requirement of trusted role, GDCA shall arrange the corresponding pre-job
training. The comprehensive training contents are as follows:

€ GDCA operation system

GDCA technology system

GDCA security management mechanism
Job responsibilities uniform requirement

GDCA management policies, systems, measures, etc.

* & 6 o o

The laws, regulations and standards, procedures of electronic certification service in China.

5.3.4. B FFERMESR Retraining Frequency and Requirements

GDCA MR 5 £ 22 HE AR I, DLORAIE 32 B A 1) 53 T SEINAT & B L /G 3K U 3y
e TAFI T,
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GDCA shall arrange for continuous re-training for employees at important positions regularly to
ensure employees can meet their job requirements and complete their jobs more smoothly.

5.3.5. TR 3 RSB AR F Job Rotation Frequency and Sequence

GDCA AR % 4= P SRS ) 5 A AN 5% A9 A I oz 6 o ST ARTIGF »

GDCA will define and change the Job rotation cycle and the sequence based on the organization
security management strategy.

5.3.6. RIFRAT NHIAE ST Sanctions for Unauthorized Actions

GDCA NI — B PINE, X AREBAT BT LRI T, BLEARRR 2
WESFEhE R B TAERAL. S5k, HOPEE . IR FEN A B A )5 3. IR EeAET14T
N AR AR IR K
GDCA shall establish and maintain a set of measures for the administration, including termination of
labor contracts, position removing, fines, criticism and education, submitting to Judiciary for

processing, etc., to appropriately discipline the personnel unauthorized activities. Above discipline
activities should comply with laws and regulations.

5.3.7. WWSTA 2 AIESR Independent Contractor Requirements

X FAET GDCA WL N TAE A 51, {E M GDCA k554 K TAF Ik 5570 32
PBURI LS5 N B B BN SO A 4N, GDCA 4 — 2R AT
INNIAYEE SioEE S8k
2. GDCA ##Atge— i ar IR TAE sl £ A S EA R T GDCA
RS 32 BT L7 AE Y S5 R

For persons who do not belong to the GDCA but participate in the relevant works for GDCA
businesses, such as business personnel of business branch organization, management personnel
and other independent contractors, GDCA has requirements are as follows:

1. Record management of personnel profiles

2. GDCA provides unified training and retraining, includes but not limited to the GDCA certificate

acceptance rules and electronic certification business rules.

5.3.8. RALA N\ R B3Cf#F Documentation Supplied to Personnel

GDCA FE 45 P8 51 L 1 SO AL AE B IR BRI 53 T T AFA S0

Documents provided to internal employees by GDCA include training documents and related
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personnel working documents.

5.4.

HiHERFER Audit Logging Procedures

541  EREHHIZE Types of Events Recorded

GDCA Mic g S A E AR T

1o AT VR, BB, HERUET & GDCA HEs . Rgs P ke A - Hig bk
R

2. GDCA RGAMIEESL, 8%, Bk, EHWERALEOL, W, fld., =
AR S % s

3. R

4. rH GDCA HHT 5 1k

5. FiA BREE WOE B, ZAEBCREI LA % EH, GDCA/Authority
BRI S L, AEIER OB A 2k, JBIEIEBE R, BEET, DN A
W, Bl R R ER R B, AE AR A R e A

GDCA should record these events include but not limited to:

1.

Certificate application, certificate suspension, certificate revocation and renew initiated by
subscriber or by GDCA, subscriber applies for key recovery, etc.

Members of GDCA: Setup, change and login; Reset and alteration of password; revocation of
privilege; Creation, renewal, and recovery of key.

Connection failure.
Read and write operations from GDCA.

All related events such as certificate revocation, security policy modification and effective use,
start and end of GDCA/Authority software, making certificate and certificate chain effective,
attribute certificate management, customer update, DN alteration, database and audit trail
management, certificate lifecycle management and other events.

5.4.2. A3 HHERISE Frequency of Processing Log

GDCA Mg ke a e it H &, DMEA I EER) 2N fIE, W RB Z it

RIDURE L P it o

All the audit logs shall be checked by GDCA regularly in order to discover the significant security

and operation events and take corresponding measures.

55



[] HEMHEIRIGBIRAE
S ot Ut L ety ALty Lo Ltk GDCA EV iE454ms (V2. 1 B

5.4.3. #HiHH AR BEHIFR Retention Period for Audit Log

GDCA W22 35 RAFHL P IEAR 5 1 # TH H &, PRAFIIBR O H 7 2 2 MR R BUR +
Fo

GDCA must save electronic certification service audit logs properly. The preservation limitation
period is ten years after the expiration of the electronic signature certification.

5.4.4. #H it H LRI Protection of Audit Log

FIA R T H RS N SRE™ M6 R4 LA I 88 7 ()28 8 It 15 LE R AR B
B MERSE.

All the audit logs should be handled with strict physical and logical access control measures to
avoid unauthorized reading, modification and deletion, etc.

5.4.5. Hit B EH& 4 F2F Audit Log Backup Procedures

X o H S B BOZ S AAT FTSE AT, IR T %4

GDCA should set up and carry out the reliable system for backups of audit logs, and full backups
are performed periodically.

5.4.6. HIFKEE R4 Audit Collection System (Internal vs. External)

AEH] .

Not applicable.

5.4.7. X S B HA F AR A Notification to Event-Causing Subject

F P IC AR A — N F R, ROE AR ER A AR

When audit record reports an event, GDCA shall notify individuals, organizations who cause this
event.

5.4.8. 58 2EAE Vulnerability Assessments

HRAE H 5%, GDCA RE MIREAT 2 A Egs TEPFAL , FFARIE PP Ahi 0 75 IR R Bt

GDCA shall conduct security vulnerability assessments regularly according to audit records and
take remedial measures according to assessment reports.
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55. ieFJF&% Records Archival

5.5.1. JARYIE R IR E Types of Records Archived

i E AR ISR, B TR CP 35 5.4.1 TWHUE IS, 725X i M g3 AT s, &
Fh:

1 AEFHIEER;

2. AEPRERGERE ISR SO

In addition to the records need to be archived specified by CP section 5.4.1, the following records
should be archived:

1. Information of certificate application.

2. Supporting documents of certificate issuance.

5.5.2. JAR%E F K- B HAFR Retention Period for Archive

GDCA [ EV HL NS H (CPS) N F1 58 & (1 A RS0 35 15 B8 BT .

EV CPS of GDCA shall provide reasonable retention period for archive.

5.5.3. AR SCAEBI1RF Protection of Archive

N3 3 T = ) EAE AR U i P iR R AR, R R AE A B eV
VIR, B R RESEAUR N B MHERE B MR ST .

All archive records shall take appropriate measures to control physical and logical access so that
only trusted personnel can access records. Archive records shall be protected from the
unauthorized browsing, modifying, deleting and other illegal operations.

5.5.4. AR S FI& 3 F2 7 Archive Backup Procedures

P RGUE BRI T ARE R, N E AT R, & SCAFREAT R AT
XFFASH AR TORE, AT EEAT AT, B EERBU™ K HH i RIEH 2 4.

Electronically archived records generated by the systems should be backed up weekly. The backup
file should also be stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures need to
be taken to ensure the security.
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5.5.5. C A} EIBRE K Requirements for Time-Stamping of Records

GDCA I H E#A I A, Y HERIEA ST T8R4 H3hd .

All the GDCA records are labelled with time, and the time will either be added manually by the
operators or automatically by system.

5.5.6. JAR4YCEE R 4t Archive Collection System (Internal or External)

B H SRR A B IS R 48, W 4E GDCA FEAMHL .

All the entities including GDCA and RA should construct internal archive collection system.

5.5.7. SRIBAK L HRY/S B HIFEF Procedures to Obtain and Verify Archive

Information

GDCA {2 4 i v s Az 4k N 53 7093 O B A5 5 R 10 2 98 DL AESR1G Se B R A
A%\Hﬂ" ZﬁXj‘iz 2 /I\?%JI_\[H//{? [:[:i"zj‘—éo

Security auditors and operation and maintenance team of GDCA retain 2 copies of the GDCA file
information respectively. While obtaining the complete archived information, comparison of the 2
copies shall take place to confirm the integrity.

5.6. #HEHZTE Key Changeover

7E CAIEB I, GDCA ¥xf CAUEBHATHEHr. HNE CA BRI Rt F ik
il A CP % 6.3.2 1 HIE M KA dr ], 4 CA R AT LML A R 2 BH AT 58T .
755 B AL ) B A0, B e DAt IR CA BBt o BRI 7E 25 0% A Ay T, GDCA
AT DL A T S B 175 SRR BT CAEF . 7E— CA IER iz i, %848
SRR, DARBX A CA AR RSk CA THZEEH T 257 2 05 1P R v

When the certificate of CA expires, GDCA will renew the certificate of CA. As long as CA key pair
does not exceed the maximum lifetime specified in Section 6.3.2, the certificate of CA could renew
using original key. Otherwise, new key pair shall be generated to replace the expired key pairs of
certificate of CA. Also, even in the key pair life cycle, GDCA could generate new certificate of CA by
using new key pair. Before the certificate of former level CA expires, key changeover shall be
performed to ensure that the entities in the CA system shall switch from original key pair to new key
pair smoothly.

FEA RGBT CA B XTI, D248 5 GDCA KT H B BTG . BT i) 2 X
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PR, GDCA K58RBTI CAIES, I I BEAT A AR, LETT AR e s b i 3R
W) CAUES .

New CA key pair is generated according to the key management rules of GDCA strictly. While
generating new key pair, GDCA shall issue and publish the new CA certificate timely, and it shall be
available for subscriber and relying party to obtain new CA certificate.

CA B E N, W2 CRAEAEANIE B B MR 1o 95

Make sure that the entire certificate chain transits smoothly in CA key changeover.

5.7. #ELERMEKE Compromise and Disaster Recovery

5.7.1. HiMHmELEREF Incident and Compromise Handling Procedures

GDCA Nl T &Mt A B T SN TR BE TGS, U 5 AH N S A 40 35 AL B AR P

In order to timely respond to and handle accidents and damages, GDCA establishes a series of
emergency response schemes and accident treatment schemes.

5.7.2. THENRIE. AN/ RHIR Computing Resources, Software,

and/or Data Are Corrupted

ISR DT SEENLBTIER B AN AR A 1) A, GDCA SLRIE S H U B
WA A, T R GRS R S R

When identified the destruction of network communication resources, failures of devices for daily
services, malfunction of software, or tampered database etc., GDCA will launch the disaster
recovery plan.

5.7.3. SEAAFAHBRE AL EFER Entity Private Key Compromise Procedures

FEME I NN B B AR TR AE IR » GDCA K4 RN 315 TR LUK B 2 438

1. GDCAWIERZM NS EH A WA HER. REEHAIHITALL,

2. ARHEIHERIPERT, FB 4 BA IR T T B B2 S A .

3. WARHFLEMHEE HRA A EE, HREdE, EiEHA CRL R
BEAT R -

4. RBIUT )2 A I R Re A B K SR BR AT

5. WURTEWE S E AR E S, NHRGEE RHATIRE .
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6. WIRTEIWE GDCA NS HAF RBCE CAF, Wk 5 4h—4 GDCA “4k 55
A SOl 5548 PR GO AT R

In the intentional, man-made or natural disaster situation, GDCA will take the following steps to
restore security environment:

1. GDCA verification system’s password is changed by the business administrator, business
operators and system administrator.

2. According to the type of disaster, some or all certificates should be revoked or re-verified later.

3. Directory data, encryption certificate and CRL are needed for recovery if the directory is
unavailable or directory with impure suspicion.

4. Timely access to security site as far as possible to restore operation reasonably.

5.  While restore the business administrator's configuration file, it should be done by the system
administrator.

6. While restore the GDCA business operator’s configuration file, it should be done by another
GDCA security business operator or administrator.

2 CA RALH A Bttt %, GDCA JA B HL R HAF N U B Y, 2 5t 2 B
AR L K BAT VPG, AT 3Rl QPR 7 2058 CAIES, K5 2 RN i it -

1o TR AR 2K AT T

2. RATIEBIEHPRES BE B

3. JEid GDCA WMt im (s Uy sUR AT X TIEA CA I A A B 5

4. PRAEHIRFLGE, EEONIT P AR

When CA root private key has been damaged, missed, tampered or leaked, GDCA starts a major
emergency treatment process, which is assessed by GDCA Security Policy Committee and the
relevant experts to make a plan. If the CA certificate must be revoked, the following measures will
be taken:

1. Notify relying parties and state administrative department.
2. Publish certificate revocation status to repositories.

3. Publish handling notification about revoked certificates at GDCA website or by other
communication methods.

4. Generate new root private key and re-issue certificate to subscriber.

5.7.4. RN 5 ML 55 FE 4 B8 #7 Business Continuity Capabilities After a

Disaster

GDCA fERAERME)G, A QT JUASJ5 T Bk 55 A 8ERE 7T -

60



[] HEMHEIRIGBIRAE
S ot Ut L ety ALty Lo Ltk GDCA EV iE454ms (V2. 1 B

FER AT RERE IS TRl N IR B35 R Gt i ANHELT 48 /A
FAVE KRN ENSE

RERS TRAETR B )5 IS E AT & 24 20K

A 8 N ARSI Lk 55 I HANE SER 5T 70 H 0 25K

> w0 dpoE

GDCA shall have the following continuity capabilities after a disaster:

1. Recover business system as soon as possible, not exceeding 48 hours.

2. Recover information of customers.

3. Ensure the operation site meets the security requirements after recovered.

4. There are enough employees to operate the business and not violating segregation of duties.
MV 5% S 1k B SE M B D SR AE BV CPS R, IR HUELRT CA/WI U 2818 1%
(CA/Browser Forum) i#id www.cabforum.org KA KIFEEE 16 #875 (K B SR A — 5L

The implementation of Business Continuity shall be stated definitely in GDCA EV CPS and be
accordance with guidelines Section 16 released by CA/Browser Forum at www.cabforum.org.

5.8. CA Bt RA K% 1k CA or RA Termination

2 GDCA F i MHLR 75 B 4s ik Hlb 45w, A2 ™ A% (e N R LA [ 1
AN CEFUAERSS B FLINEY KA I A TEN LR £ 1k BN IE R S5 1R 2
BERBATAH R LAE.

£ GDCA #1EHT, b4

1. B SRR AL,

L H GDCA #1175 B ;

AL GDCA 28 1L AH G Sk s
KM H RS 25

R RS

AL BRAFRS SCAF T 3R

12 LA R O AR 555

RS H RSS2

KA F H MRS 5

AbFE GDCA 15545 B 53 Fil GDCA M 25 #EAF D1 (B AE A P 5
- EERRIAFAE USRS ;

75K GDCA T HLIEA: .

© © N o g > w DN

e =
I
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GDCA and its RA need to stop their business strictly under “electronic signature law on the People's
Republic of China”, “electronic certification service management method” and relevant laws and
regulations.

Before termination, GDCA must:

1. Arrange the business to undertake

2. Draft GDCA termination statement

3. Notify the entities that are related to GDCA termination.
4.  Shut down subordinate LDAP

5. Certificate revocation

6. Treatment of archive file record

7. Termination of certificate authority service.

8. Archive main LDAP

9.  Shutdown main LDAP.

10. Dispose the access of GDCA business administrator and GDCA business operator.
11. Process and store sensitive documents.

12. Remove GDCA mainframe hardware
2 RA R 1B IR %5 1), GDCA #4485 H AT A S S B A ol S5 Ak e h ]
I H A FI0

When RA terminates its services, GDCA deals with all the relevant business in accordance with the
agreements.

5.9. ##E &4 Data Security

B 2 4 24 HIfC S AE EV CPS o, I HLE AT CA/ Y 2% 18 1% (CA/Browser Forum)
18 www.cabforum.org KATHIFEFE 16 55 B 2R AH— 2.

Data security shall be stated definitely in GDCA EV CPS and be accordance with guidelines
Section 16 released by CA/Browser Forum at www.cabforum.org.
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6. INER GBI AR L £ H] Technical Security Controls

6.1. FFHXHAERS %% Key Pair Generation and Installation
6.1.1. FEAX B4R Key Pair Generation

CA FHN W ZHE 22 A b, 2 SRS N SR B 5 85 0 32 30 1 DAtk v A
VPRI e AR Bl BRI AE R, B, A7, & AV NOGEAE FIPS140-2 btk
ISR - H1 T FIPS140-2 il AR A& B 5 s B 2 8 B 1 TN r A SRR I ARitE s B 500
TP A TS I B EL R, Rk FIPS140-2 PRl S RHAT, RAE E R %105 B
SRYFATHTSR T HIEREVEE N, BASIUE) FiME sl AT b es 914 B &y
BE I E RS EE TS E . A,

CA T BN B AL eI 1 75 SR AR B el — 44 45 4% 1) o U 03I AR DR LA CPS B A A
o ISR . B AL B BN AR 1 TR 1E IR AT

XFF EV SSLAT FHUESS, 1T BE IR il - B 2 RO IRE .

X BV ARIEREAZAUESS, BT R S hn e ESR R e A s g%, FABHA
RESHIAN T, A AU FH 12805 FASH, GDCA ilid 22 il K B0 H AL 645 1T
Fo
The key pairs of CAs are generated within the cryptographic devices approved and licensed by
OSCCA, in a physically secure environment and under the control of multiple trusted persons. The
generation, management, storage, backup and recovery of the key pair shall comply with the
relevant regulations of FIPS140-2. Since FIPS140-2 is not a standard that approved and accepted
by OSCCA and OSCCA implement a strict management of state’s cryptographic products, GDCA
only apply part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the
product manual of the device is for your reference. Hardware Security Module used for key

generation must be evaluated and certified by OSCCA. Subscriber’s key pair is generated by the
key generation mechanisms embedded in his/her own server or other devices.

The generation of the CA key pairs shall be video recorded or witnessed by a qualified auditor to
ensure the generation process complies with the requirements of the CPS and follow the separation
of roles principle. The procedures and operations related to key pair generation shall be recorded
and archived.

For EV SSL certificates, subscribers’ key pairs are generated and kept by the subscribers
themselves.

For EV code signing certificates, subscribers shall use the hardware equipment that meets relevant
requirements to generate key pairs, and private keys shall not be duplicated or exported, and the
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activation of which must require a password. GDCA will deliver the activation passwords to the
subscribers thorugh secure channels.

6.1.2. REAEIRLT 7 Private Key Delivery to Subscriber

RBIHAT P AT AR, R BRI AT .

Since the private key is generated by subscriber, GDCA dost not deliver private key to subscriber.

6.1.3. NABEAIEHZ R HLH Public Key Delivery to Certificate Issuer

RTIRBEIE T, BT RA T PKCS#10 k4 IIF P25 448 k15 H et
AN B, DL T B AHIEAC S GDCA 25k, XL R
AL A% R B 22 Uy, thine 2B ZE L (SSL).

In order to obtain a digital certificate, end subscriber and RA sends certification issuance request to
GDCA electronically. The request contains public key for GDCA to issue the certificate. The request
information is encoded as PKCS#10 or other packing format with digital signature. The
transmission of these requests or file packages needs to use security protocol for protection, such
as secure sockets layer protocol (SSL).

RZAT AT RA EiE PKCS#10 A% 20 HIIE 525 44 15 R (5 B B8O B B w2844 1 S F
G BT SR A IR 4 GDCA %5k, GDCA fE25 Uk R Stk Fr #2221 3K
FHIT P24 .

End subscriber and RA sends certification issuance request to GDCA electronically. The request
contains public key for GDCA to issue the certificate. The request information is encoded as
PKCS#10 or other packing format with digital signature.The subscriber’s signature on the request is
authenticated prior to issuing the certificate.

6.1.4. CA AFEIRA I CA Public Key Delivery to Relying Parties

GDCA N iZiBit 24 n] FERR A CA AMEA T, AFE N4l s R E. M
X TH 322 557 2
GDCA 75 Zdit H kA H CA k.

GDCA shall use secure and reliable way to deliver CA public key to relying party, including
download from security site, face to face submission, etc.

GDCA also publishes CA certificate through server directory.
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6.1.5. FHMKE Key Length

GDCA SCRFII RSA P 5 28 /2 2048 i, SCHF Y ECC B KL 2700 256 {i .
B LN I LK AE EV CPS o, Jf HL 2N CAZX Y #5145 (CA/Browser Forum)
#d www.cabforum.org KATHIFER 9.5 #B4r HIERAH—EL.
The key size of RSA is no less than 2048 bits. The key size of ECC is no less than 256 bits.

Key sizes shall be stated definitely in GDCA EV CPS and be accordance with guidelines Section
9.5 released by CA/Browser Forum at www.cabforum.org.

6.1.6. ANASHRE RN R ERZE Public Key Parameters Generation and

Quality Checking

ONEH 2 H0h ZAE ) 5% R B v T o 2 8 4% ANVRE P A B A i, A5
EHL MER. USB Key. IC REASAIEIL, I8 MIX 65 2% 1 A TS FIARE -
GDCA I\ XS B & A RN BT, HIRS O A% T RN e &%y EsR,

St SR B AR A, R R R s ] R 0 A I A T I o R % R A
JRIEAT, BIATnEL. %K. USB Key. IC %,

Public key parameters must be generated in encryption equipment and hardware medium
approved and permitted by State Cryptography Administration, such as encryption machine,
encryption card, USB Key, IC card, and follow generation norms and standards of these devices. Of
course, GDCA considers that built-in protocols, algorithms for these devices and medium have
already met sufficient level of security requirements.

Quality of public key parameters is also checked through the encryption equipment and hardware
medium approved and permitted by State Cryptography Administration, such as encryption
machine, encryption card, USB Key, IC cards.

6.1.7. M H B Key Usage Purposes (as per X.509 v3 Key Usage Field)

GDCA %5k H) X.509v3 iEH & 7 MEY I, HES RFC 5280 #rif
(Internet X.509 Public Key Infrastructure Certificate and CRL Profile, May 2008) #H#F. n
R GDCA fEHLERUET RV PR EIUA $7 W] 1 Hlg, IE51T 7 g %17 Wi
g9, Z WA CP 5 7.1.2 7,

X.509v3 certificates issued by GDCA contain key usage extension, which matches RFC 5280
standard (Internet X.509 Public Key Infrastructure Certificate and CRL Profile, April 2002). If GDCA
specifies the usage in key usage extension in the issued certificate, the subscribers must use the
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key according to the specified usage. See CP section 7.1.2.

6.2. ARIP B ER TEZEH] Private Key Protection and

Cryptographic Module Engineering Controls

WAL OB P AR R ] ) 20 5 S BUOR B ) CA MBI =4z T/
PRS2 EORAE BT 7 R EUL Z R T T (bR Bk kg . B R BRI 18
Mo

Physical, logical and process control approaches must be synthetically used to ensure the security
of CA's private keys. Subscriber agreement will require certificate subscriber to take necessary
measures to prevent the loss, leak, changes, or unauthorized use of the private key.

6.2.1. 2% O 4 B i A ME AT #E #]  Cryptographic Module Standards and

Controls

GDCA W25 F B R S5 i P T A AT o bk O REE S5 i A b AE iR CAL 25K AIE
P CA FH A CA 24X}, HAEMEA I CA FoatH. CA RGN ZUFHSSE FIPS 140-2
BN ESR, 1T P R & FIPS 140-2 55 0 FIHARE K.,

GDCA must use the hardware cryptographic module approved and permitted by State
Cryptography Administrator to generate the key pair of root CA, issuing CA, other CA and store
relevant private key of CA. The cryptographic module of the CA system meets the FIPS 140-2 Level
3 technical requirements, and the cryptographic modules of the subscribers conform to the FIPS
140-2 level 2 technical requirements.

6.2.2. 492 A##] (m & n) Private Key (n out of m) Multi-Person Control

WAEALA U B S 2 BRI ER LB 2 45 N 3L FZ 5 CA TN
BV WERE . BOR BRI AT “RE 2 #1” SoR, RPRAER —A4 CA RN P ifi
R SRER €11 2 i wd a7 O i 3 E 2= AT EWANDAE S ST 1B 7 i 0 G 8= fa
T ESEC m, B2 LA n ASKIRE N B BEIBOE S AR B DA S () CA L
P EXE mANT 5, nANT 3.

CA must use technology and process control mechanisms to achieve multi-reliable personnel jointly
participate in the operation of CA encryption equipment. The “Secret Sharing “technology is
adopted, namely, the activated data required in operating the private key of CA is split into the
several parts and the parts are held by several trusted personnel. If hardware cryptography
module’s secret division amount ism, then at least the number of n of trusted personnel must be
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required to activate CA private key stored in this cryptography module. It notes that m is not less
than 5, nis not less than 3.

6.2.3. REAFEE Private Key Escrow

AEH .

Not applicable.

6.2.4. FAEH&40 Private Key Backup

N T RIENE 55 RRET R, GDCA i Zi G CA FAEHII 2 43, DAas RAER B AL . AL
A Lo L AR AERE R i b e p . 74 CA BRI E AN AT & CP 5
6.2.1 5 IR IFAF A DRI AR - CAFABH S A 148 o A1 S B A Bl rh 245 5 CP 27 6.2.6
LIRS

In order to ensure ongoing operations, GDCA must create backup of the CA private key for disaster
recovery. Such keys are stored in encrypted form in hardware cryptographic modules and
associated key storage devices Backup of the private key in encrypted form is stored in the
hardware cryptographic module, and cryptographic modules used for CA private key storage meet
the requirements of section 6.2.1 and are stored in safety box. CA private key is copied to backup
for hardware cryptographic module to meet the requirements of section 6.2.6.

6.2.5. FAEHARY Private Key Archival

£ CA FAHBIIASE , WZUE 2 CP 3 6.2.1 17 2R Al A 25 AL HL TR R A 28 />
54, VIRGIIBRAS S, X CA B AEBIN T & CP 5 6.2.10 19 [HE «

After the expiration of private key, GDCA must use the hardware cryptographic module specified by
CP section 6.2.1 to archive and store at least 5 years. After the expiration of archival, the
destruction of private key shall meet the provision of CP section 6.2.10.

6.2.6. RAFH. IAFEB Private Key Transfer Into or From a

Cryptographic Module

CA IJFLEH, GDCA Ni™ i 2 MM P BRI HEAT %0y, BRILZ AT 32N
HARAERAPITVF. 2 CA BHIXT &0y 21 53 SRR 5 b e B, DU i sUAE
R (AL, I HAAEBATE AT S 500, LB IE CA AT ER . i, Bk, 4k
BRI ARARIE o
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GDCA private key backup is run strictly in accordance with procedure and strategies specified by
GDCA, in addition, any import and export operations are not be allowed. When CA key pair is
backed up to another hardware cryptographic module, by the way of the encrypted form to transmit
between the modules, and made a authentication before the transmitting to prevent the CA private
key from being lost, stolen, modified, disclosure non-authorized, used unauthorized.

GDCA MR HEIT 7 AP M B p A e o 3 53, AN SRV It o X 47
AR E AR AL, i RAT P E ROF B AT RS EAR OGRS, T AT A BT
AN, BRI R BRI 1 ORI AT 1] 42 il 15 7 o

GDCA does not provide the export of subscriber’s private key from hardware cryptographic module
and allow this operation. As for the private key stored in software cryptographic module, and if
subscriber is willing to bear the relevant risks, subscriber can choose the way of import and export
with access control such as password, etc.

6.2.7. AP EEEERK G Private Key Storage on Cryptographic

Module

CA F G 1AL EH W 250 DA S 1 T A7 TS 1R 2 ) 3 A 3 1t R R v R B 35 1
B, BEfE SRS R D A FIPS 140-2 = R bnifk ki [ S5 4% %2 47K .

M T 244k EV ARSREZUEHIT P AR B 2 /0575 FIPS 140-2 —
bR e B R S5 R 2 47K

The private key of CA systems in encrypted form must be stored in Hardware Security Module
approved and permitted by OSCCA, and hardware cryptographic module at least meets the FIPS
140-2 level 3 standards or equivalent security levels.

The hardware cryptographic module used to store the private keys of the EV code signing
certificates at least meets the FIPS 140-2 level 2 standards or equivalent level of security.

6.2.8. BUEFAE 57 Method of Activating Private Key

CA MFAVAAE T WA p e, PSS A s 4% 8 CP 56 6.2.2 Wik AT4r%], JFH
{RIELE IC REERREA R, A2 m ik n 1977 320 550N B0 B0 4 BEoE FAEH

The private key of CA shall be saved in hardware cryptographic module, and its activation data shall
be spilt in accordance with Section 6.2.2, and be saved in the hardware media such as IC card. The
private key must be activated through entering the data using n out of m.

6.2.9. GREEFEAR T Method of Deactivating Private Key

XFF CAFA, A ALV W e, AP dR 4l o
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The private key will be deactivated when its storage device powers off.

6.2.10.  H4BABHI A% Method of Destroying Private Key

AHATAEH . ATEREN, BAZGAPIHE, Wk k. e, HhEs=Er
B -

When private key is no longer used and do not need to be saved, it shall be destroyed so as to
avoid loss, stealing and disclosure or unauthorized usage.

CA R, fEAmAMLi ARG, R CA RN — B & AT AR, HAl
CA R B 22 4. ARSI CA RVAE ARG RN FAEZ LT E AN S
It oL b 22, CA R BHEREPH N R, CA RN 1 S U@ i 4 CA AL
M = AT I B meRe I R AR A R T A B

After the termination of lifetime, GDCA need archive one or more backup of CA private key and
securely destroy other CA private key backup. The archived private key of CA shall be destroyed by
multiple Trusted Persons during its archiving period. The CA private key is stored in the hardware
encryption card, the destruction of CA private key must use the method that the CA private key is
deleted from the encryption card completely or is destroyed with encryption card initialization.

6.2.11.  FRIELBLFIIEE Cryptographic Module Capabilities

GDCA {f I ] 55 2 it 3= 0 1 VAL AE R VP T (R 3 R0 7= i, 322 FLATUR (0 25 2R bn i
W PSSR ITFEBESRER, S CNS 15135, 1SO 19790 5%, FIPS 140-2 %%
2% 3 HIXHE, GDCA TIARIES ShPERE. AR, FLR 7 %85 &%y T 1 41
PRI T EE AR

GDCA uses the products approved and permitted by state cryptography department, accepts
various standards, specifications, assessment, evaluation certification and other requirements
published by state cryptography department, and follows the related specifications of CNS 15135,
ISO19790 or FIPS 140-2 level 3. GDCA selects the module according to product performance,
efficiency, suppliers’ qualifications and other aspects.

6.3. BHXNEHEP Hfih & T Other Aspects of Key Pair

Management
6.3.1. A4 Public Key Archival

WZBARS CA R AT FESS,  JAR HOAE 5 AT A7 TR 2 e
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GDCA must archive CA and end subscriber certificate, and archived certificate can be stored in
database.

6.3.2. E BRI AR Certificate Operational Periods and

Key Pair Usage Periods

UEH A RO N Y ICRAE EV CPS H, FFHERM CAMIYEE1LEs (CA/Browser
Forum) @it www.cabforum.org KA I$5FE 9.4 B4 I E KA —%,

Certificate validation period shall be stated definitely in GDCA EV CPS and be accordance with
guidelines Section 9.4 released by CA/Browser Forum at www.cabforum.org.

NAPRALH A3 YRR SAE P A RAWAR oG, EIFA S R — 2.

XFF2EA @ e, HAHRBAEESE RSN A LU T804, APRIE
FIBR A I IE S AT RO . B, 8 7 PRIEEIE A7 R0 A 2844 (1045 2 T ASRIE
PN AE A IR W] BLEEE P A ROV PR LA

xFFnE @ e+, RAHRBAEEBERSIANA TR TInERELR, SR
FIBRASE I IE S AT RO . B, D 7 PRIELEIE AT R0 A I (945 2 T AT
AN A IR T AEIEFS 1A ROYIRR BASE

The usage period of public key and private key is related to the validity period of certificate, but they
are not completely consistent.

For the signing certificate, its private key can only be used for signing within the certificate validity
period and not be used surpass the validity period of certificate. However, in order to ensure
signature information can be verified within the certificate validity period, the public key can be used
surpass the validity period of certificate.

For the encryption certificate, its public key can only be used for encryption within the validity period
of certificate and not be used surpass the validity period of certificate. However, in order to ensure
information encrypted can be used to unlock the information within the validity period of certificate,
the private key can be used surpass the validity period of certificate.

FHMFERR R FUEIEZ CA U, IEBRAE, R IEZ 2 MEL T,
FOVFAS YU PR X UE AT . (B s P AN RETC PRI A

In addition, after the expiration of certificate, under the circumstances of ensuring security, original
key pair can be used to update the certificate. But the key pair can’t be used indefinitely.

SHFANRNESS,  FC A N o Jd i U - 5 ) fec KA F A BR 2 F

1. XFT RSA4096 iz CA IE-fS, LB 1) K S VFE AR R A2 30 4F
2. X1 RSA2048 fii CA HE4s, HEPIN I RVAE R 27 4F
3. X T ECC384 fiz CAIES, FBEHXT A oV FAFRR =2 30 4F
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XfF ECC256 fii CAEY:, HZHN K v FER 2 27 4
5. X7 RSA2048 i EV AMREAZAETS, FEH At e vr 0 AR 2 39 M H
6. X RSA2048 fii EV SSL k55 #sIEFS, BN K s v A IR 2 825
R
7. XFF ECC256 fir EV SSL IRS5 asilE+s, X i 1< SL Vi F AR R 2 825 R
M 2020 49 A 1 Hit, SSLITLS MR 55 F 15 2 0T 1) e K s VA A R 2 398 K,
Af/1- 398 K.

For different certificates, the maximum usage period of the key pair can be obtained via certificate
renewal are as following:

1. For RSA 4096-bit CA certificate, the maximum usage period of the key pair is 30 years.
2. For RSA 2048-bit CA certificate, the maximum usage period of the key pair is 27 years.
3. For ECC 384-bit CA certificate, the maximum usage period of the key pair is 30 years.
4. For ECC 256-bit CA certificate, the maximum usage period of the key pair is 27 years.

5. For RSA 2048-bit EV Code Signing certificate, the maximum usage period of the key pair is 39
months.

6. For RSA 2048-bit EV SSL server certificate, the maximum usage period of the key pair is 825
days.

7. For ECC 256-bit EV SSL server certificate, the maximum usage period of the key pair is 825
days.

For the SSL/TLS Certificates issued on or after September 1, 2020, the maximum usage period of
the key pair is 398 days or less.

6.4. BUEEIE Activation Data

6.4.1. BOEEIE K 2 A 223 Activation Data Generation and Installation

CA BRI BE A, A% IR O T 8 PHR0E Bl 0 BN P BINA R EOR, ™
REREAT A o AT

Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.

6.4.2. BOEEHE B4R Activation Data Protection

X CA RV Bl , L AUE A 7 FRE 3 H1 i e s A R AT
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Activation data of CA private key must be separated in reliable way and kept by different trusted
personnel. Administrator must meet their requirements of responsibility division. The responsibilities
of key sharing holders should be confirmed by signing related agreements.

6.4.3. OSSR AT TH Other Aspects of Activation Data

AMERE o

Not applicable.

6.5. HEAMLZEFEH] Computer Security Controls

6.5.1. e BT BN 2 ERARER Specific Computer Security Technical

Requirements

GDCA RGHIME BB, %8 E S HR AR GEBIIERSE D &I
R ZEFARIIE) . TALAME B AAT Y (T IIEARSS B B %), 2 15027001
5 R LR DL AR OG5 B 2 e hnite, I AT 5838 10 22 4 B SR A
HIRE, EISE PP, HEMR. EENZEROREHEEORE: SR
Sk TR YR RS N SERSTBUE B, 2% I R 5

Information security management of GDCA certification system meets "Specifications Related
Security Technology Certificate Authentication System" published by OSCCA, "Measures for the
Administration of Electronic Certification Services" published by Ministry of Industry and Information
Technology, standards of information security in ISO 27001 and security standards of other relevant
information. GDCA draws up comprehensive and perfect security management strategies and
standards, which have been implemented, reviewed and recorded within operation. The main
security technologies and control measures include: Identification and authentication, logic access
control, physical access control, management of personnel's responsibilities decentralization,
network access control, etc.

R ) 2 A T B IR CA B AIEHE X RSB R Z R ERI RS, A
S BRIV .

b RGNS ARG HE D B, B RS E AR GRS . XA B AT
BHLLE B A6 5E (0 I FH R e Boxt R 28 ) U5 1] o A8 FH IS KRR BELLE AP AN AR N AR A2 7 2R 480
2, WREIDT AP RGTESN . R CA RGHRESEHATN . ALETHTE. U
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A] R GEHT A5 N SR BB (U517 CA Hodfz

Strict security controls ensures that the system of CA software and data files is secure and reliable
without unauthorized access.

Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for
specific applications. The usage of firewall is to prevent the intrusion from the internal and external
network production system and restrict activities of access production system. Only trusted persons
in operation and management group of CA system, when necessary to access the system can
access the CA database using password.

RGN Y I AEEV CPS A, I HERI CA/N Y #3181 (CA/Browser Forum)
8 1E www.cabforum.org & A II4ERE 16.5 #0 1ERAH— 2.

System security shall be stated definitely in GDCA EV CPS and be accordance with guidelines
Section 16.5 released by CA/Browser Forum at www.cabforum.org.

6.5.2. BN 24 PPE Computer Security Rating

GDCA HJiMIEARSE, i | EEENEER N % e .

GDCA certification systems pass the security review of OSCCA.

6.6. A=A AT ARTEH Life Cycle Technical Controls

6.6.1. ARG I &k #zEH| System Development Controls

GDCA A Bt AT A i TR A1 LA J -
1 HE=T7RUEA A
2. g M AT SEE BT
[FIINf, GDCA A TFRIRIERTE, 2% 15015408 [bnifE, AT FIRIFIIT
RAEH o
Software design and development of GDCA process follows principles:
1. Verification and review of third-party
2. The security risk analysis and reliability design

The operation specifications of software development, which refer to 1SO15408 standard,
implement relevant plan and development control.
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6.6.2. R4S Security Management Controls

GDCA WIE RS B2 A, MU AIG [ 5K B0 30 1 ) A D8 A7 B
BEATHRAE

GDCA AIIE R Gt HIAE A M I Bl i, BITA 1) R e 4 il ™ i 1 MR8 IE f5
A AT R ARG, ARATE ORI T 23 10 SR AE R IR AT MOA R . T REMA R 3%
GDCA & X I\ IE R GEREAT & HIAIAS & 1 e 2 At o

GDCA K —Fh RIE & BAR Rk HIA B R AR E, CAPT bR HE M

Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.

GDCA authentication system has a strict control measures, and all the systems can be used
through rigorous testing and verifying. Any modifications and upgrades will be recorded for
reference and made for version control, functional test and record. GDCA also carries out regular
and irregular inspection and test for certification system.

GDCA uses the flexible management system to control, monitor system configuration and prevent
unauthorized modification.

AL 2% BRI BRSNS dE AT 2 tE iR, RIS R BN, 25
FAAE 2 AR A o IS VA8 ORI AT 22 2 b ZBUAE SN ™ 22 A LA T, BT et
IR v T

GDCA ML RS A B e s TH R LU, TR IH B AEREAT A BRI, 15 S 20
IWHAE A M 22 4 115 BAFLE

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

After all the hardware and software equipment of GDCA authentication system are upgraded,
GDCA must confirm the existence of information which affects the security in waste equipment.

6.6.3. A Ay A B %2 248 #1 Life Cycle Security Controls

GDCA NIE R SR A e a6 B vl RREEMERO TG ), HErp g 7k, iR
i A 3 2k

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.
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6.7. ML %44H] Network Security Controls

GDCA I R Gu K FH 22 2157 K 36 A0 W 45 B 22 Al RGO, I HL S 52 385 1
ViR AR .

N T HIRM 45 %24, GDCA NIERG L EHME T NZAM . 22w 1t By A1k
ARG, I H LR K. NI, 2480, Bim s E /RENRA, DU
A RE R FRAIRR T 2% ) JRUG:

GDCA authentication system has multi-level firewalls and the protection of network resource
security control systems. It also has complete access control technology.

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and
updated to the version of above systems, as much as possible to reduce the risks from the network.

6.8. IFIAIE Time-Stamping

GDCA #1754 RFC 3161, 5816 LK Authenticode IR TR BRARSS, FEFH T4LHS
A& . GDCA FNLSS R G R GeR (A1 YiE I NTP Pl 5 1% (R 8kAR 55 725

GDCA provides time stamp service that complies with RFC 3161, RFC 5816 and Authenticode,
mainly used for code signing, and the system time of GDCA’s operation system synchronizes with
this time stamp service through Network Time Protocol (NTP).

7. EF ERHEHFIRAAELIET RS Certificate, CRL,

and OCSP Profiles

7.1. EPRHR Certificate Profile

GDCA iFEFiEE ITU-T X.509v3 (1997): 5B HAR-FFM ARG Bi&E-H 3% AIFHESE
(1997 £ 6 A ) bx#EFT REC 5280: Internet X.509 A4AREANBEMEIE A1 CRL 4544 (2008
5 H).

The format of GDCA certificates conforms to national standard, i.e. ITU-T X.509 V3 (1997):
Information Technology - Open Systems Interconnection - the Directory - Authentication Framework
(June 1997) recommendation by ITU-T and RFC 5280: Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile (May 2008).
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GDCA @i CSPRNG i KT 0 HKEE N 64 AL HEF S FIE T F 515 .

GDCA generates non-sequential certificate serial numbers greater than zero containing 64 bits of
output from a CSPRNG.

EV E+ 2 /000 5 5 A X509 v1 35, F E (L BRI PR il n R SR P A

Certificate contains at least basic X.509 vl domain, and its specified value or limited value is
described as follow:

FR-EV PS5 1R A

%, {ELEAEL R PR 1
FRAS 9 X. 509 WEFRIA% 24, {4 V3
Frol5 UEAS A ME—FR ALY
ESR R BRAEI Fr i R4 50k (I CP 55 7. 1.3 74%)
R K% DN R (B 4
AROEGHW | 3T EERIE R E (UTC) , AL ] [F]25, 4% RFC 5280 LR %%
BRZIEH | BT EBR@E R E (UTC), Akl [a][F 22, 4% RFC 5280 ZiR i .
A IR B AF & CP 2R 6. 3. 2 T HLE PR 1.
4 DN R RSN TER 4, 5
CN. OU. O. streetAddress. postalCode. L. ST. C. serialNumber.
businessCategory. 1.3.6.1.4.1.311.60.2.1.1, 1.3.6.1.4.1.311.60.2.1 .2
1.3.6.1 .4.1.311.60.2.1 .3,
N HRAE REC 5280 Zmfith, M CP 28 7. 1.3 Whir @ I, K2
CP 25 6. 1. 5 fir e R
Table - Basic domain of Certificate structure
domain Value or value limitation
Version Format version of X.509 certificate with the value is V3

Serial number

Unique identifier of certificate

Signature ) ) o N )

) Signature algorithm for issuing certificate ( see CP section 7.1.3 )
algorithm
Issuer DN Issuer’s Distinguish Name

Start period

Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
time, encoding follows the requirements of RFC 5280.

End period

Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
time, encoding follows the requirements of RFC 5280. The setting of valid
period follows the limitation of this CP Section 6.3.2 specified.
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Subject DN Certificate holder or entity DN, including:
CN,OU,O,streetAddress,postalCode,L,ST,C,serialNumber,businessCategory,
1.3.6.1.4.1.311.60.2.1.1,1.3.6.1.4.1.311.60.2.1.2,1.3.6.1.4.1.311.60.2.1.3

Public key Using specified algorithm of CP Section 7.1.3 according to the encode of RFC

5280 , key length meets specified requirements of CP Section 6.1.5.

7.1.1. F4<5 Version Number(s)

GDCA iT '] EV IEHFFE X509 V3 iEPER, WA E BAEREIE P A E B A2
W

GDCA certificates are in line with X.509 V3 certificate format. The version information is stored in
the field of the certificate version column.

7.1.2. WEHH B Certificate Extensions

GDCA 25K 1 EV L+, HAEH5Y FE U IETF RFC 5280 A5k, 747 & Guidelines
For The Issuance And Management Of Extended Validation Certificates FJZE 3K .

UEF Y e B B iC kA2 EV CPS Hr, Jf HEZEM CA/M i a5 18 3n (CA/Browser
Forum) i#id www.cabforum.org &5 IFa T 9.3 B4 A E R AH—2%.

Extensions of EV certificate issued by GDCA follow IETF RFC 5280 standard, and conform to the
requirements of the Guidelines “for The Issuance and Management of Extended Validation
Certificates”.

Certificate policy extensions shall be stated definitely in GDCA EV CPS and be accordance with
guidelines Section 9.3 released by CA/Browser Forum atwww.cabforum.org.

7.1.3. HEXRAFRAF Algorithm Object Identifiers

GDCA Z R WEF i, S H vk FIFR IR ST N sha256RSA Fil sha256ECDSA .

The cryptographic algorithm identifiers of certificates issued by GDCA include shalRSA,
sha256RSA and sha256ECDSA.

GDCA JH i FH i BN AR IREF, F54 1SO X R FRIRFT (OID) 2 (3G . 1511 -

Algorithm object identifiers used by GDCA are in accordance with 1SO object identifier (OID)
management standards. For example:

1. BaEk

sha-1WithRSAEncryption OBJECT IDENTIFIER = {
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iso (1) member-body (2) us (840) rsadsi (113549) pkcs (1)
pkcs-1 (1) 5 }

2. HEREL:

sha-1 OBJECT IDENTIFIER ::= {

iso(1) identified-organization(3) oiw(14) secsig(3) algorithm(2) 26}

md5 OBJECT IDENTIFIER ::={

iso(1) member-body(2) us(840) rsadsi(113549) digestAlgorithm(2) 5}

3. ARXIIREE:

rsaEncryption OBJECT IDENTIFIER ::= {iso(1) member-body(2) US(840) rsadsi(113549) pkcs(1)
11}

4. MFREE
A% CP iU Y [ 58 A8 PR T 1A AT B0 B
1. Signing Algorithm:
sha-1WithRSAEncryption OBJECT IDENTIFIER = {
iso (1) member-body (2) wus (840) rsadsi (113549) pkcs (1)
pkcs-1 (1) 5 }
2. Digest Algorithm:
sha-1 OBJECT IDENTIFIER ::={
iso(1) identified-organization(3) oiw(14) secsig(3) algorithm(2) 26}
md5 OBJECT IDENTIFIER ::={
iso(1) member-body(2) us(840) rsadsi(113549) digestAlgorithm(2) 5}
3. Asymmetric Algorithm

rsaEncryption OBJECT IDENTIFIER ::= {iso(1) member-body(2) US(840) rsadsi(113549) pkcs(1)
11}

4.  Symmetric Algorithm

This CP recommends the user to use the symmetric algorithm approved by OSCCA.

7.1.4. £ # I3 Name Forms

GDCA %4 [fI3IF -5 44 B T 3R % sUAT A 545 & X501 Distinguished Name(DN) %
il =
EV SSL/TLS UE-H F @A S A “.7, “-7, J “ 7 (Fk)FRr, Mgt
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HART RN ZION . A, SAE RN,

Name of certificate issued by GDCA is formatted in accordance with X.501 DN.

‘ ¢

EV SSL/TLS server certificates cannot only contain metadata such as ‘., ‘-’ and (empty)

characters and/or any other indication that the value/field is absent, incomplete, or not applicable.

7.1.5. Z FRBR#] Name Constraints

AEH .

Not applicable.

7.1.6. TEFSEME N AR IR Certificate Policy Object Identifier

GDCA %K) EV IEP N A& IE P SRS 0 Ghril R, BARTT 2 WA CP &S 1.4.1.3

EH WS AR R FF R S B B id SEAE EV CPS wf, JF HOE AL CA/MI S 28 18 I
(CA/Browser Forum) @it www.cabforum.org KATHIFEES 9.3 #40 HIZSRAH — .

EV certificate issued by GDCA shall contain the certificate policy object identifier: Please refer to CP
section1.4.1.3 for details.

Certificate policy object identifier of shall be stated definitely in GDCA EV CPS and be accordance
with guidelines Section 9.3 released by CA/Browser Forum atwww.cabforum.org.

7.1.7. SR PR3 BB I Y B ¥ Usage of Policy Constraints Extension

AEHT .

Not applicable.

7.1.8. SRBE R 7 HIEVEFIE X Policy Qualifiers Syntax and Semantics

AEH

Not applicable.

7.1.9. SeERIEP SRR P B IR ) A BEEE X Processing Semantics for the Critical

Certificate Policies Extension

5 X509 F1 PKIX #i5E—F,
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It is in accordance with X509 and PKIX regulations.

7.2. EPHEEEFIER CRL Profile

GDCA SEWIZ K CRL, HEH A ity fdi ] .
kA CP 2K CRL £7& RFC3280 FbrifE. CRL Z/DAL& U NRATIREEA

IRAN 2

The CRL determined in this CP is accordance with RFC5280. CRL contains at least basic domain

and content described in the following table:

L) 1B B {H R R ]

FRAS V2

R 2R CRLBYSEAAR, AR ) .

A= 24 H 3 CRL HY2&E K H ]

TR CRL FIRZERMHEIA. AT UE 1R 24 /NEFEE T
244 S R CRL P FH %5 44 ik

A B A 2 A R

F

1 160 L FIMUACIE TS LA A PAREAT BA A8 550 AR B A4 Bk

EHGEVIIES FUH RS E TS, SRR I P 515 AR B 3
Domain Value or value limitation

Version V2

Issuer Entity for issuing CRL, issuer distinguish.

This update Issuance date of CRL.

Next update

Next issuance date of CRL.CRL is updated every 24 hours.

Signature

signature algorithm used for issuing CRL.

Authority key identifier

It's composed ofal60-bithashofthe value of CA’'s public key.

Revoked Certificates

List of the revoked certificates, including serial number and

revocation date of revocation certificate.
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7.2.1. Rz Version Number(s)

GDCA H %% X.509 V2 A CRL, IAA S fEHAE CRL A% 202 H .

GDCA currently issues CRL of X.509 V2 version. This version number is stored in format column of
CRL.

7.2.2. CRL 1 CRL £ H¥ B3 CRL and CRL Entry Extensions

ANE

Not applicable.

7.3. OCSP #ii& OCSP Profile

GDCA N P $2ik OCSP (TELRIE RS A MR S5 ), OCSP {£~ CRL A Rtk 78,
JTAEUETS P A BRI S E R .

As an effective supplement of CRL, OCSP provided by GDCA is used to check the information of
certificate status for subscriber online.

7.3.1. h4~5 Version Number(s)

RFC6960 & X [ OCSP hiAs.

The field conforms to OCSP defined in RFC 6960.

7.3.2. OCSP F B I OCSP Extensions

AEHT .

Not applicable.
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8. INMERL# &+ M H b A5 Compliance Audit and Other

Assessments

81 EAM B M E MBE H Frequency and Circumstances of

Assessment

GDCA EFFEX ], R, HiEEm. SIEPUT S AT — IR
DU 58 SERR R ARG LR S 5 TIUE MhRE . R —5 JHRYE o & as RRHUTS): FFE
WESBEAT — B H T AE E VR, IR a2 /> 3% BRI EV SSL kS5 ARk
N EV RIS ZAEBHAT VR, PAMRIETEB RS P SErE, 2t 4.

B 7 A ERE THAIPEAL 4, GDCA JEHSE ALK & v g 55 Fir, #2000 WebTrust X
CA TR BEAT S o TR VEAL -

1. AR4E (R NRILAE P22 CRTFIE RS EHINE) I HIER,
B — RS2 £ TP R A

2. GDCA {8 [H Z T HRI I ER . [H S KHRAENIA CPS (R E Stz & A ik
55, IR AERVEAR AN B THITE, AR A D WIHAT — IR N B ROV A%, 45X GDCA
WHE SR (RAL ZHLSED VP # % .

3. GDCA WEEMALH T Img 55T, 4288 WebTrust X CA BTN, AR
17— IRAMB B TE RV A .

4, GDCA BFFEHAT— AR VFAS AR, R A 5 HMB g, YAl B 3 K
AT BeE S AR E , JRURAE H AT RON SR . BOR . RS AN I 2
JREXF RS, R RS Ay, B S AR RRIA A5 e TR . AT 2 AT R

BT ERAE R BRI SR TE EV CPS o, 3 HLZERI CA/ B #5 18 4% (CA/Browser Forum)
I8 www.cabforum.org KATHIFEFE 17 55 B 2R AH— 2.

GDCA shall audit physical controls, key management, operation controls and authentication once a
year in order to confirm the actual circumstance and take actions according to the audit result.
Furthermore, GDCA shall make consistency audits and operation assessments quarterly, and
GDCA shall extract at least 3% of the EV SSL certificates and EV code signing certificates
respectively for assessment to ensure the reliability, security and controllability of certification
services.
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In addition to internal audits and assessments, GDCA also engages external audit firms to perform
assessments and evaluations according to the CA requirements of WebTrust on CA.

1. GDCA is assessed and inspected once a year in accordance with the "Electronic Signature
Law of the People's Republic of China", "Measures for the Administration of Electronic
Certification Services" and other requirements by administrative authorities.

2.  GDCA conducts operations and services according to the requirements of state’s authorities,
the specifications of state’s relevant standards and this CPS. GDCA shall conduct internal
assessment and audit to other entities (including RA or LRA, etc.) in GDCA at least once a
year.

3. GDCA engages external audit firms to conduct assessments and evaluations once a year to
be compliant with WebTrust for CA.

4. GDCA performs a risk assessment once a year to identify internal and external threats, and to
evaluate the possibility of occurrence and potential damages, and to assess if the current
strategies, technologies, systems and relevant measures are able to mitigate these risks.
Based on the risk assessment, GDCA develops, implements, and maintains a security plan
consisting of security procedures, measures, and products.

Audit operation shall be stated definitely in GDCA EV CPS and be accordance with guidelines
Section 17 released by CA/Browser Forum at www.cabforum.org.

8.2. ML B/3#% 1dentity/Qualifications of Assessor

GDCA HIN#EEH T, H GDCA 4RIkt £ ST AL #R1 TR i THPRAt N AL
H PP N AT BT A

GDCA BSiE I AN LAY, Bz HE A& LU RIB

1. DAURAVERTH. APV R PRSI, 15 A AT %

2. THETENGE R R. BEMSZETR, PKI HAR . bR RIE(E

3. A&MERGUSTHRM T E AN TA

4. HLAE ST R

Cross department audit assessment group organized by GDCA Security Policy Committee
performs internal audit of GDCA.

External auditors which GDCA hires shall have the following qualifications:
1. Must be an authority which has been licensed and has a good reputation;

2. Understand computer information security system, communication network security
requirements, PKI technology, and related standards and operations.

3. Have the expertise and tools to check the system operation and functionality.

4. Beindependent.
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8.3. W HEEBIEME ZHE K AKR Assessor’s Relationship to

Assessed Entity

1. GDCA it R S5 ANM I RGE B 5 M5 HE O S5 #RAE SR AR R AN

2. SR (15 B T L T 457 b B A BLES) AT GDCA 2
LRSI R, WATERTIS « W2 0K, Bt SR RTRI% S R 2 U
WA B, A BB, AT, BAHIAER GDCA HMATIEH .

Segregation of duties is required between the GDCA auditors, and the GDCA system
administrators, business administrators, and business operators.

The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There are no business interactions,
financial transactions, or any other interests that could affect the objectivity of the assessment
between the above two. Assessors shall evaluate GDCA in an independent, fair and unbiased
attitude.

8.4. LI Z Topics Covered by Assessment

GDCA AR T A A f :

IS o7 U RN SRS PN (DN i

B8 TARFEE NG S 545 2 ™ e 5

FET AL CP Ml S5 R AN 2 4 BERIT R NE ML 55 5
BRI &, xR, AN,

T AFAE HA T REAF LK) 2 2 XU

o s o

55 =07 B T 55 BT HE WebTrust For CA BRVE R EE 3K, X GDCA BEAT AL B 1.

GDCA’s internal audit includes:

1.

2.

4.

5.

Whether the security strategy is fully implemented
Whether operation procedures and processes strictly followed

Whether strictly following the CP, business specifications and security requirements when
conducting authentication services

Whether all kinds of logs and records are preserved and if there is any question

If there’s any other potential security risks

Third-party audit firms perform assessments and evaluations on GDCA to be compliant with CA
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requirements of WebTrust.

85 XTHABEARNREXIEKITS) Actions Taken as a Result of

Deficiency

XIT GDCA W ERE TH&5 R e @,  H o TS /N A7 57 X 6 ] ) 51 A HR
BE I T TREAT Y 25 SO RO SE R A T o SE RN BT T S5 SRR eSO 5, 5 BR R0 171 06 200 i 7
VA NG S 55 Bt TAE S il o

XF T GDCA BB MHUM I B v 455, WnZU IEAE#E T8 A CP M GDCA il
FE AN S HE K4T ), GDCA ¥5-F LAIE, AR5 A A B (kX 24Ty, [mi
G GDCA I ERFATN S5 B o N S RAT IG5 P E IRV E LA, GDCA Rk
SHZH U I HLFIAE NV 5545 FAZ AL

=7 HAH RS S Al 52 RS, GDCA #2 MBI TR S #7800k, FF i ik
B AR

Audit assessment group monitors responsible departments for improvements and complete status
of issues that were mentioned in audit reports. After improvement of audit results have completed,
various functional departments should submit summary of improvement to audit assessment group.

For authorized RA mentioned in GDCA's audit report, if they are violating the CP and other business
standards defined by GDCA, GDCA will stop the above behaviors immediately and ask them to
make changes in accordance with the requirements of GDCA.GDCA will terminate relevant
authorization of electronic certification services of RA if the above behaviors are seriously violated.

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the
audit reports. GDCA will be evaluated again after the rectification.

8.6. VPHMLE4RIIMEEE kA Communications of Results

GDCA (1) A F#8 B 11 285 S 1] AR WL - WA REFB 17T LA B B 15 B (e LG 1EAT IE =X
WA, WFRTREIE RG] P A FR R, GDCA UK T PR .

=M TS e RS, TR TR AE R, R T www.gdea.com.en i
BEAT QAR o ARAR 55 =07 RO VP Ak SR N PP A5 25 SR e AR5 B, AT 2502 S B 1 1)
GDCA R W@ H 1175 3%, IHEAS GDCA [FfF) %, 14 7545 MUsE kR 4 GDCA {4
B AEIX 77 THI FRVEEAL T o

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA will
notify the subscribers of any potential security risks timely.
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If the assessment from a third-party auditor firm is completed, the audit results will be published at
GDCA website (www.gdca.com.cn). Third-party should communicate its purposes and methods to
GDCA in advance before notifying the evaluation entity on the assessment results or similar
information, except otherwise defined by law; GDCA reserves the legal rights in this part.

8.7. HiHfh Self-Audits

U 8.1 Y,

See section 8.1.

9. R FAEMH ARV 2K Other Business and Legal Matters

9.1. %&H Fees

GDCA FIHRAE 2 A (K HL T IATIEAR 55 ) ASHUAE (R T USSR A, BRI S bR AR
FEATL T SRS LT 2, GDCA ASHE B4R sl B brite, 3 KW 3

GDCA can charge the certificate subscriber of this institution for the electronic authentication
service. The specific charge standards must be executed according to the market. GDCA can’t
increase the fees of charge and enlarge the range of charge by itself.

9.1.1. UE P FNE 372 A Certificate Issuance or Renewal Fees

GDCA XTEH B H i 298, A7t GDCA M5 www.gdca.com.cn |, fit
P&,

R GDCA Z3% b #5 B I K8 AT GDCA A I A —E, LAERSCH 4y
1% A
The fees of GDCA adding and renewing certificates are published in the website www.gdca.com for

user to query.

If the price specified in GDCA agreement is different from the one published, the agreement price
prevails.

9.1.2. WFHE#) %% F Certificate Access Fees

WFUEB AW, HAET GDCA AWHUTM A . BrAH PR H R kTR, T2
GDCA L AHEiANI 22 F, GDCA ¥ 5 F 7 b iy W BN iz WS H A 2% F
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SRR B A U R B A E 281k, GDCA ¥4 K sk 78 sk www.gdca.com.cn
EFLIA.

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its
website (www.gdca.com.cn).

9.1.3. B FRASEEE WA Revocation or Status Information Access

Fees

TR ACRASE B, HAT GDCA AT 5% FH o BRIAEF 38 H ek 75
K, % GDCA ATEisM R, GDCA F5 R WSz it 2

IR ARESE BB WM R BOR A M AL, GDCA R 2 K I 7 kY
www.gdca.com.cn b F LA .

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless
the subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with
the subscriber for appropriate charges.

If revocation and status information inquiry charging policy has any changes, GDCA will promptly
post the changes at its website (www.gdca.com.cn).

9.1.4. H A AR 553k B Fees for Other Services

1. WA GDCA HIAUF M CP B AAH EIIME L SCAFRT, GDCA T ZEUL
IR A 7= A S 28 R AR 3 T AR 9

2. GDCA ¥ Hl S HE B AR B A AH KRS, GDCA 1R 51T 7 Bl HoAh S
PRZE B P TN A o

3. HAth GDCA 4 ZEE# v RedR MRS 2 H, GDCA ¥gox S A, At P
i

1. If subscriber requests paper version of CP or other related documents from GDCA, GDCA will
charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares
the prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.
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9.1.5. IB#KME Refund Policy

GDCA AT FYCHL B, % 7 345 Hi 7 R 58 3 9l FH DR Dl o 38 bl ] DR SR 4h,
GDCA HARIE FH AR 28 H

FESEHAE B3R E A2 AL B0 FErf, GDCA 3457 ™K BRI ERL T AN Hems .t o
GDCA 75 T4 CP FTHlE I ST s B K 45, 1T I AR GDCA Sl F:
IB#K. 7£ GDCA i 7iT P IIETJE, GDCA ML EIHELT oA HE ZAIE 15 T SO AT 1 5%
FABURIE AT

3B SR AN BRI T P A5 B L e I £

SERGR G, VTP WERGkSEE B ZIE TS, GDCA KB st Hvk & o/

GDCA does not refund any fees to subscribers except fees charged for certificate application and
renewal because of specific reasons.

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CP or
other material obligations, subscribers can request GDCA to revoke certificates and refund. After
GDCA revokes subscriber’s certificates, GDCA will immediately refund the full amount that
subscribers have paid for the certificate application.

This refund policy does not limit users from obtaining other compensation.

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate
his/her legal liabilities.

9.2. M%34E Financial Responsibility
9.2.1. PREETERE Insurance Coverage

PRI Y ] 2 B4 CP 55 9.9 71 BT AR 52 O IS 2%

Insurance Coverage mainly focuses on compensation specified in CP Section 9.9.

9.2.2. HAbIA 2 other Assets

AEH

Not applicable.
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9.2.3. X B & Sk R K B FH AR YE ] Insurance or Warranty Coverage for

End-Entities

EFT 7 —EA%E% GDCA fIES:, = Ml Pl 58 O IE T I 55 1332, 84k
BWEIZIT 7 O T A CP R T ORBATHE R RLE AL

The acceptance of the certificate or its services specified by the agreement by the subscriber
means that subscriber has accepted the specification and constraint of insurance and warranty
coverage in this CP.

9.3. W% BRE Confidentiality of Business Information
9.3.1. 1215 EYEE Scope of Confidential Information

£ GDCA AL H H T UAER S, DU HE BN IREE R

1. GDCA il J IH 7254 P f e 2 8

2. WiHdRERE: AMHE. REEHE. BRHENEE, X85S GDCA
PR S, W2 AN S B R AR . BRIFERER, AAE
N F AR AT

3. HAhth GDCA 1 RA fRAFIIAN NFIA FIE RS E, BRiFHELR, Aa

2t

)

In the electronic certification service provided by GDCA, the following information is treated as
confidential information:

1. GDCA subscriber’s digital signature and decryption key

2. Audit records including local logs, server logs, archive logs information, which is treated by
GDCA as confidential information. These records can only be accessed by security auditors
and business administrators. Unless for law requirements, this information cannot be released
outside of the company

3. Other individual and company information preserved by GDCA and RA and should be treated
as confidential. Unless for law requirements, this information cannot be released to the public

9.3.2. AETHRZRSE Information Not Within the Scope of Confidential

Information

1. H GDCA KATHIEF . WEPArAH;
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2. EHHHAT R

3. UEPBRUEHIIE;

4. AEPEEE (CP). HLFIAEMLF N (CPS).
1. Certificate issued by GDCA and its public key.
2. Information of subscriber in the certificate.
3. CRL

4. CPand CPS

9.3.3. 7 3 £ % {5 B ) T /£ Responsibility to Protect Confidential

Information

GDCA. EMHL. T UL SR SRS 5775, #A L5544 CP 1
FUE, ZRAEAH R ORI R B 5 B DU, AU A RUR R T BOMVE BIRE e 0 L AT
(ZS/AR

GDCA, RA, subscribers, relevant entities and parties involved in certification business, have the
obligations to assume appropriate responsibility of keeping confidential information in accordance
with this CP, and must protect it through effective technical means and management process.

AOREAE R & TR, 2k GDCA A JFalk# b il A i R (5 2
IKf, GDCA Rripi e FLESR; [FIRF, GDCA 4 ZERZ RS B I T A & XX Al B iF2EAT
FEEAL PLRIRH B B AT 8 I (R A R Rh I i PR 5 B AT i AT
i H A7 B 2% (55, GDCA ANRZKFEATAT 5 A 5 0 B - A T OR35S T I B i)
WK PRE(E E R FTAT 5 RURHE 5 IR S el i T 20T PR3 2 SR M P A W2 5 AE

As confidential-information holder requires GDCA to publish or reveal all his/her/its own confidential
information due to some causes, GDCA shall satisfy his/her/its requirements; Also, GDCA shall
require the holder’'s documentary application and authorization to express his/her/its own will of
publishing or revealing.
If any other obligation of compensation is involved in the act of revealing confidential information of
the user by GDCA, GDCA will not assume any responsibility for damage concerning it or caused b
y the act of publishing the user's confidential information. The confidential-information holder shall
assume compensatory responsibilities related with it or caused by the opening of confidential
information.

2 GDCA FEARAIAE . EM VERBE LA AR TEE SR P 2R,
WAHRHEA CP i HLE IR E (S BT, GDCA RFZHEEA ., V2R DL Ak B H th ) ZEKR
[ PIEFST T A AR R B IR T (5 2, GDCA TAVKIAEf D4F . XA R AEABEM NiE e 1
DR SR AN 55

90



[] ﬁEII‘IftT-HininﬁIIE:_._I
e GDCA EV iE52RHE (V2.1 fR)

When facing any requirements of laws and regulations or any demands for undergoing legal
process of court and other agencies, GDCA must provide confidential information in this CP, and
could publish the relevant confidential information to law-enforcing department according to
requirements of laws, regulations, legal doctrines or court judgments. Under this circumstance,
GDCA shall not assume any responsibility. The reveal shall not be regarded as a breach of
confidential requirement and obligations.

9.4, MABRFREE Privacy of Personal Information

9.4.1. B FARZE TR Privacy Plan

GDCA Nl g A PR3 T RIXHT 7 1A A5 IR

GDCA should establish the Non-disclosure plan to protect the privacy information of subscriber.

9.4.2. 1E RBaFL A E 42 B Information Treated as Private

B TR SRR RE B U SAEARESE B AN, 1T SR A I AAT SR L
NEEFAAEEE . AENEERAAEBE 15 B 45

L TR ROE SIS e S5, AL

2. ATPHIERAR L

3. WML,

4. ATPHIRATIKS

Except for the information already included in the subscriber certificates and the certificate status i
nformation, other basic information provided by the subscribers is deemed private. Information
treated as private includes:

1. Subscriber’s valid documents number such as ID number, organization code
2. Subscriber's telephone number
3. Subscriber’'s mailing address and living address

4. Subscriber's bank account number

9.4.3. AN RNEFEI1E B Information Not Deemed Private

WPFHFARIERNERFERGEE, USAZIEBERPRESE, ZATATTH, A vk
fEE .

All information in a subscriber certificate and the status information of the certificate, etc. is deemed
not private, and shall not be regarded as privacy information.
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9.4.4. R R AR FT/E Responsibility to Protect Private Information

GDCA. JEIMHIA 23S 55904 CP 45 9.4.2 W HlE (3T 7 FafufE B 5 /F
5%,

GDCA has the responsibility and obligation for proper custody and protection of the certificate
applicant personal privacy described in section 9.4.2.

9.4.5. FHBAEERNS S5 RAZE Notice and Consent to Use Private

Information

GDCA 7 HANEMY 255 Bl P9 A FH TSRS AT B S, R TITP S6Rm). &
FEAARSSAT P E . R IX L E BR, Twe B L BIEFs, GDCA #BA & 51T
RIS, WEHRARNT P FEE.

Any subscriber information GDCA obtaining within the scope of certification business can only be
used for identifying, managing and serving subscribers. When using the information, no matter the
privacy is involved or not, GDCA has no obligations to notify subscribers, and no need to obtain
subscriber’s consent.

GDCA TEATLAVEER LB VAR LA AR IR 18IS BB P I ESR R, B (5 B
FT A PRS0 R e X G 3 g P fAE B, s S AT i 5, FEHA
TRENT P FRE.

Under any requirements of laws and regulations, and demands for undergoing the legal process of
other agencies, or under the circumstance where private information holder submits the written
authorization to certain object for publishing the information, GDCA has no obligations to notify
subscriber, and to obtain the consent from the subscriber.

GDCA. JEMHUR U SR 75 ZER AT P B AME B X005 29 5€ (@ LU B, AT
ZE FT U IFPATAT P R R AR, 10 HAX A [ e AN BCEE FH T VA4S 75 38 (R 3

/TJ‘IZI%)O

tif

If GDCA and registration authority shall apply user’s private information to other purposes beyond
the functions agreed between two sides, CA and RA shall notify subscriber to obtain his/her/its
agreement and authorization, and the agreement and authorization shall be in the form which can
be archived (such as fax and business letters etc.).
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9.4.6. RERBATEBREF /E B8 Disclosure Pursuant to Judicial or

Administrative Process

HI R PAT  EERBUAT BT I 7 22, GDCA RHIT 7 MR ALE B it f ok
PWIEHLI ATEIATHLGR R VF K. 4

1. BUMREBRERIE I HZ AR Tl AR P t i

2. KB VLR A BT AL BRI FIAIE P 7 AR I 2 3 I S i R B Y FR R

3. RAGERRNEERBU MR I R .

Due to the need of legal execution as well as administrative execution permitted by legal
authorization, GDCA shall provide subscriber’s private information to relevant law enforcement
agency and administrative enforcement authorities. The above behaviors are permitted. It includes:

1. Submit the application following the legal process required by relevant agencies pursuant to
the provisions of laws and regulations.

2.  The formal application by court and other agencies when dealing with the dispute of using
certificate.

3. The formal application by arbitration agency with legal jurisdiction.

9.4.7. Hihfz B# B IE Other Information Disclosure Circumstances

GIARAT 1 ESR GDCA R AR € 2 SCHR AR 55 W BERHIRAF I, GDCA U 75 24T
VTP IR AR AR AN R S5 A5 S SR A4S 28 = F iR A A 7]

If certificate subscriber requires GDCA to provide some particular customer support services such
as mailing materials, GDCA needs to send the subscriber’'s name, mailing address and other
related information to a third-party such as mailing company.

9.5. HIRFEAL Intellectual Property Rights

1. GDCA A HAREXHIE T LA GDCA $RAE T F A i 4B AR P2 AL

2. GDCA XMEFIERRGHM RA AR AL FIak 7 E8

3. GDCA Wik LA —)M5 B34 GDCA M7=, K% GDCA BHifLyr, fihA
ABEFE T AT

4. GDCA RATHIEFFI CRL ¥ 432 GDCA 37t 147

5. XfHMzEE B HIE AN GDCA 7

6. HRFRHZFT GDCA B seR B 4 (LUTRf#FK DND BL R IZIS ik
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95 20 SEAREFS, ¥ GDCA (7.

1. GDCA reserves and remains full intellectual property rights for all the certificates and software
offered by GDCA.

2. GDCA holds ownership, the right of name, the right to share the benefits for certificate system
software

3. Allthe information published at GDCA website is GDCA property. Without written permission of
GDCA, others cannot repost them for commercial activities.

4. Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.
5. External operation management strategy and specification are GDCA property.

6. The distinguished name (hereinafter referred to as DN) used to express the GDCA domain
entity in the directory and the certificate issued to the terminal in the domain entity are the
properties of GDCA.

9.6. B&EIR5HELR Representations and Warranties
9.6.1. CA KR 5% CA Representations and Warranties

GDCA A2t an ~ HE R

1 RGP HIEBRFEA CP KA SLii PR K

2. PRIFHFAEAR B2 & A ORI RS, GDCA BT AIHAAT (1 22 S ML 75 & B A
RBURKIFLE ;

3. KA CPHIME, AN UBYIET:

4. RFFNEFT B RAE R SRR, HRFAEAR R _EREMTLT T IR B R AT T S
A

5. BEHEF X IFEUE 3 B ER AR (B RS, 3RS
TN EAL A BRI A R B0 o 13844 1176 i B Bl i AL

6. FIEFIEE R T UE AR LA HRIE FH RIS TR, MR RIEE RiE
EF5

7. BRAEIE AT A 4 ERE B A ERYE CorganizationalUnitName 15 2. 5241);

8. REUIGUEE it LAY/ NIEF 3/ “organizationalUnitName” w1 il & (S BAEAE
WA REE

9. HR¥E CPS 3.2 FYZLRIGHIE il N K H 477

10. # GDCA HiI FJIeXHL, M GDCA 51T F & s H AT BT (1T 7 3
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T EIT P A CAIN 281815 K AR 1Y) Baseline Requirements 25223k ;
GDCA 51T J7 IR —S Ak uliA oCHe, ) H i AR Sl a] (5 F 255
11, SEXERTA R HREB YRR E B CHREIC A B R 4 R IE
(24x7) NITHIE B

GDCA must make the following warranties:

1.

10.

11.

Certificates issued to subscribers by GDCA must be in line with all substantive requirements of
this CP;

Ensures that its private key shall be stored and protected securely, and GDCA shall establish
and implement security mechanism pursuant to the terms of national relevant policies;

Revokes certificate timely in accordance with this CP;

Informs subscribers any known events, which will fundamentally affect the validity and
reliability of the certificate;

Verifies that the applicant either had the right to use, or had control of, the Domain Name(s)
listed in the certificate’s subject field and subjectAltName extension (or, only in the case of
Domain Names, was delegated such right or control by someone who had such right to use or
control);

Verifies that the applicant authorized the issuance of the certificate and that the applicant
representative is authorized to request the certificate on behalf of the applicant;

Verifies the accuracy of all of the information contained in the certificate(with the exception of
the organizationalUnitName information);

Implements a procedure for reducing the likelihood that the information contained in the
certificate’s subject: organizationalUnitName attribute would be misleading;

Verifies the identity of the applicant according to section 3.2 of this CPS;

Subscriber agreement: That, if GDCA and subscribers are not affiliated, the subscriber and
GDCA are parties to a legally valid and enforceable subscriber agreement that satisfies the
Baseline Requirements and other requirements published by the CA/Browser Forum, or, if
GDCA and subscribers are the same entity or are affiliated, the applicant representative
acknowledged the terms of use;

Maintains a 24 x 7 publicly-accessible repository with current information regarding the status
(valid or revoked) of all unexpired certificates.

GDCA XK 77 W 2 s E AR«

1. BRARGIUEMIT S EA,, T A TT P15 S50 v A 1

2. GDCA 5¢ 45884 CP K CPS L E 2 K AUE TS

3. 7£ GDCA 5 BEFEAMIE R EAZERE TITF, FHIT P EL A CP
HIRLE 32 1 i%IETS
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GDCA must make the following warranties to relying party:

1. GDCA guarantees that the subscriber information in the certificate is accurate except the
unauthenticated subscriber information;

2.  GDCA s in full compliance with the provisions of the CP and relevant CPS to issue certificate;

3. Certificates published in GDCA repositories should have be issued to subscribers and
accepted by subscribers in accordance with the provisions of the CP.

ROOT CA Al CA PR UEAITIAE N S BH#f1C X AE EV CPS H1, 3 H. 20 7 E A1 CA/N
Yaay it tx (CA/Browser Forum) i www.cabforum.org & AR 148 R 18 1 7.1 5545 1%
KA.

The guarantee and liability of ROOT CA and CA shall be stated definitely in GDCA EV CPS and be
in accordance with guidelines Section 18 and 7.1 released by CA/Browser Forum at
www.cabforum.org.

9.6.2. RA HIBRIR 53R RA Representations and Warranties

1L SREEIESIT T FEN R £ & A CP KA LR PR EOK

2. f£ GDCA ERGIEAS I, A2 RO ML R 2% 2R 110 3 BOIE A P K (5 B S E A
HHEBEREAE

3. TEMALKPR LA CP IIRLE, A i) GDCA #RACUEF HITE . . SRS Rss
HiE

1. The registration process provided for subscribers is compliant with all the substantive
requirements of GDCA's CP;

2. When generating certificates, GDCA does not allow the inconsistencies between certificate
information and certificate applicant information due to mistakes of registration authority;

3. Registration authority will submit the applications of revocation, update and other services to
GDCA in time according to the provisions of CP.

9.6.3. T P IBRR 54843 Subscriber Representations and Warranties

WP — B2 GDCA R IESS, Bl GDCA. EMHLA S AR 1 LA
A
1 FEUEP A RO N AT By 25445
2. ATPEHIFIE R [FEMY U SO E B AR Jse, se BAHERR, J8RUKIE
FEATIRBEREMR . Dhi&<5(5 B VAR DT
3. WERAAEAEN, 2] AN PE G EN TUE. 117 A T EAREA
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FITVE HARAT AN LR IR 538, 1851 GDCA BB BIIE R S5 LA

4. SATPUEF S AP B AT BEAT R — IR &R 44, HGRIT T E SRR,
I HAEBATELR, IEBRAROES GEREALH. #a), IEBRAH N
WA G I AVE T 5

5. BRARLAT T RUAEN LG F i B RLE , T PRAIE A A AGERLR (B
ABLRDD T R 555

6. LIRSS, ARSI HIBAESZA CP i T 2 RS, I RIZBA
PSR RLIT

7. —RESZIES, RN R SR ST IR R AL R, A A
BRRG, RS BRITRE 15 ok B LRI ok, ik . Bl R 4%
BUAE 5

8. AELAE(TRE GDCA AR AR e, W THRSE, BiFEART
SR RV A CEOATAIE 5 R 55 0 S A0 A A =5 5

9. EPBEA CP HRUEMANEE N A, FAIE T AU st &
IRAIAER H

10. REUZ 4, A BEPTEIRET IEIEBA RIS . MR Mg R e F 4t

11. X F BV SSLAEH:, 1T/ SR SCE5 ORAE S AEUEFS b 410 L A 32 ) 4 X 2
HR 55 a5 I s

12. ¥ EV AR AAESS, 1T AR A rT B S ARE AT BT
Bt

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the

following commitments to GDCA, registration authority and related parties who trust the certificate:

1.

2.

The subscriber uses digital signatures if the certificate is valid;

All information that subscriber provides to registration authority during certificate application
process must be true, complete and accurate. The subscriber is willing to take legal
responsibility for any false or forged information;

If there is an agent, then both the subscriber and agent take jointly responsibility. The
subscriber is responsible for notifying GDCA and its authorized certification services agencies
any false statements and omissions made by the agent;

Each signature is generated using the private key corresponding to certificate by subscribers
themselves. The certificates shall be valid at the moment of signing, i.e. certificate is not
revoked or expired;

Subscribers ensure that they don't engage in business performed by the issuing agency (or
similar institutions) unless they sign written agreements with the issuing agency on such
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matters;

6. Once the certificate is accepted, subscribers are considered as knowing and accepting all the
terms and conditions in the CP as well as corresponding subscriber agreements;

7. Once the certificate is accepted, the subscriber should assume the following responsibilities:
always maintain control of their private keys; use trustworthy systems; and take reasonable
precautions to prevent the loss, disclosure, alteration, or unauthorized usage of the private
keys;

8. Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services;

9. The subscriber only uses certificate for the authorized or other lawful purpose within the range
specified by this CP;

10. The subscriber use secure and reasonable measures to prevent the private key from loss,
disclosure, alteration and other events;

11. Forthe EV SSL certificates, the subscribers undertake an obligation and warranty to install the
certificates only on servers that are accessible at the subjectAltName(s) listed in the
certificates;

12. The subscriber must not use the EV code signing certificates for signing suspicious codes and
other illegal or malicious software.

9.6.4. T HIRIR 58 R Relying Party Representations and Warranties

WATA CP HIPTH AUE ;

FEARMUEF AT, B VIEFSAE R 7 BRI R A A 5

FEMHUEAS T, X UE S A B AR BEBEAT BAIE 5

FEMHGIE 5T, JfIE A ) CRL B OCSP A IAE+5 2 15 B4y «

—HH TR EE AR ST T AR N O80T B S gy
GDCA i R R BEAT A, I HARHE R 3 R B £ sl N 45 2

6. MMFIELALFKRE GDCA AL A, B . THSE, SRR EART
SR RV AR A CORTAE A5 R 55 (100 S8 I AT R 5

o > w bdpoE

1. Abide by all provisions of this CP.
2. Ensure that the certificate is used in prescribed scope and duration;
3. Verify certificate’s trust chain before trust the certificate;

4. Before trust a certificate, verify whether the certificate is revoked or not through querying CRL
or OCSP;

5. The relying party is willing to compensate GDCA for the losses and accept liabilities for any
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loss of self or others, due to negligence or other reasons violating the terms of a reasonable
inspection;

6. Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

9.6.5. Hih2 5& KR S5 Representations and Warranties of Other

Participants

ESYA CP T HUE »

Abide by all provisions of this CP.

9.7. F{R%.3FF Disclaimers of Warranties

BrA CP9.6.1 H BRI AR %41, GDCA R HH AT A T 2Q A ARE A L 55 -

ABAETERT P KT I35 5 1FRIA P45

A%t B F AR Bl A A AT AR 1Al DRAE

ANTHIE L H R H 0 LA AN G L FH AR AT A 24T

SEEFANEHUA, Wbk AR 9 3 A1 R IR S5 P T b i A ) 25 A R

AR TAT;

5. WA CP9.6.3 /KA, BRI Hi A CP9.6.4 Z7kikm, 15LAGER
GDCA 2 51T

A w0 dpoE

Except for the commitments declared in CP Section 9.6.1, GDCA does not assume any other forms
of guarantee and obligation:

1. Do not guarantee the statements of certificate subscribers, relying party and other;
2. Do not guarantee any software used in electronic certification activities;
3. Do not assume any liability when certificate is used beyond the prescribed purposes;

4. Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc;

5.  When subscriber violates the commitments defined in CP Section 9.6.3, or relying party
violates the commitments defined in CP Section 9.6.4, GDCA can exempt from liability.
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9.8. APFRIFAE Limitations of Liability

EASIT S MM A GDCA FRAE A HL T IAIE AR 55 M RRFE SE 32 ik, GDCA
UK CP9.9.1 HLE 1 PR 54T

The certificate subscriber and the relying party specialized in civil activities suffered losses due to
electronic certification service provided by GDCA, GDCA only assume limited liability amount
stipulated in CP section 9.9.1.

9.9. % Indemnities

9.9.1. INVENLH B 2 51 4E Indemnification by GDCA

U1 GDCA % 1 4 CP % 9.6.1 JiHh iIRA, 177, #7545 S iA Al B GDCA 7K
PRAE ST (VR B E H st bRAL), AHELL R

1. GDCA KUEBH R KA P LSO =77, SBOT P sk 7 24515 1

2. TEVPRASAE REBRMER . BN, GDCA B HIUE T H L T HE R
B, SBAT BT 2R

3. 1E GDCA HIHII F 485245 Rl BORMELE MR B Vet 5 00, (AT SR 10T 7 8 K IE
o, SRR T Z R

4. 7T GDCA 5 [A 32 CA FAEH ) i%

5. GDCA FKfE &I HAHIET, 5 BURHIT 280

If GDCA violates statements in CP Section 9.6.1, certificate subscribers, relying parties and other
entities can request GDCA assume compensation liabilities (except for statutory and contractual
exemptions). If the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates
with error information and the error leads to losses of the subscriber or relying party.

3. After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

4. If the private key of CAis disclosed due to GDCA's fault.

5. GDCAfails to revoke certificates in time, which leads to relying party suffering losses.
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9.9.2. 3T P I RZ 3 4AE Indemnification by Subscribers

FEQ R G, VTPt 5 R A3 ) GDCA. AR 100k, B 247K FE I A2 5T A -

Lo AT HIEEMHE R, HHE. SR BRI Tk, F5 GDCA K&
HAUUE 5 IR S5 LA i3 35 = 07 3l 2 401

2. TS A R R . B, WA TR T B
51 GDCA K HBAUIET IR, BLIAS M3 At A fs ik B GDCA %
HEBUE B RS 55 =J7 2615

3. WAERIEBIAT AN, HERA CP KAIARIEMIE, BN TIEA
CP HiE bk 25 Fl 5

4. UEFT e He A AR HARS T A SRR R U VSRS 3 GDCA 4 iZIIE

PR 5 BT LLR AT AR, W SRAZAE P F LU AT AR AL 5, s AT 20 5

PR A LG, R GDCA #IBA CP IMIERET T %M, MMAZIES

P 0 A A T 5% 3 T A AT

UE 5 P A RUR A A SR AR R A5 A3 P E A3 9 2 A I8 0 GDCA RIS 7y +

A SRV R BCE B R i, SR B RSN E . BT MER A

FEASHIRAEH T R A AESERG IR, A2 1A FHAIE 45 9% S i) 3 %0 GDCA Ry 5

UE - S HHE AT E S P UEA

VP EFAE B AR T 58 =7 M AR = AL

10, 7ERLE (¥ 5 F VO B AME FRIE TS, S L RIS 3

©© N o v

If the following situations cause GDCA or relying party suffering losses, subscribers shall be

assumed the liability to compensate:

1.

GDCA and its authorized service agencies or third-party suffer losses due to unreal
information, such as deliberate, negligent or malicious provision of unreal information by
applicants when applying for certificates.

GDCA and its authorized service agencies or third-party suffer losses due to disclosure and
loss of private keys deliberately and by mistake; due to not informing GDCA and its authorized
service agencies or third-party of the leakage and loss of private keys with knowing the facts;
and due to handing keys to others inappropriately.

Subscribers violate the CP and related operation practices when using certificates as well as
using the certificates activities outside of the CP.

If the certificate is used for illegal transactions or causes disputes during the period from
revocation requests submitted by the subscribers or other entities authorized by GDCA to this
information of certificate revocation published by GDCA, if GDCA operates in accordance with
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10.

the requirements of the CP, subscribers must assume any responsibility of losses according to
this CP.

Subscribers do not stop to use the certificate which its information have changed and don't
notify it to GDCA or relying parties in time.

The private key is lost, compromised, stolen, exposed, and etc. due to not taking effective
protection measures.

Subscribers do not stop to use the certificate which its private key is lost or in danger and
notify it to GDCA or relying parties in time.

The certificate has expired but is still in use.

The subscriber’s certificate information infringes upon the intellectual property rights of a
third-party.

Using certificates outside the provisions of specific application scope, such as the use of
certificates for illegal and criminal activities.

9.9.3. AT gL 34E Indemnification by Relying Parties

TEQ R, KT 4 B R RIS GDCAL 1T/ 0k, B 24 & H I8 5 54T -

1. #HJE1T GDCA S5 M sURIA CP il 1) S 55

2. ORBEIKIEA CP HVE#HT & RIH 1%, 3 GDCA M HABHIIEF RS HLIY EL
=T E 2 E

3. TEAEERIETE FRIUES, Aty B AE AR E L R A S
TEEGIEF CA BT 7T e N ST U T, (AT SRR IE 5

4. AT BAT IR (5 AT R AT 500E 5

5. kA @I A ) CRL B OCSP A A IE 15 & A e -

If the following circumstances lead to the losses of GDCA or subscriber, relying party shall be

assumed responsibility to compensate:

1.

Obligations defined in the CP and agreements between GDCA and relying parties are not
fulfilled.

GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate
reviews against this CP.

Trust certificates in unreasonable circumstances. For example, relying party still trusts the
certificate with knowing that the certificate usage is beyond its scope or period or the certificate
has or may have been stolen.

Relying party does not verify trust chains of the certificates.

Relying party does not check whether a certificate is revoked through querying CRL or OCSP.
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9.10. BRI E52IE Term and Termination

9.10.1. AR Term

A CP e 5 AT H I ER IEARAR, B CP RIS K3 A CP L~ —HA CP
A3z HElfE GDCA 2 1k FE T INIE IR S5 I 2R 2K

This CP will enter into force at 12 o’clock midnight of the release date, and the last version CP will
become invalid. This CP will become invalid when the next version CP enters into force or the
electronic certification services of GDCA are terminated.

9.10.2. £k Termination

GDCA Z 1B FIMNIEARSS ), A& CP &1k,

When GDCA terminates electronic certification services, this CP is terminated.

0.10.3. & IERIMEB S5HSEE Effect of Termination and Survival

A CP [k, BWRBEIEN DAL 55 21k, (HIATENL 55 128 1B A RIRE IR
U STAERI 28 1 o DUEBURIE M 55 28 1k 5 R IS B A F6 it RE DA IE AR 55 % 21 He Al DIE
BUR,  ORUELT P A 2

The termination of this CP means that the termination of certification authority business, but the
termination of certification business does not mean the termination of certification authority
responsibility. After the termination of business, certification authority shall take reasonable
measures to transfer certification service to other certification authority so as to ensure the interests
of the subscriber.

90.11. S EHKAHEE XE B E Individual Notices and

Communications with Participants

YAENUAFE L ZI R AL T, BT eSS REUT ORAE B R 4 i
FAT P HARE AT P o IAT O, ERE T i . TR SR, Al
AT L T -

The circumstances that CA actively revokes the subscriber’s certificate, finds out subscriber using
certificate out of specified usage, or behaviors of subscriber violating subscriber agreement have
occurred, CA can use appropriate way, such as telephone, E-mail, letter, Fax, etc., to notify
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subscriber and relying party if necessary.

9.12. 1] Amendments
9.12.1.  BiTH#EFF Procedure for Amendment

% GDCA %42 & 212, GDCA 17 BUE BRI AR 2/ & — UCA CP, it
HAFA B G2 ORI 550 D R S BB AT SSL Bk ZER IS, FF&IEk
55 T J 1 S B T 22

A CP &1, H GDCA 1TBUE BRI E1T 4R, 313 GDCA & HIg R i s
fILEfS, B GDCA TEUE B A 3T HIUET, BT/ 1) CP &1t GDCA %4 HRI&ZE ;A
S 5 1E S AR AT

Through the authorization of GDCA Security Policy Committee, GDCA Administration and
Management Department shall review this CP at least once a year, to ensure that CP meets the
requirements of national laws and regulations and administration department, to meet the latest
SSL baseline requirements and specifications, and satisfy the actual requirements of certification
business operation.

The revised version of this CP will be revised by GDCA Administration Department and approved
by GDCA Security Policy Committee. GDCA Administration Department will be responsible for the
revision and the revised CP will be officially released after being approved by GDCA Security Policy
Committee.

9.12.2. JEHHLEIFHIFE Notification Mechanism and Period

BT ) CP itk Jm R L RIFE GDCA [ 3t www.gdca.com.cn kAo X7 2
M I TR AR AR ARy OB RN R E 250, GDCA H7E 5 B AR IR 17 P 3 S 5 %7
o BRI B L ARTIEAT 957 52 B RE M 850/ o

After approval of the revised CP, it will be posted on GDCA official website www.gdca.com.cn
immediately. For the modification notified by email, mail, media and other ways, GDCA shall notify
the relevant parties in reasonable time, which ensures that the relevant parties have minimum
influence.

9.12.3.  WABITHIE Circumstances Under Which CP Must be Changed

MR IR AEN, GDCA 20kt A CP #HT1E4:
1. FEEARHIERRE, &LZmILE CP A 2,

104



[] HEMHEIRIGBIRAE
S ot Ut L ety ALty Lo Ltk GDCA EV iE454ms (V2. 1 B

A RINENY 55 A S AR HHEREAT SE 8T

WIE R GEN A8 BN R A E KT Rl 22 s
AR BT K

DA CP B A .

o c w DN

If the following situations occur, this CP must be modified:

1. The encryption technology develops significantly enough to affect the effectiveness of existing
CP.

2. The relevant standards have been updated.

3. Certification system and relevant management regulations take significant upgrade or
changes.

4. The laws and the administration departments require the CP to be modified.

5. There is some significant deficiency in the existing CP.

9.12.4. XFTHEFFREFATE Object Identifier Modification

A CPORAABATIN s AN L A UE A SRS SARRAT A AT AL, AU INARAS IR
HAES o

When the CP has modified, its corresponding certificate policy object identifier will not change, and
only increase the version identification code.

0.13. FiUE R4 Dispute Resolution Provisions

2 GDCA. i P NRAGT 2 B B4 WO, A 50T THT ML AR A D SCE e P s e ke, e
FRAERAN T 1, RIS i

Any disputes between GDCA and subscribers or relying parties shall be resolved through
negotiations as agreed, and those cannot be settled by negotiations will be resolved by laws.

9.14. BHEHAR Governing Law

GDCA i CP ZE Zx CmiAi ) (B A RGIEANE 7284405 (F T IMEARSS & B
INEDS CRTINIEAR S SRS B B INE) A E T

The CP of GDCA is governed by the law of “ Electronic Signatures Laws of People’s Republic of
China”, the regulation of "Measures for the Administration of Electronic Certification Services”
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and "Measures for the Administration of Cipher Codes for Electronic Certification Services”
promulgated by the country.

9.15. fFE&EFER Compliance with Applicable Law

WAEHU I A WSS W63 S b A& o EOCRILAIE 5254435
CRFIMEAR S E B INED) (T IMERR S S E B ME) B e N RILAE
FERLAIHLE »

All businesses, activities, contacts, agreements of GDCA must conform to "Electronic Signatures
Laws of People’s Republic of China”, “Measures for the Administration of Electronic Certification
Services”, “Measures for the Administration of Cipher Codes for Electronic Certification Services”
and other laws and regulations of People’s Republic of China.

0.16. —f%%k X Miscellaneous Provisions
9.16.1.  SEEEWHY Entire Agreement

CP CPS. T /" s HRAS 5 B30 S H AP FEF BCRE R 1 PRI 22 N3 2 18] [ 58 B T

The entire agreement is composed of CP, CPS, Subscriber Agreement and Relying Party
Agreement as well as its supplementary agreement.

9.16.2. 1k Assignment

MRAEA CP IR A IESEAAR %5 FIBURIAN (5%, 807 293 AT $2 A A R
JE AT BRI LS5 BB o I LEAT R AR I ANSZ I B ek T 06 53— T AT AR 52 9% 1% Bt
CES P

According to the rights and obligations of certification entity parties detailed in this CP, all parties
can transfer the possession of rights and obligations in accordance with the relevant provisions of
the law. The occurrence of the above transfer behavior does not affect the change of any debt and
liability among the transferors.

9.16.3.  43#I% Severability

USRS CP AT AR 25 3RS A B T 15 GDCA FT7E B4 X PRIV 7 AR i SR 4 A4 o
NTEREARIAT JI0F, GDCA NAEFHARL Z IR T, (EHAgREA R, K
REBII AN, GDCA MAE & T HEFRZIT N A -
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TERRARABAT J5 BRZERAE 5 2 7T, GDCA B &I R4 22 question@cabforum.org, il
%1 CAB iz CP HEITHIMER, FFHiAIL OB B A LU FIFRAAAAE T AR
%1122 (https://cabforum.org/pipermail/public/) .

HIFEAHEEN, B CAB WIZHE R BN, i GDCA R 7 & CA/B InH
Baseline Requirements Sy EEK, TIAEE 15 AT GDCA V.55 £ 1 1) 18 H R AN Ff 4%
Bu@ . SIS ERAERT A GRS, X GDCA ¥ CP 1811, K Inl CA/B 1=l
i AN SAE 90 KN 5E Ko

In case any clause or provision of this CP is held to be unenforceable or invalid due to any conflicts
with the laws of any jurisdiction in which GDCA operates, GDCA shall modify any conflicting clause
or provision to the minimum extent necessary to make them continue to be valid, and other clauses
and provisions shall remain valid without being affected. GDCA shall disclose the modified contents
in this section.

GDCA shall (and prior to issuing a certificate under the modified requirement) notify the CA/Browser
Forum of any modified content in the CP by sending emails to question@cabforum.org, and confirm
that it has been posted to the Public Mailing List and is indexed in the Public Mail Archives available
at https://cabforum.org/pipermail/public/.

Any modification to GDCA'’s practice enabled under this section shall be discontinued if and when
the law no longer applies, or the requirements published by the CA/B Forum are modified to make it
possible to comply with both them and the law simultaneously. An appropriate change in practice,
modification to the GDCA's CP and a notice to the CA/Browser Forum, as outlined above, shall be
made within 90 days.

9.16.4.  3&EH|IAT Enforcement

ANEH

Not applicable.

9.16.5.  AH[HiJ] Force Majeure
WA A CP 52 1) CPS MALFEA T LSy 563K, LAMRIF & 5 Fl fi o

CPS formulated in accordance with this CP shall include a force majeure clause to defend the
benefits of each party.

0.17. HAh% K Other Provisions

GDCA XA CP HA & fd AL
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GDCA has final interpretation rights to this CP.
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f¥3%: GDCA EViEP RGBT IERE

Appendix: GDCA EV CP Revision Records

EaS \
(EAAR-aT) V2.0 V2.1
]
. s AT — L85V S S0 B2 5 5] R B L)
1 ML TEAT : K
HT .
ontent . .
Sections Revised V2.0 V2.1
SEQ
o o Adjusted some wording issues, and other
1 Wording issues revisions.

parts that may cause confusion.
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