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1. 8] & Introduction

1.1. AR Overview
1.1.1. A &4 Company Profile

B AR IR G IR A ] (Global Digital Cybersecurity Authority Co., Ltd., fAj#x
GDCA ¢ “Hrzi %7, ) J5A “ RECFIEHE OA R AR 7, 32T 2003 4 3 H
6 H.2005 4 9 [, GDCA #iF B it 1 [l 5 00 B Jay A 8 SR A S 7 M 3B ) 5t e
BN A E B O\F RS (R IERRS VFRTIEY (VFRTIES . ECP44010215007) [1HLT
WIEIRSS IR Z —: 2008 4 12 F, 3RAFEF 0D B RMUL I (2500 S A 5 vr
A[EY; 2011 4F 4 H, @i 7 B 5% A B R HL B L UGIEIRSS RE 0 VEAl, k43 (L
FES HFIERS P (G5 A021) #Efg. 2013 4, X HLFIAMEARS REG0HHAT
SM2 AT, BN T E X ELE HRAS N w e A, 2015 45, GDCA @il T
WebTrust 5722 4 d v HAIE, B 7 EbRbrfi b s S8 sAR S K, oAt 4 5k
R FYAER S . AIERNL S ERFHE, 2016 4E5 H, “) RKEFAEBUGEF0A R
N HEN BB RBHR A R AF . 2017 4£ 8 H 11 H, GDCA FFUA7EHT —
WRAERRAE 5y, WS AR: Heni R, B Rid: 871932,

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as GDCA, or “#(zFfX") with the
former name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003.
In September 2005, GDCA passed the security review by the State Cryptography Administration
Office of Security Commercial Code Administration (abbreviated as OSCCA) and the former
Ministry of Information Industry by law, as one of the first eight electronic authentication authorities
with "Electronic Authentication Service License" (license humber: ECP44010215007) in China. In
December 2008, GDCA obtained the "Commercial Cryptography Products Sales License" issued
by OSCCA. GDCA passed through the assessment of E-government and Electronic Authentication
Service Ability by OSCCA with the qualification certificate of "E-government and Electronic
Authentication Service Authority” (number: A021) in April 2011. In 2013, GDCA upgraded electronic
authentication service system for SM2 algorithm and passed through the security review by
OSCCA. In 2015, GDCA passed the assurance review for Certification Authority by WebTrust with
the international level of operation management and service to provide digital certification service
globally. For business development, GDCA changed its name from "Guangdong Digital Certificate
Authority CO., LTD." to "Global Digital Cybersecurity Authority CO., LTD." in May, 2016. On 11
August 2017, GDCA was admitted to the National Equities Exchange and Quotations (NEEQ) of
China, with a stock abbreviation of “#{Z I {%” and stock code “871932” .
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GDCA B4 Jm, J& “T" AREFAIEHIMEFT OHRAR " 5. fiis. MaMmaE
A el “BR ABSRm AR AR A%k, fEHEXHTS GDCA LA “T  AREUTHIE
FEF DA RA R 4 AT AR PRI H T REBFHEFAEF LA R
"7 A BRI LS5 h “ B AR BB AT IR A =] 7 7RGk

Heg AR “BUEL A Ll 87 ko EN, BAT “EERER T
b fsidr, BOT TN “— RIS EER SR 7

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO.,
LTD." were inherited by GDCA. Meanwhile, and all the rights and obligations of the contract and
agreement signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

GDCA upholds the corporate values of “Authority, Credibility, Professionalism, and Innovation”,
fulfils the corporate mission of “Trust Connects Parties from all over the World”, and is committed to
becoming a “first-class online trust service provider”.

1.1.2. IEF53EME Certificate Policy (CP)

AR GDCA 1) EV IEi5kmg (EV CP), /& GDCA EV UFiE 15 55 1) Sk
A, & T A B GDCA 28 R AV B EV BUTHIEP M2 5 14k uitkiE 2k .
EEL . R S BV UEPARE S BRIk S5 L 55 L IREANEOR B SR AN
G o X LR AT ORGP GDCA EV I IR 55 ) 22 e Va5 864, 105 — B EAE GDCA
VO N —Bod H s — A4, I ERES GDCA ZEM) N Refig S it R AE S R4 R o
7 CP JFANE GDCA %2 575 Z o] AL UM, GDCA Fl1#% 2 575 2Z 18] I BUR] L 55
PREEATAT T TA) 252 ) B 2R WU B
This document describes the Certificate Policy (CP) of GDCA and explains the policy statement for
GDCA digital certificate service. It applies to all digital certificates issued and managed by GDCA
and their related participants. The CP sets forth business, legal and technical requirements and
specifications for certificate approval, issuance, management, usage, renewal, revocation and
related trusted services. These requirements and specifications protects the security and integrity
of GDCA digital certificate services and includes a comprehensive set of consistently applicable
single rule sets in the GDCA scope. Therefore it provides the same extent of trust guarantee
throughout the GDCA architecture. The CP is not a legal agreement between GDCA and all

participants;  contractual rights and obligations between GDCA and participants are established
by other means of agreements with such participants.

A CP 151§ CA/Browser Forum il 1) Guidelines For The Issuance And Management
Of Extended Validation Certificates ( f&#%“ EV Guidelines”). Guidelines for the Issuance And
Management of Extended Validation Code Signing Certificates (%% “EV Code Signing
Guidelines”), EI¥ JEIGUFIE457 (Guidelines for Extended Validation Certificates) [
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BT RCA Bk, L& Baseline Requirements for the Issuance and Management of
Publicly-Trusted Certificates (f&#X “Baseline Requirements” ) , ¥/ ( HELM X.509 24
TH 2 FH B A i E 15 SR ms AIE ML S5 HEZR Y C Internet X.509 Public Key Infrastructure
Certificate Policy and Certification Practices Framework), I iy F B¢ W kvl 2H 21« B E R T
FETAEZL” CInternet Engineering Task Force) ffill 52 Y] RFC3647 bRk 25t Fil iy 22 2K,
[ B a3 22 (GB 26855-2011-T 7 & %2 AR A PR B UE 15 SR I 5 VI MK 55 75 BIHE
Z0) (SR RT A 25 255K, IR [ RV AN GDCA Iia 8 SR HE T IS M i

This CP conforms to the latest version of the Guidelines for The Issuance and Management of
Extended Validation Certificates (hereinafter referred to as “EV Guidelines”), Guidelines for the
Issuance and Management of Extended Validation Code Signing Certificates (hereinafter referred
to as “EV Code Signing Guidelines”) namely the Guidelines for Extended Validation Certificates,
and the Baseline Requirements for the Issuance and Management of Publicly-Trusted Certificates
(hereinafter referred to as “Baseline Requirements”) formulated by CA/Browser Forum. Meanwhile,
this CP meets the requirements of structure and content defined in Internet X.509 Public Key
Infrastructure Certificate Policy and Certification Practices Framework, RFC3647 from The Internet
Engineering Task Force, and GB 26855-2011-T Information Security Technology Public Key
Infrastructure Certificate Policies and Certification Practice Statement Framework, and would make
appropriate changes in accordance with Chinese laws and regulations together with operational
requirements of GDCA.

GDCA fEN—MEFRFHN (CA), 1EA CP HIZIR T A EV HRIEF 1 EV CA
WEF, BRI PUET . BT ARRREECRIS G, (ENUE A AT 7 al LAE FHE
FEAT Mgl e iRY . AR BREREAL . SO . S NIESE AR H
AT U IBAR CP rh OG THHT [ SU5 R, g RS EAE—TKIE . GDCA ¥ EV
FINEML SN (EV CPS) #2327 CP LI, TE4HE IR T GDCA 1E N H-FIMIENRSS
PR HEROUETS A TSR AEIE 5 LA ARRL (S B A E AR5 1. T GDCA IET
AT 7 B AT WA 2 AR CP 9% EV CPS [, vk g XHIE S i P A AT

As a Certification Authority (CA), GDCA generates root and intermediate certificates, and issues
certificates to subscribers under CP restrictions. Based on different types and application scope,
digital certificates may be used by subscribers to process SSL, code signing, e-mail signing,
document signing, identity authentication, and other different applications. Relying party could
decide whether to trust a certificate in accordance with the requirements of the relying party’s
obligations in this CP.GDCA Certification Practice Statement (CPS) accept the discipline of CP,
elaborates the definition of GDCA digital certificates and the methods to provide these certificates
as well as the corresponding managerial, operational and security measures. All certificate
subscribers and relying parties under GDCA must refer to the provisions of the CP and its relevant
CPS to determine the usage and reliability of the certificates.
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1.1.3. GDCA ZE#J GDCA Architecture

A CP 7% GDCA W EV i B m 5%, GDCA [FIEH ARSI (CA) #%[EA CP
il EV CPS, RA %A CP K A< CPS #HATUE T ARSS B S 7, 11 77« M 7 K oAt
AR SR B A CP M AHIE EV CPS R EXTUEBIE . (BEIFBATH M L 5.

The CP is the highest strategy throughout the GDCA architecture. Certification authority (CA) under
GDCA formulates CPS in accordance with CP. Registration Authority (RA) authenticates
certification requests according to this CP and its related CPS. Subscribers, relying parties along
with other correlative entities determine their rights for using and trusting the certificates as well as
perform corresponding obligations on the basis of the CP and its related CPS.

GDCA EV CP
GDCA EV CPS
|
I I
E RA1
iy Al

WHT7
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GDCA EV CP

GDCA EV CPS

l
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Subscriber RA1

Relying .
Party Subscriber
Relying
Party

1.1.4. GDCA EV iEP BEXRZE#¥ GDCA EV Certificate Hierarchical

Architecture

GDCA HEif 34 EV HRIFE+H, 4r%]9 GDCA TrustAUTH R5 ROOT ilF . 2
& R5 # CAiEF5. GDCA TrustAUTH E5 ROOT k4. &R CA Ti%&4 CA, LI%
KFFAEH . GDCA A& KANFH L CAEF .

Currently, GDCA has 3 EV root certificates, including GDCA TrustAUTH R5 ROOT certificate, %%
I R5 #R CA certificate, GDCA TrustAUTH E5 ROOT certificate. Each Root CA has Subordinate
CAs to issue subscriber certificates. GDCA does not issue external Subordinate CA certificates.

1) GDCATrustAUTH R5 ROOT
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GDCA TrustAUTH R5

ROOT
GDCA TrustAUTH R4 GDCA TrustAUTH R4 GDCA TrustAUTH R4
EV SSL CA EV CodeSigning CA Plus EV CodeSigning CA
EV SSL Server EV CodeSigning EV CodeSigning
Certificate Certificate Certificate

GDCA TrustAUTH R5 ROOT ik ¥ E $H K &y 4096-bit, i 3 M2 EV CAIE
5, Hr: (1) GDCA TrustAUTH R4 EV SSL CAiE, HIKE N 2048-bit, 25K %
EAK A 2048-bit 1] EV SSL 45 #31E+; (2)GDCA TrustAUTH R4 EV CodeSigning CA
IR, K FE R 2048-bit, 25K %K 2048-bit 1) EV RIS ZIEH; (3) GDCA
TrustAUTH R4 Plus EV CodeSigning CA iE15, #Z4HK N 4096-bit, 25Kk KL N
3072-bit 1) EV RS ZIE TS .

GDCA TrustAUTH R5 ROOT ilE+34%T- 2040 4 12 H 31 HF|H.

GDCA TrustAUTH R4 EV SSL CA iE- 154 7E 2030 4 12 FJ 31 HFH, 2027 41 7 1
Hi, BAEE % CAIERERIT ES.

GDCA TrustAUTH R4 EV CodeSigning CA ilE 1344 7E 2030 4 12 A 31 HEI#{, 2021
F6H1HE, SAFMEHZ CAIERZERIT FIEf.

GDCA TrustAUTH R4 Plus EV CodeSigning CA 1IFH#7F 2035 4E 12 A 31 H FiH,
2032 4F 1 H 1 Hig, HAFMEHZ CAUERE R FHE+.

The length of GDCA TrustAUTH R5 ROOT certificate root key is 4096-bit. There are three EV
Subordinate CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA is 2048-bit
lengths and responsible for issuing 2048-bit EV SSL Server Certificates. (2) GDCA TrustAUTH R4
EV CodeSigning CA is 2048-bit lengths and responsible for issuing 2048-bit EV CodeSigning
Certificates. (3) GDCA TrustAUTH R4 Plus EV CodeSigning CA with key length of 4096-bit is used
for issuing RSA 3072-bit EV CodeSigning Certificates.

GDCA TrustAUTH R5 ROQT certificate will expire on December 31, 2040.

GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. As of June
1, 2021, GDCA has stopped the issucane of subscriber certificates with this CA certificate.
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GDCA TrustAUTH R4 Plus EV CodeSigning CA certificate will expire on December 31, 2035. From
January 1, 2032, GDCA will no longer use it to issue subscriber certificates.

2) iU R5 R CA

HeL s AARSHCA

Y
WL ALR4 EV
iR % 24FF CA

h 4

EV SSL Server
Certificate

$rez iR R5 MR CA IE PR B 43K B8 4096-bit, N #t 1 AN CAET: Hrhf
fR R4 EV RS FIET CA, HEAKEAN 2048-bit, 25K % EHK A 2048-bit 1) EV SSL
i & e

Koz AQ RS MR CAUEFSKET- 2040 £ 12 A 31 H 2,

H AU RAEV RS AIEH CAETFRAE 2030 4F 12 7 31 HEIM, 2027 /£ 1 H 1
Hi2, B % CAERE& LT FIES.

The length of #(Z 748 R5 8 CA certificate root key is 4096-bit. There is one Subordinate CA under
this root CA: {8 R4 EV iR 45 23IE 15 CAis 2048-bit length and responsible for issuing 2048-bit
EV SSL Server Certificates.

2z R5 R CA certificate will expire on December 31, 2040.

Bz R4 EV RS2 1E TS CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

3) GDCA TrustAUTH E5 ROOT

GDCA TrustAUTH E5
ROOT

GDCATrustAUTH E4 EV
SSLCA

EV SSL Server Certificate
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GDCA TrustAUTH E5 ROOT k-l B )% i 5HE A ECC, iEHKE N 384-bit,
T 1A CAUEF: GDCATrustAUTH E4 EV SSL CA , K ¥ N 256-bit, &k
AR N 256-bit 1] EV SSL IR 45 28IE 1

GDCA TrustAUTH E5 ROOT iE-544 - 2040 4 12 H 31 HZI.

GDCA TrustAUTH E4 EV SSL CA ilE45# £ 2030 4F 12 /] 31 H 2], 2027 £ 1 7 1
Hid, BAEMHZ CAIERERIT T ES,

The length of GDCA TrustAUTH E5 ROOT certificate root key is 384-bit using ECC algorithm.
There is one Subordinate CA under this ROOT CA: GDCA TrustAUTH E4 EV SSL CA with 256-bit
key length is responsible for issuing 256-bit EV SSL Server Certificates.

GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA B CA/NI % #2181% (CA/Browser Forum) & A (3 f BoEE 45 46 B (K B
WASELSR, LK Baseline Requirements #H/T25 &k FIE#L EV FUiib 1, wEAAE HEH
oL, IR RS AR AT A IR BEAT 21T CP. WA CP A CA/MI B 4% 18 1%

(CA/Browser Forum) A7 FIAH SRHRRTE o I 26 30 A — Zsh g7, I EL CARI 48183
TE AR AT IR TE 9 HE
GDCA issues and manages the EV certificates based on the latest version of Guidelines for the
Issuance and Management of Extended Validation Certificates, Guidelines for the Issuance and
Management of Extended Validation Code Signing Certificates, and the Baseline Requirements
published by CA/Browser Forum. GDCA regularly checks the status on CA/Browser Forum’s
website and continuously revise this CP if there is any update. In the event that a discrepancy

arises between interpretations of this document and CA/Browser Forum, the CA/Browser Forum
shall govern.

HHE IETF PKIX RFC 3647 CP/CPS HEZY, 7 CP JL4r ML/ &E™, Wi GDCA iE+H
ARG AT s B i 22 Al s i, VS5 A iR . AR EH RFC3647 HBEAAR KN F g =X,
AR “ANEM” RN ZENAER .

Pursuant to the IETF PKIX RFC 3647 CP/CPS framework, this CP is divided into nine parts that
cover the security controls and practices and procedures for GDCA's certificate services. To
preserve the outline specified by RFC 3647, section headings that do not apply are accompanied
with the statement “Not applicable”.

1.2. X4 RRE#RRR Document Name and Identification

AR (B AR R B IR A F] EV IEF 5% ) (fa#% (GDCA EV CP).
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A CP)o FARARA CP MIMEITERIESHM. A CP HONRESRIUEA: AL SR 7>
e —NME— B BAR IR, BAARTZ LA CP 5 1.4.1.3 11,

A% CP Ao 3R AR AT, GDCA M R4 SRR AS 5 o S A T B R A — 201
7

This document is called "Global Digital Cybersecurity Authority CO., LTD. EV Certificate Policy"
(abbreviated as “GDCA EV CP” or “this CP”). Please refer to Appendix for detailed revisions of this
version. Certificate policy for each kind of certificate is assigned a unique object identifier in this CP.
Please refer to CP section1.4.1.3 for details.

This document is the Chinese-English bilingual edition of GDCA CP, and GDCA should make sure
that there are no material differences between the Chinese and English version.

1.3. PKI 53 PKI Participants

1.3.1. B INEARS LI Certification Authorities

HLFIMIEAR 55 ML) ( Certification Authority, TR CA) Z&AR EV IET 5244 . GDCA
R (R NRILHE B 72225 CETIMIEARS B HIME) MUE, WGBS
G = B IMIEAR S LA . GDCA il 45 M i1 152 B G sh (K185 5 EARAUR EV H
UE . SRAEUEFSIUE AR %5 55 F B M o MBS B 1 5 5 4k

GDCA is a trusted third-party electronic authentication service authority established by law based
on "Electronic Signature Law of the People's Republic of China" and "Measures for the
Administration of Electronic Certification Services ". GDCA becomes a participant in electronic
authentication activities by issuing EV certificate and providing certificate verification service to the
parties who engage in electronic transactions.

1.3.2. MY Registration Authorities

ALK (Registration Authority, fF8 RA) UK CA EEIEMEFE, il EV
WEHEE S, HHESIEL EV IEFHRiEE
GDCA fEN EV UEHH) CA i@ BN, BATHAE EV IE RA, AT AATHOL RA.

Registration Authorities (abbreviated as RA) set up registration process on behalf of CA, confirm
the identity of applicant, and approve or reject the applicant.

As a CA operator of EV certificate, GDCA serves as RA of EV certificate by itself, and no longer to
set up another RA.
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1.3.3. T J* Subscribers

PR BV AL A BT g0E (e —SEAR,  JAT 0 5 JLAE A5 e — 3 B AL B (1
RAPERIRL T PAEA CP [YE B N EV AIE-FS, JF&EA CP Z15E 1 3 55«

Subscribers, the entities that receive certificates from CA, include individuals and organizations
accepting certificates from GDCA. Subscribers and applicants would not always be the same; in
this case, applicants need to ensure that they have obtained explicit and appropriate authorization.
Individuals can be divided into a natural person and a person who belongs to an organization;
Organization contains all kinds of government organizations, enterprises and institutions and other
social groups. Usually, an organization has a legal personality or National Organization Code; for
equipment certificates, due to the particularity of the entity contained in certificates, subscribers are
usually organizations or individuals who own the equipment, and would assume the corresponding
obligations.

GDCA RXf#IIENNM AL EV IEF, A HARNRS EV IE RGN KR
%o

GDCA only issues EV certificates to legal entities and doesn’t provide application and issuance
services of EV certificate to natural person.

1.3.4. I Relying Parties

A5 T A5 AR AL FEPS A S o MRS R DLRIE T 7, AT AASEIEF T

Relying Parties are entities who engage in related electronic certification activities based on the
reliance of electronic signature provided by GDCA. This entity may, or may not be a certificate
subscriber.

LHEAF B AT —TKUET, AT DA R UE B RS S, AR B IE R 41
#* (CRL) Hffiff] OCSP Jj NAWIEIRZS . Ay izt & B § % Ja 4 BEWS (51
— KIS

To trust or use a certificate, a relying party must verify revocation information of the certificate by
looking up the Certificate Revocation List (CRL) or searching the certificate status with OCSP
servers. Before relying party trusts a certificate, a proper review process must be executed.

1.3.5. HAthZ 53 Other Participants
HoAh 2 53 7248 )y GDCA I HL 7 IAUETE B3 HEAH 5 ik 55 1 A S 44

Other participants are entities that provide related services in electronic authentication activities of
GDCA.

10
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1.4. EFRMHA Certificate Usage
1.4.1. EE R Appropriate Certificate Uses

GDCA %51 EV IEBEEM T SR, Nt aeid ik 52 2 H GDCA 2K
1 EV A, BERMZIER PR ESIERHAR, JFHOaEd a4 Harfem &
i ERIREST -

EV certificate issued by GDCA is mainly used for identification. When the EV certificate is verified
and confirmed the issuer is GDCA, it means that the information contained in the certificate is true
and effective, and has passed the appropriate and reliable authentication procedure.

1.4.1.1. EV SSL R%-2E+H EV SSL Server Certificates

EV SSL AR 45 #8E 15 F - 980F UE 5 A bR R 0 191 265 32 AL AR 55 2% 53R IR 3542 1) 5 47
DA KA 12 48 i 55 4 B CELIBE 33042 FRVE A HLAG 477

GDCA A REICATF EV SSL RS- #ilE+s, FREMIAT k44 4h, EV SSL RS AHIE+S
BRI A R, g4 . BURIERE 5.

EV SSL server certificate is used for verifying the contents of certificates including: identity of
network server, internet domain name and identity of organization who owns this server or domain
name.

GDCA does not issue wildcard EV SSL server certificate. The types of domain names like business
domain name or government domain name, except wildcard domain name, in EV SSL server
certificates are not restricted.

1.4.1.2. EV %4 4EF EV CodeSigning Certificates

EV AU A2 UE 1 T3 UEIE 15 s AR iR i AR S A 7 B A 7 (K B 47

EV CodeSigning certificate is used for verifying the identity of program provider or publisher.

1.4.1.3. ZREBHIER KB RAFREF  CP Object Identifiers of Certificates

TEAR CP A oNREZE EV IR HIIE 15 56 W& T 43 e — /N ME — PO S bR IR 5, BARI .
EV SSL JIR %5 #eiiF H 55 m% : 1.2.156.112559.1.1.6.1 }% 2.23.140.1.1
EV fURS25 42 iF 55 0% 1.2.156.112559.1.1.7.1 % 2.23.140.1.3

GDCA assigns unique CP object identifiers of different EV certificate type in this CP, the regulation

11
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is as follows:
EV SSL server certificate policy: 1.2.156.112559.1.1.6.1 and 2.23.140.1.1

EV Code signing certificate policy: 1.2.156.112559.1.1.7.1 and 2.23.140.1.3

1.4.2. FR 1| BE S5 B A Prohibited Certificate Uses

EV iEBERA T EidBUE RS, AR T ATEA T AREE T ak
SRR, BUH TERPIRNS &, RS R R BLI S e
WAL, B lEn RABRSEH RG T, FOVE RS T R 800, A
DA B IR B R

EV iEBERIEAEAR (TS S [ 205 O K 2 e s T A, AR IEAE
AEA HVEAU IR VE S BOE AR LR AR DL 25 TR, A0 i i s R P A C
A&AH

Except the scope of certificate usage specified above, EV certificate is not designed for, not
intended for, and not authorized for control equipment in danger, or for the occasion prohibited to
fail, such as operation of nuclear equipment, navigation or communication systems of shuttle,
control systems of air traffic or weapon. These faults may lead to personal injury or serious
environmental damage.

EV certificate is prohibited to be used in the circumstances that in violation of national laws,
regulations or undermine national security; in addition, a certificate is prohibited to be used in
business that involves criminal activities, or in business forbidden by laws. Otherwise, legal
consequences caused by the above circumstances must be taken by the subscribers themselves.

1.5. $EEREFB Policy Administration
1.5.1. SREE RSB B LM Organization Administering the Document

GDCA %4 HIEZE 51454 GDCA HLFIEMRSS A SRus 1 fae e i FIALA, 47 B ol
S HEPRIRIEA CP.,

GDCA A RISZ i sk A T AREEE . ATEBH O, BHho. ERAPO, &
FHRSS O S A YR A SRR AR

GDCA Security Policy Committee is assigned as the document management authority responsible
for establishing, publishing and updating this CP.

The committee consists of the relevant representatives with the right of decision-making from
GDCA's management, administrative center, marketing center, technology center, customer service
center, etc.
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A SRS SO RS AR AR 5555 H AR AT BUE BT 458 .

GDCA administrative center is responsible for external consulting services of this policy document
and other related routines.

1.5.2. EXZ& A Contact Person

1.5.2.1. iEHHERS Certificate Problem Report

RS 1) 35 A IR R 1 SR AU DA 77 N2 — 3258, HAE B g R AL 15
T B A 5L -

® KHRFEZ: webtrustreport@gdca.com.cn; BY

® {Hi: 95105813

Any certificate problem reports or certificate revocation requests shall be submitted through one of
the following ways, and certificate revocation requests must be submitted in writing:

® E-mail to: webtrustreport@gdca.com.cn

® Call: 95105813

1.5.2.2. CPS [a/f% CPS Related Issues

BRI T: GDCA {TBUEHAI]

PRAN: Tt

H3EHhE:  gdca@gdca.com.cn

R HLIE: +86 20-83487228

fEH: +86 20-83486610

Huhk: e NRERIE ) ZR48) M TE 75 X e % 112 5 BRVLIEIBR K E 30 #% 3001

[t

4 : 510030
Contact Department: GDCA Administrative Department
Contact: Ms. Wang
E-mail: gdca@gdca.com.cn
Tel: +86 20-83487228
Fax: +86 20-83486610
Address: Unit 3001, 30F, Pearl River International Building, No. 112 Yuehua Road, Yuexiu District,

Guangzhou City, Guangdong Province, the People’s Republic of China
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Postal Code: 510030

1.5.3. WR5E CP fFESRIGHIMLHM Person Determining CP Suitability for the

Policy

A CP H1 GDCA %4 5insZs i itk , 454 CP MBI FIRRAAS & .
GDCA %4 %mgZE <M 5iikii GDCA f] CPS RHEMFEA CP, =ity E
GDCA 1] CPS s& 15 54 CP AHI&E M AL -

This CP and the corresponding modifications and version changes should be approved by GDCA
security policy committee.

GDCA Security Policy Committee is responsible for assessing whether GDCA CPS is in
accordance with this CP as well as approving and deciding whether the CPS of GDCA corresponds
with the CP or not.

1.5.4. CP #it#EFEF CP Approval Procedures

A% CP i GDCA ‘% &5l 2% il o FAE MR R H 55 A F ALV RN UL E 3 » 2
2 GDCA ‘% &I &R i it HE S % .

After drafted by the team designated by GDCA security policy committee, the CP is submitted to
GDCA security policy committee to audit.

1.5.5. CP {&1] CP Revision

GDCA Rt CP BEAT ™ kg HURCAIZ ], I i 2 2 SRk & A 2 ST R T HL.

GDCA 4 H KM BUREM . HRER ., W55 K REIEHL LKL CAIR Y3 81
(CA/Browser Forum) KA 4 R 4GEIE 548 # (Guidelines for Extended Validation
Certificates) DL Baseline Requirements [ Z2 3R 1T A CP, CP 4w’ /N AR
ORI E CP BTN, #2538 GDCA LA RKE N H %, @uBnaittE,
IE7E GDCA B 77 Mt b kA .

A CP Z/DRFEI —IR. WERTNENS), WHESERAS . B AT E . A%
RN EIPSEEIARTERS S

GDCA will implement strict version controls on this CP, and such work will be arranged by the
GDCA Security Policy Committee.

This CP will be updated in accordance with the change of national policies and regulations,
technical requirements, business development, as well as the latest requirements of the Guidelines
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for Extended Validation Certificates and the Baseline Requirements published by the CA/Browser
Forum. The proposed suggestion of modification will be submitted by the team which is responsible
for writing this CP based on relevant changes, then it would be reviewed by the GDCA Security
Policy Committee. After approved by the committee, GDCA will publish the CP on the official
website.

This CP is updated at least once every year. Even if no other changes are made to the contents of
this CP, GDCA will increment the version number and update the release date, effective date, and
the change log of this CP.

1.6. EXHZEE Definitions and Acronyms

1.6.1. ARiEE X —%FE List of Term Definition

RiF & X
GDCA %A 3KIEZE 12> | GDCA NUF RS54 2 A (1) B v Sl BRI B LA AT CP — 2K
PEYENLA o
HL T UIEAR &5 WL TN, BR, B R EEIE BRI, 1ZARIEEH
TR CAs K HiZf CAs.
LA ALK (Registration Authority, RA) 4 5T ALFRIIE S B i

HRREFIT RS R, IR R INIE RS AL, A
IR ZAUEF I B R LE ML R N SR, S DTRIE S S
T SRR AN S, R BAREIE BRI R, AR T
IR S5 AR b v S e 5 B R S ) R

SE R4 T 3, TSRS S dbie .

UEPHUEH & HI 28 A UE S 1 FE T UAIEAR S5 L (CAD B R AT B v 2844,
L2 I 53T B LR E P ) A I TRk A1) 36

L AR 55 R P SGEF RS, Bk, B E A A BEAEZE A — 43U

84 ARG BLE R R IR

5 A PR E A ARG TIRPIRA R THITH SO SRR A

FELRIE IR WX FELRUEF A A VI, AT 7 W B W 4 S A 3 )
R

A H1 2 FI0 A B AR DR ) D T B, TRl R
B0, S B I R BTN e ROt

N AP AT BRI RA R AT RV, AT M

fEH], DS SR NN AV — QI 874, M/l
AT IE R, DMEDCH SRV A 2 D0 A5 B AT

g
AGIER B B TLZE T ITNE RTNDNC NI NS TV S ey
FUIET AIHBMHI RO R, SR, T
BRIt
AR (SR F- SR RV B 6 06 2 A2 1 PO S P

AR, i RT A AES .
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Bk IR B ) FFER CP &A1 8.3. FTiR ZR 1) H AR N Bk sk

W7 WA WAIE ) B SR NBEA Sk

0 B RAE T AR NBOEE SR, H 20T 2 Uil s A 4%k
AP IIEEAYNCIRERE SN

ADRR7IN IEIR WU S E G ANAT P 2 B, Z e 7
&7 IR 15 BT

WebTrust CPA I K& X E RS WA 1) WebTrust Tl H I IAT FRiE

GDCA Security Policy | It is the highest management and monitor function for CP and the
Committee decision-making agency pursuant to CP within the GDCA certification
services system.

Certification Authority An organization that is responsible for the creation, issuance,
revocation, and management of certificates. The term applies equally
to both Roots CAs and Subordinate CAs.

Registration Authority A Registration Authority (RA) is responsible for processing service
requests from certificate applicants and certificate subscribers, and
submitting them to the certification authority for the final certificate
applicant to establish registration process. RA is also responsible for
identifying and verifying certificate applicants, initiating or transferring
certificate revocation request, and approving certificate renewal or
re-key request on behalf of the certification authority.

Certificate An electronic document that uses a digital signature to bind a public
key and an identity.

Certificate Revocation List | A regularly updated time-stamped list of revoked certificates that is
created and digitally signed by the CA that issued the certificates.

Certification Practice | One of several documents forming the governance framework in
Statement which certificates are created, issued, managed, and used.
Domain Name The label assigned to a node in the Domain Name System.

Fully Qualified Domain | A Domain Name that includes the labels of all superior nodes in the
Name Internet Domain Name System.

Online Certificate Status | An online certificate-checking protocol that enables relying party
Protocol application software to determine the status of an identified certificate.

Private Key The key of a key pair that is kept secret by the holder of the key pair,
and that is used to create digital signatures and/or to decrypt
electronic records or files that were encrypted with the corresponding
public key.

Public Key The key of a key pair that may be publicly disclosed by the holder of
the corresponding private key and that is used by a relying party to
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verify digital signatures created with the holder's corresponding private
key and/or to encrypt messages so that they can be decrypted only
with the holder's corresponding private key.

Public Key Infrastructure

A set of hardware, software, people, procedures, rules, policies, and
obligations used to facilitate the trustworthy creation, issuance,
management, and use of certificates and keys based on public key

cryptography.

Publicly Trusted

Certificate

A certificate that is trusted by virtue of the fact that its corresponding
root certificate is distributed as a trust anchor in widely-available
application software.

Qualified Auditor

A natural person or legal entity that meets the requirements of section
8.3. of this CP.

Relying Party

Any natural person or legal entity that relies on a valid certificate.

Subscriber

A natural person or legal entity to whom a certificate is issued and who
is legally bound by a subscriber agreement.

Subscriber Agreement

An agreement between the CA and the Applicant/Subscriber that
specifies the rights and responsibilities of the parties.

WebTrust The current version of CPA Canada’s WebTrust Program for
Certification Authorities
1.6.2. YEmgAE B H & X — %3 List of Abbreviations and their Meaning
CA Certification/Certificate Authority B E AR 5 ML
CAA Certification Authority Authorization DAENUIRZRL
CP Certificate Policy TEB A
CPS Certification Practice Statement AT S5 3]
CRL Certificate Revocation List TEB RN 3
CSR Certificate Signing Request e
DBA Doing Business As ERIEA S
DNS Domain Name System 14 %%
EV Extended Validation I TE /8 BRI
(US Government) Federal Information Processing | 2wy BEHUE EAb
FIPS Standard
L
FQDN Fully Qualified Domain Name S A TR R IR 44
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Global Digital Cybersecurity Authority CO., LTD. $; 22 B AR R 35 0 A TR
GDCA
AT
gTLD Generic Top-Level Domain i TR 4
IANA Internet Assigned Numbers Authority LR S 4 B L
Internet  Corporation for Assigned Names and | & w5 42 5 15 4 2 43 i
ICANN | Numbers
B
1SO International Organization for Standardization B A, 441
KM Key Management B T
LDAP Lightweight Directory Access Protocol R H 15 N
LRA Local Registration Authority A HBE LA
OCSP Online Certificate Status Protocol TERIEF R AL
State Cryptography Administration Office of i 55 P25 A5 1
OSCCA | Security Commercial Code Administration of
China IMVAE
PIN Personal Identification Number A NG AR
PKCS Public KEY Cryptography Standards INFL B B A
PKI Public Key Infrastructure INEF LR
RA Registration Authority FEFHLAL
Request For Comments 75 SR VT I v (— o LI
RFC o
W AR AE)
SSL Secure Sockets Layer Pl A
TLS Transport Layer Security ety Rz A
2.k fi 5 18 B E % /£ Publication and Repository

Responsibilities

2.1. 1B JFE Repositories

GDCA HIH T INIEE BN AL T N IETEEE (CP). BT IAEML 55 B
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(CPS). iFP. iEPRU4EFIFER (CRL). IFPBELIRSEH (OCSP) 4,

GDCA repositories should include the following: CP, CPS, certificate, CRL, OCSP, etc.

2.2. 2B K KA Publication of Information

GDCA 7£ 5 J7 M3 https://www.gdca.com.cn & #ifs B %, %Ml /& GDCA KA i
fE R B, BN RBUR I RIE.

GDCA it H s k45 4% R AT T 7 BUEF AT CRL, 11 7 BT AT i i 5 ii) GDCA
R MERBGIE T 015 BARASE 1512 R, GDCA RHELAE ARG RS, 1T
FHERARAS 5 R SR AT IR A S

[FII), GDCA 4 2x 4 75 ZER HUHA v] B i k4715 B R AT

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website is

the primary, most prompt and authoritative channel to publish all information about GDCA.

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain in formation
of certificates and CRLs through GDCA'’s official website. Meanwhile, subscriber or relying party
can get the current status of certificate instantly via OCSP service provided by GDCA.

Meanwhile, GDCA may also release any related information in other possible forms.

2.3.  RATHIES[E)FIFHZ Time or Frequency of Publication

GDCA fEI] FHUE B AR B AR, @l B 77 Wk B3R CRL KA, KAl
JA g 24 /NiF, - H nextUpdate B¢ IFME AN t thisUpdate (B 1) 10 RPL E; 7EREH)
fH53L T, GDCA 1] LLEAT Y& UE 51 CRL ARl GDCA RR4F R AT — X L IAIUE
MRS BRI CAE BRI (ARL).

R LA A R B B AT TR R, B GDCA BT vk, X & A % A
I L, I R A B R BRI .

GDCA releases automatically the latest certificates and CRLs via official website and the CRLs are
issued every 24 hours and the value of the nextUpdate field is not more than ten days beyond the
value of the thisUpdate field. In particular, GDCA can choose time to release the certificates and
CRL in case of an emergency. GDCA releases CRL of CA (ARL) once every year.

GDCA can individually choose the time and frequency of releasing other information of repository.
The release is timely, efficient and consistent with the requirements of the laws.
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2.4. 5 B EEVs E#EH] Access Controls on Repositories

GDCA 15 B BIfE AT A TF R AT ARFT NARRENS BB, T IXL(F S A1k
U IR ASSZAE AT FR A1 o

GDCA il M 2 B, Rgi w4t 2 BH R LA Ll RN &
FREATE B ERIIEIN. MIER. B KATERIE,

The information in GDCA repository is publicly available. Anybody can read the relevant information,
and there are no restrictions on the read-only access of such information.

With network security, secure system design and security policy, GDCA ensures that only
authorized employees can add, delete, modify and publish the repositories.

3. iR 5 X5 Identification and Authentication

3.1. #§4% Naming
3.1.1. 44357 Type of Names

GDCA 2K 1) BV BUFIE B & X.509 Frift, rMeeaibBiia & m a4, K
I X.500 fir 44 77 3.

EV SSL iEF5 1 EV AR5 44 1UE 15 iy 44 BRI SR AL AT T KA AZ A CP i) %E 1Y
CPS w1, JfHEFR CAINEZS 8t (CA/Browser Forum) i#id www.cabforum.org & 4f
HIFREE 58 LR B ER A — 3. EV SSL AR EV AU RE A% 415 1) B 44 0 20 B 25
4 (common name, CN=) W%, Zidaik i & b R S 54 . HUK il iR 1
Hudk . MU SR RS

EV certificates issued by GDCA conform to X.509 standard and naming rules of Subject
Distinguished Name assigned to certificate holder is in accordance with X.500 standard.

Naming rules and requirements of EV SSL certificate and EV code signing certificate must be
stated in the CPS customized according to the CP, and in line with Section 9 requirements of
Guidelines published by CA/ browser Forum at www.cabforum.org. Distinguish name of EV SSL
certificate and EV code signing certificate must contain common name (CN=). Common name after
verification should contain domain name, organization e-mail address, organization valid name, etc.

X+ EV SSL MRS #HET, B s A2 A in 2 32 @ 44 A, iy =8 RE FH 44 8 45
%, WAL B — AN H BLAE £ ) 44 B AR A
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For EV SSL server certificate, all domain names are added as the Subject Alternative Name and a
primary domain name shall be used as the Common Name.

3.1.2. Xt an4 A B X HIESR Need for Names to be Meaningful

VTP T LA 1 4 A — S R R S 3T P A A 0 AR 4R,
I 24 A 5 B M B R0 R0 2 LR 2558 LR B 1
ML, 3 LT DRG] . T AR5 FRI 4 5 Ak e B AR Y 2
K.

Names in subscriber certificates should have a significant meaning. Subject Distinguished Name in
subscriber certificate shall definitely indicate the identities of certificate holders or specified internet
servers, internet domain names or software publishers; it shall be identified by relying parties. The
naming rules of Subject Distinguished Name shall meet the requirements of relevant laws and
regulations.

3.1.3. TP RIE4 B4 Anonymity or Pseudonymity of Subscribers
AR HEA . hZBEIED, IEPhWARMEAES. h4.

Subscriber cannot apply for certificate with anonymity or pseudonymity stated in this CP.

3.1.4. R Rl 42 IR Rules for Interpreting Various Name Forms

1K X.500 i 44 iy 44 KU R o

The format of DN conforms to X.500, and naming rules of DN are defined by GDCA.

3.1.5. 1 44 By ME—4E Uniqueness of Names

GDCA NARUEZ R AT P HAEY, HEAREH, £ GDCA SR N &E—
o AH—ANVT P a] DL P 9k sl DL_E Ao TR — S 32 U 50 44 FOE 35

Subject DN of certificate must be unique for different subscribers in GDCA trust domain. But a
subscriber can hold more than one certificate using the same subject DN.

3.1.6. A% R4 E Naming Dispute Processing

GDCA ANRABMFRAEF g & T ar B UL T, KAEMSGN, 177 3BT
FHEN U B T 5 D R
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GDCA doesn't assume the responsibility of solving naming disputes during certificate application.
When dispute is occurred, subscribers shall submit above issue to judicial institutions or
administrative departments.

3.1.7. BARKIRE. XA 5 4 Recognition, Authentication, and Role of

Trademarks

GDCA 25K e+ 1 AR B 4 h A SRR 4

Subject’s DN of certificate issued by GDCA does not contain any trademarks.

3.2. #IEEHHIA Initial 1dentity Validation
3.2.1. IE BHA R AR5 Method to Prove Possession of Private Key

EV LS B & DL AUE I RAT 5 T2 E M A PR SR, IR A 5 i S AR IR
FHIFHE T USRS (PKCS#I0). HE 5 M SR %IRRT, 5% GDCA
FORMHEUE R T7 20, ARSI A LE B o3 BC )2 SIAF A BRI RZ T PIN fidh)

.
2

Applicants must prove that he/she holds the corresponding private key to the public key being
registered. You can use the ways of digital signature contained in certificate request messages
(PKCS#10) or other equivalent method to identify the secret keys, or some ways required by GDCA,
such as initial information (distributed key medium and its PIN code), etc. to prove that you holds
the relevant keys.

3.2.2. Pt B4 1% 3] Authentication of Organization Identity

TEXS WU S BEAT S 00, S I AR B 2 B iC Sk AE EV CPS 1, JFHZEAM CA/
M EEs e ts (CA/Browser Forum) i#id www.cabforum.org & AR 1145 FE 55 355 70 19 2
RAH—5 HiEH & EPrEiE4 (internationalized domain names, IDNs) i, iFH
1EE BRI A R 55 O3 - Chomographic spoofing)

The identification procedures for organization identity authentication must be stated clearly in
GDCA EV CPS and comply with the Section 11 of guidelines released by CA/Browser Forum at
www.cabforum.org. Homographic spoofing should be prevented if the certificate contains

internationalized domain names (IDNs).
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3.2.3. MA B4 % 5] Authentication of Individual Identity

GDCA N2/ NH 1) EV i HiE .

EV certificate does not accept individual application.

3.2.4. VA AT P48 B Non-Verified Subscriber Information

EV 3 BT A (0T 3 B AT B

All information in EV certificate must be verified.

3.2.5. BRI Validation of Authority

PV P I TP NIPBIE ML 5 I, N34T 4 R SR E
1. JEIEEE =07 S iE B AR S5 s e BURF 32838 1188 R 1 S5 D7 sz AL
FAFAE S
2. JEIEHTE. A PR IS B R L R I B A [ A 5 HORBHIE N R T B
B AR HARERAT A2 3L o
GDCA N fo¥F & 457 LA R HIEIE S . 35 HEE DL B 48 € 17 ) LUk
ATIE HE I BOZA N, W GDCA AR AEIZARE N 53 LAMAEATIEFS FE I K -
FENCEN S # OAZ SER BTG SR, GDCA B[] B i 38 H (I OB RIS 5

The following verification processes shall be taken when agents authorized by subscribers apply for
certificates:

1. Confirming the organization validity by using third-party identity verification service or
database and reviewing documents issued by government.

2. Using telephone, postal letter with return receipt, employment proof document or any
equivalent way to confirm that a person belongs to above organizations and his/her behaviors
are authorized by these organizations.

GDCA should allow an applicant to specify individuals to request certificates. If an applicant
specifies, in writing, the individuals who may request a certificate, then GDCA should not accept
any certificate requests that are outside this specification. GDCA should provide an applicant with a
list of its authorized certificate requesters upon the applicant’s verified written request.

3.2.6. H¥AEAHEN Criteria for Interoperation

P AR B UGE RSB, ATLLYS GDCA HEAT H#RAE, (H2iZ i ARG
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HUFIH) CPS & GDCA CP #K, Jf H5 GDCA 252 HH R #h il

GDCA BHRAE LN ZE, #329E GDCA MIEIENM S MEE, Az sk
FAREFRIUESS o

BEHAI, GDCA RZERAEMAEXAEF,

NS R FEE R LA FE . GDCA 7™ 4% T LASRAT

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS
are in compliance with the requirements from GDCA's CP and sign related agreement with GDCA.

GDCA accepts the information authenticated by other CAs and issue corresponding certificates
based on the agreement.

To date, GDCA has not issued any cross certificates.

If there are provisions of national laws and regulations regarding interoperations of issuing
certificate, GDCA will perform strictly according to relevant legislations.

3.2.7. B35 RIR FIHER T Data Source Accuracy

FERAE AT B KPR AR O TR AR RIS F 2 BT, GDCA XHZRUR I T s, e
Wbk, KOG BRSO PUhEREAT VA, JFE B BL TR
PR 45 B I EERR s
ELSRREE HIbETE
HAR N, SRR H 0
£ €1Ep AV AN DAER VS Q7] LT o
Dhy e B A PR M L
A PPt R AR S e SRR R A5 ) 8l S (e TR AN I IE 525 K AT 13 H
JU] GDCA RI Fl i 54 e S

o ~ w bdpoE

Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its
evaluation:

1. The age of the information provided,

2. The frequency of updates to the information source,
3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and
5. The relative difficulty in falsifying or altering the data.

GDCA may use the documents and data to verify certificate information, provided that it obtained
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the data or document no more than thirteen months prior to issuing the certificate.

2020 4 10 H 1 H2, 7EAFIEASeR gL AL LUK 2 EV SSL - S8 %
IRUFER 2 BT, GDCA HffZiisid 4% CP #4T 2.1 H ik f¥) GDCA 15 B JE, AFFH#ER
EV SSL iE i o A% ik {8 AR SR T R LR B4 SR

SRR ACAE WL FROAE 26 20 28 /DI i DA A28
o EASIN{E S LA VR0 SEA S AL T LA (Elan A2 Bk REIX st A
® U F & W W 4% % W M : “ subjectjurisdictionLocalityName ” ( OID:

1.3.6.1.4.1.311.60.2.1.1 > , “ subject:jurisdictionStateOrProvinceName ” ( OID:

1.3.6.1.4.1.311.60.212 > , J “ subject:;jursidictionCountryName ” ( OID:

1.3.6.1.4.1.311.60.2.1.3), i FH SR G IC R Hh AE BB RAE TR, BRI 44

FACAEMHLRE F AR X 5
® R SR G A WA LA A FH Ry g AR B TE VN 0 75 98 o v e 5 T

52 ks A EE T

® ZiTidsR, B HRINAIGIN. MBS E,  )FE RE ME—ROAR S AT H

Effective as of 1 October 2020, GDCA shall ensure that, prior to the use of an Incorporating Agency
or Registration Agency to fulfill the verification requirements for EV SSL certificates, the
Incorporating Agency or Registration Agency data sources used for EV SSL Certificates will be
publicly disclosed in the repository describer in section 2.1 of this CP.

This Agency Information shall include at least the following:

® Sufficient information to unambiguously identify the Incorporating Agency or Registration
Agency (such as a name, jurisdiction, and website); and,

® The accepted value or values for each of the ‘subject:jurisdictionLocalityName’ (OID:
1.3.6.1.4.1.311.60.2.1.1), ‘subject:jurisdictionStateOrProvinceName’ (OID:
1.3.6.1.4.1.311.60.2.1.2), and ‘subject:jursidictionCountryName’ (OID: 1.3.6.1.4.1.311.60.2.1.3)
fields, when a certificate is issued using information from that Incorporating Agency or
Registration Agency, indicating the jurisdiction(s) that the Agency is appropriate for; and,

® The acceptable form or syntax of Registration Numbers used by the Incorporating Agency or
Registration Agency, if the CA restricts such Numbers to an acceptable form or syntax; and,

® A revision history that includes a unique version number and date of publication for any
additions, modifications, and/or removals from this list.
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3.3. BHEIMERPIHRIREXS Identification and Authentication

for Rekey Requests

FEHEAT CP 28 4.7 IR MIEAS S P SR, 750 BT A s R REAT 4 1) DARA fr 3 ]
SEHTE SRR B R A &

Before rekey operation described in CP section 4.7, GDCA shall authenticate the key to confirm that
the request of rekey is from the original key owner.

3.3.1. WA E RN E LR Identification and Authentication for

Routine Rekey

XFFHE RO N EERT, (E BV UEBRIIET, I MEHTHZ I CP 5 3.2 ik
TAEBIRLEHINAG 57 RO R E SR 3 UE+ HE .

In general, subscriber should submit application for re-key according to CP section 3.2 on method
to prove possession of private key before the expiration of EV certificate.

SR BT 2 3 R R R S N ) SR B TV AR, R, T P R R
BT, 2R A R R B X 0 1) SO B s L, | ki 4 2k, GDCA
A AT .

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or
data. Therefore, the subscriber should make sure the encrypted documents or data have been
decrypted before they apply for the secret key's updating. GDCA shall not assume any
responsibility due to failure of decryption by the renewal of the secret key.

34 WHEHEZETHEHRMWMHIEE X A Identification and

Authentication for Rekey After Revocation

EV UL J5 AN BEREAT S B BT

Re-key/renewal after revocation is not permitted.

3.5. BEERPIFFIRE XY Identification and Authentication for

Revocation Request

AT BV OUE RS IE R, GDCA ¥ AWTaRTE M i A SR LS 77 20
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BIEFAE K

When subscriber applies for EV certificate revocation, GDCA will contact with the subscriber
according to the information recorded during initial registration procedure to verify the application.

A EBEAEHEBIMEESR Certificate Life Cycle Operational

Requirements

4.1. EFHIE Certificate Application
4.1.1. VEF HiE24F Who Can Submit a Certificate Application

UEFS FRE SRR B AR N B I H SN (BT EL OGSl f . [
AN RIPIESE).

Certification application entities are organizations with independent legal person qualification (such
as administrative organizations, institutions, social organizations, people's organizations and other
organizations).

4.1.2. S R 5 $4E Enrollment Process and Responsibilities

EV IE 5 vE M AE S 2 B B id Sk TE EV CPS i, I HEEA1 CA/MI Y 28 18 i
(CA/Browser Forum) i www.cabforum.org & A5 45 5518870 (B SR A — 5. H
THE N TR . A CP KA. CPS S5 SCH20 5w R I, 45 il i 2 FHiE
Fo@HTEE L BRI SO AHRAR ARG N A

HIE# RiA) GDCA 148 EV UEFHE R JAHRERI SO, AT RIS H G &
C& T ERNA . RiEEN BT EAREHX, 74 PKCS#10 1EHiE R
i 3Fi 5545 GDCA.

The EV certificate registration operation shall be stated clearly in GDCA EV CPS and be compliant
with guidelines’ Section 10 released by CA/Browser Forum at www.cabforum.org.Applicant should
learn subscriber’s agreement, provisions agreed in this CP and corresponding CPS and other files
in advance. Especially, applicant should focus on related content about the certificate applicable
scope, rights, obligations and guarantee.

Applicant should submit EV certificate application forms and corresponding documents to GDCA.
All of above means that applicant has learned and accepted the contents. Applicants must generate
public and private key pair by themselves and send a PKCS#10 certificate request file to GDCA.
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4.2. P HIEAFE Certificate Application Processing

4.2.1. P AT R B 5 % % Performing Identification and Authentication

Functions

= GDCA 32T I EV R 5, MA%A CP 5 3.2 ISR, Xl T
SRS %

FEUEFREAHT, 47 GDCA HR¥E CP 2 3.2 75 P45 & R IHZRAT BB BliuE WA SO A it
A 13 A H Hizfs BEoR K AEAL, W GDCA R A 4 SiE B SO, A% SHIETS
FIIEE .

After GDCA and its registration agencies receive the subscriber’s certificate application, they shall
perform identity recognition and verification of identification over the subscriber according to the
requirements of CP section 3.2.

GDCA may use the documents and data provided in section 3.2 to verify certificate information,
provided that it obtained the data or document from a source specified under section 3.2 no more
than thirteen months prior to issuing the certificate, and provided that no changes occurred to the
documents and data within such time period.

4.2.2. iE P B AR IE A Approval or Rejection of Certificate

Applications

GDCA NBiAESERIFEAL b, HEHEEELE g . W RIELE R iE, W RZal & 2 1 5
o FEA B (8] A IE AN EV IETS TG .

GDCA should approve or reject applications based on authentication. If GDCA and RA reject an
application, they should inform the applicants with appropriate ways and within reasonable time
period.

4.22.1. IEFHIERHEHE Approval of Certificate Applications

WRFFE TR, GDCA AJ LUHLHEIE 15 Hi i«

1 ZHIE AW EA CP 5 3.2 Tk 11T 7 S BRI I E «
2. HUEE R EEE B ROMT A N T EK

3. HHEH Ctg e SIS TN 27 o

GDCA will approve the certificate requests, if the following conditions are met:
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1. The application shall completely meet the requirements from CP section 3.2 regarding the
subscriber's identification information and authentication.

2. Applicant accepts or has no opposition regarding the content or requirements of the
subscriber's agreement.

3. Applicant has paid already in accordance with the provisions.

4.22.2. {EHHTERTEL Rejection of Certificate Applications

IR T HIETE, GDCA RAHLaIIF i i -

1 ZHEARFEA CP &S 3.2 TR T1T ' S BIAR IR 5 € «

I & ANRESEBLIIT 75 20 SO UE AR

HIE & SO BB AR AT 1 IR R N AR EEK

FA V& VA B AN B 8 2 HELE SIS IR PG 2

HiEIEF& 74 ICANN (The Internet Corporation for Assigned Names and
Numbers) 2 [EH #1387 gTLD (TiZds 4 );

6. GDCA I\ AHEHEIZ HIE K 2% GDCA k4. LA s H Bk .

o > w D

If the following circumstances happened, GDCA shall refuse the certificate application:

1. The application does not meet the specifications of subscriber’'s identification and
authentication in CP 3.2.

2. The applicant can’t provide the required identity documents.

3. The applicant opposes or can’t accept the relevant content or requirements of the subscriber's
agreement.

4. The applicant has not paid or can’t pay the appropriate fees.

5. The requested certificates contain a new gTLD under consideration by ICANN (The Internet
Corporation for Assigned Names and Numbers).

6. GDCA or RA considers that the approval of the application will bring the dispute, legal disputes
or losses to the GDCA.

4.2.3. AbFEIEF B 3E AR E] Time to Process Certificate Applications

GDCA ] EV HL AN SHN] (CPS) M E & B AIF 1 B i A #EN 3] . GDCA
NAE CPS #H 58 FIN ] N AL FEIE P Hi, Toip e it a4 .

GDCA EV CPS should specify the processing period of certificate application. No matter approving
or rejecting, GDCA should process certificate application within the period specified by GDCA EV
CPS.
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4.2.4. INENLHER (CAA) Certification Authority Authorization (CAA)

XFF- GDCA M & i & CA/NI Y2318 1% EV Guidelines. Baseline Requirements %3k
R AL AT E 1) TLS/SSL HIE45, GDCA N X 25 A UiE +5 3 @ 44 4 fg T o (¥ 5 — A
dNSName fiff CAA il A, FHFEIEE M EINTER.

GDCA NiAiR#E RFC6844 (iR 5065 111D MIRlEALEE “issue”. “issuewild”
K “iodef” W@ PEARZE: 45 “issue”. “issuewild” FrZ&H A 2 “gdca.com.cn”, Il GDCA
SRS BFES ;. # CAA LK HIL “iodef” #7425, M| GDCA N5 HiiE#I4iE 5
TRTE T N HAURAES .

GDCA AR5 CAA L% &R R DL N A B AES 26 1) 7E4F GDCA
LA Bt o 2 ) CAA BRI 2) BAZEd — IR EHT AR CAA Tk: 3) AT
EDXHAAFAESR 9] ICNNA HRIX 15K) DNSSEC S0iiE 8 .

For the publicly trusted TLS/SSL certificates issued by GDCA and conform to the EV Guidelines
and Baseline Requirements of the CA/Browser Forum, GDCA checks the CAA records and follows
the processing instructions found for each dNSName in the subjectAltName extension of the
certificate to be issued.

GDCA shall process "issue", "issuewild", and “iodef” property tags according to RFC6844 as

property tags do not contain “gdca.com.cn”. In case the property tag “iodef” is present in the CAA
records, GDCA shall determine whether or not to issue certificates after communicating with the
applicant.

GDCA shall treat a record lookup failure as permission to issue certificates if: 1) the failure is
outside the GDCA's infrastructure; 2) the lookup has been retried at least once; and 3) the domain's
zone does not have a DNSSEC validation chain to the ICANN root.

43. EFRZK Certificate Issuance
4.3.1. EHZ K F CA KI4TA CA Actions During Certificate Issuance

MR CA HIEF 25 N i GDCA FREUI TS N G M A AT HAEAE 2, (R CA 4T
IEP A AR

A trusted person authorized by GDCA should deliberately issue a direct command with respect to
certificate issuance by the root CA, in order for the root CA to perform a certificate signing
operation.

CA RAEE P A B o 2B OF RS RAE T . CA Dy HITE NAE RN AE K FE T 2
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HAEUEF HIE P HEI 5 2 o ZERIE I ERAE R 2 W1 B0 A2 EV CPS o, Jf HEEAN
CA/MYE 2883 (CA/Browser Forum) ik www.cabforum.org & A IF6 RS 12 5 12
KA

GDCA generates and issues certificates after approval of the application. CA generates and issues
certificate for subscriber based on the information from certificate application form approved by

GDCA. The operation of certificate issuance shall be stated clearly in GDCA EV CPS and be
compliant with guidelines’ Section 12 released by CA/Browser Forum at www.cabforum.org.

43.2. CA BEITFIEFHZ R Notifications to Subscriber by the CA of

Issuance of Certificate

GDCA HIEBER R KL Ja, RE@RAT L O, IR ST
PRAFUEA 73, WAl mxrmE . g TG, BE R e 5T AE T
BRI AT SRATAE S

GDCA will notify subscriber after issuing certificate. Subscriber can get the certificate via face- face,
online download, or other methods agreed in advance by both sides.

4.4. EFEES Certificate Acceptance
4.4.1. T B ZAEFH HI4T 8 Conduct Constituting Certificate Acceptance

L W EATVIRETTH) GDCA IEFS RS PR UE T T4, UEF5 T 858 BRI R LT
P TUE.

2. GDCAEMAHULELT T HIFVE T, BT THAETS, FHCIEFdEd s
FORLEAT T, WSR2 THES

3. TP OSHIE S I TS Y 2 I R E R

1. Subscribers can download certificates at the specific GDCA certificate service website. The
download completeness indicates that subscribers have accepted the certificate.

2. GDCA’s RA can download certificates for subscribers with the permission of subscriber. Then
RA sends the certificates to subscriber through e-mail. It means the fact that subscriber has
accepted this certificate.

3. Subscribers oppose the fail operation of certificate and its content
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4.4.2. CA SHEF R KA Publication of the Certificate by the CA

W PEZAESS 5, GDCA H51Z3T FE+ KA 2] GDCA 1 H k55 R 4t - [, GDCA
4% Google ) CT #M& (https://github.com/chromium/ct-policy), FiT 7 k45 8 A
FfEED=A CT fRST2 .

After subscriber receive a certificate, GDCA issues the subscriber certificate to the GDCA directory
service system. As per the Google CT policy (https://github.com/chromium/ct-policy), GDCA
embeds in the SSL/TLS certificates the signature data from at least three CT servers recognized by
Google.

4.4.3. CA @ &0 FHAh SEAATEH 4 & Notification of Certificate Issuance by

the CA to Other Entities

BRAEFAT 4, GDCA AN 238 S0 Hoth SL A UE F 28 K o

GDCA and RA do not need to notify the certificate issuance to other entities except for subscribers.

45, FHXNFUEHBER Key Pair and Certificate Usage
45.1. TP AEARRERBfE A Subscriber Private Key and Certificate Usage

SUE - LB A AR R AL HA FE R P 2 BT P SO AE B S 5 AT A
Ho MAEBRFEIT . A& CP FIAHIE CPS MIMIE, FHAAMUSIET 3 4 Fligk
P T 78 SR P AR — 2

VP SRS HRLEH I G R AN A, HAS A A e S S s e 15 . FA%H
AT VAR

T EV AR ZAEF, AAELE—MIEF B2 AN 5

ST EV SSLAETS, 1T ST ARAE HAEUE 5 b 8 H 10 32 85550 44 06F 2 (6 AR 45
A E L.
Only after subscribers sign the subscriber agreement and accept the certificate, the private key
which is correspondent to the public key in the certificate can be used. The usages of the

certificates must conform to the provisions of subscriber agreement, this CP and related CPS also
must be compliant with the EKU defined in the certificate.

Subscriber shall protect his/her private key from unauthorized use. Subscribers should no longer
use expired and revoked certificates. In addition, the private key should not be archived.
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For EV CodeSigning certificates, a certificate cannot match multi-software at the same time.

For the EV SSL certificates, the subscribers should undertake an obligation and warranty to install
the certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.

45.2. AT AHMIERFEH Relying Party Public Key and Certificate

Usage

MK BB BB A MG RE, A ST LA RIE:
1. SRAGH T2 4 5 BIRIE 3 B A5 AT s
2. HRINIZZE LN RIIE T /2t GDCA %k s
3. AU CRL B OCSP Al A iZ%5 44 X L R IE F5 42 75 B 4«
4. UEFS I IEE 5 R4 44
5. fHEAIE AR A
6. KrEUEHIE 0.
L AT — NIRRT A ST 4028 4415 B
MRS T BRI N AT BB T, USRI IE M 1 R AR R AT T (RN
15, SREAEFE S LA ASIHE BN o AT RORE N 25 TE A A I B (5 B — R Rk
27

H

When the relying party has received the message with digital signature, the party has the obligation
to carry out the following operations to confirm:

1. Obtain digital signature’s corresponding certificate and trust chain.
2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.

3. Confirm whether the signature corresponding certificate has been revoked by querying the
CRL or OCSP.

4. Certificate usage is suitable for the corresponding signature.

5. Use certificate’s public key to verify the signature.

6. Check the validity of the certificates.

If the above conditions are not met, relying party has the responsibility to refuse to sign information.

When the relying party needs to send an encrypted message to the receiving party, the party must
first obtain the encryption certificate of receiving party through proper channels, and then encrypt
the information using public key of the certificate. The relying party should send the encryption
certificate and encrypted information to receiving party.
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4.6. IEFHEH Certificate Renewal

4.6.1. EREH R Circumstances for Certificate Renewal

GDCA HFRAL EV IEBHH RS

GDCA does not provide EV certificate renewal service.

4.6.2. HRIEH B 24k Who May Request Renewal

AEH

Not applicable.

4.6.3. AEIEHEHEK Processing Certificate Renewal Requests

AEH

Not applicable.

4.6.4. BENT PEHE B %K Notification of New Certificate Issuance to

Subscriber

AEH .

Not applicable.

4.6.5. ¥ B 2 JE H 4T Conduct Constituting Acceptance of a

Renewal Certificate

AEH

Not applicable.

4.6.6. CA X EFHEF R & AR Publication of the Renewal Certificate by the

CA
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Not applicable.

4.6.7. CA @ &0 FHAh SEAATEH K4S & Notification of Certificate Issuance by

the CA to Other Entities

AEH .

Not applicable.

4.7. EPBHEHEF Certificate Rekey
4.7.1. IEBEHEHRIER Circumstances for Certificate Rekey

GDCA [FHIEAS 5 S Hr AR E AR LU 5 -

GDCA certificate Re-key including but not limited to the following circumstances:
1 EPEI,
2. FTHR. BURZEEN, GDCA ZRIUEFHPIEN .

1. The certificate expires.

2. GDCA requires certificate key update based on the security reasons of technology and policy.

472.  ERIEPBFHEFK LM Who May Request Certification of a New

Public Key

SR F3 3 8 SRR RO S 3T P

The entity who requests re-key is the certificate subscriber.

4.7.3. K FEIE R B E JER Processing Certificate Rekeying Requests

Z AR CP 5 3.3 JIAIAS CP 55 4.3 17 (I RIE XL 5§15 Wt AT Bl B 43 5 5 AR
I CABAE 525K o

The authentication and identification of subscriber for certificate rekey and the certificate issuance
shall conform to CP section 3.3 and CP section 4.3.
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4.7.4. BERT P IE BRI %R Notification of New Certificate Issuance to

Subscriber

[A] 4 CP 2% 4.3.2 7.

See CP section 4.3.2.

4.7.5. T R B HEHRI4T A Conduct Constituting Acceptance of a

Rekeyed Certificate

[FlA CP 25 4.4.1 75,

See CP section 4.4.1.

4.7.6. CA X HEFUEF K &K AT Publication of the Rekeyed Certificate by

the CA

[FIA CP 25 4.4.2 15,

See CP section 4.4.2.

4717. CA JB&nH Al S2AE BRI K Notification of Certificate Issuance by

the CA to Other Entities

[F]A CP % 4.4.3 7,

See CP section 4.4.3.

4.8. IFHEFE Certificate Modification
4.8.1. IE AT K7 Circumstances for Certificate Modification

GDCA Aflt EV IEHA MRS, Wk a8 115 B LA I M AZ A CP 5
4.9 FTIHUE BB ZIUE T, T RAZRRA CP 3 4.1, 4.2, 4.3, 4.4 FTHHUE EHT G
KAEFS
GDCA does not support modification of EV certificates. A certificate in which the information has
been changed should be revoked according to CP section 4.9. Subscriber should re-apply the
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certificate according to CP section 4.1, CP section 4.2, CP section 4.3, and CP section 4.4.

4.8.2. W RIEFZRFE K524k Who May Request Certificate Modification

AEH .

Not applicable.

4.8.3. AFEUEFAREE 1K Processing Certificate Modification Requests

ANE

Not applicable.

4.8.4. BET PEHE B2 % Notification of New Certificate Issuance to

Subscriber

AEH

Not applicable.

4.8.5. MR EZ A EIE P KT A Conduct Constituting Acceptance of

Modified Certificate

ANEH

Not applicable.

4.8.6. CA XA EUEF K & AG Publication of the Modified Certificate by the

CA

AEH

Not applicable.

4817. CA B &0 H Al SAIE B HIZ K Notification of Certificate Issuance by

the CA to Other Entities

A&
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Not applicable.

4.9. EPBEFEE Certificate Revocation and Suspension

TE-BREGH RS EERAE R Y B R/E EV CPS w1, JFHEM CAMELH LI
(CA/Browser Forum) @it www.cabforum.org & AR 48 RS £ 13 3820 (KB R A — 5L

Certificate revocation and operation to query status shall be stated clearly in GDCA EV CPS and be
compliant with guidelines’ Section 13 published by CA/Browser Forum at www.cabforum.org.

49.1. TEREESRETE Circumstances for Revocation

49.1.1. iTPIEP#MEHIER Reasons for Revoking a Subscriber

L SO B —FhEkZ R, GDCA WAZITE 24 /NI 2 N HIUASIE -

VTP LA T 208 SR A IE TS

TP E1 GDCA SR IFIE il SR A B H A BB 3 25T 9

GDCA 3kf5 [ b4, WEHI SR AP0 NAT FAHE 2 1 it

GDCA $K15 T iE#E, EBIXHE 54 FQDN 5k IP btk (138 44 52 B sl d il AL B8 EAS
IS A < o

A HILLL MG 1 — a2 B, CA RLTE 24 /NRFZ RUBSUE TS, HALZITE 5 R
EHEGER P

IEH A AT 4 Baseline Requirements 2 6.1.5 75 55 6.1.6 714

GDCA 3kf5 k18 21 H AR

GDCA KB iR 7T il . CPICPS Hff)— Bk £ T & K 54T

GDCA 3R TAEAT 2B FQDN I Fl A FE BB VR T (9, SR sledh 3 © &
B T A T A A (AL T, S T N5 R N BRI DGV R R R4S L
2k, B N AR B R4

GDCA k&SR AHIE Tt FI T % 0 B RO iR S R 1 4l «

GDCA SEZRAE T3 h T 25 15 B B KA A

GDCA FRRUEP %5 K K e 45 & Baseline Requirements %3k, 5 GDCA ff] CP 1k CPS;
GDCA AT AR B 25 0 HH B 13 o 4 MRS s

GDCA {4 Baseline Requirements 25 & AE T AL J1 2R3, BRp ey sl 261k, Bk
H k8485 CRLIOCSP 15 B4

A w0 b

A w0 o

© © N o O
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10.

11.
12.

CPS HR T I EAT HAE IR B Z AR HU I HIPEAS: HAR K E: THENEGEE RN &
L AR B eV AR s BURAT N s e A A R R O Hoed A
JEE BT )

GDCA G BTN S5, W VRGNS 2.

CA &5 EnHIL T T P A R I A BRI 53, R T AR A 8142 ) th
HHEAME (B4 Debian 55%5%0, W.: http://wiki.debian.org/SSLkeys), {77
B RIESE ,  UEBA AR BRALEH A DT 1R BRI

GDCA shall revoke a certificate within 24 hours if one or more of the following occurs:

1.

2.

The subscriber requests in writing that GDCA revoke the certificate;

The subscriber notifies GDCA that the original certificate request was not authorized and does
not retroactively grant authorization;

GDCA obtains evidence that the subscriber's private key corresponding to the public key in the
certificate suffered a key compromise; or

GDCA obtains evidence that the validation of domain authorization or control for any
Fully-Qualified Domain Name or IP address in the certificate should not be relied upon.

GDCA should revoke a certificate within 24 hours and must revoke a certificate within 5 days if one
or more of the following occurs.

1.

2.

The certificate no longer complies with the Baseline Requirements section 6.1.5 and 6.1.6;
GDCA obtains evidence that the certificate was misused,

GDCA is made aware that a subscriber has violated one or more of its material obligations
under the subscriber agreement and CP/CPS;

GDCA is made aware of any circumstance indicating that use of a fully-qualified domain name
in the certificate is no longer legally permitted (e.g. a court or arbitrator has revoked a domain
name registrant’s right to use the domain name, a relevant licensing or services agreement
between the domain name registrant and the applicant has terminated, or the domain name
registrant has failed to renew the domain name);

GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate fully-qualified domain name;

GDCA is made aware of a material change in the information contained in the certificate;

GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or GDCA’s CP or CPS;

GDCA determines or is made aware that any of the information appearing in the certificate is
inaccurate;
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10.

11.

12.

GDCA'’s right to issue certificates under the Baseline Requirements expires or is revoked or
terminated, unless it has made arrangements to continue maintaining the CRL/OCSP
repository;

The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as
natural disasters, computer or communications failures, changes of laws and regulations,
government actions or other causes beyond the reasonable control, causing threats to the
information of others; or

Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
subscribers to pay;

GDCA is made aware of a demonstrated or proven method that exposes the subscriber's
private key to compromise, methods have been developed that can easily calculate it based
on the public key (such as a Debian weak key, see http://wiki.debian.org/SSLkeys), or if there
is clear evidence that the specific method used to generate the private key was flawed.

4.9.1.2. Reasons for Revoking a Subordinate CA Certificate 1% CA iE B #EHS R A

HHILL TSR —MEZ i, GDCA U1t 7 R NHEH 2 CA IE+:

GDCA A3 T ilbdE, IEMSIEH AP B CA R 2] T3 H8E, BiAH
R K A S S BRI 2K

GDCA 132 1 L5820 (UL ;

GDCA 3 AIEF IR R ARBERT &, Bt CA RAEFT &8 F AL SRS BA IR 55
RE 5

GDCA VAR BAEF 2 CA LS 5 BN R (S B BURAT IR 1k

T CA B TAE R A 1R

T2 CA I, A B 4 1k

GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1.

GDCA obtains evidence that the subordinate CA’s private key corresponding to the public key
in the certificate suffered a key compromise or no longer complies with the requirements of the
standards on key sizes and public key parameters;

GDCA obtains evidence that the certificate was misused,;

GDCA is made aware that the certificate was not issued in accordance with or that subordinate
CA has not complied with the applicable CP or CPS;

GDCA determines that any of the information appearing in the subordinate CA certificate is
inaccurate or misleading;

The subordinate CA ceases operations for any reasons;

The subordinate CA expires or is revoked or terminated.
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4.9.2. & SRAE P4 K924k Who Can Request Revocation

DT SEAA AT DATE SRS — AT P uES:

1. GDCA;

2. AEPBIT,

3. VEBL. BUNFE T ARHARRI AR

4. WRETT S NPT | B7 %8 FEN AL B A 0 28 = T7 AT DRSS 1R ] R 5
51 GDCA A3 & FEFE Fh A IE P

The following entities can request revocation of a subscriber certificate:

1.

2.

GDCA;
Subscriber;

Court, government departments and other public power department;

Relying parties, application software suppliers, anti-virus organizations and other third parties
may submit certificate problem reports informing GDCA of reasonable grounds to revoke the

certificates.

4.9.3. TEP Y SR AL BEFEF Procedure for Revocation Request

4.9.3.1.

T P& REESIEF The subscriber actively proposed to revocation application

1. T/ 1% GDCA $&AC iy F i 2 A0 By O iE AT RE, eI A Tt B Y S I 5
GDCA #ZHB7K CP 5 3.4 19 (ML g AT UE S HIUBS 15 K 1) %)«

GDCA TE £ FIHHUAS TE R 5 11 2 A TAE H P 58 BOIE TSR s

GDCA 58 BRI J5 B IR HE R A BIIE P 51 3 s

GDCA i@ Hih MEAFAEIE 2 7 2, AN FE P e B i 1 2 e
GDCA $4tt 7%24 /NI FRAIE 55U FH 1% R 55

© a > w DN

1. Subscriber submits application form of revocation and documents of identity confirmation

to GDCA. Meanwhile, subscriber should provide reasons of revocation.

2. GDCA makes authentication of certificate revocation request according to CP section 3.4.

3. GDCA completes certificate revocation within 2 working days after receiving revocation

request.

4. After the completeness of revocation, GDCA releases it to CRL promptly.

5. GDCA notifies subscriber that the certificate was revoked and the revoked reason by
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4.9.3.2.

4.9.4.

appropriate means, such as telephone, mail, and etc.

GDCA offers 24x7 certificate revocation requests service.

T PRSI RS UEF The subscriber is forced to revoke the certificate

24 GDCA 3 7873 (M EL E i 5 Y BLAR CP 58 4.9.1.1 5 BB B0 A , mISdd Ay 5
SE MR IE TS 5

GDCA #ifft 7*24 /NI FRIE-F5 1A R o5 A AL BR AL 5

IRATTT  FENUR . SR OERT L B R LR S 5 =0 SR UE S I AR
Y, GDCA N ZIR & I F AR A 1 2 45 K P /& 5 15

GDCA fitf§iT 7 iE+h)m, il iy, R -FIses. Binss, &xrrs
UE AR S e

GDCA can revoke subscriber’s certificate with the occurrence of circumstances described
in CP section 4.9.1 .1 after the approval of GDCA Security Policy Committee;

GDCA maintains a 24x7 certificate problems reporting and processing procedures;

GDCA will take actions to investigate the certificate problem reports submitted by relying
parties, judicial institutions, application software providers, anti-virus organizations and
other third parties, and will decide whether or not to revoke the certificates based on the
results of the investigation;

After the certificate revocation, GDCA or RA will use appropriate ways, including mail,
phone etc. to notify the final subscriber that the certificate has been revoked and the
reason why to be revoked.

Y E K ) %5 R B Revocation Request Grace Period

AR SR H B B I e T T SR S A, AR 1R SR A A B M A Y Rk 8
NI AR o AR S DR (R RO T SR A ZTE AR T 48 /NI IR H

If key exposure occurs or suspected occurs, revocation request must be submitted in finding
leakage or leakage suspicion within 8 hours after key exposure or suspected exposure is found.

Revocation requirements caused by other reasons must be made within 48 hours.

4.9.5.

CA AEBASE R IR Time Within Which CA Must Process the

Revocation Request

GDCA H 5 R 5 3K 2 7 AU 2 18] I TRI B SIRR ,  ANSHERIE 24 AN/
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The cycle of GDCA processes revocation request is 24 hours.

4.9.6. T R B B ESR Revocation Checking Requirements for

Relying Parties

W7 TEAR R — AN UE AT 4 20 25 1) GDCA KA (1) CRL Ml I BT S A A E 502 1
WA
Relying parties must check the CRL published by GDCA before trusting a certificate to confirm the
status of certificate.

4.9.7. CRL RAFMZF CRL Issuance Frequency

XTI FES, GDCA () CRL & AT AN 24 /ik, H. nextUpdate =7 B FRI{E A5
th thisUpdate {5 1#) 10 XKLL E.

XFFHg CAEF, GDCA ] CRL KA 12 M . I Rsis th 4 CA iE1,
GDCA 7ERf4H 5 24 /NP2 W BE BT CRL, H. nextUpdate 7B {E NS48 ! thisUpdate &
12 ™MHBLE.

TERFIR X 2L R 0T LAE CRL 2RI AR 3L (RS W 48 AL 3 26 1FBEBS AR UE D, CRL {157
B A= 21 GDCA il 3 1A R AT SEIE P E -

For the subscriber certificates, GDCA shall update and publish certificate revocation list (CRL)
every 24 hours, and the value of the nextUpdate field shall be no more than ten days beyond the
value of the thisUpdate field.

For the subordinate CA certificates, GDCA shall update and publish certificate revocation list (CRL)
every 12 months. In case the subordinate CA certificates are revoked, GDCA shall update and
publish the certificate revocation list (CRL) within 24 hours after the revocation, and the value of the
nextUpdate field shall be no more than twelve months beyond the value of the thisUpdate field.

However, CRL can come into effect immediately determined by release strategy made by GDCA in
special emergency circumstances (assuming that the network transmission condition can
guarantee).

4.9.8. CRL A7 BB K f5 B 8] Maximum Latency for CRLs

—/ EV AR W E AR B AT B CRL 3 f5 I TR AR L 24 /N

CRL is effective after revocation request approved within 24 hours.
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4.99. ELRESEMHMKT A Online Revocation/Status Checking

Availability

GDCA N[l 53T 7 HUK A7 S A 7E 2R AF PR S & W I %5 . OCSP i B2 7 45
RFC6960 MJ#E3K, JF HAk OCSP flids #2544 . OCSP i %% #5 HIIE 515 IETE X R A HIAE
FiH A —A CA %K, OCSP JIg 55 #% (i 5 B A & — 4~ RFC6960 & X KA K
id-pkix-ocsp-nocheck {13 fE 17 .

GDCA shall support OCSP responses for subscribers and the relying parties. The OCSP responses
shall conform to RFC6960, and signed by an OCSP Responder whose Certificate is signed by the
CA that issued the Certificate whose revocation status is being checked. The OCSP signing
certificates shall contain an extension of type id-pkix-ocsp-nocheck, as defined by RFC6960.

49.10. FELREEMER Online Revocation Checking Requirements

M LA E T AEZORS B, GDCA A3 B ATAT I UL .

GDCA 1 fit Get Al Post #f#/7 7f#) OCSP & #I k55 -

XIS, GDCA N2 AR BHr OCSP {5 /2. OCSP i . i e K AT 21
10 Ko 3T CLMEEIES, SLEITEH OCSP.

T2 CAEF, GDCA RizE/b4 12 M HEEH OCSP 5. 243 4k CA ik
50, NIAE 24 /N A BEET OCSP {5 2. o

X AR KR PEBHPREE MG K, GDCA AFiR[E “good” IRZ.
Users may feel free to inquire status online. GDCA must not impose any access limits.
GDCA offers the OCSP service using both the Get and Post methods.

For subscriber certificates, GDCA shall update the OCSP information at least every four days.
OCSP responses from this service have a maximum expiration time of ten days. For the revoked
certificates, OCSP status will be updated immediately.

For subordinate CA certificates, GDCA shall update the OCSP information at least every twelve
months, and within 24 hours after revoking a subordinate CA certificate.

GDCA must not respond with a "good" status for the request for status of a certificate that has not
been issued.
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49.11. HEEBHHEABRATEI Other Forms of Revocation Advertisements

Available

%7 CRL.OCSP 4}, GDCA n] LA AtI4N (S B HoAth RATTE 2, (HIX A A2

GDCA may provide other publication forms of revocation information in addition to for CRL and
OCSP; however, such publication forms are not mandatory.

4912, WM EW R B E R Special Requirements related to Key

Compromise

BRAS CP 35 4.9.1 WHUE MG TR AL, 23T 7 BEE MU FRAIE -+ 3 81 52 31 2 4 E
JBiA7 BRI GDCA # HiE B iER . Wk CA M H (IR CA Eihdt CA %) %4
PR E BB VBRI, DR & E A 18] 3 5 3Q 0 T R S8 AT P MR 7

Except for the case described in CP section 4.9.1, when certificate key of subscriber or RA has
been lost or probably lost, certificate revocation request must be made to GDCA immediately. If
security of CA's key (root CA or sub-CA key) is damaged or suspected damaged, GDCA should
notify subscriber and relying party timely in reasonable time and appropriate way.

UEASIT 7 USRS =J5 rTARSE A CP (1055 1.5.2.1 BRIk A7, #H4fH1 GDCA
SR FL AR S AR ARIAE, 171 GDCA & HiEH &4 & iR, 45 7 Zifd
FBAF 7512 — UE AT B I ZAIE A5 00 2 ) FA B -
> R ER I FAVHAE A4 1 CSR, FRAEIEA A TN “Proof of Key Compromise

for GDCA”; &
> EHR B ER R FAT

GDCA W] 175 75 A 5717 85 0 HAth ik W AL BR Tt 55 K 750

Non-subscriber third parties may report a key compromise of an unexpired, unrevoked GDCA
certificate according to the contact information described in section 1.5.2.1, using one of the
following methods to prove possession/control of the private key associated with a certificate.

»  Submission of a CSR signed by the compromised private key with the Common Name “Proof
of Key Compromise for GDCA”; or

»  Providing the private key itself.

GDCA may allow additional, alternative methods that do not appear in this section at its own
discretion.
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49.13. iEPEEAERE Circumstances for Suspension

GDCA A FHIE

Not applicable.

4.9.14.  ERIUEFHEREK SR Who Can Request Suspension

GDCA A SCFHE 4

Not applicable.

49.15.  H=HEIFERKFERF Procedure for Suspension Request

GDCA A SZFHIE

Not applicable.

49.16. EHEARIFRFRH] Limits on Suspension Period

GDCA A SZFHIE

Not applicable.

4.10. EFIRSIRSS Certificate Status Services

410.1.  BAEHFME Operational Characteristics

TR LLERE CRL. LDAP HEfi45. OCSP ZHIIEFRA, Lidy sSUAEARIRES
55 IR 1% 0o i ) 7 SR A £ L i 2 R [ R R A 2

X TR AR UE TS5, GDCA AN REAEEFS B AT B HAE CRL 1 A3 1d 5% - GDCA
AR CRL HRARAS 25 44 1IE i i i i %

GDCA Rk OCSP A s ic 3%

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate status
services described above should have reasonable response time and concurrency process
capability for query request.

For the revoked certificates, GDCA shall not remove their revocation records from CRL prior to
expiration of such certificates. GDCA does not remove the revocation records of code signing
certificates from the CRL.
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GDCA does not remove the revocation records in the OCSP.

4.10.2. RS AT A Service Availability

WEFARZS MRS D AUGRAIE 7X24 /N e Y, ELp BB () A f5 8 10 #5
WEFIRAS R4S fa] F M N M B C A EV CPS o, JFH R CA/NI A B1x
(CA/Browser Forum) @it www.cabforum.org K AR HIFE 55 13 #870 FESR A — 5L

Certificate Status Services must be available 24 x 7 without scheduled interruption, and the
response time must be of ten seconds or less.

The availability of certificate service status shall be stated clearly in GDCA EV CPS and be
compliant with guidelines’ Section 13 published by CA/Browser Forum at www.cabforum.org.

4.10.3.  WJIESFAE Operational Features

SR CP 25 4.9.9. 49117 HIME.

See CP section 4.9.9, section 4.9.11.

4.11. ITTE5E End of Subscription

WPIEF LR SIS I R BT 1T 47 o4 IR 3 (AR
1 R R BAT BEAT W
2. UEPS RIS B .

The following conditions shall be deemed that the user terminated to use the certificate services
provided by GDCA:

1. The certificate is not updated after expiration.

2. The certificate is revoked before expiration.

4.12. BHLE 5 E Key Escrow and Recovery

4121, EHBHEESKERRES54TN Key Escrow and Recovery Policy and

Practices

GDCA ASFLEAEAM EV IEFIT IR, Bt AR At IR RS .

GDCA does not escrow the private key of subscriber’s EV certificate and thus does not provide key
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recovery services.

412.2. SEEANBESKERKIE 5174 Session Key Encapsulation and

Recovery Policy and Practices

AEH .

Not applicable.

5. NENIM B B EAEIEESH] Facility, Management, and

Operational Controls

5.1. ¥)E#EH] Physical Controls
5.1.1. yHhhr B 57841 Site Location and Construction

GDCA HuL L2 DI RE R 2 iz 0 XL RS X BRIX . HEX . ALK T
Xido B0 XZ—AmtERE LR E . Hoe R NI v FLAIR, Feh T, dmticR
MRSy 2mm (v FLAAN, BRI Ry 3mm (AR FLANER . 1745 T 208 CO2 friP
1o B INE AT &R M R B BEk 12 T8RSk . 18X 52 %57 i
RN T B e RO X o LR A A A v PR REAR R e e A o A7 TUOR S BB
R R A 0 BT B AEAZ L X

According to the functions of GDCA central area, it consists of core area, service area,
management area, operation area, public area. The core area is a high-performance
electromagnetic shielding room. Its shell is made of six sides of high quality cold-rolled steel plate.
The roof and wall panel is made of cold-rolled steel plate with thickness of 2 mm. The floor is made
of cold-rolled steel sheet with thickness of 3 mm. Welding process is CO2 protection welding. Glass
is thickened and bulletproof with metal mesh added on it. Shielding door is manual locked. Vent is
configured with honeycomb type ventilation duct shielding room window according to the
specifications of the shielding room. Power filter is single phase high-performance low leakage filter.
Safe with confidential information stored must be placed in the core area.

5.1.2. YIFE 5 8] #%#) Physical Access
A AN 2 4 R AT N ER T B SR . VAT, AT ORIE I A AN
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24 RN R LRI . GDCA 1 CPS WAZiU ¥y R [ ¥ il BEAT EL L AT R
JE o

The activities of accessing to each physical security layer shall be recorded, audited and controlled
in order to ensure that all above activities of certain person have been authorized. GDCA CP must
define detailed rules for physical access control.

5.1.3. Hi, /7 545 Power and Air Conditioning

GDCA HLp5 M 224 WIEERT L AL R G0 S & IR S8, DAT DR 8 AN 8] W
RN o S8k, 38 N B HLDs % 25 1 2R 48 B X AR el 7 W it o Al B2 AR

The computer room of GDCA shall be equipped with secure and reliable electric power system and
electric backup system to ensure continuous, uninterrupted access to electric power. In addition,
these systems shall have temperature and relative humidity of special air-conditioning system and
wind system control operation facilities.

5.1.4. 7K Water Exposures

GDCA HLp3 NiAT F [ THIBORTE I, B ik AR K H I, I BEUSAE th IR 7K I £
R EE 1930 /N IR /KR E 22 GE PR 50 o

The computer room of GDCA should have specialized technical measures to prevent and detect
leaks, and be able to reduce the influence of leakage on the certification system to the maximum
extent.

5.1.5. K RB$P Fire Prevention and Protection

GDCA ML LRI & i, il A L R P A B A B LB KR R A, 3X 28k
ST HP T AT 2 LV I BT 2 A R

The room of GDCA shall take preventive measures, and formulate the corresponding program to
eliminate and prevent the occurrence of the fire. These measures shall meet local applicable safety
regulations.

5.1.6. A A Media Storage
ST PIERAY SR A7 RS 6 2 B K Bk BRR S Bl PR, B, P
Hi . By LGRS S 2 R R, IF LS P (0 OR T7 BL AT L X B R 2 A ) A

AT o
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GDCA meets the security requirements for media storage, including fire-proof, water-proof,
earthquake-proof, moisture-proof, corrosion-proof, pest-proof, static-proof, electromagnetic
radiation-proof, etc. Meanwhile, GDCA takes strict measures to prevent the media from
unauthorized use and access.

5.1.7. RP4bFE Waste Disposal

2 GDCA A5 RIARSK SCAF AR RE CAS P 5 2L A7 R BT R LI, aDh ZBR A it
8, G RIIEIRE . BB A IEURAS B A A AR IR AL B ATAR G 3 R 3
BTV SR H AT I AT P AR B

The written documents and materials of GDCA should be destroyed when they are no longer
needed or exceeded the expiration date, and must not be recovered. Cryptographic devices and
media with sensitive information should be initialized and physically destroyed by using
manufacturer’s method before disposal.

5.1.8. S &4 Off-Site Backup

GDCA #1371 st Bl 540 b, AL T TR Gt R el . o i H S 50
H AU B AT SR R A1

GDCA has established a remote data backup center. It backups the core system data, audit log
data and other sensitive information by the specialized software at off-site location on a daily basis.

5.2. FEFF#EH] Procedural Controls
5.2.1. A{E /£ Trusted Roles

f£ GDCA AR FIEMR SR, REMAT EREB Atk M. B
FIHCE 5500 B B A B E R HAGL ZR B GDCA AT A5 Mt IX LA (0 B A0 4

1 YIRS B T BN 0

2. ARHGUEHANG;

3. wAeHIAR;

4 SN S5 HAE N B

In the process of electronic authentication service provided by GDCA, a person who can essentially
affect the processes of certificate issuance, usage, management and revocation, and other related
positions which are involved in key operation is considered as trusted roles. The trusted roles
include:
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1. Administrator of key and password devices.
2. System administrator.
3. Security auditor.

4. Business administrator and business operator.

5.2.2. FIEE T ZR A Number of Persons Required per Task

GDCA NifEE AR 55 MU X ST 55 BEAT ™ hg 2], iR DT E Mt 2SS
FER— LR N 55 -

1 EPIRERD ia MHRE A 752 5 D RE AN S i 3 MR SE

2. UEPBRAGNEGHME: HEINDRGEEHA AN 24 E N ZILFE TSR

3. HRMEKIES: @E 2 E N AIEFE S

GDCA strictly defines the controls of core missions in specific standards. Multiple trusted roles shall
be required to jointly complete the sensitive operation. For example:

1. For operation and storage of the key cryptographic equipment, it requires at least three of five
trusted persons to operate.

2. For background operation of the certificate issuance system, it requires at least two of three
trusted persons to operate.

3. For review and issuance of the certificate, it requires two trusted persons to operate.

5.2.3. FNMAEAKRASX5 Identification and Authentication for Each

Role

X T A RS N G, A ZIEAT ™M AR AT SEE, B DR FL RENE T35 A2 TN
HLAEIRTTMER . SRR 7E GDCA YN S H A B 2600 Th oA

All current staff who undertakes the trusted roles in GDCA should pass certain accreditation
process. This process is set out in the GDCA personnel management regulations.

5.2.4. FERTSHK A Roles Requiring Separation of Duties

FBER ST 3 #], RdRWn R — A NIAE T E—IRRR MM, B RE BT ) — 5 I
REM A . TR BRI/ EI00 M B AR T

1. RS2

2. EPBICRL %K
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3. RGTRG4
4. CAmHIET
5. wleifiit

In order to ensure security of the systems, it should follow the trusted role segregation principle that
the trusted role must be took by different personnel in GDCA. Roles requiring segregation of duties
include (but are not limited to:

1. The acceptance of the certificate businesses
2. The issuance of certificates or CRLs

3. System Engineering and Maintenance

4. CAkey management

5.  Security auditing

5.3. A R$%H Personnel Controls

N RN 4 B 10 R E EV CPS 1, 5 HLZ A1 CA/NI ¥ 28 1837 (CA/Browser Forum)
JEITE www.cabforum.org &AGTITE RS 14.1 HB4 I E R AH—2K.

Personnel Controls shall be stated definitely in GDCA EV CPS and be accordance with guidelines
Section 14.1 published by CA/Browser Forum at www.cabforum.org.

5.3.1. k. L AEBZER Qualifications, Experience, and Clearance

Requirements

GDCA XA H AT E A 1 TAE N G2 B A BER i
1 A% RIFMALS TIN5
By E A B, IR GDCA 1% — 2 Hk S B HE
B 57 GDCA 17 K A HLMITE . e 01 5
HAT RIFHAN AR BFR LSO DT AR
B A& RUFHI RN VERE 1
THBELIRIL T
GDCA R 78 M Al {5 M i N 53 20 R4 S8k IS Ao TARRI#a. TBRe
My CA I& 4T HE IR TAE . JERAT I KRR &

o oA W N

The qualification requirements of person who undertakes trusted role in GDCA are as follows:

1. Good social and working background.
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2.  Complying with state’s laws and regulations. Obeying GDCA’s unified arrangement and
management.

3.  Complying with the GDCA related security management norms, regulations and specifications.
4. Having good personalities and working attitudes, with good working experience.

5. Agood team player.

6. Noillegal and criminal records.

A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and
dedication to work, without other part-time work that affects CA daily operation, no major bad
records of this industry and etc.

5.3.2. B RIAERERF Background Check Procedures

GDCA 254 KHBUR T ISV &1E, e ATE R LR S

FITA RIS 5 AT R TN K BT {5 S LA 2501 T R okt JLd AT 1 S o 5 5
BN EARWEMAA.

WA ECRE TIES D], BOLHEE, #E, HaXRTHMmAE.

A THNA AR AL B B AR A 0 H SIS BRI IE T, AR RS AT I
B R AT AT HEAT AT AT

GDCA may collaborate with governments and investigation organizations to complete background
review for the trusted roles.

All employees who are trusted or apply for should have a written consent that they must go through
a background investigation. Background review including: basic review and full review.

Basic review includes reviewing work experience, job recommendation, education and social
relation.

Full review includes reviewing criminal records, social relation and social security besides basic
review. Full reviews must be carried out for key roles.

VB R AL A

a) NI R G KA A BORET AR . 4RO T BORL: BT B
FREEMIE S« 2AOTE TS S UE K B i i S A AT IE B -

b) NSRRI BE AR SR 9% BT RR SLAR B A BR I ZOS AT 4

SE o
c) MAMITEEISHEZ. HENE. HRERETT 20 R, RIEERENL,
A AR R 225

d) %%, GDCA 5 TAITIRE WML, PAAR G AV CA UE RS BT
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FIRBRABURAS B o A, GDCA It i FEAHLAG ) N 538 BRAH S %9158 T
ARG A OMERN AT SE, DI RS RRELIRIEIX S N S A5 1S
FEFI T AERE

Background review including: basic review and full review.

Basic review includes reviews about work experience, job recommendation, education and social
relation.

Full review includes reviews about criminal records, social relation and social security besides basic
review.

The review procedure includes:

a) The HR department is responsible for confirming candidate’s personal information. Candidates
should provide the following information: resume, the highest degree graduation certificate,
degree certificate, qualification certificate and identity card and other related valid certificates.

b) The HR department identifies the authenticity of the information provided by candidates
through telephone, correspondence, network, visits and other forms.

c) The HR department checks candidates through on-site assessment, daily observation,
situational test and other methods. Appropriate arrangement is made according to the
investigation result.

d) After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At
the same time, GDCA will also be in accordance with the relevant organization regulations of
personnel management and make job examination on in-service staff who assumed trusted
role, so as to continuously review these employees’ trustworthiness and working ability.

5.3.3. FYIZER Training Requirements

GDCA MR AT 15 A AL TR, 8 TAHRII R ATER I, SR AR IIN AT
GDCA iZ Bk &

GDCA AR A

GDCA %4 & FALH;

R A7 B ST — K

GDCA EHIBUR . il B KMk

& [EZRKTHFIMNEMS AR, B & brdE. 7%,

* 6 6 ¢ o

Based on the position requirement of trusted role, GDCA shall arrange the corresponding pre-job
training. The comprehensive training contents are as follows:

€ GDCA operation system
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€ GDCA technology system
GDCA security management mechanism

L 4

€ Job responsibilities uniform requirement

4 GDCA management policies, systems, measures, etc.
L 4

The laws, regulations and standards, procedures of electronic certification service in China.

5.3.4. BREVIFBERNZER Retraining Frequency and Requirements

GDCA MR 5 E 22 HF G, DLORE B (s 7 (1) 53 S INAT 5 b S0 75 K, MR 3l
e AR

GDCA shall arrange for continuous re-training for employees at important positions regularly to
ensure employees can meet their job requirements and complete their jobs more smoothly.

5.3.5. T RO B RSB RKF Job Rotation Frequency and Sequence

GDCA N AR 2 4= B SRS i) 5 A2 AN 53 1) A Bl o e 0 SUT RN o

GDCA will define and change the Job rotation cycle and the sequence based on the organization
security management strategy.

5.3.6. KEBRUT R4S Sanctions for Unauthorized Actions

GDCA NI — BB IE, SORBRBUT AEHATE J AT, AERER e
1E57Eh AR M TAERAL, Tk, MVPERE . IRCFRNEN A B A . IR EEAL 14T
NN AR AR K o

GDCA shall establish and maintain a set of measures for the administration, including termination of
labor contracts, position removing, fines, criticism and education, submitting to Judiciary for
processing, etc., to appropriately discipline the personnel unauthorized activities. Above discipline
activities should comply with laws and regulations.

5.3.7. JhSr A4 NKIER Independent Contractor Requirements

T A& T GDCA MU AES TAE N 51, (HM S GDCA MV 554 5k TAERI Al 5570 32
BRI LS5 N B B HEN SO A 4N, GDCA HI4E— 2RI T

L NSRS REH,

2. GDCA #efitge— i A 5 Il AR p i i, 8590 9 A S5 EA R T GDCA
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RS 32 U L7 AE Y S5 R o

For persons who do not belong to the GDCA but participate in the relevant works for GDCA

businesses, such as business personnel of business branch organization, management personnel

and other independent contractors, GDCA has requirements are as follows:

1. Record management of personnel profiles

2. GDCA provides unified training and retraining, includes but not limited to the GDCA certificate
acceptance rules and electronic certification business rules.

5.3.8. AL N B B304 Documentation Supplied to Personnel

GDCA 245 P8 51 L A SCAF AL AR B IR BRI 53 T AR A 5 30

Documents provided to internal employees by GDCA include training documents and related
personnel working documents.

5.4. BEHORERF Audit Logging Procedures
5.4.1. B R EH IR Types of Events Recorded

GDCA Mt & F A EH AR T
Lo AT/ IS . SR, HERUET A GDCA U VR4 FH P e s H i Ik

B,
2. GDCA i fIgEsr, A8, &6, \EHRENEE DS, s, g, &
BRI 254

3. BRI
4. 1 GDCA 47155 41k,
5. JTA REAFAHEWIEBME, ZRBCRBS LA MEH, GDCA/Authority
BAFRMG Sk, GRS KEBEA L, BEIERE R, EHil T, DN A&
B, KR R R R R, UE AR A R R T i
GDCA should record these events include but not limited to:

1. Certificate application, certificate suspension, certificate revocation and renew initiated by
subscriber or by GDCA, subscriber applies for key recovery, etc.

2.  Members of GDCA: Setup, change and login; Reset and alteration of password; revocation of
privilege; Creation, renewal, and recovery of key.

3. Connection failure.

4. Read and write operations from GDCA.
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5. All related events such as certificate revocation, security policy modification and effective use,
start and end of GDCA/Authority software, making certificate and certificate chain effective,
attribute certificate management, customer update, DN alteration, database and audit trail
management, certificate lifecycle management and other events.

5.4.2. 4b 2 H B HISRE Frequency of Processing Log

GDCA Mg i a el tF H &, DMERDLE ) 2 MR, X RPN 2t
SRR N 48 Tt o

All the audit logs shall be checked by GDCA regularly in order to discover the significant security
and operation events and take corresponding measures.

5.4.3. #Hit H E AR BEHIFR Retention Period for Audit Log

GDCA W22 3 RAFHL P IEAR 55 1 # T H &, PRAF IR H 7 2 2R R BUR +
Fo

GDCA must save electronic certification service audit logs properly. The preservation limitation
period is ten years after the expiration of the electronic signature certification.

5.4.4. #H i+ H EH{R3 Protection of Audit Log

FITAT B e U 35 S 2 SR A% 1R P SRR 38 7 1) 42 1 e, 197 L R 22 AR 0
B MERSE.

All the audit logs should be handled with strict physical and logical access control measures to
avoid unauthorized reading, modification and deletion, etc.

5.4.5. #Hit H &4 F2F Audit Log Backup Procedures

X H U H S B &y BB S AAT P SE R HIRE, 8 IREAT &4

GDCA should set up and carry out the reliable system for backups of audit logs, and full backups
are performed periodically.

5.4.6. HTHKEE R4 Audit Collection System (Internal vs. External)

A&

Not applicable.
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5.4.7. S B FARRE N Notification to Event-Causing Subject

H TP IC AR — N F I, ROE A SEZE R A AR

When audit record reports an event, GDCA shall notify individuals, organizations who cause this
event.

5.4.8. MEFE TR Vulnerability Assessments

HRAE H VL 5%, GDCA RLE HIREAT 2 A e 95 PEPPAL , FFARIE PP At 5 RECRN R Bt o

GDCA shall conduct security vulnerability assessments regularly according to audit records and
take remedial measures according to assessment reports.

55. eF &% Records Archival

5.5.1. JHR4IE FHIZER Types of Records Archived

i EARAC SR, B T AS CP 55 5.4.1 FWRLE RIS, IEFHEX NN il 3T TR,
1

1L EBHEER;

2. UEPREAGERE A SRR SR

In addition to the records need to be archived specified by CP section 5.4.1, the following records
should be archived:

1. Information of certificate application.

2. Supporting documents of certificate issuance.

5.5.2. R4 2 4R B HFR Retention Period for Archive

GDCA ¥ EV HLFIANENSH (CPS) R E A ER (1 AR 10 35 O B AR .

EV CPS of GDCA shall provide reasonable retention period for archive.

5.5.3. ARSI R Protection of Archive

VALBUR GRS inky/EE Vit i D ket WA RrN S AR Sty € IR ko2 YN EIEEPNAD WA
ViR AR, B IR RGN B0 MIEREE R ST .
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All archive records shall take appropriate measures to control physical and logical access so that
only trusted personnel can access records. Archive records shall be protected from the
unauthorized browsing, modifying, deleting and other illegal operations.

5.5.4. JFARE A &4 2 F Archive Backup Procedures

T RGBT TR, B E TR, &0 ST R AR
XA A VAR BORE, AN EREAT A, (H R EERIU™ R A DR IE L 2 A1k

Electronically archived records generated by the systems should be backed up weekly. The backup
file should also be stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures need to
be taken to ensure the security.

5.5.5. ERAEBRE R Requirements for Time-Stamping of Records

GDCA My H E# A IS [RlAE 5%, 7 i E AN 3 T AL s AR 58 H 3.

All the GDCA records are labelled with time, and the time will either be added manually by the
operators or automatically by system.

5.5.6. JARSWCEE R St Archive Collection System (Internal or External)

B H SR NAE N AR R S8, EL4E GDCA AVEML .

All the entities including GDCA and RA should construct internal archive collection system.

5.5.7. KRB HRY/E B IR Procedures to Obtain and Verify Archive

Information

GDCA ({12 4 5 v s AE 4k N 53 703 O B AR5 200 2 98 DL AE3R1G Se B R AR
B, ZRIZ 2 N9 DUBEAT EEAL .

Security auditors and operation and maintenance team of GDCA retain 2 copies of the GDCA file
information respectively. While obtaining the complete archived information, comparison of the 2
copies shall take place to confirm the integrity.

5.6. 4 HE Key Changeover
f£ CAEF 2, GDCA ¥xt CA IR AT HH. R CA BN Rt Fanik
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A A CP 5 6.3.2 W HLE IR KA dr ], A CA R A LA % PRk 47 53 .

73 W 75 BL= A i 2 BT, B i DA I CA B8N . RIS e 25 80 A dr I, GDCA
] DL AR RO 2 8% 1 5 = AT I CA I . fE—A CA IE IS A, #5748
RS, DARBEIX S CA AR R SR N CA TH S B 2135 25 A0 P AR I

When the certificate of CA expires, GDCA will renew the certificate of CA. As long as CA key pair
does not exceed the maximum lifetime specified in Section 6.3.2, the certificate of CA could renew
using original key. Otherwise, new key pair shall be generated to replace the expired key pairs of
certificate of CA. Also, even in the key pair life cycle, GDCA could generate new certificate of CA by
using new key pair. Before the certificate of former level CA expires, key changeover shall be
performed to ensure that the entities in the CA system shall switch from original key pair to new key
pair smoothly.

TEAHT CA BN, LA #85F GDCA KT H & B IANTE . BT 5 P
FAES, GDCA K58 RHIK) CAES, I RIS BEAT A AT, LETT RIS REfS A I SR
W) CAUEFS

New CA key pair is generated according to the key management rules of GDCA strictly. While
generating new key pair, GDCA shall issue and publish the new CA certificate timely, and it shall be
available for subscriber and relying party to obtain new CA certificate.

CA BT, Wb ZUORUEBEANIE TS 5E B R i 3

Make sure that the entire certificate chain transits smoothly in CA key changeover.

5.7. #MEEHRMEHKE Compromise and Disaster Recovery
5.7.1. HMHELERERF Incident and Compromise Handling Procedures

GDCA Rl 1T 25 Fh = i AL BE Ty G AN R SR BRI SGE , g AH L ) S5 3 A BRIy

In order to timely respond to and handle accidents and damages, GDCA establishes a series of
emergency response schemes and accident treatment schemes.

5.7.2. THENEIR. B4R/ EBEE KHER Computing Resources, Software,

and/or Data Are Corrupted

DR BT AL BEIR S B A AN SR AR A F A, GDCA SLRIS B U B
A B, AT R AR R TR SETAK R

When identified the destruction of network communication resources, failures of devices for daily
services, malfunction of software, or tampered database etc., GDCA will launch the disaster
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recovery plan.

5.7.3. SRRV R EAALEFERF Entity Private Key Compromise Procedures

FEHUE T NONHIEE B AR K ARG BL T, GDCA RKREU N FE BRULIR R 2 A3 85 -

1. GDCAMIERGH A HN S BB G M5 RGUE T

2. ARIEIRAERIPERT, HB 7 B B IE TS R B B A EEAIE

3. WRHRLEEHEE A A A2inmise, HaEdE, InEiE5A CRL /%
BEAT KR -

4. IR 2 A B R AT R B K R BRAE

5. AR EWRKE ST E B R RS B S, M RGE A PUTIRE .

6. WIRTEIE GDCA NS EAE RBCE AT, M F14h—44 GDCA %4k 5%
A Rl 5 B GO AT IR

In the intentional, man-made or natural disaster situation, GDCA will take the following steps to

restore security environment:

1.

GDCA verification system’s password is changed by the business administrator, business
operators and system administrator.

According to the type of disaster, some or all certificates should be revoked or re-verified later.

Directory data, encryption certificate and CRL are needed for recovery if the directory is
unavailable or directory with impure suspicion.

Timely access to security site as far as possible to restore operation reasonably.

While restore the business administrator's configuration file, it should be done by the system
administrator.

While restore the GDCA business operator’s configuration file, it should be done by another
GDCA security business operator or administrator.

2 CA IRALABA Bt 7, GDCA JA B H K HAF N UL By, i 2 232 b

AR L K BAT VPG, €T3 ih Rl QPR 7 2038 CAIES, K5 2 RN 1 it -

1 AR A E K R

2. RATUEFERPIRE BIE B

3. i GDCA W ufi sl H el A5 Jy AU AT % TIEAH CA IEP AL HE R ;
4. FPEAEMRFAEH, ERCAIT P SRIUE.

When CA root private key has been damaged, missed, tampered or leaked, GDCA starts a major
emergency treatment process, which is assessed by GDCA Security Policy Committee and the
relevant experts to make a plan. If the CA certificate must be revoked, the following measures will
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be taken:
1. Notify relying parties and state administrative department.
2. Publish certificate revocation status to repositories.

3. Publish handling notification about revoked certificates at GDCA website or by other
communication methods.

4. Generate new root private key and re-issue certificate to subscriber.

5.7.4. RAEJG RN 4268 /1 Business Continuity Capabilities After a

Disaster

GDCA fERAERMESG, NA W JUAT7 547568 /T -
1. FERATRERE I Rl NI RSS2 Gt, T2 ANId 48 /N
2. BEMIKEEEER,
3. BESIRIEE R MIZ E T & % K,
4. HRWHIN RGBT RVS5 I A SR 5T B E K
GDCA shall have the following continuity capabilities after a disaster:
1. Recover business system as soon as possible, not exceeding 48 hours.
2. Recover information of customers.
3. Ensure the operation site meets the security requirements after recovered.
4. There are enough employees to operate the business and not violating segregation of duties.
b 5% 3% S 1 ) SE e S W B AC SR IE EVOCPS R, R HOEERI CA B A% it I
(CA/Browser Forum) i www.cabforum.org KA IFEEE 16 #570 (K)E SR A — 5L

The implementation of Business Continuity shall be stated definitely in GDCA EV CPS and be
accordance with guidelines Section 16 released by CA/Browser Forum at www.cabforum.org.

5.8. CA 3% RA 2% ik CA or RA Termination

2 GDCA F MU 45 (EHO S50, U™ ks 4R (b e N RALANE 7
BN (T IIEIRSTE BLIME) SAHRIVER R YAEN UG 26 1B BT VAR IR S5 I RLE
SORBATA R LA,

7t GDCA & IEFT, W4

1 ZARSs AR R AL

2. iE%H GDCA # 1,

62


http://www.cabforum.org/

L

BEmr R A ERAD

R GDCA EV UF-55EmE (V2.5 fiD

AT GDCA #& 1 AH K Sk

SV NEEE R T

WESVESN:

AR R AL 33

(CAIRINTR RN )&

L EEN=BYIEi s

KW E HF MRS

10. 4b¥E GDCA V45 3 G R GDCA MV 45 #AE 51 ISV E AL PR 5
11, Ab PR Ak AU SRS s

12. jfF: GDCA FHUEM:.

© © N o g &~ w

GDCA and its RA need to stop their business strictly under “electronic signature law on the People's

” o«

Republic of China”, “electronic certification service management method” and relevant laws and

regulations.

Before termination, GDCA must:

1. Arrange the business to undertake
2. Draft GDCA termination statement
3. Notify the entities that are related to GDCA termination.
4.  Shut down subordinate LDAP
5. Certificate revocation
6. Treatment of archive file record
7. Termination of certificate authority service.
8. Archive main LDAP
9. Shutdown main LDAP.
10. Dispose the access of GDCA business administrator and GDCA business operator.
11. Process and store sensitive documents.
12. Remove GDCA mainframe hardware
24 RA B2 IR S5, GDCA 4% 8 5 H AT BAH S b AL 3 Sk 55 R i |
A H A ST

When RA terminates its services, GDCA deals with all the relevant business in accordance with the
agreements.
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5.9. ¥ %4 Data Security

i 2 AN M A AfC A EV CPS H, I H A CA/NI Wi 2% 181 (CA/Browser Forum)
E 1 www.cabforum.org KATHITERE 16 5 55 H 2R AH— .

Data security shall be stated definitely in GDCA EV CPS and be accordance with guidelines
Section 16 released by CA/Browser Forum at www.cabforum.org.

6. INIER G FHi AR ZE#EH] Technical Security Controls

6.1. AN IR %3 Key Pair Generation and Installation

6.1.1. NI A R Key Pair Generation

CA FH W 22 A, i 2 A5 N G7E [ 528 0 32 48 0 T3t e A
VPRI B3R i A il B AE G BB, fEl . A VKR NGBS FIPS140-2 brifk
FIAHSSHE .t T FIPS140-2 ARk AF 2 B 5w i L8 AR T 1A AT AN SO i bm e, 500
TP A TR EL R, R FIPS140-2 bRk S IRHAT, A [ 5500 i BB
SRYFATHTER T HIEFEVEE N, AAS IS Mt srl. T s 914 s & iy
B ZGE N [ 580 5T %€ . k.

CA Z PR B B 1 75 SR AR B — 44 5 4% B o U I AR DR LA CPS BLA A
BB HER . PN E RO R AR S T iE I RAE

XFFEV SSLAT FPHESS, 1T 7 BB PIR il 7 B 2 IR IRE .

XFT EV ARRESRE RS, AT PR RF S AR AR E R A R B AR U X, R A
RES AR, RIS a2 48 F A5 A5, GDCA I8 22 4l B 0s H 251 45T
)i( o
The key pairs of CAs are generated within the cryptographic devices approved and licensed by
OSCCA, in a physically secure environment and under the control of multiple trusted persons. The
generation, management, storage, backup and recovery of the key pair shall comply with the
relevant regulations of FIPS140-2. Since FIPS140-2 is not a standard that approved and accepted
by OSCCA and OSCCA implement a strict management of state’s cryptographic products, GDCA
only apply part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the
product manual of the device is for your reference. Hardware Security Module used for key

generation must be evaluated and certified by OSCCA. Subscriber’s key pair is generated by the
key generation mechanisms embedded in his/her own server or other devices.
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The generation of the CA key pairs shall be video recorded or witnessed by a qualified auditor to
ensure the generation process complies with the requirements of the CPS and follow the separation
of roles principle. The procedures and operations related to key pair generation shall be recorded
and archived.

For EV SSL certificates, subscribers’ key pairs are generated and kept by the subscribers
themselves.

For EV code signing certificates, subscribers shall use the hardware equipment that meets relevant
requirements to generate key pairs, and private keys shall not be duplicated or exported, and the
activation of which must require a password. GDCA will deliver the activation passwords to the
subscribers thorugh secure channels.

6.1.2. REAFEIRLIT 7 Private Key Delivery to Subscriber

AHIHIT P BT, TSR LT .

Since the private key is generated by subscriber, GDCA dost not deliver private key to subscriber.

6.1.3. NABREAIEHZ K HLH Public Key Delivery to Certificate Issuer

T REECTEIER, RAIT R RA G PKCS#10 k& R IIE B2 43 k15 E e
AL BN, DTS AHIRAC Y GDCA 25k, X UL RE
AL 2% 75 B 22 RS, thine &2 ZE M (SSL).

In order to obtain a digital certificate, end subscriber and RA sends certification issuance request to
GDCA electronically. The request contains public key for GDCA to issue the certificate. The request
information is encoded as PKCS#10 or other packing format with digital signature. The
transmission of these requests or file packages needs to use security protocol for protection, such
as secure sockets layer protocol (SSL).

AT A RA GBI PKCS#10 # N AIE P& L E R G B e 784 1 i
X, DL T B A IR GDCA %%, GDCA 7825 RAE AT T a8 i sk
T 4 .

End subscriber and RA sends certification issuance request to GDCA electronically. The request
contains public key for GDCA to issue the certificate. The request information is encoded as
PKCS#10 or other packing format with digital signature.The subscriber’s signature on the request is
authenticated prior to issuing the certificate.

6.1.4. CA AL AWH T CA Public Key Delivery to Relying Parties

GDCA RiiZil il %2 @ Al SER A0 K CA APME S U7, GG M2 4xul U N3, T
X R A S T
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GDCA 175 Zidnt H ki CA iEP.

GDCA shall use secure and reliable way to deliver CA public key to relying party, including
download from security site, face to face submission, etc.

GDCA also publishes CA certificate through server directory.

6.1.5. FHKKE Key Length

GDCA SCRFII RSA P B 28/ 2 2048 i, SCHFH ECC B KL 270 0 256 {i .
AR R I RAEEV CPS v, I HZEH1 CA/N B #5184 (CA/Browser Forum)
i L www.cabforum.org KA KITERS 9.5 i (1 ESRA— 2.
The key size of RSAis no less than 2048 bits. The key size of ECC is no less than 256 bits.

Key sizes shall be stated definitely in GDCA EV CPS and be accordance with guidelines Section
9.5 released by CA/Browser Forum at www.cabforum.org.

6.1.6. ANASHRE RN R ERZE Public Key Parameters Generation and

Quiality Checking

NEAZ RO 25U B 5% ) 3 A 0 1 DRV T 0 o 8 A R A B AE R, 51l
L. MER. USB Key. IC REEARAERL, FFi8 A IX B8 5 (1) 28 R AR o
GDCA I\ X B & A RN BT, HIRS L A% T R e &5 gER,

ST SHUR R AIRAT, [RIRE B8 I 5] 5K 35 A0 3 55 1 St v v v F m % 8 4% B A
JEAT, BlahnENL. @R, USB Key. IC %,

Public key parameters must be generated in encryption equipment and hardware medium
approved and permitted by State Cryptography Administration, such as encryption machine,
encryption card, USB Key, IC card, and follow generation norms and standards of these devices. Of
course, GDCA considers that built-in protocols, algorithms for these devices and medium have
already met sufficient level of security requirements.

Quality of public key parameters is also checked through the encryption equipment and hardware
medium approved and permitted by State Cryptography Administration, such as encryption
machine, encryption card, USB Key, IC cards.

6.1.7. M H B Key Usage Purposes (as per X.509 v3 Key Usage Field)

GDCA ZEK ) X.509v3 iEH6 & 7MY RO, HHAVEYS RFC 5280 #rif:
(Internet X.509 Public Key Infrastructure Certificate and CRL Profile, May 2008) #H%F. i
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R GDCA L RUEAS & I RNEY e AR W] 1 Alag, UEA51T 7 b Z0% I i 4 W (1
@& Y. Z WA CP 5 7.1.2 1,

X.509v3 certificates issued by GDCA contain key usage extension, which matches RFC 5280
standard (Internet X.509 Public Key Infrastructure Certificate and CRL Profile, April 2002). If GDCA
specifies the usage in key usage extension in the issued certificate, the subscribers must use the
key according to the specified usage. See CP section 7.1.2.

6.2. FAARI MFE LR THEZEH] Private Key Protection and

Cryptographic Module Engineering Controls

WAENU L AGEE B, A R 25 & SCBURF Ok CA I 24, AT/
PRS2 EORAE P IT 7 R ZE A TP 15 T (e RV R E 2% Mk ER . SR 2 R AL 18
Ao

Physical, logical and process control approaches must be synthetically used to ensure the security
of CA's private keys. Subscriber agreement will require certificate subscriber to take necessary
measures to prevent the loss, leak, changes, or unauthorized use of the private key.

6.2.1. 25 O 45 B G A ME AT #E ] Cryptographic Module Standards and

Controls

GDCA W25 i [ 5 3 R A A0 T A AT L btk AR S5 i A b 2E iR CAL 28 KAIE
P CA Fl1HAh CA ZEAXT, HAEMEAH I CA Fo5H. CA RGN F U STS FIPS 140-2
BN ER, 1T P R & FIPS 140-2 55 0 FIHARE K.,

GDCA must use the hardware cryptographic module approved and permitted by State
Cryptography Administrator to generate the key pair of root CA, issuing CA, other CA and store
relevant private key of CA. The cryptographic module of the CA system meets the FIPS 140-2 Level
3 technical requirements, and the cryptographic modules of the subscribers conform to the FIPS
140-2 level 2 technical requirements.

6.2.2. FEAL AFEH) (m i%& n) Private Key (n out of m) Multi-Person Control

WAEHUR L AU B S R B HIALER S 2 A4 75 N A3ERIZ 5 CA i
VA HIRIE . BOR BRI AR “ME 2 E” SR, BURER 4> CA RPN T
PRI s 7 o AN, 0 B 22 A RS N VR o BSR Oy — MR S A AR (1 Bk
o FLESBON m, A AT 0 ANIIATE N 53 BE O il A7 AR SRS R T i) CA A
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Ho fEXE m A/NF5, nANT 3,

CA must use technology and process control mechanisms to achieve multi-reliable personnel jointly
participate in the operation of CA encryption equipment. The “Secret Sharing “technology is
adopted, namely, the activated data required in operating the private key of CA is split into the
several parts and the parts are held by several trusted personnel. If hardware cryptography
module’s secret division amount ism, then at least the number of n of trusted personnel must be
required to activate CA private key stored in this cryptography module. It notes that m is not less
than 5, nis not less than 3.

6.2.3. FAEAFLE Private Key Escrow

AEH

Not applicable.

6.2.4. FhEH&4 Private Key Backup

N T RIENE 55 RRET R, GDCA i Zi G CA FAEHII 2 43, DAas RAER B AL . AL
Ay LU B A ORAAE R A S . 774 CA RIS RSB NAT & CP 26
6.2.1 T A ZE R FFAF AL ORISR - CAFARH S A 2146 o ol A1 S R A Bk p 2245 5 CP 2 6.2.6
TER.

In order to ensure ongoing operations, GDCA must create backup of the CA private key for disaster
recovery. Such keys are stored in encrypted form in hardware cryptographic modules and
associated key storage devices Backup of the private key in encrypted form is stored in the
hardware cryptographic module, and cryptographic modules used for CA private key storage meet
the requirements of section 6.2.1 and are stored in safety box. CA private key is copied to backup
for hardware cryptographic module to meet the requirements of section 6.2.6.

6.2.5. FAEHIHAY Private Key Archival

£ CA REHRIIE , W2 fd F 2 CP 28 6.2.1 715 BER I 25 B R fR A7 52/
54, FMMIIRATRE, X CA RPIMIHENAT S CP 27 6.2.10 W HIHLE -

After the expiration of private key, GDCA must use the hardware cryptographic module specified by
CP section 6.2.1 to archive and store at least 5 years. After the expiration of archival, the
destruction of private key shall meet the provision of CP section 6.2.10.
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6.2.6. REFH. BAFEMBBR Private Key Transfer Into or From a

Cryptographic Module

CA IFAH], GDCA Ni™i% 4% AR P18 VO BT & 03, FRILZAME ST
HIRIEREABICVF . 2 CA E &0 2 53 Sh AR R e I, DU )7 AR A
Bz g%, I HAEALSE AT 24T S 4605), LABTIE CA A E R, #i. 2ok, 4k
BRI EE . ARRARIE o

GDCA private key backup is run strictly in accordance with procedure and strategies specified by
GDCA, in addition, any import and export operations are not be allowed. When CA key pair is
backed up to another hardware cryptographic module, by the way of the encrypted form to transmit
between the modules, and made a authentication before the transmitting to prevent the CA private
key from being lost, stolen, modified, disclosure non-authorized, used unauthorized.

GDCA AN UEAT AP A R B b 3 1 0598, B AN SRV It o X 4%
AR A F AR b AR, R P IR ROF B AT AR EAR GRS, T AT A BT
AT BRI R B A ORI S 17 42 il 16 i o

GDCA does not provide the export of subscriber’s private key from hardware cryptographic module
and allow this operation. As for the private key stored in software cryptographic module, and if
subscriber is willing to bear the relevant risks, subscriber can choose the way of import and export
with access control such as password, etc.

6.2.7. FAEFE LB % Private Key Storage on Cryptographic

Module

CA RGIIFAEH L 25T LA SR A TP L 53 50 3 A 0 1 D RV ] (R R A 5 R
PR, A (S T AR 2 /D 75 A FIPS 140-2 = i B[R S5 2% % 42 /KT

T %2244 EV AR UEHIT A AR AL 2 /0554 FIPS 140-2 —
A B o N o

The private key of CA systems in encrypted form must be stored in Hardware Security Module
approved and permitted by OSCCA, and hardware cryptographic module at least meets the FIPS
140-2 level 3 standards or equivalent security levels.

The hardware cryptographic module used to store the private keys of the EV code signing
certificates at least meets the FIPS 140-2 level 2 standards or equivalent level of security.
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6.2.8. BUERH I Method of Activating Private Key

CA IRV T AE A F s i e, HBE S 12 18 CP 28 6.2.2 it AT 7o ifl, JFH
TRAFAE IC REEREAE N, A2 m ik n 1907 2 i N s EaE A e BaE AL

The private key of CA shall be saved in hardware cryptographic module, and its activation data shall
be spilt in accordance with Section 6.2.2, and be saved in the hardware media such as IC card. The
private key must be activated through entering the data using n out of m.

6.2.9. HEEFAVHK 773 Method of Deactivating Private Key

T CARH, MEBRVARIBCE W, AR SS .

The private key will be deactivated when its storage device powers off.

6.2.10.  HEBFAHKI A Method of Destroying Private Key

AAA T . AT ERAER, MIZKAAHE, AmE Xk, el ke
BRI -

When private key is no longer used and do not need to be saved, it shall be destroyed so as to
avoid loss, stealing and disclosure or unauthorized usage.

CA R, fEA AL ARG, TR CA RN — B & AT AR, HAlRY
CA RV AN 2 Af 8. AR CA RVAAE IR AT RN FHAEZ Ll E AR S
TGO T % 48 CA RPIAATBHERET TN R, CA RV I S JUE I K CA FL
MR R AT T B m0ks in R a4 X5 2N 58

After the termination of lifetime, GDCA need archive one or more backup of CA private key and
securely destroy other CA private key backup. The archived private key of CA shall be destroyed by
multiple Trusted Persons during its archiving period. The CA private key is stored in the hardware
encryption card, the destruction of CA private key must use the method that the CA private key is
deleted from the encryption card completely or is destroyed with encryption card initialization.

6.2.11.  FEHFIPEE Cryptographic Module Capabilities

GDCA i FH 5 58 2 A5 2 853 I T HEERI VT AT ) B 05 77 i, B2 FLWUR (155 FhmifE . 30
u. PSR PPMIE A SR EK, FFS I CNS 15135, 1SO 19790 5L FIPS 140-2 4%
2 3 AHCHME, GDCA FIARIE S IERE. TARERCR. LRI 7 (0 %05 4505 1 (1 46 1F
e T 5 EE AL
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GDCA uses the products approved and permitted by state cryptography department, accepts
various standards, specifications, assessment, evaluation certification and other requirements
published by state cryptography department, and follows the related specifications of CNS 15135,
ISO19790 or FIPS 140-2 level 3. GDCA selects the module according to product performance,
efficiency, suppliers’ qualifications and other aspects.

6.3. XN EFHK H b F W Other Aspects of Key Pair

Management
6.3.1. A%HHES Public Key Archival

WLZFJARE CA MR ZEAT JEAS, VAR (IR w] A7 e B 12 v

GDCA must archive CA and end subscriber certificate, and archived certificate can be stored in
database.

6.3.2. EBEVEEAF 03 A IR Certificate Operational Periods and

Key Pair Usage Periods

UE A RN Y B #f iR 7E EV CPS w1, JFHZR CAMXIE 2 its (CA/Browser
Forum) i#id www.cabforum.org &4 IFa T 9.4 B4 A E R AH—2%.

Certificate validation period shall be stated definitely in GDCA EV CPS and be accordance with
guidelines Section 9.4 released by CA/Browser Forum at www.cabforum.org.

NARALH A FPYIBR SAE T A ROWA G, EIFA e — 2.

TR A @ e, HAHRBEAEESAE RSN A LR T84, APARIE
FHMIBR AN LA P AT R PR o (HE, O 1 DRAEFEIE T ROV N 28 44 1045 5L R BASSIE,
OB A IR W] DAAEGIE S (78 ROYIRR EASE

X g eSS, H AP R BAEIE B RO A A W U s 2, A48
FHSIBR AN I P AT RO PR o (HE, O 1 ORAEAEIE TS ROV i (0 45 5L mT BUAg T
AL A TSI BR AT BALEIE 5 1A RO R LA b o

The usage period of public key and private key is related to the validity period of certificate, but they
are not completely consistent.

For the signing certificate, its private key can only be used for signing within the certificate validity
period and not be used surpass the validity period of certificate. However, in order to ensure
signature information can be verified within the certificate validity period, the public key can be used
surpass the validity period of certificate.
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For the encryption certificate, its public key can only be used for encryption within the validity period
of certificate and not be used surpass the validity period of certificate. However, in order to ensure
information encrypted can be used to unlock the information within the validity period of certificate,
the private key can be used surpass the validity period of certificate.

FANFAERM R TR P IUEIE R CAES, UEBEIHE, fEIRIEZ 2 LT,
FCVFAE A B8 PR UEAS BEAT ST . BB B A RE TC PRI T o

In addition, after the expiration of certificate, under the circumstances of ensuring security, original
key pair can be used to update the certificate. But the key pair can’t be used indefinitely.

SEFANRIEAS, LB BN o i - 5 ) fec K A5 F AR 2 F

XFT RSA4096 7 CA IEH:, HEFEHXS I A< Se Vi AR IR 2 30 4F:

X T RSA2048 fi7 CA IE-fS, FEFN 1 mAC SV FHAF PR 2 27 4F

Xf T ECC384 fir CAiE+:, HEHX FIRK RV 30 4

XitF ECC256 fir CA iIF13, Ha BN ek fu v FH 4R R 2 27 4

XF 1 RSA3072 fi EV ISR ZUET:, B XS A B K SV A AR IR 2 39 4> H
X T RSA2048 {7 EV SSL RZ5asiE-th, LB EHXS i fe kK o vl FHAE R 2 398
UN

7. X1 ECC256 fir EV SSL fR%5 asiE-th, LB XS i de K fo Vi F AE R /& 398 K

© a0 >~ w b

For different certificates, the maximum usage period of the key pair can be obtained via certificate
renewal are as following:

1. For RSA 4096-bit CA certificate, the maximum usage period of the key pair is 30 years.
2. For RSA 2048-bit CA certificate, the maximum usage period of the key pair is 27 years.
3. For ECC 384-bit CA certificate, the maximum usage period of the key pair is 30 years.
4. For ECC 256-bit CA certificate, the maximum usage period of the key pair is 27 years.

5. For RSA 3072-bit EV Code Signing certificate, the maximum usage period of the key pair is 39
months.

6. For RSA 2048-bit EV SSL server certificate, the maximum usage period of the key pair is 398
days.

7. For ECC 256-bit EV SSL server certificate, the maximum usage period of the key pair is 398
days.
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6.4. BOIEEFE Activation Data
6.4.1. BOEEIE R A28 Activation Data Generation and Installation

CA RPRIBE A, L IR O T 8 PR0E Bl 0 B P BINE R EDOR, ™
WREAT A o AT

Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.

6.4.2. BEEIEKEIP Activation Data Protection

XF T CA R IHGE S, W ATE AL 73 FR 70 F e (s Bl AR E A
&, MHZEE N RBARF GBI HINER, S5 i AR B o 1 £ E

il
o E

¢
=

o

Activation data of CA private key must be separated in reliable way and kept by different trusted
personnel. Administrator must meet their requirements of responsibility division. The responsibilities
of key sharing holders should be confirmed by signing related agreements.

6.4.3. BoEEE K H AR5 Other Aspects of Activation Data

AHONE «

Not applicable.

6.5. HEHLZ4H] Computer Security Controls

6.5.1. KA BT ENLZEBARZER Specific Computer Security Technical

Requirements

GDCA REiM15 B A E B, 14 M E S 0 B A 1 GIEBAE R G655
R ZAEFARIIE) . TS B AR (- IAERS B BINE), 2115027001
15 B 22 AR ARG LA S AR S 5 B 22 A hn i, e (AT 58 36 10 22 4 TSR g A
W, (EIEE PP, FEAGT. EEN AR EOR: S0
WA, BT RS PRV N SR ST BCE B U I a5

Information security management of GDCA certification system meets "Specifications Related
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Security Technology Certificate Authentication System" published by OSCCA, "Measures for the
Administration of Electronic Certification Services" published by Ministry of Industry and Information
Technology, standards of information security in ISO 27001 and security standards of other relevant
information. GDCA draws up comprehensive and perfect security management strategies and
standards, which have been implemented, reviewed and recorded within operation. The main
security technologies and control measures include: Identification and authentication, logic access
control, physical access control, management of personnel's responsibilities decentralization,
network access control, etc.

I AR e A B, MR CA BAFAEIE U R G R AT RS, A
2R BIRAEZBUN VT .

%ol RGBS AL RGN B, B KRG S HAD RGEERE . XFrE AL
B L B g 5 110 80 FH 2 e Aok I 448 1) 7 1) o S PRV 817 38 BEL Lk DA PR I N A1 I N AR A2 7 R 8 Y
“%, MREVTARERES . RA CA RGiEE5E AT N, AULET/EFTE. U
n] R G AT{E N 52 A) U I 415 i) CA 8

Strict security controls ensures that the system of CA software and data files is secure and reliable
without unauthorized access.

Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for
specific applications. The usage of firewall is to prevent the intrusion from the internal and external
network production system and restrict activities of access production system. Only trusted persons
in operation and management group of CA system, when necessary to access the system can
access the CA database using password.

R4 N Y WARGIC SR AE EV CPS o, I H BRI CA/X % 28 18 3% (CA/Browser Forum)
BT www.cabforum.org KA IFE RS 16.5 #8453 A E R AH—2K.

System security shall be stated definitely in GDCA EV CPS and be accordance with guidelines
Section 16.5 released by CA/Browser Forum at www.cabforum.org.

6.5.2. THEN 241 Computer Security Rating

GDCA [IIEZRSE, i 1 E SO BRI % e d A

GDCA certification systems pass the security review of OSCCA.
6.6. AT ARIEH Life Cycle Technical Controls
6.6.1. RS K3z System Development Controls

GDCA HIERAF v A A R4 AT B -
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I Y E AT ¥
2. Za N A a] SE PR
Ay, GDCA AT IT RIRIERTE, 275 1S015408 HbnitE, $ATAHREIFIRIAIIT
KA
Software design and development of GDCA process follows principles:
1. Verification and review of third-party
2. The security risk analysis and reliability design

The operation specifications of software development, which refer to 1SO15408 standard,
implement relevant plan and development control.

6.6.2. 4B HEH| Security Management Controls

]

GDCA MIE R G IIME B 22 A BE, RS A8 [H 2850 LA 1 A DB AT B
BEATHRAE

GDCA I & Gt iAE LR TR A fl 3 it , B A 1) R Gl 4o 7™ 4% 1 IR 30 f
A AT ZAFUE R, ARSI 23 10 FAE ST AR I DhRe IR A e 3% .
GDCA X I\ IE R GEEAT & HIAAS & 1 ke At o

GDCA X H]—F 3% f T PR ZoR iz hI AL R S IAC B, LABH 1L R BB B

Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.

GDCA authentication system has a strict control measures, and all the systems can be used
through rigorous testing and verifying. Any modifications and upgrades will be recorded for
reference and made for version control, functional test and record. GDCA also carries out regular
and irregular inspection and test for certification system.

GDCA uses the flexible management system to control, monitor system configuration and prevent
unauthorized modification.

BEAF B BRI BRI, AT Ze b E, HRIRBIRERESHAR, 25
FAAE 2 AR A o TN V28 IR SR AT 22 2 o ZBUAE SE N T Y 22 A LA T, 2B AT e
A 22 AN

GDCA NIE RS BB e s TH R LU, TR IH B AEEAT A BRI, 15 S 20
WSS AR 2 A 5 B AF

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

After all the hardware and software equipment of GDCA authentication system are upgraded,
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GDCA must confirm the existence of information which affects the security in waste equipment.

6.6.3. A 4y FE B B 22 248 ) Life Cycle Security Controls

GDCA NIER G R et B vl RREERI TGt R, Hrp g 7R, AR
i Ji S 2k

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.

6.7. MILKHKZ4e$H] Network Security Controls

GDCA AL Z G K FH 2 4 B K b AN R 28 B 22 Pl R LI DR, I HLS M 52 3 1
IR

N T RN 24, GDCAWIE RS LALARE | ARSI 22w it B A
EARG, JFHRMER K NRARI . e PR R AR E RGNS, BUR
A RE IR B T W28 XU

GDCA authentication system has multi-level firewalls and the protection of network resource
security control systems. It also has complete access control technology.

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and
updated to the version of above systems, as much as possible to reduce the risks from the network.

6.8. K [E]ER Time-Stamping

GDCA 4454 RFC 3161. 5816 UL & Authenticode fJIf IR AR S, FEF TG
25 % . GDCA HIMVSS REGEH R Geit [a] 3558 i NTP WMl 5% (Al 8RR 45 525 .

GDCA provides time stamp service that complies with RFC 3161, RFC 5816 and Authenticode,
mainly used for code signing, and the system time of GDCA’s operation system synchronizes with
this time stamp service through Network Time Protocol (NTP).
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7. iEH. IEBHESET)RAELIEFIRSMY Certificate, CRL,

and OCSP Profiles

7.1. iEHHIR Certificate Profile

GDCA iFBiEAE ITU-T X.509v3 (1997): {5 BRI ARG H&E-H 3% AIFHESE
(1997 4 6 A) kAl RFC 5280: Internet X.509 ZAM%AREAN & i CRL 4544 (2008
F£5H).

The format of GDCA certificates conforms to national standard, i.e. ITU-T X.509 V3 (1997):
Information Technology - Open Systems Interconnection - the Directory - Authentication Framework
(June 1997) recommendation by ITU-T and RFC 5280: Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile (May 2008).

GDCA i#iid CSPRNG £ T 0 HACSE 64 fri) AR F 8P RE R 815 .

GDCA generates non-sequential certificate serial numbers greater than zero containing 64 bits of
output from a CSPRNG.

EV P2/ 5 SR X 509 v 45k, R e A Bl AR ) BRI R R TR

Certificate contains at least basic X.509 v1 domain, and its specified value or limited value is
described as follow:

F-EV UEFSE5 1) (1) R A 45
ik i B A AR BR ]
FRAS & W] X. 509 UEF IR A, B V3
P4 s TEFS (1 M —H A

BAE RESUEFIN P 254 5500 (L CP 55 7. 1. 3 74%)

&R DN R I 4

HRuRieHE | 3T EpRER R UTC) , MAbERE[E2, #% RFC 5280 ZERZmiY

AR H | BT EER@EA R E (UTC) , AL ] [F] 25, 4% RFC 5280 R ZwhY.
A ROR M B4 CP 2 6. 3. 2 TRl BRI

8 DN IEBRAE BB A,
CN. OU. O. streetAddress. postalCode. L. ST. C. serialNumber.

businessCategory. 1.3.6.1.4.1.311.60.2.1.1. 1.3.6.1 .4.1.311.60.2.1 .2,
1.3.6.1.4.1.311.60.2.1 .3.
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AN A RFC 5280 2w, fHHH CP 28 7. 1. 3 Hhf e ML, B 2

CP 45 6. 1.5 #8 & MIER

Table - Basic domain of Certificate structure

domain Value or value limitation

Version Format version of X.509 certificate with the value is V3

Serial number Unique identifier of certificate

Signature i ) o N ]

) Signature algorithm for issuing certificate ( see CP section 7.1.3 )
algorithm
Issuer DN Issuer’s Distinguish Name

Start period Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
time, encoding follows the requirements of RFC 5280.

End period Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
time, encoding follows the requirements of RFC 5280. The setting of valid
period follows the limitation of this CP Section 6.3.2 specified.

Subject DN Certificate holder or entity DN, including:
CN,OU,O,streetAddress,postalCode,L,ST,C,serialNumber,businessCategory,
1.3.6.1.4.1.311.60.2.1.1,1.3.6.1.4.1.311.60.2.1.2,1.3.6.1.4.1.311.60.2.1.3

Public key Using specified algorithm of CP Section 7.1.3 according to the encode of RFC

5280 , key length meets specified requirements of CP Section 6.1.5.

7.1.1. hA<5 Version Number(s)

GDCA V] /'] EV IEPBFFE X509 V3 iEPIZ, A s BAFBAEIE B A S B A
o

GDCA certificates are in line with X.509 V3 certificate format. The version information is stored in
the field of the certificate version column.

7.1.2. WERH B Certificate Extensions

GDCA %K ¥ EV IET, HAlF T R A IETF RFC 5280 #xifE, 77 & Guidelines
For The Issuance And Management Of Extended Validation Certificates %23k

HEPSRIGY R BRI AE EV CPS 1, Jf HEZH CA/M Y #5181x (CA/Browser
Forum) i www.cabforum.org & AffIFEFS 9.3 #7 AESRAH 2.

Extensions of EV certificate issued by GDCA follow IETF RFC 5280 standard, and conform to the
requirements of the Guidelines “for The Issuance and Management of Extended Validation
Certificates”.
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Certificate policy extensions shall be stated definitely in GDCA EV CPS and be accordance with
guidelines Section 9.3 released by CA/Browser Forum atwww.cabforum.org.

7.1.3. HEXT R FRIRAF Algorithm Object Identifiers

GDCA Z R WEFsH, B SHVE FIFR IR ST N sha256RSA I sha256ECDSA.

The cryptographic algorithm identifiers of certificates issued by GDCA include shalRSA,
sha256RSA and sha256ECDSA.

GDCA JH i FH R BEVER S ARIREF, 74 1SO X R AriRT (OID) & 3 [5G . 15110«

Algorithm object identifiers used by GDCA are in accordance with 1ISO object identifier (OID)
management standards. For example:

1. ZBAE%

sha-1WithRSAEncryption OBJECT IDENTIFIER := {

iso (1) member-body (2) us (840) rsadsi (113549) pkecs (1)
pkes-1 (1) 5 }

2. HEEE:

sha-1 OBJECT IDENTIFIER ::={

iso(1) identified-organization(3) oiw(14) secsig(3) algorithm(2) 26}

md5 OBJECT IDENTIFIER ::={

iso(1) member-body(2) us(840) rsadsi(113549) digestAlgorithm(2) 5}

3. AEXFREIE:

rsaEncryption OBJECT IDENTIFIER ::= {iso(1) member-body(2) US(840) rsadsi(113549) pkcs(1)
11}

4. MIRREE
A CP WAL 28 A B 1 1IN AT B PR B2
1. Signing Algorithm:
sha-1WithRSAEncryption OBJECT IDENTIFIER = {
iso (1) member-body (2) us (840) rsadsi (113549) pkes (1)
pkes-1 (1) 5 }
2. Digest Algorithm:
sha-1 OBJECT IDENTIFIER ::={
iso(1) identified-organization(3) oiw(14) secsig(3) algorithm(2) 26}

md5 OBJECT IDENTIFIER ::={
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iso(1) member-body(2) us(840) rsadsi(113549) digestAlgorithm(2) 5}
3. Asymmetric Algorithm

rsaEncryption OBJECT IDENTIFIER ::= {iso(1) member-body(2) US(840) rsadsi(113549) pkcs(1)
11}

4.  Symmetric Algorithm

This CP recommends the user to use the symmetric algorithm approved by OSCCA.

7.1.4. £ # I Name Forms

GDCA Z& K [FE-F5 4 FR T B A N 2575 & X501 Distinguished Name(DN) %
IR S

EV SSL/TLS iEH EMIARAN S G EW “.7, “-7, e “ 7 (B TR, Mot
AR R Z IO A AEEE BANE A2
Name of certificate issued by GDCA is formatted in accordance with X.501 DN.

J, 2 and f 7 (empty)
characters and/or any other indication that the value/field is absent, incomplete, or not applicable.

EV SSL/TLS server certificates cannot only contain metadata such as

7.15. £ PR #&| Name Constraints

ANEH

Not applicable.

7.1.6. IEFEME N RAFIRAE Certificate Policy Object Identifier

GDCA I EV - AL & IE i SRS 0 AR IRAT, BARAT 2 A CP 2 1.4.1.3

UE -SSR R R S B i S AE EV CPS th, JF HLOE AL CA/MI S 2818 I
(CA/Browser Forum) i www.cabforum.org & A 93655 9.3 #B70 FESRAH — 2.

EV certificate issued by GDCA shall contain the certificate policy object identifier: Please refer to CP
sectionl.4.1.3 for details.

Certificate policy object identifier of shall be stated definitely in GDCA EV CPS and be accordance
with guidelines Section 9.3 released by CA/Browser Forum atwww.cabforum.org.
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7.1.7. SRS RR 9 BB T A A vk Usage of Policy Constraints Extension

AEHT

Not applicable.

7.1.8. SR PR B T I EANE X Policy Qualifiers Syntax and Semantics

AEH .

Not applicable.

7.1.9. REBRUEH RSP R T AL ELE X Processing Semantics for the Critical

Certificate Policies Extension

5 X509 Al PKIX ¥l —F,

It is in accordance with X509 and PKIX regulations.

7.2. EHHEHEFIER CRL Profile

GDCA EHi% % CRL, f:F 2l F .
A CP %K%K CRL 754 RFC3280 #n#E. CRL Z/DAEan R RTIRFEA
AT 2

The CRL determined in this CP is accordance with RFC5280. CRL contains at least basic domain
and content described in the following table:

1 (BB E A PR Al

FR A V2

WUR & R CRLHJSAE, AR B o

A2 H A CRL %K H M

TR CRL FIRZRME I AT UE SRR 24 /N FE 3T
R4 S 2K CRL FIT A FH R 25 44 B335

WUR LA % B bR IR | B 160 ALK IE AL A S AT B8 5 18 A4 B
7
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tHCERIIES FUH RS FIE TS, SRR IE I R 515 AR H

Domain Value or value limitation

Version V2

Issuer Entity for issuing CRL, issuer distinguish.

This update Issuance date of CRL.

Next update Next issuance date of CRL.CRL is updated every 24 hours.

Signature signature algorithm used for issuing CRL.

Authority key identifier It's composed ofal60-bithashofthe value of CA’s public key.

Revoked Certificates List of the revoked certificates, including serial number and
revocation date of revocation certificate.

7.2.1. hz4s Version Number(s)

GDCA H %% X.509 V2 A CRL, IMARA S fEAE CRL A% 202 H .

GDCA currently issues CRL of X.509 V2 version. This version number is stored in format column of
CRL.

7.2.2. CRL fl CRL % H¥ I CRL and CRL Entry Extensions

ANEH

Not applicable.

7.3. OCSP #ii& OCSP Profile

GDCA JH F#24k OCSP (TEZRIE RS A M AR S5 ), OCSP {E4 CRL 4G Rk 78,
J7AEUE S P A BRI ESE R .

As an effective supplement of CRL, OCSP provided by GDCA is used to check the information of
certificate status for subscriber online.

7.3.1. FR4s5 Version Number(s)

RFC6960 & X ] OCSP hA.
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The field conforms to OCSP defined in RFC 6960.

7.3.2. OCSP # &I OCSP Extensions

AEH .

Not applicable.

8. INMEAL# &+ M H b P45 Compliance Audit and Other

Assessments

81 TEM B P B MBE E Frequency and Circumstances of

Assessment

GDCA NAFHEX YIRS, BB, BRI h] SR AT S AT — I
PR € S bR R AEAE LR 15 5 TUE AR . BEOR—30 JFRYE d &8s BRI T8 HFEE
W ERBEAT — BB TEAIZ E VA, R R s A D 3% B EV SSL RS AHIET
HEV RIS ZUE BT AL, CAORIEUE P IR SS I St . 22 A ml 4% 1

bR 1 N ERE THAPEAL A, GDCA BB B H THIMEE 55 B, 1% WebTrust
CA RN EAT S B T PPl -

1. MR (R NRIEFIE P2 A1) (R UERS S HINEG) FRER,
R — R EE T I VPAG A

2. GDCA #Z B EH K FE T IHIER . EZHRARMEN A CPS MR E SL iz & Ak
55, RN ERTEAE AN TR RE, R 2D HIPAT — IO EBITE A R, AR GDCA
MBS (RA. ZH A L # .

3. GDCA HEiEMSr iy i Iige 55 BT, %08 WebTrust X CA BIFRTHRIN, HR4452F
17— IRAMER B TH APl

4. GDCA HFFFEHAT — RIS VPG TAE, A NS SN, VPG B Ak
AR AT R B AR, FEVEAL H RTINS HR . R G AR SR i 1 R
LS AR, AR AR VAL, B SR AE R R 2 R SR LT I 2 AT

VR R Y IR CSRAE EV CPS i, I HLZORT CA/ Ba 2% 18 1< (CA/Browser Forum)
JEt www.cabforum.org KA HIAEES 17 30 I ESRAH — 3K
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GDCA shall audit physical controls, key management, operation controls and authentication once a
year in order to confirm the actual circumstance and take actions according to the audit result.
Furthermore, GDCA shall make consistency audits and operation assessments quarterly, and
GDCA shall extract at least 3% of the EV SSL certificates and EV code signing certificates
respectively for assessment to ensure the reliability, security and controllability of certification
services.

In addition to internal audits and assessments, GDCA also engages external audit firms to perform
assessments and evaluations according to the CA requirements of WebTrust on CA.

1. GDCA is assessed and inspected once a year in accordance with the "Electronic Signature
Law of the People's Republic of China", "Measures for the Administration of Electronic
Certification Services" and other requirements by administrative authorities.

2. GDCA conducts operations and services according to the requirements of state’s authorities,
the specifications of state’s relevant standards and this CPS. GDCA shall conduct internal
assessment and audit to other entities (including RA or LRA, etc.) in GDCA at least once a
year.

3. GDCA engages external audit firms to conduct assessments and evaluations once a year to
be compliant with WebTrust for CA.

4. GDCA performs a risk assessment once a year to identify internal and external threats, and to
evaluate the possibility of occurrence and potential damages, and to assess if the current
strategies, technologies, systems and relevant measures are able to mitigate these risks.
Based on the risk assessment, GDCA develops, implements, and maintains a security plan
consisting of security procedures, measures, and products.

Audit operation shall be stated definitely in GDCA EV CPS and be accordance with guidelines
Section 17 released by CA/Browser Forum at www.cabforum.org.

8.2. VREEMB4/EH Identity/Qualifications of Assessor

GDCA MIANHRH T, 1 GDCA %A His 2 B = i s AL SN HR ] 10 # v P4l /AL,
PP N AT I A

GDCA BHF MR T AL, BiZR & BUT A B -

1 WARZVFRTR. APOL BRIV IR, A=A R A2
TR ENUE B2 e R, BEMSZEER, PKI EOR, drdErI#R(E
&M E RGBT ERER) LML BN T B
FL AL T RS

> v

Cross department audit assessment group organized by GDCA Security Policy Committee
performs internal audit of GDCA.

External auditors which GDCA hires shall have the following qualifications:
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1. Must be an authority which has been licensed and has a good reputation;

2. Understand computer information security system, communication network security
requirements, PKI technology, and related standards and operations.

3. Have the expertise and tools to check the system operation and functionality.

4. Beindependent.

8.3. W HEEBIEME ZHE K AKR Assessor’s Relationship to

Assessed Entity

L. GDCA it B 5 ATHUMIN RAE T 5, M55 0 B ML S50 SR A A
N

2. SMEVERE (R 1T LR T H 25 TR i BLR) AT GDCA 2
FRMSLIER, SAERINNLS . I5 (o, S S ERTR S e R AL LAY
WA AU, A BB, AT, BN GDCA HATIEH .

1. Segregation of duties is required between the GDCA auditors, and the GDCA system
administrators, business administrators, and business operators.

2. The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There are no business interactions,
financial transactions, or any other interests that could affect the objectivity of the assessment
between the above two. Assessors shall evaluate GDCA in an independent, fair and unbiased
attitude.

8.4. LI Z Topics Covered by Assessment

GDCA B8 T A 25 L4 -

1 AR TR R 78 5 1 52t

I87E TAERUFRAN I BE 2 7549 21 bt ~

ST PR CP 45 BTG AN 2 A TR IF R AIE ML 55 5

EMHE, WFRETE, SEAAERNE;

T T ARTE HAR T R A7 E 1) 22 4 UK o

B =05 WU 45 AT i I WebTrust For CA BV LK, X GDCA AT AT 5 it

/

/

o s W

GDCA’s internal audit includes:

1. Whether the security strategy is fully implemented
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2. Whether operation procedures and processes strictly followed

3.  Whether strictly following the CP, business specifications and security requirements when
conducting authentication services

4. Whether all kinds of logs and records are preserved and if there is any question
5. If there’s any other potential security risks

Third-party audit firms perform assessments and evaluations on GDCA to be compliant with CA
requirements of WebTrust.

85 XHEHBEARNREFREKAITE) Actions Taken as a Result of

Deficiency

XIT GDCA P HRE vH&5 R i ie) @,  H o T vPAd /N A7 57 X G ) ) 51 A HR
BE T TREAT Y 25 SO RO SE R A T o SE RO BT VT 45 SRR eSO 5, 25 R R 171 06 200 i 7
VA NG S 55 it TAE S 4l

XF T GDCA #ABUEMHUM I B v 45 5, WnZHU IEAE#E T8 A CP M GDCA il
SE [ HABNE 25 BTE 947 2, GDCA K4 LARIIE, FA BT & A B (X 2647y, [mli
G GDCA I ZR AT S5 B N S5 RAT IG5 P E IRV E LA, GDCA F#4 1k
SHZAUR I HLFIAE Y 5547 FAZ AL

8 =05 TS5 BTl 52 S, GDCA %R H TR R & b7 80k, JRRE2 K
B AR

Audit assessment group monitors responsible departments for improvements and complete status
of issues that were mentioned in audit reports. After improvement of audit results have completed,
various functional departments should submit summary of improvement to audit assessment group.

For authorized RA mentioned in GDCA's audit report, if they are violating the CP and other business
standards defined by GDCA, GDCA will stop the above behaviors immediately and ask them to
make changes in accordance with the requirements of GDCA.GDCA will terminate relevant
authorization of electronic certification services of RA if the above behaviors are seriously violated.

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the
audit reports. GDCA will be evaluated again after the rectification.

8.6. PHML4RIMEESE kA Communications of Results

GDCA P S e T 45 JBL [ AS LA 2% W BE A0 1T AR o T8 S BVE LR 3R 4T 125K
AR, XS FREIE AT S Az fR R, GDCA 2K [T P iR .
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5= IS G e RS, XTSI, i@k www.gdca.com.cn
BEAT AT o ATAR 55 =77 T PPy SR 38 0 ik 45 SR B AU ME 5., 500 200 2 B i 1)
GDCA K@ B f 753, IHES GDCA HIRIR, V4 7 A MLE Mk 4h; GDCA £
B EIX 7 T AU

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA will
notify the subscribers of any potential security risks timely.

If the assessment from a third-party auditor firm is completed, the audit results will be published at
GDCA website (www.gdca.com.cn). Third-party should communicate its purposes and methods to
GDCA in advance before notifying the evaluation entity on the assessment results or similar
information, except otherwise defined by law; GDCA reserves the legal rights in this part.

8.7. HVPAH Self-Audits

8.1 &y,

See section 8.1.

9. R FAERH AR %% 2K Other Business and Legal Matters

9.1. %&F Fees

GDCA ATHAR R H T UAERE 55 10 A LR RO EE-F50T PO B P, L b
AT AU SN BT, GDCA TR 1GH4H 1 4 i vt Kol 2 i

GDCA can charge the certificate subscriber of this institution for the electronic authentication
service. The specific charge standards must be executed according to the market. GDCA can’t
increase the fees of charge and enlarge the range of charge by itself.

9.1.1. WF A 3758 B Certificate Issuance or Renewal Fees

GDCA XHEFHEFIEH M %, AAifE GDCA M www.gdca.com.cn |, fit
M.

R GDCA 2 & PR 4R BN kS AT GDCA A AT A —80, LAV R
%
The fees of GDCA adding and renewing certificates are published in the website www.gdca.com for
user to query.
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If the price specified in GDCA agreement is different from the one published, the agreement price
prevails.

9.1.2. WFHE# %% F Certificate Access Fees

SPTAUERA#, HAl GDCA ANUHUEF 9% . BraE I MR sk T ok, R
GDCA SAHAMA B, GDCA 5 R Hh i e OS2 H

WA P 2 IR B BUSR AE AEA8 4k, GDCA K4 I 7E k3t www.gdca.com.cn
ETLLA.

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its
website (www.gdca.com.cn).

9.1.3. B FRASEEE WA Revocation or Status Information Access

Fees

PR FIRSE B, HAT GDCA ANUBUTMI 2 . BRIEFH 3 Rk 75
3R, THE GDCA XAHEAMA SR, GDCA 5 H F i i O S s i %

an SR B AR A 15 B A i 2 BUR A AT A2 16, GDCA Kt 23 B I 78 [ i
www.gdca.com.cn 7 LAA A

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless
the subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with
the subscriber for appropriate charges.

If revocation and status information inquiry charging policy has any changes, GDCA will promptly
post the changes at its website (www.gdca.com.cn).

9.1.4. HAb RS 3# B Fees for Other Services

1. WA GDCA RIAUT Y CP s AAH VR SO, GDCA 75K
E AT 7 A B IS 3 AN AR B T A 5% o

2. GDCA ¥ 1) I F A FAF A T JAH OGRS, GDCA TE 5T F sias HoAth sk
R I H S TN A

3. Jth GDCA N4 ZEali & I RS E MRS 9%, GDCA K4 Jeif A, AHLHH
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1. If subscriber requests paper version of CP or other related documents from GDCA, GDCA will
charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares
the prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.

9.1.5. IBE MG Refund Policy

GDCA XJAT FYSCHU B FH Bk 7 3015 FR i R o i 2l FH DR Dl s 38 el ] DR SR 4,
GDCA ¥JARIE I FATAT 3 F o

FESE AT PR A2 AP A2, GDCA 357 ™K IR R T AN SEms .t o
GDCA & | A CP FriilE i ST a L & HE K 55, T 7 Al AR GDCA L5 If
IB#K. 7£ GDCA i il P HIETJE, GDCA ¥ L EPHELT oA FE 1ZAIE 1 T AT 9%
FABURIE AT

TR AR T 45 2 R
SERGRFE, 1T WUk FZIE TS, GDCA Kb 7t Huk i it .

GDCA does not refund any fees to subscribers except fees charged for certificate application and
renewal because of specific reasons.

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CP or
other material obligations, subscribers can request GDCA to revoke certificates and refund. After
GDCA revokes subscriber’s certificates, GDCA will immediately refund the full amount that
subscribers have paid for the certificate application.

This refund policy does not limit users from obtaining other compensation.

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate
his/her legal liabilities.

9.2. W43 Financial Responsibility
9.2.1. PREETERE Insurance Coverage

DRESE Bl 32 E24 X CP 38 9.9 = v T s I £

Insurance Coverage mainly focuses on compensation specified in CP Section 9.9.
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9.2.2. H AR = other Assets

AEHT

Not applicable.

9.2.3. X B & SR B AR B AR JE F Insurance or Warranty Coverage for

End-Entities

EASIT 7 — Ei%5%2 GDCA HIES, sl @i il e ORHE B AR S5 K455, AR Al
BWREZI T L% T4 CP R TR AMH AR IR E AL A o

The acceptance of the certificate or its services specified by the agreement by the subscriber
means that subscriber has accepted the specification and constraint of insurance and warranty
coverage in this CP.

9.3. M5 BRE Confidentiality of Business Information
9.3.1. {7315 B Scope of Confidential Information

£ GDCA R AL AL IIER S, LURE BN RS R

1. GDCA I " U725 44 S w4 s

2. HIMdRAHE: AHHE, REHHE BRHENEER, XL%E S GDCA
MNREEE, RAEZEF I RANSEE AT LAE . RZERER, ATE
N AN R A

3. HAtth GDCA Hl RA fRAFHIAN AN A BME BN ORE, BREHRZEDR, A

=

o

In the electronic certification service provided by GDCA, the following information is treated as
confidential information:

1. GDCA subscriber’s digital signature and decryption key

2. Audit records including local logs, server logs, archive logs information, which is treated by
GDCA as confidential information. These records can only be accessed by security auditors
and business administrators. Unless for law requirements, this information cannot be released
outside of the company

3. Other individual and company information preserved by GDCA and RA and should be treated
as confidential. Unless for law requirements, this information cannot be released to the public
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9.3.2. ABTHEFEHEE Information Not Within the Scope of Confidential

Information

H1 GDCA KATHIIEF . AEHH A8

EB T PR R

IS EE I GEETEE

RS (CPOL B IAIRML IS HUU (CPS).

M v R

1. Certificate issued by GDCA and its public key.
2. Information of subscriber in the certificate.
3. CRL

4. CPandCPS

9.3.3. 73 £ % {5 B ) T /£ Responsibility to Protect Confidential

Information

GDCA. JEMLI. T UL SRS RIS 5 75, #E LA ERA CP 1)
FE, AR R R3S BT, A0 E TR T B B AL R kAT
LRy

GDCA, RA, subscribers, relevant entities and parties involved in certification business, have the
obligations to assume appropriate responsibility of keeping confidential information in accordance
with this CP, and must protect it through effective technical means and management process.

AR B & TR, Bk GDCA A TRk #E At i A 1 O 2% 45 8
IKf, GDCA Ripi e L ER; [FIRF, GDCA Hf ZERZ RS S AT & XX Al g EAT
FHEEAL PLRIRH B AT 8 I (R . A R A I 3k DR A5 B AT i AT
i HoAth 5 A 432 (5%, GDCA AN FEAEATT 5 AR 56 (K B R A T DR 45 J2 T 3 i Y
Bk PR ERIPTE RRSE 5 I S ek b T 201 R 15 B 50 G 2 51 4E

As confidential-information holder requires GDCA to publish or reveal all his/her/its own confidential
information due to some causes, GDCA shall satisfy his/her/its requirements; Also, GDCA shall
require the holder’'s documentary application and authorization to express his/her/its own will of
publishing or revealing.
If any other obligation of compensation is involved in the act of revealing confidential information of
the user by GDCA, GDCA will not assume any responsibility for damage concerning it or caused b
y the act of publishing the user's confidential information. The confidential-information holder shall
assume compensatory responsibilities related with it or caused by the opening of confidential
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information.

4 GDCA TEARA:AE 1M VB LA HAB AR il A R P IR R,

LA CP hHE M55 B, GDCA MIgMiEH. VEM LA B v () R,
IR TAAAI SR 5 2., GDCA EAUKIULAT ST XA AT R T
TR LR AN L 55

When facing any requirements of laws and regulations or any demands for undergoing legal
process of court and other agencies, GDCA must provide confidential information in this CP, and
could publish the relevant confidential information to law-enforcing department according to
requirements of laws, regulations, legal doctrines or court judgments. Under this circumstance,
GDCA shall not assume any responsibility. The reveal shall not be regarded as a breach of
confidential requirement and obligations.

9.4. MANBEFIRBE Privacy of Personal Information

9.4.1. B RARZ 71X Privacy Plan

GDCA R ffill 2 R FA PR THRIFS 1T AN N5 BARE

GDCA should establish the Non-disclosure plan to protect the privacy information of subscriber.

9.4.2. Ve MRaFA AR K115 B Information Treated as Private

B T SRR S LSRRGS E B AN, 1T SR AR AT SR L
NEEAAEE . AL B 15 BT

L TR ROE SIS e S5, AL

2. ATPHERA LS

3. AT,

4. ATPHIRITIKS .

Except for the information already included in the subscriber certificates and the certificate status i
nformation, other basic information provided by the subscribers is deemed private. Information
treated as private includes:

1. Subscriber’s valid documents number such as ID number, organization code
2. Subscriber's telephone number
3. Subscriber’s mailing address and living address

4. Subscriber's bank account number
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9.4.3. AN NEFR 1S B Information Not Deemed Private

WP RHAREBNERENER, UAZEBRIRESE, 2 LA, AHuk
AER

All information in a subscriber certificate and the status information of the certificate, etc. is deemed
not private, and shall not be regarded as privacy information.

9.4.4. PRI BE AL I 5T/E Responsibility to Protect Private Information

GDCA. JEMHA 23R E 5 R4 A CP 25 9.4.2 Fh HIE 1T P ERALME B 34
53X 5%

GDCA has the responsibility and obligation for proper custody and protection of the certificate
applicant personal privacy described in section 9.4.2.

9.4.5. FHBRAEERNS S5 RAZE Notice and Consent to Use Private

Information

GDCA 75 HANE MY 25365 B P9 A R A3 AT T 5 S, R S0, &
BRSSP E . R IXE RN, TR KEFEA, GDCA #¥%AH & 5T
PRI, MEHRAERTFMFEE.

Any subscriber information GDCA obtaining within the scope of certification business can only be
used for identifying, managing and serving subscribers. When using the information, no matter the
privacy is involved or not, GDCA has no obligations to notify subscribers, and no need to obtain
subscriber’s consent.

GDCA TEAT A E M B E VAP AR AR T Il AVERE PSSR T, 8385 B
BT 3 PRI T R E X R4 55 e fu s B, a5 P 55, HEEA
TERERT P FEE.

Under any requirements of laws and regulations, and demands for undergoing the legal process of
other agencies, or under the circumstance where private information holder submits the written
authorization to certain object for publishing the information, GDCA has no obligations to notify
subscriber, and to obtain the consent from the subscriber.

GDCA. JEMHUR I R 7 ZRAT 7 FaAME B T X057 40 5E B R@ LUK H 1, ST
I RV P IFPATAT 7 R R AN, 10 HLIZ A A A AU A AT )4 475 3K Cnf 3
(EEE DR

&«

If GDCA and registration authority shall apply user’s private information to other purposes beyond
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the functions agreed between two sides, CA and RA shall notify subscriber to obtain his/her/its
agreement and authorization, and the agreement and authorization shall be in the form which can
be archived (such as fax and business letters etc.).

9.4.6. WERBATBEREFRE BE#HE Disclosure Pursuant to Judicial or

Administrative Process

HI AT R AUAT BT I 7 22, GDCA #3117 AL S B H ek
PIELIR ATEIATHLGR e 4.

1 BUREEERAORUE I ARSI il SA L P 3R i

2. VEBERA LA BT AR B R FIAIE A5 7 AR O 2 4y I S ik i 4R H R

3. RAGERNEERBUI M SN I R .

Due to the need of legal execution as well as administrative execution permitted by legal
authorization, GDCA shall provide subscriber’s private information to relevant law enforcement
agency and administrative enforcement authorities. The above behaviors are permitted. It includes:

1. Submit the application following the legal process required by relevant agencies pursuant to
the provisions of laws and regulations.

2. The formal application by court and other agencies when dealing with the dispute of using
certificate.

3. The formal application by arbitration agency with legal jurisdiction.

9.4.7. HAbfE BB IEE Other Information Disclosure Circumstances

UARAT 1 ER GDCA SRS % 7 SCIR IR 95 W LR AF I, GDCA U 7 2248
VI B AR T AN bk S5 B PR A4 B8 = iR A A

If certificate subscriber requires GDCA to provide some particular customer support services such
as mailing materials, GDCA needs to send the subscriber's name, mailing address and other
related information to a third-party such as mailing company.

9.5. HIHRFEAL Intellectual Property Rights

1. GDCA ZA HARBEXHET LA L& GDCA FAE T HO: (1 430 A= 4 5

2. GDCAMHFIUET RGHAM BB HHER . ZRAL Rk 5 AL

3. GDCA Ml b A —Y)E B39 GDCA 7=, K4 GDCA B auir, fibA
ASRERE B F AT
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4. GDCA RATIIEFF1 CRL ¥4 GDCA SZFR I 77,

5. XfHMzZEE B AIE AT GDCA 77

6. FIKEIRH A+ GDCA A F LB A 4 (LU R RIFR DND BAAAZI H iR
YU SAAIIEF, Y19 GDCA ™.

1. GDCA reserves and remains full intellectual property rights for all the certificates and software
offered by GDCA.

2. GDCA holds ownership, the right of name, the right to share the benefits for certificate system
software

3. Allthe information published at GDCA website is GDCA property. Without written permission of
GDCA, others cannot repost them for commercial activities.

4. Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.
5. External operation management strategy and specification are GDCA property.

6. The distinguished name (hereinafter referred to as DN) used to express the GDCA domain
entity in the directory and the certificate issued to the terminal in the domain entity are the
properties of GDCA.

9.6. BRR5#H{R Representations and Warranties
9.6.1. CA B2 5% CA Representations and Warranties

GDCA A2t an T~ $E R

1 ZBRGFRERRTEA CP 1A Sk P2 K,

2. PRIFHFAEAR B2 & A ORI RS, GDCA BT AIHAAT (1 22 S ML 75 & B A
RBURHIFLE ;

3. KA CPHIE, AN UBYIET:

4. RFNEFT T ERAR R SR, RAEAS ST _EREMT AR B R R
A

5. BUEHEF X IFEUEF 3 B ER AR (B AR AT, 3RS
T EAL BRI A AR B0 o 3844 1176 B B i AL

6. IOIF G FH AT IR I K A S B AR IR TR, DIARR i 3 i
EF5;

7. BSURUE AT AL A A ERE B B ERATE  CorganizationalUnitName 15 2.5R41M);

8.  REUEGIES it LIS /IMEF T8 “organizationalUnitName” 71 FT L4 (115 S AE(E
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W IAT REE

9. IR¥E CPS 3.2 R IHIE HHE A 75

10. #7 GDCA 5iT /" JEokEk, M GDCA HiT JU &k A A H AT g AT 11T B
77 EIT PR A CAINE AR 1815 K AT Y Baseline Requirements 223K 4
GDCA 51T J7 IR —S Ak uliA oCHe, ) H i AR Sl w] 1 F 255

11. &P ATA R HIIE R A RPRESE R CHRECREE) e L 4Eh 4 KA
(24x7) ATFHUEEE.

GDCA must make the following warranties:

1.

10.

11.

Certificates issued to subscribers by GDCA must be in line with all substantive requirements of
this CP;

Ensures that its private key shall be stored and protected securely, and GDCA shall establish
and implement security mechanism pursuant to the terms of national relevant policies;

Revokes certificate timely in accordance with this CP;

Informs subscribers any known events, which will fundamentally affect the validity and
reliability of the certificate;

Verifies that the applicant either had the right to use, or had control of, the Domain Name(s)
listed in the certificate’s subject field and subjectAltName extension (or, only in the case of
Domain Names, was delegated such right or control by someone who had such right to use or
control);

Verifies that the applicant authorized the issuance of the certificate and that the applicant
representative is authorized to request the certificate on behalf of the applicant;

Verifies the accuracy of all of the information contained in the certificate(with the exception of
the organizationalUnitName information);

Implements a procedure for reducing the likelihood that the information contained in the
certificate’s subject: organizationalUnitName attribute would be misleading;

Verifies the identity of the applicant according to section 3.2 of this CPS;

Subscriber agreement: That, if GDCA and subscribers are not affiliated, the subscriber and
GDCA are parties to a legally valid and enforceable subscriber agreement that satisfies the
Baseline Requirements and other requirements published by the CA/Browser Forum, or, if
GDCA and subscribers are the same entity or are affiliated, the applicant representative
acknowledged the terms of use;

Maintains a 24 x 7 publicly-accessible repository with current information regarding the status
(valid or revoked) of all unexpired certificates.

GDCA i 44 i 77 6 AU H G R 45 LR :
1. BRARZIERAT S BN, B HARTT s BER 2 R
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2. GDCA 5E 4= A CP Jt CPS IR E 2 KL+
3. 1t GDCA 15 B AATNIES QA ke 7T/, JFHAT/ QA% A CP
IRME #5521k
GDCA must make the following warranties to relying party:

1. GDCA guarantees that the subscriber information in the certificate is accurate except the
unauthenticated subscriber information;

2. GDCAIs in full compliance with the provisions of the CP and relevant CPS to issue certificate;

3. Certificates published in GDCA repositories should have be issued to subscribers and
accepted by subscribers in accordance with the provisions of the CP.

ROOT CA #1 CA MIfRUEFI BT 4 BIRfIC Sk 7E EV CPS 1, FFH 73 Jl E A CALXI
A8 1E (CA/Browser Forum) i i www.cabforum.org KA TR 18 Al 7.1 #B4) )%
KA —EL.

The guarantee and liability of ROOT CA and CA shall be stated definitely in GDCA EV CPS and be
in accordance with guidelines Section 18 and 7.1 released by CA/Browser Forum at
www.cabforum.org.

9.6.2. RA KIFid 5#H{E RA Representations and Warranties

1 RAEIEBIT P RN 72 2 fF & A CP I SL it K

2. 1£ GDCA A BUEAS I , AN 23 R AR HATLAL) 1 2 1 1 5 BGIE 5 A5 B S EAS e
HHKEEA

3. TEMHUAE LA CP IME, BN  GDCA $RAZIET i HdH. TR s
i

1. The registration process provided for subscribers is compliant with all the substantive
requirements of GDCA's CP;

2.  When generating certificates, GDCA does not allow the inconsistencies between certificate
information and certificate applicant information due to mistakes of registration authority;

3. Registration authority will submit the applications of revocation, update and other services to
GDCA in time according to the provisions of CP.

9.6.3. TP IR 5484% Subscriber Representations and Warranties

P —HE:% GDCA R IET, #iai A GDCA. JEM ML R AR 5 1F H LA
?7?@%:
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10.
11.

12

FEIE A RO AT R 72644 5

VTP B UE PN P E MU SR AR5 B st se REMIMERA Y, JE kil
FEATIRBEREMR . Dhi&S5(5 B ANVER TUE:

WARAAAEAREN, 2T P AREE N 5 0 AT 5. 1T A SRR
PR BRI A SERRR 51, 8% GDCA B BUE A AR5 LI

ST PAER TS APIARR B RV B HEAT (R — IR &84, #RREAT T H S 4,
IF HAEBEATRE A, IER A ROES GEBRAEE . /), IERrRRN
VTP AS B U7 T RS

BRARLAT PR UEH LA TE] 5 1 e, T ORAEAS NEEREA LA (B3
ABLR D T ER DA 555

—RPERAEAS, BISRIRIT P R B AL A CP T A sk AN 26, IR RnE A
PSR RLIT

—REAZEAS, T HIN AU DR I ORRE AL ], A AT
BRIRSG, RECEBA PSRRI LR, Wik, PR &%
BUAE 5

AFELAE(TR A GDCA A7Rid A S BB THEE, BB EART
SR~ RV R A CEORTAAE 5 1R 55 (10 3 A0 R A =5 5

UESFEA CP e (VG A SRR, PURAIESS Al T2 d Sl sl At &
IR H 5

KW ar . A BE HOR BT LI PRV A O . itk A L DO 2

XF EV SSLEF:, 1T AT STAEAN OS5 PRtk R AEIEFS A 410 H 10 3 R 44 X6 L 14
i 55 45 o # E A 5

XtF EV AR AL, 1T AR L AT SRS S AR A BB AR

B4

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the

following commitments to GDCA, registration authority and related parties who trust the certificate:

1.

2.

The subscriber uses digital signatures if the certificate is valid;

All information that subscriber provides to registration authority during certificate application
process must be true, complete and accurate. The subscriber is willing to take legal
responsibility for any false or forged information;

If there is an agent, then both the subscriber and agent take jointly responsibility. The

subscriber is responsible for notifying GDCA and its authorized certification services agencies
any false statements and omissions made by the agent;
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4. Each signature is generated using the private key corresponding to certificate by subscribers
themselves. The certificates shall be valid at the moment of signing, i.e. certificate is not
revoked or expired;

5. Subscribers ensure that they don't engage in business performed by the issuing agency (or
similar institutions) unless they sign written agreements with the issuing agency on such
matters;

6. Once the certificate is accepted, subscribers are considered as knowing and accepting all the
terms and conditions in the CP as well as corresponding subscriber agreements;

7. Once the certificate is accepted, the subscriber should assume the following responsibilities:
always maintain control of their private keys; use trustworthy systems; and take reasonable
precautions to prevent the loss, disclosure, alteration, or unauthorized usage of the private
keys;

8. Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services;

9. The subscriber only uses certificate for the authorized or other lawful purpose within the range
specified by this CP;

10. The subscriber use secure and reasonable measures to prevent the private key from loss,
disclosure, alteration and other events;

11. Forthe EV SSL certificates, the subscribers undertake an obligation and warranty to install the
certificates only on servers that are accessible at the subjectAltName(s) listed in the
certificates;

12. The subscriber must not use the EV code signing certificates for signing suspicious codes and
other illegal or malicious software.

9.6.4. T HIRIR 5B R Relying Party Representations and Warranties

WATA CP HIPTH HUE ;

FEARMIEF AT, BV AERLE 7 B AT R A A 5

FEMHRUEAS T, X UE S FE AR BEBEAT B 5

FEMHGIE 5T, JfIE A ) CRL B OCSP A IAE+5 2 15 B4y «

—Hl TR EE AR ST T AR N BT B Sy
GDCA i R R BEATAME I HARHE R b3 R B £ Bl N 45 2

6. MFIELALMKE GDCA AR A, B3 . THEE, BRREART
TR« FRVE AAE CEORIE 5 e 55 B 18 I AT i =5 o

o > w bpoE

1. Abide by all provisions of this CP.
2. Ensure that the certificate is used in prescribed scope and duration;
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3.  Verify certificate’s trust chain before trust the certificate;

4. Before trust a certificate, verify whether the certificate is revoked or not through querying CRL
or OCSP;

5. The relying party is willing to compensate GDCA for the losses and accept liabilities for any
loss of self or others, due to negligence or other reasons violating the terms of a reasonable
inspection;

6. Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

9.6.5. HihZ2 5& KR S5 Representations and Warranties of Other

Participants

AP CP T HUE »

Abide by all provisions of this CP.

9.7. FH{FH 3 Disclaimers of Warranties

B CP9.6.1 H ¥ BAff Ak % 41, GDCA AN AH HAMAT AR % 2 LRUE AN X 55«
L AMRIEERIT S W07 HARS 58 KRR N

2. A EL VAR Bl P AR P AT AT A 8 AR

3. ASXHIERTEM HAUE H 1 LA L FH AR AT AT 54T«

4. XTEHTARS, kS E AR5 E I B ik Ss h KT B I B & R Ok
KA BT

5. WERA CP.6.3 /KN, BRI i A CP9.6.4 Z7kiki, 15LAGkR
GDCA Z 5T

Except for the commitments declared in CP Section 9.6.1, GDCA does not assume any other forms
of guarantee and obligation:

1. Do not guarantee the statements of certificate subscribers, relying party and other;
2. Do not guarantee any software used in electronic certification activities;
3. Do not assume any liability when certificate is used beyond the prescribed purposes;

4. Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc;

5.  When subscriber violates the commitments defined in CP Section 9.6.3, or relying party
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violates the commitments defined in CP Section 9.6.4, GDCA can exempt from liability.

9.8. APBRIFE Limitations of Liability

EASIT S HHTT A GDCA FR AL HL T IAIE AR 55 M ZF RRFE BE 32 Bk, GDCA
HkiEA CP9.9.1 FiLE A PR 54T

The certificate subscriber and the relying party specialized in civil activities suffered losses due to
electronic certification service provided by GDCA, GDCA only assume limited liability amount
stipulated in CP section 9.9.1.

9.9. A% Indemnities

9.9.1. IEHLI I R2 K AE Indemnification by GDCA

U1 GDCA % T 4 CP % 9.6.1 JiHh iRA, 177, HOliT7 55 SLiA Al B GDCA 7K
I THUE QEEBLE RTIRIN), BFELTEE:

1. GDCA BIETRHIRMZ KA USMAE =77, SECT P 8UKE 7 8 245 10

2. TEVPRASAE BEERMER . BN, GDCA B HIUE T H L T HE R
B, SBAT kT 2R

3. fE GDCA HIHIT F 42545 BB BURMATE MR R e R 5 0, (B AT SR 11T 7 K IE
o, SRR T Z R

4. 1T GDCA M5 A T3 CA FAP it 2

5. GDCA At KIRUESIET, S8R 1824501

If GDCA violates statements in CP Section 9.6.1, certificate subscribers, relying parties and other
entities can request GDCA assume compensation liabilities (except for statutory and contractual
exemptions). If the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates
with error information and the error leads to losses of the subscriber or relying party.

3. After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

4. If the private key of CAis disclosed due to GDCA's fault.

5. GDCAfails to revoke certificates in time, which leads to relying party suffering losses.
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9.9.2. 3T P I RZ 3 4AE Indemnification by Subscribers

FEQ R G, VTPt 5 R A3 ) GDCA. AR 100k, B 247K FE I A2 5T A -

Lo AT HIEEMHE R, HHE. SR BRI Tk, F5 GDCA K&
HAUUE 5 IR S5 LA i3 35 = 07 3l 2 401

2. TP RIS RGN AR . Bk, BRIRVH O &R . BURMA
51 GDCA K HBAUIET IR, BLIAS M3 At A fs ik B GDCA %
HEBUE B RS 55 =J7 2615

3. WAERIEBIAT AN, HERA CP KAIARIEMIE, BN TIEA
CP HiE bk 25 Fl 5

4. UEFT e He A AR HARS T A SRR R U VSRS 3 GDCA 4 iZIIE

PR 5 BT LLR AT AR, W SRAZAE P F LU AT AR AL 5, s AT 20 5

PR A LG, R GDCA #IBA CP IMIERET T %M, MMAZIES

P 0 A A T 5% 3 T A AT

UE 5 P A RUR A A SR AR R A5 A3 P E A3 9 2B I8 0 GDCA RIS 7y +

A SRV R BCE B R i, SR B RSN E . BT MER A

FEASHIRAEH T R A AESERG IR, A2 1A FHAIE 45 9% S i) 3 %0 GDCA Ry 5

UE - S HHE AT E S P UEA

VP EFAE B AR T 58 =7 M AR = AL

10, 7ERLE (¥ 5 F VO B AME FRIE TS, S L RIS 3

©© N o v

If the following situations cause GDCA or relying party suffering losses, subscribers shall be

assumed the liability to compensate:

1.

GDCA and its authorized service agencies or third-party suffer losses due to unreal
information, such as deliberate, negligent or malicious provision of unreal information by
applicants when applying for certificates.

GDCA and its authorized service agencies or third-party suffer losses due to disclosure and
loss of private keys deliberately and by mistake; due to not informing GDCA and its authorized
service agencies or third-party of the leakage and loss of private keys with knowing the facts;
and due to handing keys to others inappropriately.

Subscribers violate the CP and related operation practices when using certificates as well as
using the certificates activities outside of the CP.

If the certificate is used for illegal transactions or causes disputes during the period from
revocation requests submitted by the subscribers or other entities authorized by GDCA to this
information of certificate revocation published by GDCA, if GDCA operates in accordance with
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10.

the requirements of the CP, subscribers must assume any responsibility of losses according to
this CP.

Subscribers do not stop to use the certificate which its information have changed and don't
notify it to GDCA or relying parties in time.

The private key is lost, compromised, stolen, exposed, and etc. due to not taking effective
protection measures.

Subscribers do not stop to use the certificate which its private key is lost or in danger and
notify it to GDCA or relying parties in time.

The certificate has expired but is still in use.

The subscriber’s certificate information infringes upon the intellectual property rights of a
third-party.

Using certificates outside the provisions of specific application scope, such as the use of
certificates for illegal and criminal activities.

9.9.3. AT gL 34E Indemnification by Relying Parties

TEQ R, KT 4 B R RIS GDCAL 1T/ 0k, B 24 & H I8 5 54T -

1. #HJE1T GDCA S5 M sURIA CP il 1) S 55

2. ORBEIKIEA CP HVE#HT & RIH 1%, 3 GDCA M HABHIIEF RS HLIY EL
=T E 2 E

3. TEAEERIETE FRIUES, Aty B AE AR E L R A S
TEEGIEF CA BT 7T e N ST U T, (AT SRR IE 5

4. AT BAT IR (5 AT R AT 500E 5

5. kA @I A ) CRL B OCSP A A IE 15 & A e -

If the following circumstances lead to the losses of GDCA or subscriber, relying party shall be

assumed responsibility to compensate:

1.

Obligations defined in the CP and agreements between GDCA and relying parties are not
fulfilled.

GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate
reviews against this CP.

Trust certificates in unreasonable circumstances. For example, relying party still trusts the
certificate with knowing that the certificate usage is beyond its scope or period or the certificate
has or may have been stolen.

Relying party does not verify trust chains of the certificates.

Relying party does not check whether a certificate is revoked through querying CRL or OCSP.
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9.10. BRI E52IE Term and Termination

9.10.1. AR Term

A CP e 5 AT H I ER IEARAR, B CP RIS K3 A CP L~ —HA CP
A3z HElfE GDCA 2 1k FE T INIE IR S5 I 2R 2K

This CP will enter into force at 12 o’clock midnight of the release date, and the last version CP will
become invalid. This CP will become invalid when the next version CP enters into force or the
electronic certification services of GDCA are terminated.

9.10.2. £k Termination

GDCA Z 1B FIMNIEARSS ), A& CP &1k,

When GDCA terminates electronic certification services, this CP is terminated.

0.10.3. & IERIMEB S5HSEE Effect of Termination and Survival

A CP [k, BWRBEIEN DAL 55 21k, (HIATENL 55 128 1B A RIRE IR
U STAERI 28 1k o DEBURIE M 55 2% 11 5 R IS B A F6 it RE DA IE AR 55 % 31 oAl DIE
BUR,  ORUELT P A 2

The termination of this CP means that the termination of certification authority business, but the
termination of certification business does not mean the termination of certification authority
responsibility. After the termination of business, certification authority shall take reasonable
measures to transfer certification service to other certification authority so as to ensure the interests
of the subscriber.

90.11. S EHKAHEE XE B E Individual Notices and

Communications with Participants

YAENUAFE L ZI R AL T, BT eSS REUT ORAE B R 4 i
FAT P HARE AT P o IAT O, ERE T i . TR SR, Al
AT L T -

The circumstances that CA actively revokes the subscriber’s certificate, finds out subscriber using
certificate out of specified usage, or behaviors of subscriber violating subscriber agreement have
occurred, CA can use appropriate way, such as telephone, E-mail, letter, Fax, etc., to notify
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subscriber and relying party if necessary.

9.12. 1] Amendments
9.12.1.  MBiT#EFF Procedure for Amendment

% GDCA %42 & 212, GDCA 17 BUE BRI AR 2/ & — UCA CP, it
HAFA B G2 ORI 550 D R S BB AT SSL Bk ZER IS, FF&IEk
55 T J 1 S B T 22

A CP &1, H GDCA 1TBUE BRI E1T 4R, 313 GDCA & HIg R i s
fILEfS, B GDCA TEUE B A 3T HIUET, BT/ 1) CP &1t GDCA %4 HRI&Z3 ;A
S 5 1E S AR AT

Through the authorization of GDCA Security Policy Committee, GDCA Administration and
Management Department shall review this CP at least once a year, to ensure that CP meets the
requirements of national laws and regulations and administration department, to meet the latest
SSL baseline requirements and specifications, and satisfy the actual requirements of certification
business operation.

The revised version of this CP will be revised by GDCA Administration Department and approved
by GDCA Security Policy Committee. GDCA Administration Department will be responsible for the
revision and the revised CP will be officially released after being approved by GDCA Security Policy
Committee.

9.12.2. JEHHLEIFHIFE Notification Mechanism and Period

BT ) CP it ifE Jm R L RIFE GDCA [ 3t www.gdca.com.cn b 5cAfi o X7 2
M I TR AR AR ARy OB RN R E 250, GDCA H7E 5 B AR IR 17 P 38 S 5 %7
o BRI B L ARTIEAT 957 52 B RE M 850/ o

After approval of the revised CP, it will be posted on GDCA official website www.gdca.com.cn
immediately. For the modification notified by email, mail, media and other ways, GDCA shall notify
the relevant parties in reasonable time, which ensures that the relevant parties have minimum
influence.

9.12.3.  WABITHIE Circumstances Under Which CP Must be Changed

MR IR AEN, GDCA 20kt A CP #HT1E4:
1. FEEARHIERRE, &LZmILE CP A 2,
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A RINENY 55 A S AR HHEREAT SE 8T

WIE RGN A8 BN R A EE KT R Bl 22 s
AR BT K

DA CP B A .

o c w DN

If the following situations occur, this CP must be modified:

1. The encryption technology develops significantly enough to affect the effectiveness of existing
CP.

2. The relevant standards have been updated.

3. Certification system and relevant management regulations take significant upgrade or
changes.

4. The laws and the administration departments require the CP to be modified.

5. There is some significant deficiency in the existing CP.

9.12.4. XFTHEFFREFATE Object Identifier Modification

A CPORAABATIN s AN L A UE A SRS SARRAT A AT AL, AU INARAS IR
HAES o

When the CP has modified, its corresponding certificate policy object identifier will not change, and
only increase the version identification code.

0.13. FiUE R4 Dispute Resolution Provisions

2 GDCA. 1T P AMRAGT 2 B H B4 WO, A 507 THT AR AR Bl SCE 5 B s ok, e
FRAERAN T 1, RIS i

Any disputes between GDCA and subscribers or relying parties shall be resolved through
negotiations as agreed, and those cannot be settled by negotiations will be resolved by laws.

9.14. BHEHAR Governing Law

GDCA i CP ZE Zx CmiAi ) (B A RGIEANE 7284405 (F T IMEARSS & B
INEDS CRTINIEAR S SRS B B INE) A E T

The CP of GDCA is governed by the law of “ Electronic Signatures Laws of People’s Republic of
China”, the regulation of "Measures for the Administration of Electronic Certification Services”

106



[] HEMHEIRIGBIRAE
S ot Ut L ety ALty Lo Ltk GDCA EV iE45460s (V2. 5 B

and "Measures for the Administration of Cipher Codes for Electronic Certification Services”
promulgated by the country.

9.15. fFE&EFER Compliance with Applicable Law

WAEHU I A WSS W63 S b A& o EOCRILAIE 5254435
CRFIMEAR S E B INED) (T IMERR S S E B ME) B e N RILAE
FERLAIHLE »

All businesses, activities, contacts, agreements of GDCA must conform to "Electronic Signatures
Laws of People’s Republic of China”, “Measures for the Administration of Electronic Certification
Services”, “Measures for the Administration of Cipher Codes for Electronic Certification Services”
and other laws and regulations of People’s Republic of China.

0.16. —f%%k X Miscellaneous Provisions
9.16.1.  SEEEWHY Entire Agreement

CP CPS. T /" s HRAS 5 B30 S H AP FEF BCRE R 1 PRI 22 N3 2 18] [ 58 B T

The entire agreement is composed of CP, CPS, Subscriber Agreement and Relying Party
Agreement as well as its supplementary agreement.

9.16.2. 1k Assignment

MRAEA CP IR A IESEAAR %5 FIBURIAN (5%, 807 293 AT $2 A A R
JE AT BRI LS5 BB o I LEAT R AR I ANSZ I B ek T 06 53— T AT AR 52 9% 1% Bt
CES P

According to the rights and obligations of certification entity parties detailed in this CP, all parties
can transfer the possession of rights and obligations in accordance with the relevant provisions of
the law. The occurrence of the above transfer behavior does not affect the change of any debt and
liability among the transferors.

9.16.3.  43#I% Severability

USRS CP AT AR 25 3RS A B T 15 GDCA FT7E B4 X PRIV 7 AR i SR 4 A4 o
NTEREARIAT JI0F, GDCA NAEFHARL Z IR T, (EHAgREA R, K
REBII AN, GDCA MAE & T HEFRZIT N A -
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TERRARABAT J5 BRZERAE 5 2 7T, GDCA B &I R4 22 question@cabforum.org, il
%1 CAB iz CP HEITHIMER, FFHiAIL OB B A LU FIFRAAAAE T AR
%1122 (https://cabforum.org/pipermail/public/) .

HIFEAHEEN, B CAB WIZHE R BN, i GDCA R 7 & CA/B InH
Baseline Requirements Sy EEK, TIAEE 15 AT GDCA V.55 £ 1 1) 18 H R AN Ff 4%
Bu@ . SIS ERAERT A GRS, X GDCA ¥ CP 1811, K Inl CA/B 1=l
i AN SAE 90 KN 5E Ko

In case any clause or provision of this CP is held to be unenforceable or invalid due to any conflicts
with the laws of any jurisdiction in which GDCA operates, GDCA shall modify any conflicting clause
or provision to the minimum extent necessary to make them continue to be valid, and other clauses
and provisions shall remain valid without being affected. GDCA shall disclose the modified contents
in this section.

GDCA shall (and prior to issuing a certificate under the modified requirement) notify the CA/Browser
Forum of any modified content in the CP by sending emails to question@cabforum.org, and confirm
that it has been posted to the Public Mailing List and is indexed in the Public Mail Archives available
at https://cabforum.org/pipermail/public/.

Any modification to GDCA'’s practice enabled under this section shall be discontinued if and when
the law no longer applies, or the requirements published by the CA/B Forum are modified to make it
possible to comply with both them and the law simultaneously. An appropriate change in practice,
modification to the GDCA's CP and a notice to the CA/Browser Forum, as outlined above, shall be
made within 90 days.

9.16.4.  3&EH|IAT Enforcement

ANEH

Not applicable.

9.16.5.  AH[HiJ] Force Majeure
WA A CP 52 1) CPS MALFEA T LSy 563K, LAMRIF & 5 Fl fi o

CPS formulated in accordance with this CP shall include a force majeure clause to defend the
benefits of each party.

0.17. HAh% K Other Provisions

GDCA XA CP HA & fd AL
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GDCA has final interpretation rights to this CP.
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f¥3%: GDCA EViEP RGBT IERE

Appendix: GDCA EV CP Revision Records

N .
AT T V2.4 V2.5
F
1.1.4.GDCA EV iEiZ o, N NN
o > PR — & K CA IE 15 ,GDCA
% 4% ) GDCA EV _ ‘
1 e : . TrustAUTH R4 Plus EV CodeSigning CA; i
Certificate  Hierarchical L et ST Aot £ 3 b e e
. B b2k 2048 A ARAS A A UE T RA .
Acrchitecture
6.3.2.1E P R AE 1A ]
X A% I BR Certificate , . s
2 _ . VEE BV AR UER I K
Operational Periods and
Key Pair Usage Periods
3 HAbAzT BB — L8 5) 5] SR i BB L N 2
Content ) )
Sections Revised V2.4 V2.5
SEQ
Disclosed one newly issued Subordinate CA
1.1.4.GDCA EV iEHZIREEH certificate, GDCA TrustAUTH R4 Plus EV
1 GDCA EV Certificate CodeSigning CA. Adjusted the description on
Hierarchical Architecture the cease of RSA 2048 code signing
certificates issuance.
6.3.2.11E 5 £ A A % A0 8
) 1 fR  Certificate Operational Adjusted the key length of EV CodeSigning
Periods and Key Pair Usage certificates.
Periods
. Adjusted some wording issues, and other
3 Other revisions

parts that may cause confusion.
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