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1. #EEHERHIR Introduction

1.1. iR Overview
1.1.1 A=]f#H4y Company Profile

B AR IR G IR A 5] (Global Digital Cybersecurity Authority Co., Ltd., fij#x
GDCA 5 “#zi X", JFEA “I REFAEHIGEF OERA ", BALT 2003 4 3 H
6 I1.2005 49 /], GDCA fikikid i 1 [ 5% i #8161 5K A5 B 7 Il i) s s o 4
BN A E B O\F RS (R IERRS VFRTIEY (VFRTIES . ECP44010215007) [1HLT
WIEMRS PG 2 —: 2008 4F 12 H, $RA5E SR8 B RAUL I (R F &R0 e B VF
AIEY; 2011 4F 4 H, 8 T KSR HL R B S B AR SS BE VRS, 3R1 (L
TR HFIERS P (S5 A021) #Efg. 2013 4, X HFIAMEARS RGHAT
SM2 Bk Tt g, iR T R ELEHERAL et R A, 2015 4, GDCA @it T
WebTrust [E Br 22 48 iHAE, H& 7 B s & 8 AR S KF, ol LRt 4 5k
R FYAER S . AIERNL S ERFHE, 2016 4E5 H, “) RKEFAEBUGEF0A R
NF” ELZR KRB AR A 7, 2017 4 8 H 11 H, GDCA FFUA1EHT =
WREERRAE 5y, BOCRTRIRR: Bz A, 2. 871932,

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as “GDCA”, or “4{Z#4X") with the
former name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003.
In September 2005, GDCA passed the security review by the State Cryptography
Administration (abbreviated as SCA) and the former Ministry of Information Industry by law, as one
of the first eight electronic authentication authorities granted the "Electronic Authentication Service
License" (license number: ECP44010215007) in China. In December 2008, GDCA obtained the
"Commercial Cryptography Products Sales License" issued by SCA. GDCA passed through the
assessment of E-government and Electronic Authentication Service Ability by SCA with the
qualification certificate of "E-government and Electronic Authentication Service Authority" (number:
A021) in April 2011. In 2013, GDCA upgraded electronic authentication service system for SM2
algorithm and passed through the security review by SCA. In 2015, GDCA passed the assurance
review for Certification Authority by WebTrust with the international level of operation management
and service to provide digital certification service globally. For business development, GDCA
changed its name from "Guangdong Digital Certificate Authority CO., LTD." to "Global Digital
Cybersecurity Authority CO., LTD." in May, 2016. On 11 August 2017, GDCA was admitted to the
National Equities Exchange and Quotations (NEEQ) of China, with a stock abbreviation of “#{ 2}
f” and stock code “871932” .

13



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA SM2 %%%iﬁﬂ%%ﬂmu(vl. 0 )]-[&)

GDCA B4 Jm, J& “T" AREFAIEHIMEFT OHRAR " 5. fiis. MaMmaE
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Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO.,
LTD." were inherited by GDCA and all the rights and obligations of the contracts and agreement
signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

Heg AR “BUEL ~fE. Ll 87 ko EN, BAT “EEBRER T
kA dr, BOT TN “— T ZE RS 7

GDCA upholds the corporate values of “Authority, Credibility, Professionalism, and Innovation”,
fulfils the corporate mission of “Trust Connects Parties from all over the World”, and is committed to
becoming a “first-class online trust service provider”.

1.1.2 SM2 BFIENEBM (CPS) SM2 Certification Practice Statement

(CPS)

AL S RN (fRiFR SM2 CPS) il (P NIRILANE i 728 440E5) (LT
WIEARSTEBEIMED) . (AT IIEARST S A% BT MK ) SR 2K, TR iR 1
GDCA FAL A AL T IAIE AR 55 B AN IR « A7 DU AR 55 P B0 A R0 AR Fi A A 554
KZH5FH KB TUE. A& CPS t1 GDCA i AT A AT L M 72411 7 K
WO MBS 5%, Uik GDCA Frigftiy it FIER S 2 G Tk, BUE
F=TTHETEMRSS . Xt T GDCA Frie it il T IMIE IR 55 R ) 5T ARV, A CPS thin
T 7RI RLE .

Pursuant to the requirements of the “Electronic Signature Law of the People's Republic of
China”, "Measures for the Administration of Electronic Certification Services", "Measures for the
Administration of Cipher Codes for Electronic Certification Services" and other related laws and
regulations, this Certification Practice Statement (abbreviated as SM2 CPS) outlines the overall
processes that GDCA employs to provide electronic authentication services, illustrates the set of
rules that GDCA conforms to in offering the electronic authentication service, and elaborates on the
responsibilities undertaken by the participants of such services. GDCA makes this CPS available to
the subscribers, relying parties and other relevant participants through open publication to ensure
the validity, professionalism, and authority of GDCA's electronic authentication services. This CPS
also clearly defines the limitation of liabilities for the electronic authentication services provided by
GDCA.

A CPS Fr B ® KON A #E i ( GDCA SM2 iE i E OB )
Chttps://www.gdca.com.cn/cp/gmep ), & T [ 5 %5 i A B ) A AT (1) %85 A B0 i 25 K 1)
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HFAET, GDCA 218 CA/HI M 2417 XHE-PS (025 R BB RUEAT 2 RS, FRi 0
WebTrust [E]55 o -7 HEHEAT 15 85 770 . GDCA S SIER I 6] Py A0 v T 125
TCEHASIL, K R A L. ST CPS.

This CPS conforms to "GDCA SM2 Certificate Policy" (https://www.gdca.com.cn/cp/gmcp), and
applies to the digital certificates issued using the cryptographic algorithms recognized by the State
Cryptography Administration of China. GDCA issues and manages certificates by reference to the
CA/Browser forum standards and guidelines, its operation and management of certificate issuance
complies with relevant WebTrust audit criteria. GDCA regularly follows up on the changes and
updates of the laws and regulations, standards, and policies in the industry, and will update and
revise this CPS accordingly.

#HE IETF PKIX RFC 3647 CP/CPS HEZ8, A CPS 3Ly N3, #h5 GDCA ilF
PRSI W22 Al it Mk 55 B KR . AR B RFC3647 HITEAR RN KAk =X,
HEIHRE “ANEH” MR ENZETAER .

Pursuant to the IETF PKIX RFC 3647 CP/CPS framework, this CPS is divided into nine parts that
cover the security controls and practices and procedures for GDCA’s certificate services. To
preserve the outline specified by RFC 3647, section headings that do not apply are accompanied
with the statement “Not applicable”.

1.1.3 GDCA iEHERZEF GDCA Certificate Hierarchical Architecture

1) ROOTCA (SM2)

ROOTCA(SM2)

A 4

Guangdong Certificate Authority (GDCA
TrustAUTH E1 CA)

Y v v v

EV SSL OV SSL IV SSL DV SSL
Certificate Certificate Certificate Certificate

ROOTCA iE-f5 (SM2) & [H S # R ARIES, iRy SM2, REHK
[ 4 256-bit, % Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) iE13,
FEHIK N 256-bit, SR ZFHIKE N 256-bit 1) SM2 k) SSL iiF+. Guangdong
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Certificate Authority (GDCA TrustAUTH E1 CA) iIE- 45 % 1 HoAth 25 51 i A0 ek 5530
CHozzm RAELHE BOGAEMBRLSA B FIAUE %N

Chttps://www.gdca.com.cn/cps/cps) .

v

ROOTCA (SM2) certificate is a root certificate of SCA using SM2 algorithm with root key length of
256-bit. There is a Guangdong Certificate Authority (GDCA TrustAUTH E1 CA SM2) certificate with
key length of 256-bit under this root CA, used for issuing SSL certificates with SM2 algorithm. For
the certification practices of other types of certificates issued by Guangdong Certificate Authority
(GDCA TrustAUTH E1 CA SM2), please refer to <Global Digital Cybersecurity Authority CO., LTD.

Certification Practice Statement> (https://www.gdca.com.cn/cps/cps).

(GDCA TrustAUTH E1 CA) &k .

All of the SM2 certificates from GDCA are issued by Guangdong Certificate Authority (GDCA
TrustAUTH E1 CA).

ROOTCA iFH (SM2) ¥+ 2042 4 7 H 7 HEIH.

ROOTCA (SM2) will expire on July 7, 2042.

21 HEW, 2030 41 H 1 Hild, BA PR Z CAUEPAE K SSLEF.

Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) certificate will expire on June 21, 2034.

From January 1, 2030, GDCA will no longer use it to issue SSL certificates.

2) GDCAGM SM2 ROOT

GDCA GM SM2 ROOT

GDCA 1] SM2 iFB#4 i1 ROOTCA (SM2) R Guangdong Certificate Authority

Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) iE+#47E 2034 4£ 6 H

GDCA EV SSL | | GDCA OV SSL GDCA SSL GDCA BV GDCA _ GCA GDCA DocSign GDCA Generic
SM2 CA SM2 CA SM2 CA CodeSigning | | CodeSigning TimeStanp SM2 CA SH2 CA
SM2 CA SM2 CA SM2 CA
EV SSL 0V SSL IV SSL DV SSL Co deSEiV in CodeSigning OV TimeStamp OV Doc IV Doc Entity
Certificate Certificate Certificate || Certificate Certiffﬁati Certificate Certificate Certificate Certificate Certificate

GDCA GM SM2 ROOT ik Fi i) Z 5 5N SM2, #R#Z K E N 256-bit, T ¥ 8 4~
h2% CAEH, H: (1) GDCAEV SSL SM2 CA, (KK 256-bit, 254k B850 K-

A 256-bit [f] EV SSL IRZ28254F 5 (2) GDCA OV SSL SM2 CA, #4A+K- >N 256-bit,

B9 B B A 256-bit K] OV SSL iE5; (3) GDCA SSL SM2 CA iF, K E AN
256-bit, 257k KRN 256-bit [ IV SSL #il DV SSL R4 #52KiF+; (4) GDCA EV
CodeSigning SM2 CA, 41K E A 256-bit, 25Kk % 41K JE A 256-bit [ EV fCID%: 4225
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iE45; (5) GDCA CodeSigning SM2 CA, ZHHK N 256-bit, 2K %HKE N 256-hit
(RIS 2542 250FH; (6) GDCA TimeStamp SM2 CA iIE-, ZF4K N 256-bit, 2K %
EHK Ry 256-bit [ TR ERIE 5 (7)GDCA DocSign SM2 CA iiF4, %54 K i 4 256-bit,
B RCEPIRK LDy 256-bit KIFLF . S ANECREREA4IETS: (8) GDCA Generic SM2 CA,
K E )y 256-bit, FEKEHK Y 256-bit (1) E-mail iEF. SR IETS,

GDCA GM SM2 ROOT il 4561+ 2045 4 11 1 20 H 231,

GDCAEV SSL SM2 CA iE+56 T 2035 4 11 A 23 H##, 203241 A 1 HilZ,
ANFAEHZ CAUERZRIT ik,

GDCA OV SSL SM2 CA ilE+5# - 2035 4 11 H 23 H#[H], 2032 4F 1 H 1 Hitg, #
RNEEFZ CAIEBRIT FHEf.

GDCA SSL SM2 CA iE454%1 2035 4F 11 A 23 HEM, 2032 41 A 1 Hilg, KA
P % CAIERAERAT FEH

GDCA EV CodeSigning SM2 CA il 56T 2035 4 11 A 23 HEIHA, 203241 H 1
Hi&, A% CATEB& R FiE.

GDCA CodeSigning SM2 CA IF#T 20354 11 H 23 HF#,2032 41 H 1 Hig,
K AT % CAERZRIT RS

GDCA TimeStamp SM2 CA iE4:#% T 2035 4 11 A 23 HE#,20324£ 1 A 1 Hitg,
W AFAE % CA IEF KR AT FHET

GDCA DocSign SM2 CA iE 54+ 2035 4= 11 H 23 HE|#, 203241 H 1 Hilz,
W AFAE % CA R R AT FHET

GDCA Generic SM2 CA ilF 15T 2035 4F 11 A 23 HEIH], 2032 41 A 1 Hitg, #
ANFAE 1 CA TERZE KT P IEf.

GDCA GM SM2 ROOT certificate use SM2 algorithm with root key length of 256-bit. There are eight
subordinate CAs under this root CA, including: (1) GDCA EV SSL SM2 CA with key length of 256-bit,
used for issuing 256-bit EV SSL Server Certificates. (2) GDCA OV SSL SM2 CA with key length of
256-bit, used for issuing 256-bit OV SSL certificates. (3) GDCA SSL SM2 CA with key length of
256-bit, used for issuing 256-bit IV SSL and DV Server Certificates. (4) GDCA EV CodeSigning
SM2 CA with key length of 256-bit, used for issuing 256-bit EV CodeSigning Certificates. (5) GDCA
CodeSigning SM2 CA with key length of 256-bit, used for issuing 256-bit CodeSigning Certificates.
(6) GDCA TimeStamp SM2 CA with key length of 256-bit, used for issuing 256-bit Timestamp
Certificates. (7) GDCA DocSign SM2 CA with key length of 256-bit, used for issuing 256-bit
Organization and Individual Document Signing Certificates. (8) GDCA Generic SM2 CA with key
length of 256-bit, used for issuing 256-bit Email and Equipment Certificates.

GDCA GM SM2 ROOQT certificate will expire on November 20, 2045.
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GDCA EV SSL SM2 CA certificate will expire on November 23, 2035. From January 1, 2032, GDCA
will no longer use it to issue subscriber certificates.

GDCA OV SSL SM2 CA certificate will expire on November 23, 2035. From January 1, 2032, GDCA
will no longer use it to issue subscriber certificates.

GDCA SSL SM2 CA certificate will expire on November 23, 2035. From January 1, 2032, GDCA will
no longer use it to issue subscriber certificates.

GDCA EV CodeSigning SM2 CA certificate will expire on November 23, 2035. From January 1,
2032, GDCA will no longer use it to issue subscriber certificates.

GDCA CodeSigning SM2 CA certificate will expire on November 23, 2035. From January 1, 2032,
GDCA will no longer use it to issue subscriber certificates.

GDCA TimeStamp SM2 CA certificate will expire on November 23, 2035. From January 1, 2032,
GDCA will no longer use it to issue subscriber certificates.

GDCA DocSign SM2 CA certificate will expire on November 23, 2035. From January 1, 2032,
GDCA will no longer use it to issue subscriber certificates.

GDCA Generic SM2 CA certificate will expire on November 23, 2035. From January 1, 2032, GDCA
will no longer use it to issue subscriber certificates.

1.2. XML FKREFRIE Document Name and Identification

ASCRERRAE (B2 AR AR AR SM2 B AR S5 #N) (fif#k GDCA
SM2 CPS. 7 CPS), CPS Jy“Certification Practice Statement” )45 5 . {EA RS H, CPS
SR TF AT E SO A RRALE 43R KRARRA CPS BT (5 B S H % .

A CPS PArh e sCXE LA A AT, A S SOhA 5 SCRRCA AT AT S, BERA R S
A I HE o
This document is called "GDCA SM2 Certification Practice Statement" (abbreviated as “GDCA SM2

CPS”, or “this CPS”). And CPS is equivalent to “GDCA CPS”. Please refer to Appendix for detailed
revisions of this version.

This document is the Chinese-English bilingual edition of GDCA CPS. In case any inconsistency or
conflict between the Chinese and English versions, the Chinese version shall prevail for all
purposes.

1.3. PKI £53 PKI Participants

1.3.1. B ANEIRS LI Certification Authorities

GDCA ZR 4 (hHe NRILAE 72844750 CRTINIEIRSSEBINE) HE, WK

18



Il semrannaemes

TooR e GDCA SM2 H8 FIAEME S M (V. 0 i)

RBOSLIAE 5 =07 B AUE AR S5 LA . GDCA T8I 45 M ZH 158 5 6 Bl 1) % J7 AR
RECFAIES . SRBEUTIE-B IR IR 55 5 T BUm OV L T ETE S 1S 5 24k

GDCA s a trusted third-party electronic authentication service authority established by law pursuant
to "Electronic Signature Law of the People's Republic of China" and "Measures for the
Administration of Electronic Certification Services". GDCA becomes a participant in electronic
authentication activities by issuing certificates and providing certificate verification services to the
parties who engage in electronic transactions.

1.3.2. FEMPLM Registration Authorities

GDCA HIBUFIEPIEMHI L4 GDCA 1E R G iS5 7 SH, AdEiE T
W % (RA) Fts. ERAHSZE S (LRA) 2, yEMVIKIE N GDCA FHEHiE %
ST I R AR S

Registration Authorities are branches authorized formally by GDCA, including Register Authority
(RA), Local Registration Authority (LRA), etc. A Registration Authority is an entity that establishes
registration process for certificate applicants.

1.3.3. I P Subscribers

TR, TP NBGERFAE N, & GDCA MiUAIEF )i
AR, ATRGRAS N WU R At A AL RSB AR i el 4%+ B chis s RSS e B0 1%
EEfE I HAB B

In the application of electronic signature, subscribers also called electronic signers or certificate
holders are end users of the certificates issued by GDCA. The subscribers could be the individual,
organization or components of infrastructure such as router, firewall, server or other equipment
used for secure communication.

1.3.4. A Relying Parties

GDCA HJE-PHAT 25 T4 GDCA 2 f I AIETE Bl 1 oL 5-25 44 (145 i A
FA RGN AR ZIARTTLLZ, W] DIAE GDCA f—MIEF51T 7.

Relying Parties are the entities who are engaged in related electronic certification activities based
on its trust of the electronic signatures provided by GDCA. This entity may, or may not be a
certificate subscriber.
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1.3.5. HAthZ 52 Other Participants

FAh 2 5352489 GDCA K H 7 IIETE S F2 (A R R 55 (i Fe At e 4k

Other participants are the entities that provide related services in electronic authentication activities
of GDCA.

1.4. EFRRA Certificate Usage
1.4.1. EEHEBR A Appropriate Certificate Usage

GDCA JraE R HIAT FEAS T LA 32 AR B TS5 « TR 55 Al BALIp A
HAotdt 2 im st , CLSEBLSAE. 784, SRR S H I, FR i iR E
IR A B AR 3 0T B 3 (1 B i AN B S DL RS R I e R P R 5 1

The certificates issued by GDCA can be widely used in e-government, e-commerce, enterprise
office informationization and other social activities to realize identity authentication, electronic
signature, and encryption of data etc. Meanwhile, it can be used to ensure the validity and
authenticity of identity between peers of communication via Internet as well as the integrity and
confidentiality of information.

GDCA %R HETs, MIhfe Loy LU 2 N 412 4 2

1 B EsetE, fRIERAH GDCA SRS HIE R # S 1 &kt

2. IOUEE BN, RIE R GDCA Uil BREZ &40, o] LGRS BAEL 16
RSN, RIEFMBINE R .

3. AEEMINLENE, TRAIFAERE T IO (5 B IINLE I, Ao it EE 45 How R VAR AT .

4. FUHOEE, WHEATARAE 5 AN W] HRAGE P A0 45 R 48 7 28 44 EAT B0 IE

Certificates issued by GDCA can meet the following security requirements by functionalities:

1. Authenticity of identity: the certification can ensure the validity of certificate holder using GDCA
trust services.

2. Verification of integrity: the assurance to an entity that data has not been tampered and further
verifies the consistency of information between sender and receiver using certificate of GDCA.

3. Confidentiality: the certification can ensure the confidentiality of information during
transmission, and avoid the leakage to other non-authorized parties.

4. Non-repudiation: the certification can ensure the non-repudiation of transaction entities by
verifying the digital signatures.

RAEIEF2EM, GDCA s K MIEEHE SSL IR FESS . I ZESS . ST
BAAUET . E-mail iEF . WAAIEF . IEBOE 4.
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According to the types of certificate, the certificates issued by GDCA include SSL/TLS Server
Certificates, CodeSigning Certificates, Document Signing Certificates, E-mail Certificates,

Equipment Certificates and Timestamp Certificates etc.

VAT RYE SEBRTE 2L, B WA e SR P AH B A 3 I IE A5 22, AR IIE 5 R

AT AR A FH Y

Subscriber can choose suitable type of certificates based on actual requirement. Different

certificates are applicable for different cases.

1.4.1.1. SSL ARZ-2&K4FEH SSL Server Certificates

SSL S5 A ETibniR Web Wl Web JIR 5545 0 5 43, 7T LU UE BH 0t 1) £ 473

sE B SR SSLOINEEIE, MM TR S . SUTIIZE AL BRI

SSL server certificate is a digital certificate that identifies the website or server, applicable for

verification of website certificates and provides SSL channel. It cannot be used for signature or
verification of transaction and payment.

GDCA JIrZ5 & 1 SSL M55 # UL B 45 AT DU Fb:

EV SSL k45 (Extended Validation SSL Certificates), B[4 J&IlE AL AR 55 28 iE+

OV SSL iE45 (Organization Validation Certificates), B[ 75 BL5611E kb i B M LK B 5k
S5 bR AERY SSL AIES

IV SSL iE+5 (Individuals Validation SSL Certificates), Bl 75 ZUGAIE M uE 275 # A
G AR AERL SSLET

DV SSL iE+ (Domain Validation SSL Certificates), EJJ F S6A1F X 3t 35 44 i 43 AL i
5 SSLEH

SSL server certificates of GDCA include the following:

EV SSL certificate (Extended Validation SSL Certificates), the extended validation SSL
certificates.

OV SSL certificate (Organization Validation Certificates), the SSL certificate requires to verify
the identity of the organization that owns the website.

IV SSL certificate (Individuals Validation SSL Certificates), the SSL certificate requires to verify
the individual identity of website owner.

DV SSL certificate (Domain Validation SSL Certificates), the SSL certificate that only verifies
the ownership of the website.

Forr, EV SSLAEAS =28 #7 I B i Bk Ja 25 A i — My R AU iR 55 48 E 15, LIGE

77 A FFE CAIN NG 2818 1x R AT B 58 S IS UEFRHE . OV SSL UE+S. IV SSL iE5 Ay sE
PG L2545 BN 5 DL K 3t S 40 R 36 E Th R, DV SSL AE R R s AL 2515 B
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I Thie.
SSL 45 #AUE P AR IR A R, w4 . BUfis 4%,

GDCA perfomrs rigorous indentity validation prior to issuing EV SSL certificates, such validation
process complies with the extended validation requirements published by the CA/Browser forum.
OV SSL certificate and IV SSL certificate provide the functions of information encryption and
verification of website identity. DV SSL certificate only provides information encryption.

The types of domain names in SSL server certificates are not restricted, e.g. .com, .gov etc.

1.4.1.2. RAGZ A4 RIEF CodeSigning Certificates

AABZEAAE AR IR BAHARS KIRIREE T, R T8 2RS4, A
BHTEEL S S I ERH

B LE A UEFAT P 2K, AERAS R AR xR AR HEA. R
BURAT S BEPIFERNREA .

CodeSigning certificate is a digital certificate that identifies the source or owner of the software
code. It can only be used for digital signature and cannot be used for transaction, payment and
encryption, etc.

Subscriber must commit not to sign malicious software, virus code, infringement software and
hacker software using CodeSigning certificate.

RAGZEAE BAFEE@ERILE L UE M EV IR, EV AL 4LIE A
A AR I A Thae, AN B & 0 8 G 4 BRGE — 0 P24 & B e AR i ——
EV CodeSigning Guidelines.

CodeSigning certificate includes normal CodeSigning certificate and EV CodeSigning certificate.
EV CodeSigning certificate has all functions of normal CodeSigning certificate. The difference of EV
CodeSigning is that the issuance and usage of EV CodeSigning certificate must follow EV
CodeSigning Guidelines.

1.4.1.3. R4 449EH Document Signing Certificates

SRR A UEIE T TR RSO I EL S L e B AL V% R . GDCA
(K] SRS 25 2 UE B2 R A HUR AN N, 43 % 2 OV SCRYRE 4 TE AT IV SCRZE 44 00E 5

OV SCAYZE A4 IE 15 75 BT AL & 0 B SEPEREATI0IE s 1V SCRY 2 4 00E 1 T AN A1
B0 B SV AT B0AIE

Document Signing Certificates apply to the situations where the authenticity, integrity, and
confidentiality of a document are required. GDCA issues document signing certificates to
organizations and individuals, namely, the OV document signing certificates and IV document
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signing certificates respectively.

OV document signing certificates requires validation on the identities of the organizations, IV
document signing certificates reuiqgre validation on the identities of individuals.

1.4.1.4. E-mail #E3 E-mail Certificates

GDCA A& & (IR B A 536 AY E-mail iE 5. 1V E-mail iE AT OV E-mail iE 1.

FLfitlh E-mail IEPAERIE E-mail Hidik I PTAACEHERIRL, A% E-mail ik i A # 1)
SO EATIAE, FTLAALR E-mail & R ANt N D s S B, B AR E-mail AT
SEEEME.

IV E-mail IE5BRGIE E-mail bk B Fra A EEEHIALSN, &7 %AEZ E-mail #tdik i
J& AN NAEFH 2 B ) LS A

OV E-mail iEHERIGAE E-mail sk BT A B RIS, I8 T 9 UEZ E-mail ik
JEAUAL B 3 (¥ FL S

The e-mail certificates issued by GDCA include Primary E-mail certificates, IV E-mail certificates,
and OV E-mail certificates.

For the Primary E-mail certificates, only the ownership or control of an e-mail address will be
validated, and the identity of the e-mail address owner will not be validated. Such certificates
ensure the integrithy of the e-mail and make sure that it will not be tampered or read by those other
than the targeted recipient during the transmission.

Prior to issuing an IV E-mail certificate, GDCA validates the ownership or control of an e-mail
address and the individual identity associated to such e-mail address.

Prior to issuing an OV E-mail certificate, GDCA validates the ownership or control of an e-mail
address and the organization identity associated to such e-mail address.

1.4.1.5. #&HKUEH Equipment Certificates

B 25 BE & IR FE S, BeR Al iR ST as . Bkt B b aess, SIEEH A
TR B B B AE, W Z 225 B HIEE. BIn, 45 k55 4 AU HOAE 548 ) b
v 1] LS sl IR 55 25 60 B 4y, B0 SSL s i PAEXUT BEAT N3 231 .

Equipment certificate is a digital certificate that is issued to equipment, including server, firewall and
router, etc. It is usually used for identification and secure communication among online facilities. For
example, the browser can identify the server with certificate issued for the server to create SSL
communication channel for secure communication session.
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1.4.1.6. i EIBRIEF Timestamp Certificates

H T GDCA R %57k OV I (el 8IE+:, EE )+ @ik 55 4% et 824 iRkss .
OV I [ BIGIE 45 75 98 UIE FR i HLAE B 6y R LS

GDCA currently issues OV timestamp certificates for timestamp servers to provide digital signature
service.

OV timestamp requires the validation of an organization identity.

1.4.1.7. ZIAE RUEFSRBE X R AR RSBF CP Object Identifiers of Certificates

OV SSL 1EH Smg X RARIRAF: 1.2.156.112559.1.3.1.1
DV SSL iiEF5 sug X RARIRFAF: 1.2.156.112559.1.3.1.2
IV SSL iE 5 SR BE X RARIRAF: 1.2.156.112559.1.3.1.3
EV SSL E5 SRBEX RARIRAT: 1.2.156.112559.1.3.2.1
B AR 44 RUE P AR XS RARAST: 1.2.156.112559.1.3.4.1
EV A 25 2 0E 1 3mSR AAT: 1.2.156.112559.1.3.3.1
OV CHYZF A UE T HRIE 0T bR RAT: 1.2.156.112559.1.3.5.1
IV SCRY2E 44 E T 3R M RAR AT 1.2.156.112559.1.3.5.2
OV E-mail iIE 435085 S AR IR AF: 1.2.156.112559.1.3.6.1
IV E-mail iEF5 508 6 S bR iR AF: 1.2.156.112559.1.3.6.2
it E-mail 1E5SREE X RARIASRT: 1.2.156.112559.1.3.6.3
AR SRS RARIRAF: 1.2.156.112559.1.3.7.1
I B RERE 5 SR B R SRR AT 1.2.156.112559.1.3.8.1

OV SSL server certificate policy: 1.2.156.112559.1.3.1.1

DV SSL server certificate policy: 1.2.156.112559.1.3.1.2

IV SSL server certificate policy: 1.2.156.112559.1.3.1.3

EV SSL server certificate policy: 1.2.156.112559.1.3.2.1

General CodeSigning certificate policy: 1.2.156.112559.1.3.4.1

EV CodeSigning certificate policy: 1.2.156.112559.1.3.3.1

OV Document Signing certificate policy: 1.2.156.112559.1.3.5.1

IV Document Signing certificate policy: 1.2.156.112559.1.3.5.2

OV E-mail certificate policy: 1.2.156.112559.1.3.6.1
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IV E-mail certificate policy: 1.2.156.112559.1.3.6.2
Primary E-mail certificate policy: 1.2.156.112559.1.3.6.3
Equipment certificate policy: 1.2.156.112559.1.3.7.1

Timestamp certificate policy: 1.2.156.112559.1.3.8.1

1.4.2. FR 1 UE+5 B A Prohibited Certificate Uses

B RBMRES, AR BN A FEEI RN ER S E S M. B, DAL
BHREEF TN AR RN, A GELE IR S5 25 S UIES A, FURIESASRELE 9
AR RAE T, BEAEB AR N AAWURIEAS KA . 58 HRRA—2
HIEF, ARN#A CPS IRAI N AT{E(T.

Each certificate shall only be used to in dedicated usage corresponding to the subject’s identity. For
example, the Individual Certificate can only be used as individual case rather than the cases being
used as Equipment or Organization Certificate; the Organization Certificate cannot be used as
Individual and Equipment Certificate; the Equipment Certificate cannot be used as Individual or
Organizational Certificate. Certificates shall not be deemed as trusted by this CPS if they are not
corresponding to their respective usages.

UEF AR IEAEAR 3 e B 50 B B R 2 e i 2 N A, AR IR AR AR
HVRIUIRE S B AR I (AR SO S5 AR, A5 U g R AR R SR T B AT AR
Rl ERARTEH T AR AR Tl b i i, s
TEORPIRM N &, A% R R WAL SATBGE IR ARG 2 a0@ i H &
GRS R G R, ROV AR SRR T B S BOLT. N 3053 8™ A BERIR .

The GDCA certificates are prohibited to be used in circumstances, such as any violation of state
laws, regulations and national security or legal consequences, in addition, the GDCA certificates
are prohibited to be used in business that involves criminal activities, or in business forbidden by
laws, otherwise all legal liability that triggered by this will be taken consciously by subscribers
themselves. Special note here, the certificate is not designed for, not intended for, not authorized for
control equipment in danger, or for the occasion where the failure is required to avoid, such as
operation of nuclear equipment, navigation or communication systems of shuttles, control systems
of air traffic or weapons, since these faults or failures may lead to death, personal injury or serious
environmental damage.

1.5. SEEEEFF Policy Administration

GDCA %457 14/ GDCA LT IIF RS SR s 0 e mn s FA LM, D B
At E CPS, FFFE N CPS Szt ks 2 Wi B 1) i W sE WA o
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GDCA Security Policy Committee is the highest management authority responsible for review and
approval of policies of electronic certification services, as well as the highest decision organization
to perform inspection and supervision of the enforcement of CPS.

1.5.1. SERESCRY B Organization Administering the Document

SR SCRA A BEMLF ) GDCA & 4 SRS 2 A 2 » VRN SIS B BENLRY T s T 54
BB A CPS. GDCA Za&RIKE N HKE TAREHZ ., TEL. EHPO. 80k
Hls s 188 RS L SE AT PR A IE AR ALK

A SRS SO A0S Ah AR 5555 H O AR AT BUE BT T 4155 .

GDCA Security Policy Committee is assigned as the document management authority responsible
for establishing, publishing and updating this CPS. The committee consists of the relevant
representatives with the right of decision-making from GDCA's management, administrative center,
marketing center, technology center, and customer service center, etc.

Consultation of this policy document to the external parties and other routine jobs are undertaken
by the administrative center.

1.5.2. EX& A\ Contact Person
1.5.2.1. IEPEERE Certificate Problem Report
WE - ) @ 5 S UE P RIS SR A0 i DA R 5 328, HoAuE P eS8 sk 20 LA T %

AL

® K% capoc@gdca.com.cn;

Any certificate problem reports or certificate revocation requests shall be submitted through the
following way, and certificate revocation requests must be submitted in writing:

® E-mail to: capoc@gdca.com.cn

1.5.2.2. CPS jaf CPS Related Issues

FEATAT 2% CPS By IR #I. BEMISE, HBmT L% LT 7 AT IR

& MI]: GDCAATBUEHLHL ]

KRN £t

Wtk https://www.gdca.com.cn/

HF-HEFE L. gdca@gdca.com.cn

WAl R NRIEAE T Z- 4 T N TR 55 X 2R XU b it 448 5 slidvt KR 28 23 #%
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HEE A% : 510030
LG5 A%: +86 20-83487228
tE FL5 15 +86 20-83486610
For any problems, suggestions, questions, etc., about this CPS, you could contact us as follow:
Contact Department: GDCA Administrative Department
Contact: Ms. Wang

Website: https://www.gdca.com.cn/

E-mail: gdca@qgdca.com.cn

Address: 23F, 448 Dongfeng Zhong Road, Guangzhou, Guangdong, the People’s Republic of
China

Postal Code: 510030
Tel: +86 20-83487228

Fax: +86 20-83486610

1.5.3. RE CPS fFA SREEHIHLH Person Determining CPS Suitability for

the Policy

GDCA %4 SRR it @) CPS SEmg il 5 (1 e i UMY, 2 5 € HitifE CPS.
RIAE CPS 155 Mg AL -

As the highest organization for making CPS, GDCA Security Policy Committee is a decision-making
organization to ensure the CPS is in line with CP which is responsible for examination and approval
of the CPS.

1.5.4. CPS #t#EF2F CPS Approval Procedures

AN CPS 1 GDCA %4 SRME 2 i 424021 CPS %w'5 /N AL E SRS, CPS 4w’5 />
HE GRS GDCA %4 kg R &%, KigZinaitit)s, 1EXX/E GDCA B 7
vl F R A

This CPS is drafted by the team designated by GDCA Security Policy Committee. After the
completion of drafting, the CPS is submitted to GDCA Security Policy Committee for review. After
approval by the committee, GDCA will publish the CPS on its official website.
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1.5.5. CPS f&iT CPS Revision

GDCA ¥t CPS AT M A& (IR AT, I e 42 SRS 23 B 2 S S R L

GDCA 4l FE X AIBURVERL . BIARZE R bR iR Kol 55 % e 1 . 55 S BB 1T A
CPS.

CPS % 5 /INHARE LA A% UL 8 CPS AT @1, $#58 GDCA % 4 g 23 [ 2= ¥ 1%
KUR GRS, 1EFE GDCA B J7 Wl b & Af .

A CPS ZFHEMEI —IR. WRENESS), WEBHRAS . EHRAR . 4
RN 18] ZABIT L%

\q

GDCA will implement strict version controls on this CPS, and such work will be arranged by the
GDCA Security Policy Committee.

This CPS will be updated timely in line with the changes of national policies and regulations,
technical requirements, standards and business development.

The proposed suggestion of revision will be submitted by the team which is responsible for writing
CPS based on relevant changes, then it would be reviewed by the GDCA Security Policy
Committee. After approved by the committee, GDCA will publish the updated CPS on its official
website.

This CPS is updated at least once every year. Even if no other changes are made to the contents of
this CPS, GDCA will increment the version number and update the release date, effective date, and
the revision records of this CPS.

1.6. BXF4EE Definitions and Acronyms

1.6.1. Rig X—%F List of Term Definition
Aig & X
GDCA %A iRkIgZE isx | GDCA MRS A 2 N 1) ¢ e S s A 38 s BT LA A CPS — 2
PE P E WL
HL PR 25 ML RN, K, WA LEBAEB A . ZAEEH
TR CAs JeH12i CAs.
EMHLAY LK (Registration Authority, RA) 4t 57 AL FHIE 5 H i

AHIEFAT P RS E R, M IR HINEIRS VI, Nk
ZAUE FE A LM AR I SR, AR SO UE T B AT
S AR IS R, R AL SR T IR, AR FINE
IR 55 LR S B BT IE 5 B S 3 A A R

EFS B4 T3, TR RS S abE .
P& HI 2 AP ) F TAEAR S5 LA (CA) BT EEAT B 725 4

HLE SR B AR IR TS B AT I TRV BRI 3R
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LT AIEME 55 K R RIEF ST, 2R, BB AT B BEAE L) — 4 S

B4 W44 R 0 Be 2 AN AR A

SR BT NIE PG F RGNS, VB P B 1
TH. M. T

HZ I T AZIE B HIEE S, FFERSRIETS.

64 PR E B4 0GB I 44 RSt B A S T BRI

TELRUEADIRA P FELGUE-BRT A P, ATAEARSE 7 S B R4 e e 5 1)

A H &R B R R S %, T ald s
B4, Pl B T AR N BH N I FE e SR A

NE| AR AT AR B FA R A A TFRE R, AT AN T
A, DAz 58E AHNAH— 01854, &/Tc
AT T mMEAE S, DUESUHE R FAH A 7 T 0 2R A5 Bk
2

N EHEERE R e —HAEFERE . . AN R, MR THER S, H
TSR T AHEME SR LE BRI EalE. k. FH
KAE T RE o

AFLAFUEFS FH T~ FAH B AR UE S DB AR 098 2UAE T 32 w] R 8L FH 3 A
W, NI RIS It

A% ) H T FFEA CPS #1 8.3 AR ELR 1) F S8 N BE Sk

WA TT MO IR ) B AR N BE A S A

e B2 AR I AR N BEEHESEAAR,  H 20T W e s F 4k
AP RIS PAYNE P Eisy K

PN INIERR S AU S UEFS 3G NAT P Z A EG, iz ilie 1
ST 15 T4 E

WebTrust CPA INE KA IANUIEAR S WA WebTrust I H 34T FRE o

Term Definition

GDCA Security Policy
Committee

It is the highest management and monitor function for CPS and the
decision-making agency pursuant to CPS within the GDCA

certification services system.

Certification Authority

An organization that is responsible for the creation, issuance,
revocation, and management of certificates. The term applies equally

to both Roots CAs and Subordinate CAs.

Registration Authority

A Registration Authority (RA) is responsible for processing service
requests from certificate applicants and certificate subscribers, and
submitting them to the certification authority for the final certificate
applicant to establish registration process. RA is also responsible for
identifying and verifying certificate applicants, initiating or transferring
certificate revocation request, and approving certificate renewal or
re-key request on behalf of the certification authority.

Certificate

An electronic document that uses a digital signature to bind a public

29




I senrmsnnmnas

GDCA SM2 8 FIAFME 25 $0 (V. 0 fR)

key and an identity.

Certificate Revocation List

A regularly updated time-stamped list of revoked certificates that is
created and digitally signed by the CA that issued the certificates.

Certification Practice

Statement

One of several documents forming the governance framework in
which certificates are created, issued, managed, and used.

Domain Name

The label assigned to a node in the Domain Name System.

Entry Clerk Entry clerk is responsible for inputting the information submitted by the
applicant and help the user handle certificates application, revocation
and renewal procedures etc.

Reviewer The reviewer is responsible for checking the information of certificate

application and approving certificate issuance.

Fully Qualified Domain
Name

A Domain Name that includes the labels of all superior nodes in the
Internet Domain Name System.

Online Certificate Status

An online certificate-checking protocol that enables relying party

Protocol application software to determine the status of an identified certificate.

Private Key The key of a key pair that is kept secret by the holder of the key pair,
and that is used to create digital signatures and/or to decrypt
electronic records or files that were encrypted with the corresponding
public key.

Public Key The key of a key pair that may be publicly disclosed by the holder of

the corresponding private key and that is used by a relying party to
verify digital signatures created with the holder's corresponding private
key and/or to encrypt messages so that they can be decrypted only
with the holder's corresponding private key.

Public Key Infrastructure

A set of hardware, software, people, procedures, rules, policies, and
obligations used to facilitate the trustworthy creation, issuance,
management, and use of certificates and keys based on public key

cryptography.

Publicly Trusted

Certificate

A certificate that is trusted by virtue of the fact that its corresponding
root certificate is distributed as a trust anchor in widely-available
application software.

Qualified Auditor

A natural person or legal entity that meets the requirements of section
8.3 of this CPS.

Relying Party

Any natural person or legal entity that relies on a valid certificate.

Subscriber

A natural person or legal entity to whom a certificate is issued and who
is legally bound by a subscriber agreement.

Subscriber Agreement

An agreement between the CA and the Applicant/Subscriber that
specifies the rights and responsibilities of the parties.
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WebTrust The current version of CPA Canada’s WebTrust Program for
Certification Authorities
1.6.2. YENEAE R H & X — Y3 List of Abbreviations and their Meaning
CA Certification/Certificate Authority HLFINE AR S5 WL
CAA Certification Authority Authorization WIEHL AL
cP Certificate Policy E 5 S
CPS Certification Practice Statement LTI IE MY 55 R0
CRL Certificate Revocation List S E SRS
CSR Certificate Signing Request WEFTE RS
DBA Doing Business As (BRI
DNS Domain Name System W4 R%
EV Extended Validation PR 0 UE I SR I IE
EIPS (US Government) Federal Information Processing CGREEURD AR BA
Standard e

FQDN | Fully Qualified Domain Name 564 PR E A

Kz AR BB A IR
GDCA Global Digital Cybersecurity Authority CO., LTD.

A H]
gTLD Generic Top-Level Domain i F T 23844
IANA Internet Assigned Numbers Authority LI G5 A B AL
ICANN Internet Corporation for Assigned Names and LRI 4 5 5 9 55 3 P

Numbers IR

ISO International Organization for Standardization FrRAm A AL 2R
KM Key Management R
LDAP Lightweight Directory Access Protocol B H U YL
LRA Local Registration Authority A I LA
OoCsP Online Certificate Status Protocol FELAEFRRA MY
SCA State Cryptography Administration [ 5 2 i B )
PIN Personal Identification Number MNF R A
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PKCS Public KEY Cryptography Standards AN LB ED AR
PKI Public Key Infrastructure NS e
RA Registration Authority LS
TR SR VP b 1 (— b BB
RFC Request For Comments
W AR AE)
SSL Secure Sockets Layer GRERY
TLS Transport Layer Security TR =24

2.l B R 515 B % # Publication and Repository

Responsibilities

2.1. GDCA {8 B E Repositories

GDCA {5 B — XM ATHIME B, EREBIRAE . BURNED & 5iE-HA KH1E
2 -GDCA {5 BN A CAEHABR T LA T N2 CP 1 CPS IUAT FI 7 Sl A iEF5 . CRL
WG AR E | GDCA fEL I R ATHIME 2 . GDCA K A A AT FIES . CPS
BATMAETREANR, KEARLARFTS CPS MHA JGEHEM 2. GDCA 158
JE AT LB L :  https://www.gdca.com.cn i), B H1 GDCA B 4 i 3 & @ oy %
BRI
GDCA repositories are open to the public. It can store, retrieve certificates and their related
information. GDCA repository includes but is not limited to the following: current and historical CPs
and CPSs, certificates, CRLs, subscriber agreements and other information published by GDCA
when necesary. GDCA will release certificates, CP and CPS revisions and so on timely that must

remain consistent with the CPS, relevant laws and regulations. You can search at
https://www.gdca.com.cn or via any other communication methods specified by GDCA at any time.

2.2. 1Z2B KK Publication of Information

GDCA 7£ 5 J5 M3 https://www.gdca.com.cn & Aii 5 5 2, %M k& GDCA K Aii it
A EREE, R RAUBRIE,

GDCA it H s 5% & K AT T - BUEFFI CRL, 11 7 Bt 7 ol Lhidid 17 17 GDCA
O R SRBGIE TS 045 S ARASIE T 512 A, GDCA $RARIE LAl PRSI SS, 1T
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GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website
is the primary, most prompt and authoritative channel to publish all information about GDCA.

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain information
of certificates and CRLs through GDCA'’s official website. Meanwhile, subscriber or relying party
can check the current status of certificate instantly via OCSP service provided by GDCA.

Meanwhile, GDCA may also release any related information in other possible forms.

2.3.  RATHIEE]FIHZR Time or Frequency of Publication

GDCA TEI] U sl as i,  Jdd B 7 W93l 5 SlPkeiE F R CRL & AT .

%} F ROOTCA (SM2) iF-PB& K gk CA Iz K 3T FHiEf, CRL &A6JE S A 8
/NI, CRL A RUA A K AN EL I 24 /N

XfF GDCA GM SM2 ROOT HEP2 A HI 4t CA 2z AT JHIETS, CRL KA
14 24 /IS, CRL A7 508 Wl K AN IS 48 /it

EEZMEDNL T, GDCA ] LLEAT YR EIEF A CRL H KAl ], GDCA R4 K fi
— R FIMERR S P ) CAE- PRI 513 (ARL).

2 SR o 2R A R AT TR ATAR A, 1 GDCA MhSZffih vk, X R & AT BiZ i K

IR ), I R I R R

GDCA releases automatically the latest certificates and CRLs via official website when the
certificates are issued or revoked.

The subscriber certificates issued by the subordinate CAs of ROOTCA (SM2), the CRLs are issued
every 8 hours and are valid for no more than 24 hours.

For the subscriber certificates issued by the subordinate CAs of GDCA GM SM2 ROOQT, the CRLs
are issued every 24 hours and are valid for no more than 48 hours.

In particular, GDCA can choose time to release the certificates and CRL in case of an emergency.
GDCA releases CRL of CA (ARL) every year.

GDCA can independently choose the time and frequency of releasing other information of
repository. The release is efficient, timely and consistent with the requirements of the laws.

2.4. 15 B EEVi 954 Access Controls on Repositories
GDCA 15 B EF 5 B AN INA T RAT, AT NEBRERS T 5], XX s B R
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U IR ASSZAE AT FR A1 o
GDCA il M 2 B Rgi w4t 2 BH LR LA L BN &
A REMATE B ERIE I, MR, Bo. KATERAE.

The information in GDCA repository is publicly available. Anybody can read the relevant information,
and there are no restrictions on the read-only access of such information.

With network security, secure system design and security policy, GDCA ensures that only
authorized employees can add, delete, modify and publish the repositories.

3. iR 5 X5 Identification and Authentication

3.1. #¥4% Naming

3.1.1. & 72K Type of Names

GDCA WA AT, & MU MU ARE T P BRI R4, SHIEF HE# 1 5
WA EE TSR, HUAFEMFR LR EE . IEBREEE AR iR a4, LR
% (Distinguished Name) JEA G EEUEB AN, ZuFHRAH FE— 54 . GDCA
HIUEFRF& X509 drd, ZrHCZAE P ReA 2 SR B 44, SR X500 k44 75 2.

Certificate issued by GDCA can authenticate the identity and other attributes for applicant with
different identifier including issuer and Distinguished Name (abbreviate as DN) of subscriber. The
identifier of certificate holder is named as the DN contained in the certificate, and the DN is unique
identifier of the subscriber. The certificate format meets X.509 standard and the identifier which is
assigned to the subscriber as the DN meets X.500 standard.

XtF SSLITLS MRS5S 2HE, Frf I A4 ek 1P HuhEARS N3 £ ) 44 b, s 44
NFI AL P Mk, e — AN AR 38U 44 b e 4 B 1P

For SSL/TLS server certificate, all domain names or IP addresses are added as the Subject
Alternative Name and the common name is a primary domain name which must be one of the
domain names or IP addresses from the Subject Alternative Name.

GDCA IE a0 A& AR ) 3= AR TR 51 44 i 42 K G

Naming rules of issuer’s DN are as follows:

JEt &
Ex (C CN
H (S WEFAUR & BT fE 8 0y, B0 A H
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HuX (LD

UEPS MUK Pkl s A

Pty (0D

Global Digital Cybersecurity Authority Co., Ltd.5,
GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.

HLRFETT (OU)

GDCA AT REMKHE I - L N AT XA [ R AN [F]
MR 9 P U AIESS, BT EA GDCA IEF5 v Al BAAL 35 AN 7] f it
LRI

HH% (CN) HEME N CA 4
Attribute Value
Country (C) CN

State (S)

State of issuer (if included)

Local (L)

Local of issuer (if included)

Organization (O)

Global Digital Cybersecurity Authority CO.,LTD. or GUANG DONG
CERTIFICATE AUTHORITY CO.,LTD.

Organization  Unit | Certificate contains various issuers depend on subscriber types,
(o) applications and regions to issue the certificate.

Common Name | Name of CA
(CND

GDCA {EF51T 7 1 = ARER ) 44 a2 A

Naming rules of subscriber’s DN are as follows:

JE I 1l

EZx (© CN

A (S R ETER Y, BEAH

HiX (LD VP ETES T, BE A

Bt (O ST AHENRIRIT Y, R PHENU AR

PLEFRTT (OU)

AU DU A A N
VP e LA AT
LAt IR B 4y BGIE 5 R ) S

BT IR (ED

I IR hE, BN

HH4% (CN)

W4 (SSUITLS WE+D), sibligss (HUASRANIET), s ANk
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Attribute Value

Country (C) CN

State (S) State of subscriber (if included)
Local (L) Local of subscriber(if included)

Organization (O) | Organization where subscriber subordinates for certain one;

Organization Unit | One or more following options can be included:

ow . .
OU of subscriber subordinates;
Any descriptions which describe identity or certificate type;
Email (B Subscriber’s email address (if included)

Common Name | Domain name (SSL/TLS certificate), organization name (organization
(CND certificate), individual name (individual certificate), or other identifiable

names

3.1.2. 2B XALHKIZE SR Need for Names to be Meaningful

GDCA i Jf§ DN BiRARRIEF A SAEF 24 # LK, DN T (44 5K By — & 1
ARERMER L, AT LA {6 IR 5 (A 550 28 SIEAAR (4 B 47 BRFAT 1RO S PEAH O o E 5 AR A4 R B IR
AAEF PR 2 R A SRR E A 0K, HiE 1 5 AR AT 1 A TG0 5E IS5 B

GDCA uses the DN field to identify the entity that is the subject of the certificate and the entity that is
the issuer of the certificate, and the names in the DN have representative meanings and can be
related to the identities and specific properties of the final entities that use the certificates. The
common name identifies the end entity’s particular name mentioned by this certificate. Identifier
describes information of the specified entity with bound public key.

3.1.3. TP RIE 4 B4 Anonymity or Pseudonymity of Subscribers

A% CPS JlsE, GDCA [T P AEREAT By UE+5 FR I AN RE 1 Y B 44 B D 44

Under this CPS, subscriber cannot apply for certificate with anonymity or pseudonymity.
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3.1.4. HBARZRKFEZRBPMU Rules for Interpreting Various Name

Forms

GDCA 2 Kk B IF B 56 X.509 V3 b, B4 4% 0085y X500 Frifi. B4
1 4 0 B GDCA € X .

A certificate issued by GDCA conforms to X.509 V3. The format of DN conforms to X.500, and
naming rules of DN are defined by GDCA.

3.1.5. 2 FREME—E Uniqueness of Names

f£ GDCA SIS, AR eSS 1) EAASEU A% A REARE, SUEME—f. H
XFFF 377, GDCA W] LA FLME— i) AR B 42 9 A e 2 SKAEAS o e+ i Hh i
BUASFIT A AR R RIS, AR 56 R E SR (T, e FRs 3 3 n B ka5 2 7 B
DX 51 ) S U

DN of certificate must be unique for different subscribers in GDCA trust domain, and same DNs
cannot be allowed as subscriber’s subject name. GDCA can issue more than one certificates using
the unique DN for one subscriber. When DN is not unique to different subscribers, the first applicant
has the priority to use the DN, and the latter could add more additional information to distinguish
from others.

3.1.6. FFREIRS. %55/ Recognition, Authentication, and Role of

Trademarks

GDCA 2R ML+ 1 AR B 4 A S RAR 4

Subject’s DN of certificate issued by GDCA does not contain any trademarks.

3.2. WIS HHEIA Initial 1dentity Validation
3.2.1. FEHIAEREARI 5% Method to Prove Possession of Private Key

UE S L AGIE A 5 B M A SHAR S N A FAEH , E B A 7 v ARG LR IE S H
HHEREEHTES (PKCSHI0). He 5 R % HIR N7k, 53 GDCA R
) H e IE T 2

Applicants must prove that he/she holds the corresponding private key to the public key being
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registered. You can use the ways of digital signature contained in certificate request messages
(PKCS#10) or other equivalent method to identify the secret keys, or some ways required by GDCA

to prove the possession of relevant keys.

3.2.2. MNAGHHIER] Authentication of Individual Identity

TN ANEIES, GDCA FZEMN NS H L, ZETT T

For individual certificates, GDCA performs the validation of individual identities by:

1)

2)

3)

4)

5)

1

2)

3)

4)

A RIS B 0 IR LSRN O . BN 7 SO AR 3RS IR & 28D — i R BUR
MUK IR B2 e R I SE B SO CnJE R GHIE. $7 I, R IEEE
fil [ 5 UE R D , GDCA K BEAZAIE B SCF & 75 A AR AT S i B i R RS , 0 20 , GDCA
A DL 25 A 85 A7 UE B SO (R = 07 B8 e AT A% 2, A R B
T T A SRS Ty A B AN AT SR E (S B, RS
EFS B LS

B B E L (e P 3 A E kb ). GDCA mT LUE Ik 38 ik 5. 4RAT
R T B Bl A P R K B 5 A S HR i o 1 b il B BB AR RBURT 25 K (4 B I B S
(it o

MEEEETEEHEER, TEMNZVIWZEFE, DEHEARTEETZ
PRI R GL o G B SRIESSATHRUE A SR B30 =7 B e . Aiifil . RIEHF
LR RING: N

TEIR A« A% SRR BB A R AE D e 45 3 R P 25 BB E B, 38 75 BRI R 1
FN N B ZAH

Ensure the identity of the subscriber. This must be validated by obtaining at least one currently
valid government-issued photo ID (e.g. ID card, passport, military 1D, or equivalent document
type), GDCA inspects the copy for any indication of alteration or falsification. GDCA
cross-checks with an authoritative third-party database that issues the valid identification
document.

GDCA confimrs the application information and identity information through a voice
communication, video, and e-mail communication etc. with the applicant, to verify the
authenticity of the application.

In case the subject of the certificate contains an address, GDCA may verify the address of the
applicant using a utility bill, bank statement, credit card statement etc., or directly rely on the
address on the identification document issued by the government.

When the application information contains some information of an organization, it is necessary
to confirm the existence of the organization and whether the applicant belongs to the
organization. GDCA could require the applicant to submit the certificate of incumbency, or
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validating by a third-party database, making phone calls, or sending e-mails to the
organization etc.

5) In case the subject of the certificate contains a domain name, an equipment name, or an
e-mail address, GDCA verifies the ownership or control right of such domain, equipment, or
e-mail address.

WRANNA 72, GDCA i ] LU S =5 3R A5 B ORKEAE 1% HE & A S
fir, WK GDCA TiENHE=Tr 3R A iE S, AIZRFEs =5t T E, sEsR
i & R BN (5 B AE A R

If necessary, GDCA can also verify the subscribers’ identities using the information obtained from
the third-party. If GDCA cannot get all the required information from a third-party, it may delegate
the third-party to conduct an investigation or require certificate subscribers to provide additional
information and evidence materials.

seAh, WAER, GDCA W] LA E F e Brifs R4 m 07 A Bk
FEE A S IRIE R TEM R L SEA R, R 5 R VAR 5T
If necessary, GDCA may also establish other required identification methods and information.

The applicant is obliged to ensure the authenticity of the application materials and shall bear the
corresponding legal responsibility.

3.2.3. M E4 K% Authentication of Organization Identity

TSR ERFHLR . S0l 8028, 78 LA 4 S HURIZIEFe
REHEAT R B B S ), T 6D (R B SU L L T T ) B AR
T A T LA ER 2 I B L7 TR . WURIZKAT P O o i 2 L v
RGBT RE PR EHREIET (AT FoRB B BIFa LR, ¥
PR 0 34«

Identities of organizations (government agencies, enterprises and institutions, etc.), which apply for
organization certificates, shall be authenticated strictly by cross-checking with the trusted
databases, making a face to face validation and other ways that can clearly prove the identity of the
subscriber, etc. Subscriber or subscriber’s representative fully delegated by the organization should
sign the application form with company’s chop, and accept and affords corresponding
responsibilities described in the subscriber agreement.

GDCA AU WA B B A BEAT BN, B 7 K T

GDCA performs the validation of organization identities by:

1) WHUINURBSEAFIER . AVER SR . BA 77 0a] BUR BUR 7 U i —Ff: O
YRR HIA 25 R A8 RO, AR EABR T3l s bk NiEf . gi—tha (s A
E154%, GDCA 52 Ki%A MO BUR MU HEAT B S A A BE I A B 6l M5
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2)

3)

4)

SERHATHIN ;. QR S 2S5 BUEEE =07 B AT AL ©lTlk
IR 55 T B THIM 55 . A EARSE HF 1 FRE LA B 0 LSV A ARG . 3
UL ERETT, BRI AINE B S ES R 5

W TEEIE T A RIS O R KSR I AR B AT RN, ORI
HREESZES R 3. WAL, GDCA "l 2 =775 2 1 il S, HEE
{5 B AT A UM REAT RS, AR 5 5 M5 B sk, dnds e ACRE
N HEAA BRAIE R R AR B R A

(AR A IV AL e P NG IR Epa S AT VR SERINE 2 VO W D2 TI VNS RV E= S NTIR BN
W ORZ TP NG 2 BB HLA A3 -

WRANNA T2, GDCA AT LU A 55 =77 FREL A5 BRI L 1% H S HLA ) S 47
WA GDCA ik NFE=Tr 32 G TR MG S, AR =Jr TR A, BCE KA
A RACSNAE BANEM AL

GDCA " LR Eid 1D iy AORBHAENUM bt BEAN, 3 mT A A4S TR IK

B BUT R A AR ISR T FORBAN LA R bk

1)

2)

3)

4)

Confirm the legal existence of organization. This can be proved by: Ma valid document issued
by a government agency, such as a legal person certificate of a public institution, certificate for
uniform social credit code, GDCA confirms the authenticity of such documents by contatcting
with the government authorities who issue such documents or via the registration information
maintained by the government authorities; @Cross check the organization information with an
authoritative third party database; @A confirmation letter issued by a professional law firm, an
accounting firm, or a notary office on the authenticity of the organization identity. GDCA
ensures the consistency between the information submitted with the verification results through
the aforementioned methods.

GDCA verifies the the information provided by the subscriber and the subscriber identity
through voices communication, videos, photos taking, etc. to ensure the consistency between
the information provided by the subscriber and the verification results. If necessary, GDCA may
contact the organization based on information obtained from the third party, such as telephone
number, email address and so on to verify the authenticity of a particular information item of the
applicant, e.g. job position of representative or whether the person from the application form is
the real applicant.

GDCA validates the materials submitted by the representative, as well as the identity of the
representative and the signed document from the organization to verify the authorization from
the organization.

If necessary, GDCA can also verify the subscribers’ identities using the information obtained
from the third-party. If GDCA cannot get all the required information from a third-party, it may
delegate the third-party to conduct an investigation or require certificate subscribers to provide
additional information and evidence materials.
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GDCA may use method 1) to validate the address of an organization, additionally, credit card
statements, bank card statements etc. may be used to validate the address of an organization.

sbAh, AER, GDCA W] LABE B Bl E R m 77 M Bk
HIHE A S PRIE AR B ST R, JF K 5 K VAR 54 .
If necessary, GDCA can also establish other required identification methods and information.

The applicant is obliged to ensure the authenticity of the application materials and bear
corresponding legal responsibility.

3.2.4. SSL BRSHEH4H4 R Authentication of SSL Server Identity

R T2 A IR AN FSAT A A 250053, AR W2
XFF DV SSLUEFS, R ARG UEA N B UL XS o4 3l 5544 1) i A7 AL Bl (s FH AR, TE /3 XL
F BN N SE S BEAT IR AE,  J0E 7 sUZ A CPS 28 3.2.10 54T .

GDCA must perform different authentication methods depending upon the types of SSL certificate
applied by the subscribers.

For DV SSL certificates, GDCA only validates the ownership or control of the domain name and will
not verify the identity of an individual or an organization. GDCA uses the validation methods
described section 3.2.10 of this CPS for the validation of domains.

Xt OV SSLEFS, Fa#hAT LAR ik -

1) BOAF FREF AU B By Stk B0E Ty A% A CPS 5 3.2.3 AT

2) WHIEE4 SSLETS, IR CPS 3 3.2.10 HTHRAT M IR A 1B E .

3) WIHAiE IP Huhl SSLUET, #ZHRAS CPS 28 3.2.13 P ATHT IP bk 36

4)  IpEh R AL E AR L A BR, A CPS 2 3.2.10 TR AT XS AU R L A4 BRI
CrAllis

5) FHIAFTERE S W O IE SRR HIESE, 5 HRIEETAE R FIETE K.

6) FAHITHIN. #ZIEA CPS 5 3.2.16 T HlAT.

For an OV SSL certificate, GDCA performs the validation as follows:

1) Validate the identity and address of the organization according to section 3.2.3 of this CPS;

2) Validate the domain ownership according to section 3.2.10 of this CPS in case applying for a
domain SSL certificate;

3) Validate the IP address ownership according to section 3.2.13 of this CPS in case applying for
an IP address SSL certificate;

4) Validate the DBA according section 3.2.11 of this CPS in case the certificate subject contains a
DBA;
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5)

6)

1)
2)
3)
4)

Confirm the authenticity of the certificate application, by sending e-mails and making phone
calls with the validated contact information;

Verify the authorization according section 3.2.16 of this CPS.

XTIV SSL UE, /AT AT 48iE

BEAIE P s H AR AN N 0 B By Stk FLEGE 77 20 IR CPS 28 3.2.2 AT
WnHEE 4 SSL AR, FHILIEA CPS 45 3.2.10 T AT XHZ I 4 I KA .
UIEE IP Hhhk SSL AR, FRALIEA CPS 55 3.2.13 AT XT IP Mk (58 AIE
FEFHIE K . GDCA M E & M. HiE. BT, 5 HiEE %I
FiE R

For an IV SSL certificate, GDCA performs the validation as follows:

1)

2)

3)

4)

1)

2)

3)

4)

5)

6)

7)
8)

i’IE o

Validate the identity and address of an website owner, according to section 3.2.2 of this CPS;

Validate the domain ownership according to section 3.2.10 of this CPS in case applying for a
domain SSL certificate;

Validate the IP address ownership according to section 3.2.13 of this CPS in case applying for
an IP address SSL certificate;

Confirm the authenticity of the certificate application, by sending e-mails and making voice,
video or phone calls with the applicant.

XIFEV SSLAEH:, #HAT LN Rk

BAIE FE MU LS 5y Stk . 50 F 7 A% AR CPS 45 3.2.3 Fi#uT .
BOAIE T B R348 o SR E 7 A% IEAS CPS 2 3.2.10 58T

PIE F p 3 R b L B UL DL 4 B #2 IR AR CPS 3 3.2.11 T AT X LI i Mk &2 R 11
Eatlo

BAIE B IS B ARTE . BV M BCS I 1015 Bl sk BUBUER =07 Budfs i S AT
B%SE.

BAE Al E BTN AR =5 B PR EE A ST A S E S, i
CUIRE B R 07 30 FRE LA A 32 2 47 5 N OHRAL . A5G

U4 G ¥ S A E A — 30 W FR S A 4% BT 35 iU A R B ST A
GDCA tr] LI i i AR 45 75 2 5484 Ty & AT A

BN RS I e . G DA UE I AR . FESE, 5 ERE R B UGE T IS R
PRI N . [FA CPS 27 3.2.16 713,

EV SSLAEFAZER IP HEEHAERCAFIES, AXS 1P Ml Sl R R4 #EAT 56
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For an EV SSL certificate, GDCA performs the validation as follows:
1) Validate the identity and address of the organization according to section 3.2.3 of this CPS;
2) Validate the domain ownership according to section 3.2.10 of this CPS;

3) \Validate the DBA according section 3.2.11 of this CPS in case the certificate subject contains a
DBA;

4) Validate the operational exsistence of the applicant, by checking with the records of
incorporation authority or registration authority, or an authoritative third party database;

5) Validate the idnetiy of the principal individual of the organization, by checking with an
authoritative third party database and confirming the position and authorization with the
applicant using the validated contact information;

6) In case the applicant is different from the domain owner, a domain use authorization from the
domain owner is required, GDCA may also contact with the domain ownder by sending e-mails
or making phone calls etc. for the verification.

7) Confirm the authenticity of the certificate application, by sending e-mails and making phone
calls with the validated contact information;

8) Verify the authorization, as stipulated in section 3.2.16 of this CPS.

GDCA does not issue EV SSL certificates for IP addresses or wildcard domains, and does not
validate IP addresses or wildcard domains in this regard.

RN T2, GDCA & mJ LU M S5 =77 SREL 115 B R I0 I 12 H 1 A A &
fir, WHR GDCA KRN =7 2IFTa T M5 8, AIZRIEE =T, sk
H i 2 SR AE A (5 RORIIE B A R o

BeAth, ER, GDCA & LA H e Fr s 2 i 2500 7 A Bk}

If necessary, GDCA can also verify the subscribers’ identities using the information obtained from
the third-party. If GDCA cannot get all the required information from a third-party, it may delegate
the third-party to conduct an investigation or require certificate subscribers to provide additional
information and evidence materials.

If necessary, GDCA may also establish other required identification methods and information.

3.25. R LZ 54 H%H] Authentication of CodeSigning Identity

e 8 ARAD 244 B 3 1) S S KR AR AR 4 285 (R AR R0 T AN ) £ 5 3 5 30 5 2K, 3T 7
HURI, #IEAR CPS 28 3.2.3 1 SRR IAT: T AN AR, $ZBEA CPS 28 3.2.2
TSR .

EV R ZIE- B RGHU AP, K OISR REn T
1) SUENLIG ELSE B Stk . 3o iiEy LA CPS 3 3.2.3 FiHhT.
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2)  WmEF P A S U R LA FR . $Z IR A CPS 26 3.2.11 P AT XS LA R Mk 44 B
IAIE .

3) WIFHIEFIZE AL B EM BB IIE Bidst . BUBGE =05 B R S kAT
%5k

4)  BEAIF AL 3 AR T SERUBRER = 7 Bl PE S E B A St N S5 R, JRdE
CUIGTIE A R 07 305 B MU A A 3 B 6 5 AR . AL

5) A FRIE R LS I IR IR . LRSS, 5 HE S BT S TE R .

6) BUMHHIN. [FA CPS 5 3.2.16 17,
FIEAREDZE 4 BT 7, RN N, 2 00 HLAR BT 25 42 31F 5 8 FF 3 BBl g 75

FERRUEIE SO, AR A E AL R B 3B R HRE RS, 2R

R RAE L

Different authentication of subscribers’ identity for a CodeSigning certificate is performed based on
different subscribers. For organization subscriber, GDCA performs certificate validation process in
accordance with the organization authentication in CPS section 3.2.3; for individual subscriber,
GDCA performs certificate validation process in accordance with the individual authentication in
CPS section 3.2.2.

EV CodeSigning certificates are issued only to organizations. The validation procedures are as
follows:

1) Validate the identity and address of the organization according to section 3.2.3 of this CPS;

2) Validate the DBA according section 3.2.11 of this CPS in case the certificate subject contains a
DBA;

3) Validate the operational exsistence of the applicant, by checking with the records of
incorporation authority or registration authority, or an authoritative third party database;

4) Validate the idnetiy of the principal individual of the organization, by checking with an
authoritative third party database and confirming the position and authorization with the
applicant using the validated contact information;

5) Confirm the authenticity of the certificate application, by sending e-mails and making phone
calls with the validated contact information;

6) Verify the authorization, as stipulated in section 3.2.16 of this CPS.

Subscriber must make a statement and prove for the use of the CodeSigning certificate. Subscriber
must promise not to sign malicious software, virus codes, infringement software and hacker
software using the CodeSigning certificate.
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326, XHMHEBLZIEP G4 K%L H Authentication of Document Signing

Certificates Identity

AR BT & K (1 SO 28 A4 UE S SR AN R AT A A 4900 7 3

X IV SR TIT )7, GDCA fif&As CPS 5 3.2.2 F7 B ZR 5E Bt N A S 43
HDEI

X OV SCZEAIEFIT /7, GDCA %A CPS 57 3.2.3 ¥4 (1 23R 5 Ot WAL £ 4y
HDES3I S
GDCA performs different validation based on the types of document signing certificates issued:

For IV document signing certificates, GDCA validates the identities of individuals in accordance with
section 3.2.2 of this CPS.

For OV document signing certificates, GDCA validates the identities of organizations in accordance
with section 3.2.3 of this CPS.

3.2.7. E-mail iIEBHHHILR] Authentication of E-mail Certificates Identity

AR T 285 R P S IE 5288 8 (S Rl AT AN [ 1 46 3107 =X

Xf T2t E-mail IE51T )7, GDCA [ fit FiE ) E-mail il AR RIS, U2l
FHZAZIRRS N BT 52, BOAUE B8 3 6 E-mail Bk i) BTG A sldzs il o

P IV E-mail iEH1T 7, GDCA BR#ATHEA E-mail IEH1T 7 FIRAERAESL, &/
2% CPS 28 3.2.2 FTHI R 56 O N N S 4531 o

X OV E-mail HEF51T /', GDCA BRHAT Al E-mail UE51T 7 FISAIERAES, &/
%A CPS £ 3.2.3 11 M EER 58 BON ALY & 3 1 4 31 o
GDCA performs different validation based on the types of document e-mail certificates issued:

For the Primary E-malil certificates, GDCA validates the ownership or control of an e-mail address
by sending a Random Value via email and then receiving a confirming response utilizing the
Random Value.

For IV E-mail certificates, GDCA validates the identities of individuals according to section 3.2.2 of
this CPS in addition to completing the validation procedures for the Primary E-mail certificates.

For OV E-mail certificates, GDCA validates the identities of organizations according to section 3.2.3
of this CPS in addition to completing the validation procedures for the Primary E-mail certificates.
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3.28. EEHMHAILHA] Authentication of Equipment Identity

B B 1) 5 0 AR FL B A & AR T AN, GDCA AU 3T 7 HEAT B 43 %
A, AT N

Authentication on equipment identity varies by different owners. GDCA must authenticate the
identity of subscriber, including the following:

BEEAA & 1 B 55 BRI A [F) A 2 AN R] 18 B 43 3 500 07 ST, 1T A A,
S B L AR CPS 5 3.2.2 AN NS SERIRAEIAAT s T ALK, %A CPS 2
3.2.3 FIHLIG B4 SRR AT -

P UEFS R S B A RO BEE =7 Bl R SRR AT, (s BIHS
AR, EENHME B R UHFEE AT,

BT NI By R R RIRIT T IR

FEBL A ARG E NI P N A IR, 3 R B IE % FE & 5 I 12 AUR],
BN T7 2 AT LA S A VR R IR B S BURA X 12 v 46 P A S A Y ASL P 45 T A Ve 45
A,

Authentication of Individual equipment Identity will be different according to the different owner of
the equipment. If subscribers are individuals, GDCA performs the verification of identity according
to section 3.2.2 of this CPS on individual identification process. If subscribers are institutions,
GDCA performs the verification of identity in accordance with section 3.2.3 of this CPS on
organization identification process.

GDCA checks whether the key information submitted by the applicant complies with those from
valid documents or information from third-party database in order to avoid the writing mistakes.
However, application information should be subject to applicant’s confirmation.

GDCA checks the identity of the authorized delegate and the authorization.

When the device name is applying for a certificate as the certificate subject content, GDCA also
need to verify whether the applicants have the right to do so. Confirmation can be done as follows:

Applicants shall provide the certificate of ownership or the written commitment of the ownership or
use-right from the institution with company chop.

WRINNA T E, GDCA & n] LB M EE =T SR B SR IR HE & 1 S iy
R GDCA TiENH=Tr (2 G e, WRILH =I5, BEREIE
HIRBLASN1E BAHE IR L

BEAh, AEH, GDCA ] LA e H e Pt it ZEA) 25 0 U AN B

If necessary, GDCA can also verify the applicants’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate a
third-party to conduct an investigation or require certificate applicants to provide additional
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information and evidence material.

GDCA can also set other required identification methods and information.

3.2.9. WEBIEREMHILER Authentication of Timestamp ldentity

I TRV BRAIE A5 5 0 1 42 9 07 A% IR AS CPS 5 3.2.3 T kAT .

GDCA validate the timestamp identity according to section 3.2.3 of this CPS.

3.2.10. A KI#HAFL%] Domain name recognition and identification

X 44 IR BRI » 452 96 IE ) SIE AR T DA R i & [ BE A W, 1A ] 3P JE LA, GDCA

RR I CA T 205 20 (1 —Fb

1.

M o 127 3544 IR S5 LA B Bk 3 = 7 B P v A B i A R S
TRAE, R IR Ty AR RENUE, IR Z VA R AR S, AfA X
A% 1 BT AUE AL . %5 5 7 :UiE1E Baseline Requirments v1.7.0 25 3.2.2.4.2 5.,
[7) 55 44 TC R N RS R JE I, 38 R — L B AL B Ak 45 B “admin’,
‘administrator’, ‘webmaster’, ‘hostmaster’ ¥ ‘postmaster’ 1 NETZN 455 @,
DA A Ay R EA , U BE FZBENUE RN R, B R4 (0
BB . %5075 i%1E Baseline Requirments v1.7.0 %5 3.2.2.4.4 i,
A4S FQDN CEafREi4) 1 URL (Gi—HIEFRRAT) BITELR N 0152052 1
5 BT, Wit AN RIS X FQDN HISERREHIARL. %55 )7 s AE
Baseline Requirments v1.7.0 55 3.2.2.4.6 5. [iZ /i 20T 2020 4F 6 A 3 Hitpizk i
i, DRt GDCA AR %7121
BN 54 7E DNS CNAME. TXT 8 CAA g% P AT 5 51 3R 4 J ) 47
FER N H B A XS FQDN (SE4Rg 4 ) Mzl . %5375 50875 Baseline
Requirments v1.7.0 5 3.2.2.4.7 5,
AL AR AT RAE BREAUE T A SO A A (B, AN SR A BB HLE A
LT T USCRGZ SR RE SR A, RO SR RSB R I HTTP 2xx ARASARAS [l
5, PUBAHEE X FQDN HISZhriz Rl . 1245077 85 Baseline Requirments
v1.7.0 55 3.2.2.4.18 1.

For the purpose of domain name validation, entities to be validated may also be the applicant's
parent company, subsidiary company, or affiliate. GDCA may use one of the following ways for the

validation of domain names:
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1. Obtain the e-mail address of the domain name owner listed by the domain name registrar or
other authoritative third party database, and contact the owner by sending a Random Value via
email, and then receiving a confirming response utilizing the Random Value, to confirm its
ownership and control of the domain name; This way of validation conforms to section
3.2.2.4.2 of the Baseline Requirements v1.7.0.

2. Sending an constructed email to domain contact to confirm the ownership and control of the
domain name, by sending an email including a Random Value to one or more addresses
created by using 'admin’, 'administrator’, 'webmaster','hostmaster’, or 'postmaster' as the local
part, followed by the at-sign ("@"), followed by an authorized Domain Name, and receiving a
confirming response utilizing the Random Value. This way of validation conforms to section
3.2.2.4.4 of the Baseline Requirements v1.7.0.

3. By making a change to the agreed-upon information found on an online Web page identified
by a uniform resource identifier containing the FQDN, to confirm the applicant’'s practical
control over the FQDN. This way of validation conforms to section 3.2.2.4.6 of the Baseline
Requirements v1.7.0. [This method is no longer used because it is deprecated as of 3 June
2020].

4. By confirming the presence of a Random Value or Request Token in a DNS CNAME, TXT, or
CAA record to confirm the applicant’s practical control over the FQDN. This way of validation
conforms to section 3.2.2.4.7 of the Baseline Requirements v1.7.0.

5. Confirming the applicant's control over the FQDN by verifying that the Request Token or
Random Value is contained in the contents of a file (such as a Request Token, Random
Number that does not appear in the request used to retrieve the file and receipt of a successful
HTTP 2xx status code response from the request). This way of validation conforms to section
3.2.2.4.18 of the Baseline Requirements v1.7.0.

X IERAT A4, GDCA W RZBECAT A M4, PRIBERCAT ) A4 2
WA JE TR A DLk 2 WA BBUF PRSI, FRaadiE RGN

GDCA R4 () A A4 EEGZETRIIEAL . AR S ek 4 VA e 2
HURI P kAL FRIE S B, BRAAR B 2 RE W IR W] L 58 A 12k A (K T AT i 44 25 1)

WLEL, GDCA 3 Fy BRI E S () o B i, AN 284 R R AR, R 22
RAEVEFFRBEAHN AT BB, 1% FTEE AMFIELIXFER .

As for the validation of a wildcard domain name, GDCA verifies the domain name in the right
position of the wildcard to ensure the domain name in the right position of (*) is obtained through
registration, and explicitly owned or controlled by a business entity, a social organization, or a
government authority etc.

GDCA rejects any certificate request with a domain name in the right position of the wildcard (*)
being a gTLD, public suffix, or a registry — controlled domain name, unless the applicant proves its
rightful control of the entire domain namespace.

If necessary, GDCA may also perform the independent investigation to confirm the ownership of the
domain name. The subscriber shall not refuse the requirements when corresponding assistance is
needed from GDCA.
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3.2.11. ML MLZFRBAE Verification of DBA/Tradename

FAEPEB 5 DBA Sl A FR, GDCA mlilEit L 7 S & b —Fh LU st
IV A RS % DBA B ML 44 7K -
1. HOEHFERE X WBUF UG B A 0 AT IE B R Ao . AR SEA AT SRy, Bk
SZBUM BV i
CIEAECP/ Y

50T IS DBA 44 FR B b A4 R B BUR LA V) 38

Bttty SCHRE ST PRI UE B R A 5
PP, ARATXTIK A, (EHRXSIKE, BURRER MBI, BHAL GDCA Al 4
IS E AT v

o > w N

If the subject identity information is to include a DBA or tradename, GDCA verifies that the
applicants have right to use the DBA/tradename using at least one of the following:

1. Documentation provided by, or communication with, a government agency in the jurisdiction of
the applicant’s legal creation, existence, or recognition;

2. Areliable data source;

3.  Communication with a government agency responsible for the management of such DBAs or
tradenames;

4. An attestation letter accompanied by documentary support; or

5. Autility bill, bank statement, credit card statement, government-issued tax document, or other
form of identification that GDCA determines to be reliable.

3.2.12. FrEEER#HINS%5] Verification of Country

FEH A E kT, GDCA @I AR S = J5 B FE A sk DNS 3%
SR 1P Hihb s FRE 1 1P HuhE SRR\ BT AE [, 8 OR FE AN A IP Huht BT e [ 5 g A
SERRFTLE E — 2

In case the “countryName” field is present in the subject, GDCA verifies the country associated with
the subject though checking the IP address of the applicant or the IP address on the DNS record
from an authoritative third party database, to ensure the IP address of the applicant is consistent
with a country where the applicant is actually located.

3.2.13. IP HuhtI AR KR Authentication of an IP Address

GDCA KF LA R AR, ik Bk & 4G sl sz hRishliZ 1P Hudk.
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1 7EE IP HBhEE) URI (GE— B UEARIRAT) HIFELIM T LX) 205 K15 B AT s,
i 77 X CAH N B AE X 1P ik R S bR AL . 0 77 B Baseline
Requirments v1.6.6 % 3.2.2.5.1 5,

GDCA AN IP H#ihk %5 % EV SSL i+,

GDCA adopts the following way for the authentication, to confirm the applicant owns or practically
controls the IP address:

1. By making a change to the agreed-upon information found on an online Web page identified
by a uniform resource identifier containing the IP address, to confirm the applicant’s practical
control over the IP address. This way of validation conforms to section 3.2.2.5.1 of the
Baseline Requirements v1.6.6.

GDCA does not issue EV SSL certificate for an IP address.

3.2.14. HIERIFEHIHERTE Data Source Accuracy

TENGATART R SR EAE el A R U5 I 2 T, GDCA XHiZ IR ( ml ik,
B, S el it R el U REAT VR A, IR DL R R E
FITHR A5 B4 PR 5
5 RRUE SR AT
BRI, AR H 1
O K 2 A AT P M BT el
Dl i B3 S AR R R
%5 GDCA FIZ R ¥ SSLUETS,  #5 M VFA Ay T 050 dim >Rt mp 345 1) B30 s 1
IR [R) AR IE 325 & 1T 825 K, U GDCA Al {f Fl iZ 4l Je S5 Xf-F GDCA ik
(FE SSL i3, #5 A VT Al A A SR U SR A5 R 0ds B SO () AN I & CPS
HRE FOALE P KA %00, I GDCA W fif FH 2 $i Sk

o ~ w e

Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its
evaluation:

1. The age of the information provided,

2. The frequency of updates to the information source,
3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and

5. The relative difficulty in falsifying or altering the data.
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For the SSL certificates, GDCA may use the documents and data to verify certificate information,
provided that it obtained the data or document no more than 825 days prior to issuing the certificate.
For non-SSL certificates, GDCA may use the documents and data to verify certificate information,
provided that it obtained the data or document within the maximum validity as stipulated in this CPS
prior to issuing the certificate.

3.2.15. WAHIERIT F1E B Non-Verified Subscriber Information

EF I B I, RAERAENEEARENIER.

The information contained in the certificate must be validated, the information that is not validated
shall not be written into the certificate.

3.2.16. HAUAIA Validation of Authority

PV P I TP NIPEEIES L 55, GDCA #EAT U0 Rk -
1. EE =7 SR UE IR 55 BB i« BT AR AT 1A R K SRS T SR A LR A
;s
2. B HAE. AT EIPRAEREE B IR AR T [ S DT SORBIEZ N R T R IR LAY
PR HARRAT AZ MR AL
GDCA F¥F HIEH R E ML D AR RIS IES 27 & AT 46 2 1 T BLdEAT
UEF BRI, W GDCA AEAEZARE N A LAMIAEfTIES HIFER. 72k
B FREE O SER B IE RS, GDCA R FHE# 2 H OB AN BRI

The following verification will be conducted while the representative of organization subscriber
applying for certificate:

1. Confirming the organization from third-party identity verification service or database,
documents issued by government.

2. Using telephone, postal letter with return receipt, employment proof document or any
equivalent way to confirm that the person belongs to above organization and his/her behavior is
authorized by these organization.

GDCA allows an applicant to specify individuals to request certificates. If an applicant specifies, in
writing, the individuals who may request a certificate, then GDCA does not accept any certificate
requests that are outside this specification. GDCA provides an applicant with a list of its authorized
certificate requesters upon the applicant’s verified written request.

3.2.17. H#EA/E#EN Criteria for Interoperation

X T HAR ) IR S AL, ATELYS GDCA HEAT HARAE, (H21%H FIERS
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Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS
are in compliance with the requirements from GDCA CP and sign related agreement with GDCA.

GDCA accepts the information authenticated by other CAs and issue corresponding certificates
based on the agreement.

To date, GDCA has not issued any cross certificates.

If there are provisions of national laws and regulations regarding interoperations of issuing
certificate, GDCA will perform strictly according to relevant legislations.

3.3. FHEHIERKF RS XS] Identification and Authentication

for Rekey Requests

FEAT PAERRIYIAT, 1T 7 EERATE LTS DLORFrE P T 34888 . GDCA — Mt
BRI A A B s S A L I A AR, AR s PR

Prior to the expiration of an existing subscriber's certificate, it is necessary for the subscriber to
obtain a new certificate to maintain continuity of certificate usage. In general, GDCA requires
subscriber to generate the new key pair to replace the old one, which is called re-key.

3.3.1. IR HREH R AR RE X5 Identification and Authentication for

Routine Rekey

XFF AR E GO0 BSE s R, 1T R A RES TR RAE TS K 2S5 R,
WA ERP AT, X HE ST LR LA T :
®  HIIEXS R BEIE P A AE I H AN U R s
® JUJFUES LTI AR FE AR AL AT I E s
® T REME BT B .

For general application of rekey, subscriber must submit sufficient information for identifying original
certificate, such as DN of subscriber, serial number of certificate, etc. Authentications are including
the following:

®  Original certificate issued by GDCA exists.
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® GDCA verifies the signature of re-key request using subscriber’s public key in original
certificate.
® GDCA authenticates the identity based on original registration information.

BB S RS P D B R s (0 SO O ek A, DRI, T A R R
BB AU, A0 BN P D B N 1 SO B A L i, i tiE ik, GDCA
RA A TES

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or
data. Therefore, the subscriber shall make sure the encrypted documents or data have been
decrypted before they apply for the secret key’'s updating. GDCA shall not assume any
responsibility incurred by failure of decryption by the renewal of the secret key.

3.3.2. B EZEHFHRRIRS X5) Identification and Authentication for

Rekey After Revocation

GDCA AP a0 J5 1 %5 AH B8
GDCA does not provide Re-key/renewal after revocation.
3.4. WHEIERKIFREX5A Identification and Authentication for
Revocation Request
1 GDCA BF ML A CPS4.9.1.1 Frid Bt 75 BRI 1T P BRI, A AUKIE
REHUET, XAPE OO AEEAT 800 . WA P E S ESRAUHIE T, WHZIEA CPS 25 3.2
TR AT B 3 250

GDCA or RA can revoke a certificate based on reasons stated in section 4.9.1.1 of this CPS without
authentication. Subscribers who request to revoke certificate follows CPS section 3.2.

3.5. FAURS MM BIPRIRAES] Identification and Authentication

for Authorized Service Organization

GDCA EATHARIES RA, AR AT RA.

GDCA will serve as RA by itself, rather than assign another RA.
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4. EBEAEHEBIEESR Certificate Life Cycle Operational

Requirements

H CAMERSGE K HEEE, GDCA 2K A2 4 IE+ 1A RO — B0 3 FE 5k
PAPA s IS TRV 55 23 IE 5 106 U108 10 SEBRBL N e RIS IE S A 2400108 10 4
s AL E-mail AEFS A RO 3 LA s SSLITLS ARk 55 S-S I 208y 397 KRBk
PAP s AR RS ZAE B A RO 3 E B LA o — A SE B IR 2L i A B8 L BREE
B RATS . . HUE. IR

From the issuance date by GDCA system, document signing certificates are generally valid for a
period no more than 3 years; time stamp server certificates are valid for a period no more than 10
years; equipment certificates are valid for a period no more than 10 years; e-mail certificates are
valid for a period no more than 3 years; SSL/TLS server certificates are valid for no more than 397
days, and CodeSigning certificates are valid for a period no more than 3 years. A whole certificate
life cycle includes the application, verification, issuance, distribution, renewal, logout, revocation
and archiving, etc.

4.1. EFHIE Certificate Application
4.1.1. TEH H 924k Who Can Submit a Certificate Application

EFS FIE SEAR N NMUEA SR N GRS A SN (B E K BLOG . Flk fhr
Az BIAR N RBIEZE) .

Entities of certificate applicants may be individuals and organizations with independent legal
entities (such as government agencies, public institutions, social organizations, people's
organizations and other organizations).

4.1.2. FEMIERE S 5 4E Enrollment Process and Responsibilities

L ERREA

1) W ES AR AIE R B R .

2) T UKL HE M ORHE RS 4 GDCA [FEMILI (RA B LRA) JEATIE T g, 7%
MRS B AZ I 5, N TR, Frp R RORISEN R4 AN AN R (4 R G
(NP

3) EMHLI I GDCA $RAUE5E K, 18 N 22 e Wil I% 2 GDCA.
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1. Certificates registration process

1) Subscribers shall fill in the certificate application forms.

2) Subscribers shall submit the corresponding application materials to the registration authorities,
i.e. RA or LRA of GDCA, for the application. After reviewed by RA, the request data are
recorded. The reviewer and entry clerk are two different system operators respectively.

3) The certificate requests submitted by RA shall send to GDCA through the secure channel.

4) GDCA issues certificates according to the registered agencies’ requests.

5) RAs deliver certificates to the subscribers in a secure way.

2. Responsibilities

1) The applicants should learn about the agreed-upon matters stipulated in the subscriber
agreement, the CP and the CPS etc. in advance, particularly those in relation to certificate
usage, rights, obligations and warranties.

2) The subscriber has the responsibility to provide real, complete and accurate certificate
application information to GDCA.

3) RAs shall ensure the consistency between certificate application information and identification
which subscribers provided and bear corresponding responsibilities of review.

4.2. EPHHIEAFE Certificate Application Processing

4.2.1. R P 5 % 5 hEE Performing Identification and Authentication

Functions

2 GDCA Jt IR HLIIEZ BT 2 BOSE 5 it . gtk CPS 3.2 FUEsk, WHT

HEAT SR S5 %5 .

GDCA fEANEUEAS AL o, Kl A 2 T B ORiE P45 B 5 I 1 Fs 5 S A
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After GDCA and its registration agencies receive the subscriber’s certificate application, they will
perform identity recognition and verification of identification over the subscriber according to the
requirements of CPS 3.2.

In the process of certificates application, GDCA will take effective measures to ensure that the
certificate information is in line with correct application information, and the certificate is issued to
the right applicant.

Prior to issuing a certificate, GDCA confirms whether or not to re-use the validated information
according to the requirements stipulated in section 3.2.14 of this CPS.

4.2.2. iEHEBiEMBAIEL Approval or Rejection of Certificate

Applications

4.2.2.1. EF5 B i3tk HE Approval of Certificate Applications

GDCA VM HLAL BRI 58 B 1 UE+5 #1335 Pl A a0 7 BB A 2D BRI F SR ACIE 1 R )=
GDCA i i & A7 1E 2UE 5 R A IR+ H 1
After GDCA's registration authority successfully completes verification steps for the certificate

application and submits a certificate request, when GDCA formally issues certificates, it means
GDCA has approved the certificate application.

WRFFE TR, HEMHE (RA) T DUEHEIESS H1if :

1 ZHIE AT A CPS 3.2 KT 1 B (AR IR A1 4 B RLE ;
2. HIEFESZECE A RO UL A RER

3. HIEHCAIMBHUE AT T AHRII 3 H .

RA will approve the certificate requests, if the following conditions are met:

1. The application shall completely meet the requirements from CPS section 3.2 regarding the
subscriber's identification information and authentication.

2. Applicant accepts or has no opposition regarding the content or requirements of the
subscriber's agreement.

3. Applicant has paid already in accordance with the provisions.

4222 L B HIFE L Rejection of Certificate Applications

R KE T ISR, MU (RA) JEZEIEFS HA
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1) ZHIEAFFEA CPS 3.2 KT S i HIAR IR AT S I L€ ;

2) HIHE AR BT RS Uk A R

3)  HRIEE SO EE A RREEZ AT P LA SN AR

4) R B AN REE 4% B E SRR LA 2

5) HIHMIETF &4 ICANNCThe Internet Corporation for Assigned Names and Numbers)
e T gTLD (g4 );

6) GDCA B FEM PN L HEZ i H 2 3 GDCA 4 R IE R 4 sl Bk

If the following circumstances happened, GDCA refuses the certificate application in case of the
following situations:

1) The application does not meet the specifications of subscriber’'s identification and
authentication in CPS 3.2.

2) The applicant cannot provide the required identity documents.

3) The applicant opposes or does not accept the relevant content or requirements of the
subscriber's agreement.

4) The applicant has not paid or cannot pay the appropriate fees.

5) The requested certificates contain a new gTLD under consideration by ICANN (The Internet
Corporation for Assigned Names and Numbers).

6) GDCA or RA considers that the approval of the application will bring about controversies, legal
disputes or losses to GDCA.

I SRVE AR A A B, B0 GDCA A AHETE 1% B B AT = XU P, GDCA
A% H s, GDCA MR Ik B ae) mi sl IR B, 7 BT 4% 2 A % 1)
BUR B S 56 =77 AT 4 5, BASLBHA A TFRIE P B EE 15 5, B0 GDCA Z R H
PR 5% 09 4 4 1 BB At VE B Y 3 0T T 4 40 1) I 5 17 SR B B RIE TS, ST AN e
i RS B AR, (ERZAE F B R S A s RE B . T3 L Big
N, GDCA ¥ H AL Hif .

Sof T HE L (E 5 F i, GDCA 3 20 B i 3 1F - H i e .

If the application is prohibited explicitly by laws and regulations, or GDCA considers that there are
high risks to approve the application, GDCA shall reject it. GDCA establishes and maintains a list of
high risk certificate applicants according to the list provided by anti-phishing alliance, antivirus
vendor or related alliance, government agencies which are responsible for network security affairs
and other third parties, or the disclosure of information through public media reports, or previously
rejected certificate requests by GDCA due to suspected phishing or other fraudulent usage or
concerns. GDCA will query information from the list during accepting certificate application. If the
applicants appear in this list, GDCA will reject their application directly.

For the rejected certificate application request, GDCA will notify the applicant about the failure of
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RA authorized by GDCA will make a reasonable effort to check the certificate application
information as soon as possible. Once RA received all the necessary information, it will process the
certificate application within 2 working days.

The capability of the RA to process the applications within the period mentioned above will depend
on whether the applicant has submitted the true, complete and accurate information as well as
responded the management requirement of GDCA in time.

4.2.4. INENLFZAL (CAA) Certification Authority Authorization (CAA)

XF T GDCA AU ) SSLITLS iEF5, GDCA X2 A iE 15 3 R 44 7 Jig 10 e i — A
dNSName fift CAA I A AT, Mg A i) B 1 HR R .

GDCA #R4#l: RFC6844 (£ #iR3& 5065 1£11) MIREALHE “issue”. “issuewild” J
“jodef” HIEIMEFRZS: % “issue”. “issuewild” FpZEd A8 “gdca.com.cn”, NIl GDCA
RERIBHIES; & CAA LT I “iodef” 525, U GDCA 5 HiiE# il J5 vk &
TN HARUE T«

GDCA LL 41 CAA e A4 I MU i N il 2 KAUE Fi g %44 1) 7E9E GDCA [
b it AT i) CAA TESR R 2) BRI —IRE T A4k CAA itk 3) A e
X B ASFAAESR 7] ICNNA R X 3501 DNSSEC JHiF % .

For the SSL/TLS certificates issued by GDCA, GDCA will check the CAA records and follow the
processing instructions found for each dNSName in the subjectAltName extension of the certificate
to be issued.

GDCA processes "issue", "issuewild", and “iodef” property tags according to RFC6844 as amended
by Errata 5065: GDCA will not issue corresponding certificates if the "issue", "issuewild"property
tags do not contain“gdca.com.cn”. In case the property tag “iodef” is present in the CAA records,

GDCA will determine whether or not to issue certificates after communicating with the applicant.

GDCA treats a record lookup failure as permission to issue certificates if: 1) the failure is outside the
GDCA's infrastructure; 2) the lookup has been retried at least once; and 3) the domain's zone does
not have a DNSSEC validation chain to the ICANN root.
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4.3. EPBZ%K Certificate Issuance

4.3.1. ERFERAREPEMRIE (RA) MEFNERFZIME (CA) KIfTA

CA Actions During Certificate Issuance

MR CA FIEF5 %% H1 GDCA AL 5 N ST A AT 3454, AR CA SATIE
REECE 25 (B

FEUEH RS RA (B B G S STIE ISR F L, JFIEIEHRAE RA RG0K %
RAEF I R A CA FIIE PR RS. RA KfE CA MIERZELIERGEESE RA T
S50 515 BORE T, R ORGSR B I CAIEBE K R4St .

CA PR ARG RA BIEPERIERIE, XWHKE RA MELHTENS
fEs, XA REREBE AR, IR ARG AT IEF .

GDCA fEfLAEIEF HIE 2 5, B RIEF . IEBIE K BIRE BT U E RS HLA 5
2 e IE A AE T HEFS HR

A trusted person authorized by GDCA deliberately issues a direct command with respect to
certificate issuance by the root CA, in order for the root CA to perform a certificate signing
operation.

In the process of issuing certificate, the RA's administrator is responsible for the approval of
certificate application, and sending certificate issuance request to the certificate issuance system of
CA via the RA system. Issuance request which RA sends to CA must include identification with the
measures of information security. RA must ensure that the request is sent to the correct CA
certificate issuance system.

After obtaining the RA certificate issuance request, CA certificate issuance system authenticates
and decrypts the requests. For the valid certificate issuing request, certificate issuance system
issues the subscriber certificate.

GDCA will issue the certificate after approval over certificate application. The issuance of the
certificate means GDCA approves the certificate request formally.

4.3.2. BT\ UE AR 55 HL A8 Ay M LM X 3T P @ 45 Notifications to

Subscriber by the CA of Issuance of Certificate

GDCA 2K HYCAR JURRid & 75 20 JiT
1. HLTBRACUR 152 3 A4
2. HETFHEE Ce-mail);
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3. BT T 2, AT (ot FR I RS2 B A AR T 7O
4, HAh GDCA I N2 AT 77 3.
GDCA will take the following notification ways to inform subscribers:
1. Electronic or paper receipt
2.  E-mail
3. Face to face (such as the applicant gets certificate from LRA, etc.)

4.  Other secure and practical manners considered by GDCA

4.4. EFEESZ Certificate Acceptance
4.4.1. I RBAESZIEBRIAT A Conduct Constituting Certificate Acceptance

L W EATUIRE 1) GDCA TEF RS WStk UE 5 T 4, UEFS R 458 BRI AR AT
27U

2. GDCA JEMHUALELT F I RVE TR, AR P FEOES, IFEUE i w2 = Ah
GDCA YW NFEETT RIR LT 7, BIMRERIT 82 TR

3. WPHEEZ TIMIEBM N, I HEA R RAHEBEE IEB RN

1. Subscribers access to specialized GDCA certificate service website and download the
certificate. When the certificate is completely downloaded, it represents that the subscriber
have received a certificate.

2. GDCA's RA downloads certificate on behalf of the subscribers, when a subscriber receives a
certificate from RA through e-mail represents that the subscriber has received the certificate.

3. Subscribers have received the way of obtaining the certificates, and no objection of the
certificates or their contents.

442, L FIAERS Y XTEF K & AR Publication of the Certificate by the

CA

AR 5, GDCA 1E 24 /N 11T P EF & A $1) GDCA 1) H &R % R4t

GDCA KH £ M H FIRSS #5452k R AT TR RAEFi o 28R 56 i B BB R AT 3
FHFMWRSAET, ARG 3 B, R 3 H SRS 28 B EERE B 3h E2D 2 H RS 4
BT ORI R R 2R

After a subscriber receives a certificate, GDCA issues the subscriber certificate to the GDCA
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directory service system within 24 hours.

GDCA uses the main and subordinate directory server architecture to distribute issued certificates.
Issued data are directly released to the main directory server, and then through the master-slave
mapping, the main directory server data automatically synchronized to the subordinate directory
server for subscriber and relying party to query and download.

4.4.3. BTN E AR % BL A X Fo A SE4R )38 45 Notification of Certificate

Issuance by the CA to Other Entities

GDCA K iE WA A X HoAth SR BEAT I8 2 o HoAth szAkn] DLE I A H SR 55 5% 2
1% GDCA B &% R TR+

GDCA and RA will not notice to other entities. Other entities can obtain GDCA'’s issued certificates
by querying the directory server.

45, FHMNANERKIEH Key Pair and Certificate Usage

45.1. TP IR RIERRMER Subscriber Private Key and Certificate

Usage

PR TUE R IEH2 T GDCA B RIRER )G, A CE [F&E TS
GDCA. KT IR LS 4K T 32 BBl 1, BOREUA B it 2235
RAZ FLAIE T3 5% ) FA B 18 o R 2 AL (A

WP REEIERFNEME. A CPS DUKAT - WOHE & 70 6] P9 45 AL A A IE 5

SFZLUET, HAHTHTEENZS, 1 MARIRINERIAZ. ST
INEEETS, FORVEH AT R TSR PG L 2 BN 36 1A% R AT A% . TEUE BBl
Jas VT A2 LA R ZE T R AL

XFF SSLITLS k-, 17747 STARM LS5 ORAE R AEUE 5 Hh 210 S B 3 3 44 %0 I A
525 Hh R EIE T
After the subscribers have submitted certificate application and received certificates issued by
GDCA, they are deemed to have agreed to comply with the terms of GDCA, relying party related

rights and obligations. The subscriber who receives the certificate shall take appropriate measures
to properly keep the corresponding private key to the certificate from unauthorized use.

Subscribers can only use the private key and certificate in the CPS specified range, and under
applicable laws and the subscriber agreement.

For the signature certificate, the private key can be used for the signature of a message. The
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subscriber should know about and confirm the signature content. For the encryption certificate, the
private key can be used to decrypt the information which uses the corresponding public key to
encrypt. After the certificate expires or is revoked, the subscriber must stop using the certificate’s
corresponding private key.

For the SSL/TLS certificates, the subscribers undertake an obligation and warranty to install the
certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.

45.2. W AAFER A Relying Party Public Key and Certificate

Usage

RIS TR LB RIS, A ST LU N RAE:
1. PASE TR XS RLIE S A5 A B s

2. HIAIZEE AN RLIE T R A 5 A5 AT (FIE 35 5

3. @I CRL 5L OCSP Al A 125 44 X 7 FRIHIF 5 /2 75 4 R «

4. GEFS I FEIE FH T X R 44

5. fEAER ER AR 4

6. AETUEF A RO

When the relying party has received the message with digital signature, the party has the obligation
to carry out the following operations to confirm:

1. Obtain digital signature’s corresponding certificate and trust chain.
2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.

3. Confirm whether the signature corresponding certificate has been revoked by querying the
CRL or OCSP.

4. Certificate usage is suitable for the corresponding signature.
5. Use certificate’s public key to verify the signature.

6. Check the validity of the certificates.

LB 2SR AN AL T, BT ST IR A2 4 (5

R TT T B R IE NS B T, AUl I 2 B AR SR AR 2 7 B
5, SRR AR B A BXHE B . WO RORE I U E [R5 2 kik S
BA2T5

[3S

huf

If the above conditions are not met, relying party has the responsibility to refuse to sign information.

When the relying party needs to send an encrypted message to the receiving party, the party must
first obtain the encryption certificate of receiving party through proper channels, and then encrypt
the information using public key of the certificate. The relying party should send the encryption
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certificate and encrypted information to receiving party.

4.6. WEPREEH Certificate Renewal

WEF S H TR EA SR UE T 7 A HEHAEAE BSOS, AT PR — K
W,
Certificate renewal is the issuance of a new certificate to the subscriber without changing the public
key or any other information in the certificate.

4.6.1. IEREHKIEIE Circumstances for Certificate Renewal

Xt F GDCA ZE RV P ETS, 1T 7 R e UE 5 2T AT EATUE 1 58

EBRE G, T LU S HTHE T . GDCA IRYEA CPS 3.2.14 AN AfA 2 75
AT AR RIS B

XFF SSLITLS 1E+:, GDCA #5211 P EA S 2 BB i s HiE . T i e
FHIEFIRT, GDCA 01T P HEAS M ST R 2, AR A R 5 0 95 %4, WA S92 4,
U EESRAT PR G R I B

For the subscriber certificates issued by GDCA, the subscribers need to submit the certificate
update request before the expiry of the certificate.

If the certificate had expired, the subscriber must apply for a new certificate. GDCA confirms
whether or not to re-use the validated information according to the requirements stipulated in
section 3.2.14 of this CPS.

For SSL/TLS certificate, GDCA accepts the subscriber to apply for certificate renewal without
updating the key. When a subscriber requests to renew a certificate, GDCA will check whether a
key submitted is a weak key, and will require the subscriber to renew the key pair if the submitted
key is proved to be weak.

4.6.2. B RIEHFE 4K Who May Request Renewal

SRR 50T 1 SR O IEAS 1T 7

The entity who requests certificate update is the subscriber.

4.6.3. IERE I E R B4 Processing Certificate Renewal Requests

XU, SRR R IEIOTE . S AR, AT 5 TR
HUE T LT LA
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1. TP REIE R A/ H i GDCA Tk ;
2. UOUFE EEE i SR AE A AT BRI
3. FETHEEFME BHEAT S04

For certificate renewal, its process includes application and verification, identification, and issuance
of the certificate. The verification and authentication of application shall be based on the following:

1. The original certificate of subscribers exist and issued by GDCA
2. Validate the certificate update request is in validity period.
3. Identity verification based on the original registration information.
fE UL RIS TEAN S H@ T /5 GDCA A nl HtHEZE R AIE 1
FEUE-FS SR, 7 7 AT LU JEA IR ST SR AT 2544, GDCA H 28 F F 1)
BAARAE . EFERNAE IS BT BRI AR R — P A 50 UE R %5

GDCA can issue certificate only if all the verification and identification above are passed.

When the certificate is updated, subscribers can use the original private key to sign the update
request, and GDCA will verify and identify the validity, legality and uniqueness of subscriber’s
signature and public key, user information of the update request.

® ] XTHIES BT 4, CA FHFEGUER AR AP 244 HEATIAIE
® ] JEMME R KA, CA FET HIFEA HMME Bt Hik 78 &0 iiuE

® Subscriber signs off the application information, and CA verifies signature by the original
certification’s public key.

® There is no change on subscriber's registration information, and CA issues a new certificate
based on their original registration information accordingly.

T ] LG 8 — AR AIARIE 15 RS R AT UE B B0, $5MAC CPS 5 3.2 iy 2
SRARACHE RL RS B AN S IE B B kL. GDCA TEAT R[5 15 T #0 AT 441X b WT4A 1IE -5 R
5 A9 75 XA D9 e 15 ST I 1) S i A BE T B

Subscribers can also choose the initial certificate application process to apply for the certificate
update, and submit the application and identification information required based on CPS 3.2. In any
cases, the identification of initial certificate application process will be used for the method of
certificate update.

4.6.4. PR BHEBR YT P % Notification of New Certificate Issuance

to Subscriber

[F]4< CPS % 43.2 75,

See CPS Section 4.3.2.
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4.6.5. MIREZEFIERRITA Conduct Constituting Acceptance of a

Renewal Certificate

A4 CPS 55 4.4.1 75,

See CPS Section 4.4.1.

4.6.6. B IANERES VA EFHIED R KA Publication of the Renewal

Certificate by the CA

[A] 4 CPS % 4.4.2 715,

See CPS Section 4.4.2.

46.7. BTN E AR &5 LM X HoAh S 4k 38 45 Notification of Certificate

Issuance by the CA to Other Entities

[F4x CPS £ 4.4.3 5.

See CPS Section4.4.3.

4.7. EPHEHEF Certificate Rekey

U % BH SR 4R 1T P B AR 2 55 38 A B — X 5 3 B O FR I T A A K — AN BTk
5o

UEFE P E RN E /e ARSI PEMME B, W IR FO e B 2B E R
AT P A IEF AT BRI L AL B RHIE P R SRR S, JF B
AP R AR IE .

Certificate Rekey refers to generating a new key and requesting to issue a new certificate for the
new public key by the subscriber or other participants.

When the certificate key is updated, the subscriber has no need to submit the registration certificate,
while can only submit sufficient information that can identify the original certificate, such as
subscriber's DN, certificate serial number, the certificate key renewal signature of the original
certificate's corresponding private key, and send a new public key for applying a new certificate.
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47.1. IEBHHEB R Circumstances for Certificate Rekey

GDCA HJIEH % P E Hr B E AR T LU M I

I TIER ¥ /X 72 Rl N EAT(IE G R

2. ETEIM.

3. BETHIAR. B A)EH, GDCA ZERIUEHEHEH .

GDCA certificate re-key including but not limited to the following circumstances:
1. Revocation certificate due to private key leakage.
2. The certificate expires.

3. GDCA requires certificate key update based on the security reasons of technology and policy.

4.7.2. BRIEPFEHFEHAIL/AE Who May Request Certification of a New

Public Key

SR B TS S N T

The entity who requests re-key is the certificate subscriber.

4.7.3. EPB 5 R AL Processing Certificate Rekeying Requests

GDCA Xif E 5% B BB i K A Ak P Ao E 5 5B SR A BRS¢ Ao
GDCA iE-P 3 P Wi K AL PR R A CPS 28 4.6.3 ik .

The process of certificate key update request is completed by the process of certificate update
request in GDCA.

The process of GDCA certificate key update request is described as CPS section 4.6.3.

4.7.4. MR BHEBR YT P % Notification of New Certificate Issuance

to Subscriber

4 CPS 45 4.3.2 i,

See CPS Section 4.3.2.
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4.7.5. T R B FEHRI4T A Conduct Constituting Acceptance of a

Rekeyed Certificate

A4 CPS 55 4.4.1 75,

See CPS Section 4.4.1.

4.7.6. B FIAIE AR DA X 2 43 BBk 5 i) & AR Publication of the Rekeyed

Certificate by the CA

WP ERSZAEAS JE, GDCA FEHANE A 8] R 2T 7 B8 A MR+ & A 2] GDCA
INIERSIE 2

After subscribers receive a certificate, GDCA will issue the subscriber updated certificate to the
GDCA directory service system in the specified time.

4717. BTN E AR 45 LM Xt FoAth sS4k 3@ 45 Notification of Certificate

Issuance by the CA to Other Entities

[F]A CPS %8 4.4.3 4.

See CPS Section 4.4.3.

4.8. {EFHZ T Certificate Modification

ERE B AR, 1T P AUERT I . GDCA A TH52 0t 2k HIFTIE 3 1)
A A2 BRI R

When there are some changes over the certificate information, subscriber shall apply for the
certificate again. GDCA will not accept the request of modification on the certificates which are
already issued.

4.8.1. E 253 K18 Circumstances for Certificate Modification

GOARAT P IR REANME R A A, A ZTE GDCA i HiEF5 32 5

U SRR RS AE S AR SE T RERZ MR P BUR S5 RO AL, AT P AN g FRARIE 542
B, HBERE LTS, FEH e et .

R A2 B H S AMIE P B P A (R . 2% — B0
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If the registered information which subscriber provide has some changes, the subscriber has to
submit the certificate modification to GDCA.

If information contained in the certificate changes that may affect the rights and obligations of
subscribers. The subscriber cannot apply for the certificate change, and he/she can only revoke the
certificate then apply for a new certificate again.

Both the procedures and conditions of the certificate application and modification are the same.

4.8.2. ERIEPHARTE K248 Who May Request Certificate Modification

T RAE AL B [ SEAONIE ST

The entity who requests the certificate modification is the subscriber of the certificate.

4.8.3. IEHRREHERIALER Processing Certificate Modification Requests

EA528 A AT S UE S A E M A AT A 2

The certificate modification is processed following the registration procedures where the first
application for a certificate.

4.8.4. PR BHE BT P % Notification of New Certificate Issuance

to Subscriber

[A] 4 CPS 2 4.3.2 15,

See CPS Section 4.3.2.

4.8.5. R EZAZEIEFH 4T AN Conduct Constituting Acceptance of

Modified Certificate

[Fl A< CPS % 4.4.1 5.

See CPS Section 4.4.1

4.8.6. B IANERSHAITEZEIERK KA Publication of the Modified

Certificate by the CA

PR 5, GDCA FEHFIE I 8] REZ AT P IEFS A A 2 GDCA H H 3k i
%R
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After subscribers accept a certificate, GDCA will issue the subscriber certificate to the GDCA
directory service system in the specified time.

4.8.7. BTN E AR & BL A X Fo A SE4R )38 45 Notification of Certificate

Issuance by the CA to Other Entities

[F] 4~ CPS %% 4.4.3 i,

See CPS Section 4.4.3.

4.9. EPBEHEFEE Certificate Revocation and Suspension

4.9.1. UF B s Circumstances for Revocation

4.9.1.1. T EREHERER Reasons for Revoking a Subscriber Certificate

L SO B —FhEkZ R, GDCA WAZITE 24 /NI 2 N HIUASIE -
Lo TP LA 2008 SR A I 15
1T P E A GDCA ST UE 18 Sk AR B ALH A REIE ) B AT H s
GDCA 3k15 [ b4, UEHI SR AP0 NAT FAHE 2 1 it
GDCA #£18 T4, IEBIXHIEFSH FQDN B 1P ik (145 44 352 A5 2 il B 1 30 AS
A < o
A HILLL B i —FELZ Fh, CA RITE 24 /NI PIESIE TS, HALZITE 5 K2
PR T
1. EPAFFFEA CPS 5 6.1.5 F1 K 55 6.1.6 T HIAHISER
2. GDCA 3343 T iE 1018 2135% F e 4
3. GDCAZRZEIT i) 71T M. CPICPS Hff)— Tl sl £ Wi # K 37
4. GDCA 3R& TAEAZ 8 FQDN =X IP Huhik (4 R B2 vr vl (fpldn, a9 ak
ik R DR T R T N A ROy, A4 T S R N IR DR R B
MR 55 i 261k, BRI VE T AR D) SE 84 )
GDCA 28 H 188 T AFIE 53 FH 4 ) BAT B 1% 5 1R P 38044
GDCA FRBUE A i & {5 Bt I KRR AL
GDCA FRBIEH I K R RERT& GDCA [ CP B CPS;
GDCA Y AT Bt #5 St BLAEIE 13 o A5 RO (S R

M w0 N

© N o O
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9. GDCA MFHLFINIEMY 55 [ BF A AR Bl 25 1E, BRARHL 4K 2454 CRL/OCSP {5 &
P ;

10. CPS HHHRATT MEAT WAL IR B2 AN B ) BHAS s FIAR R E s T EANLBURAE R vE
L AR B EVEEREISUE . BUMAT Y, SO A AR 0 SR R 5 Bl S
JEL A P 1

11. GDCA CEJEATHE LSS )E, T VRGNS 2

12. CA &AL T T PRV R SIS UE ) T, R nTAR YR A FH% 7 He
THEASME (40 Debian §5% %7, W.: http://wiki.debian.org/SSLkeys), Bif7{ER
BRAUESE , ERH AR AR I 7 VR AT R

GDCA shall revoke a certificate within 24 hours if one or more of the following occurs:

1. The subscriber requests in writing that GDCA revoke the certificate;

2. The subscriber notifies GDCA that the original certificate request was not authorized and does
not retroactively grant authorization;

3. GDCA obtains evidence that the subscriber's private key corresponding to the public key in the
certificate suffered a key compromise; or

4. GDCA obtains evidence that the validation of domain authorization or control for any
Fully-Qualified Domain Name or IP address in the certificate should not be relied upon.

GDCA should revoke a certificate within 24 hours and must revoke a certificate within 5 days if one
or more of the following occurs:

1. The certificate no longer complies with section 6.1.5 and 6.1.6 of this CPS;
2. GDCA obtains evidence that the certificate was misused;

3. GDCA is made aware that a subscriber has violated one or more of its material obligations
under the subscriber agreement and CP/CPS;

4. GDCA is made aware of any circumstance indicating that use of a fully-qualified domain name
or IP address in the certificate is no longer legally permitted (e.g. a court or arbitrator has
revoked a domain name registrant’s right to use the domain name, a relevant licensing or
services agreement between the domain name registrant and the applicant has terminated, or
the domain name registrant has failed to renew the domain name);

5. GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate fully-qualified domain name;

6. GDCA is made aware of a material change in the information contained in the certificate;

7. GDCA is made aware that the certificate was not issued in accordance with GDCA's CP or
CPS;

8. GDCA determines or is made aware that any of the information appearing in the certificate is
inaccurate;
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9.

10.

11.

12.

GDCA's qualifications to provide electronic certification services expires or is revoked or
terminated, unless it has made arrangements to continue maintaining the CRL/OCSP
repository;

The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as
natural disasters, computer or communications failures, changes of laws and regulations,
government actions or other causes beyond the reasonable control, causing threats to the
information of others;

Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
subscribers to pay; or

GDCA is made aware of a demonstrated or proven method that exposes the subscriber's
private key to compromise, methods have been developed that can easily calculate it based
on the public key (such as a Debian weak key, see http://wiki.debian.org/SSLkeys), or if there
is clear evidence that the specific method used to generate the private key was flawed.

KAETHINER, ST GDCA iEP RS 24 HFE, #lin CA. RA. 323 &

I EMRSS B (BRERSS RGBS RESS) A AESS, 7T DU HAE -

1.
2.
3.

GDCA 5 RA. 2B s 852511 (Y N 2 1k B R A g s
IEPAPIR A 2 A VR T B e i A 2 VR S 5
T A 7 2

If the following circumstances occur, for the certificates using in GDCA certificate service system,

such as certificate using in CA, RA, LRA or other services entities (including equipment using

certificate in service system), GDCA can revoke the certificate:

1.

2.

Agreement between GDCA and RA, LRA has changed or terminated.

The private key of the certificate has been compromised or is suspicious of being
compromised.

The management consideration.

UEFST P Un SRR I B S AL 2 A A A4, MISLRTIE A GDCA #EATHils

XtF SSLITLS ARS5as2KiE+s, 5 B MERE —Tis LI, i itk

fE:

1.

FEATATT GDCA 3-5MIE -1 938 44 B 1P kit (4 F A FERE AR T SR (S, fndsk
B A A R BUR) AR B UGS . S L IR & 212 1k
R AL EC ke RN &

GDCA 1351 — AN B A UE 54 F ORI UE — MR VEPE R 3 K T804

GDCA B T IR R A& 11247, IF HARZHEF A CA SRALESUE TS (1 SR IE A
GDCA 2 AE-T AR O i sl s e 1k, BRIk GDCA Tl ek, 4ksh4t
#* CRL/OCSP;
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5. R AUEOAR A AR B 2 s 1 Xk N R PR I T B AT AN RT3 52 1A XU

If certificate subscribers discover or suspect the security of private key of the certificate has been
compromised, they shall immediately notify GDCA to revoke the certificate. For the SSL/TLS server
certificate, if the following one or several cases have occurred, GDCA also needs to revoke the
certificates:

1. The situation which of GDCA knew domain name or IP address in the certificate no longer
allowed been used by law, e.g. the right of registrar’'s domain name has been canceled from
court or arbitration organization; or fail to renew the domain name etc.

2. GDCA knew a wildcard certificate was used for a fraudulent misrepresentation sub domain
name.

3. GDCA terminates the operation for some reasons and doesn’t arrange other CA to provide for
supporting operation of revocation certificates.

4. Unless GDCA make special arrangements, GDCA will continue to maintain CRL/OCSP, under
the circumstance of that GDCA's right to issue certificate has been expired, revoked or
terminated.

5. Technical content or format of certificate causes unacceptable risks for application software
vendor or relying party.

49.12. F% CA IEHRBEASERE Reasons for Revoking a Subordinate CA

Certificate

BRSO i —FhEk 2 R, GDCA FUfE 7 K2 WG 2t CAEfi:
1. GDCAIf3 TIEHE, EBSIUEH AR R g CA RS THE, SAHEMAE
7% CPS 28 6.1.5 7 & 5 6.1.6 19 KA S E K,
GDCA #1538 23 H AuEd
GDCA FREIEF IR RBERT G EUh 2 CA RBERTH CP/CPS;
GDCA YT FTHIAE H gk CA IEF Hh AfE BRAHER . A E Ll B 5% 51
GDCA i TR R 1Hi2E, HARS 57— CA &R LASRAEIE P IR 55«
GDCA MFt HLFIAUENY 55 1) B RS B Bb £ 1, BRI Ho 4k 8245 CRL/OCSP 15 &
P o

o a M w DN

GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1. GDCA obtains evidence that the subordinate CA’s private key corresponding to the public key
in the certificate suffered a key compromise or no longer complies withthis CPS;

2. GDCA obtains evidence that the certificate was misused;

3. GDCA s made aware that subordinate CA has not complied with the GDCA CP or CPS;
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4. GDCA determines that any of the information appearing in the subordinate CA certificate is
inaccurate, unreal or misleading;

5. GDCA ceases operations for any reason and has not made arrangements for another CA to
provide revocation support for the certificate;

6. GDCA's qualifications to provide electronic certification services expire or are revoked or
terminated, unless GDCA has made arrangements to continue maintaining the CRL/OCSP
Repository.

49.2. 5 RAEF4EE I 524E Who Can Request Revocation

1 SR AF FARES S R NAT L VLK . GDCA. & ml iU RN 5 o Ak,
WA T N AR AR . B mE AU B At 1 28 = 5wl DASE A UE S Il il o, 5 A
GDCA & BB i 45 IE

The subscribers, RA, GDCA, or judicial officials authorized by judicial institutions can initiate
revocation. Additionally, relying parties, application software suppliers, anti-virus organizations and
other third parties may submit certificate problem reports informing GDCA of reasonable grounds to
revoke the certificates.

4.9.3. W TE K KRR Procedure for Revocation Request

493.1. TP EF0R B4 B3 The subscriber actively proposed to revocation

application.

Lo AT AE M UR 3R Hh e B s, TR ML R A% ST R T U SIS 1) B AN B S
OE=E/i

2. TEMHURPRAAIE P B R IE 54 GDCA, i GDCA e it -

3. GDCA $flt 724 /NI BRUE-F U B R S5, 1T mldsd AR 7 =X R s 4 -
® E-mail: capoc@gdca.com.cn

4. GDCA W HFJ5E 24 /N PN AL B FHE .

1. Subscribers may submit the revocation request to the RA and the RA will verify the identity of
subscriber and the delegated party.

2.  RA submits a revocation application form to GDCA and GDCA completes the revocation
operation.

3. GDCA offers 24x7 certificate revocation requests service, and subscribers may request the
revocation of a certificate through the following ways:

® E-mail to: capoc@gdca.com.cn
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4. GDCA will process the revocation requests within 24 hours after receiving.

4.9.3.2. T P GRS IEH The subscriber is forced to revoke the certificate

1. 34 GDCA BUEMHIA A CPS4.9.1.1 AR B b 75 BT 7 1IE-H I, GDCA B
TR A 9N 52 AT DA I P 0 E R R S 1 U e 15

2. fEUEPHEHS, GDCA syE LA R & 2 77 20, AFEHRA: . RiEss, WA
AT PR R SR R B o 5 R BEIRER T P, FELEHJIE AL, GDCA
X HUEH HIE P T8 X S AT A

3. GDCA 24k 724 /NI FRIE 45 ] B4R 15 AL BR IR o

4. HHHETT FNENE . N SEAERT . B BN S 2R =07 K IIE R REAEAE 7]

o, AR LB e H B . IR IR R . IR T SRR 44 %, u) i)
It PAR 5 AT 1) R 4
® E-mail: capoc@gdca.com.cn

GDCA W ZI 5 f5, 76 24 /NI GHZUE TS A @i 2 N A3 T A, R8T B R s

THER R A 15 FRUBH L 3

(L PR i P

(2) L] R B ORI

(3) I AR A BRI S

(4) %t GDCA CP/CPS FILT J s &5 M1 S AT f 841G 175 1 5
(5)  BATVERERIIEAG .

When the GDCA or RA has a reason stated in section 4.9.1.1 of this CPS to revoke a
subscriber certificate, related person of GDCA or RA can revoke the certificate through internal
formalized process.

After the certificate revocation, GDCA or RA will use appropriate ways, including mail, phone,
fax to notify the final subscriber that the certificate has been revoked and the reason why to be
revoked. If we cannot contact subscriber, if necessary, GDCA will publish the information of the
revoked certificate on its official website.

GDCA maintains a 24x7 certificate problems reporting and processing procedures.

The relying parties, judicial institutions, application software providers, anti-virus organizations
and other third parties may contact GDCA timely through the following ways in case they found
any suspicious problems in relation to the certificates, such as private key disclosure or
suspicious disclosure, certificates abuse, the use of certificates to sign suspicious codes etc.

® E-mail to: capoc@gdca.com.cn
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GDCA will investigate the reported problems of certain certificates within 24 hours of receipt, and
will decide whether or not to revoke the certificates based on the following criteria:

(1) The nature of the alleged problem;
(2) The number and frequency of certain certificate problem reports received,;
(3) The entity making the reports or complaints;

(4) Subscribers’ compliance with the GDCA CP/CPS, the Subscriber Agreement, and other
relevant specifications;

(5) Compliance with existing laws and regulations.

4.9.3.3. B TAERR S M A B iE 345 Revocation of electronic certification

service organization certificate

/

T GDCA [IARIE HFIHZIETS, GDCA HRIEA CPS H#l 8 v g & A s iE 15 .
T B LS RS R 45 GDCA I 2% CA R+, R4 i [F 58 Z65 5 F1 R il o It
PATHE .

For GDCA's Root CA certificates and Subordinate CA certificates, revocation will be determined
according to this CPS. For the subordinate CA certificate issued by a Root CA of SCA, revocation
must be determined and performed by SCA.

494, P15 K %5 FR 3 Revocation Request Grace Period

G0 5R B T e A R B SR, U SR L U S T AT i 5 8
NI AP SR MY o AU J5 DAL (4080 2SR L AS BEHIT (1 48 /NN AR

If key exposure occurs or suspected occurs, revocation request must be submitted in finding
leakage or leakage suspicion within 8 hours after key exposure or suspected exposure is found.
Revocation requirements caused by other reasons must be made in within 48 hours.

4.95. BT AR AR S HLM Ab B 78 SR B BR. Time Within Which CA Must

Process the Revocation Request

GDCA AbFECES 1 =K 11 i /Al 24 /NE o

The cycle of GDCA processes revocation request is 24 hours.
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4.9.6. TR EIE PRSI ZESR Revocation Checking Requirements for

Relying Parties

GDCA R HEAE IR, K77 nI7E GDCA 1M sk #4721,

GDCA provides online query on revocation status. The relying party can query on the GDCA
website.

4.9.7. CRL RAi#iZ% CRL Issuance Frequency

%+ ROOTCA (SM2) IE-B& K IIHZ: CA Fiss R (AT b+, CRL KA1 8
/N, CRL A RUA I K AN B 24 /N

XfF GDCA GM SM2 ROOT HEP2E A HI 4t CA 2z AT JHIETS, CRL KA
W 24 /pBF, CRL AR AT 48 /Nif, H nextUpdate =B {E AN H
thisUpdate {E[#) 10 KDL k.

XFF g CAIETS, GDCA ) CRL &AGEHIN 12 N H o WRAEH % CAEH,
GDCA 7EH4H 5 24 /NP2 N BE3# CRL, H. nextUpdate B I{EANEE ! thisUpdate {#
124 HEl k.

TEHRIR B 200 T AT LU CRL ST ED A2 (B N 2% A& 4 26 AF REAE (R41E ), CRL 57
B A= 20 FH GDCA il 5 1) R AT SRS P E

The subscriber certificates issued by the subordinate CAs of ROOTCA (SM2), the CRLs are issued
every 8 hours and are valid for no more than 24 hours.

For the subscriber certificates issued by the subordinate CAs of GDCA GM SM2 ROOQT, the CRLs
are issued every 24 hours and are valid for no more than 48 hours, and the value of the nextUpdate
field is not more than ten days beyond the value of the thisUpdate field.

For the subordinate CA certificates, GDCA updates and publishes certificate revocation list (CRL)
every 12 months. In case the subordinate CA certificates are revoked, GDCA updates and
publishes the certificate revocation list (CRL) within 24 hours after the revocation, and and the
value of the nextUpdate field is not more than twelve months beyond the value of the thisUpdate
field.

However, CRL can come into effect immediately determined by release strategy made by GDCA in
special emergency circumstances (assuming that the network transmission condition can
guarantee).
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4.9.8. CRL RAm KI5 J5 i) 1] Maximum Latency for CRLs

GDCA 1] CRL & A7 e Kt Ji B 1B A R AT I 2 J5 # 24 /NEFIS .

Maximum latency for GDCA's CRLs is 24 hours after release cycle.

4.9.09. ELXRASEWKT A Online Revocation/Status  Checking

Availability

GDCA [fJiEF 1T /7 K A6 7 $2 72 2R UE RS A I IR 95 . OCSP Wi B2 404 &
RFC6960 {1225k, I HA OCSP %5 #4544 . OCSP IR 45 #% IMiIE -5 15 IEAE B R ZS IRIIE
Tt A — 4 CA %k, OCSP % %% ik 1ot — 4 RFC6960 & X MK Ky
id-pkix-ocsp-nocheck ¥ 1 .

GDCA supports OCSP responses for subscribers and the relying parties. The OCSP responses
conform to RFC6960, and signed by an OCSP Responder whose Certificate is signed by the CA
that issued the Certificate whose revocation status is being checked. The OCSP signing certificates
contain an extension of type id-pkix-ocsp-nocheck, as defined by RFC6960.

49.10. FELRFEMER Online Revocation Checking Requirements

MR L E BT LIRS T, GDCA AT W B ATAT H UL .

GDCA #fit Get Al Post #7477 3\ OCSP Ik 55 -

ST FET, GDCA ZE/b R PU K HH OCSP {5 .. OCSP i B ¥ 5 KA %04y 10
Ko T A ES, SLEVE T OCSP.

XFH g CAIEF, GDCA #/b4f 12 N HHHT OCSP 5 8. A4 CAIEH
F, 75 24 /A BEGHT OCSP {5 2.

XFFARZER AL RS EWIERK, GDCA Aik[El “good” k7.
Users may feel free to inquire status online. GDCA does not impose any access limits.
GDCA offers the OCSP service using both the Get and Post methods.

For subscriber certificates, GDCA updates the OCSP information at least every four days.OCSP
responses from this service have a maximum expiration time of ten days. For the revoked
certificates, OCSP status will be updated immediately.

For subordinate CA certificates, GDCA updates the OCSP information at least every twelve months,
and within 24 hours after revoking a subordinate CA certificate.

GDCA does not respond with a "good" status for the request for status of a certificate that has not
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been issued.

49.11. BEME BERRAB KR ATER Other Forms of Revocation Advertisements

Available

GDCA MRS B H A KA 2.

Currently GDCA does not provide other forms of announcement about the revoked certificates.

49.12. E4H B E KR B E R Special Requirements related to Key

Compromise

B CPS 58 4.9.1 WML HIETEAN, 41T 8 E ML AR 15 3 40 EL 4 Sk w5 sl 3 m]
eV RS, A2 MBS ] GDCA H& HIE B 1 R

Except for the case described in CPS Section 4.9.1, when certificate key of subscriber or RA has
been or may have been lost, certificate revocation request must be made to GDCA immediately.

49.13. EPBEHEMFERE Circumstances for Suspension

AEH

Not applicable.

4.9.14. ERIEBEFLHILAE Who Can Request Suspension

AEH

Not applicable.

49.15.  HEFERKTHFE Procedure for Suspension Request

AEH

Not applicable.

49.16.  HEMHAFRR%] Limits on Suspension Period

ANiEH
Not applicable.
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4.10. EFIRFSIRS Certificate Status Services
410.1.  BAEHFME Operational Characteristics

AT BLd CRL. LDAP. OCSP #IERIRAS, BRIy MED IR M55 B 1%
X B WU SR AT TR e 2 N ) R - b P g

X TG UETS, GDCA FEIE T BRI AR HAE CRL FHIAIEH k. GDCA
AMlEE CRL A ARAD A 44 UEA5 R HURS 10 5%

GDCA ik OCSP ik 45 %8 1 i 10 %

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate state
services described above should have reasonable response time and concurrency process
capability for query request.

For the revoked certificates, GDCA does not remove their revocation records from CRL prior to
expiration of such certificates. GDCA does not remove the revocation records of CodeSigning
certificates from the CRL.

GDCA does not remove the revocation records in the OCSP responder.

4.10.2.  FR%AT A Service Availability

GDCA &4t 7*24 /N FIUE RS B AR SS,  ELw Rir ] AN 10 #0 . RIAZE 4% 5
VFHIME LT, 3T 7 Be 8 SEi SR TR A B RS

GDCA provides 7X24 certificate status query services, and the response time is of ten seconds or
less. If the network is permitted, the subscriber can timely obtain certificate status query services.

4.10.3.  W[IESFME Operational Features

UEFRES B H Al AT iR 5577 91T M) GDCA fi3 %€ 1) CRL Hihik, lid H k5%
PARMEL A RS, I T CRL BIAM, BHTIEFIRE M AR,

Other optional service of certificate status for subscriber is using CRL address which is specified by
GDCA. The subscriber can query and download CRL to query certificate status locally through
guery system provided by the directory server.

4.11. ITMLER End of Subscription

WIS RS LN SO
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2.
3.

i P E 1A A GDCA 2 (I8 F-iE-fily, TR GDCA # HiE e i) s
HIE TR A CPS 28 4.9.3 TiHIE . GDCA MEHIET /5, R I8 T A IE
G A

RS A RINET ARG, 1T ARG SRS 55 S, R P AT AT O IR U
UEASA R, A AT UE TS R R B R, Ros 1T P T AT N I A4S

The following conditions shall be deemed that the user terminated the use of the certificate services
provided by GDCA:

1.

E’

When the subscriber stops using certificate provided by GDCA, an application of certificate
cancellation must be made to GDCA. The application process is described as CPS Section
4.9.3.After GDCA revokes the certificate, it indicates that the subscriber’s ordering behavior
has been formally terminated.

After the expiration of the certificate, if the subscriber doesn't pay the renewal service fee, this
indicates that the subscriber’s ordering behavior has been formally terminated.

After the expiration of the certificate, if the subscriber has not carried out certificate or key
update, it indicates that the subscriber’s ordering behavior has been formally terminated.

— B AEUE A RO N 2 1B ] GDCA BJIEHIEARSS, GDCA 7EFE I 2 1R 35 5K
W SERHEIZUT P IR, JF M8 CRL AT SIS BEAT & AT s GDCA TEAIIC SRARMES IE

T BB RE I 0 PR 1T W 25 3R R BROAIE 5 S AR LT 7 B g AT A o

Once the user terminates the use of GDCA certificate authentication services within the certificate
validity period, GDCA will revoke the certificate in real time after approves on his or her request for
termination, and release in accordance with the CRL distribution strategy. GDCA will record the

process of revoking certificates in details and archive the certificates whose subscription is over and

the corresponding subscriber's data regularly.

4.12. HHER. EHE5KE

Key Escrow and Recovery

412.1. LR B0 5RERIKIE 54T R Key Escrow and Recovery Policy

and Practices

VPRI AT 7 BAT A R RIRVEHIEE 2K L Tl 4 I i B 2k T 7 B R 4H,

GDCA X A& AH 571 o

GDCA AEBLT R RIFEE AR E AR 55

The key pairs of subscribers shall be generated by the subscribers themselves. Subscribers shall
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undertake the responsibilities by themselves for the losses incurred by the loss of signature private
key, and GDCA does not take the corresponding responsibilities.

GDCA does not provide key escrow and recovery services for the subscribers' private keys.

412.2. SEEHAMBESKRERERAIITH Session Key Encapsulation and

Recovery Policy and Practices

AEH .

Not applicable.

5. INIENIM . B EMERIEES] Facility, Management, and

Operational Controls

5.1. P& Physical Controls
5.1.1. G Hfr B 5857 Site Location and Construction

GDCA ¥ SUANHL DS S W% IR B bR e St -

The GDCA's building and data center shall be constructed in accordance with the following
standards:

GB/T 25056-2018 (5 B ZAHAR UEFSIAUE FR G850 S HAH G 2 A BORTE)
GM/T0054-2018 15 & 2R Gt %5 i B FH ZE ALK )
GB50174 (HLTE B RGN Bt e
SJT10796-1996  (itSRALAL b5 TG SR B AR %)
GB2887-2011  (itSRA iz s FFLYE )

GB30003  (HL T iHEHLHL DS it T A S S iE )
GB50222  (FRIK A FREAZ Bt B K ATE )
GB50116 (k7K H B E RGBT FLTE)

GB50057 (&I AB) & it )

GB5054 (iR AC HL I THRILTED

GB19  CREEZIE X5 s i B yE )
SIT10796  (itSENIHLYS Fl G AR AR %A )

V vV V ¥V ¥V V¥V ¥V V V VYV VYV VY

81



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA SM2 %%%iﬁﬂ%%ﬂmu(vl. 0 )]-[&)

»  GBJ/T 25056-2018 “Information security techniques- Specifications of cryptograph
and the related security technology for certificate authentication system”.

» GM/T0054-2018 “General Requirements for Information System Cryptography Application”.
» GB50174 “Code for design of electronic information System Room”.

»  SJIT10796-1996 “Specification for raised floor of computer room”.

» GB2887-2011 “Specification for computer field”

» GB30003 “Construction and acceptance test code for electronic computer room”.
» GB50222 “CCode for Fire Prevention in Design of Interior Decoration of Buildings”.
» GB50116 “Code for design of automatic fire alarm system”

» GB50057 “Design code for protection of Structures against lightning”

» GB5054 “Code for design of low voltage electrical installations”

» GB/J19 “Code for design Of heating ventilation and air conditioning”

»  SJIT10796 “Specification for raised floor of computer rooms”

GDCA BUG AL Tl i R vl X Wil L 45, A& — IS R 3, Rabiie. Bk B
K BiESEDIRE, AN EFX AT DGR, GDCA F Ll R
LNZL X, IRGX . BRI, #BIEX, AKX TA X AL RN 74 6
BEASZBLHI X 5o

The data center of GDCA is an independent building located in Shishan Town, Nanhai District,
Foshan City, Guangdong Province. The basic protection of GDCA's data center include:
shock-proof, fire-proof, water-proof, lighting-proof, etc., and with only one entrance and a single
road. According to the functions, GDCA data center divided into core area, service area,
management area, operation area, and public area. Only the personnel officially authorized by
GDCA could access the restricted areas.

5.1.1.1. AFEX I Public Area

NIXEFEAD L KRE R, MBESEERN R,

Public area includes the entrance, lobby, security room and etc., deployed with various supporting
facilities and monitoring devices.

5.1.1.2. #AEX Operation Area

BAEIGE RABRIE N G VE BN R AR, 55 2 AR 3 S A EA AT BN,
NGt AR X B H sk R ITIR, BT OB R HNLR e o BE B 97 45 o
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Operation area is a working place for RA operators and administrators. Anyone who wants to enter
the operation area needs to use two-factor authentication.. Every access behavior to the operation
area has been well recorded. From this level of areas, all the walls are strengthened by high
strength protective wall.

5.1.1.3. BFX Management Area

B X 25 RA BHEER G, CAEM, k. HiHEh G, MWEEHE, s
B, & RAM CAEH I, HiF MM e RN TAEX, RAavrE X e e A
SAHEN, P B O3 R OO 3R B A IE A 7] ATEN

Management area is a working area for RA and CA administrators, auditors and network security
officers, installed with the RA management console, CA consoles of management, issue, and audit,
and consoles of network management and monitor. Only authorized and specified administrators
have the rights to access this area. Enter this area requires two administrators to usetwo-factor
authentication.

5.1.1.4. AR X Service Area

RS X FE 223 M LDAP RS 25, OCSP IR5578. RA FMHIRSS 45k % R Al
ARG DX 5 (A FE N e N, AN B O (R A SR 2 S AE A AT LA .

Service area is installed with LDAP servers, OCSP servers, RA register servers and other related
devices. Only authorized and specified administrators have the rights to access this area. Entering
this area requires two administrators to use two-factor authentication.

5.1.1.5. i [X Core Area

O BRI, e mim NGB 7T, E2ede CA B4 RS 4. CA B¥
PEMRS 25 KM B HIRSS 35 I (R BIR 5 28 S5 0 e &, R v XKRE
NGUHEN, 11 HL 75 ZEP N E 03 RIS A5 O 3% B DA IE A T BAEN o S Rt 22 I AE
DX, AR Bk

Core area, a shielding zone with high strength steel security doors, is mainly installed with CA
signature servers, CA database servers, KM key management servers, timestamp servers and
other core devices. Only authorized and specified administrators have the rights to access this area.
Entering this area requires two administrators to use two-factor authentication. The password ark
for storing confidential information is also placed in the core area.
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5.1.2. YIE 5 i Physical Access

GDCA Bl WA 9 I T2 T T RGN 1 MR AR E DS, XTI RS
AT IR, SRR IANC R B, I TR R SR EAR . 1R G RESEI S U ]
WRL JFATDRENIRE . TR ST SR R e G180 Rek, JF Hit
HY R T8 [ TARAT I TRl C SR ATAR SR R AR, 55 X A% 0 X 7 28 9 A B 0% () P
AR R AR SUE R AT ABEN, AL AR SN B ARG, A X450
ST RN, R ER 1R,

In the data center of GDCA, it has 9 doors installed with electronic access systems and one
physical intrusion alarm. The electronic access systems are monitored, with real-time access
records to set permissions of access, and can set an alarm when the doors are opened over time.
The staff is required to use the identity card and fingerprint to open every door, and each access
behavior has been recorded with time-stamp and related notice. Enter the service area and core
area, two administrators need to use ID cards and fingerprint identification at the same time before
entering the room. According to daily working specification, the specific personnel will archive the
access records on a monthly basis, and retained for one year at least.

PR ) A a0 LA 7 T
a) MRS BHIEZEITEE . TENAFMEH GRG0 ABERLUE E
ARk, HE TG TR B AL S ANE BAR.
b) IERG: MRAEMAEEEAN FFEFFBREIFT] KB RS 5 5 5
SLfid R AR R R RG TR R E .
c) MIERG: HIAMYILENRE R AEHIICE GRS, S22 XiE
FIERAE X IBHEAT 7%24 /NSRRI RAR . BT BRI DR E 6 N H, LA Al
Physical access controls includes the following aspects:

a) Access control system: It is used to control access to the doors on each floor. Staff needs to
use identity card with a password or fingerprint to enter and exit. Entering or exiting every door
should have the time records and related notice.

b) Alarm system: Alarm system will be triggered by any illegal intrusion, unauthorized opening,
long time opening and other abnormal situations. Alarm system can clearly identify the alarm
location.

c) Monitoring system: video monitoring system is working with access control systems and
physical intrusion alarm system. The monitoring system is responsible for continuous
recording the restricted area and operation area within 7*24 hours. All video records will be
retained for at least 6 months in order to future inquiry.
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5.1.3. 225 3% Security Monitoring

WRIEHLG B T B OR 2 % RGN EOR, AW R SR T 2504
AT 240, UPS kel 7 R 48, MBI T R4 B WUl 7 #2488, BIRER
My #2498 WAKRENTRE. BT 2%, TR KERET RS NEARE
B WUAIRBRRGL. 220 REUIRGLEEAT 7*24 /NN SEIF I, D9l 2 Wi, H5
AR R, RO R OR BN Dy 6 M LR,

According to the requirement of data center power and environment security monitoring system, it
includes electronic detection subsystem, UPS detection subsystem, air conditioning equipment
detection subsystem, fresh air machine detection subsystem, temperature and humidity detection
subsystems, water leakage monitoring subsystem, fire control subsystem, access control
subsystem and image monitoring subsystem. The system carries out real-time monitoring of
infrastructure equipment status, data center environment condition and the security system status
within 7*24 hours. In order to meet the need of fault diagnosis and post audit, monitor records will
be retained for more than 6 months.

5.1.4. B, 77 525 Power and Air Conditioning

AW R P T IR . — G5 R AL, BCEAA LIRS, &L
B BA ML BB SHIBTER R ST, HLb KA T AN it L & 48 UPS, ml it
KT 8 /NIRRT o HLGS X R A T B s, SCEMLAE. RS 2. ML i S
RE A

The data center uses dual power sources and a diesel generator for supplying electricity, and has a
specialized electronic distribution room. The GDCA data center is equipped with independent
power distribution equipment and the lightning-proof system. The data center area is supported by
uninterruptible power supply which can provide more than 8 hours extra power. The data center
area also takes anti-static to protect cabinets, servers and network devices.

PG5 AR A A s LA, A XA A B s DL E AE TR . BLb5 158
300kcal/h m2 #fifar it . BFEESRIHRE: 35°C: AF=EIMHEE: 0C; Wi
BN : 224°C, MXEE: 5545%h o [, YUEZE THNAS, SHLEk
ATHR, DRAERLES A R 23 0 SR R XU L D R L g 2 /08 ¥l P ) SR 5 ) L

The data center’s air conditioning adopts air cooled condenser unit. The air cooled condenser unit
is placed in the attic outside of the data center. According to 300kcal/h * M2 heat load, outdoor
designed temperature is 35 Celsius degrees in summer and 0 Celsius degrees in winter. Indoor
designed temperature is 22 +_ 1 Celsius degrees and relative humidity is 55 + 5%/h. Meanwhile,
the data center is installed with a fresh air system for ventilation to ensure air quality inside and
solve the problems of fresh air supply to meet the demands of specified air cleanliness, etc.
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5.1.5. 7K B85 16 Water Protection

NBIR K FERHLL KB, GDCA FENLD: 2R = N i B AKIRE RS TRk E
S 4 AE 2 B, — BURAE KBS RIS, Sl R RN DRI, S . [ 7R
W AN DY HE KR Stk R, — BUR AR K, JKBESZEIHRIE S 25, JFX A AN E B
(HESEIPOSE

In order to protect the data center from water disasters, GDCA set water leakage alarm system
inside the air conditioner room of data center. Once the flood is detected by detection ropes
surrounding the air conditioners, the system will alarm immediately and notify related personnel to
take emergency measures. At the same time, the data center is installed with a drainage ditch and
a drainage floor along the periphery of the wall. Once the flood has occurred, water can be drained
immediately, and all exterior windows are sealed.

5.1.6. kRBEH Fire Prevention and Protection

GDCA ML N 7% IXIEEI R 1 ISR R R PRI 2% JF 238 1 KR B 3l R 4
LAREZIRK KRG, ZRGEA AN T IS SR =58 375 2.

FEEIRET, HFP O A KERS, ORI E i a5 BB DX T K R )
A TR LRI AN E S . 2ed 30 AP [AIRERT, KRR EEHELE S, B3k
ARG, [FIRF, B HISRAUE DINS SRS S, B X AT R, BN SR .

The data center of GDCA uses smoke and temperature fire detectors in each area, and installs the
fire automatic alarm and gas extinguishing system. The system has three operation modes
including automatic, manual and mechanical emergency.

In the automatic mode, when protection district is on fire and detected by two independent alarms,
fire alarm controller will immediately trigger a linkage signal. After 30 seconds’ delay, the fire
extinguishing system will be turned on. At the same time, alarm controller receives feedback signal
from the pressure signal device, and the door light will be on in protection area in order to avoid
personnel strayed.

AP X e HE AN TAER, wf OB B XTI T30/ B s8Ik, [ER4%H
FPREHAR B TR, AP O JCER, REEH g R MIREE S, ANMamtaifE
fE55. HEYEA BN JCE, $h il AR e i 3 X AR 2UR sh% A, BRI A2 E R
ARG, WORKAAK LG

MEAD. TEIRIURSIHER RN, AT fEIIE] A SEEUUN. SR R 31

When the staffs work in the protection area, the automatic/manual switch outside the door in the
protection area can be used to turn the system from automatic into manual. When the protection
area is on fire, the alarm controller only sends the alarm signal and waits for operator to confirm,
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operator can press the control panel or shatter emergency start button in protection area to activate
the system by using gas fire extinguishing agent.

When automatic and manual modes both fail, operator can activate mechanical emergency
operation in the ampoule storage room.

5.1.7. A R4 Media Storage

GDCA X ES ™ b (AT E AT 2 B ks oK Bl Bl Wik, B B
Bl BT AR A SR I 2 A R . SRE T A BRAE TR . A B R ] S A B
SRR SEBL T XA A L AR

GDCA meets the following physical media storage and use security requirements: fire-proof,
water-proof, shock-proof, moisture-proof, corrosion-proof, pest-proof, static-proof, electromagnetic
radiation-proof, etc. and implement media usage registration, media copy protection, information
Confidentiality and other measures to achieve the security protection of the media.

5.1.8. R4 E Waste Disposal

2 GDCA A4 IARSK AR AR RE CAS - 75 2 A R T BR Ui, 06 ZBR B it
8, AEEETCVEIRE . B A MAE UBURME 2 A i BAE AR I Ak B AR 136 e 42
BERTTIER Sk HATa AL AT VI B4 8%

The written documents and materials of GDCA shall be destroyed when they are no longer needed
or exceeded the expiration date, and must not be recovered. Cryptographic devices and media with
sensitive information will be initialized and physically destroyed by using manufacturer’s method
before disposal.

5.1.9. FHh &4y Off-Site Backup

GDCA &AL 1 st Bedfa & fr pos, AEHI LTI So i R Gu it . o i H S A
H AR B AT SR R A0

GDCA has established a remote data backup center. It backups the core system data, audit log
data and other sensitive information by the specialized software at off-site location on a daily basis.

5.2. FEFF#EH] Procedural Controls

5.2.1. A[fE A Trusted Roles

f£ GDCA AR FIEMR SR, REMATT ERE k. (M. B
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A 0 S IR I #R . GDCA PN FIE M. XEMOAURBEART: &
PAME RSN E AR REEHAR, ZaWit NG S EHE AR LS EIEA
5, AR ALAAFRANESR L GDCA ) b A 5t B i o

In the process of electronic authentication service provided by GDCA, a person who can essentially
affect the processes of certificate issuance, usage, management and revocation, and other related
positions which are involved in key operation is considered as trusted roles. The trusted roles
include but are not limited to: key and cryptographic equipment administrators, system
administrators, security audit administrators, business administrators and business operators, etc.
The specific job names and requirements shall be subject to the GDCA job descriptions.

5.2.2. FIHEE T ERI AT Roles Required per Task

GDCA £ B AV 55 HVE pons SCH AR 55 BEAT P, URRAE R EZ 2 Dl et
A SE e, Biln:
1. AR B A AN T 5 ANAME AN LA 3 A FE[R 5E R
2. IEBEKRRGHEGE#E: FE3ADRGEBHAN LR 2 DAE N B ILFE TR
3. HRMZEKIES: E 2 DAENAILFEE K

GDCA strictly defines the controls of core missions in specific standards. Multiple trusted roles shall
be required to jointly complete the sensitive operation. For example:

1. For operation and storage of the key cryptographic equipment, it requires at least three of five
trusted persons to operate.

2. For background operation of the certificate issuance system, it requires at least two of three
trusted persons to operate.

3. For review and issuance of the certificate, it requires two trusted persons to operate.

5.2.3. FMMAEK RS X5 Identification and Authentication for Each

Role

GDCA FiTfg A& a5 A AR IR R AN 2858 — 2 2 7 B 45E . S EFE /£ GDCA
N 3 T R 8 B2 A5 PP R E

All current staff who undertakes the trusted roles in GDCA should pass certain accreditation
process. This process is set out in the GDCA personnel management regulations.
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5.2.4. FERFTHEH A B Roles Requiring Separation of Duties

£

NERIE RG24, RS MG B EN, B GDCA (RIS A o i AN H (1 A48
GDCA HHATHR ST - B A €, BLFE(EAN R T 514 £

a) Eilk 55 523

b) E5E CRL %k

c) ARG LYY

d) CAZHEH

e) ZAH It

In order to ensure security of the systems, it should follow the trusted role segregation principle that
the trusted role must be assumed by different personnel in GDCA. Roles requiring segregation of

duties include but are not limited to:

a) The acceptance of the certificate businesses
b) The issuance of certificates or CRLs

c) System Engineering and Maintenance

d) CAkey management

e) Security auditing

5.3. AR#E#| Personnel Controls

5.3.1. Bk STt RER Qualifications, Experience, and Clearance

Requirements

GDCA S 7&K il {5 A (1 TAE N SR ¥ A ZER 0 R

Hag RIFIAE A TS R

A E A L IR GDCA 45— 2 HE KB B

WSy GDCA A X 2B ITE . e MR .

HA RN NERR . B3 BN S 5T 1) TR R R AT A2 i«
H4% AT BN EAE RS

TIEELIEIL 5.

SR 0 LI LA N AR A AR I AR 256, sl GDCA AHC [ HE
WA 5 7 Re B

N oo g M w D oE
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The qualification requirements of person who undertakes trusted role in GDCA are as follows:
1. Good social and working background.

2.  Complying with state’s laws and regulations. Obeying GDCA’s unified arrangement and
management.

3. Complying with the GDCA related security management norms, regulations and specifications.
4. Having good personalities and working attitudes, with good working experience.

5. Agood team player.

6. Noillegal and criminal records.

7. Staff in key and core positions must have related working experience, or pass GDCA's related
training and examination before they start their work.

GDCA ZR7E M m {5 M i N 1t B R4 B B RO AR ToRe
M) CA Iz AT I E M TAE . RAT ML B KRR R IC K5

A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and
dedication to work, without other part-time work that affects CA daily operation, no major bad
records of this industry and etc.

5.3.2. B R FERERF Background Review

GDCA = 54 FKHIBUM R IR AL S 1F, FE B w5 A THIH SR

FITA AT A5 G2 TR R RN PR T A5 D 000 20045 1T R o AT 1 S . 3 i
A SR ER, A 25 A 7 SO A 1N AT 1 SRk
AT N EH BN GETFB, RTReusd AHOCHE FITHET AR =G5 R
A% 5L

GDCA may collaborate with governments and investigation organizations to complete background
review for the trusted roles.

All employees who are trusted or apply for shall have a written consent that they must go through a
background investigation. The background investigation complies with laws and regulations. The
content and method of the investigation, officer engaging in the investigation shall not violate the
laws and regulations. The background investigation will be conducted legally, in which background
information of employees will be checked through the organization concerned.

HWRIFAED N EAHEMEAE,

A AN T2, PR, #E, XA miEE.

ST AR S FE A A H ANE BRI T, AR I8 RS 2 475 T M
Bo W T RIFHEUEASMY S5 1 b i (7 6 ZHREAT 2T 1 2
Background review including: basic review and full review.
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Basic review includes reviewing work experience, job recommendation, education and social
relation.

Full review includes reviewing criminal records, social relations and social security apart from
basic review. Full reviews must be carried out for key roles that involve with publicly trusted
certificates business.

BRI

a) NFEIISO RSN G NBURET DA A . SRt R B0k DI, S
PV SEAAEA . BUARAIE S B i S A A RGIE T

b) NFHETTELEIE FeR. W&, BV 2O IR B AR SR T 4
SE o

OER AT, IR MERIAN G, nDLEEIRLE SO a5 N 5 5%

® (ARG SE BRI AT

fit B AN T N G2 R
P ARIR R S O e I s 22 . AEHA B ARAIE 5
TARA ™ AL AT A

d) HAEIEE I . HENE. HRERETT AN HE . RIEE L
R AR L 1 2 HE o

e) &%1%, GDCA 55 o1 TR fRE i, PLAH 3 TA VR ER CA IEFH RS T
REMBURAS S RN, GDCA MR 1% FEAHUA BN 535 EAH I 2 Bl XE B3 7K $H R A5 A
CRFERIN RIHATIALE S, DUERENS AL IR R IR 28 N\ B3 A AT (S A2 LA AR g

The review procedure includes:

a) The HR department is responsible for confirming candidate’s personal information. Candidates
should provide the following information: resume, the highest degree graduation certificate,
degree certificate, qualification certificate and identity card and other related valid certificates.

b) The HR department identifies the authenticity of the information provided by candidates
through telephone, correspondence, network, visits and other forms.

c) Inthe background investigation, if GDCA finds the following circumstances, GDCA can directly
refuse qualifications of trusted personnel :

® There is fabricating facts or information

® \With evidence of the unreliable staff

® Use illegal identification or education, qualifications
® The behavior of serious dishonesty in the work

d) The HR department checks candidates through on-site assessment, daily observation,
situational test and other methods. Appropriate arrangement is made according to the
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investigation result.

e) After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At
the same time, GDCA will also be in accordance with the relevant organization regulations of
personnel management and make job examination on in-service staff who assumed trusted
role, so as to continuously review these employees’ trustworthiness and working ability.

5.3.3. BIIZER Training Requirements

GDCA MR A5 A AL 7K, 8 TAHRII R RTER I, LR AR IIN AT
GDCA iz Bk R

GDCA AR A

GDCA 22 4=/ B SR W AL

IALER BT 40— K

PKI LRt A8

S B b A o AL S AR T
MDA 55 3 A M B

CP. CPS BUR M AHRKIRAEMIEF 5

GDCA B HIEHE . il B M Ipik4s

B Z T MRS VA SRR ARiE . 72075
FoAth 75 SEHAT IS 4

Based on the requirements of trusted role, GDCA gives the corresponding pre-job training. The
comprehensive training contents are as follows:

® GDCA operation system

® GDCA technology system

® GDCA security management strategy and mechanism
® Job responsibilities requirements

® PKI basic knowledge

® Authentication and the policies and procedures of audit
® Disaster recovery and business continuity management
® CP. CPS and related standards and procedures

® GDCA management policies, systems, measures, etc.

® The laws, regulations, standards and procedures of electronic certification service in
China.
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®  Other needs of training

GDCA K 53 TZ 5K DU AL SR IFAF RS, X T28 % SSLTLS AessasiE 4541
RAGZE LU A R, LKA AUE R 5 Il 315 %) Baseline Requirement 1
SER NI LAE Iy b 20 52 e 7K P o

GDCA keeps a record about the participation in the training. The operator and assessor who issues
SSL/TLS server certificates and CodeSigning certificates must pass the training and reach the skill
level required by Baseline Requirement which engaged in this work before starting the work.

5.3.4. BEHI AR ESR Retraining Frequency and Requirements

X FE A M A E A BN 5, R D2 GDCA AL
— o M TFERGHZEMKMIN R, B2 DHAT — IO REREM FIR . 1A,
GDCA RRIEN RGT I AR EOR, AN I ER N b AT 4R8I

For persons acting as trusted roles or other important roles, they shall be trained at least once a
year by GDCA. Related personnel for operating authentication system should have the training of
relevant skills and knowledge at least once a year. In addition, GDCA will provide ongoing training
for employees irregularly according to system upgrade, strategy adjustment and other
requirements.

5.3.5. TAERALE E B MIFF Job Rotation Frequency and Sequence

GDCA FEHRN 5% ) A b A e 0 ] BRI NGy K A0 AS LR FR) 2 e 7 B8 SR s 1 1) 5

GDCA will define and change the Job rotation cycle and the sequence based on the organization
security management strategy.

5.3.6. FEBUTREIA S Sanctions for Unauthorized Actions

AIMBERN AR EGE AR GDCA R4t BRAFVAENL S5 RE OL
GDCA — £k, KL R IZ N R SAES . RN 2R G BUR, JELIZA
SURBBUT ARG B, SCRixT %44 N G R IE R IE . S5k, TR BAR SR A AL
FE Kb P S5 it o

When the circumstances that in-service staff use GDCA systems, perform authorization businesses
without or beyond the permission, once the above circumstances are confirmed by GDCA, we will
immediately revoke the login certificates and simultaneously terminate the system access
authorization. GDCA makes the implementation of the official notice criticism, fine, dismissal and
submit judicial institutions and other measures depend on the seriousness of unauthorized
behavior.
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5.3.7. BSTE 2 NHIESKR Independent Contractor Requirements

XFFAJET GDCA WU E LAE A, {H M GDCA N5 K LAER Wk 4573 32
MRS N GL . BN RS2 2)%%, GDCA 4 —ZR T
o A\ IR R,
® GDCA MG — 1) AT E5 I 4 T 1 5 I 2K, #5901 N A AFREAR T GDCA
IE F5 52 S R EE DA E MY 55 )

For persons who do not belong to the GDCA but participate in the relevant works for GDCA
businesses, such as business personnel of business branch organization, management personnel
and other independent contractors, GDCA has requirements are as follows:

® Record management of personnel profiles

® GDCA provides unified training and retraining, includes but not limited to the GDCA
certificate acceptance rules and electronic certification business rules.

5.3.8. AL R TSR Supplements for Personnel

TERF BRI, GDCA #2445 5 TR I SO A FE A PR T LA R J12K:
GDCA 7t T.Ft;

GDCA EF 5 . LT IATEML 45 HUU AT 56 ) BRI AN T 5

GDCA Hi ARk 2 308

GDCA XA HR 57 1t I 45

P BRARAESCIE, A 45 0k A R 5 X W B 7 R

GDCA 45 PRIl 45

During the training or retraining, GDCA provides training materials including but not limited to the
following categories:

® GDCA employee handbook

® GDCACP, CPS and related agreements and standards
® GDCA technology system documents

® GDCA job descriptions

® Internal operating files, including business continuous management, disaster recovery
programs, etc.

® GDCA security management regulations
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5.4. ®Hi+HZERERF Audit Logging Procedures

5.4.1.

CREHAIZE] Types of Event records

P kK 4AE GDCA R Z EH 20 R H THRER S, X&idst, AR
TGS RS EHER, ANZEE U TNME R

1
2
3.
4
5

FAF RN H AT TE] 5
IR RER:

R MR

TR MR

R HEIFH LR,

All major security incidents occurred in GDCA will be logged in the audit trail records. Regardless of
manual or automatic generation, these records should contain the following information:

1. The date and time of the event

2. Sequence number for the record

3. Type of record

4. Record source

5. Event recording entity

XA AR EAR T

1L BHAEGRMARSE RS, OREEHER. &0 6. WE. A, .
VAR B RAEHM RS

2. UEREAT AN ME S, AREIEBARE . . TR e

3. R4 Wi, 6. MIBARIVIN CA REMNIES), R4 H%EZ
TR HE S, RGBT,

4. (BEERZERLICENZEFM;

5. RGERMEFE, GREASMRMAIE. Mk, &EBUESE;

6. CA Wiy, IR CA Wit AEEUN 1k CA Bt 26
AL

7. AMEANREELLS, AR ARSPRMAIE. MR LAEELE,

These events include but not limited to:

1. Management events in key’s lifecycle, including generation, backup, storage, recovery, usage,

revocation, archiving, destruction, private key leakage, etc.

95



[] ﬁﬁlﬁftﬂ!iﬂzfn ﬁmb_l
TooR Tt GDCA SM2 H8 FIAEME S M (V. 0 i)

2. Management events of certificate life cycle, including application, approval, update, revocation,
etc.

3. System and network security events including: successful or unsuccessful access attempts for
CA system, logs generated during the daily system operation and system updates etc.

4.  Security events recorded via information security devices.

5. System operating events, including creation or deletion of permission, configuration or
modification of password.

6. Access to CA facilities, including the access of authorized or unauthorized personnel and
attendants and other relevant records.

7. Management record of trusted roles and personnel, including system access application,
deletion and modification.

5.4.2. kb3 H E K Frequency of Processing Log

GDCA % A #HT— R H EFRER AT, W Aris R BUR R H e B RS, G KR
ARGt HESHT. FrA & HEE kL NS TR & A 1, DUE R I E B R 274
RIS, R SRR S 5 Tt 1R 47 A

GDCA carries out log tracking process on monthly a basis, reviews the violations of policies and
other major events, and analyses the certificate issuance system logs on a quarterly basis. All the
audit logs are checked and reviewed by specific personnel regularly in order to discover the
significant security and operation events and take corresponding measures timely.

5.4.3. it H ERREHAFR Retention Period for Audit Log

GDCA 23 RAFH TIMERS T H &, AR ERAF TR E2DWAH, R
IRy T 24 VAR R UG 4.

GDCA saves electronic certification service audit logs properly. The retaining period of audit logs in
database is at least two months. The preservation limitation period is ten years after the date of
expiration of the electronic signature certification.

5.4.4. it H R Protection of Audit Log

GDCA K i+ H B A E S e 5L, I e s tn, Horh G5 o i o 5
EAFEAFHE S . GDCA HUAT™ i M BRI 87 iR Pl f i, AR OR A SBUN 54fE
PO EEd ALK, PRI B B ORI R SR AT

GDCA audit logs are stored in the database with backup, including audit information and event
records in related documents. GDCA carries out strictly the measures of physical and logical
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access control to ensure that only personnel authorized by GDCA can be access to the records
being reviewed. These records are strictly protected from unauthorized access, reading,
modification and deletion.

5.4.5. it H E &R Backup Procedures of Audit Log

GDCA )i T+ ERER OIS draz 48 N S3 A T N B34 H BEAT W H SN T SR A
REE AT o P SORS R B80T A B T R 3 SRS L e A7 AR Tt v A TR 2 A I SO E N

GDCA's audit tracking documents are carried out by the operation and maintenance team and
auditor for the archiving of audit log and audit documents monthly. All documents including the
latest audit tracking documents should be stored in secure disks and stored in a secure document
library.

5.4.6. HHIREE RS Audit Collection System

GDCA [ i+ H WL RS [
1 IEPREHEAS

2. EPEKRG:

3. IEBHRXRS:

4. EFEEE RS

5. UEPHRZHE RS

6. Uj{ZEH RS

7. W MR e E ARG

8. HAhFHEH M ARL.

The GDCA Audit log collection system involves in:
1. Certificate management system
2. Certificate issuing system
3. Certificate directory system
4. Remote communication system
5. Certificate accepted and approval system
6. Access and control systems
7. Security system of website, database

8. Other systems considered by GDCA for necessary audit.

GDCA it FH 8 T H i e 0 ik R 508 T 5% TESK
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GDCA uses the audit tools to meet the requirements of the system audit described above.

5.4.7. X S FHFLARRE S Notification to Event-Causing Subject

GDCA KRIMAEIR, FACKB A H KTy, EFERVE AT a4,
DR B SR IDURF I X6 S Tt RO o AR08 Bl 2 ROAT D9 R B R 5 D) Wit 2k LT ) i
55 IR FENEER T AL B A I

GDCA B GE 7 15 S BLFAF I S AR AT 3 75

When GDCA detects the attack attempts, it will record the behaviors of the attackers and try to track
the attackers within the laws. And GDCA reserves the right to take appropriate countermeasures.
According to the attacker's behavior, GDCA takes actions including cutting off the open services for
attackers, submitting the evidences to jurisdiction and etc.

Whether to notify the attackers or the perpetrators is decided by GDCA.

5.4.8. e8P Vulnerability Assessments

CA ZEREFIRIEEOR. BORAE BN BERALE R #EAT #5934 1 04, )&
T I LGRAN R ae AT, R R, JE T AN IR ST, GDCA RRERT R GTdtAT
WegstEvPfl, VARER R StaqT i XU .

CA security program carries out timely weakness analysis according to the changes in policies, in
technology and management, and other major changes. The weaknesses should be remedied
immediately. If some weaknesses can't be remedied, GDCA will launch system vulnerability
assessment each year in order to reduce the risks of system operation.

5.5. g3 3484 Records Archival
5.5.1. ARSI F IS A Types of Records Archived

GDCA X LA N JLREA AT PR, B EART
1 B RGE BT,

2. UEBANET RS,

3. UEFHUESCRCR, IER RS MAERTELARE S, SRR PG
4. HHIHUR;

5. RSN HL T AUENY S U SRS 5

6. HLHR, GIEARTHESRE. M. HIEEEL
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7. BERINB. ARG SCRY

GDCA archives the following events, including but not limited to:
1. Certificate system constructed and upgraded documents.
2. Certificate and certificate revocation list.

3. Certificate application for information, information about approval and rejection of
certificate service, the certificate subscriber agreement.

4.  Audit record
5. Certificate Policies and Certification Practice Statements.

6. Employee information, including but not limited to background investigation, hiring,
training, etc.

7. Various external, internal documents of the review and assessment.

5.5.2. ITRYE % AT REFR Retention Period for Archived Records

PR ERC S, HOREIIREAF . T RGREFIM ARG L EF I

FLUFARS R O B 21 50 A 2 A e 95 PE DAl Bl — Bk Ot

Lo XTI PR A a R A P B E RS, /B 10 4E0L E.

2. X CAEF A A o A A A BRI AR, HORE IR A DT CAAESS
A g A e 3

3. ATERR AR R B IR A > THIEF R RUE 10 4

4. CAEBAEHINAREAE CAUEBAE A ar 2 4h, BUOMRRE 10 5.

For different archived records, the retention periods are different. For system operation event
records and system security event records, the archives will be retained to complete the security
vulnerability assessment or audit consistency.

1. Archiving for management events in subscriber certificate life cycle will be kept for more
than 10 years.

2. Archiving for management events in CA Certificate and key life cycle will be kept for not
less than life cycle of CA certificate and key.

3. Archiving retention period of subscriber certificates will not be less than 10 years after the
expiration of certificates.

4. CAkey and certificate archiving will be kept for 10 more years after the end of life cycle.
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5.5.3. AR SCHRI47-3 Protection of Archive

B THER BRSO ORI AE LLR S5 AR PR UL o PR S0 BRI B 22 4y 5tk
ITORY, JF BAREE — /NS BREI N E, R GDCA Bk & BN 51 mT LA i) .

Protection of audit tracking documents will be illustrated in detail in the following sections. The
archived media is protected by physical security way and set an entrance with restrict
authorizations, and only business administrators of GDCA have the right of access.

5.5.4. VAR SR &40 #2 7 Backup Procedures of Archived Records

XFRGUERI TSR, BTG, R0 ST A AT

X A VAR BORE, AN BT, (R ERIBU™ R A Bt DR IE L 2 Ak

FITAT VRS 1) R 3 SO RN ESCHE 2B 1 ORAFAE GDCA (M o SR E St DR A7 HL 4 1
AR R RE 12— R U B B AR R K T 3, SN R AR B H . A PERBUN
TARN A B G OL S, A REXT R R AT R ME . GDCA £ % 2 pL_EARIESE
XA 5 S LR A AT IR . 2 R

Electronically archived records generated by the systems will be backed up weekly. The backup file
willalso be stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures need to
be taken to ensure the security.

All the documents and data archived usually are stored in the main storage site of GDCA. If
necessary, the backups will also be saved in the offsite. Archived database is generally isolated
physically or logically, with no interaction with the outside. Only authorized personnel or others
under the supervision can conduct the operation for reading the files. GDCA provide mechanisms to
protect archives and backups from being deleted or modified.

5.5.5. EF A BRE R Requirements for Time-Stamping of Records

GDCA iy H EFRA I [AlIE 3%, 2 3 E N T LAl sk BR 48 5 3hid .

All the GDCA records are labelled with time, and the time will either be added manually by the
operators or automatically by system.

5.5.6. JARCEE R 4t Archives Collection System

GDCA I 1T EREFFRY RUEE RS/ A CPS 26 5.4 TR AETEAN 3BT o
43 B AR A7 ANZ AR 2 A7 R A AN JE T GDCA #R4:.
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GDCA audit trail collection system is detailed in section 5.4 of this CPS.

Storage of separated media data storage and archiving of its security storage are not included
in GDCA system.

5.5.7. SRIBFIRLIS VA4S B HIFER Procedures to Obtain and Verify Archive

Information

GDCA )z 4 it R4 N R0 AR EH GDCA TR B 2 M2, E3RTE 5%
B SN, X 2 N DL T LR

Security auditors and operation and maintenance team of GDCA retain 2 copies of the GDCA'’s
archived information respectively. While obtaining the complete archived information, comparison
of the 2 copies shall take place to confirm the integrity.

5.6. HTFINERFZHMAZEHKEE Key Changeover

FEUEF B LLAT, GDCA H4-42 HEIE 5 SRS 11 10 2 WP AR 25 BHREAT BE 4, A i AEOAIE Fi
FEBEAT B AE U, P2k 1% 8 GDCA kT % A8 BRI MIVE . CA B4 B L A LA
IR
1. 7E CAEF A A ML AT 15 LB R M 0 R IETS, BERIE CA MILETR RN Brl

AR AR A E A
2. TERFILZEROBIN N E T EUE TR, 4k H CA FAPI%K CRL, HER/G

— 5K Zk it B
3. AERCRIEEE CA BEAXT, TR IE S B EHRINE
4. RBPRATHIN CA UEf.

5. WRTREEAT A R, AHIUE TR,

Prior to the expiration of certificate, GDCA will replace the root key in accordance with the provisio

ns of CP, and generate a new certificate. When generating the new key, specifications of GDCA
key management will be followed strictly. CA key changeover must comply with the following
principles:

1. The new subordinate certificates can’t be issued before the end of the life cycle of subordinate
certificate, which ensures that all subordinate certificates are all expired as the CA certificates
expired.

2. From the end of the issue of a new subordinate certificate to the expiration of the certificate,
CA continues to sign CRLs with the original private key until the last subordinate certificate
expires.
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3. CAKkey generation and management must strictly follow the key regulations.

b

Release the new CA certificate timely.

o

Ensure the entire transition process safely, smoothly and no vacuum of trust.

GDCA HEH FE-BHHE#h KM S AR HiE . HHEHE, GDCA
BR = AHE:

HRHA A B &8 A4 GDCA IE

FIAAAZE A R B IH A A GDCA IES;

IH RV 44 (8 & 8 A4 GDCA HIE .

e o o

The changeover of certificate key of GDCA administrator is applied by the KM services
administrator. During the key replacement, CA should issue three new certificates:

® GDCA certificate with new public key signed by new private key;
® GDCA certificate with old public key signed by new private key;

® GDCA certificate with new public key signed by old private key.

5.7. #MEHRMEHKE Compromise and Disaster Recovery
5.7.1. HiMHBELERERF Incident and Compromise Handling Procedures

T T B o AR Ak B S ORI A5 T R AR (L, GDCA AL T — R N b B TR e A
LT %, Bl
1. GDCA RSk BRI
2. GDCA HKF#HM AR
3. GDCA RGi#&h 5EITH

FH G BL A AR N GORE2 BB DL b 75 ZERIAH DG BE e, R St A2 0 52 v R R
B, AETRFEREAT R GRS, BT — R K R SR SR

In order to timely respond to and handle accidents and damages, GDCA establishes a series of
emergency response schemes and accident treatment schemes, for example:

1. GDCA system fault treatment specification.
2. GDCA major accident emergency scheme.
3. GDCA system backup and recovery scheme.

Related personnel will actively carry out the recovery plans in accordance with the regulations of
the above schemes and related systems. And perform the data disaster recovery drill each quarter,
and an emergency response drill on major accidents annually.
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5.7.2. HERE. B4R/ EK BRI Computing Resources, Software,

and/or Data Are Corrupted

GDCA Xk 55 Z 4t M HM EEL R G BIR S BAF R BT 7 %A, IFhlE 7N

IR SR BRRE o 2R A AR SRR SBOR . T SN BCR AN RESR B 1L 3 I 55« SR
Ui < B PR A 5 DL B R AN W] 48 738 7 K AE , GDCA AL IR S E R = TR St PR 2

GDCA backs up resources of the business system and other important system, software and data
and formulates corresponding emergency treatment process. When identified the destruction of

network communication resources, failures of devices for daily services, malfunction of software, or

tampered database etc., GDCA will launch the disaster recovery plan.

5.7.3. LEFAHBRELAEERF Entity Private Key Compromise Procedures

TEMCR ) N AR EGE BARRAMERITE LT , GDCA KRR FP SR DU & 2 4 PR 55
GDCA MIERG I A S EH A WEHIER. REEHE AT E,

R I HEMIVE BT, 34 B A 0IE 15 7% B B2 5 FRAE

W H SR B A AN ESE, H8dE, MEIEBH CRL HFEHAT
J B 7 10) 22 4 I3 IR AT R & B KT B0

AR R BN S5 B G S B SO, R R B R AT IR

W FHEWE GDCA LS #-1E BB E S, Wi 53 4h—44 GDCA %40l 45 ke
GBS HE RO FL AT IR

In case of any intentional, man-made or natural disasters, GDCA will take the following steps to

restore security environment:

1.

GDCA verification system’s password is changed by the business administrator, business
operators and system administrator.

According to the type of disaster, some or all certificates will be revoked or re-verified later.

Directory data, encryption certificate and CRL are needed for recovery if the directory is
unavailable or directory with impure suspicion.

Timely access to security site as far as possible to restore operation reasonably

While restore the business administrator's configuration file, it will be done by the system
administrator.

While restore the GDCA business operator’s configuration file, it will be done by another
GDCA security business operator or administrator.
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1.

ST B ) B R IR 45 5 B 7 A 2 R HC A ISR SR 53 T DV, S8 I sl R At 2 S
PRMIT AT E SR it 8t FH P ) 2 38 52 A K

ST B8 HH AR T 5% P 5 UE B AAIE IR 55 A 1 R 4

SEEVEE TG A R IOIES, BB CRL M OCSP (58, HHERIT AR T
rif). [HF GDCA 7 RIA T i) 2 875

HARIE T2 K5, 1488 GDCA CPS KX FIE B RIS, SR FHIUEHFT
GHRIE g CA ET.

GDCA BiHERZ KRG, ¥ il GDCA 5 RE. HFEMES . HTTP &5k
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When CA root private key has been damaged, missed, tampered or leaked, GDCA will launch a
major emergency treatment process, which is assessed by GDCA Security Policy Committee and
the relevant experts to make a plan. If the CA certificate must be revoked, the following measures
will be taken:

1.

GDCA reports immediately to the electronic authentication service management office and
other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests against any further losses.

2. GDCA notifies the relevant parties to disconnect the systems associated with the certificate
authentication services immediately.

3. GDCA revokes immediately all the certificates issued, and updates CRL and OCSP
information for subscribers and relying parties. Meanwhile GDCA immediately generates a
new key pair.

4. After the new root certificate has been issued, GDCA Re-issues the certificates and the
subordinate CA certificate in accordance with the GDCA CPS about provisions of certificates
issuing.

5. After the new root certificate has been issued by GDCA, it will be immediately published by
GDCA repository, LDAP, HTTP, etc.

g CA R BLE . weBioh. Wi, EER sip sl =& oI RISEIE T, 1R4E

CA WV:

1. SZRAA GDCA #EATILARIFAE BOHT A3 PR ANE iR, 2 R FT HETS .

2. GDCA LB a]) H-F- AR IR 5% 8 B 70 25 R0 A EORT 328730 T DV, i o i A HL At
NFIEAASVT AT T, R T8 5 FH P R 7 3 52 50 OR 45K

3. SLRLEEIAH RIS 5% A S UE T INE IR ST AH R I R Gt
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4. SLRMHUEHPTA CAMEEKHIIET:, BEH CRL 1 OCSP {58, HHEHIT 7 ARy
i

5. ¥rifhg CAIERZ KR, %M GDCACPS = FERBZ KM E, EHEKITE
Sil

6. GDCA BHEBA LG, K rilEid GDCA 5 8. HaMiss s, HTTP &5
AT R AR o

If private key of GDCA Subordinate CA is missing, tampered, cracked, leakedor used by

unauthorized third parties suspiciously, Subordinate CA should:

1. Subordinate CA reports immediately to the GDCA and generates a new key pair and certificate
request to apply for a new certificate.

2. GDCA reports immediately to the electronic authentication service management office and
other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests against any further losses.

3. GDCA notifies the relevant relying party to close the system associated with the certificate
authentication services immediately.

4. All the certificates issued by the Subordinate CA are revoked immediately to update
information on CRL and OCSP for querying of certificate subscriber and relying party.

5. Subscriber certificate is re-issued in accordance with the CPS about provision of a certificate
issued after the new Subordinate CA certificate has been issued.

6. After the new root certificate has been issued, it will be immediately published by the GDCA
repository, LDAP, HTTP, etc. for distribution.

UEFT P RORAE T RE L IR 8. 3B MR CELDS, BRERCGE =F BiHINS, AT
1% GDCA CPS HIRLE, 56 R IETS R, I MRS B8 A s HT AIE 15 -

When private key for subscriber certificate is damaged, missing, cracked, tampered or used by
unauthorized third parties suspiciously, the subscriber should apply for certificate revocation
immediately and re-apply the new certificate following the provisions with the CPS of GDCA.

5.7.4. RME S5 ML 55 ZESE BB /7 Business Continuity Capabilities

GDCA fEiEBAT 5.7.1. 57.2 M 5.7.3 iR kA /a, i HA ML, E
24 /NI Z AR & T0IL 55 1) IE H AT

After encountering the disaster described in section 5.7.1, 5.7.2 and 5.7.3, GDCA can use the
backup mechanisms to recover systems for operation and service delivery within 24 hours.
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5.8. HFIMERFZVEEMIAIZ1E CAor RA Termination

GDCA Z& 1L PR 1A SR IR 0T LAy SRy B 4 52453 R R RO A 25 BH SZ A0 IR, 3 4 S 453 R IR ]
AEf 5 GDCA R FHE K, ARBH AR IR T Ak 5 5 K 3 A K
£ GDCA % 1LHi, 40
ZHEML 55 AR Bz A
L GDCA & 1L
i H15 GDCA 15 1L AH G S f
KM H R MRS 7
545
Kb FEAF R SR 3 s
(EAIRINTI I )i 8
ARG H R RS 2
KM F H MRS 4
Ab 3 GDCA I 5545 H iR GDCA Mk 4531 53 IR VE R IR 5
- AL BRI R
. AR U SR
13. j#F% GDCA FEHUEH.

© © N o g B~ w b F

e e =
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The reason of GDCA termination event can be key damage or non-key damage. Key damage may
be resulted from the loss of GDCA root key, and non-key damage reason may be related to
commercial factors.

Before termination, GDCA must:

1. Arrange the business to undertake;

2. Draft GDCA termination statement;

3. Notify the entities that are related to GDCA termination;
4. Shut down subordinate LDAP;

5. Certificate revocation;

6. Treatment of archive file record;

7. Termination of certificate authority service;

8. Archive main LDAP;

9. Shutdown main LDAP;
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10. Dispose the access of GDCA business administrator and GDCA business operator;
11. Process encryption key;

12. Process and store sensitive documents;

13. Remove GDCA mainframe hardware.

H T3 B 2 AN AR 2 R R 2 1k GDCA, LT 2258 Al [F] 1B i — 11
ANJAIFE GDCA # 1EARE A [a] R A b, T2 81 2 41 R K ¢ 1E GDCA, %5k GDCA
HENT AR RS G AR P2 R IR R 28 GDCA, f£ GDCA A il )™
JG, SRHUE 22 BRI GDCA & 1EXT 52 .

With the termination of GDCA due to key damage and non-key damage, the operations are mostly
the same. The only difference is time limitation of GDCA stopping sending notification. As for GDCA
termination due to key damage, the process in which GDCA notifies the subscriber needs to be
completed as soon as possible. As for GDCA termination due to non-key damage, it can take
appropriate measures to mitigate the effects of GDCA termination on the subscriber after GDCA
notifies all the subscribers.

6. IIER A 244 Technical Security Controls

6.1. ZFEHXTHIAE RS %3 Key Pair Generation and Installation

6.1.1. AN A B Key Pair Generation

6.1.1.1. CA ZHXTAE R CA Key Pair Generation

CA S PIR A 2 A M ERIA ST, th 2/l {5 N G FE [ S8 65 328 3 T T HE AN
VAT R R B A e BRI AE R B HEL AR A AR LA 50 R R
IR R E o T ISR A il 0 s R AR A 3 [ 5 Y A P T 148« AIE .

CA X I A I R 75 3 A B — 44 5 11 B U DL IE DAt R FLIE A CPS LUK ff
GBI EDSR . YD A O AR E Y TR AL I ORAE

The key pairs of CAs are generated within the cryptographic devices approved and licensed by
State Cryptography Administration (SCA) of China, in a physically secure environment and under
the control of multiple trusted persons. The generation, management, storage, backup and
recovery of the key pair shall comply with the relevant regulations of SCA Hardware Security
Module used for key generation must be evaluated and certified by SCA.

The generation of the CA key pairs shall be video recorded or witnessed by a qualified auditor to
ensure the generation process complies with the requirements of this CPS and follow the
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separation of roles principle. The procedures and operations related to key pair generation shall be
recorded and archived.

6.1.1.2. T P B AR A R Generation for SubscriberKey Pair

PRI A, W AUENE B 2K AR BORUE . GDCA SCREZ P 145 44 %
Bt A TR, AT DU AR AR S R R Q1. USB Key), o mT DA fd F [H 5 25 H 4 3 )
HEE A B AR, T DA AR R A B 2 A A (. Web IS5 2 B AF SR A1 1Y)
A RRIIRERE), IR IS PR LR B AT R R AR T, R A
LA NAZAFBIRIUE. GDCA FERIAR NS MAMEH B, O | 2R 1
}}EO
The generation of the subscriber’s key pairs must comply with the national laws and regulations.
GDCA supports multiple patterns to generate signing key pair. Subscriber can use a hardware
cryptographic module (such as USB Key), or software cryptographic module approved by SCA, or a
standard software cryptographic module (such as the key generation function offered by web server
software, etc.), so subscribers can choose according to their needs. In any case, the security of key

pair's generation should be guaranteed. GDCA shall implement adequate security measures in
technology, business processes and management.

T SSL/TLS iE+. BHAEGER. E&&EH, P S8 il - 8 oA iR

ST HBAIE F, GDCA FaVFIT 7 IEZRAE U B I I FABH I 25 O i e o 22 4 J
FRIEGEIT P, BT P HR2E CSR B KA1,

PRI GUET . SR ZUET, BT P R A& bR R AR &% (o
USBKey BN AL B5225 4 Nzl 1 HAt 22 42 07 sCAE U 0 o R PR AR 0 4% A A
BN, AR FL AR e S R T, R A A P A BT AL, GDCA it e 4
EIEAGIE AR AT P .

TEFAT P AT R T 2 A I FTAEAN LS5, FERE R (98 AT o
For SSLITLS certificates, timestamp certificates and equipment certificates, subscribers’ key pairs
are generated and kept by the subscribers themselves.

For e-mail certificates, GDCA allows the subscribers to generate key pairs online and will deliver the
encrypted private keys to the subscribers through secure channels. Subscribers may submit the
CSR for the issuance of such certificates.

For the CodeSigning certificates and document signing certificates, subscribers shall use the
hardware equipment (such as USBKey or cryptographic machines) that meets relevant
requirements, or other secure ways controlled by the subscribers to generate key pairs. If the key
pairs are generated by hardware equipment, the private keys shall not be duplicated or exported,
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and the activation of which must require a password. GDCA will deliver the activation passwords to
the subscribers thorugh secure channels.

Certificate subscribers have the responsibilities and obligations to protect the security of private
keys, and assume the legal responsibilities for this.

6.1.2. FLERFEIELST P Private Key Delivery to Subscriber

FRUBPHIETSSh, GDCA AN ZARALPUEIRLEAT /o X1 75 EALE AP IR AHIE TS
AP Ry e 8 2 Al AR 1A 51T

Excepted for the e-mail certificates, GDCA does not need to send private keys to subscribers. For
the e-mail certificates that require the delivery of private keys, the private keys are delivered
encrypted and protected via secure channels to the subscribers.

6.1.3. NAFRIEAIERZ KL Public Key Delivery to Certificate Issuer

29T PR RA il PKCS#10 #% s UHE B2 205 KRG Bt e+ E L4 M
X, LTI AHIE Y GDCA %%, GDCA 7525 RAF T BT a8 i sk
T P24 .

End subscriber and RA sends certification issuance request to GDCA electronically. The request
contains public key for GDCA to issue the certificate. The request information is encoded as
PKCS#10 or other packing format with digital signature.The subscriber’s signature on the request is
authenticated prior to issuing the certificate.

6.1.4. B NERF I A HEESKBG CA Public Key Delivery to

Relying Parties

GDCA )AL & 1E GDCA HZ R IR CAEBANYSS CAEH Y, i#id GDCA &
J7 Wk E4T KA. GDCA ZHEM GDCA MG Nk 7 AL A4, UIIES T P Al
T 5 2 v A

Public keys of GDCA are included in the self-signed root CA certificate and business CA certificate
of GDCA and published through GDCA's official website. Subscribers and relying parties can
download public keys from this website.

6.1.5. FHAKE Key Sizes

GDCA ZF#f) SM2 551K F /0K 256 7.
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The size of SM2 key which GDCA supports is minimum 256 bit.

6.1.6. NASBHAE B R ER A Public Key Parameters Generation and

Quiality Checking

St AR R 2B GDCA T 1, AHSHO 25U F [ 58 5 R0 2 b v U
AR B g MU B AR R, Bl HL. In%E K. USB Key. IC REEA sANILHL,
0 MR B 4% PR AE OIS AR v . GDCA A IR e B 4% AN N B Pl Bk
GHE T RN REHRER,

ST SHUR BRI AT, [RIRE i i 5] 5% S R0 A H R Lo Vi 1T (10 25 15 46 R A ok
AT, BNl N F . USB Key. 1IC F%5. GDCA Y NIX L1 4 FIA i ) B [
W HEECARRE T BB RER,

Public key parameters of subscriber who use hardware cryptographic modules must be generated
in encryption equipment and hardware medium approved and permitted by SCA, such as
cryptographic server, cryptographic card, USB Key, IC card, and follow generation standards of
these devices. GDCA considers that built-in protocols, algorithms for these devices and medium
have already met sufficient level of security requirements.

Quality of public key parameters is also checked through the encryption equipment and hardware
medium approved and permitted by SCA, such as cryptographic server, cryptographic card, USB
Key, IC cards. Of course, GDCA considers that built-in protocols, algorithms for these devices and
medium have already met sufficient level of security requirements.

6.1.7. 4R F B i Key Usage Purposes

GDCA IR CA MU T2 LU T IEF:
1. AREHMR CA [ EH 21,
2. g CA FIET KA SETS;
3. TSI AIUETS (40 OCSP Wi N KIEIE S ) o
Root CA keys of GDCA are used to sign the following certificates only:
1. Self-signed certificates to represent the root CA itself;
2. Certificates for subordinate CAs and cross certificates;

3. Certificates for infrastructure purposes (e.g. OCSP Response verification Certificates).

PR LA T He b 2RSS, Bl S oAk AnTHUE . 5 B 588k
'fcl:ujju‘z%nﬁ#u_.ﬁ‘o
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Subscriber's key can be used for providing security services, such as identity authentication,
non-repudiation and the integrity of information, and information encryption and decryption etc.

6.2. FAAGRFAFEEER THEZEH] Private Key Protection and

Cryptographic Module Engineering Controls

6.2.1. T AR A 4H] Cryptographic Module Standards and

Controls

GDCA JIT I F) 2 R A Hhe #4828 [ 3 R B Ry DA AT F) 7 it 795 6 Bl S e B 1)
Y PSR

Cryptographic modules used by GDCA are approved and licensed by SCA and comply with
relevant requirements from SCA.

6.2.2. FhEHZ ANz (miE n) Private Key (n out of m) Multi-Person Control

GDCA FASHIA B B, B & AR R 2 AL, RISR T
=755, KA BLBUR 7 83 5 s PIE B G o, AR = AR IRV AT
WEOLT, SRNEELGRIFHN PIN 8, A REXTRASHHEAT 15 .

Generation, update, revocation, backup and recovery operations, etc. of GDCA private key adopt
multi-person control mechanisms. Namely, the mechanism is three out of five, means the key
management authority is distributed to five key administrators, the operation of private key is
performed in the presence and permission of no less than three employees via inserting cards of
administrators and inputting their PIN code.

6.2.3. FAEHIK B Private Key Recovery

NYESE S ek, R B RO R s R s AR AL, s B B RO A
T G b B B B OV B, DR R OGRS FH 2 0 85 1 58t T R A R A IR
FEREAT FVEW R, 4847 B 50L&t

In order to safeguard state’s rights and interests, the encryption key pair generated and managed
by key management authority should be used under a key recovery mechanism. It ensures that
encrypted data can be recovered by law.
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6.2.4. A EAFEE Private Key Escrow

GDCA AXT P ARVHIH THEE .

GDCA does not escrow the private keys of the subscribers.

6.2.5. FAEAE4 Private Key Backup

CA AR 7 MR & 6y WIRGAL A0 CHEE — IR LR G Rl R AT %
i) seag by GERIR RGP APIERIERE I,

PR A 52 R SRR A A I BEAT AL B 2 13

AR E N0 R LT &0 AT e B &, B —K.

Private keys backup for CAs includes two types: initial backup (backup in the first installation),
complete backup (regular copies of private key library in the system).

Initial backup is private key backup in the system installation.

Complete backup is complete backup of private key library once a week.

6.2.6. FAEHIEAY Private Key Archival

R B AR OXS BIT A R S BT RS ORAE . ORAF IR 5 SO s I 20 il =1
3 99 P RN 8 SRR AT N I ORA A 5 0 8 B o (R 500 o mh MR LR A
FHAZIME, GDCA f£ 10 RN 58 AR RAE . RIS fRAF 2270 10 £E.

Key management authority archives key information. It splits the key pair into three parts, encrypts
them using symmetric encryption algorithm respectively, stores them in its database and disk.

Once private key expires, GDCA will complete archiving operation in 10 days. The validity of
archiving private key is at least 10 years.

6.2.7. RASH. FAFEBIR Private Key Transfer Into or From a

Cryptographic Module

P (5 AR AL JRAE S s e rp = A, RS AR R A AA AN BE AW SC R 3 e

Xf CA R4, £ EAMEGTH CA PN, MR b G i )5 5 s 0N
FIFInas CA BRI 2 N &0 i3 PIVK R 2 A e bt 22 A\ 4241 o

GDCA AT 7 AP M RS B o 3t 598, BN S VR It o X 47
AL AT RS AN, A BOT P ISR H B AT A R K, AT P T E BT
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All keys must be generated in cryptographic modules, and private keys in the cryptographic
modules cannot be exported in plaintext.

For the CA system, when it is necessary to transport or backup the CA keys, the keys exported from
the cryptographic module must be encrypted, and the private keys used to encrypt the CA key must
be under multiple person control. Importation of the keys into the cryptographic modules must also
under multiple person control.

GDCA does not provide the export of subscriber’s private key from hardware cryptographic module
and allow this operation. As for the private key stored in software cryptographic module, and if
subscriber is willing to bear the relevant risks, subscriber can choose the way of import and export
with access control such as password, etc.

6.2.8. AP EEEERK G Private Key Storage on Cryptographic

Module

CA Z G & it e 2 R T 5 e B SRt ME A VF ] (0 AR 25 28 B 0L, AL BH O i
AFREAE R S5 e B LREPE b, A 2E A TR AN & W SCH BRUAE B R R L2 ob

WP AR AERT & [ 5O 8 BEUE ) USB Key S BT , Firfi 12
USB Key H 776k IALE, AL S U IRAE o X 1 TR G R L A I RA B, A
UFAERE A F S AR B R AE A AN I, 377 thR] LB R B 08 P AT 22 2 ORIt O A o A
TR

The hardware cryptographic equipment used by CA systems had been approved and permitted by
SCA. Private keys will not be in the form of text outside the hardware cryptographic modules in the
entire life cycle.

Subscriber's private key is stored in the USB key medium or file certificate meeting the regulations
of SCA. All the private keys stored in the USB key are stored in the form of cipher text. For the
private key generated by software cryptographic modules is preferably stored and used in hardware
cryptographic modules. Subscriber can also use specific software cryptographic modules with
security measures.

6.2.9. BUEFAE 57 Methods of Activating Private Key

HHVE BV B QB R R SRS A AL, SATRGE AT, =
A8 G RN AR o

XFF AL U0 USB Key N R InaspLeies Hob 2 A RE 1 2 f i e (g7 7
AG, AT AT RO F . IC AT DR AT TSR L s T A A Sl
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Ji, 4§ USB Key. IC REMANMRELA D, AN E4, WAHABME. 3 T2
TEAT P SN BT R AL, TP EZOR A B B AV B L R4 T 1,
BN 1 AE B P38 P BRI LT, SEA A B AIT P IR SR SRS . i AE
FECLE B PR BT Ap R BER 114 D7 5 0 R B T ) AR R A S 1 S
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Key administrators use their own administrative cards to login cryptographic server. Three
administrators need to be at presence for private key activating operation.

For the private key saved in such as USB Key, cryptographic card, cryptographic server, or other
forms of hardware modules, the subscriber can protect through password, IC card, etc. After the
appropriate driver is installed in subscriber’'s computer, the private key is activated by the way that
the USB Key, smart cards are plugged into the appropriate device to enter the protection password.
For the private key stored in the subscriber's computer software cryptographic module, the
subscriber should take reasonable measures to protect the computers physically in order to prevent
unauthorized personnel from using computers and private keys of subscriber. If the private key is
stored in software cryptographic module without the password protection, then the loading of
software cryptographic module means the activation of private key. The private key protected by
password can be activated via inputting password.

6.2.10. fEBRFAHBEGERIRASR5¥E Method of Deactivating Private Key

HHEH RS B CREB REFARST A AL, ZEATARER CA RN,
i = AL P D RN AR

— BEAVARRGE, BRARXFIRS R ER, RS TIEEIRE . SR L
M=, RS, HREEEAT — R, IR BT 0 kR AE, R
AT o

GDCA f# AV SR IR 17 AR AEIR B RPIRAS . DI iR R Bl p A g
Thy AP ARG RERBAMER AR, daAn] LT A OGRAE

WP BB IR L B AT voE, BRRRERIEJR RS TH L, BB TR
PR ARG, DIWT R, A RUHORRR -

Key administrators use their own administrator card to login cryptographic server and deactivate the
CA private key. Three administrators at presence can execute above operation.

Once the private key is activated, unless the state is deactivated, the private key is always active. In
some cases, the private key is activated for one operation and reactivated for another operation.

The ways of deactivating private key include exit, shutdown, removing hardware cryptographic
module and logout of user or system. Unauthorized person cannot execute above operation.

Subscriber can deactivate the private key by themselves. And private key will be deactivated when
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logout, or remove hard cryptographic module from card reader, or turn off the power supply.

6.2.11.  HBA KA Method of Destroying Private Key

WERFNVAARTIAE A, s SRV B A B s E B 5, SR ILAL T8k
PR, T A I B P 5T 8 25 7 2B B an R T RE A I L
A INBE R 1IC REDIPIESHANE. FIRS, FraHTEE R PIN 9, 1IC R
S5 0 U Y S s R ]

WP IFAAAN AL A, Sl 5 RAAR N R A A B s B S, T P e
HAER T, 1T P RIEA SO SR, IR RIS W BV H B 5 IR
FERVERGR, 3T b A% A CPS [HILE $hAT .

If the private key is no longer in use, or after the corresponding public key is expired or revoked, for
the circumstance that the key is in software encryption module, it must be cleared by methods of
mulching. For the circumstance that the key is in hardware encryption module, it should be cleared
in the encryption device or IC card. Meanwhile, all the PIN codes, IC cards for activating private key
also must be destroyed or recovered.

Private key no longer being used, or the public key corresponding to private key expired or revoked,
the method of destruction is determined by the subscriber. The subscriber must destroy the private
key effectively and assume the relevant responsibilities. Storage and archive of the key after
expiration must conform to the provisions of this CPS.

6.2.12.  FEELHFIPEE Cryptographic Module Capabilities

GDCA i F [E 5% 5 005 By JL v FOF 7] (R 28 00 77 il

GDCA uses the cryptographic products approved and permitted by SCA.

63. HHXNEHEMWHE M HHE Other Aspects of Key Pair

Management
6.3.1. A4HHRS Public Key Archival

Xt RGP I AN PR AT RE I (VARG RAE X ORAF IO A S RREAT AR I,
TREETH 2 258 B A PIE R .
NHIFIWJE, GDCA F£ 10 KA 58 BRI ERA .

GDCA should carry out archiving and preservation timely for public key data generated by the
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system and use symmetric encryption for public key information. Ensure to obtain the safe and
complete public key information.

If public key has expired, GDCA should complete archiving operation in 10 days.

6.3.2. E BRI A MR Certificate Operational Periods and

Key Pair Usage Periods

NAIAAL A FTIRR SAE B A RO R, EIFA T R — B

XF R4 B BIESS, HARV R BEAEIE P R0 A A n] DU R0 2644, AABI AL
FIABRASE I IE S A ROAR . B, D8 T PRIEAEIE A R0 A 2844 (1945 2 T ASREE,
S AE A IR W] BLEEE P A ROV PR LA

X InE R RIESS, AR SR IE A RO A 4w LU a5 2, A
PSRRI IE S A RO . B, 8 7 DRIEEIE A7 R0 A I (1945 2 T AT
AN A YT RR T AFEIE S (1A ROYIRR BASE o

The usage period of public key and private key is related to the validity period of certificate, but they
are not completely consistent.

For the signing certificate, its private key can only be used for signing within the certificate validity
period and not be used beyond the validity period of certificate. However, in order to ensure
signature information can be verified within the certificate validity period, the public key can be used
beyond the validity period of certificate.

For the encryption certificate, its public key can only be used for encryption within the validity period
of certificate and not be used beyond the validity period of certificate. However, in order to ensure
information encrypted can be used to unlock the information within the validity period of certificate,
the private key can be used beyond the validity period of certificate.

X By S A IR IESS, ORI 240 I BEAEUE 1547 RO A A FT LA .

B MEHHZADMEN, AR RBIRZ L LB AE

FANFERM R TR P UEIE R CAES, UEB MG, £ RIEZ 2T,
FOVFAs YRS PR E AT BB (E RS I AN RE T PRI A

For the certificate used for authentication, the private key and public key can only be used within
the validity period of certificate.

If a certificate has multiple usages, the usage periods of public key and private key follow the rules
described above.

In addition, after the expiration of certificate, under the circumstances of ensuring security, original
key pair can be used to update the certificate. But the key pair can’'t be used indefinitely.

X F AR AJUEAS,  H BT 50 V38 Uk 5 B ) doe A5 I RR n
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1. X%} ROOTCA (SM2) 2K 1) CA ks, H2 P iRk s v FHAEFR /2 20 4F,
Al /b 20 4

2. X1 GDCA GM SM2 ROOT 2Kk 1) CA, HE PN iy KA AR 2 25 4F,
A /T 25 45

3. X SSLITLS MR&5#siE1s, HBHXT MK Ry AR 397 X, /T

397 K;

St RS2 A 1, FLa 0 A Bk o A FH R 2 39 AN, AT AT 39 AN

XTI EEGIE S, P i K RV AE RE 10 47, mI/Zb - 10 4

XTSRS AR, BT K SR VA IR 2 3 4, AT 34

St P AR, B R K RV AR IR 3 4, mIAF 34,

ST P A E T, BB R K VA AR PR 10 4F, Wb T 10 4

© N o a &

For different certificates, the maximum usage period of the key pair can be obtained via certificate

renewal:

1.

For ROOTCA (SM2) CA certificate, the maximum usage period of the key pair is 20 years or
less than 20 years.

For CA certificates issued by GDCA GM SM2 ROOT, the maximum usage period of the key
pair is 25 years or less than 25 years.

For the SSL/TLS server certificate, the maximum usage period of the key pair is 397 days or
less than 397 days.

For the codesigning certificates, the maximum usage period of the key pair is 39 months or
less than 39 months.

For the timestamp certificates, the maximum usage period of the key pair is 10 years or less
than 10 years.

For the document signing certificates, the maximum usage period of the key pair is 3 years or
less than 3 years.

For the e-mail certificates, the maximum usage period of the key pair is 3 years or less than 3
years.

For the client-end equipment certificates, the maximum usage period of the key pair is 10
years or less than 10 years.
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6.4. BOIEEFE Activation Data
6.4.1. BOEEIE R A28 Activation Data Generation and Installation

N TSRV I 2 A, ETT 7 AR PR R 2 O A 6 IR IE 22 A R A, AT ik 4
AR . Wi ey BRI A . B AR
CA FAEHMBOEEAE, 2% A OB AH S B8 7 BB B B ME I 2R, ™
FIEAT AR o RAVE . 3T P RIS S, AR T N EGEBM 04 (DS
HETEAILH). USB Key. IC =15 it 11455, #RAIIE 224 AT SE A EE T REHL™2E
GDCA A Mus 8, BiEH T MEIEHME 4 (UL EE RS R,
U%Kw\wﬁmﬂ%mv#,%m?ﬁéT¢MHﬁFRMﬁ$ X,
i AR T I, BB S AT . MR L B T RASAAT o W T ARk
PGS 2%, GDCA U T AT R TIB K.

Subscriber must use secure and reliable generation and installation of activation data to protect the
private key from exposure, theft, unauthorized usage, modification, or unauthorized disclosure.

Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.
Activation data of subscriber private key, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generated
randomly in secure and reliable environments.

Activation data generated by GDCA, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generated
randomly in secure and reliable environments. The activation data are delivered to subscribers
safely and reliably, such as through offline face-to-face submission, post courier delivery, etc. For
activation data of non-single usage, GDCA suggests users to modify by themselves.

P IORG OV SAZE AN S BB BN, ROZIEAE LT LA
Z /b 8 FLFAF

RS — NG F B

AREAL SR 2 AR R 1) 74

ASBEANERAE A (44 AR )

AR BRI

H P 248 B B 175 5

© a >~ w bh o
7/

All the protection passwords should not be something easily guessed, and should follow the
following principles:
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1. Contain at least eight characters

2. Contain one lowercase letter at least

3. Not contain many of the same characters
4. Not be the same as operator’'s name

5. Not use birthdays, telephone numbers

6. Longer substring in user name information

6.4.2. BYEEHE B4R Activation Data Protection

Xt CA R I BE A, 0 A0 Bt K 12 1l S 1) 07 A H1E AR R A5 N
R, HEEANRLIRFERTTFIRE R,

VTP R s A I A 2 A TSR KA T 7 A, AT 2 R, B iRl E
BEATAHEG AP ANFTERE . WAL A B2 B PIN BB ERIP AL, 1T 7 B%
FORE UL LB PIN 5, By 1B FR BBy B . A AR AT 7 48 A AR A R AL B, 3T
JU N R B AR IR N AR B A RN O T Ak RGN Z TR E, NMiZ4
O BOERAE AT 2

0
3

Activation data of CA private key must be separated in a reliable way and kept by different trusted
personnel. Administrator must meet the requirements of responsibility division.

Subscriber’s activation data must be generated in the safe and reliable environment and be
properly safeguarded or destroyed, and cannot be leaked to others. If the certificate subscriber
uses a password or PIN to protect private key, the subscriber should take good care of password or
PIN to prevent the leakage or theft. If the certificate subscriber uses biological characteristics to
protect the private key, the subscriber should also pay attention to prevent his/her biological
characteristics from illegal obtaining. Meanwhile, in order to meet the security requirements of
business systems, activation data should be modified regularly.

6.4.3. WG K H A 5 T Other Aspects of Activation Data

AR R AT A, NMARPAIEAR SR T EA. e, Bk
AEFBGM TR . BAR AU .

AL B AN 75 B NOZAH G IR RN eSS AR T e T B e ik ER L
AR H, HH S8 4 R ekl A R 5 JE o LR B R SRATH A A 1 5070 B
FAH,  HEUL A F A AR AR GO Z0R i

FIER AR, AT HEFIEBRT P EIESEE R A a A, BRI

1. AT HIEIEBR A4, FIE G KA.
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2. T ORIPAHEGE IC . USB Key (1114, GEUGT AR 55 2 14 75 22 Bl i
T,

Activation of private key shall be protected from loss, theft, modification, unauthorized disclosure, or
unauthorized usage during the transmission.

The activation data of private key which is no longer used should be destroyed and protected from
theft, disclosure or unauthorized use during the destruction. The result of destruction is that some
or all of activation data can’t be recovered directly or indirectly from the residual information and
medium, papers recorded with passwords must be shredded.

For the security reasons, the rules of certificate applicant activate data of lifecycle as below:
1. The password used to apply for certificate becomes invalid after successful application.

2. The password used to protect the private key, or IC card, USB Key, could be modified by
subscriber at any time based on business application.

6.5. THEAMLZEFEH] Computer Security Controls

6.5.1. A K TTENZEBARER Specific Computer Security Technical

Requirements

GDCA RLIMEE%2EH, LBEN (EELeHEAR IEHINERZE & IHAH
KRZBHARIIE) . TAAE B AN (B AERSEEINEY, S8 15027001
7R 2 bR AETE DL AR SC HOME B 22 b, g AT 5e 35 B 22 48 PR G AT
HEE, R E TR, S AEAdR. FERZ SRR 5o iR
Livan| SN 7= i L2 Kt/ I /B2 L Kty NS A A i = S N 2 i I E e
Information security management of GDCA certification system meets
"Information security technology--Specifications of cryptograph and related security technology for
certificate authentication system" published by Standardization Administration Committee,
"Measures for the Administration of Electronic Certification Services" published by Ministry of
Industry and Information Technology, standards of information security in ISO 27001 and security
standards of other relevant information. GDCA draws up comprehensive and perfect security
management strategies and standards, which have been implemented, reviewed and recorded
within operation. The main security technologies and control measures include: Identification and

authentication, logic access control, physical access control, management of personnel's
responsibilities decentralization, network access control, etc.

SAT RSO B AR, VR R4 (B4 CA ARG, RA RGD) Uil
PR AN 53 70 BCE— A, T B 017 T AL PR PR A1) AT AR A ST EER K e MBURR o« 17 1]
NG SZQEE N VAR AN RISV E (& SIS LRV GSE Sec o o v
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Dual-factor authentication mechanism shall be utilized in the login process to validate the digital
certificate and username/password of user. GDCA assign each user of CA/RA system a unique
account with minimum permissions according to the requirements of user.

Strict security controls ensures that the system of CA software and data files is secure and reliable
and will not be accessed without authorization.

L RGNS HAN R G H D B, B ARG S AR GE R XA B R
BH LB BRFE A€ RN FHRE PP A3 I 28 1R U5 7] o 38 917 i BELLE DA RIS RN AR 27 R 1R
2, REIDT AR RGNS . A CA RGERESEHATN ., ALETHERE. U
a] SR GERT AT A5 N G AT BLE R U517 CA Hdfa

Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for
specific applications. The usage of firewall is to prevent the intrusion from the internal and external
network production system and restrict activities of access production system. Only trusted persons
in operation and management group of CA system, when necessary to access the system can
access the CA database using password.

6.5.2. TTHENZ4E s Computer Security Rating

GDCA [AIE RS, il T B D R ) 2t d A

GDCA MWIERGE . TR 2% 224, RF4F Hy [ S8 P B ) 2 A9 T IR IE
i, TFEHL. WS EBATELEAEEE, WAL, RIEALER LR, XA
IE RS R G AT TR0
GDCA certification systems pass the security review of SCA.

Authentication system, computer and network security of GDCA should be evaluated by SCA each
year. According to the opinion of the relevant experts and leaders, GDCA may upgrade the
authentication system and system security when necessary.

6.6. A EBAEARIEH Life Cycle Technical Controls

6.6.1. ARG T K #%EH| System Development Controls

GDCA HJERAF it AT A A i LT BRI -
1o i€ 2w AR BRI, JF R TTAR N ™ i % BERURE AT 5
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Software design and development of GDCA process follows principles:

1. Establish internal system of corporation about update, alteration and application. The
employees should follow this system strictly.

2. Establish internal purchasing process and management system of corporation.

3. After the programs have passed strict test in development environment, they can be
deployed to production environment.

4. Effective online backup must be done before deployment changes.
5. Verification and review of third-party.
6. The security risk analysis and reliability design.

The operation specifications of software development, which refer to 1SO15408 standard,
implement relevant plan and development control.

6.6.2. 4B FFEH] Security Management Controls

GDCA MIE R G IME B 22 A BE, RS A8 [ 2 85 A0 B Js) (KA DRI8 AT A BV F
ATHRAE,

GDCA AIIE R Gt A F A RS IR I I, AT 1) 2R GBS 28 7™ A 1) e
A AT AFUE, ATFTE SO T 23 e FAE R AT AR H . DhRe IR AE 3% .
GDCA & X I\ IE R GEREAT & HIAIAS & 1 e At o

GDCA K Fi —Fp RGBSR R AIE L R G E , LA 1L R BBUIETL

Information security management of GDCA certification system conforms to the relevant operation
management specification of SCA strictly.

GDCA authentication system has a strict control measures, and all the systems can be used only
after being rigorously tested and verified. Any modifications and upgrades will be recorded for
reference and made for version control, functional test and record. GDCA also carries out regular
and irregular inspection and test on certification system.

GDCA uses the flexible management system to control, monitor system configuration and prevent
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unauthorized modification.

A% BRI B USN , dEAT 2R, HRIABIR &R EHEAE, 25
FAAE AT o IR B0 95 PR SR AN 22 25 L A8 A8 SN ™ A% 1) 22 LA, BT e
RIS 2 A

GDCA MIER G A A T R L, TR IR B AT AL B, 15 S 2
IR A R 2 4 (5 B AFE

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

After all the hardware and software equipment of GDCA authentication system are upgraded,
GDCA must confirm the existence of information which affects the security in waste equipment.

6.6.3. A A R B i &2 241 Life Cycle Security Controls

GDCA NIER G I AT e 8 B v REEME TGt ), FLrp g 7R, BEHE
i A I 2

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.

6.7. P24 58] Network Security Controls

GDCA I F 5K FH 22 2057 KB AN W 45 B e A RGO ORY, - HL S 52 35 1
PAEEEEErw Ny

WIE RS AT g IR BRI EDhRE, B i P 2% 3517
A GDCA B 77 TREW 3 N GDCA EF5filk%5 %% . GDCA iE+ H % /IR%5#5. GDCA
BAEhOF RGN RS

N T HIRM G224, GDCA WIS RA LEHE T NEIM . A/t Bidghi
TR RS0, FEH K TR K NAZ I 2245 v [0 S A M R GRS,
LU AT RE (BRI T 190 268 XU «

GDCA authentication system has multi-level firewalls and the protection of network resource
security control systems. It also has complete access control technology.

Authentication system only provides the operations such as application and query of certificate to
subscribers over the network. Only employees authorized by GDCA can access the GDCA
certificate server, GDCA certificate directory server, GDCA operation center and other equipment or
systems.

In order to ensure network security, GDCA authentication business system has been equipped with
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intrusion detection, security auditing, virus protection and network management systems, and
updated to the version of above systems, as much as possible to reduce the risks from the network.

6.8. A Time-Stamping

GDCA &1 RFC 3161 i [ 8 P bR HE B A [ BAR 55 R AIARvHE ) I TR BGR 5K
IS TN 2 DAL It ) ke i A 3, I TSR P [ S IS oo B BRI HE IS TH) o

GDCA provides time stamp service that complies with RFC 3161, adopts standard timestamp
request, timestamp response, and timestamp coding format, and uses the standard time provided
by the National Time Service of China as the time source.

7. IEF . EHEHETIROELRIEF RSN Certificate, CRL,

and OCSP Profiles

7.1. iEF Certificate Profile

GDCA {5 I I PEAHIE A5 SAT & B SO SRR TR 2R, 52 ITU-T HERZ I — > B v
ITU-T X.509v3 (1997): {5 EHAR-ITH ARG HI%E-H 3. AIEHESE (1997 46 H) #rifk
M1 RFC 5280: Internet X.509 A#HFLA LA CRL 45Fy (2008 £ 5 H).

GDCA ifiid CSPRNG A2k T 0 HAKE N 64 FrAE R HI I IE P41 5 .

The format of GDCA certificates conforms to national standard, i.e. ITU-T X.509 V3 (1997):
Information Technology - Open Systems Interconnection - the Directory - Authentication Framework
(June 1997) recommendation by ITU-T and RFC 5280: Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile (May 2008).

GDCA generates non-sequential certificate serial numbers greater than zero containing 64 bits of
output from a CSPRNG.

7.1.1. FRA~5 Version Number(s)
GDCA iE 154 X.509 V3 Wik 4% X, WA E BAE A EUE P RRAKE A=A

GDCA certificates are compliant with X.509 V3 certificate format. The version information is listed in
the version field of the certificate.
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7.1.2. MEHH B Certificate Extensions

GDCA [ 1] X.509 V3 WUlE-PAriEmAFRAE Y RIS, B T B E X f&
Tt o
® iE-FibRAET
1. UEFARAS (Version)
i X.500 IEA5 (1A% A, fEHO V3.
2. UFEHFF% (SerialNumber)
Bt GDCA 73 B4 ik 45 (R ME— H) B AR IR 7T
3. ZBHEIEIRIASRT (Signature)
15 7€ H1 GDCA 25 L5 {5 FH 15 42 500
4. RN (Issuer)
FIRARIRZERAEF 1 CA ¥ X.500 DN 45 . Bl GDCA &A@, afEEE. 4.
ms AU, AT AuEAH 4. Bl
CN = GDCA Guangdong Certificate Authority
OU = Guangdong Certificate Authority
O = GDCA Certificate Authority
L = Guangzhou
S = Guangdong
C=CN
5. ERBE R0 (Validity)
FHSKAE S UE T 00A B0, AR IR R a6 A2 ) H AFIE ) DA K 2 24 i H A AN ]
FRRATHUEF I, T B UE & WA FOHA .
6. UEFH )4 (Subject)
B UEBHFA H I X.500 ME— 25 WHEEZ &, . ML B Es T AE &,
AL email HikSEAN NS B4,
7. UEHFREEEAEHFEE (subjectPublicKeylnfo)
IERFAAH AT AE RO S A EEZEE: IERFFAHNATFEHE: AT
TP SRR IR . AR IRRFE & AT P15 hash 5%

In addition to the X.509 V3certificate standard items and standard extension items, GDCA also

uses customized extensions.

125



Il semrannaemes

TooR e GDCA SM2 H8 FIAEME S M (V. 0 i)

® certificate standard items

1. Version

This field describes the version of X.509 certificate.

2. Serial Number

The serial number is a unique integer assigned by GDCA to each certificate.

3. Signature Algorithm Identifier

The algorithm identifier is used to identify a signing algorithm with which GDCA used to Issuer.
4. Issuer

The issuer field identifies X.500 DN of CA that has signed and issued the certificate, namely each
attribute of GDCA, including country, province, city, organization, department and common name,

e.g..
CN = GDCA Guangdong Certificate Authority
OU = Guangdong Certificate Authority
O = GDCA Certificate Authority
L = Guangzhou
S = Guangdong
C=CN

5. Validity

The certificate validity period is the time interval during which the CA warrants that it will maintain
information about the status of the certificate, including two dates: the date on which the certificate
validity period begins and the date on which the certificate validity period ends. The validity must
be checked each time using certificates.

6. Subject

The subject field identifies X.500 DN of subscriber, including country, province, city, organization,
department and common name. It may also contain email addresses and other personal
information.

7. Subject Public Key Info

This field is used to carry the public key and identify the algorithm with which the key is used. This
identifier identifies public key algorithm and hash algorithm.

® EfY I

L. MURAR AR IRAF (authorityKeyldentifier)

MR B R AIRRIRAE Y Rt 7 — M7, PARGI S UE B RAEXT R A 24
WURE I TH 2 AR B T R AT R 2 A4 B I 2y &
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2. FREHPRIRTF (subjectKeyldentifier)

AR BE—FRU R B — MR E APIRER I 57 e RFR IR T IR A FF
W TR XA E AR F A (i, AR AR

3. HHME (key usage)

88 S P AYE: TS, AU, B, R, HHIIG R
IRIEP%4, WIFE CRL &4, R, HRigE, R4,

4. CRL KA

H1 GDCA #EE ] CRL KA i

® Certificate extensions
1. Authority Key Identifier

The authority key identifier extension provides a means of identifying the public key corresponding
to the private key used to sign a certificate. This extension is used where an issuer has multiple
signing keys (either due to multiple concurrent key pairs or due to changeover).

2. Subject Key Identifier

The subject key identifier extension provides a means of identifying certificates that contain a
particular public key. The extension identifies the authorized public key. It provides a means to
identify different keys used by the same subject (e.g. when rekeying).

3. Keyusage

The key usage extension defines the purpose (e.g., electronic signature, non-repudiation, key
encryption, data encryption, key protocol, certificate signature verification, CRL signature validation,
only encryption, only decryption and only signature g) of the key contained in the certificate.

4. CRL Distribution Points
It refers to CRL Distribution Points specified by GDCA

® T XY e

EEXEAN R E 58 I 2% 75 5K, GDCA W] R i 8 L — 264 JR I, G4EHAMR T
¥R

1 SRS HTERIT PSR S,
HEWAAREY . T FRoR A S WA
TRVENT: H TR TR
EREICIES: TRl ER S
BAEMRSS S UEFMURBIA A2 TARRIT - B PE— 2 5
WRVEICIE S : TRl E S5 .
MANEUE TS HTRRE RS IERME— 5.

N g~ w DN
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® Customized extensions

To satisfy different requirements for certificate application service, GDCA can define some
extensions flexibly, including but not limited to the following extensions:

2. Insurance number: It is used to indicate the subscriber's insurance number.
3. Organization Code: It is used to indicate the Organization code.
4. IC registration number: It is used to indicate enterprise IC registration number.

5. Taxation registration certificate number: It is used to indicate enterprise national taxation
number.

6. Trusted service number: It is used to indicate subscriber’s unique number generated by
GDCA.

7. Land taxation registration certificate number: It is used to indicate enterprise land taxation
number.

8. Resident identity card number: It is used to indicate unique number of resident’s identity card.

7.1.3. B AR RAF Algorithm Object Identifiers

GDCA 2 K WET, S E L FRIRET A SM3WithSM2,

The cryptographic algorithm identifiers of certificates issued by GDCA include SM3WithSM2.

7.1.4. £ ¥ Name Forms

GDCA %25k HIIE 2 BRI 2 A% ORI Y 58456 X.501 Distinguished Name(DN) )%
ULy v

SSL/TLS ik BEBIARED AW “.7, “-7 K« 7 (BH) ¥, K/eidiih
FEMRRIZIUONES . A BANER N .
Name of certificate issued by GDCA is formatted in accordance with X.501 DN.

RN

SSL/TLS server certificates cannot only contain metadata such as ‘', " and ‘’ (empty) characters
and/or any other indication that the value/field is absent, incomplete, or not applicable.

7.1.5. L FRFEH Name Constraints

A&

Not applicable.
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7.1.6. IEF5SE M0 AR IR Certificate Policy Object Identifier

UEPS MRS SARIRFFFIA CPS 55 1.4.1.6 719,

See CPS section1.4.1.6.

7.2.

P45 CRL Profile

GDCA EHI% % CRL, fLH & iffEA.

GDCA issues CRL regularly for the subscribers to query.

7.2.1. hzA< Version Number(s)

GDCA LS 51K H X509 v2 5 3.

CRL issued by GDCA is formatted in accordance with X.509 v2.

7.2.2. CRL fl CRL % H¥ B3 CRL and CRL Entry Extensions

GDCA HIE B #1328 (CRL) & —ANy A I 8 8k 3F H 28 $ 725 44 1 s iE

K153 . CRL M2k # & CA, GDCA it & CRL $&4LE Bk B IE IR

%_1%\0
1. CRL WA : HKF8%E CRL HIMAIE S, GDCA KH /2[R X.509 V3 ik Fi Xt M

ff) CRL V2 A

R Hk: GDCA KH SM3WithSM2 %4 Hik

MR TaEBRHMM DN 4, BEZR. &, 1. HUE. SR RLE 42 5541
o

AR R — A H IR ME, I LARBIA CRL KA (R 7).

SERA E) . $8 58— H R ME, R DARHI T —ik CRL M ZE R AR [A] (AhRif
S 1) 457 FH %3500

FEER SR : 12 CAMBIE IR . RPIR P SHUET 7515 FIIE
B 11 A )

MR B PIFRINFT (lssuer Unique Identifier): ASIiARIN A SRIGIFLE CRL 454
MIATFEH . B REHEI A — CA AR 2 4.

CRL is a revoked certificate list with time stamp and digital signature. The issuer of CRL is CA.
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GDCA provides certificate status information through releasing CRL.

1. CRL version: It refers to version information of CRL, GDCA adopts CRL V2 corresponding to
X.509 V3 certificate.

2. Signature algorithm: GDCA adopts SM3WithSM2 signature algorithms.

3. Issuer: It refers to DN of issuing authority, including country, province, city, organization,
department and common name, etc.

4. Effective time: It refers to date/time which indicates CRL issuing time.

5. Update time: It refers to date/time which indicates next issuing time of CRL. (It's an enforced
field in this CPS).

6. Certificate Revocation List: It refers to a list of revokedcertificates. The list contains certificate
serial number and certificate revocation date and time.

7. Issuer Unigue Identifier: It is used to authenticate the public key which is used to verify
signature of CRL. It can distinguish different keys used by the same CA.

7.3. FELRIEFIRAHMN OCSP Profile

GDCA XM IETF PKIX TAEHIFK—MIELUEFRA WX (Online Certificate
Status Protocol, OCSP, RFC6960), iZ Mg ST —Ffrbrit 1 KA A5 S kg X LA
WEF 2 SR 1. £ GDCA B J5 Muh T4 OCSP &% )~ i Jf 4% id GDCA E Ji ™
i KA OCSP #AE Ui I #EATRC &, BRIV {81 GDCA MTELIEFHIRAS A RS . GDCA

Ry OCSP i 7 22 /A0 55 LA ik f) OCSP AL J: A SR AT P4 75 -
1. Version: 7 i H ) OCSP WS I RRAS 5 : GDCA ITEZIE RS WSO vI fi.
signatureAlgorithm: %8 OCSP (5%
responderID: %&£ OCSP Sk, 25Kk HE B 4 .
producedAt: OCSP i 5. 4= B () H SR (7] 5
Signature: OCSP M v 71 B 7254
Nonce(— IR PEREHLEL): RS R I B 15— requestExtensions 2 & 1 i
S (1) responseExtension A8 & H AL F— IR EBENLEL, By 1k B S
7. UEPRE: IERRECHRES, BFEAR. fEERR .

GDCA adopts an Online Certificate Status Protocol (OCSP, RFC6960) developed by IETF PKIX
working group. This protocol defines a standard request and response information formats to query

o g M w b

whether a certificate is revoked. Subscribers can download the OCSP query client from GDCA
official website and follow the OCSP guide book published at GDCA official website for
configuration. Then subscribers can use GDCA's online certificate status query service. OCSP
response message issued by GDCA contains at least OCSP organization basic domains and
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contents described below:
1. Version: OCSP protocol version number used by client. The version of GDCAOCSP is v1.
2. SignatureAlgorithm: Algorithm used for signing and issuing OCSP.

3. ResponderlD: ID of entity who issues OCSP. It consists of SM3 of issuer’s public key and DN
of certificate.

4. ProducedAt: Date and time when OCSP response message is generated.
5. Signature: Digital signature of OCSP response message

6. Nonce: The nonce, which is used to prevent replay attacks, is included in requestExtensions
variable of state request message and responseExtension of response message.

7. Certificate status: The latest status of a certificate, the status can be valid, revoked, and
unknown.

7.3.1. OCSP R Ffma M AL B OCSP Request and Response Resolution

—/> OCSP R & AT #d: PhilliA . IssZEk. HARERAR IR iE iy e

T, fEHZ—ANERZ G, OCSP R4S vl LA 3E 47 o AU

o {5 R IEm X1k

® N iR 5% an A IC B HR I SR IR S5

® TSRS TR RS A TR S, WA — AN e R SR AR AT L, B4 OCSP
R S5 R A — AN RAE R SRS, R E AN E R

Protocol version, service request, target certificate identifier and optional extensions, etc.

After receiving a request, OCSP server does the following tests during response:

® Information is formatted correctly

® The response server is configured to provide the request services

® The request contains all the information needed by response server. If any pre-condition is not
met, the OCSP server will return an error message. Otherwise, it returns a determinate
response.

PRAT i R 2 AT GDCA IERZ A& S TRy &4, TERPIERS 0.
WEFAR OREE. RE1. ISR H BN 4
® [HEIRIERIIRA
® SV iR 55 A% 44K
® i RumiE A E =
® kYR
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® X EIEN RARRFT S
® xR EfE BG4

All determinate responses are signed by GDCA certificate issuer. The main response statuses are
valid, revoked, and unknown. The response message consists of the following components:

® Reply syntax version

® Response server name

® Response to the request client certificate

® Optional extensions

® Signature Algorithm object identifier

® The signature after the response information is hashed
AR W4, OCSP ARks5as =ik Bl — A HAHE S, XEEHR(E 8 BA GDCA IEH%E

REFHANZE S . WG R R EAHE:

K IEREHE AL IE R (malformedRequest)

W EBEER CinternalError)

WA A (trylater)

TEL 4 (sigRequired)

KB (unauthorized)

If an error occurs, OCSP server will return an error message, which doesn't contain key signature
signed of GDCA certificate issuer. The error message includes:

® malformedRequest
® internalError

® trylater

® sigRequired

® unauthorized
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8. INENL¥ # i+ M H A ¢ £5 Compliance Audit and Other

Assessments

8.1. VFAh B M X 5 1F £ Frequency and Circumstances of

Assessments

GDCA & HA AN & WX E B Mk 55 AT — BUME o U AL E PP, BAORTEIE S AR 55 R R]
SNk gt R

1. FFEHAT RN T

2 EIREREEEITMNESR, BEZMRIME. A CPS IIMUE BL K A W) % A E B
WX FIESR, AR DPAT RN BV %, A IEXT GDCA FE NI ESHE (RAL %
LS DN AS Iy

3. BEFEHHT RS AL A, AR5 SR, PGB A 2 T
REME S I BRI, JFPPAL H ATARIRON SRS F0R S R GE LA AR IS it 75 A2 8 X X
B, ARAE DRI IAL, BUEE. SERIF4ERFIR G 2 R $E I A0™ dh i) 2 4sitdl

GDCA conducts an internal compliance audit and an operation assessment regularly or irregularly
to ensure the reliability, security and controllability of certification services:

1. Internal audit on a quarterly basis;

2. Internal assessment at least on an annually basis is executed according to the reuigrements
from the national supervising authority, relevant industry standards, requirements of this CPS,
and the requirements of the GDCA security policy committee. Such assessment extends to the
entities including GDCA itself, RAs and LRAs etc.

3. GDCA performs a risk assessment once a year to identify internal and external threats, and to
evaluate the possibility of occurrence and potential damages, and to assess if the current
strategies, technologies, systems and relevant measures are able to mitigate these risks.
Based on the risk assessment, GDCA develops, implements, and maintains a security plan
consisting of security procedures, measures, and products.

B T R ETTEAIVEAL A, GDCA RS2 AR i AEAl, AiReE (e AR3E
AEHEF2E2E) (T IAMERSE B INE) SFRIER, 82 E TIPS 2 .

In addition to internal audits and assessments, GDCA also engages external audit firms to perform
assessments and evaluations. For example, GDCA is assessed and inspected once a year in
accordance with the "Electronic Signature Law of the People's Republic of China", "Measures for
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the Administration of Electronic Certification Services" and other requirements by administrative
authorities.

8.2. VHEEME B Identity/Qualification of Assessors

GDCA MM ERH T, H GDCA %A & i = St st LGNS s I T o T P Al N AL
HH PP N AT R A

Cross department audit assessment group organized by GDCA Security Policy Committee
performs internal audit of GDCA.

8.3. VMHEEHBIEME ZEI KX AR Relationships between the

Assessor and the Assessed Entity

-

GDCA 1t i AN RGE B A WSS E B SR R TAE R AR

al

i

o

Segregation of duties is required between the GDCA auditors, and the GDCA system
administrators, business administrators, and business operators.

8.4. T AZ Topics Covered by Assessments

GDCA L v TAEEAE LT 2
1) AR R 787 A S
2) imE ARG e 1 B i T
3) AEHEIL CPS. M5 MVEAN % 4 EERIT RN 55 5
4) FHHE. CREETE, SO,
5) o AL A AT BEAEAE ) 22 4 KU
GDCA's audit contents include:
1) Whether the security strategy is fully implemented
2) Whether operation procedures and processes strictly followed

3) Whether strictly following the CPS, business specifications and security requirements when
conducting authentication services

4)  Whether all kinds of logs and records are preserved and if there is any question

5) If there’s any other potential security risks
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85 XMHMBEANEFREKFE Resolution for Problems and

Deficiencies

T AU B 45 b 1) R, p o A /N2 7 B O ) R ) B AR IR R )
BEAT Y5 OB RN 52325 (A 0 o 58 BOKT B T2 TR elodh f s A BB 1] 7% 1 W o E P4l /N
PR 55 etk T AR B RS

X T GDCA BBUEMHA v 4550, Wiz IEAE#E4T3E ) A% CPS J¢ GDCA il
SE AR S- BTG 14T, GDCA 4 T LARIIE, A B 5T 4 H AL B (LiX 247y, R
R4 GDCA FERBEATIL S5 B . M S5 3ERUAT J 5 = B AV EMIHLA, GDCA M1k
SHZH U I HLF ARV 5545 FAZ AL

ok

Audit assessment group monitors responsible departments for improvements and complete status
of issues that were mentioned in audit reports. After improvement of audit results have completed,
various functional departments should submit summary of improvement to audit assessment group.

For authorized RA mentioned in GDCA’s audit report, if they are violating the CPS and other
business standards defined by GDCA, GDCA will stop the above behaviors immediately and ask
them to make changes in accordance with the requirements of GDCA.GDCA will terminate relevant
authorization of electronic certification services of RA if the above behaviors are seriously violated.

8.6. VTHMLE4RBIMEESE kA Communications of Results

GDCA )8 &5 R [ AW LA 2 WARE & 7 DAL o T8 K e R LR kA7 1 28
i, XFAIRRIE T T 22 4sfE i, GDCA X K [l ] i ok .

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA will
notify the subscribers of any potential security risks timely.

8.7. B7RfE Self-Audits

0. 8.1 Fy.

See section 8.1.
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9. R FAEMH AR S22 Other Business and Legal Matters

9.1. %%H Fees

9.1.1. IER& K FEH Certificate Issuance and Renewal Fees

GDCA AT AR FL A (1 HL - D AEAR SR 55 [ AU IR P37 P S s i, BLAR 5% ADRE
BT T R ANAE DA B T T8 - GDCA A BURSE T IR, SHRTAHILT P Ak
FHE HE AN TR e Bl S DL R Tt

ARk GDCA 23 I CH 4R BN A8 Al GDCA A A& A —80 BAFM R
% i
GDCA can charge subscriber certification fees for the digital authentication service provided. The
specific charge will be determined by market rules and regulations of relevant administration

department. GDCA has the rights to launch different charging and discount policies targeted to
different subscriber groups.

If the price specified in GDCA agreements with subscribers is different from the one published, the
agreement price prevails.

9.1.2. EHE W Certificate Inquiry Fees

TEUEBARIAN, SZIEBE ST, HAT GDCA AW E M. FRIEH
PRI R R TR K, T2 GDCA SCATHSMKI B, GDCA K5 H 7 ik s W21 iR
HI2e

SRR B A W R B A E 281k, GDCA ¥4 Kk 76 W%k www.gdca.com.cn
EF R

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its
website (www.gdca.com.cn).
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9.1.3. IE B ERRAE B W % Revocation or Status Inquiry Fees

GDCA X TR AR A, H AT ABCDUEAT 5% F o BRAEFT 42 H R R R oK
i 22 GDCA CATEAMA T, GDCA 5 F ¥ i SRSz e 1 9

I SRR AR S A5 B B R R BUR A AR A2 4L, GDCA R 2 A I 78 I i
www.gdca.com.cn _FF LA .

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless
the subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with
the subscriber for appropriate charges.

If revocation and status information inquiry charging policy has any changes, GDCA will promptly
post the changes at its website (www.gdca.com.cn).

9.1.4. H AR % B Other Service Fees

1. i ) GDCA ZEUARR ) CPS B HAAH VRNV SR, GDCA & Zk
R A 7= A S 2 A B T AR 9%

2. GDCA ¥1a] H PR HEUE R AAE A 5T S AH KRS, GDCA 1E 51T /7 5 Hof sz
B WO AR B RIS

3. HAth GDCA WZEEiE v R HEMIR% 2 FH, GDCA Mo it A, LA
i

1. If subscriber requests paper version of CPS or other related documents from GDCA, GDCA
will charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares
the prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.

9.1.5. B2 HHE Refund Policy

GDCA YT P SCHLIA) 2 A, B 1 Ik 45 F 8 R T 37 2 FH DR RS e B8 e v] LLIR I b,
GDCA HANRIEH] AR 5 H
FESCHEAE BRI EAMZE KRB L, GDCA 57 ™% R ERE A Skmg . fu
GDCA 15 T 4% CPS BTl e i S T el e R 5%, 1T/ AT LAk GDCA HUHIIE 159
B, /£ GDCA ## 7T P HIET )G, GDCA K437 BPIELT oA FE % UE 15 BT S A i) 9
HABUREA T
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BEAR RS AN PR VT P15 2 2 AR A2
SERGE G, 1T R 4k e E FiZIEH, GDCA B 7t Hak gt i/t

GDCA does not refund any fees to subscribers except fees charged for certificate application and
renewal because of specific reasons.

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CPS or
other material obligations, subscribers can request GDCA to revoke certificates and refund. After
GDCA revokes subscriber’s certificates, GDCA will immediately refund the full amount that
subscribers have paid for the certificate application.

This refund policy does not limit users from obtaining other compensation.

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate
his/her legal liabilities.

9.2. M%FAE Financial Responsibility
9.2.1. PRESFERE Insurance Coverage

HEL A4 GDCA #iil g, WEIT P WKM7 S5 94k nT LA i GDCA 7&4H
W2 TE (VEE B E TR A .

® GDCA RHEBHIRMZE K 1T 7 AMIEE =T5, SBOT ) BEE KB 1K
iop

® i])RME T A MHE B SR, GDCA KIUSTIARZA T+, SEUK
T I SRR

®  GDCA RAIZEUEERIAT LS g BT H MK 7 i, S80T
J B A 5 T SR

® 1T GDCA HJE K S BUE AP TiEL, Sy )~ B oy 18 52 451 2%
ibp

® GDCA REERIHHEHIES, FEOT T BUKIU E 8K

®  GDCA X FTARMTUEASIT /7« ARA5 S5 SEARAT SAE-PIE 2K & T S EAE e
37 AR 9 10 15 -

If the following circumstances occur and is confirmed by GDCA, certificate subscribers, relying
parties and other entities can request GDCA assume compensation liabilities (except for statutory
or contractual exemptions).

® GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
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losses of the subscriber or relying party.

® After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

® GDCA issues certificates without authenticating subscribers’ application and it leads to the
losses of subscribers or relying party.

® [f the private key of the certificate is deciphered or stolen due to the fault of GDCA, which leads
to the subscriber or relying party suffering losses. GDCA fails to revoke the certificate in time.

® The compensation maximum amount for the certificate does not exceed 10 times of the
certificate market price.

9.2.2. HAME = Other Assets

AEH

Not Applicable.

9.2.3. XA LA ARKERHEAR Insurance or Warranty Coverage for

End-Entities

GDCA UniE [z T4 CPS e FIER ST, WEFIT /' iy &Sk mT LA i GDCA
AR TT (GRS E Tt BRoh) . f£4 GDCA HilJa, AT LAXHZSEAREIT I
R A% B P12 T
1) GDCA FTf Hl e LS AR AT 9.2.1 ARG, BiEEFAEmT

W24 LI, A4 LR AT LAH GDCA IRYEIE UL EHiH &, GDCA £k 5

) 78 S5 AT L SLZIE AT 2 N
2) GDCA R EUETA ROBR P AR FH 4 26 8 £ T AT

If GDCA violates the provisions of this CPS, certificate subscribers, relying party and other entities
can request that GDCA shall assume the liability for compensation (except for statutory or
contractual exemption). After confirmation, GDCA can compensate for the entity. Limitations of
compensation are as follows:

1. Allthe compensation obligation of GDCA shall not exceed the insurance coverage stipulated in
section 9.2.1.The amount of compensation shall not be higher than the compensation
maximum amount. GDCA can reset the compensation maximum amount. GDCA will notify
relevant parties immediately after the reset.

2. GDCA only assumes compensation liabilities when the certificate is valid.

139



[] ﬁﬁlﬂﬂfﬂ!iﬂzfﬂ ﬁEL._I

GocA

Dol TRt [

GDCA SM2 8 FIAFME 25 $0 (V. 0 fR)

9.24.

FAEAER Liability Exemption

HIINERZ—1, NY44%F GDCA Z 5ift:
VT VA RS A8 ] GDCA BUr b B, i N X552 —1:

1.

1)

2)

3)
4)

5)

6)

7)

WA USRAE RS, e, ERIMRAEE, DNMFRELE . TRUNIE
MG R

VR 238 GDCA AT R IEU7IE B AR PIN 59, A5tk PIN
B B E A AR B A AT

VPER B O 2 s B Al O, RS A Ao e AT R G
WHMBBEFELAHERE DA KRB E TR CERER, B4 B 55
GDCA KAHKAT7, H&& 1l Af Fl1Z 125 4 il AE 25dfs

VTP LA P A U A I A 25000 = [ 5K (e ORI T BUR B2 1) B . AN L
FAUEFE GDCA HE {3 B A 1) HARAT AR A s A FH

VTP A ZREE 5 R A B IR 1 AN ks anT e s, O
AR WRES . W M IE T

VT A USSR 2 FF 7] GDCA J 241l 55 52 7 5 A8 4R 45 20

If one of the circumstances below has occurred, the responsibilities of GDCA shall be exempted:

1.

If one of the following obligations are violated when subscribers are applying and using GDCA

digital certificates:

1)

2)

3)

4)

5)

6)

The subscriber has the obligation to provide real, complete, accurate material and
information, and forbid to provide fake, invalid materials and information;

The subscriber shall properly keep the certificate carrier issued by GDCA and protect PIN
code, and forbid to leak the PIN code or deliver the certificate carrier to others at
discretion;

When the subscribers are using their own keys or certificates, they shall use reliable and
secure systems;

If the subscriber has known data used for making electronic signature (private key) has
been compromised or may have been compromised, he/she should inform GDCA and
related parties promptly, and terminate the use of data used for making electronic
signature;

Subscribers shall abide by national laws, regulations and administrative rules and
regulations during the use of certificate. Subscribers are prohibited to use the certificates
out of the scope which specified by GDCA,;

Subscribers must use the certificate within the period of validity. Subscribers are
prohibited to use certificates that have compromised or may have been compromised,
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expired, frozen or revoked;

7) Subscribers have obligations to pay the service fees to GDCA and local service
acceptance points promptly.

2. HTAAHAERN SEECTIERE AR EE, Tl RSk, BEE, &
1L BB M E RS 1 AT MEZ “Aa P 7, RIEARIUL. ARl %
FEARESEIR IR DL, BLFEEAR T
1) BERUREFBERRKE, QR KLk, W Jeam. S5, 3K,

. B XEEERILR
2) MR, HEREEMEEBUTT N, SREBUTHUCHT IEGE. AT
P, B, B BEELSAL SR .

2. If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to force majeure.
"Force Majeure" refers to unforeseeable, unavoidable and insurmountable circumstances,
including but not limited to:

1) Natural phenomenon or natural disaster: earthquake, volcano eruption, landslide, debris
flow, avalanche, flood, tsunami, typhoon and other natural phenomenon.

2) Social phenomenon, social abnormal events or government actions: the government
issues new policy, laws and administrative regulations, or other social abnormal events
like war, strikes, chaos, and etc.

3. A GDCA [ £ BRI 45 i b SRR B ) BB e PR R Bk ZEIR L ik, T8
AR, BT Kb AREGH A IE T RS 1 ARTFTHE 2 “HORME” 5] )R
AL AHAN R T
NI NCIE/WAF
2) SRBREALIANF . BAE. EEIRED AL
3) BEAE:

4)  GDCA [P 5 Bl 45 i e o

3. If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to equipment, network
or other technical failures of GDCA. "Technical Failure" refers to the following circumstances,
including but not limited to:

1) Force majeure

2) Failure due to relevant departments such as electricity, telecommunication and
communication departments

3) Hacker attacks

4)  Equipment or network failure of GDCA
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If GDCA has been compliant with certificate authentication rules defined by national laws and
regulations, but the losses still occur.

9.3. W% BRE Confidentiality of Business Information

9.3.1. #1535 EYEE Scope of Confidential Information

1)
2)

3)

7E GDCA Rt P ULEAR %, LR E BN IR (S R

GDCA 1T J I H 7254 I Sl o 5

FIHO TS AHE, MEHHE, IRHEMNEER, XEE S GDCA LN
REGE, RAREE AN ER AT UAE. RIFRIER, Aa7EA A FMH
KA

oAbt GDCA I RA fRAFIIA NI A AlME BN IRE, BRIZEER, A A6,

In the electronic certification service provided by GDCA, the following information is treated as

confidential information:

1

2)

3)

GDCA subscriber’s digital signature and decryption key

Audit records including local logs, server logs, archive logs information, which is treated by
GDCA as confidential information. These records can only be accessed by security auditors
and business administrators. Unless for law requirements, this information cannot be released
outside of the company

Other individual and company information preserved by GDCA and RA and should be treated
as confidential. Unless for law requirements, this information cannot be released to the public

9.3.2. AEFHEERS B Information Not Within the Scope of Confidential

Information

GDCA K LA M E B NAREE B

H GDCA KATHIUEFAHI CRL HH1E B

H GDCA 3 HF. CPS iH ] (IUEF5 5B )45 &

GDCA ¥FrAl, Rf5 GDCA T 75 fliH], 1E GDCA Mub AJF R AT KIS & o
Hofth: GDCA {5 2 AR5 M B 45k (10 S8 J00RT R 37

GDCA treats the following information as non-confidential information:
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® Information in the certificate and CRL issued by GDCA
® Information in certificate policy supported by GDCA and recognized by CPS

® Information that is permitted by GDCA, only used by GDCA subscribers and published at
the GDCA website

® Others: The confidentiality of GDCA information depends on particular data items and
applications

9.3.3. TR R % FE B K T F Responsibility to Protect Confidential

Information

GDCA 15 %3 59T 9.3.1 il MR 25 B 5T 5 5%

GDCA has the responsibility and obligation to protect the confidential information described in
section 9.3.1.

9.4. MANBEFIRBE Privacy of Personal Information

9.4.1. RaFALR 2 7R Privacy Plan

GDCA B THEFST P/ A FE R B AL B, (I 52 AR 5N A A B R R
HAJERLSE B T, GDCA AT (R4 (1L ™ Mt M 22 e R RRIEN A AR
T

GDCA respects the privacy of the certificate subscriber’'s personal data and guarantees to fully
comply with the relevant national laws and regulations. In the meantime, GDCA requires all
employees strictly comply with security and confidential standards for personal privacy.

9.4.2. Ve N REFL AL K142 B, Information Treated as Private

B T C A RS B BB TRIREAE B Ah, T 3R AR F A AE BoR Al
NFEAAEHE, GDCA 3 LA E BONIEFiT 7 RS AL & B -
® I IARIEE S iU SR S Y
® ISR,
® i) NEAE AT AL
o IISHIRITIKS .
Except for the information already included in the subscriber certificates and the certificate status i

nformation, other basic information provided by the subscribers is deemed private. GDCA defines
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the following information as certificate subscriber’s privacy information:
®  Subscriber’s valid documents nhumber such as ID number

®  Subscriber's telephone number

® Subscriber’s mailing address and living address

®  Subscriber's bank account number

9.4.3. AR A BaFA 45 B Information Not Deemed Private

GDCA & X AFEFHEAR T LU E BAPAIEA T 7 RS B -

The information of certificates subscribers not deemed as private by GDCA include
limited to the following:

o I, BRI,

o I MERI. BAMERTSE.

® i U {E LT E R .

® i IHLTHEAE .

®  Subscriber’s name, organization name

®  Subscriber’s gender, organization nature

®  Subscriber’s postal code of mailing address

®  Subscriber’s email address

9.4.4. {347 B Fh B 57 4F Responsibility to Protect Private Information

but not

GDCA 17 % RE S IRIATT 9.4.2 RLE LS HIEE N AR TTES 5.

GDCA has the responsibility and obligation for proper custody and protection of the certificate

applicant personal privacy described in section 9.4.2.

9.45. FHBERAE RS 5RZE Notice and Consent to Use Private

Information

GDCA Hg R BUE 24 (120 BRORAIUEF T AN NBSAL, JRRERECRT 521 % 2 T BURY
CAFE AN NS B BRARRIEZA SBUR ISR HI PERLE , 2R BNEFT 7 VAT
ZHiI» GDCA fRAIEAATUE T 7 B B ABCFAER A NSRS NS B3R 458

KA =T7 (BFAFEADND.
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GDCA takes appropriate steps to protect the certificate subscriber's personal privacy, and takes
reliable security measures to protect stored personal privacy information. GDCA guarantees not to
provide the certificate subscriber’s personal information, except personal information written in the
certificate, to unrelated third parties (including companies and individuals), without the permission
of certificate subscriber, unless base on provisions of the law or government.

9.4.6. WER AT BRR F 118 B3 ® Disclosure Pursuant to Judicial or

Administrative Process

HATEWLR T 2 GDCA $RULAR N (LA & AR5 B, GDCA et

==

o IISHAEAFEE.

® i NINEE I E R .

® I /%) GDCA Wuki )& et it .

® GDCA Rz LR A N RR AR B

When administrative organization requires GDCA to provide subscriber's information of
corresponding certificates, GDCA needs to provide the following information:

®  Subscriber’s basic information
® Information encrypted by subscriber’s personal encryption key
® GDCA website login information of subscribers

® GDCA will provide related information to law-enforcement officials in accordance with the law
requirements.

9.4.7. Hihfz B#EFIE Other Information Disclosure Circumstances

INAAEASIT 7 25K GDCA SR INT € 2 7 SCHR AR 35 W BRI AT Iy, GDCA U 75
TR FTT 7 2k 44 AE a7 s ik 5545 B IR AL 28 = F Wil %5 A 7]

If certificate subscriber requires GDCA to provide some particular customer support services such
as mailing materials, GDCA needs to send the subscriber's name, mailing address and other
related information to a third-party such as mailing company.

9.5. HIRFEAL Intellectual Property Rights

® GDCA ZA IR AHIEF LA K GDCA $At 1 Fr g B A 1 2 3B 501 K o
® GDCA XMHFIEPBRGHUEEGIEN . LR Flad 7 F 8o
® GDCA H Rk & KR At R4
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9.6.

GDCA M3t - AARHI— Y5 B34 GDCA M7=, K% GDCA fii o, AL RE
BT AT N .

GDCA RATHIEFH CRL ¥4 GDCA SZHLII ™.

XfAME EE B SRE AIRLYE N GDCA W77

FHRE R H 3 o GDCA AR St B 44 (LR AR DND BA G IR AR 45 44
Ui SRR IE TS, 3524 GDCA 7=

GDCA reserves and remains full intellectual property rights for all the certificates and software
offered by GDCA.

GDCA holds ownership, the right of name, the right to share the benefits for certificate system
software.

GDCA has the right to decide to use which software system.

All the information published at GDCA website is GDCA property. Without written permission of
GDCA, others cannot repost them for commercial activities.

Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.
External operation management strategy and specification are GDCA properties.

The distinguished name (hereinafter referred to as DN) used to express the GDCA domain
entity in the directory and the certificate issued to the terminal in the domain entity are the
properties of GDCA.

it 54 AR Representations and Warranties

9.6.1. B FAE RSP HIBRR 5 4% CA Representations and Warranties

GDCA fE Mt HL TN UE IR 55 6 Bl R vp A& T T

B RAAT P IAE P A A GDCA [#1 CPS AT S 5K .

K RRIEFAT FUB AT RN, K TEAR ST P BE S 0 R A e SE Sk
KR4 CPS HYEER A U IE+h o

TELEE U5, K Sz R ) IE 15 B 38 T8 A i 40 2

BIE HR I N SRR E R B R AR (B, AR ERAA TS, R4S T
A3 T PN BB AL B 1P kA (5 A Bl AL s

BEAIE FRIE AR AL TR HIRE K LS HE FARRIRAT 140, DM S & W IE
B UFE b BT 2 1 434S S RO HER 14 CorganizationalUnitName 13 2. 541 );

KB it LYk /NI R “organizationalUnitName” 71 T & M5 S AR IR S
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® ¥ CPS 3.2 M ZERIGIE HI 1 A1 & 1

® i GDCA HiT o KHk, W GDCA 5T /25 R H rT AT I 1T A S8 s
# GDCA 51T P Al — Sk sl SRk, I H1 i AR A T I 263K

® EFXT AT A IAMIUE T A RTIRAS (S B CfF RUEk O @ B4 A R AR (24xT7)
NFFHIE B E

During the process of providing electronic certification service activities, GDCA makes following
commitments:

® Certificates issued to subscribers by GDCA must be in line with all substantive requirements of
this CPS.

® Informs subscribers any known events, which will fundamentally affect the validity and
reliability of the certificate.

® Revokes the certificate acoording to this CPS.

®  After refusing to issue a certificate, GDCA would immediately refund the fee that the applicant
has paid for the certificate.

® Verifies that the applicant either had the right to use, or had control of, the Domain Name(s)
and IP address(es) listed in the certificate’s subject field and subjectAltName extension (or,
only in the case of Domain Names, was delegated such right or control by someone who had
such right to use or control).

® \Verifies that the applicant authorized the issuance of the certificate and that the applicant
representative is authorized to request the certificate on behalf of the applicant.

® Verifies the accuracy of all of the information contained in the certificate (with the exception of
the organizationalUnitName information).

® [Implements a procedure for reducing the likelihood that the information contained in the
certificate’s subject: organizationalUnitName attribute would be misleading.

® Verifies the identity of the applicant according to section 3.2 of this CPS.

® That, if GDCA and subscribers are not affiliated, the subscriber and GDCA are parties to a
legally valid and enforceable subscriber agreement, or, if GDCA and subscribers are the same
entity or are affiliated, the applicant representative acknowledged the terms of use.

® Maintains a 24 x 7 publicly-accessible repository with current information regarding the status
(valid or revoked) of all unexpired certificates.

GDCA AN 53 Pt UE 52 15 7518 24 (3Gl A, 301 AT AR ET P BRI
T DS DRAIEF - Se VR I H

GDCA is not responsible for the assessment of whether a certificate is used within an appropriate
scope. Subscriber and relying party ensure the certificate is used for appropriate purposes based
on the subscriber agreements and relying party agreements.
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9.6.2. PR BRI 538 4R RA Representations and Warranties

3.

GDCA [MEMHUA LS 5 BT IAIEAR 55 2L R A (R Vi G -

RS UETAT P HENNE R 58 £ 755 GDCA K CPS BT A S PEEK

£ GDCA A SEH I, A2 BIOSTEM AL A2 1R 10 SOEH o 5 B S IEH g &
5 EA—E.

MU R 1% CPS IIRILE,  J2if1F) GDCA FEACHil . SR A IR ST i .

During participation in the process of electronic certification services, registration authority of GDCA
makes following commitments:

1.

The registration process provided for subscribers is compliant with all the substantive
requirements of GDCA CPS.

When generating certificates, GDCA does not allow the inconsistencies between certificate
information and certificate applicant information due to mistakes of registration authority.

Registration authority will submit the applications of revocation, update and other services to
GDCA in time according to the provisions of CPS.

9.6.3. 1T P W BRi2 5484+ Subscriber Representations and Warranties

WP — B35 GDCA 2R MIESS, BB uIE GDCAL FEMAHL K ASHIEAS 4T

R FNAE LR A&

O R FI%Z GDCA ) “Hr b Fi g ST 7 FIA CPS BT 43R %44 -
FEUE A RO T8 72 4

VP TE G LE S LA SR A1 15 SR B S, SRR, B R AR AT A
PRALE R VIESE B INERTHE. MREERIEN, AT HRIARE A
B TAT . WA SRR BT AT AT AR LA 58, 81 GDCA i H#24L
(RIUE 3 AR 55 LA o

ST PR AT E AP R RV AT AT IR — IR 4, #RRAT P H M4, JF
HAERATE AN, IEREEXMET GEREAEEH. 88D, IEBMAF T A
B I A o

BRARZAT FORURAER UL ) T PSR B RUE , 3T BRAEA S RN (BRI
) B AL 55

—EREAS, BIEIRIT P R B AR A CPS I TS 46 s AN 451, JE RN R A%
FARLFITT P H Lo

148



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA SM2 %%%iﬁﬂ%%ﬂmu(vl. 0 )]-[&)

® ZPEALIEA:, N ZK B UWE ST IR ORREXR AL, 8 AT
G, RECE BRI TP R BT IEFRA BB 2K . R . BBt s R S U

® AHHELMEMKEH GDCA A7t A B A BB TH 5%, B {EAPR T 50
TR (A2 SORTALE 5 I 55 AT 0 AT i =5

® EAS{EAS CPS A HLE it F Vi Bl N AR A, FURAIE S T2 i BB B A i 10
I H .

® CRHzA. SEMAMIKPT ILIE BB M A R A

® T SSLITLS -3, T A STEAN LS5 DRI R AR IEAS A 81 1 (1 3 AU 44 068 I8 14 i 55
e AR EAIES

® AU AZAEFIIT T, A RBLL RO, NAZRIE GDCA HHSHHIES: 1
IEAS T IS BN B BOVRT IR BANERR S 2 2) IEH T 5 2A9H R HR
iR 3) AILdaR Y, 2B UL 128 nl BeAUAs .

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the
following commitments to GDCA, registration authority and related parties who trust the certificate:

® Acknowledged and accepted all the terms and conditions of GDCA "certificate application
responsibility" and CPS.

® The subscriber uses digital signatures if the certificate is valid.

® All information that subscriber provides to registration authority during certificate
application process must be true, complete and accurate. The subscriber is willing to take
legal responsibility for any false or forged information.

® |f there is an agent, then both the subscriber and agent take jointly responsibility. The
subscriber is responsible for notifying GDCA and its authorized certification services
agencies any false statements and omissions made by the agent.

® Each signature is generated using the private key corresponding to the public key
included in certificate by subscribers themselves. The certificates shall be valid at the
moment of signing, i.e. certificate is not revoked or expired. The private key for the
certificate is accessed and used by the subscriber itself.

® Subscribers ensure that they don't engage in business performed by the issuing agency
(or similar institutions) unless they sign written agreements with the issuing agency on
such matters.

® Once the certificate is accepted, subscribers are considered as knowing and accepting all
the terms and conditions in the CPS as well as corresponding subscriber agreements.

® Once the certificate is accepted, the subscriber should assume the following
responsibilities: always maintain control of their private keys; use trustworthy systems;
and take reasonable precautions to prevent the loss, disclosure, alteration, or
unauthorized usage of the private keys.
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® Prohibited for rejecting any statements, changes, updates and upgrades published by
GDCA, including but not limited to modification of strategies and standards as well as
additions and deletions of certificate services.

® The subscriber only uses certificate for the authorized or other lawful purpose within the
range specified by this CPS.

® The subscriber use secure and reasonable measures to prevent the private key from loss,
disclosure, alteration and other events.

® For the SSL/TLS certificates, the subscribers undertake an obligation and warranty to
install the certificates only on servers that are accessible at the subjectAltName(s) listed in
the certificates.

® Subscribers of CodeSigning certificates shall promptly request the revocation of their
certificates by GDCA in case of the following situations: 1) any information in the certificate
is or becomes incorrect or inaccurate; 2) there is any misuse or compromise of the
subscriber’s private key associated with the public key included in the certificate; 3) there
is evidence that such CodeSigning certificates are used to sign suspicious codes.

9.6.4. AR5 I FRd 5 4R Representations and Warranties of Relying

Party

BSFAR CPS [IFTAT MLE o

B AIE S 7E R 7 19 90 LA SR ASE PR IE 45

TEASHET AT, SHIE B RS AT R T IRE .

TEAEHIE TS AT, J8Id ) CRL X OCSP #fiAE 152 75 # i -

— Bl F iR AR N 7 A ER A MK, U B R4 GDCA
ORI IBEATHME, I HARHR R 3% B B 5 St A R4k

RIFHELATAT R GDCA ARk R B A8 BB FH%%, AR E AR T s
T P AE AR ~F5 R 25 PO R I R Ak 55

Abide by all provisions of this CPS.

Ensure that the certificate is used in prescribed scope and duration.

Verify certificate’s trust chain before trust the certificate.

Before trust a certificate, verify whether the certificate is revoked or not through querying CRL
or OCSP.

The relying party is willing to compensate GDCA for the losses and accept liabilities for any
loss of self or others, due to negligence or other reasons violating the terms of a reasonable
inspection.

Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
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including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

9.6.5. Hih25& kiR S5 Representations and Warranties of Other

Participants

GDCA MF i TSI Hofh 2 5 8 4 i dn R K -
A7 A CPS (BT A LE -

Other participants engaged in GDCA electronic certification activities make the following
commitments:

Abide by all provisions of this CPS.

9.7. {55 Disclaimers of Warranties

BRA CPS9.6.1 I ARA/K# 41, GDCA A& HH HABAE AT 2 R ARIE AN 3552

AEIERT P 5807 S5 8 MR 2.

ASKF HL DA AE I Bl A8 P R AT o] 000 A8 AR

ASKHIE P R H 6 LA L AR AT AT B4 T

S TATIHU, W4 AR 9 35 853 B 55 P o e b B i) 2 7 450

.

® i)l A CPS9.6.3 KRS, BUKMITIERA CPS9.6.4 X AKMRS, 155K
GDCA 2 51T

Except for the commitments declared in CPS Section 9.6.1, GDCA does not assume any other
forms of guarantee and obligation:

® Do not guarantee the statements of certificate subscribers, relying party and other.
® Do not guarantee any software used in electronic certification activities.
® Do not assume any liability when certificate is used beyond the prescribed purposes.

® Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc.

® When subscriber violates the commitments defined in CPS Section 9.6.3, or relying party
violates the commitments defined in CPS Section 9.6.4, GDCA can exempt from liability.
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9.8. APFRIAE Limitations of Liability

EASIT S KHT A GDCA FRAE R HL T IAIE AR 55 I ZF R FE SE 32 ik, GDCA
KRNI A CPS9.9 #ILE (KA PRI £ 51 4F

If the certificate subscriber and the relying party specialized in civil activities suffered losses due to
electronic certification services provided by GDCA, GDCA will assume limited compensation liability
no more than the amount stipulated in the CPS Section 9.9.

0.9. JE££ Indemnities
9.9.1. GDCA K235 4F Indemnification by GDCA

U1 GDCA /% T4 CPS9.6.1 H BRIk, UEP T/ k#7555 k] LLH1E GDCA
ARG DT (8 BLE TR . WL NS, GDCA A&IHA BRI 2 5T/
1. GDCA KIEBHIRIIZ KRG F UM =T, SECT " 8UKE T 8 5245 1
2. TEIPRANAE REBRNER . BTSN, GDCA K IE H L T 4R 15 B,

EOT P BT AR
3. fE GDCA BAIT F 422 A5 Rk BORMETE MR B AR A oL, (BT8R 11T 1 2 R AES,

TPEIT I8 AR
4. T GDCA 5 K FECE BB i, Mk, SEOAT B0 E 28k
HOF

5. GDCA ARAe SR UE TS, S EURBUT B2 10 KA .

If GDCA violates statements in CPS Section 9.6.1, certificate subscribers, relying parties and other
entities can request GDCA assume compensation liabilities (except for statutory and contractual
exemptions). If the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates
with error information and the error leads to losses of the subscriber or relying party.

3. After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

4. If the private key of the certificate is deciphered, stolen or disclosed due to GDCA, which leads
to the subscriber or relying party suffering losses.

5. GDCAfails to revoke certificates in time, which leads to relying party suffering losses.
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GDCA Fi 3 A2 XS5 AE T A CPS 9.2.1, IXFhE {2 PR Al Al GDCA MR 1%
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In addition, GDCA’'s compensation limitations are as follow:

1.

All the compensation obligation of GDCA shall not exceed the insurance coverage stipulated in
section 9.2.1.The maximum amount of compensation can be reset by GDCA based on
different situations. GDCA will notify related parties immediately after the reset.

For the losses caused by subscribers or relying party, GDCA does not assume responsibilities.
Subscribers or relying themselves should assume their own responsibilities.

GDCA assumes the liability for damages only when the certificate is valid.

9.9.2. TP RIEALFRAE Indemnification by Subscribers

© o N o O

WA RS M 3 50 GDCA BRI B 2k, 117 B AR H I 4 DA -

WP HREEMHER, DI, SR BERMEA TR, 35 GDCA JH
BERUFIEAS AR S5 U Bl 28 = 1 52 451 3

WP RO s T RIS B AV . 8%, BUANAAE it . 18RI BOA A0
GDCA JHIZBUMIEA ARSI, ARAS LA N A i i GDCA L AR AL 1

PR SHUIR L 5 =7 245
WPERRER AT, AERA CPS KA REAEMIE, B IEHH A4 CPS
FLSE ARl 55 V0

UEAS T 7 B HE AT B B TE S (1 SEAAR SR R AR 15 3K 5 » 21 GDCA Rz EA5 4
BAE BT URATHIYIA], A2 LT AR 5, B BAT S 5 I 7 2R 2
gy, iR GDCA A CPS WMIVEREAT 1A KRBRAE, A AZIEAS T b Ji 7K 4H
I $ 35 W A2 5T A5

AL BB EE BA R AR B AMER;

UEAS A5 2 R AR AR SEAH R A5 1A IR 5 9 K i 0 GDCA MK 5 5
BAMNAPERIE R, SBRAZ R E . I Mk
FEAFENFAH R A ARG, A% LB A AIE A5 I S il & GDCA MK «
RS B EAE HIAE
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10.
11.

W AEHAE BAZIE 75 =T ARR AL
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If the following situations cause losses to GDCA or relying party, subscribers shall assume the

compensation liability:

1.

10.

11.

GDCA and its authorized service agencies or third-party suffer losses due to unreal
information, such as deliberate, negligent or malicious provision of unreal information, by
applicants when applying for certificates.

GDCA and its authorized service agencies or third-party suffer losses due to disclosure and
loss of private keys deliberately and by mistake; due to not informing GDCA and its authorized
service agencies or third-party of the leakage and loss of private keys with knowing the facts;
and due to handing keys to others inappropriately.

Subscribers violate the CPS and related operation practices when using certificates as well as
using the certificates activities outside of the CPS.

If the certificate is used for illegal transactions or causes disputes during the period from
revocation requests submitted by the subscribers or other entities authorized by GDCA to this
information of certificate revocation published by GDCA, if GDCA operates in accordance with
the requirements of the CPS, subscribers must assume any responsibility of losses according
to this CPS.

Unreal, incomplete or inaccurate information provided by subscribers.

Subscribers continue to use the certificates and do not notify GDCA and relying parties
promptly when information in the certificates is changed.

The private key is compromised, damaged, stolen, disclosed, and etc. due to not taking
effective protection measures.

Subscribers continue to use the certificate and do not notify GDCA and relying parties
promptly when they are made aware that private keys are lost or at the risk of being
compromised.

The certificate has expired but is still in use.

The subscriber’s certificate information infringes upon the intellectual property rights of a
third-party.

Using certificates beyond specified scope, such as the use of certificates for illegal and
criminal activities.

9.9.3. AT LT 4E Indemnification by Relying Parties

1.
2.

WA R IR TE M S 2 GDCA BT I 230, M 5 N 24 A H I A2 5 AT«
WA JBAT GDCA 5KH 7 BIPMSAIA CPS FHRILRE I L 55
REEMKIEA CPS VG T A H 1%, T3 GDCA K HFZRHIE RS H I EEE =
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If the following circumstances lead to the losses of GDCA or subscribers, relying party shall be
assumed compensation responsibility:

1. Obligations defined in the CPS and agreements between GDCA and relying parties are not
fulfilled.

2. GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate
reviews against this CPS.

3. Trust certificates in unreasonable circumstances. For example, relying party still trusts the
certificate with knowing that the certificate usage is beyond its scope or period or the certificate
has or may have been stolen.

4. Relying party does not verify trust chains of the certificates.

5. Relying party does not check whether a certificate is revoked through querying CRL or OCSP.

9.10. HXHR 5% IE Term and Termination

9.10.1. AR Term

A CPS 75 kA HEAZER IE AR, B —RRAK CPS IR Je%%; A CPS 78 F —hAs
CPS 4%z F BifE GDCA % 11 i F-iAIF AR 55 5 2 25

This CPS will enter into force at 12 o’clock midnight of the release date, and the last version CPS
will become invalid. This CPS will become invalid when the next version CPS enters into force or
the electronic certification services of GDCA are terminated.

9.10.2.  #IE Termination

7E GDCA & 1L H FAEAR S, 48 CPS & 1k,

When GDCA terminates electronic certification services, this CPS is terminated.

0.10.3. FAHHLIES/58 Effect of Termination and Survival

A CPS #ubf5, HAJK RIS 21k, CPS Wi B KA AL, EXf£& 12
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After the termination of this CPS, its effect will terminate at the same time. The contents in CPS will
be considered as invalid. However, for the legal facts occurred before the date of termination, the
regulation and the exemption of responsibilities defined in CPS for all parties are still applicable.

211. S 5FHKN A HESE W IHE Individual Notices and

Communications with Participants

A CPS #1bJ5, GDCA Hf st SCR R A AT SR FWUE A 2 5 AN U L IS 3 (1
HHRIAFEN.

After the termination of this CPS, GDCA will notify all related parties who have participated in GDCA
electronic certification activities about related matters on document expiration.

9.12. f&iT Amendments
9.12.1.  MEiTHEFRF Procedures for Amendment

% GDCA 4RI ZE I #AL, CPS 9’5 /NHGFZE/DH & — A CPS, #ifrH:
By B SRR AR 50T 1 R AR G E BRbrt, FF& CP MZER, & ENS
TR 1) S b i 22

A CPS HMEEUIEERT, 1 CPS w5 /NMARR BT, 4 GDCA %2 HRIRE A4
HHESS, H CPS S5 /INA M BT LUELT, 1B1T )51 CPS £3d GDCA %24 SR IE 2 A x4tk
5 IE 0 AR AT o

As authorized by GDCA Security Policy Committee, CPS composition team reviews this CPS at
least once a year to ensure that the CPS meets the requirements of national laws and regulations
and administration department as well as relevant international standards; to ensure it meets the
requirements of CP and actual needs of certification business operations.

Revisions and updates of this CPS should be initiated by the CPS composition team and approved
by GDCA Security Policy Committee. The revised CPS shall be officially released after being
approved by GDCA Security Policy Committee.

9.12.2. EXM.HFHIPR Notification Mechanism and Periods

BTG CPS it Jo ks 37 BN /E GDCA F 3k www.gdca.com.cn kA, Xt
FUES TR E 0 B GE N TE L, GDCA K71 A BB 8] Pyl A S
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After approval of the revised CPS, it will be posted on GDCA official website www.gdca.com.cn
immediately. For the modification notified by email, mail, media and other ways, GDCA shall notify
the relevant parties in reasonable time, which ensures that the relevant parties have minimum
implications.

0.12.3. I ABEHILZ N BT Circumstances under which CPS Must be

Changed

GDCA A4 A% CPS BEATIE LA T 14 : CPS HhAH ok A & 5 B R IR AN — 2L,
1] ¢ M B 1T A LG UIE MY 5547 WY £ B 5 s B R 4

The situations that GDCA must modify this CPS include: discrepancies between CPS and
governing laws, clear requirements of changes or adjustments for GDCA certification services
initiated by national regulatory departments.

9.13. 44b# Dispute Resolution Provisions

GDCA. EFTT F ARH 7 25 SARTE H-FINIEVE B b = AR 4 T 42 LR AP B o
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H1 GDCA AHIGHERI ] 15145 FiE AN WM ;

E R, P A R TR T E ks

fFAT 5 GDCA BRI HiA CPS T I AT 4 S VR VAT, %2 GDCA LF
EM T RN BT B i A

= wo e

If GDCA, certificate subscribers, relying parties and other entities have disputes in the electronic
certification activities, following steps can be taken for resolution:

1. Confirm the party to be held responsible according to this CPS;
2. GDCA's related departments are responsible for coordinating with the applicants;
3. If coordination fails, these parties should reach out to the legal authorities;

4. Prosecutions against GDCA or its authorized agencies over any disputes arising from this CPS
should be governed by the people's court in the place where GDCA is registered.

0.14. E¥EHESE Governing Law
GDCA ] CPS Z[EZX Cifii iy (b NRILAIE 72544950 A R IIEMRSS
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The CPS of GDCA is governed by the law of “Electronic Signatures Laws of People’s Republic of
China” and the regulation of “Measures for the Administration of Electronic Certification Services”
promulgated by the country.

90.15. H5ERERKFE1: Compliance with Applicable Law

T GDCA HIUEFS T F K 7 5 SRR ATl Jm 3 DA W AR ArT 4b 455 GDCA 1IE+S,
A CPS AT MRBEAIRE P A R 2538 o A N ISR E 19756 . (TS5 GDCA Bi#%
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Regardless of the place of residence for the subscribers, relying parties and other entities or place
of use of the GDCA certificates, the execution, explanation and procedure should be compliant with
laws of the People’s Republic of China. Any disputes involved by GDCA and its RA in relation to this
CPS should also be compliant with laws of the People’s Republic of China.

0.16. —f&% X Miscellaneous Provisions
9.16.1.  SEEEWHY Entire Agreement

GDCA [ CPS e B R S5 M G l: bl Hx. TAANE 3 #65r. KTXHZ
MERAFEEERIBEIONE, 2B P Sl PO ERE GDCA MMk
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Complete document structure of GDCA CPS includes 3 parts: titles, table of contents and main
contents. Modified alternative content of the table of contents and the main contents will completely
replace all previous parts. The previous parts would be placed at the GDCA web site for browsing.

9.16.2.  Hil Assignment

GDCA i, MRYEA CPS iR AL SRS Iy RIBURIAN 55, %07 8 Nl i%
HEVE R SR E REAT BRI RN 55 B Lk o B LEAT D R AR I AR MR B 1L T 0] 53— T
AT 5155 K BRI BT o

GDCA represents that, according to the rights and obligations of certification entity parties detailed
in this CPS, all parties can transfer the possession of rights and obligations in accordance with the
relevant provisions of the law. The occurrence of the above transfer behavior does not affect the
change of any debt and liability among the transferors.
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9.16.3. 43| Severability

UNIRA CPS AR 255K B S BT 55 GDCA FITE B 5 IX IRVEA 7 A i SR 1 4 )
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In case any clause or provision of this CPS is held to be unenforceable or invalid due to any
conflicts with the laws of any jurisdiction in which GDCA operates, GDCA may modify any
conflicting clause or provision to the minimum extent necessary to make them continue to be valid,
and other clauses and provisions will remain valid without being affected. GDCA will disclose the
modified contents in this section.

9.16.4. BRI AT Enforcement

GDCA i, FHEAIT )™ KAT 5L AR AT GDCA (1) CPS FH R TALE , A
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GDCA declares that, if the subscribers or relying parties did not execute any items within this CPS,
it shall not be considered that they will not be executed in the future.

9.16.5.  AH[HLJ] Force Majeure

GDCA X PRI e KU MR AHA R S S A T 5t /1 A inig A CPS
MUE B RTHUEME S SERBCIEBAT 7151

GDCA do not assume responsibilities for losses incurred by the violation, delay or inability to
perform the CPS regulations due to the force majeure events like wars, epidemics, fires,
earthquakes and other natural disasters.

9.17. HAhZ&EKk Other Provisions

GDCA i 4 CPS ELAF S &Rkl

GDCA has final interpretation rights to this CPS.
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Appendix: GDCA CPS Revision Records

1.0 il B MIUR R A 2020 4 12 H 22 H | Z4e ks R R4

1.0 Creation of the initial document. December 22, 2020 | Security Policy Committee

160



