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1. 3] & Introduction

1.1. MR Overview

1.1.1. A F]fEi 4 Company Profile

Beae AR I 47 R A 7] (Global Digital Cybersecurity Authority Co., Ltd.), fij#k GDCA
BB JEN T RECTHE R VR DA R AR 7, AL T 2003 4 3 H 6 H. 2005
9 H, GDCA fkikilid 1 B %A% # 5 Al 5 B 55 Brs s stk g, s EEit
I\NF A (MRS ATIEY (FATIES : ECP44010215007) ML FAEMRSHIIMZ —;
2008 4 12 H, 345 E ZCE 0D BRI AUA K (R P S i B VFaTIE): 2011 4F 4 H, dlid
T E GG R B AR5 RE VPG, 3RS (RS s UAE RS HLAD) (4
T A021) BEt&. 2013 4, XFHTUGEARS RE#EAT SM2 FETT4, IRl | E RS
HRAL M2 . 2015 4-4], GDCA @i T WebTrust Er 24w i AiE, & TH
BrbrdEAL e B B RS /K, AT AR HE ARG B AR S o IE R 55 % J 75 22
2016 4E 5 H, “T ARBFUE B IAEH O AT IR A w7 5544 0 “ B AR AT IR AR 7. 2017
8 7 11 H, GDCA JFIRTERT MRS 5, BERTIMR: B, IEEAS: 871932,

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as GDCA, or “%¥{ZzH}{%") with the former
name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003. In September
2005, GDCA passed the security review by the State Cryptography Administration (abbreviated as SCA)
and the former Ministry of Information Industry by law, as one of the first eight electronic authentication
authorities with "Electronic Authentication Service License" (license number: ECP44010215007) in China.
In December 2008, GDCA obtained the "Commercial Cryptography Products Sales License" issued by
SCA. GDCA passed through the assessment of E-government and Electronic Authentication Service
Ability by SCA with the qualification certificate of "E-government and Electronic Authentication Service
Authority” (number: A021) in April 2011. In 2013, GDCA upgraded electronic authentication service system
for SM2 algorithm and passed through the security review by SCA. In 2015, GDCA passed the assurance
review for Certification Authority by WebTrust with the international level of operation management and
service to provide digital certification service globally. For business development, GDCA changed its name
from "Guangdong Digital Certificate Authority CO., LTD." to "Global Digital Cybersecurity Authority CO.,
LTD." in May, 2016. On 11 August 2017, GDCA was admitted to the National Equities Exchange and
Quotations (NEEQ) of China, with a stock abbreviation of “#{z#}{%” and stock code “871932” .

GDCA 45, J “J REFIEFNIETOHRAF” KI5, fids. BafmaE s
Sl BRI AR A IR A" &Gk fEEAHTE GDCA LA “J REFHE I IEF L
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AIRATF” ZZATE R PN R H T AR OA R AR 24 R
AAHI) LS5 w “ B AR BB i A R A= &k

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO., LTD."
were inherited by GDCA. Meanwhile, and all the rights and obligations of the contracts and agreements
signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

Bea W ARRSF “BUE. 5. Tk QU7 ko e, BT “EERER 7 K4
A, BTN “ RS EAEIR S 77

GDCA upholds the corporate values of“Authority, Credibility, Professionalism, and Innovation”, fulfils the
corporate mission of “Trust Connects Parties from all over the World”, and is committed to becoming a
“first-class online trust service provider”.

1.1.2. SM2 iEFHEHE SM2 Certificate Policy (CP)

KSR GDCA IIE- T3 (SM2 CP), J& GDCA HUrilE 1 IR 45 i sns /5 8, 3& T
FiTH B GDCA %R MBI MU IET KRS H F k. it &k, BH. A, 5.
SRS IE T3 AR 5% AT A5 AR 25 s Mk 55« TR AT R 1 BERRANTE . X 8 R R T AR
GDCA i iiF TR 55 1) 22 A Ve R 5 B vk, 75— #2427 GDCA Y Bl 4 — B0& A 1 B — R 4E,
DR 7E R4S GDCA 2K A REWS SR AE RIFE RS (AR . 4% CP 34 /& GDCA F1%-% 577 Z Al
PPN, GDCA M2 575 Z IR BUM LS5 MR EEAATT 2 17125 28 1 % 2R B0 UK B o

This document describes the Certificate Policy (SM2 CP) of GDCA and explains the policy statement for
GDCA digital certificate service. It applies to all digital certificates issued and managed by GDCA and their
related participants. The CP sets forth business, legal and technical requirements and specifications for
certificate approval, issuance, management, usage, renewal, revocation and related trusted services.
These requirements and specifications protects the security and integrity of GDCA digital certificate
services and includes a comprehensive set of consistently applicable single rule sets in the GDCA scope.
Therefore it provides the same extent of trust guarantee throughout the GDCA architecture. The CP is not
a legal agreement between GDCA and all participants; contractual rights and obligations between GDCA
and participants are established by other means of agreements with such participants.

A% CP i /2 CHLIRR X.509 24 T 2 g 2 At Bt ik 5 SR A 50k 55 HE 22 ) CInternet X.509
Public Key Infrastructure Certificate Policy and Certification Practices Framework), I H5 B EXX]
PR« TR TAE TA/E4L” (Internet Engineering Task Force) il %€ ) RFC3647 Frifk (K 4h
PRI R ER, [FIREH 2 (GB 26855-2011-T 15 & % A HAR A FASE A B IE 15 Heng 5 A E
AV 55 A HIHESR) HOSEH AT A A EOK, JFARYE b B A2 AT GDCA g & ZORIEATIE 21
The CP complies with the structure and content requirements of both Internet X.509 Public Key

Infrastructure Certificate Policy and Certification Practices Framework, also called RFC3647 defined by
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The Internet Engineering Task Force, and GB 26855-2011-T Information Security Technology Public Key
Infrastructure Certificate Policies and Certification Practice Statement Framework. It would also make
appropriate changes in accordance with Chinese laws and regulations together with operational
requirements of GDCA.

GDCA 1EN—AMEFRFE IR (CA), TEA CP LM FABARIE A CAE, ZRIT
FOES . ZEFARRZEEFIR FVC R, AE TR AN RILT P a] DU R R 47 I 4535 s 22
LR R W4 SO BORNIESAEIRN . R IKIBA CP ot
FHRAT (0 LG ER, thE R EBEE—IKE. GDCA [ SM2 HLFAEL S HIN (CPS) 4
A CP ML, TEAHIEIR T GDCA 1EA L FIATEMR S AR BRI dn el SR AEIESS LA
MR EE . BRVE RIS . BT GDCA IETMITT /7 AR T WS IEA CP K A% CPS
IREE, P SHIE R RS AT

As a Certification Authority (CA), GDCA generates root and intermediate certificates, and issues
certificates to subscribers under CP restrictions. Based on different types and application scope, digital
certificates may be used by subscribers to process SSL, CodeSigning, e-mail signing, document signing,
identity authentication, and other different applications. Relying party could decide whether to trust a
certificate in accordance with the requirements of the relying party’s obligations in this CP. GDCA SM2
Certification Practice Statement (CPS) accept the discipline of CP, elaborates the definition of GDCA
digital certificates and the methods to provide these certificates as well as the corresponding managerial,
operational and security measures. All certificate subscribers and relying parties under GDCA must refer to
to the provisions of the CP and its relevant CPS to determine the usage and reliability of the certificates.

1.1.3. GDCA Z2#y GDCA Architecture

7% CP /& GDCA fi =i )5S, GDCA RJUEFARSSHLI (CAD %I CP fil € CPS, RA 1%
HEAS CP JeAHIG CPS HEATIUE TIARSS HE %0, 1T ARy S A AR G SR iz B AR CP A A
K CPS YL X EFRIME . FAEIFEATAH R LS5 GDCA & T CA. 114 CA, #HH
FKIEMHUY . ey 5532 B, IXLESEARHASE GDCA IAIER R WA Z I IR ST 244
The CP is the highest strategy throughout the GDCA architecture. Certification authority (CA) under GDCA
formulates CPS in accordance with CP. Registration Authority (RA) authenticates certification requests
according to this CP and its related CPS. Subscribers, relying parties along with other correlative entities
determine their rights for using and trusting the certificates as well as perform corresponding obligations on
the basis of the CP and its related CPS. GDCA has established services entities at different levels,

including root CA, subordinate CA, related RA, registration authority terminals and business acceptance
points.
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1.1.4. GDCA iE+ Rk ZE#] Hierarchical Architecture of GDCA Certificates

1) ROOTCA (SM2)

ROOTCA(SM2)

A 4

Guangdong Certificate Authority (GDCA
TrustAUTH E1 CA)

l A A 4 A

EV SSL OV SSL IV SSL DV SSL
Certificate Certificate Certificate Certificate

ROOTCA it (SM2) & [H Z %08 #U R AGIE, #9505y SM2, IREHKE N
256-bit, T i% Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) i, K EN
256-bit, R EIFN SM2, FEHKEE N 256-bit ) SSL iE+5. Guangdong Certificate Authority

(GDCA TrustAUTH E1 CA) IEF%5 K (1 HAM S 3] A UE F5AH G UE T SRM& 1 WL (B AARHE
A A5 R 2N W5 5K ME ) Chttps://www.gdca.com.cn/cp/cp)

ROOTCA (SM2) certificate is a root certificate of SCA using SM2 algorithm with root key length of 256-bit.
There is a Guangdong Certificate Authority (GDCA TrustAUTH E1 CA SM2) certificate with key length of
256-bit under this root CA, used for issuing SSL certificates with SM2 algorithm. For the certificate policy of
other types of certificates issued by Guangdong Certificate Authority (GDCA TrustAUTH E1 CA SM2),
please refer to <Global Digital Cybersecurity Authority CO., LTD. Certificate Policy>
(https://www.gdca.com.cn/cp/cp).

GDCA 1] SM2 iE i3 H1 ROOTCA (SM2) R[] Guangdong Certificate Authority (GDCA
TrustAUTH E1 CA) %% .

All of the SM2 certificates from GDCA are issued by Guangdong Certificate Authority (GDCA TrustAUTH
E1 CA).

ROOTCAE+ (SM2) ¥+ 2042 47 H 7 HEIHA.

ROOTCA (SM2) will expire on July 7, 2042.
Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) iEF47E 2034 46 A 21 H

2, 2030 1 H 1 Hile, BAFEHZ CAUERZE K SSLET.
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Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) certificate will expire on June 21, 2034. From
January 1, 2030, GDCA will no longer use it to issue SSL certificates.

2) GDCAGM SM2 ROOT

GDCA GM SM2 ROOT
I

GDCA EV SSL GDCA OV SSL GDCA SSL Cogl:giixgi\i(ng Co deGS’;chning Tin?:)sct:mp GDCA DocSign GDCA Generic
SM2 CA SM2 CA SM2 CA 2 CA SH2 CA M2 CA SM2 CA SM2 CA
EV SSL OV SSL IV SSL DV SSL Co deSEiV in CodeSigning 0V TimeStamp 0V Doc IV Doc Entity

Certificate Certificate Certificate || Certificate Certifilatz Certificate Certificate Certificate Certificate Certificate

GDCA GM SM2 ROOT iE #3508 SM2, fREHKE N 256-bit, Tk 8 2K
CAiEY:, Hr: (1) GDCAEV SSLSM2 CA, ZHKJE N 256-bit, 25K ZEHK A 256-bit
ft1 EV SSL R 45 #%2K1EH; (2) GDCAOV SSL SM2 CA, ZHK A 256-bit, 2k BHKE
A 256-bit ] OV SSLilFHi; (3) GDCASSL SM2 CAiF-, 81K ¥ A 256-bit, %Kk HHIK
&/ 256-bit (1] IV SSL 1 DV SSL g %5 #8521k 15; (4) GDCA EV CodeSigning SM2 CA, %%
K 256-bit, 25k %A 256-bit (1) EV fRAL2E 4 2K0E15; (5) GDCA CodeSigning SM2
CA, PR N 256-bit, 25K HHKE N 256-bit [KCIE25 42 35IE+H; (6) GDCA TimeStamp
SM2 CA iE$5, %K FE N 256-bit, 28 & 2 HHK BE N 256-bit 1 [AJEKIE 15 (7)GDCA DocSign
SM2 CAEH:, KN 256-bit, 2K & KA 256-bit AR AN A SCRYZE A E 35

(8) GDCA Generic SM2 CA, 4K A 256-bit, %k #HHKE N 256-bit () E-mail if 15+
BEAETS.

GDCA GM SM2 ROOT 1iE-344 T+ 2045 4F 11 H 20 H ZI].

GDCAEV SSL SM2 CA i 56T 2035 4F 11 A 23 HEH, 203241 A 1 Hil2, KAH
i FH 1% CAIERZRAT FIE .

GDCA OV SSL SM2 CA i 156F 2035 4= 11 H 23 HE#A, 203241 A 1 HilZ, A FH
i FH 1% CAIER R AT FHE .

GDCA SSL SM2 CA i34 T 2035 4F 11 H 23 HEIH, 2032 /£ 1 A 1 Hile, HAFH
% CA R R k.

GDCA EV CodeSigning SM2 CA il -2 T 2035 4F 11 A 23 H#3,2032 4E 1 A 1 Hitz,
K AR Z CAEBZERIT FES .

GDCA CodeSigning SM2 CA IE 3%+ 2035 4= 11 A 23 HEMH, 203241 A 1 Hilg, ¥
RNEAEFZ CA IEBZ&RIT FE1.
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GDCA TimeStamp SM2 CA iE+3%T 2035 4F 11 H 23 HEIH#, 2032 4 1 H 1 HiZ, A
FHEHZ CA IERZRAT FHEFS .

GDCA DocSign SM2 CA IE+#+ 2035 4= 11 A 23 HEH, 2032 41 A 1 Hild, HAH
1% CAE-BRE KT FEH

GDCA Generic SM2 CA iE5¥ T 2035 4F 11 A 23 HEH, 203241 H 1 Hilg, HAH
1% CAUEFHE KT FHESS
GDCA GM SM2 ROOT certificate use SM2 algorithm with root key length of 256-bit. There are eight
subordinate CAs under this root CA, including: (1) GDCA EV SSL SM2 CA with key length of 256-bit, used
for issuing 256-bit EV SSL Server Certificates. (2) GDCA OV SSL SM2 CA with key length of 256-bit, used
for issuing 256-bit OV SSL certificates. (3) GDCA SSL SM2 CA with key length of 256-bit, used for issuing
256-bit IV SSL and DV Server Certificates. (4) GDCA EV CodeSigning SM2 CA with key length of 256-bit,
used for issuing 256-bit EV CodeSigning Certificates. (5) GDCA CodeSigning SM2 CA with key length of
256-bit, used for issuing 256-bit CodeSigning Certificates. (6) GDCA TimeStamp SM2 CA with key length
of 256-bit, used for issuing 256-bit Timestamp Certificates. (7) GDCA DocSign SM2 CA with key length of

256-bit, used for issuing 256-bit Organization and Individual Document Signing Certificates. (8) GDCA
Generic SM2 CA with key length of 256-bit, used for issuing 256-bit Email and Equipment Certificates.

GDCA GM SM2 ROQOT certificate will expire on November 20, 2045.

GDCAEV SSL SM2 CA certificate will expire on November 23, 2035. From January 1, 2032, GDCA will no
longer use it to issue subscriber certificates.

GDCA OV SSL SM2 CA certificate will expire on November 23, 2035. From January 1, 2032, GDCA will no
longer use it to issue subscriber certificates.

GDCA SSL SM2 CA certificate will expire on November 23, 2035. From January 1, 2032, GDCA will no
longer use it to issue subscriber certificates.

GDCA EV CodeSigning SM2 CA certificate will expire on November 23, 2035. From January 1, 2032,
GDCA will no longer use it to issue subscriber certificates.

GDCA CodeSigning SM2 CA certificate will expire on November 23, 2035. From January 1, 2032, GDCA
will no longer use it to issue subscriber certificates.

GDCA TimeStamp SM2 CA certificate will expire on November 23, 2035. From January 1, 2032, GDCA will
no longer use it to issue subscriber certificates.

GDCA DocSign SM2 CA certificate will expire on November 23, 2035. From January 1, 2032, GDCA will no
longer use it to issue subscriber certificates.

GDCA Generic SM2 CA certificate will expire on November 23, 2035. From January 1, 2032, GDCA will no
longer use it to issue subscriber certificates.

s 1IETF PKIX RFC 3647 CP/CPS HEZE, A CP 3L/ NILANETT, s GDCA E 15k %%
B Je 02 Al 4 i, b 55 R0 2 AR - AR B RFC3647 IR RN Sobg =, HATHE “A
EH” MR EONZETTAEH
Pursuant to the IETF PKIX RFC 3647 CP/CPS framework, this CP is divided into nine parts that cover the
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security controls and practices and procedures for GDCA's certificate services. To preserve the outline
specified by RFC 3647, section headings that do not apply are accompanied with the statement “Not
applicable”.

1.2. XKL FRE5FRIE Document Name and Identification

ASREFRAE (BRI A TR A 7] SM2 1P 5Erg ) (iR “¢GDCA SM2 CP)”.
“KCP”"o HRAMRA CPFMEITEREESHEMF. A CP A BRI 15 IIE 15 S w1 43 Fic
—/NE— R RARRRF, BART S IR CP 2 1.4.1 715,

This document is called "Global Digital Cybersecurity Authority CO., LTD. SM2 Certificate Policy"
(abbreviated as “GDCA SM2 CP” or “This CP”). Please refer to Appendix for detailed revisions of this
version. This CP specifies a unique object identifier for Certificate Policy of each kind of certificates (see
CP section1.4.1 for details).

A CP L g R kA, A5 e SRR 5 H SORRAS AT AT 8 S, MR SChieAs
‘{ﬁ o
This document is the Chinese-English bilingual edition of GDCA CP. In case any inconsistency or conflict
between the Chinese and English versions, the Chinese version shall prevail for all purposes.

1.3. PKIZ25# PKI Participants

1.3.1. B FIAERE MM Certification Authorities

T IMIERRSS ML (Certification Authority, &% CA) ZMUKUE 1I5E/A. GDCA 2R
i (e NRILHE 725D (R IMEARS B BINE) HlE, WEWSLImES =77
R AER S HLM . GDCA Jid 45 N HL 742 5 id s & 5 EARMU B e+ RAHEH R
UEIRSS S F BN O FINEE SN 2 5 E48 . CA RA\ZIT BT CA ZRIUEF KL
EHIARLE, ER— MR CA, — MR CA 2—RiIERHER MR E.
Certification Authority (abbreviated as CA) is an entity which issues certificates. GDCA is a trusted
third-party electronic authentication service authority established by law based on "Electronic Signature
Law of the People’s Republic of China" and
"Measures for the Administration of Electronic Certification Services". GDCA becomes a participant in
electronic authentication activities by issuing certificates and providing certificate verification services to
the parties who are engaged in electronic transaction activities. CA also means an element in certificate

architecture that is issuing certificates to terminal subscribers or subordinate CAs. Root CA is a special
entity, which is at the top of certificate architecture.
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1.3.2. MM Registration Authorities

ALK (Registration Authority, f#iF8 RA) fX3E CA @ EiE M2, WAL HiEE
Sy, MAEBEELUEB RG-S . E1RGUERT, © 2Ll R # 1 S0 Rk MHIE S .
IEF FRIEE LA CA B RA EE LTI F2 5K 578 Bt R HE B 25845 CA BURA.
CA Hi RA KX HiE#H &S iy L EBIEATHIN, RE e RERIERIEAIZIE R, WA
BERUEN, WRIEFRe e ROk 4G iEE . RA IEATDRIEIT ' 75 ZAHIE 1, RER CA B
IR LAE, IRRAIE I BE 4 51 £ (CRL) .

Registration Authority (RA) establishes registration process, confirms the identity of certificate applicants,
and approves or rejects the request of certificate applicants on behalf of CA. Before a subscriber obtains
certificate, he/she must apply for a certificate as an applicant. Certificate applicants must follow registration
process established by CA or RA, and submit registration forms and related application documents to CA
or RA. CA or RA will authenticate applicant’s identity and other attributes, and then decide whether accept
or reject this application. If CA issues the certificate, the certificate will be sent to the applicant. While RA
could initiate certificate revocation process according to subscriber’s requests, CA would be the only entity
to complete the revocation operation and add the certificate to the certificate revocation list (CRL).

1.3.3. 1T Subscribers

W, BRI CA HWGIEH RSk, AFEITTH32 GDCA EH RN N Bhz. 1T PRI IE
NAR ZHgE F AR —50, W SAT P A0 i AR — 55, 0075 22 il A CRIESRAF W8 3& 24 42 AL
NN N ERNFINE TR —ABAA N A S RBUFALR. APl e
FasfR, —MiM S, AL ROZE A A B S SRS IE S 55 % F B & 281,
S R TIos e ek e RGNS 7 R G A Db R VR S BEEY. (LI R ERE AT & J 0K VA /R N NS S EG i E <]
VA I B Bl A N ARAR AR R 55

Subscribers, the entities that receive certificates from CA, include individuals and organizations accepting
certificates from GDCA. Subscribers and applicants would not always be the same; in this case, applicants
need to ensure that they have obtained explicit and appropriate authorization. Individuals can be divided
into a natural person and person who belong to an organization; Organization contains all kinds of
government organizations, enterprises and institutions and other social groups. Usually, an organization
has a legal personality or National Organization Code; for equipment certificates, due to the particularity of
the entity contained in certificates, subscribers are usually organizations or individuals who own the
equipment, and would assume the corresponding obligations.

W PARERFIEAS T A FTIRE BOME— A, 1A X5 HAIE Xt I (AL e 28 25
o AT PHEA CP B Bl WA HIIETS,  JF/RIEA CP Z15%E ) XL 55 .

Subscriber is the unigue entity with corresponding public key in certificate and has ultimate rights to control
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control corresponding private key in certificate. Subscriber should use certificates under CP restrictions,
and assume the obligations agreed in this CP.

1.3.4. K5 Relying Parties

MR EARMBARIE S . ARE A ANNRAL, U7 7] LU IEBIT 7, W] LASZIE
;FB)LTF‘IO
Relying parties are entities who trust and use the certificates. These entities may, or may not be a
certificate subscriber.

FSATECE ] —3KAE 1, KM W AU IR IE B A (5 B, ARSI E PR 5%

(CRL) Hiffif OCSP J7 A WUEFIRES . WKM7 AN I & B & 5 A Be e A5 A —5KE
Sil

To trust or use a certificate, a relying party must verify revocation information of the certificate by looking up

the Certificate Revocation List (CRL) or searching the certificate status with OCSP servers. Before relying
party trusts a certificate, a proper review process must be executed.

1.3.5. HAth2 53 Other Participants

HAh 2 532469 GDCA HJHL 7 IAETE B IR R AR 55 1 HAh s 44

Other participants are the entities that provide related services in electronic authentication activities of
GDCA.

1.4. {EHMA Certificate Usage
1.4.1. &E& BN Appropriate Certificate Uses

GDCA 1T JHEFT B 2 AT LSS . T RIST A AN, PRSI S AIE .
TS KB NEEHK.

GDCA subscriber certificate can be widely used in e-government, e-commerce and other social activities
to realize identity authentication, electronic signature, and encryption of data etc. Meanwhile, it can be
used to ensure the validity and authenticity of identity between peers of communication via Internet as well
as the integrity and confidentiality of information.

GDCA T ks, MIhfe L al A AL T 51 % 4 7 2
Certificates issued by GDCA can meet the following security requirements by functionalities:
® S E S, fRUERHA GDCA GRS LT 45 # 5 o i &tk .

® Authenticity of identity: the certification can ensure the validity of certificate holder using GDCA trust

18



Il semrnnnpencs

= GDCA SM2 iEF5 5 (V1. 0 fi)

services.
® IOIF(E B 5EM:, fRUERH GDCA Fumil B w28 A, nf DLSES B L kit
FEHFR MR, ARG E R R .

® \Verification of integrity: the assurance to an entity that data has not been altered and further verifies
the consistency of information between sender and receiver using certificate of GDCA.

o [FRINEN, REMALETT RN E B RINLE N, Al fz e B R EVEREUT .

® Confidentiality: the certification can ensure the confidentiality of information during transmission, and
avoid the leakage to other non-authorized parties.

®  HUHEHE, XS ARSI Zy AN rTHRA I ) 4K e B K 7 25 44 BEAT Bk

® Non-repudiation: the certification can ensure the non-repudiation of transaction entities by verifying
the digital signatures.

RHEIEFEM, GDCA ik IE s SSL RS ik . I AZIEH .. R4
By E-mail iEH . WAUED. B AEGEP A,

According to the type of certificate, the certificates signed by GDCA include SSL/TLS Server Certificates,
CodeSigning Certificates, Document Signing Certificates, E-mail Certificates, Equipment Certificates and
Timestamp Certificates etc.

WP AT DURAE SR 22, B AN e R AR &8 IIE 2R, ARIES RA A
[7] ) B FH Y

Subscriber can choose suitable type of certificates based on actual requirement. Different certificates are
applicable for different cases.

1.4.1.1. SSL AR45282KiESS SSL Server Certificates

SSL/TLS k55as RUETohR1N Web Wbz Web IS5 &HI S, T DL -1k B Rk () B
R EE B, PRt SSLITLS hnaidid, A THERLZS . ST A BRiE.

SSL/TLS server certificate is a digital certificate that identifies the website or server, applicable for
verification of website certificates and provides SSL/TLS channel. It cannot be used for signature or
verification of transaction and payment.

GDCA JIZ5 & ¥ SSL Mk 55 #RAUE B 45 LA T DU Ab:
SSL server certificates of GDCA include the following:

® EVSSLiFH (Extended Validation SSL Certificates), B#™ 36 E B IR 2% 244F 1

® EV SSL certificate (Extended Validation SSL Certificates), the extended validation SSL certificates.
® OV SSL i+ (Organization Validation Certificates), R 75 ZL561E k3% flr A ML) 52 &
i BOFRERY SSLIEFS
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® OV SSL certificate (Organization Validation Certificates), the SSL certificate requires to verify the
identity of the organization that owns the website.

® |V SSL iF# (Individuals Validation SSL Certificates), B[ 75 3E50IF N4 s # NN &
By bR SSL AEF

® |V SSL certificate (Individuals Validation SSL Certificates), the SSL certificate requires to verify the
individual identity of website owner.

® DV SSL iF+5 (Domain Validation SSL Certificates), [ - 3&iF ¥ sk 35 42 G AL 1] 5
A SSLHIEP

® DV SSL certificate (Domain Validation SSL Certificates), the SSL certificate that only verifies the
ownership of the website.

Horr, EV SSL F4 2 4 ™58 1 B A0 361 J5 2 R —Fp T R R AR &5 #8045, FLI6r 7 204%F
& CAIN 28 18 Tx K AR B 5 7 By 0 3G UEFRvE . OV SSLAES. IV SSL iE4 m S B s AL 2%
= BN Es UL R 3k S0y (SR TE T EE, DV SSL IE 5 A 3 Ak 3k W25 (2 B in 25 T fg .

GDCA perfomrs rigorous indentity validation prior to issuing an EV SSL certificates, such validation
process complies with the extended validation requirements published by the CA/Browser forum. OV SSL
certificate and IV SSL certificate provide the functions of information encryption and verification of website
identity. DV SSL certificate only provides information encryption.

SSL A 5% #S e AN R FIR A ORI, ik As . BUFIRA 5

The types of domain names in SSL/TLS server certificates are not restricted, e.g. .com, .gov etc.

1.4.1.2. RESZ4HKIEFH CodeSigning Certificates

FRBS2E 4 FEUE B bR IR FORIR B P, HBEH T3 R v 4, MG
TR T SO I SE RN A o

CodeSigning certificate is a digital certificate that identifies the source or owner of the software code. It can
only be used for digital signature and cannot be used for transaction, payment and encryption, etc.

RASGRE 4 FAE AT AR, AFRARD R 2 JAE B T REE R WA, =
BURA . RN

Subscriber must commit not to sign malicious software, virus code, infringement software and hacker
software using CodeSigning certificate.

1.4.1.3. TR 4 EF Document Signing Certificates

SRR A UE G ] T 7 E O R SO B S . e BEMEATHLE L5 S . GDCA H3C
MR UEB R REHRIAA N, 23 BIR RN OV SRR ZAES AT IV SRR AAIE S
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OV SRR A4 LS 7 EEXTHURA B 4 LSEVEREAT IR AR IV SO AR A5 7 XA B S 47
HSEMEREATIOE .

Document Signing Certificates apply to the situations where the authenticity, integrity, and confidentiality of
a document are required.GDCA issues document signing certificates to organizations and individuals,
namely the OV document signing certificates and IV document signing certificates respectively.

OV document signing certificates requires validation on the identities of the organizations, IV document
signing certificates reuiqre validation on the identities of individuals.

1.4.1.4. E-mail iF+ E-mail Certificates

GDCA FT2 K MR AFIE 15 A F5 Atk E-mail AE. 1V E-mail iIEH A1 OV E-mail iE+5,

Al E-mail HEFAEGAE E-mail sk i Fra ARG A E-mail ik B A # 5 5 7
BEATIAIE, AT LA fR E-mail A4 B h AN A B 52 R BB B DR E-mail YA S8R

IV E-mail iEPEREGUE E-mail $uhk BT A B HIBL, e TR IEZ E-mail bk BT &
MNAE I B 43 LS

OV E-mail UEF5FRIGUE E-mail bk i) FTa Bz HAUAL, 38 /56 ki% E-mail HhhikprjE L
5 3 I LS

The e-mail certificates issued by GDCA include Primary E-mail certificates, IV E-mail certificates, and OV
E-mail certificates.

For the Primary E-mail certificates, only the ownership or control of an e-mail address will be validated, and
the identity of the e-mail address owner will not be validated. Such certificates ensure the integrithy of the
e-mail and make sure that it will not be tampered or read by those other than the targeted recipient during
the transmission.

Prior to issuing an IV E-mail certificate, GDCA validates the ownership or control of an e-mail address and
the individual identity associated to such e-mail address.

Prior to issuing an OV E-mail certificate, GDCA validates the ownership or control of an e-mail address and
the organization identity associated to such e-mail address.

1.4.1.5. #&2KUEFH Equipment Certificates

RIAUA 25 B e HOBUFUE TS, W BB RST A% . Bk, B das, BSRuE -l s 1 1 K
RS INE, Wz bz eE BRIt G, 45055 45 WUA FIE A0 5545 il A
Sl X 3k e 2% 25 KT B 4, B SSLITLS s ieiid LAAE XU BEAT N2 23 1 o

Equipment certificate is a digital certificate that is issued to equipment, including servers, firewalls, routers,
and etc. It is usually used for network equipment identification and secure communications. For example,
certificates issued to servers enable browsers to authenticate the identity of website with certificate and
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create SSL/TLS channel for secure session.

1.4.1.6. B TABESP Timestamp Certificates

H Al GDCA R %% OV I [AIEKIE+:, M TS lagik 5oy, RAEy2&4Ras.
OV I [ IE 5 75 96 1E FH T LS B 63 R LS

GDCA currently issues OV timestamp certificates for timestamp servers to provide digital signature
service.

QV timestamp requires the vladation of an organization identity.

1.4.1.7. FRIEHHEFRIENT R AR IRFF CP Object Identifiers of Certificates

FEZR CP Oy RESRAE S IEAS HREME I T — N E— R0 Sm IR AT, BAARIF

We assign a unigue object identifier to certificate policy items of different types in this CP, the regulation is
as follows:

OV SSL iIEH 5lg 0 RARIRAF: 1.2.156.112559.1.3.1.1
DV SSL iE+5 SEm& 3 RARIASRT: 1.2.156.112559.1.3.1.2
IV SSL iiE 5 5 E X R bR IRAF: 1.2.156.112559.1.3.1.3
EV SSL EF SEmE X RARIRAF: 1.2.156.112559.1.3.2.1
I ARG RS 44 RAUE 5 SIS RARIRAT: 1.2.156.112559.1.3.4.1
EV S22 00E 1 5B S bR R 1.2.156.112559.1.3.3.1
OV SCAYZE A UE 5 SR X bR IRAF: 1.2.156.112559.1.3.5.1
IV SCRY2E 24 00E 5 SR 0 SRR AT 1.2.156.112559.1.3.5.2
OV HRAHUE 15 SR BE X GbriiAF: 1.2.156.112559.1.3.6.1
IV HBAFIE S SIS RARIRSF: 1.2.156.112559.1.3.6.2
FEAHHEAFUE P S X RAFIAST: 1.2.156.112559.1.3.6.3
WA UE R FEIE X RARIASF: 1.2.156.112559.1.3.7.1
I BRI 5 SR B SRR IRAF: 1.2.156.112559.1.3.8.1

OV SSL server certificate policy: 1.2.156.112559.1.3.1.

DV SSL server certificate policy: 1.2.156.112559.1.3.1.2

IV SSL server certificate policy: 1.2.156.112559.1.3.1.3

EV SSL server certificate policy: 1.2.156.112559.1.3.2.1

General CodeSigning certificate policy: 1.2.156.112559.1.3.4.1
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EV CodeSigning certificate policy: 1.2.156.112559.1.3.3.1

OV Document Signing certificate policy: 1.2.156.112559.1.3.5.1
IV Document Signing certificate policy: 1.2.156.112559.1.3.5.2
OV E-mail certificate policy: 1.2.156.112559.1.3.6.1

IV E-mail certificate policy: 1.2.156.112559.1.3.6.2

Primary E-mail certificate policy: 1.2.156.112559.1.3.6.3
Equipment certificate policy: 1.2.156.112559.1.3.7.1

Timestamp certificate policy: 1.2.156.112559.1.3.8.1

1.4.2. FR 1) FIUEF M A Prohibited Certificate Uses

— MM E, GDCA E4o— Mt H I HIE, A USR] AT 2 (A TR .
ik, GDCA EHEDhAE Eig 2 BIRHIH, W R+ R eeH TN AP HRH, AR E
RS AN UIE B . 5N HRIA—FRIESS, ANEA CP RAI N ATELE.

In general, GDCA certificates are general certificates. These certificates can be used among different
relying parties for mutual operations. However, some features of the certificates are prohibited. For
example, the Individual Certificate can only be used as individual case rather than the cases being used as

Equipment or Organization Certificate. Certificates shall not be deemed as trusted by this CPS if they are
not corresponding to their respective usages.

WEBAB T ATHEAT . BB T RIS R v, B0 TZRER
Wi, Wiz e R KHLE SATBGEII RS, 22 P SO@ i ) 2R G sk 2542 11 &
g, BONERARTEREATT B S EOET. . N 3053 8™ BB .

Special note here, the certificate is not designed for, not intended for, not authorized for control equipment
in danger, or for the occasion where the failure is required to avoid, such as operation of nuclear equipment,
navigation or communication systems of shuttles, control systems of air traffic or weapons, since these
faults or failures may lead to death, personal injury or serious environmental damage.

UEP AR AR AR B B SE . IR B X 2 i I N, thR AR AR (s
ARG BB AR I A IO 35 AR, 75 U H s v R SR Bl P B SR

The certificate is prohibited to be used in such circumstances, such as any violation of state laws,
regulations and national security or legal consequences, in addition, a certificate is prohibited to be used in
business that involves criminal activities, or in business forbidden by laws, otherwise all legal liability that
triggered by this will be taken consciously by user themselves.
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1.5. SEERE I Policy Administration
1.5.1. S SCRYE BEHLM Organization Administering the Document

GDCA %45l 2% il o7k GDCA HL YL AR 55 AT s 1) e B BEALAY, S0 5T 01 0E o 4
IRIfEREAS CP,

GDCA Security Policy Committee is the highest management authority responsible for review and
approval of electronic certificate services, as well as the highest decision organization to perform
inspection and supervision of the CP.

GDCA Z&RIgR A RHRA T AR EHRZ . ATE L. BT L. foRPL . B
55 HL ST PR A IE AR LK

GDCA Security Policy Committee is assigned as the document management authority responsible for
establishing, publishing and updating this CP. The committee consists of the relevant representatives with
the right of decision-making from GDCA's management, administrative center, marketing center,
technology center, and and customer service center, etc.

GDCA % 4= FMs 2 1 2 I ITAT R B3 A A UIE A5 SR BEAT 7 BT HERS , 2 247 — 2RO E AL,
INSRIEEIA, 2= 32 AR T X R E AL

Member of GDCA Security Policy Management Committee has the right to vote over management and
approval of certificate policy. The Chairman of the committee may have two votes for decision in case of tie
of votes.

A SRS SO AR Ah A 5555 H AR AT BUE B ] 4193

Consultation of this policy document to the external parties and other routine jobs are undertaken by the
administrative cernter.

1.5.2. BE& A Contact Person
1.5.2.1. iFH R4 Certificate Problem Report

VA5 )R 5 A E S A 15 SR ATE L UL T 5 30542, HAE P i SR 2 L i 7 308R

\|
24

® KIEf2A: capoc@gdca.com.cn

Any certificate problem reports or certificate revocation requests shall be submitted through the following
ways and certificate revocation requests must be submitted in writing:

® E-mail to: capoc@gdca.com.cn
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1.5.2.2. CPS |4 CPS Related Issues

LRI T: GDCA ATEUE ]
Contact Department: GDCA Administrative Department

RN 4+t

Contact: Ms. Wang
kbl gdca@gdca.com.cn

E-mail: gdca@gdca.com.cn

Bt A HE: +86 20-83487228

Tel: +86 20-83487228
fEE: +86 20-83486610

Fax: +86 20-83486610
Hodik: AR NEICRIE 2R T N TS XA AR i 448 5 plefii KR 5R 23 1%

Address: 23F, 448 Dongfeng Zhong Road, Guangzhou, Guangdong, the People’s Republic of China
34 : 510030

Postal Code: 510030

1.5.3. RE CP FF& RSP Committees Determining CP Suitability for the

Policy

7% CP 1 GDCA %It 2 G ittiE, A CP B IT MARA AL L

This CP and the corresponding modifications and version changes should be approved by GDCA Security
Policy Committee.

GDCA ‘% 4= 5R g2 i 261 57 7P iti GDCA ] CPS BB &7 CP, & fLUEF YL E GDCA )
CPS & 15 54 CP A& N I o

GDCA Security Policy Committee is responsible for assessing whether GDCA CPS is in accordance with
this CP as well as approving and deciding whether the CPS of GDCA corresponds with the CP or not.

1.5.4. CP #it#EFE R CP Approval Procedures

7% CP H1 GDCA ‘% & HME 2 b1 = FARH LU RN RAUE SO, 258 GDCA ‘% 4= 5K 2% 7
SHEHZ
The CP is drafted by the team designated by the director of GDCA Security Policy Committee, and will be
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submitted to GDCA Security Policy Committee for review after the draft.

1.5.5. CP f&i] CP Revision

GDCA Kihf CP HEAT FEAk IRA R, FFER 22 4 g 23 01 43 7 DEAH G 3 8

GDCA R4 E K IBRIEM . BARZER . FrAEMAR 1L SOl 55 R JREAF L BT A CP,
CP 4’5 /INAMRYE AR R I 1B L E CPABITHIL, #2538 GDCA Z A HIK B R %, B%E N
SfLHE S, 1E3U/E GDCA B J7 it - & A o

A CP HEADBAFBI —IR. MRTARNE), MHEIGIRA S . B A R AR 0 ]
FABAT 3%

GDCA will implement strict version controls on this CP, and such work will be arranged by the GDCA
Security Policy Committee.

The proposed suggestion of revision will be submitted by the team which is responsible for writing CP
based on relevant changes, then it would be reviewed by the GDCA Security Policy Committee. After
approved by the committee, GDCA will publish the updated CP on its official website.

This CP is updated at least once every year. Even if no other changes are made to the contents of this CP,
GDCA will increment the version number and update the release date, effective date, and the revision
records of this CP.

1.6. EXFZEE Definitions and Acronyms

1.6.1. RiEE X — W3R List of Term Definition

Ri& 7E X
GDCA LA KIEZ 14x | GDCA WIENRSS 14 5 P 11 e e S e A B M B HLAG AT CP — 2
PE U E LA
HLFUAIEAR S5 WL BTN, BR, R EEIE BRI, ZARIEEH
TR CAs /Sztlﬂé)i CAs.
ML ML (Registration Authority, RA)D 1 5t &b FHIE 15 H {4

ANEFAT P IR SSE K, TR ZIRAZ VAR ST AU, vik
LR HE H LN R A SR, A TORHIE S B AT
SRR R, AR B R IE RN IE K, AR AR
R S5 LR St SE e 45 B S B B R R 3R

e+ B4 T 3, TR RS S hIbE.

UEPHH 5135 HIZE AR Y H TAMEAR S AL (CA) BT BEAT B 72544
HE VSR 1 LR IR T B A I TRV R

HLF ARV 55 R P SGIET AL, B, BB A A B SR — 3L AF

& A ARG 0 BEERA T R bR

SEAPRE A B ILIRPR AL RGP T @O R R A
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FELGUE IR PMY FELGUE-PRT A PN, T AEAR S 7 S A s ek )
RE

FAEH Hﬂﬁ%ﬁXﬁT#ﬁ’ﬁﬂz%{%@E‘lﬁ%ﬁXﬂjE"Jf‘z‘%ﬁ T i 47

ZE4, Tl B T AE N BH 0 1 F Tl SR O

UNGE| 'L’}%HXH“EP—IEH*HE\”A%A%H%@%’A?FE‘JM%E, AJ B A T
A, DSt 5FA NN — I B 754, &/T@
AT INEAS S, DME SO RV RR A 3 nl 0 213 Bk
FR S

N EHFER R it —HAFEREAE . B NS TR BN SRR A 4E, H
TSR T AR EA LE B EadE. k. &
KAE T RE o

AFEAFEP FH T~ AH B AR UE 5 DB AT % 2UAE T2 w] ) S 34
W, NI RIS IE T

A H T FFEA CP T 8.3 Frid 23R 1) H AR N Bk s fk

W7 e SR QTR LT IS EAYNEIRFR E SN

T PR RAE T H AR NEBGEE SR, H 20T 2 Ui A 46K
AL S EAYNE RS e .

DRk INEAR AU SAE 45 H g NAT P 2 BTG, e 1
#0715 T4 T

WebTrust CPA INE KA IANIEAR S WL WebTrust I H 3047 FRE o

Term Definition

GDCA Security Policy
Committee

It is the highest management and monitor function for CPS and the
decision-making agency pursuant to CP within the GDCA certification
services system.

Certification Authority

An organization that is responsible for the creation, issuance,
revocation, and management of certificates. The term applies equally

to both Roots CAs and Subordinate CAs.

Registration Authority

A Registration Authority (RA) is responsible for processing service
requests from certificate applicants and certificate subscribers, and
submitting them to the certification authority for the final certificate
applicant to establish registration process. RA is also responsible for
identifying and verifying certificate applicants, initiating or transferring
certificate revocation request, and approving certificate renewal or
re-key request on behalf of the certification authority.

Certificate

An electronic document that uses a digital signature to bind a public
key and an identity.

Certificate Revocation List

A regularly updated time-stamped list of revoked certificates that is
created and digitally signed by the CA that issued the certificates.

Certification Practice

Statement

One of several documents forming the governance framework in which
certificates are created, issued, managed, and used.
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Domain Name

The label assigned to a node in the Domain Name System.

Fully Qualified Domain
Name

A Domain Name that includes the labels of all superior nodes in the
Internet Domain Name System.

Online Certificate Status
Protocol

An online certificate-checking protocol that enables relying party
application software to determine the status of an identified certificate.

Private Key

The key of a key pair that is kept secret by the holder of the key pair,
and that is used to create digital signatures and/or to decrypt electronic
records or files that were encrypted with the corresponding public key.

Public Key

The key of a key pair that may be publicly disclosed by the holder of the
corresponding private key and that is used by a relying party to verify
digital signatures created with the holder's corresponding private key
and/or to encrypt messages so that they can be decrypted only with the
holder's corresponding private key.

Public Key Infrastructure

A set of hardware, software, people, procedures, rules, policies, and
obligations used to facilitate the trustworthy creation, issuance,
management, and use of certificates and keys based on public key

cryptography.

Publicly Trusted

Certificate

A certificate that is trusted by virtue of the fact that its corresponding
root certificate is distributed as a trust anchor in widely-available
application software.

Qualified Auditor

A natural person or legal entity that meets the requirements of section
8.3 of this CP.

Relying Party

Any natural person or legal entity that relies on a valid certificate.

Subscriber

A natural person or legal entity to whom a certificate is issued and who
is legally bound by a subscriber agreement.

Subscriber Agreement

An agreement between the CA and the Applicant/Subscriber that
specifies the rights and responsibilities of the parties.

1.6.2.

WebTrust The current version of CPA Canada’s WebTrust Program for
Certification Authorities
YHHEAE J Ho & X — %3 List of Abbreviations and their Meaning
CA Certification/Certificate Authority HL T AR 55 HLAA
CAA Certification Authority Authorization UNIR IRk
CP Certificate Policy UE SR mE
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CPS Certification Practice Statement LA TEY 25 )
CRL Certificate Revocation List IR EEi 1 IEPTIES
CSR Certificate Signing Request WEHTE SR
DBA Doing Business As Fi M 44 R
DNS Domain Name System B4 R5
EV Extended Validation P R IR AIE/ Y SR I UE
EIPS (US Government) Federal Information Processing CRIFBUN) B fE B A
Standard kR
FQDN | Fully Qualified Domain Name FE4 IR E 4
Bz AR B A R
GDCA Global Digital Cybersecurity Authority CO., LTD.
A H]
gTLD Generic Top-Level Domain it FH T % 455 44
IANA Internet Assigned Numbers Authority TR G 3 B LA
ICANN Internet Corporation for Assigned Names and | T B 2 5 5 5 o
Numbers LIk
ISO International Organization for Standardization BrpriEfb 2021
KM Key Management HAHE M
LDAP Lightweight Directory Access Protocol B H U PN
LRA Local Registration Authority A HE LA
OCSP Online Certificate Status Protocol TELGUE TR PN
SCA State Cryptography Administration ] % 5 L A L )
PIN Personal Identification Number M ANF R A
PKCS Public KEY Cryptography Standards NS B R bR
PKI Public Key Infrastructure YN AR i
RA Registration Authority ML
T SR VPV R 4 (— b EL K
RFC Request For Comments
WA AR HE)
SSL Secure Sockets Layer GEBERY
TLS Transport Layer Security i = 24
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2. RAi 518 B EFFE Publication and Repository Responsibilities

2.1. {52 FE Repositories

GDCA {5 B R — MMM ATTHE B, EREWIRAE . BUEHE & SIEBERIER .

GDCA 5 BE N AWIEEARF LU R A%: CP 1 CPS BT A IEH. CRL. 1T/
i, PLEI B i GDCA 7R E R A 115 5 . GDCA ¥ i R AT FEIE . CPS BT FIIL
EHRRBIEENZ . GDCA 15 B ZEr LUERE L.  hitps://www.gdca.com.cn i), H GDCA Bt
I} i s L B R T 53R

il

GDCA repositories are open to the public. It can store, retrieve certificates and their related information.
GDCA repository includes but not limited to the following: current and historical CPs and CPSs, certificates,
CRLs, subscriber agreements and other information published by GDCA when necesary. GDCA will
release certificates, CP and CPS revisions and so on timely that must remain consistent with the CPS,
relevant laws and regulations. You can search at https://www.gdca.com.cn or via any other communication
methods specified by GDCA at any time.

2.2. 18 B KA Publication of Information

GDCA 7£ 5 J7 M3k https://www.gdca.com.cn & A5 B 2E, 1% M & GDCA K AT T A5 5
B B BAUEIRIE

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website is the
primary, most prompt and authoritative channel to publish all information about GDCA.

GDCA it H RSS2 K AT P BUEH A CRL, 3T 77 Bk 7 v LUE 5 1) GDCA
B SR EBGIE 5 1015 S AEYIE B33 AN, GDCA $2ftfE ZiE RSB RS, 1T/ Bk
7 AT S B AE B HPIRSE B

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain information of
certificates and CRLs through GDCA'’s official website. Meanwhile, subscriber or relying party can get the
current status of certificate instantly via OCSP service provided by GDCA.

A, GDCA 45 2 i ZER HUHA T G A NEAT 15 B A7

Meanwhile, GDCA may also release any related information in other possible forms.

2.3.  RATHIEE)FISHZ Time or Frequency of Publication

GDCA 7E1T FUEH A A BB LA N, 3l B 7 Pt 5 S RHES AT CRL KA«
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ROOTCA (SM2) iEBE KM gt CA s K BT ks, CRL KA FHAJ 8 /M, CRL
AR KA T 24 /N

XfT GDCA GM SM2 ROOT EHLEK M2 CA FrZE K AT FiE+:, CRL KA AN
24 /NI, CRL A &8 Wl K AT 48 /N .

FERZHIESL R, GDCA LA AT HREIEF M CRL BIRATIS A, GDCA HE4FE KA —ik
HLFINERR S HLAI K CAE B RES 5% (ARL).

GDCA releases automatically the latest certificates and CRLs via its official website when the certificates
are issued or revoked.

The subscriber certificates issued by the subordinate CAs of ROOTCA (SM2), the CRLs are issued every
8 hours and are valid for no more than 24 hours.

For the subscriber certificates issued by the subordinate CAs of GDCA GM SM2 ROOQT, the CRLs are
issued every 24 hours and are valid for no more than 48 hours.

F AR N R B AT [RIFNSE, B GDCA LM tRoE, IXFR R AT 1% A2 A B 1
R, IF HARAT B SR BRI o

GDCA can individually choose the time and frequency of releasing other information of repository. The
release is efficient, timely and consistent with the requirements of the laws.

2.4. 18 BV M$EH| Access Controls on Repositories

GDCA f BP0 B RSN ATFR AT, FEFTAABRESS BN, RHCEF KL H v
AEAEMI.

GDCA MBI FIZ % 2l Rb s it st aumEu iR A 2B N 5 B
HEA RPN B B2 KA SR A

The information in GDCA repository is publicly available. Anybody can read the relevant information, and
there are no restrictions on the read-only access of such information.

With network security, secure system design and security policy, GDCA ensures that only authorized
employees can add, delete, modify and publish the repositories.
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3. iR 5 X5 Identification and Authentication

3.1. #y4 Naming

3.1.1. 4257 Type of Names

GDCA Kk M IEH 5 & X.509 i, /rRCA it Biea & 1 FRE A 4, KA X.500
i 4477 o

The certificate issued by GDCA format meets X.509 standard and the identifier which is assigned to the
subscriber as the DN meets X.500 standard.

XFF SSLITLS g5 S5, P s A2 #8720 2 AU 44 v, iy 25 AU Y 44 9 3238044
WAL — At BAE R84 Hh ) 4344 B TP Stk

For SSL/TLS server certificate, all domain names or IP addresses are added as the Subject Alternative
Name and the common name is a primary domain name which must be one of the domain names or IP
addresses from the Subject Alternative Name.

3.1.2. Xr A B XK Need for Names to be Meaningful

VPR AL 5 i i 4 BLEAT — @ AR S, WL EUE B R BN A LA R
BRI S

The subscriber’s name must be meaningful, usually contains the semantics which could be understood.
The name could be used to confirm the identity of individuals, organizations or equipment in the certificate
subjects.

3.1.3. WP RIE4 B84 Anonymity or Pseudonymity of Subscribers

TR S % HE D, TR RS .

Subscribers cannot use anonymous or pseudonyms to apply for certification. Also, anonymous or
pseudonyms cannot be used in certificates.

3.1.4. EFEAS ) 48 B3N] Rules for Interpreting Various Name Forms

K X.500 il 44 iy 44 KU A B
The interpretation should conform to naming rules of X.500 DN.
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3.15. A4 ME—: Uniqueness of Names

GDCA NARIERE K45 HAT P eSS, L EARE4%, £ GDCA (GRS A2 ME— 1. 2
UM R A2 AR, BLSE HE & DL Se A

DN of certificate must be unique for different subscribers in GDCA trust domain. When DN is not unique to
different subscribers, the first applicant of this DN shall govern.

316,  FEREIRA. £ 5HE

Recognition, Authentication, and Role of Trademarks

GDCA 25 & FIUEAS i) EAREUN 2 AR SR br 44

Subject’s DN of certificate issued by GDCA does not contain any trademarks.

3.2. ¥WIHBEE A Initial Identity Validation
3.2.1. FBA3A FAEH R /7% Method to Prove Possession of Private Key

VIR FRE 5 6 ATIE W A 5 P 0 W A AR 2 AL B, TE B ) DV B AR AR AIE S ST
By 24 (PKCSHI0) . e 5 MM B SIbs U5, 8l GDCA ZRHHEILE
175 5
Applicants must prove that he/she holds the corresponding private key to the public key being registered.
You can use the ways of digital signature contained in certificate request messages (PKCS#10) or other

equivalent method to identify the secret keys, or some ways required by GDCA to prove that you holds the
relevant keys.

3.2.2. MAN B HI% ] Authentication of Individual Identity

AN B (R S LA G P 2%

Authentication of individual identity includes the following:

1) HAEREE SR R B 7 2 AU AT R R D — B B BURT AL
MUR I AR A A S UE SO (R R B HE. 378, 2 Euk sl H At [F) &k
H8), GDCA KA iZ ik W] S e A AT S el sl Dy R 78, B2y, GDCA A DI I %%
KA BB A IE I SRR = 75 88l FE AT I, A i & S 10

2) EEEEIE. AL MRS RS B A T B RS BRI, SR
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FHR IR LS

3)  HHNHIEH MHIE CUniE$S E L S bk ). GDCA R LE ) 5 K 5 ARAT R 5
B A5 AR UG B A5 A ST RS 2 A Mt i BB AR A BURT 28 K 1) B -k B SC A L g3tk

4) HHIEFERUSHMGEEN, HEMRINZIREAE, ULHIEANRSE T IZIN
JEOY o MNESRARSAEWE I SO B EE =J7 Bodl e . TR IIA . AR EA A T IR AR AE

5) fEIA . B A PREIR A AE A JIE T RN A RS IE R, IS F IR IZ HIEE A
N 2R

1) Ensure the identity of the subscriber. This mustbe validated by obtaining at least one currently valid
government-issued photo ID (e.g. ID card, passport, military ID, or equivalent document type), GDCA
inspects the copy for any indication of alteration or falsification. GDCA cross-checks with an
authoritative third-party database that issues the valid identification document.

2) GDCA confimrs the application information identity information through a voice communication, video,
and e-mail communication etc. with the applicant, to verify the authenticity of the application.

3) In case the subject of the certificate contains an address, GDCA may verify the address of the
applicant using a utility bill, bank statement, credit card statement etc., or directly rely on the address
on the identification document issued by the government.

4) When the application information contains some information of an organization, it is necessary to
confirm the existence of the organization and whether the applicant belongs to the organization.
GDCA could require the applicant to submit the certificate of incumbency, or validating by a third-party
third-party database, making phone calls, or sending e-mails to the organization etc.

5) In case the subject of the certificate contains a domain name, an equipment name, or an e-mail
address, GDCA verifies the ownership or control right of such domain, equipment, or e-mail address.

IR NA T E, GDCA i w] Ul 5 =J7 R A5 BRI ZHEE DN AN 511,
40 GDCA EiENHE =TI BRI R G S, AR =y g T e, R PiEE Rt
BAMAAE BAERI M KL

If necessary, GDCA can also verify the subscribers’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate the third-party
to conduct an investigation or require certificate subscribers to provide additional information and evidence
materials.

UEAk, AER, GDCA i n] PAE H e B ZE A 450 U sUR B

If necessary, GDCA may also establish other required identification methods and information.

IR A7 OS5 PRAE R AR ST 2K, IR 7RSS BEARSC IR 9T 4E

The applicant is obliged to ensure the authenticity of the application materials and bear the corresponding
legal responsibility.
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3.2.3. WA B4 B % 5] Authentication of Organization Identity

AL (BUFHLR A3 S ), 72 LAY SCRIEIISRIES . WA IIEH %R
RATEASINY,  NEBEAT A% (1 S 3 48000, BRI 2

Organizations (government agencies, enterprises and institutions, etc.), which apply for organization
certificates, equipment certificates, and other types of certificates, shall be authenticated strictly, including
the following:

1 WP SEAFE . SVRMSEiR. BN 00T DU BURFHURZE K A R0
i, BFREANR T LR E A B S AU IE S, B I8 I 28 A AT RO AL
JBER = 7 HhiE A A

1. GDCA must authenticate that the organization is valid and legal. Authentication attestation such as
valid government issued documents, including but not limited to business license or organization
code certificate, or valid documents from authoritative third-party database.

2. AL RS B 5 A RO B =T Bl e (M BUR 2 SRS, R B IHE
AR, (HEME SR & LLRIEHE AN,

2. GDCA verifies to a reasonable level of assurance that key information in certificate application
matches valid document or third-party database. But final confirmation of applicant’s information shall
govern.

3. B HIIE. MREUE R BESRAGUE B SO ECE 5 SR e T A O Bk
FRMVESETE, HIE AR SE RSN R LR F B IE R S

3. GDCA shall verify the organization information through telephone, postal mail, required attestation or
other similar methods.

4. AT TR X T B MU B A T AR A BURF U 28 A AT RO

4.  Subscribers can submit valid government issued document through methods such as face-to-face
submission or postal mail.

5. NP NZABER LB HEAL AT B AEWIERS 470 NHHE
TPEREASF B BT S22 T0 NAT RS B A I SR B R B A

5. GDCA authenticates the representative’s authority to represent the applicant by checking authorized
document from applicant and valid original and copy of personal ID.

BEAh, WAZERF, GDCA i n] LABERE e i ZEA) 250 U7 sURT B o

If necessary, GDCA can also set other required identification methods and information.

3.2.4. W& G4 %] Authentication of Equipment Identity

B S A AR H e A E A FTT AR, GDCA AU T F 3EAT B 473 %I,
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(EECTINN SRS

Authentication on equipment identity varies by different according to different owners. GDCA must
authenticate the identity of subscriber, including the following:

BRI & 1 B 0y 5 ARG AN [F) 2R 4% WA [R] 1) B 4 2801 05 ST, AT AN, &
U S RHL A CP 28 3.2.2 AN NI nIARAT s 1T P AN, #&HEA CP 5 3.2.3 5l
FIUEPB SRR AR AT -
Authentication of Individual equipment Identity will be different according to the different owner of the
equipment. If Subscriber are individuals, GDCA performs the verification of identity according to the CP
section 3.2.2 individual certificate identification process; Subscriber are institutions, GDCA performs the

verification of identity in accordance with the CP section 3.2.3 organization certificate identification
process.

FEBL G AR UESS T N 2 IR A, 36 75 ZEI0IE 1% H A S AT i ABUR],
T AT DA SR A I 8 BGIE B ST B LA X0 12 8 48 A A Bl s A B P T R v 4, N
NE,

When the device name is applying for a certificate as the certificate subject content, GDCA also need to
verify whether the applicants have the right to do so. Confirmation can be done as follows: Applicants shall
provide the certificate of ownership or the written commitment of the ownership or use-right from the
institution with company chop.

WA HNF T2, GDCA it N =TT IR 5 EOREAEIZ HE EH DA S,
WA GDCA ik MNFE =7 (2T A TR AIME S, WTRIEH =7 T A, BUESR s & St
WHME EAE R K

If necessary, GDCA can also verify the applicants’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate a third-party
to conduct an investigation or require certificate applicants to provide additional information and evidence
material.

seAh, W ERF, GDCA ] LAY E e i 24 U s BTk

GDCA can also set other required identification methods and information.

3.2.5. SSL R 45#% 5 4 % 5] Authentication of SSL Server ldentity

FR 4 T 28 % BE T 2R R AR R $AT A R 9 4 0 5 =X, SRR SSL e 5 194 791 =020
7t (GDCA SM2 HL-FAEML RN Y i 25

GDCA must perform different authentication methods depending upon the types of SSL certificate applied
by the subscribers, details of the validation methods must be disclosed in the <GDCA SM2 Certification
Practice Statement>.
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3.2.6. RIS 4 B 1% 7] Authentication of CodeSigning Identity

B AR 2R 4 B Oy 1) 25 AR He LA AT & AN RIRAT AN R B 6 400005 2K, 3T 7 9L
K, H I8 CP 5 3.2.3 THUMIE R S A ARHAT: AT DA, #ZIEA CP %5 3.2.2 1
NS SR FAEIAT o

EV AUEZE BB RGN, HEA RS RNRAESE (GDCA SM2 BT ARk
SSRNY bR .

Different authentication of subscribers’ identity for a CodeSigning certificate is performed based on
different subscribers. For organization subscriber, GDCA performs certificate validation process in
accordance with the Type OV organization authentication in CP section 3.2.3; for individual subscriber,
GDCA performs certificate validation process in accordance with the Type IV individual authentication in
CP section 3.2.2.

HHE ISR BT 7, AR AN, 62500 AR A8 424 1E 5 4 I Y R 7 W 4
BHIEIISCHE, AR AR AR R 2 IR TSR A, R B AT
FNBA .

Subscriber must make a statement and prove for the use of the CodeSigning certificate. Subscriber must
promise not to sign malicious software, virus codes, infringement software and hacker software using the
CodeSigning certificate.

3.2.7. NHEELZLIES S 4 K%  Authentication of Document Signing

Certificates Identity

AR P 28 K ) STRE 8 A4 UE S R AN R AT AN R 4990 07 3K

XTIV SRR UEAST 7, GDCA T4 CP 58 3.2.2 15 ISR 58 O N N B 73 ¥ 451 -
$T OV SCRZEZAE T 7, GDCA T 47K CP 5 3.2.3 7 B3R 58 B LA B 73 1) %531 .
GDCA performs different validation based on the types of document signing certificates issued:

For IV document signing certificates, GDCA validates the identities of individuals in accordance with
section 3.2.2 of this CP.

For OV document signing certificates, GDCA validates the identities of organizations in accordance
with section 3.2.3 of this CP.

3.2.8. E-mail iEH B3 HI% 5] Authentication of E-mail Certificates Identity

R8T 28 A Y MR AFAIE 5 ST R AN [RIPAAT AN R 4531 5 3K
Xt T2t E-mail TEF51T, GDCA [A] it Hi % ) E-mail Mthb A S8R, FFU I %A%
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ST IEI S, 56 0E FE X E-mail Mk (4 BT A AR HIAL

XFF IV E-mail IEF51T /', GDCA BRAT HAth E-mail T 7 IR IER RS, TR a4
CP %7 3.2.2 T E R TE BN AN N S 473 (1 4 )

XFF OV E-mail IE-H51T /", GDCA BRHHAT E: Al E-mail 1IF 1517 7 BERARSE, EHieA
CP %7 3.2.3 7 E R 58 BN LR B 473 (4 42 )

GDCA performs different validation based on the types of document e-mail certificates issued:

For the Primary E-mail certificates, GDCA validates the ownership or control of an e-mail address by
sending a Random Value via email and then receiving a confirming response utilizing the Random Value.

For IV E-mail certificates, GDCA validates the identities of individuals according to section 3.2.2 of this
CP in addition to completing the validation procedures for the Primary E-mail certificates.

For OV E-mail certificates, GDCA validates the identities of organizations according to section 3.2.3
of this CP in addition to completing the validation procedures for the Primary E-mail certificates.

3.2.9. RV BRAE B B3 1% 5] Authentication of Timestamp Identity

I 1) RRAIE 5 B 1) 22 01 7 A% AT CP 5 3.2.3 53T -

GDCA validate the timestamp identity according to section 3.2.3 of this CP.

3.210.  EHAKFIAFL R Domain name recognition and Validation

X TIRAL ISR AR, B IR IE ) SEAAIE T U FEE I BE A R], A w] S EPLH, GDCA

AR BAR #5500 75 3 i — b

1o A T IR S5 UL BB B8 = 5 Hcdhs 2 v 2 1 380 ) 238044 15 & S D i LT R A
et A 1) 7 ORRBEN A, RN I ZBEHUVE BB RIS, A s 4 1 B A A Bl
IR, %577 2845 Baseline Requirments v1.7.0 &% 3.2.2.4.2 5.

2. [IAAER RN E N RN, B B EAUE R R4 admin,

‘administrator’, ‘webmaster’, ‘hostmaster’ ¥ ‘postmaster’ {ENRIZIN LT 5@, PAZAL
A% N R RIMRAE, IFUSCEME BN UE RN, B O 344 B I A B B R 5
)77 2 IEAG Baseline Requirments v1.7.0 58 3.2.2.4.4 95,

3. fEfLE FQDN (GERFREHA) 1) URI (Gi— AR IART) MIELM T EXT 20 5E {5 &
AT B, Rk sy U G E XS FQDN RsEBRiEHA. %577 0B Baseline
Requirments v1.7.0 % 3.2.2.4.6 ¥7 [ iZ /73 C.F 2020 £ 6 H 3 Hitg g 2E 1L 46 1, X1tk GDCA
ANFAE 7]
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4. EITHHIARIEEATE DNS CNAME. TXT 5 CAA it i AF BE B0 K4 R A TE R
BN HIE A FQDN (4R g 42 ) idziil . %5077 301 Baseline Requirments v1.7.0
% 3.2247 7,

5. EREARE R EFEHUE BTSRRI A (B, NS SR AE SR HLEAS 3
THTUOBRZ SRR, IR R A R D ) HTTP 20O RS RID, LA
NHIEE X FQDN 1 sEPriEdil Al . %% 5 77 2§ Baseline Requirments v1.7.0 8
3.22.4.18 7.

For the purpose of domain name validation, entities to be validated may also be the applicant's parent
company, subsidiary company, or affiliate. GDCA may use one of the following ways for the validation of
domain names:

1. Obtain the e-mail address of the domain name owner listed by the domain name registrar or other
authoritative third party database, and contact the owner by sending a Random Value via email, and
then receiving a confirming response utilizing the Random Value to confirm its ownership and control
of the domain name; This way of validation conforms to section 3.2.2.4.2 of the Baseline
Requirements v1.7.0.

2. Sending an constructed email to domain contact to confirm the ownership and control of the domain
name, by sending an email including a Random Value to one or more addresses created by using
‘admin’, 'administrator’, 'webmaster','hostmaster’, or 'postmaster' as the local part, followed by the
at-sign ("@"), followed by an authorized Domain Name, and receiving a confirming response utilizing
the Random Value. This way of validation conforms to section 3.2.2.4.4 of the Baseline Requirements
v1.7.0.

3. By making a change to the agreed-upon information found on an online Web page identified by a
uniform resource identifier containing the FQDN, to confirm the applicant’s practical control over the
FQDN. This way of validation conforms to section 3.2.2.4.6 of the Baseline Requirements v1.7.0.
[This method is no longer used because it is deprecated as of 3 June 2020].

4. By confirming the presence of a Random Value or Request Token in a DNS CNAME, TXT, or CAA
record to confirm the applicant’s practical control over the FQDN. This way of validation conforms to
section 3.2.2.4.7 of the Baseline Requirements v1.7.0.

5. Confirming the applicant's control over the FQDN by verifying that the Request Token or Random
Value is contained in the contents of a file (such as a Request Token, Random Number that does not
appear in the request used to retrieve the file and receipt of a successful HTTP 2xx status code
response from the request). This way of validation conforms to section 3.2.2.4.18 of the Baseline
Requirements v1.7.0.

X IEECATR A, GDCA S iEi@ BT A sk Aa,  PRIEIZIRA & WA e T2 — ik
S AR BBUFHSEN, LM

GDCA fHAEEACHT (%) AU kA ELA AL AR A« 2 Hh 5 2l 44 VA A B LA 42
i A3 AL BAIE P R, BRI RO 2 BR G AIE W L 58 AR i 3844 1 BT A i 44 75 1)
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WE, GDCA i BEER B BN (Ko B i, DAz (AR, 2R i
HE RN, ZHIEE ARG RK.

As for the validation of a wildcard domain name, GDCA verifies the domain name in the right position of the
wildcard to ensure the domain name in the right position of (*) is obtained through registration, and
explicitly owned or controlled by a business entity, a social organization, or a government authority etc.

GDCA rejects any certificate request with a domain name in the right position of the wildcard (*) being a
gTLD, public suffix, or a registry — controlled domain name, unless the applicant proves its rightful control
of the entire domain namespace.

If necessary, GDCA may also perform the independent investigation to confirm the ownership of the
domain name. The subscriber shall not refuse the requirements when corresponding assistance is needed
from GDCA.

3.2.11. DU & FRIEE Verification of DBA/Tradename

FAEF EM A DBA sk 4k, GDCA mlilit LU R 77 3 i & > —Fh DI S B i
A B % DBA (7 Mk 4 5k -
1. FTEE P e R X BB LA SR BEF PTHIE B FR S8 BVR O AFAEBA T SO, 8%
IS QSRIRAMAPER
EEABECTSF
54 ST HL 2 DBA S AREk i b 4 R I BURF B LA VA 18 5
Bt ity SRR SR IR R BH R A
oL s, ARATRIK SR, (5 A RAIR R, BURZRIBIN, SUH AL GDCA AN A SEI4
WEJ7 2

a > w DN

If the subject identity information is to include a DBA or tradename, GDCA verifies that the applicants have
right to use the DBA/tradename using at least one of the following:

1. Documentation provided by, or communication with, a government agency in the jurisdiction of the
applicant’s legal creation, existence, or recognition;

2. Areliable data source;

3. Communication with a government agency responsible for the management of such DBAs or
tradenames;

4.  An attestation letter accompanied by documentary support; or

5. Autility bill, bank statement, credit card statement, government-issued tax document, or other form of
identification that GDCA determines to be reliable.
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3.212. FrEEERINS %5 Verification of Country

A5 UEAS AT b FE X 30T, GDCA 3 BUBER = 5 K B ) R vl DNS e % 7R 1Y
P bk F I 1) 1P MR AR A PTAE [, R OR AR I A 1P MLl £E [R5 B s N SEPs /e [
—

In case the “countryName” field is present in the subject, GDCA verifies the country associated with the
subject though checking the IP address of the applicant or the IP address on the DNS record from an
authoritative third party database, to ensure the IP address of the applicant is consistent with a country
where the applicant is actually located.

3.2.13.  IP HihkRIAEIAFI X H] Authentication of an IP Address

GDCA RHILAF 3, ik i i sz hliZ 1P Hhhk

1. TEALE IP HbEA URL (G8—BEUEFRIRAT) AUTELR N UL EXf 252 (15 kAT s, @i ik
J7 A CAHIA G T 1P Huhk () SERRIEHIRL . %55 77 2B Baseline Requirments v1.6.6 £
322517,
GDCA AHIAy IP Hihk2E % EV SSL Efi.

GDCA adopts the following way for the authentication, to confirm the applicant owns or practically controls
the IP address:

1. By making a change to the agreed-upon information found on an online Web page identified by a
uniform resource identifier containing the IP address, to confirm the applicant’s practical control over
the IP address. This way of validation conforms to section 3.2.2.5.1 of the Baseline Requirements
v1.6.6.

GDCA must not issue EV SSL certificate for an IP address.

3.2.14. BFERIERHEREME Data Source Accuracy

FEREAE AT A AR AR Dy T MRS YR 22 1T, GDCA RHZ RIS 1l M HERfR L,
Lo s i vl PLvE AT AL, IR IR LU A&
1 RS B RER;
2. F SRV H IR 5
3. BdEOENIRE, MAEHEIEER H K,
4. BHERT AR AT A L ATy A
5. Dyt Bl S SO BOARDR HETE
X+ GDCA Fra& A SSLEHS, 45 M PFAli A T A S e SR SR A5 i) 8l B A A i
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Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its evaluation:

1. The age of the information provided,

2. The frequency of updates to the information source,
3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and

5. The relative difficulty in falsifying or altering the data.

GDCA may use the documents and data to verify certificate information, provided that it obtained the data
or document no more than thirteen months prior to issuing the certificate.

For the SSL certificates, GDCA may use the documents and data to verify certificate information, provided
that it obtained the data or document no more than 825 days prior to issuing the certificate. For non-SSL
certificates, GDCA may use the documents and data to verify certificate information, provided that it
obtained the data or document within the maximum validity as stipulated in this CPS prior to issuing the
certificate.

3.2.15.  WHERIERIT 45 B Non-Verified Subscriber Information

UEF P EE B A i, RERAEREBEAFENET.

The information contained in the certificate must be validated, the information that is not validated shall not
be written into the certificate.

3.2.16.  BHHIA Validation of Authority

AT A TP NP PAEFL 550, GDCA RHEAT 4 T Bk -
1 S =07 S eI AR 55 BAE e . BRI B R K SRS T SRR LA A7 A 5
2. JEMEHUERBOCCM BRI EEELE e R HIE B B A R A D5 SR IR IE I N &

E IR AR HARERAT ABZ MU AL o

GDCA JS e ¥ I $R B AL AR T IETS . % I LB IE R & 1] LBETHE
F BRI, N GDCA AMFIEZAEZIEE N S ASMEfTIES HFIgTER . IS HiE
H ORI RI, GDCA R A B & e it HL BN T 7

The following verification will be conducted while the representative of organization subscriber applying for
certificate:
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1. Confirming the organization from third-party identity verification service or database,
documents issued by government.

2. Using telephone, postal letter with return receipt, employment proof document or any
equivalent way to confirm that the person belongs to above organization and his/her behavior is
authorized by these organization.

GDCA should allow an applicant to specify individuals to request certificates. If an applicant specifies, in
writing, the individuals who may request a certificate, then GDCA shall not accept any certificate requests
that are outside this specification. GDCA should provide an applicant with a list of its authorized certificate
requesters upon the applicant’s verified written request.

3.2.17.  H#EE#EN Criteria for Interoperation

b T HAR IR B TR S WA, AT LS GDCA #H4T B4k, (B2 iZ% B T UGERS I T
CPS 21554 GDCACP 23k, JfH5 GDCA 258 MM .

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS are in
compliance with the requirements from GDCA’s CP and sign related agreement with GDCA.

GDCA KR #E TN N &, $2529F GDCA MR ENU SRS M B, I A B RARIA
EFS

GDCA accepts the information authenticated by other CAs and issue corresponding certificates based on
the agreement.

AR SR AT AT RLE , GDCA 4™ 4% F LAhAT .

If there are provisions of national laws and regulations regarding interoperations of issuing certificate,
GDCA will perform strictly according to relevant legislations.

#ZE HAT, GDCA RERATIEXAET
To date, GDCA has not issued any cross certificates.

3.3. BHAEIFERKIRRSE5
Identification and Authentication for Rekey Requests
FEHEAT CP 56 4.7 5 FTId (U158 5 SR AT, 75 X B39 10 2% BH R A7 4 ol LA £ 2 B S

PR E FIEH#AIAE .

Before rekey operation described in CP section 4.7, GDCA shall authenticate the key to confirm that the
request of rekey is from the original key owner.
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3.3.1. HIEHAE IR NS LR

Identification and Authentication for Routine Rekey

T AUE LR BB TR, 1T n] 5 i) GDCA UE RS Mt AT S5 B il , R4
HANRIGT P RIEBE R, mEs4 . EBTFH55, TERUEBEHE R HiE: GDCA L
FEAIE R G0 ] 25 5 5 7 FS AT S BOAIE o 3T 7 7T LS GDCA HITE LI H i 25 61 58 37,
GDCA JEMHLIA AR F 5270 NI 00

In general, subscriber can apply for rekey via GDCA certificate service website. The system can get
former certificate information automatically such as DN, serial number, etc. Above operations can
complete the application of rekey; Certificate authentication system of GDCA authenticates identity for
rekey application. Subscriber can also apply for rekey to RA. RA must authenticate valid documents of
subscriber and agent.

HBH S X RS P D BRI S 1) SO BB T, DAL, VT A R ST
HIT s 2N P S S (P I PR S B R e, i BiE sk, GDCA F Ak
HIE.

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or data.
Therefore, the subscriber shall make sure the encrypted documents or data have been decrypted before
they apply for the secret key’s updating. GDCA shall not assume any responsibility due to failure of
decryption by the renewal of the secret key.

332  WHREFEAEFINIREER

Identification and Authentication for Rekey After Revocation

UEFSHUEH 5 A BEREAT P T

Re-key/renewal after revocation is not permitted.

34. HHERKIRRE L5

Identification and Authentication for Revocation Request

IEBHEEER AT DR AT/, AT Lok E GDCA. FEMHBLI. 24 GDCA s FEMHLIAAT
A CP4.9.1.1 Frid B p A8 1T 7 BOAE TSI, A BCHIEIAHIE 15, X Ah 1% 0 JC 24T %510E - GDCA
S TR B R PR IE SR, 2 ok FE B UM S I BRI EA T #f s A TT AT .
FAT P 3G RBAEIE T, WA CP 5 3.2 WATIA T B 0 %5l o 0 & RO VL4
Y, CA B RA KB H LRI T AU 1 SR SRR SRR, AN B AT HoAth
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PIENIDE Sl

Revocation requests can be made by subscriber, GDCA or RA. GDCA or RA can revoke certificate based
on the reasons stated in section 4.9.1.1 of this CP without authentication. Revocation requests of GDCA
or RA must be approved by its management or supervision authority. Subscribers who request to revoke
certificates shall follow identity procedures described in CP section 3.2. If the revocation requests are
from judicial authority by law, CA or RA will use revocation request documents of judicial authority as
authentication evidence and will not use any other methods for authentication.

4. JEFSA: o A BIRAR LR

Certificate Life Cycle Operational Requirements

4.1. {FHHIF Certificate Application
4.1.1. IEF B #5524k Who Can Submit a Certificate Application

UEFS FE SEAR 45 S AR MOLVE N B I H SN (B AT B G, Sk fr, 4he
RN R RS o

Entities of certificate applicants may be individuals and organizations with independent legal entities
(such as administrative organizations, institutions, social organizations, people's organizations and other
organizations).

4.1.2. M 2 5 $4E Enrollment Process and Responsibilities

1 MR
1. Registration Process

G & KA BIE R KL S RA, RA WIAFZIER, Xt HESY, RFRKHKEL CA.
Applicant sends certificate request to RA. RA verifies and signs the request, then sends the results to CA.

CA #UWNBNIZIERIG, KAk RA HI%E4, KT PUET . EREMNEEEY, LACRE
i It ORAIE -

CA validates the RA signature after receiving the request and issues the end-user subscriber certificate.
In the whole registration process, it is necessary to take enough measures to ensure that:

® RA IR T (E B AT HE# B BT REEEAT 250

® RA must verify the information of application and the identity of applicant.
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® (£ RA [ CA KIFUEHERES, {RiEfERmESdRE L e, ke, 28

RA ensures the security, confidentiality and integrity of information transmission in the process of
sending certificate request to CA.

2. wfE

Responsibilities
® GDCA JEMMUMA TTAEAITT 7 5 R0 e+ A0 o 525 44 A ] 46

GDCA and Registration Authority have the responsibility to inform the subscribers about the usage
condition of digital certificate and electronic signature.

® GDCA JEMHUMA TTAEITT 7 5 Rk 55 WA 2l A9 30T H AR 1

GDCA and Registration Authority have the responsibility to inform the subscriber on service charging
items and standards.

® GDCA KIEMHBUAAT ST [T 7 5 R PRAF AVE F T 7745 2 B IR AN BT AE 5

GDCA and Registration Authority have the responsibility to inform the subscribers on the rights and
responsibilities of preserving and using subscriber information.

® GDCA KiFEMNMAE sTfEI1T 45 %1 GDCA 11 5i4E Ve s

GDCA and Registration Authority have the responsibility to inform the subscribers on the
responsibility scope of GDCA.

® GDCA FKiFEMHMIAE BT RIT P 5 5097 7 1) 515 VE s

GDCA and Registration Authority have the responsibility to inform the subscribers on the
responsibility scope of subscriber.

® iR TR . CP e CPS A SCHFZE I FIL, Ryl H ok THE T i&
PG BRI S35 AHE R A OR A 25

The applicants should learn about the agreed-upon matters stipulated in the subscriber agreement,
the CP and CPS etc. in advance, particularly those in relation to certificate usage, rights, obligations
and warranties.

® 1T AT TR FAIE S FR O TR R AU S B ST

The subscriber has the responsibility to provide accurate application information and data to GDCA.

® MMM AR LT P AR ALIE T B B 5 SO IE AR — B R A AR, R
ZECEV EIVATE g o

RAs shall ensure the consistency between certificate application information and identification which
subscribers provided and bear corresponding responsibilities of review.
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4.2. P HEEHE Certificate Application Processing
4.2.1. AT IR A5 %5 Performing Identification and Authentication Functions

24 GDCA. VEMHUEZ FNT AL HiE 5, RifgA CP 45 3.2 THIE R, T ikT
B iR 5 %5

After GDCA and its registration agencies receive the subscriber’s certificate application, they will perform
identity recognition and verification of identification over the subscriber according to the requirements of
CP section 3.2.

RS RAEFIHT, GDCA MR#E A CP 3.2.14 MR 2 15 B H I AT S35 B

Prior to issuing a certificate, GDCA confirms whether or not to re-use the validated information according
to the requirements stipulated in section 3.2.14 of this CP.

4.2.2. IEH H L HERIIE 44 Approval or Rejection of Certificate Applications

GDCA. VEMHURNAE UL EAL B, fHESIRAE BT . WIRIELE R, N8 E
A A BRI R P I RE TS F R

GDCA and RA should approve or reject applications based on authentication. If GDCA and RA reject an
application, they should inform the applicants with appropriate ways and within reasonable time period.

4.2.2.1. iEP HIERIHLEE Approval of Certificate Applications

WRFFA R, RA BT UALHEIE T HE:
1 ZHE R EAR CP 5 3.2 F1 kTIPS BUbR IR A1 2 A€ «
2. HIHERZ B A SOMAT sy A 2K
3. HIHHE CAILIRHLE ST 7 AHRLH 2 H o
RA will approve the certificate requests, if the following conditions are met:

1. The application shall completely meet the requirements from CP section 3.2 regarding the
subscriber's identification information and authentication.

2. Applicant accepts or has no opposition regarding the content or requirements of the subscriber's
agreement.

3. Applicant has paid already in accordance with the provisions.
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4.2.2.2. iFH HiEHIEL Rejection of Certificate Applications

MR RAFHIEE, RA NAELIET HE:
RA shall refuse the certificate application in case of the following situations:
1 ZHEAFFEA CP 55 3.2 TRk 1T ' S BIAR IR A1 2 70 B 7

1. The application does not meet the specifications of subscriber’s identification and authentication in
CP section 3.2.

2. FHIEHEABIRME TR Z S UE AR
2. The applicant can’t provide the required identity documents.
3. HITHE R EE AL SZAT P LA SN B AT EK

3. The applicant opposes or cannot accept the relevant content or requirements of the subscriber's
agreement.

4. WITEE B BE AR 1 MO E S AH R 28
4. The applicant has not paid or can’t pay the appropriate fees.
5. HHEMIEPE% ICANN (The Internet Corporation for Assigned Names and Numbers)
EREHIHT gTLD (T4 );

5. The requested certificates contain a new gTLD under consideration by ICANN (The Internet
Corporation for Assigned Names and Numbers).

6. GDCA s IEMHBUMANALIEZ IR 24 GDCA iR . VA ZrsiE ik

6. GDCA or RA considers that the approval of the application will bring about controversies, legal
disputes or losses to the GDCA.

N SEEVE R A A AE (RN I, B0 GDCA A AHtHEZ g A m K%, GDCA R
B4 HE, GDCA MRS AR Bias) FBUHRIREL . 1 5T W 2% 2 3 55 R BUR HL
e A5 55 =05 R A A4 B, BOA SRR A TFRIE 35 1015 2., BL GDCA ZHil H T PRBE I 25 7
A0 ECELA VEE B P 3k BB RE 70 P48 (8 A5 33 SR BB (O IE A5, S ST A 3P IS i U FR S A B
R, TEBEBHRIERESERZSIRE R X THERPHIARIEN, GDCA K HEARL
FHE.

SHFARLAfIE TS HiE, GDCA I &I HIE & E 15 H i 2RI

If the application is prohibited explicitly by laws and regulations, or GDCA considers that there are highly
risks to approve the application, GDCA shall reject it. GDCA establishes and maintains a list of high risk
certificate applicants according to the list provided by anti-phishing alliance, antivirus vendor or related
alliance, government agencies which are responsible for network security affairs and other third parties,
or the disclosure of information through public media reports, or previously rejected certificate requests by
GDCA due to suspected phishing or other fraudulent usage or concerns. GDCA will query information
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from the list during accepting certificate application. If the applicants appear in this list, GDCA will reject
their application directly.

For the rejected certificate application request, GDCA will notify the applicant about the failure of
application.

4.2.3. A EAES HE BB [E] Time to Process Certificate Applications

GDCA FIHF RS BN (CPS) IR E & HEIE 1 i A BERS 18] . GDCA FIyEA L
Ko NLAE CPS FU5E FRIINF IE] P AL HR AT, T8 S kIR S T 4 o 3 AN i TR s 2 2 N TAEH .

GDCA CPS should specify the processing period of certificate application. No matter approving or
rejecting, GDCA and RA should process certificate application within the period specified by CPS. The
period is 2 working days in general.

4.2.4. INENLHIEEAL (CAA)  Certification Authority Authorization (CAA)

Xf T GDCA i & SSLITLS I+, GDCA X 25 A& E+5 E @] 44 47 R T o ()4 — 1> dNSName
filt CAAIE AT AT, F ARG A1 B R

GDCA 1R ¥ RFC6844 (iR 3 5065 1511 K& AL HE “issue”. “issuewild” % “iodef”
M EPEARSE: 4 “issue”. “issuewild” prZE AL “gdca.com.cn”, NI GDCA AZEA X
i %5 CAA iET L “iodef” #54%, | GDCA 5 HiiE #1038 o Y sE & 5 N UK IE
1.

GDCA NiLA T %1 CAA IR A HRIBIE LA E NPT 2 AE IS4 1) 7E4F GDCA %1l
B AT CAA LSRRI 2) /SR —RE B A 4k CAA Id3%: 3) 1A FTTE X A7
TEFE ) ICNNA R X 35 [¥) DNSSEC 41k «

For the SSL/TLS certificates issued by GDCA, GDCA will check the CAA records and follow the
processing instructions found for each dNSName in the subjectAltName extension of the certificate to be
issued.

GDCA shall process "issue", "issuewild", and “iodef” property tags according to RFC6844 as amended by
Errata 5065: GDCA shall not issue corresponding certificates if the "issue”, "issuewild"property tags do
not contain“gdca.com.cn”. In case the property tag “iodef” is present in the CAA records, GDCA shall

determine whether or not to issue certificates after communicating with the applicant.

GDCA shall treat a record lookup failure as permission to issue certificates if: 1) the failure is outside the
GDCA's infrastructure; 2) the lookup has been retried at least once; and 3) the domain's zone does not
have a DNSSEC validation chain to the ICANN root.
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43. EFZ K Certificate Issuance
4.3.1. IEHZ R H RA I CA K478 CA Actions During Certificate Issuance

i CA HIIEF322 K R ) GDCA SERUI T3 A\ S MU RATEL IR 4, AR CA SUTIED
B4

A trusted person authorized by GDCA should deliberately issue a direct command with respect to
certificate issuance by the root CA, in order for the root CA to perform a certificate signing operation.

EIE P RIS RA M R A TTIE iGN &R, @S EE RA KGR RIE
PR &KL CA HIIFPBE KR 25 RA K1t CA IIF PR IEREETA RA MEH LN 5
=R, JERORAE SR & B IERIR CAE BB KR AR5 .

In the process of issuing certificate, the RA's administrator is responsible for the approval of certificate
application, and sending certificate issuance request to the certificate issuance system of CA via the RA
system. Issuance request which RA sends to CA must include identification with the measures of
information security. RA must ensure that the request is sent to the correct CA certificate issuance
system.

CA HJEB K RGAERT RA KHERZERIE KRG, XKRE RA KIE TS0 5%,
XA RANEBRE AR, IEBRR ARG UES.

After obtaining the RA certificate issuance request, CA certificate issuance system authenticates and
decrypts the requests. For the valid certificate issuing request, certificate issues system issues the
subscriber certificate.

4.3.2. CA 1 RA BHIT PIEPRHZER

Notifications to Subscriber by the CA of Issuance of Certificate

GDCA MIE P& R ARG RIUEDIE, ¥HEZSEED RA @A b B sk, JHm
WA RMRTDSRSIE R, BB . Mg FERE N, sFEdHe 51T 4%
€ W77 25 F0T P an e SRAHIE T

After GDCA certificate issuance system issues certificates, subscribers will be informed by GDCA or RA
that the certificate is issued and how to obtain certificates. Subscriber can get the certificate via face-face,
online download, or other methods specified by subscriber.
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4.4, IEFEERZ Certificate Acceptance
4.4.1. IR SZIEF HI4T A Conduct Constituting Certificate Acceptance

Lo AT P EAT YT I 111 GDCA IE F5 I 55 WS 15 2, TEAS R8s S RIRERAT P2
TiEf.

2. GDCA JEMHUALELT P o vF N, ARE T 7 N #AIE S, JFEIE il g A Ah GDCA
WHFTEE T SURIBAIT P, BT 42 T

3. W PERZ THRMHERM TR, I HEA R ROHERECEIE B 2.

1. Subscribers access to specialized GDCA certificate service website and download the certificate.
When the certificate is completely downloaded, it represents that the subscriber have received a
certificate.

2. GDCAs RA downloads certificate on behalf of the subscribers, when a subscriber receives a
certificate from RA through e-mail represents that the subscriber has received the certificate.

3. Subscribers have received the way of obtaining the certificates, and no objection of the certificates or
their contents.

4.4.2. CA XHEF K & AG Publication of the Certificate by the CA

VPR G, GDCA Wil kB &A% GDCA i H RS R4 .

After a subscriber receives a certificate, GDCA publishes the subscriber certificate to directory service
system.

4.4.3. CA B A HAR AR UE B K

Notification of Certificate Issuance by the CA to Other Entities

BRUEFS1T /7 4h, GDCA JE WA AN 75 238 S HA SEARIE F 28 A o

GDCA and RA do not need to notify the certificate issuance to other entities except for subscribers.

4.5. BEHANFERKEA Key Pair and Certificate Usage
45.1. TP REAFNER R Subscriber Private Key and Certificate Usage
PRI TUE T HIEHE52 7 GDCA BT K ET & , YW A L& R ZE <7 5 GDCA.
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WRAGTT A RHIBURIA SLF B ke AT P32 BIHUFIE S, RIS B I 22 38 DR A7 LU 50
SR ALEHE S R RBURE A . 1T RBEEG IR, A CP BLAAT P B (138 Bl A
s FHALEHATHIE S

XTI, KA A TEEMNESL, TP NMBIMNEAMANE. X T
RS, HAVEH AT TSR A A SN 1A BT . AEEB R 2 R, T
Vo 25U AT A2 UE F XS B R AL EH

XTT SSLITLS kS, 1T A THARFN S5 PRk R AR5 R 2 (1) 32 R0 44 %68 I 14D il 55 4 v
HEIE TS
After the subscribers have submitted certificate application and received certificates issued by GDCA,
they are deemed to have agreed to comply with the terms of GDCA, relying party related rights and
obligations. The subscriber who receives the certificate shall take appropriate measures to properly keep
the corresponding private key to the certificate from unauthorized use. Subscribers can only use the

private key and certificate in the CP specified range, and under applicable laws and the subscriber
agreement.

For the signature certificate, the private key can be used for the signature of a message. The subscriber
should know about and confirm the signature content. For the encryption certificate, the private key can
be used to decrypt the information which uses the corresponding public key to encrypt. After the
certificate expires or is revoked, the subscriber must stop using the certificate’s corresponding private key.

For the SSL/TLS certificates, the subscribers should undertake an obligation and warranty to install the
certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.

45.2. I AHFER KA Relying Party Public Key and Certificate Usage

BT I ENIN BT A ME R A, A 5T LU AR Ak

When the relying party has received the message with digital signature, the party has the obligation to
carry out the following operations to confirm:

1. ISR 0T BLIE S A5 AR B s
1. Obtain digital signature’s corresponding certificate and trust chain.

2. HRINZZEZ XN AIEH & B GDCA %K ;

2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.

3. A CRL B OCSP #fi A 1%%5 44 X B HJAIE A5 42 15 AL «

3. Confirm whether the signature corresponding certificate has been revoked by querying the CRL or
OCSP.

4. UEFSHAERE TR R A

4. Certificate usage is suitable for the corresponding signature.
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5. fEAREF BRI APHRAER 4 .
5. Use certificate’s public key to verify the signature.
6. AL ErUET A RO
6. Check the validity of the certificates
PAEARAT— AR 2RI, 0T A SUEIE L4415 B
If the above conditions are not met, relying party has the responsibility to refuse to sign information.
T T B ROB NS BT, el i IR AR SRS HE T N IE S,
SRJE PR B AP S BN . {0 RO NI S RN A5 B — i AR 45 552 7

When the relying party needs to send an encrypted message to the receiving party, the party must first
obtain the encryption certificate of receiving party through proper channels, and then encrypt the
information using public key of the certificate. The relying party should send the encryption certificate and
encrypted information to receiving party.

4.6. IEFHEH Certificate Renewal

UEAS S FHREASAE T 7 AP ECHAREAE BRI T, T8k — KB
Sil
Certificate renewal is the issuance of a new certificate to the subscriber without changing the public key or
any other information in the certificate.

4.6.1. IEBEHBTE Circumstances for Certificate Renewal

XFF GDCA 2K 45T FIAESS, 1T P FRAEUE PR ART AT IE 558 . GDCA R#E A CP
3.2.14 MR BRI 2 75 B H IL AT CERIERIE B
WEBE G, 1T 2 T S BT
XFF SSLITLS iE+:, GDCA #3211 I AEAS SR 2 HI F i BEHTIETS o 1T B BEHIE 1S
i, GDCA Faxtil PR B HTA T, DIAJUR TS NI, WONSI% e, WERiT
PR G BRI .

For the subscriber certificates issued by GDCA, the subscribers need to submit the certificate update
request before the expiry of the certificate. GDCA confirms whether or not to re-use the validated
information according to the requirements stipulated in section 3.2.14 of this CP.

If the certificate had expired, the subscriber must apply for a new certificate.

For SSL/TLS certificate, GDCA accepts the subscriber to apply for certificate renewal without updating
the key. When a subscriber requests to renew a certificate, GDCA will check whether a key submitted is a
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weak key, and will require the subscriber to renew the key pair if the submitted key is proved to be weak.

4.6.2. BRIEHFEH K24k Who May Request Renewal

TR AUEA E B0 ST/

The entity who requests certificate update is the subscriber.

4.6.3. ALBEAEH B HT1E K Processing Certificate Renewal Requests

XFFUEHEH, HACP AR FIERIE. S0l BRAUETS. X HTE R SIEA 25 75 A
TN LA

For certificate renewal, its process includes application and verification, identification, and issuance of the
certificate. The verification and authentication of application shall be based on the following:

1. WP RYEIEFA7 £ H i GDCA Frzsk
1. The original certificate of subscriber is exist and issued by GDCA

2. IOUENES SR SR AEVE AT IR Y
2. Validate the certificate update request is in validity period.

3. BT HEMIE S HEAT S s .
3. Identity verification based on the original registration information.

FE UL EEGIE AN )18 J5 GDCA A W HEHERS K IE+
GDCA can issue certificate only if all the verification and identification above are passed.

WP AT BUE R — AR I A6 IS B AR AT UE 5 50T, 4% R ERAR AR L A IE 5 H
AN GG UEW] B GDCA FEARAA[ 0 T A PURE X R AR UE 5 H 355 R 490 5 A D i+ 58T e
RSP ISHE DS

When the certificate is updated, subscribers can use the original private key to sign the update request,
and GDCA will verify and identify the validity, legality and uniqueness of subscriber’s signature and public
key, user information of the update request.

4.6.4. BHIT PIRERRIZR

Notification of New Certificate Issuance to Subscriber

[FJA CP 25 43275,

See CP section 4.3.2

54



[] SEMNNRIXIRIGBIRAE
m Gl Digital Cuies secun ity Acthoniteyg Cow Lo GDCA SM2 .‘LIE:H%H{% (Vl. 0 H}i)

4.6.5. MRS EHNE BT A

Conduct Constituting Acceptance of a Renewal Certificate

[F A CP % 4.4.1 75,

See CP section 4.4.1

4.6.6. CA M EFHERK R

Publication of the Renewal Certificate by the CA

[FIA CP &5 4.4.2 7,

See CP section 4.4.2

46.7. CA B HABSARUER IR

Notification of Certificate Issuance by the CA to Other Entities

[FIA< CP %5 4.4.3 7,

See CP section 4.4.3

4.7. EHEHEF Certificate Rekey

UEPS S P B 81T 7 AR S 5 38 A X s B F R N A R — e

Certificate Rekey refers to generating a new key and requesting to issue a new certificate for the new
public key by the subscriber or other participants.

4.7.1. IERFHAFEHRIER Circumstances for Certificate Rekey

GDCA HJE % 8 B A EA R T LA T E I

GDCA certificate Re-key including but not limited to the following circumstances:
1. UEPARLEH M ER TR IR

1. Revocation certificate due to private key leakage.
2. R EI;

2. The certificate expires.

3. ETHER. BURL 4R, GDCA ZRUEPEHIEH .
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3. GDCA- requires certificate key update based on the security reasons of technology and policy.

472 ERIEPEAEFHLE

Who May Request Certification of a New Public Key

FRAE P BT

The entity who requests re-key is the certificate subscriber.

4.7.3. KHEAE BT HriE R Processing Certificate Rekeying Requests

[F4 CP %5 4.6.3 i,

See CP section 4.6.3.

4.7.4. BRIV PIRERRIER

Notification of New Certificate Issuance to Subscriber

[FIA< CP &6 4.3.2 7,

See CP section 4.3.2.

475.  HEREREHAEIERRTA

Conduct Constituting Acceptance of a Rekeyed Certificate

[ CP %% 4.4.1 75,

See CP section 4.4.1.

4.7.6. CA X #HEFIEH B R

Publication of the Rekeyed Certificate by the CA

[A4% CP % 4.4.2 75,

See CP section 4.4.2.
AT HUE TIRITE 24 /NS P R Af

Re-Keyed Certificate must be published within 24 hours.
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4.717. CA B AL AR UEB IR R

Notification of Certificate Issuance by the CA to Other Entities

[F 4 CP %5 443 1.

See CP section 4.4.3.

4.8. IEFHATE Certificate Modification

4.8.1. ERAEERIETE Circumstances for Certificate Modification

WAL PRI B REBCE, 511 GDCA HRHNE B .

If the registered information which subscriber provide is changed, the subscriber has the obligation to
report certificate modification to the GDCA.

AURAEFS RS 15 B AL S AT RERZ AT FBUR] LS5 IE3s, AT Y ASRE I IE 5 22 B
HREEHEIZIES, f EH SR e

If information contained in the certificate changes that may affect the rights and obligations of subscribers.
The subscriber cannot apply for the certificate change, and he/she can only revoke the certificate then
apply for a new certificate again.

UEFS AL S B AL P B P A (KRR . 2% R — U

Both of the procedure and conditions of the certificate application and modification is the same.

4.8.2. BRIEHZRE RS24K Who May Request Certificate Modification

TESRAE AL B SEAAR O IE AT 7

The entity who requests the certificate modification is the subscriber of the certificate.

4.8.3. MHEIEHZEFEER Processing Certificate Modification Requests
TIEF3 78 B8 4 R IR BV TR R Iy M R AT Ab B, R A CP 3.2

The certificate modification is processed following the registration procedures where the first application
for a certificate, see CP 3.2.
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4.8.4. BHAT PIREPRIZR

Notification of New Certificate Issuance to Subscriber

[F 4 CP % 4.3.2 71,

See CP section 4.3.2

4.8.5. WREZZEIEBRAT N

Conduct Constituting Acceptance of Modified Certificate

[FIA CP &5 4.4.1 7,

See CP section 4.4.1

4.8.6. CA XA EIEFH K & A Publication of the Modified Certificate by the CA

[F A CP %5 4.4.2 7.

See CP section 4.4.2

4.8.7. CA BMHEMEBIERRER

Notification of Certificate Issuance by the CA to Other Entities

[FIA< CP %6 4.4.3 7,

See CP section 4.4.3

4.9. EFHHESFEERR Certificate Revocation and Suspension

4.9.1. EBHEE BB Circumstances for Revocation

4.9.1.1. 3T PEPBBEE R B K Reasons for Revoking a Subscriber Certificate
2B LL RS — R L Z R, GDCA ZJIAE 24 /NI 2 N HIAHIE TS -

1. 3T DA R s SRS 1

2. T FUEKN GDCA S HIUE T35 3R AAF B2 AL HASBEIE W 22U T ;s

3. GDCA K} TiFdE, FH-SIUE-F AR AT P AV 21 7 IR
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4. GDCA 318 Til#s, EWIXHEF S FQDN B 1P Hthik 11355 44 F2 A B B A 36T AN S
AL -
P, TS B — Rk Z R, CA IFE 24 /N 2 WHUBSIE S, HUAHE 5 R N3

BE

1. UEPBAEFFEA CP 2 6.1.5 11 K5 6.1.6 77;

2. GDCA 345 1 ik 1538 2z H k4

3. GDCARZEIT KR 7T P . CP/ICPS H ¥ — IR 8L £ I & K 57T

4. GDCA 3RZ& TAFE# ] FQDN B IP ik )8 ARV al (i,  FkBesliff
REERE 7 A EMN ARSI, A EN S BE AR VE ] BRSSPl
ek, B TEN AR B ST A2 )

5. GDCA 3R F@ Be AFIE P Pl T %50 A R O 2 S P 1) 74044 «

6. GDCA ZRZIEAHh A & 15 B B KA

7. GDCA FREBIEH IR K AREST& GDCA ) CP B{ CPS;

8.  GDCA A JAF A B 5 % Hh BRAE IR+ o A5 B S s

9. GDCA MFHHF IR Tk R, By sig et BRIFH k445" CRL/OCSP
5 R

10. CPS "HEATT AT H IR EUZ AR P RIBES: AR E: THENIEBOEE R VR,
M B R M SR s BURAT s B R AN A 32 1 7 B R 5 LKA A5 S5 A4
NioR

11. GDCA C&JEATH LS55, W ARG IRSS %

12. CA # En 3L 1 vl AT - FAEH M S [ £ 30k (1) 77, 2RI R T AR YR A 8142 By vt S A

B (5170 Debian 35540, W.: http://wiki.debian.org/SSLkeys), EifFELERARAAIIEYE, I
B A SCRABH I 712 B

GDCA shall revoke a certificate within 24 hours if one or more of the following occurs:

1.

2.

The subscriber requests in writing that GDCA revoke the certificate;

The subscriber notifies GDCA that the original certificate request was not authorized and does not
retroactively grant authorization;

GDCA obtains evidence that the subscriber's private key corresponding to the public key in the
certificate suffered a key compromise; or

GDCA obtains evidence that the validation of domain authorization or control for any Fully-Qualified
Domain Name or IP address in the certificate should not be relied upon.

GDCA should revoke a certificate within 24 hours and must revoke a certificate within 5 days if one or
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more of the following occurs:
1. The certificate no longer complies with the CP section 6.1.5 and 6.1.6;
2. GDCA obtains evidence that the certificate was misused,;

3. GDCAis made aware that a subscriber has violated one or more of its material obligations under the
subscriber agreement and CP/CPS;

4. GDCA is made aware of any circumstance indicating that use of a fully-qualified domain name or IP
address in the certificate is no longer legally permitted (e.g. a court or arbitrator has revoked a
domain name registrant’s right to use the domain name, a relevant licensing or services agreement
between the domain name registrant and the applicant has terminated, or the domain name
registrant has failed to renew the domain name);

5. GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate fully-qualified domain name;

6. GDCA s made aware of a material change in the information contained in the certificate;
7. GDCA is made aware that the certificate was not issued in accordance with GDCA’'s CP or CPS;

8. GDCA determines or is made aware that any of the information appearing in the certificate is
inaccurate;

9. GDCA's right to issue certificates under this CP expires or is revoked or terminated, unless it has
made arrangements to continue maintaining the CRL/OCSP repository;

10. The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as natural
disasters, computer or communications failures, changes of laws and regulations, government
actions or other causes beyond the reasonable control, causing threats to the information of others;
or

11. Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
subscribers to pay;

12. GDCA is made aware of a demonstrated or proven method that exposes the subscriber's private key
to compromise, methods have been developed that can easily calculate it based on the public key
(such as a Debian weak key, see http://wiki.debian.org/SSLkeys), or if there is clear evidence that
the specific method used to generate the private key was flawed.

KAETHIE, X1 GDCAEF RS KRG R IES, Fli1 CA. RA. 3 S HE
MR EM CBFEIRS R B IIES (AR, W] DU HOE .
1. CA 5RA. S SEZAT P& ksl kAR SR,
2. UERRNVAR A 2 A R B B R R A e A R
3. HMTEHWFEE.

If the following circumstances occur, for the certificates using in GDCA certificate service system, such as
certificate using in CA, RA, LRA or other services entities (including equipment using certificate in service
system), GDCA can revoke the certificate:
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1.

2.

3.

Agreement between GDCA and RA, LRA has changed or stopped.
The private key of the certificate has security damage or is suspected with security damage.

The need of management.

UEFIT R R I B R SEIE B A 2 Rk AR S, RSLRIERT CA HEAT R . X T

SSL/TLS AR5 &+2RIE+:, 5 MBLLL MER — e LIS, B 3T e -PHuH 5k

1.

o > w D

CA HUAFRURA AESVE, WIHEERE ) E I A ARE . S E MR & L 22 114
CA USRI — N IE B AT IE S B AR B — MR VE PR iR 2 73844 5

CA MUl T 5M RN 2210817, JF HORZHRHAR CA SR AR IE A (1 SRR AT
CA UL HIBUR] CLJe i B B2 1k, BRIE CA AT i %k, 2844k CRL/OCSP;
UEAS B Py 2 skt GG A 17 o0 I AP (4 2 Py el A 73 ANl 32 52 R U o

If certificate subscribers discover or suspect the security of private key of the certificate has been

damaged, they shall immediately notify GDCA to revoke the certificate. For the SSL/TLS server certificate,

if the following one or several cases have occurred, GDCA also need to carry out the certificate

revocation:

1.

Domain name that CA knows is no longer valid, such as the domain name has been judged by the
court, domain name registration agency contract termination, etc.

GDCA knew a wildcard certificate was used for a fraudulent misrepresentation sub domain name.

GDCA terminates the operation for some reasons and doesn’t arrange other CA to provide for
supporting operation of revocation certificates.

Unless GDCA make special arrangements, GDCA will continue to maintain CRL/OCSP, under the
circumstance of that GDCA's right to issue certificate has been expired, revoked or terminated.

Technical content or format of certificate causes unacceptable risk for application software vendor or
relying party.

4.9.1.2. BZ CAEBHIBEEF Reasons for Revoking a Subordinate CA Certificate

A HILL TS —MEZ i, GDCA UL 7 R NHEH 2 CA IE+:

1.

© a > w DN

GDCA {43 T UEHE, UEH SiE-B A MM CA RVHE S T 4%, BURHAF &4 CP
%5 6.1.5 15 [ 5F 6.1.6 Fi AR TR,

GDCA 3iA% 1 k518 2115 F e

GDCA FREIUEF I K RBERT & CPICPS;

GDCA AT AT HBAE 4% CA TET H M5 RAER . A SLai B 3% 54

GDCA M TAEfFE R ki, HARS 5 — %K CA BRI LA BHIE 15 44 IR 55«
GDCA M HL TINS5 I BEAK R AL, BRI B & 1b,  BRARHL Ak 224k CRL/OCSP
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IERSYE
GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1. GDCA obtains evidence that the subordinate CA’s private key corresponding to the public key in the
certificate suffered a key compromise or no longer complies with Section 6.1.5 and 6.1.6 of this CP;

2. GDCA obtains evidence that the certificate was misused;
3. GDCA s made aware subordinate CAs were not issued in compliance with the GDCA CP or CPS;

4. GDCA determines that any of the information appearing in the subordinate CA certificate is
inaccurate, unreal or misleading;

5. GDCA ceases operations for any reason and has not made arrangements for another CA to provide
revocation support for the certificate;

6. GDCA's qualifications to provide electronic certification services expire or are revoked or terminated,
unless GDCA has made arrangements to continue maintaining the CRL/OCSP Repository.

4.9.2. B RIEF 84 524Kk Who Can Request Revocation

PN SEAART BAVE SRAAAH — AT P e
1. GDCA ML AKYE A CP 56 4.9.1 5 ZSREE — T F ik
ST A NIESS, WEARTT P AT L SRS A1 8 AN AGE 5
ST HUIES, AT WU R A AGRAT BEA% 17 SR © 228 R 4 U 1E
ST BRAAUES, R HHA & MU BB B% 1 SR DA K MIETS
R BUR BT H A AR # TR UK e .
AT B A SRR L B B LA BCHA 14 3 =5 W DASR A UE T3 I JU R 2, 75 0
GDCA A & HH H A IE 1S

o g >~ w DN

The following entities can request revocation of subscriber certificate:

1. GDCA or Registration Authority can revoke one subscriber certificate based on the requirements of
this CP section 4.9.1.

2. For individual certificate, certificate subscribers can submit a request to revoke their own individual
certificates.

3. For organization certificate, only representative authorized by this organization has the right to
submit a request to revoke certificate which has been issued to this organization.

4.  For equipment certificate, only representative authorized by this organization who has the equipment
has the right to submit a request to revoke certificate which has been issued to this organization.

5. The court, government departments and other public power department can revoke subscriber
certificate in accordance with the law.
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6. Relying parties, application software suppliers, anti-virus organizations and other third parties may
submit certificate problem reports informing GDCA of reasonable grounds to revoke the certificates.

HA GDCA W] LU ARIE F Bl 4 CA IES.

Only GDCA can revoke root certificate or Subordinate CA certificate.

4.9.3. IE e E K KA B FEF Procedure for Revocation Request
4.9.3.1. IT P IERIBASUET The subscriber actively proposed to revocation application.

Lo AT A LA SR AT RS, [ B 50 B s S A«

2. TR MHAURAI ARSI H 5 SR SIS 110 S 473 FVARCES B ER 1 1 2 4

3. VENMHLAMPRE RS BRI A4 GDCA, 1 GDCA 78 i «
4. GDCA $2fit 7%24 /NS FR B IR % -

1. Subscriber submits revocation application form and identification material to registration authority and
indicates revocation reason.

2. Registration Authority verifies the identity of entities applying for revocation and the appropriateness
of revocation reasons.

3. RA submits application form of revocation to GDCA and GDCA completes the revocation operation.

4. GDCA offers 24x7 certificate revocation requests service.

4.9.3.2. T P 5REI#4ASE T The subscriber is forced to revoke the certificate

1. 4 GDCA S MAULA 78 73 M EE B i 15 A CP 28 4.9.1.1 T i fF kT, mlidid Py %
Bl 2 P SRR AR I 1

2. GDCA $fft 7%24 /N HAIEFS i AR o A AL BELAR

3. MRS FINENUAL LR AR AR | B0 LA S5 B =07 S UE TS e R 7 1, GDCA
87 2H 2R 2 AR A 4 SRk i S TS A E

4. GDCA ##iT FEE, didiE 2wy, SREaFlnes, mifss, ST iEf o
S AR FL R

1. When GDCA or RA has sufficient reasons to confirm that circumstances described in CP section

49.1.1 have occurred, they can revoke subscriber certificates through determined internal
processes;

2. GDCA maintains a 24x7 certificate problems reporting and processing procedures;

3. GDCA will take actions to investigate the certificate problem reports submitted by relying parties,
judicial institutions, application software providers, anti-virus organizations and other third parties,
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and will decide whether or not to revoke the certificates based on the results of the investigation;

4. After the certificate revocation, GDCA or RA will use appropriate ways, including email, phone, and
fax to notify the final subscriber that the certificate has been revoked and the reason why it is
revoked.

4.9.4. BT R I % FR ¥ Revocation Request Grace Period

R SR I T e B T e SRR A T, SR 1 SR 0 A M B B HE S e 8 /NS
A o FLARARER I DA AR 1 SR AIE AR B 48 /N iz i

If key exposure occurs or suspected occurs, revocation request must be submitted in finding leakage or
leakage suspicion within 8 hours after key exposure or suspected exposure is found. Revocation
requirements caused by other reasons must be made within 48 hours.

4.9.5, CA RbFE U5 3R K iy FR

Time Within Which CA Must Process the Revocation Request

GDCA B 42U 1 R 2 5¢ U 2 18] (1] i YIRR , A58 24 >/

The cycle of GDCA processes revocation request is no more than 24 hours.

4.9.6. R R A P B R

Revocation Checking Requirements for Relying Parties

WHFTT FEMAG— A UE P AT 2 ) GDCA KA CRL i AMAT IS AR FAIIE 45 42 75 1
i
Relying parties must check the CRL published by GDCA before trusting a certificate to check whether the
certificate is revoked.

4.9.7. CRL RAMiZ CRL Issuance Frequency

X ROOTCA (SM2)IE BRI Hh 2 CA FIT 2 K BT FkS, CRL & AT AN 8 /N,
CRL A %A A KA 24 /Ni

XfT GDCA GM SM2 ROOT UEHLEK M2 CA FrZ K BT FE+:, CRL & A E N
24 /NI, CRL A #E MK AT 48 /M, H nextUpdate FE I AR H thisUpdate 12
10 RELE.

P CAETS, GDCA 1) CRL KA A 12 M H o an B 4% CA i+, GDCA
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TEREY J5 24 /N Z W EEHT CRL, H. nextUpdate 7 B I{EANTS#E H thisUpdate & ) 12 4~ A LA
.

FERFIR R SRS OL T o] LAE CRL SZRIAR R (A I 2 AR S 2 A1 BE S PR AE ), CRL HSZEPAE
R GDCA il 5 1) K AT IS R o

The subscriber certificates issued by the subordinate CAs of ROOTCA (SM2), the CRLs are issued every
8 hours and are valid for no more than 24 hours.

For the subscriber certificates issued by the subordinate CAs of GDCA GM SM2 ROOQT, the CRLs are
issued every 24 hours and are valid for no more than 48 hours, and the value of the nextUpdate field is
not more than ten days beyond the value of the thisUpdate field.

For the subordinate CA certificates, GDCA shall update and publish certificate revocation list (CRL) every
12 months. In case the subordinate CA certificates are revoked, GDCA shall update and publish the
certificate revocation list (CRL) within 24 hours after the revocation, and and the value of the nextUpdate
field shall be no more than twelve months beyond the value of the thisUpdate field.

However, CRL can come into effect immediately determined by release strategy made by GDCA in
special emergency circumstances (assuming that the network transmission condition can guarantee).

4.9.8. CRL KA7 KB A J5 B 18] Maximum Latency for CRLs

—/MIEFS BB B R AT B CRL [ i B[R] AN ek 24 /N

A revoked certificate will be added to CRL within 24 hours.

4.9.9. LIRS WA A % Online Revocation/Status Checking Availability

GDCA R [AJiIEH3 1T 2 AR 5 S BEAE R AE PR S T ik %% . OCSP M 82244 RFC 6960
R, J H Ak OCSP IR #3454 . OCSP fiR5#5 HIIE 55 IE/E B WRAS MIE - B[Rl — /> CA
25 9% » OCSP IR 5% a5 FAIE 45 41,8 — > RFC6960 5 X #1257 2 id-pkix-ocsp-nocheck 4™ & 1l .

GDCA should support OCSP responses for subscribers and the relying parties. The OCSP responses
should conform to RFC 6960, and signed by an OCSP Responder whose Certificate is signed by the CA
that issued the Certificate whose revocation status is being checked. The OCSP signing certificates
should contain an extension of type id-pkix-ocsp-nocheck, as defined by RFC6960.

49.10. FELIREEWER Online Revocation Checking Requirements

F P AT DL AT E SR AS B if), GDCA AN EAT i 1A IS BB PR o
GDCA #2fit Get 1 Post i 77 2] OCSP & IR %5 .
S FAT FHIETS, GDCA I 25 /b 43 JU K 5 3 OCSP {5 /5. . OCSP Wi i f) i K 34 M 10 K
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X CAREH eSS, SZRIEEE OCSP.
XFF g CAET:, GDCA RZ/b4% 12 A H B OCSP (58 . M4 CA E1RT,
JSLAE 24 /NP BEET OCSP 15 & .
X PR R FEBHPREEIE K, GDCA AFiR[E “good” JIRZE .
Users may feel free to inquire status online. GDCA must not impose any access limits.
GDCA offers the OCSP service using both the Get and Post methods.

For subscriber certificates, GDCA should update the OCSP information at least every four days.OCSP
responses from this service have a maximum expiration time of ten days. For the revoked certificates,
OCSP status will be updated immediately.

For subordinate CA certificates, GDCA should update the OCSP information at least every twelve months,
and within 24 hours after revoking a subordinate CA certificate.

GDCA must not respond with a "good" status for the request for status of a certificate that has not been
issued.

49.11. HHEBREMEAER

Other Forms of Revocation Advertisements Available

%% 7 CRL. OCSP 4}, GDCA AR LA E B HARD AT, (B AR LA

GDCA may provide other publication forms of revocation information in addition to CRL and OCSP,
however, such publication forms are not mandatory.

49.12. EHBERFREHZER Special Requirements related to Key Compromise

FRA CP 28 4.9.1 THUE RIS, 43T P BUE MU FIE T 5 H1 %2 2 2 et E I, A7
HI[a) GDCA $ tHE P g K . Wk CA HIEH] (IR CA Bih g CA ) 2l el
MRBER T, NAZAE G 2RI 8] Y & 3R 5 QRN R T P AT

Except for the case described in CP section 4.9.1, when certificate key of subscriber or RA has security
damages, certificate revocation request should be made to GDCA immediately. If CA key (root CA or
Subordinate CA key) is compromised or may have been compromised, subscriber and relying party shall
be notified by reasonable means timely.

49.13. EPHEHEREE Circumstances for Suspension

GDCA AN FHIE i .

GDCA does not support certificate suspension.
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49.14. ERIEFERMIEE Who Can Request Suspension

GDCA A SZFRIE .

GDCA does not support certificate suspension.

4.9.15. HEIFRBFFEF Procedure for Suspension Request

GDCA ASCHAEF .

GDCA does not support certificate suspension.

49.16. HERAHERRH] Limits on Suspension Period

GDCA ASZFHIE T .

GDCA does not support certificate suspension.

4.10. IEFHIREPRS Certificate Status Services

410.1.  BAERFAE Operational Characteristics

AT LLUEE CRL. LDAP H3HR%S. OCSP E#fiffiRas, L

L Z R B T SRAG A AR v N [N A Ak B E

7 HIE RS RS

XTI IS, GDCA ANAEIEFRIMIRTIMERHAE CRL 1 HHic3. GDCA A

kR CRL A A2 IE15 O HIA 1IE 3%
GDCA Ak OCSP H1 S 1t 3%

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate status services

described above should have reasonable response time and concurrency process capability for query

request.

For the revoked certificates, GDCA shall not remove their revocation records from CRL prior to expiration
of such certificates. GDCA does not remove the revocation records of CodeSigning certificates from the

CRL.

GDCA does not remove the revocation records in the OCSP.

4.10.2.  BRE AT Service Availability

UEFSIRAS R S5 AL PRI 7X24 /NIRRT A, ELWi LI [a) AN R 10 D
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Certificate Status Services must be available in 24 x 7 hours, and the response time must be of ten
seconds or less.

4.10.3.  TWIRHRHE Operational Features

ANEH

Not applicable.

4.11. TS5 End of Subscription

PR MBUF FITE I R BT AT 9 15

The following circumstances of certificates indicate that the subscriber’'s subscribing behavior has
formally terminated:

1. AEBRE A AT B
1. The certificate is not renewed after the expiration.
2. RS B HT B

2. The certificate is revoked before the expiration.

4.12. FHAFLE 5B Key Escrow and Recovery

4121, HHEESKENRESITN

Key Escrow and Recovery Policy and Practices

VP BB AN AT P B AT AE . RIRAER IS O . i ER 25 A ad il 2k el T 7 B 2k,
GDCA Xl A& Ti{F . GDCA ARAETT P AVH I FRE AR & R 5% .

The key pairs of subscribers shall be generated by the subscribers themselves. Subscribers shall
undertake the responsibilities by themselves for the losses incurred by the loss of signature private key,
and GDCA refuses to take the corresponding responsibilities. GDCA does not provide key escrow and
recovery services for the subscribers' private keys.

4122, EEHARBRSRERRESTHN

Session Key Encapsulation and Recovery Policy and Practices

ANHEH
Not Applicable.
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5. INEHUM B & B BRAEI

Facility, Management, and Operational Controls

5.1. #IE#EH] Physical Controls
5.1.1. Hfr B 585 Site Location and Construction

GDCA 0 HL 5 # T Re 1 20 a0 X L IS5 IX L B HLIX, BEX . AL FAN XK.
120 DX — > P B LR il = o L FE AR /S TIL BT 74 ALARAR, Herh Tl B HCR F 2 2 2mm
I FLAAAR, MBS S EE DY 3mm (7 SLAWAR . 1745 T 200 CO2 fRIIE . B A5 (1 iR
A RMIIBTF N BRI T BUR SRl ] 38 XU 2 257 i 2 AR P B e o R X8
T HUEIEBE T A S R RN VBB S . AFIUOR S BORL I B R AR L AUBCE AR D X

According to the functions of GDCA central area, it consists of core area, service area, management area,
operation area, public area. The core area is a high-performance electromagnetic shielding room. Its shell
is made of six sides of high quality cold-rolled steel plate. The roof and wall panel is made of cold-rolled
steel plate with thickness of 2 mm. The floor is made of cold-rolled steel sheet with thickness of 3 mm.
Welding process is CO2 protection welding. Glass is thickened and bulletproof with metal mesh added on
it. Shielding door is manual locked. Vent is configured with honeycomb type ventilation duct shielding
room window according to the specifications of the shielding room. Power filter is single phase
high-performance low leakage filter. Safe with confidential information stored must be placed in the core
area.

5.1.2. WYIET R3] Physical Access

BEH R 2 A R AT N T T . SRR, AT AR UERE BB — A B2
RN R LA . GDCA 1) CPS LU A BR 15 0] 428 il JEAT LU VR 20 BT

The activities of accessing to each physical security layer shall be recorded, audited and controlled in
order to ensure that all above activities of certain person have been authorized. GDCA CPS must define
detailed rules for physical access control.

5.1.3. 1,77 52%4 Power and Air Conditioning

GDCA Bl NA %4 AISE i A ARG i T &R GE, DA DR Fr AN 8] T (1 L /)
R Ak, IERLEANE T ARG B AR GAEHE E GO TR AL
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The computer room of GDCA shall be equipped with secure and reliable electric power system and
electric backup system to ensure continuous, uninterrupted access to electric power. In addition, these
systems shall have temperature and relative humidity of special air-conditioning system and wind system
control operation facilities.

5.1.4. Bi7K Water Exposures

GDCA HLpi NA R I T EORTE R, Bk Bl KRI L, JIfBENs £ BN /KI SOk
JEE LI N IR ZK R NAIE 2R B8 (R 5

The computer room of GDCA should have specialized technical measures to prevent and detect leaks,
and be able to reduce the influence of leakage on the certification system to the maximum extent.

5.1.5. KRB Fire Prevention and Protection

GDCA W55 BRI i, I 1l 5 AR L R 3 AT BR AN B L JCOR IR A A, Ik K B
I AT = B B T e AR

The room of GDCA should take preventive measures, and formulate the corresponding program to
eliminate and prevent the occurrence of the fire. These measures shall meet local applicable safety
regulations.

5.1.6. A R Media Storage

XTS5 A TRV P SE 2 Bk Bk Bl Bl B, B, B
B U RRAR A 5 1K) 22 4 5K, JF HOESL ™ RS R OR3P T B LAB IE XA B R S B A8 AT DT 1]

GDCA meets the security requirements for media storage, including fire-proof, water-proof,
earthquake-proof,  moisture-proof,  corrosion-proof, pest-proof, static-proof, electromagnetic
radiation-proof, etc. Meanwhile, GDCA takes strict measures to prevent the media from unauthorized use
and access.

5.1.7. REYIALEE Waste Disposal

2 GDCA RS AR KA AR R AN FE 75 B A A IR IS, e SRS Tt AH 550, o
FREICVEWE o AR A ANAE IR S A A B AE A I A B AR A & e SR I 1 T ik e
R HATIRA I AT DR B

The written documents and materials of GDCA should be destroyed when they are no longer needed or
exceeded the expiration date, and must not be recovered. Cryptographic devices and media with
sensitive information should be initialized and physically destroyed by using manufacturer’'s method
before disposal.
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5.1.8. SRy Off-Site Backup

GDCA 3L 1 st & oy ote,  AEA R T EXT B R Geddle . o T H S A s A
b BURAS B AT AR &

GDCA has established a remote data backup center. It backups the core system data, audit log data and
other sensitive information by the specialized software at off-site location on a daily basis.

5.2. FEFF#EH| Procedural Controls

5.2.1. H{E £ Trusted Roles

£ GDCA S M T IEAR ST RE T, REMA BT B HGER Ak (] & BRI
SV PR BRI HRA #5 GDCA MM WIS Mt X 46 0 N A0 4 -

In the process of electronic authentication service provided by GDCA, a person who can essentially affect
the processes of certificate issuance, usage, management and revocation, and other related positions
which are involved in key operation is considered as trusted roles. The trusted roles include:

1. YIRS o B BN 5L s

1. Administrator of key and password devices.
2. RGUEHAN;

2. System administrator.
3. wAeWIF AR,

3. Security auditor.

4. MESSEEN GO RN

4. Business administrator and business operator.

5.2.2. FIAESFER AL Number of Persons Required per Task

GDCA NLAEF A 55 FIVE ot S BAT 55 BEAT A 22, IR Z D AlE M Ok AS 55 W
— BRI 55

GDCA should strictly control key task for specific business specification to ensure that various trusted
roles jointly participate in completeness of some sensitive tasks:

1. EAMES R BRI &2 5 Ar{E AN R 3 NI TE ks
2. IERBERGH)E GHERME: FHEINDRGEEARFTH 2 DAEN LR TER;
3. WIRMZEIIES: FE 2 AE N ILFETE K.
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1. For operation and storage of the key cryptographic equipment, it requires at least three of five trusted
persons to operate.

2. For background operation of the certificate issuance system, it requires at least two of three trusted
persons to operate.

3. For review and issuance of the certificate, it requires two trusted persons to operate.

5.2.3. FA A AR5 XS] Identification and Authentication for Each Role

XA AT G ARG, AT A R AR, IR L RN AL T S T
TEER BT IR . SUEFE 7 7E GDCA N S FH A5 B A% 191 R oA

All persons who undertake trusted roles must be identified and authenticated strictly to ensure that they
can meet the requirements of their jobs. The identification procedure is given in the GDCA personnel
management regulations.

5.2.4. FERT 2 EIF A Roles Requiring Separation of Duties

PrEise s, iR — D AEE TR IRRERM T, BUAREHEE S R g IAER)
fith. FTEPAFINMA O EART:

Segregation of duties means a person who plays a specific role cannot be the person who plays
another specific role. Roles requiring segregation of duties include but not limit to:

1. UEFkss 2B
WE58k CRL &k
R TREE 49
CA ZHE
LA T

o r w D

1. The acceptance of the certificate businesses
2. The issuance of certificates or CRLs

3. System Engineering and Maintenance

4. CAkey management

5. Security auditing
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5.3. A R#E#H] Personnel Controls

5.3.1. . EFAEAHER

Qualifications, Experience, and Clearance Requirements

GDCA if A HH AT {5 A i T AR N B2 1 BEAR R 4 R -

HL2% BP0 TR 5

WP E IR B, R GDCA 15— ek B L
ST GDCA H KA HAIMTE . e M 5

HA RN ANERI 237N E 5T TAERS L
B A& R MBI A& R

TIEFLIRID R

o g A~ DN

The qualification requirements of person who undertakes trusted role in GDCA are as follows:
1. Good social and working background.

2. Complying with state’s laws and regulations. Obeying GDCA's unified arrangement and
management.

3. Complying with the GDCA related security management norms, regulations and specifications.
4. Having good personalities and working attitudes, with good working experience.
5. Agood team player.

6. Noillegal and criminal records.
GDCA ZER 78 Al 5 A TN 51 2/ D TR 48 B AT AE M AOR AR B, To5m CA
BAT RSN TAE . R FAT L R HR IE 34

A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and dedication to
work, without other part-time work that affects CA daily operation, no major bad records of this industry
and etc.

5.3.2. BB AEFEF Background Check Procedures

GDCA 56 RMBUM I A BN E1E, 5ER nl{E T S

GDCA collaborates with governments and investigation organizations to complete background review for
the trusted roles.

T BRI AE 53 AT R R N B AT AE O3 AR i [ S T i A R A
N FEARR A A AT A
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All employees who are trusted or apply for should have a written consent that they must go through a
background investigation. Background review including: basic review and full review.

HEAMEWRERN TS, BOLHER, #E, KR miEE.
Basic review includes reviewing work experience, job recommendation, education and social relation.
ST B R AL AR A H AN AR RARIC R, AR R AN S R AT T KA .
X T ATHEARUE 55 (58 i L0 S AT A THI I 7

Full review includes reviewing criminal records, social relation and social security besides basic review.
Full reviews must be carried out for key roles that involve with publicly trusted certificates business.

VAR P AL

a)  AFII AT I A A AN BERET DU . St Nkl B, mmiE e
NIATIES VNI 2 DATIES VNI SNV E= /T S PR S I

b) AFHITEEHRE. Bk, %, ETER A AL AR S P AT % 5E .

c) AAMITEEILEZ. HHEREE. BHRERET 0 HEER,

d) Z£%#%, GDCA 5l LAITREL, LAAHR A TAVRER CA IE-BIRS KA O]
TS . RIS, GDCA MR R AHUAL N G135 BIAH O 2 % BT A 1 T 15
FETITERR N ST ERAL 5%, DA BEASFRRRIGIEIX B N\ 520 [ {5 R P R0 AR g

The review procedure includes:

a) The HR department is responsible for confirming candidate’s personal information. Candidates
should provide the following information: resume, the highest degree graduation certificate, degree
certificate, qualification certificate and identity card and other related valid certificates.

b) The HR department identifies the authenticity of the information provided by candidates through
telephone, correspondence, network, visits and other forms.

c) The HR department checks candidates through on-site assessment, daily observation, situational
test and other methods.

d) After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At the
same time, GDCA will also be in accordance with the relevant organization regulations of personnel
management and make job examination on in-service staff who assumed trusted role, so as to
continuously review these employees’ trustworthiness and working ability.

5.3.3. BYIZESK Training Requirements

N T TRV AT AR, 75 200 53 AT 6 B0 b BT RS VAN AR sP A, ASE S
(0l J2 A BT N SR . BRI ROZEFEHARR T LT 2

In order to make the employees to be competent at his/her jobs, pre-training and re-training must be
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conducted for employees to meet the requirements of the job positions. Content of training shall include
but not limit to:

1. GDCA it AL A5 A AT T IATE MY 55 HUN 5
1. CP and CPS issued by GDCA.
2. PKIZEARANIH;
2. PKI basic knowledge.
3. W TRRIENAHRIEENE RN
3. Electronic Signature Law of the People's Republic of China related laws and regulations.
4. GDCAZEMZR . BORKFA 245 | B
4. GDCA operation system, technology system and security management system.
5. TAREASTAI b r 1 B o

5. Working responsibility and job description.

5.3.4. BEVIBERZER Retraining Frequency and Requirements

GDCA RARYE s B HEA I, AORIIE B2 g 67 ) 53 T REINAT & b AL 7K, IR e
HIT/ERT.

GDCA shall arrange for continuous re-training for employees at important positions regularly to ensure
employees can meet their job requirements and complete their jobs more smoothly.

5.3.5. TAE RS 3 FIREAF Job Rotation Frequency and Sequence

GDCA AR 8 %24/ PR ) g AE MR N 53 1) A B S 6 o] SOV AT Y o

Job rotation cycle and the sequence of GDCA serving officer will be based on organization security
management strategy.

5.3.6. REBAUT AKI AT Sanctions for Unauthorized Actions

GDCA NN IR —EFHIME, WARRBAT NREATIE AT, SRR e L7
hEFL WETAERAL. T, MIPEE . IRCANENIM AT 30 XA AT N 2 4F
EVEENEE R .

GDCA shall establish and maintain a set of measures for the administration, including termination of labor
contracts, position removing, fines, criticism and education, submitting to Judiciary for processing, etc., to
appropriately discipline the personnel unauthorized activities. Above discipline activities shall comply with
laws and regulations.
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5.3.7. ST A2 ANHIESR Independent Contractor Requirements

St A& T GDCA HUHPI#B TAEAGL, {HM 3 GDCA 5545 K TAE R W 55 53 ScHLA
Pgs NG BN REMZEZ4N, GDCA 4i—E KT
1 ANRARIRM & EEH,
2. GDCA $ft4 — i B A IR CAE R B R I BRIl A5 E AR T GDCA E+S
52 FERUFL FE TR M 55

For persons who do not belong to the GDCA but participate in the relevant works for GDCA businesses,
such as business personnel of business branch organization, management personnel and other
independent contractors, GDCA has requirements are as follows:

1. Record management of personnel profiles

2. GDCA provides unified training and retraining, includes but not limited to the GDCA certificate
acceptance rules and electronic certification business rules.

5.3.8. RALS A 5 B S0 Documentation Supplied to Personnel

GDCA $ 45 PN 53 LSO LA E R YIRS 53 1 TARR SRS o

Documents provided to internal employees by GDCA include training documents and related personnel
working documents.

5.4. HiHZFERERF Audit Logging Procedures

5.4.1. EFEHIZRE Types of Events Recorded

CA Fil RA LAUETHGIBT REMKMEMF. XEIdFE, LRETHNERRE R REH
R, HRLZAL S LU E R
1 SFARRAMH AT )
WRITAS
IRENETLP
IRENGIE P
RS LD S NS

a c w0

All major security incidents occurred in GDCA will be logged in the audit trail records. Regardless of
manual or automatic generation, these records should contain the following information:

1. The date and time of the event
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2. Sequence number for the record
3.  Type of record
4. Record source

5. Event recording entity

GDCA R EAR T

1. CABHA MmN ME RN, AF CARPHER. &0 7. WE. . M
AR R AAPHIER S,

2. UEPAEMAMNKEEREM, OISR, dHE. B RS

3. A4, WM&uEHEMN, Wk RISV CA RENNEZ, RIHEIBIT™
AMHEXE, R

4. fEREZEWENLEES,

5. ARGUHRIFFMF, UREAGPUIRIEIE. WER, wEBBICE;

6. NIEHURBCIEKI UG R, AAESAN S M VGENURA B ARSABUN St A GIEN LA
BRI AHIIE 3 5

7. W{EANRERILR, GUIERGPIRIEIE. MR LA E A

These events include but not limited to:

1. Management events in key’s life cycle, including generation, backup, storage, recovery, usage,
revocation, archiving, destruction, private key leakage, etc.

2.  Management events of certificate life cycle, including application, approval, update, revocation, etc.

3. System and network security events including: successful or unsuccessful access attempts for CA
system, logs generated during the daily system operation and system updates etc.

4. Security events recorded via information security devices.

5. System operating events, creation or deletion of permission, configuration or modification of
password.

6. Access to CA facilities, including the access of authorized or unauthorized personnel and attendants,
and other relevant records.

7. Management record of trusted roles and personnel, including system access application, deletion
and modification.

5.4.2. 43 H ERISE Frequency of Processing Log

GDCA RE it a s it H &, MERIIEE R 2 MR EAE, R 2 2R
L PRI it o
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All the audit logs should be checked by GDCA regularly in order to discover the significant security and
operation events and take corresponding measures.

5.4.3. #HiHH Z R EHAMR Retention Period for Audit Log

GDCA 251 % ¥ AR A7 F T ME AR 55 1B TH H A&, DRAFIIBR M L 725 A2 E R AU +48.

GDCA saves electronic certification service audit logs properly. The preservation limitation period is ten
years after the date of expiration of the electronic signature certification.

5.4.4. #Hi H FZHIRY Protection of Audit Log

Fra s v H AR, BSR4 3RS s i 4 fl e, B bR AR, &
o HEREE.

All the audit logs should be handled with strict physical and logical access control measures to avoid
unauthorized reading, modification and deletion, etc.

5.4.5. #HitH EHZ3FEFF Audit Log Backup Procedures

X e T H S I8 A% S ANAT P AR, s AT 4 1

GDCA should set up and carry out the reliable system for backups of audit logs, and full backups are
performed periodically.

5.4.6. HIHEEE RS Audit Collection System (Internal vs. External)

ANEH

Not applicable.

5.4.7. it S BEAEAHE & Notification to Event-Causing Subject

B O SR E —NEE, NIER SR Z S AP

When audit record reports an event, GDCA shall notify individuals, organizations who cause this event.

5.4.8. MEFS DAL Vulnerability Assessments

IRYEFH VLR, GDCA NEMIHEAT % e e gatEvrfl,  JFARYE WAl 3 o5 R A R it

GDCA should conduct security vulnerability assessments regularly according to audit records and take
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remedial measures according to assessment reports.

5.5. ig3xJHM4 Records Archival

5.5.1. JHR4E 2K Types of Records Archived

i 2RSSR, BR T CP % 5.4.1 TWHUE RIS, &/ ZR N M e AT AR, B -

In addition to the records need to be archived specify in CP section 5.4.1, the following records should be
archived:

1. EBHERER:
1. Information of certificate application.
2. UEBRERIS R SR .

2.  Supporting documents of certificate issuance.

5.5.2. IFRSE R A B HAFR Retention Period for Archive

GDCA FIH-FIAEN S EN (CPS) [ HR 5 4 F [ A RS 10 3 45 B8 #ARR .

CPS of GDCA shall provide reasonable retention period for archive.

5.5.3. AR SRR 37 Protection of Archive

S 368 T 3 2 PR A0 B AT A 1) U5 [ 61 DR VAR e, R e B el 45 N 53 Fe v U7 1]
RS, B IR e MRS e BT .

All archive records shall take appropriate measures to control physical and logical access so that only
trusted personnel can access records. Archive records shall be protected from the unauthorized browsing,
modifying, deleting and other illegal operations.

5.5.4. VARSI & F2 7 Archive Backup Procedures

X RGUE BT AR, B E TR, & SO REAT AR

Electronically archived records generated by the systems should be backed up weekly. The backup file
should also be stored off-site.

X RIS TR, ANTR BT A, (H R RO R AR M ORIE L 2 A

For the written archiving data, they do not need to be backed up, but some strict measures need to be
taken to ensure the security.
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5.5.5. E A B E K Requirements for Time-Stamping of Records

GDCA HIfrE HEESA B ds, BWhEEANRFLICRE AR5 3.

All the GDCA records are labelled with time, and the time will either be added manually by the operators
or automatically by system.

5.5.6. JAR4YCEE R4t Archive Collection System (Internal or External)

B H SRR A R B CSE R4t 45 GDCA HEMHLA -

All the entities including GDCA and RA should construct internal archive collection system.

557.  FEAKRKREHEBNESF

Procedures to Obtain and Verify Archive Information

GDCA 12z 4 itk SI A 4E N 51 70 73 O B VRS B0 2 N5 DL AE 3R AT 58 BE A 2245 2
R IX 2 A4 DLEAT L

Security auditors and operation and maintenance team of GDCA retain 2 copies of the GDCA file
information respectively. While obtaining the complete archived information, comparison of the 2 copies
should take place to confirm the integrity.

5.6. 443 H Key Changeover

7E CAUEF RIS, GDCA KXt CA E-BHATHE B, W CA YN Rt Z5 an ATl
A CP 5 6.3.2 T P e M RAE AT, T84 CAIEFS AT LA SR S AT S 765 00 75 2
PR, BHROLd R CA B . BRSNS AN, GDCA ] Ll
A= R B XS 77 AR HT CAEF . 7E—A CA IEBId I Al BHARE SRS,
DLRREX A CA R R HISEAR A CA TH S8 B0 2137 35 B 0T -1 A 8

When the certificate of CA expires, GDCA will renew the certificate of CA. As long as CA key pair does not
exceed the maximum lifetime specified in Section 6.3.2, the certificate of CA could renew using original
key. Otherwise, new key pair shall be generated to replace the expired key pairs of certificate of CA. Also,
even in the key pair life cycle, GDCA could generate new certificate of CA by using new key pair. Before
the certificate of former level CA expires, key changeover shall be performed to ensure that the entities in
the CA system shall switch from original key pair to new key pair smoothly.

TEAE ORI CA B0, 20 A% 57 GDCA S8 T3 B B BIIE . B 12 IR = A
I, GDCA RZEABTHI CA WEHS, JFRINEAT RcAn, EIT  AKHUT e 8 S SRECHT 1) CA
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EF,
New CA key pair is generated according to the key management rules of GDCA strictly. While generating

new key pair, GDCA shall issue and publish the new CA certificate timely, and it shall be available for
subscriber and relying party to obtain new CA certificate.

CA BHISE By, 2R ORAEBE M UE B AR i I

Make sure that the entire certificate chain transits smoothly in CA key changeover.

5.7. ME LS RMEPKE Compromise and Disaster Recovery
5.7.1. HiE MR ELERER Incident and Compromise Handling Procedures

GDCA NLfJT 75 F FH A AL BE 7 SN SACBRTISE,  FHE A B (0 S ORI 408 T AL B AR Y o

GDCA should make handling schemes of different kinds of accidents and handling pre-scheme of
emergency, stipulate corresponding handling procedures of accidents and damages.

57.2.  TENLBEE. WAN/ERBEE RS

Computing Resources, Software, and/or Data Are Corrupted

AR MBI EALBHE . AR E B BRI F A, GDCA SLRIE S F AL FERE . Wify
W EL, AR RGN R TR SR

Following corruption of computing resources, software, and/or data, GDCA shall utilize the incident and
compromise handling procedures promptly. If necessary, the disaster recovery procedures could be used.

5.7.3. SRR B EFEF Entity Private Key Compromise Procedures

FEMEEN . NAMEUE BRGNS LT, GDCA K RELU T 515 B LAWK & 2 43R 5%

1. GDCA WIERGH HAHNSER G WHEEIER. RAEHAMITEE,

2. ARFEIHERITE, B4 B UE A E A B ERAE

3. W HFIIEMAHEEE HRA A A EEE, HXHE, - CRL 7 2Tk
=X

4. LNy A I RRT e A B K AR

5. MR EMRE S B R PECE SO, B RSB A PATIRE

6. IR EWE GDCA L5 HAE 72 TC & S, W el 3 4h—44 GDCA 24l 55 #AE A
Sl 25 B A6 A TR E
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In case of any intentional, man-made or natural disasters, GDCA will take the following steps to restore
security environment:

1. GDCA verification system’s password is changed by the business administrator, business operators
and system administrator.

2. According to the type of disaster, some or all certificates will be revoked or re-verified later.

3. Directory data, encryption certificate and CRL are needed for recovery if the directory is unavailable
or directory with impure suspicion.

4. Timely access to security site as far as possible to restore operation reasonably

5. While restore the business administrator's configuration file, it will be done by the system
administrator.

6. While restore the GDCA business operator’s configuration file, it will be done by another GDCA
security business operator or administrator.

2 CA AN Bl itk 5% . GDCA JEZh B K AN SUC T, B2 A RIS 2 2 Al
ORI KTV, HIEATahR SRR EFR CAUET, o RHLL N i
When CA root private key has been damaged, missed, tampered or leaked, GDCA starts a major

emergency treatment process, which is assessed by GDCA Security Policy Committee and the relevant
experts to make a plan. If the CA certificate must be revoked, the following measures will be taken:

1. HHEMH T AE R EEER ],

1. Notify relying parties and state administrative department.

2. ﬁﬁlﬁ%/f%ﬁ’ﬁ(‘uxiwfm u_nﬁ

2. Publish certificate revocation status to repositories.

3. 1HIT GDCA Wi al = e il 5 SR R TEEH CA WET AL B IS ;

3. Publish handling notification about revoked certificates at GDCA website or by other communication
methods.

4. PRAETHIRELET, BTN AR

4. Generate new root private key and re-issue certificate to subscriber.

5.7.4. RMEE HVSFE8L88 /7 Business Continuity Capabilities After a Disaster

GDCA TER AR MG, AW LA 7 1H Bk 25172 g

GDCA should have the following continuity capabilities after a disaster:

1. (ERATRERE I KB ML 55 2R 58, I Z AT 48 /NI

1. Recover business system as soon as possible, not exceeding 48 hours.

2. BEMIKEERELR

2. Recover information of customers.
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3. BEMIRIEIKE R IZEIAT & LK,

3. Ensure the operation site meets the security requirements after recovered.

4. RN IGRETT LSS T A AT B 2K .

4. There are enough employees to operate the business and not violating segregation of duties.

5.8. CA B RA K21k CA or RA Termination

24 GDCA J I LI B L AL S5, S5 07 44 RSO ol T4 40000
(BT IIERRS B EANED BRI R ILELRIZE 1L o T AR 55 O B R 174 %
T

When GDCA and its RA need to stop their business, it shall enforce termination procedures strictly
according to “Electronic Signature Law of the People's Republic of China”, “Measures for the
Administration of Electronic Certification Services” and relevant laws and regulations.

£ GDCA & 117, W4

1 ZHRL SR AL,

L GDCA &1L A

AL GDCA £ 1L AH G SEAA
L NEEN

WES VRS

Kb FRAF RS SCAF ISR 5

f L DAIE O R 5%
A4 H R4S 75

KM F H RSS2

KPR GDCA M %5 FH R GDCA b 4541 53 OB VEALR 5
GEE DIk o E P

Kb B AN G BURR SCRY s

13. iFk GDCA FEHUEF .

© © N o g &~ w DN

e =
A

Before termination, GDCA must:

1. Arrange the business to undertake

2. Draft GDCA termination statement

3. Notify the entities that are related to GDCA termination.
4.  Shut down subordinate LDAP

5. Certificate revocation
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6. Treatment of archive file record

7. Termination of certificate authority service.

8.  Archive main LDAP

9.  Shutdown main LDAP.

10. Dispose the access of GDCA business administrator and GDCA business operator.
11. Process encryption key.

12. Process and store sensitive documents.

13. Remove GDCA mainframe hardware
2 RA R 1RSS5 BT, GDCA #4485 ST FIAR S is AL 3 Sk 55 Ak e 2 J AL
Tl I,

When RA terminates its services, GDCA deals with all the relevant business in accordance with the
agreements.

6. INIERZiH: AR 2243 Technical Security Controls

6.1. FHMNKAERS %% Key Pair Generation and Installation

6.1.1. BT AR Key Pair Generation

6.1.1.1. CA XA R Generation of CA Key Pair

CA I L AE 2 A BB, e 25T {5 N DA [ 5 5 B A o8 1S HE A VF ]
HU e A . BRI AR L AR Rt AR R LA ] 8 8 4 R A R AN
SE o F T ISR A ) S BRI I B S S R BT 458 . WAIES

CA S PINS I 2E BT A /5 3 AR B el — 44 S 4% 10 o U Ui AL IE DA DR LB CP DL Sy 70 15
HIEER . SRR G R AR AR 2 TR 1D ST R AF

The key pairs of CAs are generated within the cryptographic devices approved and licensed by State
Cryptography Administration (SCA) of China, in a physically secure environment and under the control of
multiple trusted persons. The generation, management, storage, backup and recovery of the key pair
shall comply with the relevant regulations of SCA. Hardware Security Module used for key generation
must be authenticated and certified by SCA.

The generation of the CA key pairs shall be video recorded or witnessed by a qualified auditor to ensure
the generation process complies with the requirements of this CP and follow the separation of roles
principle. The procedures and operations related to key pair generation shall be recorded and archived.
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6.1.1.2. i P2 EAXT A2 Bk Generation of Signing Key Pair

WP EYIDS A, 2T AE FE SRR AE . GDCA SCRF 2 R 2 i) 25 44 5 B %
FEAE TR, AT DA AR B AD A (i USB Key), AT DA FH [ 52 25 i A B g bk v (1) S A7
R, AT DU AR AE R B A (. Web IR S5 S AR AL B 2 B A2 BT eSS
R S A AR L T AT R . ANVETAP T A, B P AR I A PN 1245 B ORAE
GDCA {ERAR . WA mARMEHE F, S5 1 % AR5 1 i .

The generation of the subscriber’s key pairs must comply with the national laws and regulations. GDCA
supports multiple patterns to generate signing key pair. Subscriber can use a hardware cryptographic
module (such as USB Key), or software cryptographic module approved by SCA, or a standard software
cryptographic module (such as the key generation function offered by web server software, etc.), so
subscribers can choose according to their needs.In any case, the security of key pair’'s generation shall

be guaranteed. GDCA shall implement adequate security measures in technology, business processes
and management.

XFF SSUTLS EAS . WHEBIEF . & uEf, 17 RSP diT 7 A RO RE

XFFHRPFUESS, GDCA FUVFIT P AEZR AL il SIS F R AL PN PR 7 it il 22 4 Jd T %%
i, BT RAC CSR 2 KIIE .

X AR ZE AL SRR, BT R HAF G hsfE BR M BECE B % (1 USBKey
BUINEHL) BAE R4 Nz K Hofl 22 407 AR B IS o R AR B & AR s A, 2R
FHIRVEHANBE EHIAN S i, RIS A 20U A s AAEH,  GDCA Jlid 2 4 BB R s 1 1%
BT

UEFAT P A R A 2 I SRR 5%, IR B e SR IVE R 54T
For SSL/TLS certificates, timestamp certificates and equipment certificates, subscribers’ key pairs are
generated and kept by the subscribers themselves.

For e-mail certificates, GDCA allows the subscribers to generate key pairs online and will deliver the
encrypted private keys to the subscribers through secure channels. Subscribers may submit the CSR for
the issuance of such certificates.

For the CodeSigning certificates and document signing certificates, subscribers shall use the hardware
equipment (such as USBKey or cryptographic machines) that meets relevant requirements, or other
secure ways controlled by the subscribers to generate key pairs. If the key pairs are generated by
hardware equipment, the private keys shall not be duplicated or exported, and the activation of which
must require a password. GDCA will deliver the activation passwords to the subscribers thorugh secure
channels.

Certificate subscribers have the responsibilities and obligations to protect the security of private keys, and
assume the legal responsibilities for this.

85



[] ﬁﬁﬂﬁi‘ﬂﬁlzfnﬁﬁb_l
T e GDCA SM2 F 53 m% (V1. 0 kD

6.1.2. FEEIELT P Private Key Delivery to Subscriber

BREBAFIEFS41, GDCA AR FAHAERLAT o X T FHFEALBFAHRMHES, RS
I PR AP 5 85 2 Al TE AR IR AT S .

GDCA does not need to send private keys to subscribers. For the e-mail certificates that require the
delivery of private keys, the private keys shall be delivered encrypted and protected via secure channels
to the subscribers.

6.1.3. NFEEETEPRZ R B Public Key Delivery to Certificate Issuer

KT B FAET, BRI RA @ PKCS#10 #% =X 1iE B2 441 k(5 B Ei H e 5
PRSP I 7 0B AR T4 GDCA £k, X Sbif SR Bl s L% 7
B Az R, 2B ZE P (SSL).

In order to obtain a digital certificate, end subscriber and RA sends certification issuance request to GDCA
electronically. The request contains public key for GDCA to issue the certificate. The request information
is encoded as PKCS#10 or other packing format with digital signature.The transmission of these requests
or file packages needs to use security protocol for protection, such as secure sockets layer protocol
(SSL).

2T PR RA BT PKCS#10 % SUIIE 528 2415 3K A5 BB B 72 24 I S auas =X,
PLELF 15 S A IR AT 45 GDCA %5 K, GDCA 75 2 Sk AE H i I IE T2 3838 sk vh (3T P 2%

End subscriber and RA sends certification issuance request to GDCA electronically. The request contains
public key for GDCA to issue the certificate. The request information is encoded as PKCS#10 or other
packing format with digital signature.The subscriber’s signature on the request is authenticated prior to
issuing the certificate.

6.1.4. CA AR CA Public Key Delivery to Relying Parties

GDCA Wizl 22l 5 (i 145 CA AYMEL U7, WiE N vl il N8 T i
HNE S v

GDCA shall use secure and reliable way to deliver CA public key to relying party, including download from
security site, face to face submission, etc.

GDCA 7 Zilid H s kA H CA IEF.

GDCA also publishes CA certificate through server directory.
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6.1.5. FEHARIKE Key Sizes

GDCA FH¥K) SM2 5K & %/ N 256 17,

The size of SM2 key which GDCA supports is minimum 256 bit.

6.16. AVPSHNERNAERE

Public Key Parameters Generation and Quality Checking

S A7 B R 25 T A B ) GDCA 1T 7, A0 2504 P 11 5 2 s = A 1 e v ml
WA AR, BTN, %R USB Key. 1C REEAATIENL, FFR X 2L
B A BORTEAIRRAE . GDCA YNIX LRI BTN, BIAZ% S A% T 28
AR RER.

Public key parameters of subscriber who use hardware cryptographic modules must be generated in
encryption equipment and hardware medium approved and permitted by SCA, such as cryptographic
server, cryptographic card, USB Key, IC card, and follow generation standards of these devices. GDCA
considers that built-in protocols, algorithms for these devices and medium have already met sufficient
level of security requirements.

ST SEUR BN R, [FIFE @R E R 32 5 50 T HEAE VR T 10 25 1% 5% A A o ik
17, Blanm#eL. m#% . USB Key. IC R%.

Quality of public key parameters is also checked through the encryption equipment and hardware medium
approved and permitted by SCA, such as cryptographic server, cryptographic card, USB Key, IC cards. Of
course, GDCA considers that built-in protocols, algorithms for these devices and medium have already
met sufficient level of security requirements.

6.1.7. #4H1# FH B B Key Usage Purposes (as per X.509 v3 Key Usage Field)

GDCA Z 1) X.509v3 iEF & T Y i, HAEYE RFC 5280 frifE(Internet
X.509 Public Key Infrastructure Certificate and CRL Profile, May 2008) #H7F. #1% GDCA 7£H:
BRAE P BA Y BIN IR T &, BB 2% 8248 W i F & Al %480

X.509v3certificates issued by GDCA contains key usage extension which meets the RFC 5280 (Internet
X.509 Public Key Infrastructure Certificate and CRL Profile, May 2008).If the key usage is defined in the
certificate by GDCA, the certificate subscriber must use the key according to the key usage defined.

Z WA CP7.1.2,

See CP 7.1.2.
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6.2. R DEL TR

Private Key Protection and Cryptographic Module Engineering

Controls

WAENU L UEE VB, AT RE 2 ] R 25 6 SEDR i IR CA AR %4z, T Il
SEORAET R BOR Z TR T IR Bk i S ORI E -

Physical, logical and process control approaches must be synthetically used to ensure the security of
CA's private keys. Subscriber agreement will require certificate subscriber to take necessary measures to
prevent the loss, leak, changes, or unauthorized use of the private key.

6.2.1. LR AR HERN % ] Cryptographic Module Standards and Controls

GDCA WAZBdi FH [ S8 S5 i 3R T 1IN A] . S (RS B A e A= AR CAL 28 K AEF 1)
CA Fl1HAth CA X}, FHAFEAHIE CA FAHH

GDCA must use the Hardware Security Module approved and permitted by SCA to generate and store the
key pair of root CA, issuing CA and other CAs.

6.2.2. FhEHZ AN3Z#H] (mi& n) Private Key (n out of m) Multi-Person Control

IIEHLA 08 I BR KO FE B HIPLRERSEILZ A a5 N SIkAZ 5 CA I
A BOR ERfEHI AT M E” SR, RIS —A> CA AP P e £
Ya o A TAER Y, il 2 A4 0E N R o ROy — MR A b () Ak 73 51 S O
m, HABAAHEIE n IS N A BERGE A AR R ) CA V. FEXHE m AV
T5, n AT 3

CA must use technology and process control mechanisms to achieve multi-reliable personnel jointly
participate in the operation of CA encryption equipment. The “Secret Sharing” technology is adopted,
namely, the activated data required in operating the private key of CA is split into the several parts and the
parts are held by several trusted personnel. If hardware cryptography module’s secret division amount
ism, then at least the number of n of trusted personnel must be required to activate CA private key stored
in this cryptography module. It notes that m is not less than 5, n is not less than 3.

6.2.3. FAEAFER Private Key Escrow
ANEH

Not applicable.
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6.2.4. FEH &4 Private Key Backup

NTIRIENE SRR, GDCA ZifiliE CA BRI, LR . R
3 LI (8 X ORAFAERE A B D B o 7 CA AR E RSB R A& CP 5 6.2.1 9 2
RIFAFAECRIAE 1. CA FAEH R 1 2% BT A AR L b E27 & CP 5 6.2.6 T EEK.

In order to ensure ongoing operations, GDCA must create backup of the CA private key for disaster
recovery. Such keys are stored in encrypted form in hardware cryptographic modules and associated key
storage devices Backup of the private key in encrypted form is stored in the hardware cryptographic
module, and cryptographic modules used for CA private key storage meet the requirements of section
6.2.1 and are stored in safety box. CA private key is copied to backup for hardware cryptographic module
to meet the requirements of section 6.2.6.

AT SIS, RS R, UGT PRI T R 0 &
Gy O 6 BT 11 4 (P SR 0, 7 1k AR S e

For subscribers signing certificate, if the private key is stored in the software code module, it is proposed
that subscriber’s backup the private key, the backup private key using the password for access control
authorized to prevent unauthorized modification or disclosure.

ST PNEES, SR R T B IR O T A 5, & AEILLE
FAAFHE

For subscriber’s encryption certificate, its encryption private key is backed up by Guangdong electronic
key management center, and backup private key exists in the form of cipher text.

6.2.5. FLEHIERY Private Key Archival

7F CA VRN HA S , W 48 B i S CP 4 6.2.1 17 sk [ Al 2 R S A R AR A &5/ 7 4R,
FRIHRR 45 A S, X CA FAEHII BB B FF & CP 26 6.2.10 TR E .

After the expiration of private key, GDCA must use the hardware cryptographic module specified by CP
section 6.2.1 to archive and store at least 7 years. After the expiration of archival period, the destruction of
private key shall meet the provision of CP section 6.2.10.

6.2.6. RASH. FAEEED

Private Key Transfer Into or From a Cryptographic Module

CA I8, GDCA ™ kg% MR & P BEVE T %0, BRULZAMNRAEAT N H 4
TERAB V. 29 CA BP0 2 53 SMAORE AT B AR B, DU R sUAE R R 2 [ %
%, JFHAEAMSRT ST S0 %0, DBk CA R ER. #51. 1Be. RNz |
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AR -

GDCA private key backup is run strictly in accordance with procedure and strategies specified by GDCA,
in addition, any data import and export operations are not be allowed. When CA key pair is backed up to
another hardware cryptographic module, by the way of the encrypted form to transmit between the
modules, and made a authentication before the transmitting to prevent the CA private key from being lost,
stolen, modified, disclosure non-authorized, used unauthorized.

GDCA AFEMEAT RV MR 3 e b 3 Y 1 759, A e VPt . 0 A7
BAFEABR R, A RAT P I H AT A A K, T AT BRI
Jias BRI R R A ORI A U7 [ 42 i 15

GDCA does not provide the export of subscriber’s private key from hardware cryptographic module and
allow this operation. As for the private key stored in software cryptographic module, and if subscriber is
willing to bear the relevant risks, subscriber can choose the way of import and export with access control
such as password, etc.

6.2.7. FEATE BRI FEME Private Key Storage on Cryptographic Module

CA ZR G AL G Z0 L SC IR 3AF A [ 5 5 78 A 1t R ATV T ) S i A
Hr.

The private key of CA systems in encrypted form must be stored in Hardware Security Module approved
and permitted by SCA.

WP IR & [ 2O A BEUE ) USB Key M ESCAHIEF ., PrffE USB
Key FAEREIAAET, HRLLE SCRIEARAF o X A A F s AR AL R RARH R AE A
WRSRAS AR AE AN, T BRI BL B SRR B8 A AT 22 4 TR 8 Mt O A 2 P s R

Subscriber's private key is stored in the USB key medium or file certificate meeting the regulations of SCA.
All the private keys stored in the USB key are stored in the form of cipher text. For the private key
generated by software cryptographic modules is preferably stored and used in hardware cryptographic
modules. Subscriber can also use specific software cryptographic modules with security measures.

6.2.8. BERVEARI 7 Method of Activating Private Key

CA HIRLEAAF I T RE AR i rh, Bl Bt 1% CP 28 6.2.2 1RkAT 7031, I HARSE
FE1C RAFREEA T, 2T m ik n 5977 3o ) AN B0E Bl 4 RE IR FA B o

The private key of CA shall be saved in hardware cryptographic module, and its activation data shall be
spilt in accordance with Section 6.2.2, and be saved in the hardware media such as IC card. The private
key must be activated through entering the data using n out of m.

X AT T A0 USB Key N - In & AL Ei 2 e fh 2 2R B8 1 2 A e i i3 T Y RL B
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WA L 14 IC REETT BRI, BT TN 2R T AR AKE JE . K5 USB
Key. IC REHHAMMNIET, BARY LS, WAHBEGE . X AT i SR AT
WA RV, T NAZR A S B AN B ORI SEAL, AR LA BOA AR B
FEHITEOUT, FA N G FIT 7 BT SRR SCAAH o Ar SR AF A A i A e b AL
B DR A A E RN B R E AP GE . R DR, Bt
FABBRINE)S, R EARA LA REEIE A

For the private key saved in such as USB Key, cryptographic card, cryptographic server, or other forms of
hardware modules, the subscriber can protect through password, IC card, etc. After the appropriate driver
is installed in subscriber’s computer, the private key is activated by the way that the USB Key, smart cards
are plugged into the appropriate device to enter the protection password. For the private key stored in the
subscriber's computer software cryptographic module, the subscriber should take reasonable measures
to protect the computers physically in order to prevent unauthorized personnel from using computers and
private keys of subscriber. If the private key is stored in software cryptographic module without the
password protection, then the loading of software cryptographic module means the activation of private
key. The private key protected by password can be activated via inputting password.

6.2.9. HEEFAEHE /71 Method of Deactivating Private Key

— BRI, BRAFIMORS R SS, PR TEaIRE . R LRI ] 2
T REAERRRE, RBEREAT — R, WSRFE BT 2 RERAE, W E R AT .

Once the private key is activated, unless the state is deactivated, the private key is always active. In some
cases, the private key is activated for one operation and reactivated for another operation.

PRESAVAR T O TR S RCRES . DIWT s R R S AR RS T T ER T B AR 4t
£

The ways of deactivating private key include exit, shutdown, removing hardware cryptographic module
and logout of user or system. Any unauthorized person can’t execute above operation.

ST CARH, MAFBORVHRI B W, AR S
The private key will be deactivated when its storage device powers off.

WPHRERHBH AT, S RIERE R ENL, s %A e s~ 4%
FEC, DI IR, AR

Subscriber can deactivate the private key by themselves. And private key will be deactivated when logout,
or remove hard cryptographic module from card reader, or turn off the power supply.

6.2.10. fEBRAHBIEIRAK T Method of Destroying Private Key

AR . AT, NIZEAPIS, MR Rk, ey, MEaE R
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When private key is no longer used and do not need to be saved, it shall be destroyed so as to avoid loss,
stealing and disclosure or unauthorized usage.

X IRAAT PINEAE B, EHA GRS R, NiZZg0/aF —E PR, MET#E
THERER . W T &ZAT P BLIEBAY, AR AEGASRE, WRITHERE, HiT
e ST, T RUEIE R MBS . RGeS R I . PR SRAL AR i A
2577 FORE K
For end subscriber’s encryption certificate private key, after the termination of lifetime, it should be kept
certain time so as to decrypt the encrypted information. For end subscriber signature certificate private
key, after the termination of lifetime, if it does not need to be kept, subscriber shall determine the method

of destroying the private key, including deletion of private key, initialization of system or cryptographic
module, physically destroying the private key storage module and other methods.

CARH, fEAMmAMEH)E, 7k CA R — e &t T, HAbr CA R
P 8. IR CA APIEHIRIIRR &5 RN AL 2 4 i 5 NS 550N %
4. CA T IAEREE N R b, CA FABHI 8 S b ZiUE i 4 CA FAEH WIS R Hh A
b B o a4 1) A B

After the termination of lifetime, GDCA need archive one or more backup of CA private key and securely
destroy other CA private key backup. The archived private key of CA shall be destroyed by multiple
Trusted Persons during its archiving period. The CA private key is stored in the hardware encryption card,
the destruction of CA private key must use the method that the CA private key is deleted from the
encryption card completely or is destroyed with encryption card initialization.

6.2.11.  FHRREEBLFIPEAEL Cryptographic Module Capabilities

GDCA 13 i Bl 5 A5 6 B I v ATV R (R SR i, 3252 JLATUR ) 45 SRt L N
PGSR PPUNIETAF % IEOK, GDCA FIARIE ™ itk Re . TARRR. BRI B a5 Uy
T 25 A, R PT / EE AR

GDCA uses the products approved and permitted by SCA, and accepts various standards, specifications,
assessment, evaluation certification and other requirements published by SCA. GDCA could select the
module according to product performance, efficiency, supplier qualifications and other aspects.

6.3. FEXEFN)HAL T Other Aspects of Key Pair Management
6.3.1. AR Public Key Archival

2R CA R ZEAT RS, VRS RS AT A7 AR odia o v
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GDCA must archive CA and end subscriber certificate, and archived certificate can be stored in database.

6.3.2. IEPRIEDIMBFLHAXEFHBIBR Certificate Operational Periods and Key

Pair Usage Periods

I BHANRLEA B A BT BR SRS AT AR, (B IR AN e R FF— 2.

The usage period of public key and private key is related to the validity period of certificate, but they are
not completely consistent.

XA B HEY, HAH R BEAEIE A RN A AT LU T80728 40, R A6 AT 30
PRANEE I IE A BAIR . B, 8 7 RIEFEIE A RO N 254 1015 B AT DURHIE, A BRI
FISIBR T BALEIE 5 A4 RO PR LA

For the signing certificate, its private key can only be used for signing within the certificate validity period
and not be used surpass the validity period of certificate. However, in order to ensure signature
information can be verified within the certificate validity period, the public key can be used surpass the
validity period of certificate.

X B e, AR RAEIES A XA A AT ELH TR E S, AP
BRANE I UEF A BOHIR . B2, N 7 ORUEEUEFAA ORI 1045 5 T LUIT, FABHIAE
PSR AT CALEE 5 B ROT R DA

For the encryption certificate, its public key can only be used for encryption within the validity period of
certificate and not be used surpass the validity period of certificate. However, in order to ensure
information encrypted can be used to unlock the information within the validity period of certificate, the
private key can be used surpass the validity period of certificate.

X TS S R HETS, ARSI AP R BEEUE 1A AW A 4w BT .

For the certificate used for authentication, the private key and public key can only be used within the
validity period of certificate.

L—MEBH ZAHEER, AP R IR P BB SR 4L E

If a certificate has multiple usages, the usage periods of public key and private key follow the rules
described above.

FANTHER AR LRI T IEHEE CA IEH, EBRME, ARIEZENHILT, T
VRSP D A0 XHIE S BEAT SR o (E S AR AN e IR IS

In addition, after the expiration of certificate, under the circumstances of ensuring security, original key
pair can be used to update the certificate. But the key pair can’t be used indefinitely.

ST AN EGUE TS, HeBF e o038 i i 35 587 AR e KA F BB 2 R
1. X ROOTCA (SM2) &K K CA UET, HEEN K RV EHER & 20 4, A
/bF 20 4
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2. 1T GDCAGM SM2 ROOT % £ ] CA, o8N 1 KA AR IR 25 4, n]/bF
25 4

XFF SSLITLS M55 as k4, FLas BT i) f K fo Vi IR 2 397 K, AT /-1 397 K
SHFARL A A, B RS ALV P IR A& 39 A, Al 39 AN H
XTI T RE S, BN K RV AR A2 10 4, AT 10 48

S SR AR, HEP K R v AR IR 3 4F, BT 34

St PR TS, R R A RV FAERR A2 3 4, AT 34,

SHF 2 P A ETS,  LE R R K RV AR RR 2 10 4F, BT 10 4R

© N o o ~ w

For different certificates, the maximum usage period of the key pair can be obtained via certificate
renewal:

1. For ROOTCA (SM2) CA certificate, the maximum usage period of the key pair is 20 years or less
than 20 years.

2. For CAcertificates issued by GDCA GM SM2 ROOQT, the maximum usage period of the key pair is 25
years or less than 25 years.

3. For the SSL/TLS server certificate, the maximum usage period of the key pair is 397 days or less
than 397 days.

4. For the codesigning certificates, the maximum usage period of the key pair is 39 months or less than
39 months.

5.  For the timestamp certificates, the maximum usage period of the key pair is 10 years or less than 10
years.

6. For the document signing certificates, the maximum usage period of the key pair is 3 years or less
than 3 years.

7. For the e-mail certificates, the maximum usage period of the key pair is 3 years or less than 3 years.

8. For the client-end equipment certificates, the maximum usage period of the key pair is 10 years or
less than 10 years.

6.4. BWUEEFE Activation Data

6.4.1. BUEBIER = A M2 Activation Data Generation and Installation

CA RIS Kd, i A% ST 8 BB 2l 70 B A P B IMA I EOR, P2kt
ATAERG 7 RAME T o

Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.
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VP AVHI S BdE, BT FEIEBE4 (CLEEHERRMD . USB Key
] PIN 45, #AINTE 224 v SE A EE FRENL 26 .

Activation data of subscriber private key, including password (provided in the form of password envelope)
used to download the certificate, USB Key, login password of IC card, must be generated randomly in
secure and reliable environments.

6.4.2. BOEEIE IR Activation Data Protection

XtT CA FAIIBOS Kt , 6 ZUE L A 50 FIRE 23 1 (3 2o B A R n] {5 N R 5
&, MHZEE N RBIRFERTTaBIER, 2F T B ) F 8 & 5UE.

Activation data of CA private key must be separated in reliable way and kept by different trusted
personnel .Administrator must meet the requirements of responsibility division. The responsibilities of key
sharing holders should be confirmed by signing related agreements.

AT P RABGE SR, BFE DA E PIN 5, #RAE 24 nf SEMIAEE R
PN RE L O PIN 65, BribMteRekei . FNN TRCE LS RE N LR, N
L S R AT 22

Subscriber’s activation data, including password and PIN, must be generated in the safe and reliable
environment. The subscriber should take good care of password or PIN to prevent being exposed or
stolen. Meanwhile, in order to meet the security requirements of business systems, activation data should
be modified regularly.

6.4.3. Bk H g B HAth 5 T Other Aspects of Activation Data

AR AR AT RN, MR EAEEEE R R T 2. e, B, JER
Bt BARRAL A H

Activation of private key shall be protected from loss, theft, modification, unauthorized disclosure, or
unauthorized usage during the transmission.

LALIIBOE Bl A T 2N RO &, IR e R P T BTy, MR AR
BUEHT, A58 45 R TV IR AR A5 B o ot B B R B 3R AS B 8l Ol 4 Bl = 78, Bt
WE s 2 H 4R T 26 o

The activation data of private key which is no longer used shall be destroyed and protected from theft,
disclosure or unauthorized use during the destruction. The result of destruction is that some or all of
activation data can’t be recovered directly or indirectly from the residual information and medium, papers
recorded with passwords must be shredded.
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6.5. HEANLZEFEH Computer Security Controls

6.5.1. AT EVLZEFEARER Specific Computer Security Technical

Requirements

GDCA #4115 B 4B, wBE (FELAHAR IERERG M LI %4
FARFE) . THAE BT AME (TR EHINEY, S 15027001 {5 B %44
HERLYE LA S FAAR S 15 B e A hritl, il HhAxTRT . S8 M e A HE ORI R B, 7E38 8
T A A AR . RN R AR AR SRR B 3]
YRR A N GLER ST A B B, 2% 1 e ) 45

Information security management of GDCA certification system meets “Information security
technology--Specifications of cryptograph and related security technology for certificate authentication
system" published by Standardization Administration Committee, "Measures for the Administration of
Electronic Certification Services" published by Ministry of Industry and Information Technology, standards
of information security in ISO27001 and security standards of other relevant information. GDCA draws up
comprehensive and perfect security management strategies and standards, which have been
implemented, reviewed and recorded within operation. The main security technologies and control
measures include: Identification and authentication, logic access control, physical access control,
management of personnel's responsibilities decentralization, network access control, etc.

ML PR ) 22 P T B B CA BB U RS R Z EWE RS, AR
BIRGIHEBUN T o

Strict security controls ensures that the system of CA software and data files is secure and reliable without
unauthorized access.

RO ARG LA S ARG E &, ARG E M R GE R E . XA 8T A Ik
B diE 5 (L FHRE > A1 5xt WA ) U5 1) o A3 FE 7 2K et BELLE D PN RIS R RN AR 2R R G 2%, PR
VA RGHTES . R CA RGERESEHATH. ALETHEFE. Uik RGN TE
N GART LA 45 i CA Hff

Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for specific
applications. The usage of firewall is to prevent the intrusion from the internal and external network
production system and restrict activities of access production system. Only trusted persons in operation
and management group of CA system, when necessary to access to the system can  access the CA
database using password.
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6.5.2. THHEILZ LV Computer Security Rating

GDCA HIINIE RS, @i 7T HEx BRI 7 e

GDCA certification systems pass the security review of SCA.

6.6. A=A B AREEH] Life Cycle Technical Controls

6.6.1. REGTF R ¥EH| System Development Controls

GDCA AT R A R A LR S5«
1. =I5 U A,
2. g AR
[FIfF, GDCA [T RIRVEMTE, % 1S015408 MIbnifE, SATAHSSHIRIFI T & 5
i
Software design and development of GDCA process follows principles:
1. Verification and review of third-party
2. The security risk analysis and reliability design

The operation specifications of software development, which refer to 1ISO15408 standard, implement
relevant plan and development control.

6.6.2. Z LG HEEH] Security Management Controls

GDCA \IERGHIME B e E B, g 2 i 18w A R T 8 BV e AT
SE (B

Information security management of GDCA certification system conforms to the relevant operation
management specification of SCA strictly.

GDCA MIE R G M BA P s hl i, g 1 R G ER it s ARS8 IE J5 A4 3E
TR ERER, MBSO 2l KA R FE TR S, THREMAATIC . GDCA iEX}
INIE R GEEAT & WIS 5 A A A 2 AT,

GDCA authentication system have a strict control measures, and all the systems can be used through
rigorous testing and verifying .Any modifications and upgrades will be recorded for reference and made
for version control , functional test and record. GDCA also carries out regular and irregular inspection and
test for certification system.

GDCA KM —Fh RiE I8 B R A HI A R G BCE, A IR IE L
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GDCA uses the flexible management system to control, monitor system configuration and prevent
unauthorized modification.

BEPF B BRI RIS, AT Zetbiie s, MRIRBIBEREGHEANR, ZEAE
AR A o N B AR AN 22 b ZUAE SN ™ M 1) 22 A2 LA T, AT B AR 6
LAEFIIR I .

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

GDCA NIER G BB T R LU e, JRIBBERAE AT AL BRI, S A
T A R 2 A IS BAAE

After all the hardware and software equipment of GDCA authentication system are upgraded, GDCA must
confirm the existence of information which affects the security in waste equipment.

6.6.3. A A7 JE B 22 23548 Life Cycle Security Controls

GDCA AIE R G B AT B8 B P RR A I T Rt R, e 038 1 e, B2 A
w2k

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.

6.7. MK Z4$EH] Network Security Controls

GDCA AIE R GURH 2 5 K e AR 4 Bl 2 APl RGE ARG I HL S 5 35 (10 77 7]
PR

GDCA authentication system has multi-level firewalls and the protection of network resource security
control systems. It also has complete access control technology.

N T RN %4, GDCANIE RS LAHRE T NRIGI . it PimdpE R
gt JFH R R RS ARG Aty BRI RS, DUS T RERRE
{1579 = R EA: 3 N

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and updated to
the version of above systems, as much as possible to reduce the risks from the network.

6.8. AR Time-Stamping

GDCA ¥/ RFC 3161 B} A Bk i br e SR AL (R B AR 55, R bt B TR) RIS SR . B[]
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R B DAL IS TRV A 3, B TSR P [ S i o SR AL PR AR A R ]

GDCA provides time stamp service that complies with RFC 3161, adopts standard timestamp request,
timestamp response, and timestamp coding format, and uses the standard time provided by the National
Time Service of China as the time source.

7. B AEPBBEFIRAAELIE RSN Certificate, CRL, and

OCSP Profiles

7.1. WEHHEER Certificate Profile

GDCA iF A5 ITU-T X.509v3 (1997): 15 B AR-TF MR Gt Hi%-H 3% AIFHESE (1997
6 H) Fr#EFR RFC 5280: Internet X.509 4Rt 1E A1 CRL 4549 (2008 45 H).

The format of GDCA certificates conforms to national standard, i.e. ITU-T X.509 V3 (1997): Information
Technology - Open Systems Interconnection - the Directory - Authentication Framework (June 1997)
recommendation by ITU-T and RFC 5280: Internet X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile (May 2008).

GDCA i CSPRNG Al K+ 0 HK N 64 A7 FEF I E B 215 .

GDCA generates non-sequential certificate serial numbers greater than zero containing 64 bits of output
from a CSPRNG.

UEFS A E AR X500 v 38, HMUE (E BAE PR 40 T~ R Pl ik

Certificate contains at least basic X.509 v1 domain, and its specified value or limited value is described as

follow:
R A

Table - Basic domain of Certificate structure
i SR AE IR 1
FA F401 X. 509 HEP I RARA, i V3
R S — BRI
S 42 R PR A PR % 40 B0 UL CP 48 7. 1.3 4)
SR E DN SR L4,

AROEIEHW | T EERE R E (UTC), MBI AIFE, % RFC 5280 #K %%

AREIEH | BT EE e (UTC) , MIEERTIF ] [R2E, 4% RFC 5280 ZERZif%. A2
SRR I 5 B AT 5 CP 26 6. 3. 2 R IR -
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8 DN UE T FFA 2 BRI 35 44
NER M4 RFC 5280 #4wfi, fH/H CP &5 7. 1.3 Fdhfa @ MIAL, KL CP
6. 1.5 T8 e M ER
domain Value or value limitation
Version Format version of X.509 certificate with the value is V3

Serial number

Unique identifier of certificate

Signature Signature algorithm for issuing certificate (see CP section 7.1.3)
algorithm
Issuer DN Issuer’s Distinguish Name

Start period

Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
time, encoding follows the requirements of RFC 5280.

End period Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
time, encoding follows the requirements of RFC 5280. The setting of valid
period follows the limitation of this CP Section 6.3.2 specified.

Title DN Certificate holder or entity DN
Public key Using specified algorithm of CP Section 7.1.3 according to the encode of

RFC 5280, key length meets specified requirements of CP Section 6.1.5.

7.1.1. FRZA<5 Version Number(s)

GDCA I JHEF4F & X.509 V3 UEF# 3, RS BAFBAEIE P A BN .

GDCA certificates are in line with X.509 V3 certificate format. The version information is stored in the field
of the certificate version column.

7.1.2. EHBFH B IR Certificate Extensions

GDCA Fr Tl X.509 V3 FRIUE-ARHEY EILLAN, SO T B Xy it B X3
JEITIAE Y2 e VPR, B BRAE T RE A R M B & T A PRIEZS IR

In addition to the X.509 V3certificate standard extensions, GDCA also uses custom extensions. The use
of custom extensions is allowed, but unless special application contains these extensions, GDCA does
not guarantee the use of these extensions.

7.1.2.1. tR#EP B Standard Extensions

® ZiHML (key usage)

® Key Usage

REIEPE Y Rk B, AR, s, B, SeImil Wik
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o

EH24, BiE CRL %544, Hnws, Hg#, R4

The key usage extension defines the purpose (e.g., electronic signature, non-repudiation, key encryption,
data encryption, key protocol, certificate signature verification, CRL signature validation, only encryption,
only decryption and only signature) of the key contained in the certificate.

® MURHIHHIRRFT (authority Key Identifier)
®  Authority Key Identifier

REAT R K g CA IEBIIABUA NG F IR RS I, e 28kH BE
FHARRY R IR, MURAUAZHAR IR B 160 AL IE B A SHEET SHA-L B8z
SR JE ARG R 75 0], e B A 2 AR CA 1) 5 8 DN IX AN R TUIY) criticality 3815 B 4 FALSE.

The authority key identifier extension of issuer shall be added to subscriber and intermediate CA
certificate. If the certificate of issuer contains subject key identifier extension, its authority key identifier is
composed of the 160-bit SHA-1 hash of the value of issuer's public key. Otherwise, it contains subject DN
of issuer CA. The criticality field of the extension should be set to FALSE.

® THUEAMATT (subject Key Identifier)
® Subject Key Identifier

WEFS ) AU SARRRAT Y R IURAE R, U5 3 R AR B SRR IR = A . A g
JET, Hy IR criticality 181N FALSE.

The public key in a certificate shall be used to generate an identifier when the subject key identifier
extension in a certificate is initialized. The criticality field of this extension is set to FALSE.

® CRL &Aiixi (CRL Distribution Points)
® CRL Distribution Points

UEF ) CRL 20 R il e I, B & A — A5 4%, T DLkt 7 @t CRL 1915
BUMEHAWIETRES . g T criticality TN 1)y FALSE.

The CRL distribution points extension in the certificate contains a local link that can offer CRL information
to relying party for querying certificate status. The criticality field of the extension should be set to FALSE.

® F PSS I (certificate Policies)

® Certificate Policies
UER RIS BRI A A CP HXf MAETZRE CP X SR RFT S RuE R e 77 X AN e I
1) criticality 3% &4 FALSE.

The certificate policies extension contains corresponding certificate CP object identifier and strategy
qualifier of this CP. The criticality field of the extension should set to FALSE.

® JLARPRHIY TN (basic Constraints)

® Basic Constraints
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CA EAS (AR il 47 R 1 1 32 SR A 1 9 CA 1T FHIEF R R AR il 47 e T 1)
F MBSk (End-Entity). 1XAM9RIU criticality 8% &N FALSE. ¥k, %71
HERRES, XA R criticality 1Al PLtE N TRUE.

The subject type of basic constraints extension of CA certificate is set to CA. The subject type of basic
constraints extension of end subscriber certificate is set to End-Entity. The criticality field of the extension
is set to FALSE. In the future, for other certificate, the criticality field of the extension can be set to TRUE.

CA UEPHSEA PR3 I i B AR K T R ATEIE B AR IE B2 5 CA 3.
X F AT PUEH2E & CA, H CA 1IE1i“path Len Constraint” {5 [ {E N 0, Rk HiEgaEH
A — AT UE AT DURAEIX A CA TEPSETH .

The path Len Constraint field of CA certificate gives the maximum number of non-self-issued intermediate
certificates that may follow this certificate in a valid certification path. For CA who issues end subscriber
certificate, the value of path Len Constraint filed of CA certificate is set to 0, which indicates that only one
end subscriber certificate can follow this CA certificate in a certificate path.

7.1.2.2. H X P BT Custom extensions

BEXS AN R BROAE 5 B R 55 5 2K, GDCA R E 254 eI, AAH(EH AR T4~ 4 R It
1. HefRES: HTRRT PR RE S5,
HELWAAND: TR LAWY .
TRvEM: T 2Ron Ak TR S
EBEICIES: HTRsLEBSG
BAEMRS T UERBURNUG A T AR P e — 2% 5 .
HRCEICIE S : TR 5 5.
MANSUE SIS TR E KSR — 9

N o g &~ Db

To satisfy different requirements for certificate application service, GDCA can define some extensions
flexibly, including but not limited to the following extensions:

1. Insurance number: It is used to indicate the subscriber's insurance number.

2. Organization Code: It is used to indicate the Organization code.

3. IC registration number: It is used to indicate enterprise IC registration number.

4. Taxation registration certificate number: It is used to indicate enterprise national taxation number.
5. Trusted service number: It is used to indicate subscriber’s unique number generated by GDCA.

6. Land taxation registration certificate number: It is used to indicate enterprise land taxation number.

7. Resident identity card number: It is used to indicate unique number of individual’s identity card.
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7.1.3. BB 465 HAF Algorithm Object Identifiers

GDCA %R IME+:, RS EERARRFT A SM3WithSM2.
The cryptographic algorithm identifiers of certificates issued by GDCA include SM3WithSM2.

7.1.4. £ I Name Forms

GDCA 25 & HIE B AR s XA N 545 & X.501 Distinguished Name(DN) 551 44
%o

SSL/TLS UEB EMIARAL S A «.7, “-7, & “ 7 (BT, /sl bR
INIZIURAE . ATEEE. BANE AN
Name of certificate issued by GDCA is formatted in accordance with X.501 DN.

SSL/TLS server certificates cannot only contain metadata such as ‘', -’ and *’ (empty) characters and/or
any other indication that the value/field is absent, incomplete, or not applicable.

7.15. 4 FRFR%] Name Constraints

AEH

Not applicable.

7.1.6. IEP X R AT IR Certificate Policy Object Identifier

L FIE S T, RS A S IR S X RARIRTF, 20 SR IR SR
UEFS AR R

When the certificate policy extension is used, the certificate contains object identifier of CP, and the object
identifier is in accordance with the corresponding certificate category.

7.1.7. SRBEFR B R WA FIVE Usage of Policy Constraints Extension

AEH

Not applicable.

7.1.8. S PR SE R HIIBEATE X Policy Qualifiers Syntax and Semantics

ANEH
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Not applicable.

7.1.

9. REIEHERY BRI AL B8 X Processing Semantics for the Critical

Certificate Policies Extension

5 X509 F1 PKIX #iE—F.

Itis in accordance with X509 and PKIX regulations.

7.2.

IEF#E 53R CRL Profile

GDCA EHIZ % CRL, fLHH A 2rif)fd .
A CP %% ) CRL £F4& RFC5280 Frifi. CRL Z/DALE 40 N R TR LA A N A .

The CRL determined in this CP is accordance with RFC5280. CRL contains at least basic domain and
content described in the following table:

i EEER

fRA V2

WK B0 CRL HISEAR, ATUREH B o

A2 H CRL M2 H ]

TREH CRL TR HIH . CRL &3KE 24 /NI T3
B 2R CRL JT A FH 25 48 Sk

AR MR AR IR AT

H1 160 RLAIMUAIEF LI A ST RIS I 555 A EAL A&

i GRS

HI A AUESS,  BEHEIE S I P 215 AR H 3

Domain Value or value limitation

Version V2

Issuer Entity for issuing CRL, issuer distinguish.
This update Issuance date of CRL.

Next update

Next issuance date of CRL. CRL is updated every 24 hours.

Signature

signature algorithm used for issuing CRL.

Authority key identifier

It's composed of a 160-bit hash of the value of CA’'s public key.

Revoked Certificates

List of the revoked certificates, including serial number and

revocation date of revocation certificate.
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7.2.1. R4 Version Number(s)

GDCA HRi% % X.509 V2 A ] CRL, IARASAEHE CRL fiiAH% 202 H .

GDCA currently issues CRL of X.509 V2 version. This version number is stored in format column of CRL.
7.2.2. CRL # CRL 4 B¥ B3 CRL and CRL Entry Extensions

AEH

Not applicable.

7.3. OCSP #i& OCSP Profile

GDCA JyHl )7 §Efit OCSP (FELLUEIRZ A WIARST), OCSP 1E4 CRL A &kb e, J5fd
UEFS P e R IR E B

As an effective supplement of CRL, OCSP provided by GDCA is used to check the information of
certificate status for subscriber online.

7.3.1. FRZA<5 Version Number(s)

RFC6960 & X [] OCSP hfiA .

The field conforms to OCSP defined in RFC6960.

7.3.2. OCSP ¥Rl OCSP Extensions

AEH

Not applicable.
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8. I\ iE ML # & i+ F1 H fth ¥ 45 Compliance Audit and Other

Assessments

8.1. THEMIBIEFIER Frequency and Circumstances of Assessment

GDCA & HIEAN E JI 3z 0 Ml 55 AT — SOk v vH A1z 8 PPAL , DAPRAIEIE F5 IR 55 AT FEVE |
A AT P

GDCA conducts an internal compliance audit and an operation assessment regularly or irregularly to
ensure the reliability, security and controllability of certification services:

1. BEEIAT—IRNHE .

2. FHRREZR EEMIINER. BERAHKIRME. A CPS ML LA A 7] 22 48 B SR 1)
R, WESDOPIT RNV, WX GDCA fEN I E Sk (RA. 3Z2H S5
(RIPPAL B A%

3 BRAEHAT — BTl AR, 00 P A U, P A B A A T R
ERRMHIE, VA E TR SRS . HR . R GELL S A A 7 2 RO KUK, AR X
B VEAL, G, SUME RN AR A W 2 AR
1. Internal audit on a quarterly basis;

2. GDCA conducts operations and services according to the requirements of state’s authorities, the
specifications of state’s relevant standards and this CP. GDCA shall conduct internal assessment
and audit to other entities (including RA or LRA, etc.) in GDCA at least once a year.

3. Internal assessment at least on an annually basis is executed according to the reuigrements from
the national supervising authority, relevant industry standards, requirements of this CPS, and the
requirements of the GDCA security policy committee. Such assessment extends to the entities
including GDCA itself, RAs and LRAs etc.

B T AR E TH AL 4, GDCA ISR AN s T AIIEAY . diRdE (hie N RIE A
R (RTFMEIRSS EEINEG) SRIER, w2 EMINPHEARE.

In addition to internal audits and assessments, GDCA also engages external audit firms to perform
assessments and evaluations. GDCA is assessed and inspected once a year in accordance with the
"Electronic Signature Law of the People's Republic of China", "Measures for the Administration of
Electronic Certification Services" and other requirements by administrative authorities.
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8.2. THEEMWBEM/EH Identity/Qualifications of Assessor

GDCA N & tF, H GDCA %4 5RMgZs o 7 on A 230 T 1 s vH VAl /N, B O
PPAL ZANH SAT T AR

Cross department audit assessment group organized by GDCA Security Policy Committee performs
internal audit of GDCA.

8.3. THEE SHIRMEE Z KRR

Assessor’s Relationship to Assessed Entity

GDCA it m 5ANMM ARG EH A WIS EH G WS HRAE R TN AR ES.

Segregation of duties is required between the GDCA auditors, and the GDCA system administrators,
business administrators, and business operators.

8.4. T ZA Topics Covered by Assessment

GDCA W HBH T i) A 75 (4
GDCA'’s internal audit includes:
1. AR R 78 7 A S
128 TARRURE AN B 2 1515 21 7™ R 5
ST R CPL LS5 VAN 22 A BR IFFE RN 55+
FAHE, R EEE, O R

T T AFAE FLA T REA7AE 1) 22 2 XU o

/

a c w N

/

1.  Whether the security strategy is fully implemented
2. Whether operation procedures and processes strictly followed

3.  Whether strictly following the CP, business specifications and security requirements when

conducting authentication services
4.  Whether all kinds of logs and records are preserved and if there is any question

5. If there’s any other potential security risks

8.5. X5 EFEKIFTE) Actions Taken as a Result of Deficiency

XF T GDCA P EB 8 vH&5 S A i el @, B o T PEA /N2 4 5 I B X L ) @) T AT HR e T )
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BEAT M 25 SO 52 3 AT L o S8 O S THE R NG 5, B WARE BT 1T 2T e o PG /N 3R
AL 5 i A S A 4R

Audit assessment group monitors responsible departments for improvements and complete status of
issues that were mentioned in audit reports. After improvement of audit results have completed, various
functional departments should submit summary of improvement to audit assessment group.

XF T GDCA BT ML B o+ 45 3, Wiz AU IEFE#EAT i ;e 4% CP J. GDCA fill i€ )
il 55 HE ATy, GDCA KT LAl L, FEE ST 4 Har R (X 26472y, [FIESHR4E GDCA
(ISR AT 45 B 2. 45 I AT I 45 72 S (T E ALY, GDCA H4 2 X LA 1 HL T A
TEME 55 RAZAL

For authorized RA mentioned in GDCA's audit report, if they are violating the CP and other business
standards defined by GDCA, GDCA will stop the above behaviors immediately and ask them to make
changes in accordance with the requirements of GDCA. GDCA will terminate relevant authorization of
electronic certification services of RA if the above behaviors are seriously violated.

8.6. T4 ERIIFEES KA Communications of Results

GDCA 1 P 38 8 45 5 o [m) AR 5 BRBE SR 1 LS B T3 R v LA R4 T 1E s 4R,
WA eI AT 24l i, GDCA W20 R I3 T 1 iE R

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA will notify the
subscribers of any potential security risks timely.

8.7. HiRfE Self-Audits

LEET 8.1,

See section 8.1.

9. TEEEFAERH ARV %2 Other Business and Legal Matters

9.1. #%F Fees

GDCA AJ HRAE AL A7 B DIEA & 55 R AU FRIE P37 P SC R A, B 3 AR B
Tl AN RIAR S8 BEAR ] B RILE -

GDCA can charge subscriber certification fees for the digital authentication service provided. The specific
charge will be determined by market rules and regulations of relevant administration department.
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9.1.1. ERE AT B A Certificate Issuance or Renewal Fees

GDCA SHE B A EH %, AfirE GDCA KIM¥E www.gdca.com.cn -, fEH
fexIp

The fees of GDCA adding and renewing certificates are published in the website www.gdca.com for user
to query.

U GDCA 2B i h Fa BN 45 Al GDCA AFI IS A —E, AP s A
1o
If the price specified in GDCA agreement is different from the one published, the agreement price
prevails.

9.1.2. IEBE % F Certificate Access Fees

XTUERA®, HEl GDCA AYHUEM . BRARAI T IR 4T K, % GDCA
SCATEAMA B, GDCA K4 5 R 9 R W BUSLiZ S 2 1 o

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the subscriber
has special requests, which makes GDCA to pay extra fees, GDCA will interact with the subscriber for
appropriate charges.

U SRE A U 2R BUR A AR A8k, GDCA ¥4 M E M %t www.gdca.com.cn T LA
(T

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its website
(www.gdca.com.cn).

9.1.3. BUASALIRAE B & %% H Revocation or Status Information Access Fees

T RABARESE S &, HAT GDCA AR 9. BRAEA - S Rk T K,
% GDCA SUAYEAM B, GDCA K55 F1 - Bl i WSCHUSL 12 B A 35 11 o

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

MAEMBEMRESE S BB R BEEAGEMAEL, GDCA ¥ o i £ W uh
www.gdca.com.cn _FF LA .

If revocation and status information inquiry charging policy has any changes, GDCA will promptly post the
changes at its website (www.gdca.com.cn).
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9.1.4. HAhPRS3 B Fees for Other Services

1. WA GDCA REAUIH CP s AR S HIVE N SRR, GDCA 7 2SI Al
SHb = A PRI R Ab 3 T A 5

2. GDCA 1o 2L A7l A i ARG S5, GDCA TEH 1T ol Hofh Sk %
(T BI SR 4R B TN A

3. Jth GDCA W Z s nTREFR LIRSS (2 FH, GDCA H5-43 Jei A i, L FH 7 A if

1. If subscriber requests paper version of CP or other related documents from GDCA, GDCA will
charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares the
prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.

9.1.5. 1B 7K KM Refund Policy

GDCA SFiT W 28 A, B 7 AE 4 FR O R0 3 2 T K Dtk s B ER T DUBIE 4, GDCA
PIAIBIE R P AR 35 H

GDCA does not refund any fees to subscribers except fees charged for certificate application and renewal
because of specific reasons.

LESEHIE P EA LS K AE T FE 0, GDCA 5T ™A% IRV ERE R ASENE . 15 GDCA
B TA CP ATME ARSI e E K5, WA BLE SR GDCA 4NiEH B, 1
GDCA 48 71T P IIEFH J5, GDCA B BIELT N FE ZAE P AT oA 1 3 R IS 25T
Jo

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CP or other
material obligations, subscribers can request GDCA to revoke certificates and refund. After GDCA
revokes subscriber’s certificates, GDCA will immediately refund the full amount that subscribers have paid
for the certificate application.

PRI RIS AR F1T 7 43 B B e
This refund policy does not limit users from obtaining other compensation.

FERGRFRE, T WEORGREAE T iZUEF, GDCA Kb jt ik v/

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate his/her
legal liabilities.
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9.2. M43 4E Financial Responsibility
9.2.1. PREGYEFE Insurance Coverage

DRES: v Bl 32 224X CP 5 9.9 75 o I KL E RO 2

Insurance Coverage mainly focuses on compensation specified in CP Section 9.9.

9.2.2. HARRE = Other Assets

AEH

Not applicable.

9.2.3. X B & SR ) RS R HE R VS

Insurance or Warranty Coverage for End-Entities

UEF51T 7 — B%5 GDCA HJIEFS, Bl h e A IEF IR %32, Al EkE
ZAT P B TA CP R TR AME R E LR .

The acceptance of the certificate or its services specified by the agreement by the subscriber means that
subscriber has accepted the specification and constraint of insurance and warranty coverage in this CP.

9.3. %15 BARE Confidentiality of Business Information
9.3.1. {12545 B8 H Scope of Confidential Information

£ GDCA 2t B FIER S, U E B EE R

1. GDCA I " U7 %540 M iz i ]

2. HIHOFAHE: AMHE, REBHE. BREHENER, X8ERH GDCA MK
REAEE, RAZEHE I RAANSER AT UEE . BRIEEER, A m oM
KA

3. HAthi GDCA Fl RA TRAF I NFIA WG BN AL IR T, BRFERER, AT A,

In the electronic certification service provided by GDCA, the following information is treated as
confidential information:

1. GDCA subscriber’s digital signature and decryption key
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2. Audit records including local logs, server logs, archive logs information, which is treated by GDCA as
confidential information. These records can only be accessed by security auditors and business
administrators. Unless for law requirements, this information cannot be released outside of the
company

3. Other individual and company information preserved by GDCA and RA and should be treated as
confidential. Unless for law requirements, this information cannot be released to the public

9.3.2. ANETREKEE

Information Not Within the Scope of Confidential Information

1. ™ GDCA KATHES: EASH A8
1. Certificate issued by GDCA and its public key.
2. AEBHHITER,
2. Information of subscriber in the certificate.
3. UEPBREHSIE;
3. CRL
4. ARG (CPO. HLFIAMEMLSS N (CPS).

4. CPandCPS

9.3.3. 1R3 1- 3515 B B BT 4E Responsibility to Protect Confidential Information

GDCA. JEMAA . 1T P AR SIGEN SRS 5 T4, #E L5 ERA CP e,
ACHEAR R O O B BT, L JEE A R AR T B HRE p 0 Hdk AT R

GDCA, RA, subscribers, relevant entities and parties involved in certification business, have the
obligations to assume appropriate responsibility of keeping confidential information in accordance with
this CP, and must protect it through effective technical means and management process.

AREAE BTG TR, 2K GDCA A T B & A T AT B R %45 B
GDCA R 2 HZK: [FIf, GDCA B ERIZOREAT BB AT 2 W 1L v BEAT I AL,
CA R B B AT BE B IS o USRI R (5 S AT il S AT Ay At Dy g s 2
5%, GDCA ARAREAEMT 5 AR B T A F R 5 BTG R k. RS BT
NS5 A SG BH  AJTORE AR 2 SR T W 3 5 A

As confidential-information holder requires GDCA to publish or reveal all his/her/its own confidential
information due to some causes, GDCA shall satisfy his/herl/its requirements; Also, GDCA shall require
the holder’s documentary application and authorization to express his/her/its own will of publishing or
revealing.
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If any other obligation of compensation is involved in the act of revealing confidential information of the u
ser by GDCA, GDCA will not assume any responsibility for damage concerning it or caused by the act of
publishing the user's confidential information. The confidential-information holder shall assume
compensatory responsibilities related with it or caused by the opening of confidential information.

2 GDCA fEAEMEML L VEBE AR AR AR 8 8 AR P R EOR T, A8
A CP P HUE IR T (5 B0, GDCA Rz MR M LA SGEBE FIR A ER, P EET]
NAGHRIIREE ., GDCA TAUKIAEM TTAE. XA SR A R it S 7 ORI R L

%

o

When facing any requirements of laws and regulations or any demands for undergoing legal process of
court and other agencies, GDCA must provide confidential information in this CP, and could publish the
relevant confidential information to law-enforcing department according to requirements of laws,
regulations, legal doctrines or court judgments. Under this circumstance, GDCA shall not assume any
responsibility. The reveal shall not be regarded as a breach of confidential requirement and obligations.

9.4. M ANBEFESF Privacy of Personal Information

9.4.1. Fa AR ZE X Privacy Plan

GDCA Nl g AL PR T RXHT 7 B A5 B ORS

GDCA should establish the Non-disclosure plan to protect the privacy information of subscriber.

9.4.2. e NRaF b 1S B Information Treated as Private

B 7 IEP T e ERE B LSRRGS E B AN, 1T S AR HAt AT BRI vk
O USE N (BN YN (B2 DA ERSY R R

Except for the information already included in the subscriber certificates and the certificate status
information, other basic information provided by the subscribers is deemed private. Information treated as
private includes:

L P BOES A% I B e 5 i

2. VPR L

3. TP,

4. AT PHARITIRS .
1. Subscriber’s valid documents number such as ID number
2. Subscriber's telephone number

3. Subscriber’s mailing address and living address
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4. Subscriber's bank account number

0.4.3. AN NBEFAEI{E B Information Not Deemed Private

WP RAREBNEREIER, ULZIEB RS, ZrTBATR, ARG

o

All information in a subscriber certificate and the status information of the certificate, etc. is deemed not
private, and shall not be regarded as privacy information.

9.4.4. PRI B FA I 5T4E Responsibility to Protect Private Information

GDCA. JEMHUEA 2 RE SR A CP 55 9.4.2 *h HE T P ReAAME B HIsTES X
%

o

GDCA has the responsibility and obligation for proper custody and protection of the certificate applicant
personal privacy described in section 9.4.2.

9.4.5. 1% F B R s B 45 515 [F) & Notice and Consent to Use Private Information

GDCA fEHANIENV SSVE WAL TR R RS, R SRl B R
AR 5T ) H o AEAE P L5 B, B S K IR Fh, GDCA HBCA & T ) 55,
WIEFARNT I,

Any subscriber information GDCA obtaining within the scope of certification business can only be used for
identifying, managing and serving subscribers. When using the information, no matter the privacy is
involved or not, GDCA has no obligations to notify subscribers, and no need to obtain subscriber’s
consent.

GDCA FEARATIE A EE VAR AR A BT B EARE P I ER R , B (E BT
A PRI T 11045 E X G g B AAME B, WA SRR SS, I EATRRAT
FHTRE

Under any requirements of laws and regulations, and demands for undergoing the legal process of other
agencies, or under the circumstance where private information holder submits the written authorization to
certain object for publishing the information, GDCA has no obligations to notify subscriber, and to obtain
the consent from the subscriber.

GDCA. VEMHUR IR R 75 ZLRAT P R AAE B T X007 202 K A& LLAME H B, ST L 20
T RIT I IRAGAT P R R AN AL, i ELX ) S AN A Y T A 0 07 s e = B B A

If GDCA and registration authority shall apply user’s private information to other purposes beyond the
functions agreed between two sides, CA and RA shall notify subscriber to obtain his/her/its agreement
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and authorization, and the agreement and authorization shall be in the form which can be archived (such
as fax and business letters etc.).

94.6.  RKIFEBATEREFIIE BHE

Disclosure Pursuant to Judicial or Administrative Process

VAT . ERBAT BT IR 2, GDCA KT iR AL BIR ftaa A R ik
LR ATEIHATHLRZ eV . (45

Due to the need of legal execution as well as administrative execution permitted by legal authorization,
GDCA shall provide subscriber’s private information to relevant law enforcement agency and
administrative enforcement authorities. The above behaviors are permitted. It includes:

1. BUMREBSEREIE I HZAH T Tl SETR P fe t H1i ;

1. Submit the application following the legal process required by relevant agencies pursuant to the
provisions of laws and regulations.

2. EBE VLA ER T AL BE RS FAIE A5 7 A B 2 G I 52 B4R H H i
2. The formal application by court and other agencies when dealing with the dispute of using certificate

3. RATEERNEE BN I IE 3L .

3. The formal application by arbitration agency with legal jurisdiction.

9.4.7. HAhiE BB TE Other Information Disclosure Circumstances

GRAT 7 ER GDCA SRR % P SCER IR 5 W BRI 27 I, GDCA I 7 ZHE LT - (1Y
W AR T AT hE S B PR 4 58 = ik A A F

If certificate subscriber requires GDCA to provide some particular customer support services such as
mailing materials, GDCA needs to send the subscriber’s name, mailing address and other related
information to a third-party such as mailing company.

9.5. &RFEL Intellectual Property Rights

1. GDCA =4 HARBXHE T LA GDCA FEAL T H: 1 A HR P2 AL

2. GDCA Xk RGEHAT BAPAR. AR F i F8

3. GDCA Ry EAARf—Y){5 B398 GDCA 7™, K% GDCA Hifuif, filt AARE
FEEH T RDAT N

4. GDCA RATIIEFFI CRL ¥ 432 GDCA 7t I 7

5. XMz EE BTy GDCA U7
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6. HIRF/RHEHEH GDCA I FsZAR I E M 4 (LU TEIFR DN BLAAZ IS H il A 25 24
i SR IEH, ¥ GDCA A7~ .

1. GDCA reserves and remains full intellectual properties rights for all the certificates and software
offered by GDCA.

2. GDCA holds ownership, the right of name, the right to share the benefits for certificate system
software

3. All the information published at GDCA website is GDCA property. Without written permission of
GDCA, others cannot repost them for commercial activities.

4. Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.
5. External operation management strategy and specification are GDCA property.

6. The distinguished name (hereinafter referred to as DN) used to express the GDCA domain entity in
the directory and the certificate issued to the terminal in the domain entity are the properties of
GDCA.

9.6. B&iR5#HIR Representations and Warranties
9.6.1. CA HFRiR 5% CA Representations and Warranties

GDCA XJAE-F1T 25Ul t o T 4H AR
GDCA must make the following warranties to subscriber:
1. GDCA ZERZAT T IEPAF &4 CP I S 23K ;

1. Certificates issued to subscribers by GDCA must be in line with all substantive requirements of this
CP.

2. BuFuEAy AT B A ERAE S HER T (organizationalUnitName 13 2. B 71);

2. Verifies the accuracy of all of the information contained in the certificate (with the exception of the
organizationalUnitName information).

3. GDCA fRIEHFLAR B 22K OR Y, GDCA I MIPAT ) 2 WL & [ X
FHRBUR I E 5

3. GDCA ensures that its private key shall be stored and protected securely, and GDCA shall establish
and implement security mechanism pursuant to the terms of national relevant policies.

4. GDCA K% CP HIRLE, S fHiiE1S;
4. GDCA shall revoke certificate timely in accordance with this CP.
5. GDCA ¥ aliE-FiT s AR ] AR, AT ESEmaT ;7 BAIE-1S B A Rk A a] 5
6 LN
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5. GDCA informs subscribers any known events, which will fundamentally affect the validity and
reliability of the certificate.

6. IRIEFIEENFIEIE S E B B BB AT e (B, BRI S, 345 7
A A AL BN L HIHB0 . T4 [ 1P kA A P B 2 A

6. \Verifies that the applicant either had the right to use, or had control of, the Domain Name(s) and IP
address(es) listed in the certificate’s subject field and subjectAltName extension (or, only in the case
of Domain Names, was delegated such right or control by someone who had such right to use or
control);

7. BSUEFIEE AT IR IR R DU R E AR IR T AL DACKR B & RIS

7. Verifies that the applicant authorized the issuance of the certificate and that the applicant
representative is authorized to request the certificate on behalf of the applicant;

8. RHUIGIESS it LA /NIEF T/ “organizationalUnitName” H T 6155 (145 BAEAE R &
(1 m] BE s

8. Implements a procedure for reducing the likelihood that the information contained in the certificate’s
subject: organizationalUnitName attribute would be misleading;

9. R4k CP 3.2 HIERIGUEFITE NI E 177
9. Verifies the identity of the applicant according to section 3.2 of this CP;
10. #F GDCA 5iJ P JEkik, M GDCA 51T )7 & &k A B H Al $hAT BT P U UT s 47
GDCA 51Tt Jyla|— s fd sl OCrk, T il AR SNl 8 FH 463K

10. That, if GDCA and subscribers are not affiliated, the subscriber and GDCA are parties to a legally
valid and enforceable subscriber agreement, or, if GDCA and subscribers are the same entity or are
affiliated, the applicant representative acknowledged the terms of use;

11, A0 P AR HAE P R 2 APIRES R B O Rk A ) AL R e3P 4 R A (24XT)
NIFHIE R

11. Maintains a 24 x 7 publicly-accessible repository with current information regarding the status (valid
or revoked) of all unexpired certificates.

GDCA X A 75 i AUt LR
GDCA must make the following warranties to relying party:

1 BRARZIGUERIT FAEEAL, WP R AT 15 B E #Emh

1. GDCA guarantees that the subscriber information in the certificate is accurate except the
unauthenticated subscriber information.

2. GDCA 5E4-iE AR CP Jz CPS MM E 25 K AE 153
2. GDCAI s in full compliance with the provisions of the CP and relevant CPS to issue certificate.

3. 7& GDCA E REHRRAMWNEREAZ K TP, FHIT P B A CP i
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FEALRZ T AZIE.

3. Certificates published in GDCA repositories should have been issued to subscribers and accepted
by subscribers in accordance with the provisions of the CP.

9.6.2. RA KRR 5H{R RA Representations and Warranties

1 RPEIEIT T REME R S AT & A CP A SER 23K 5

2. f£ GDCA ERGIEAST, A2 PRI IR 0% M0 3 BOEF T M5 BSR4 g
15 BA 2

3. VEMWURPREIZ A CP IHLE , 1] GDCA $RAZTETS Fid . By . SRR s

1. The registration process provided for subscribers is compliant with all the substantive requirements
of GDCA CP.

2. When generating certificates, GDCA does not allow the inconsistencies between certificate
information and certificate applicant information due to mistakes of registration authority.

3. Registration authority will submit the applications of revocation, update and other services to GDCA
in time according to the provisions of CP.

9.6.3. TP RIBRIR 5 AR Subscriber Representations and Warranties

W — B3 GDCA R K AIUETS » AL A ) GDCA ML S AT 1 H BLR 7 -

1 RS RO N AT R 2544

2. ATPERTHIE B FEA AR BERI(E B AR Bk, S RENIMERART, SR RURIEAE T
ROERER. DhidSe(E B AVEH DU

3. WIRAFAEAREEN, AT P AREA M & DO AT 5. 1T SUEARE AT
AR FIAN SRR 50, 3851 GDCA B HARALHIUE 5 iRk 55 LA ;

4. SRS AV MR T R RS, ST T B g, JF
HAEHATRE AN, IEHRERGE GERBRA Y. 8, IEBRRASINIT AL
VI FIAE

5. BRARLAT AU AEN U )P B BB AL E 1T SRAEAS N AREN LA (EERABIAL
) BT L 555

6. —LRRAULY, RO PRIBAER AR CP A kS, JFREB MR
FARLIIT P s

7. QAR TN ARSI ST I A ORI AL BT ], AT Y
ARG, KIE BRI TR & R B IR B 25 . MRk . BB ORI AU 5
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8. MAFELAE(TREA GDCA AL A, oA, o THEE, BImHAPR T 5
TRV PR AE CSORTAIE F5 e 55 1) 18 A0 R s 555

9. IERLEAR CP PRHUEMAVER A GIEMM, FRHEFH T4 AU s Ab &%)
(EEEREN:IF

10. REUZ 4. A HEPRE TR P IEIEB R RE K . g MR BL o A F

11, T ssuTLs AEH:, 1T/ TUEM S5 RAE R AEUE A P80 0 3 44 68 2 (1 R 55
e LS

12, XHASRERUESS, T AR T B AU S ARE A BRI A

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the following
commitments to GDCA, registration authority and related parties who trust the certificate:

1. The subscriber uses digital signatures if the certificate is valid.

2. All information that subscriber provides to registration authority during certificate application process
must be true, complete and accurate. The subscriber is willing to take legal responsibility for any
false or forged information.

3. If there is an agent, then both the subscriber and agent take jointly responsibility. The subscriber is
responsible for notifying GDCA and its authorized certification services agencies any false
statements and omissions made by the agent.

4. Each signature is generated using the private key corresponding to certificate by subscribers
themselves. The certificates shall be valid at the moment of signing, i.e. certificate is not revoked or
expired.

5. Subscribers ensure that they don't engage in business performed by the issuing agency (or similar
institutions) unless they sign written agreements with the issuing agency on such matters.

6. Once the certificate is accepted, subscribers are considered as knowing and accepting all the terms
and conditions in the CP as well as corresponding subscriber agreements.

7. Once the certificate is accepted, the subscriber should assume the following responsibilities: always
maintain control of their private keys; use trust worthy systems; and take reasonable precautions to
prevent the loss, disclosure, alteration, or unauthorized usage of the private keys.

8. Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

9. The subscriber only uses certificate for the authorized or other lawful purpose within the range
specified by this CP.

10. The subscriber use secure and reasonable measures to prevent the private key from loss, disclosure,
alteration and other events.

11. For the SSL/TLS certificates, the subscribers undertake an obligation and warranty to install the
certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.
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12. The subscriber must not use the CodeSigning certificates for signing suspicious codes and other
illegal or malicious software.

9.6.4. I HIRIR S5HHAR Relying Party Representations and Warranties

AT A CP MATA HE ;

FEMHIEFI AT, B UIE FTERILE 198 BRI BR A8

TEARIE AT, XHIE S AT AT I E s

TEMBIE TS AT, I8 25 CRL 55 OCSP A UAIE 152 75 R ;

— B T B 2B HAR R RIS T & B A 2, Wi IR Bt 45 GDCA i
SRR REAT AME, I FLARHH DA s i 1 B sl N R 452K

6. ARELATMIRE GDCA AN, o, BH . AR, AFFHAER TSR0 |
R PSRRI ~F3 1 25 PO 18 I R A ek 55 «

o ~ w Do

1. Abide by all provisions of this CP.
2. Ensure that the certificate is used in prescribed scope and duration.
3. Verify certificate’s trust chain before trust the certificate.

4. Before trust a certificate, verify whether the certificate is revoked or not through querying CRL or
OCSP.

5. The relying party is willing to compensate GDCA for the losses and accept liabilities for any loss of
self or others, due to negligence or other reasons violating the terms of a reasonable inspection.

6. Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

9.6.5. Hihs5E KRR S5HA

Representations and Warranties of Other Participants

WAT A CP WP HLE «

Abide by all provisions of this CP.

9.7. $H{F% 3 Disclaimers of Warranties

A< CP9.6.1 H ¥ BHAf K IESN, GDCA ASA A HABAT A T K AFAE RN X 55+
1. AREIERIT P K7 HAhS 58 MPRIR N %
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2. X TR T B A A AT 0 0 R

3. ASKHIEBLER HAE H 1 LLAME N H A SB AR 514

4. SHTATP, WG BRI HE S IE B IR 55 o W I Bt B & i 2k 2 e
BT

5. W/ RA CP9.6.3 XK, BT iE A CP9.6.4 X /KT, 13 LA5kR GDCA
5,

Except for the commitments declared in CP Section 9.6.1, GDCA does not assume any other forms of

guarantee and obligation:

1.

2.

Do not guarantee the statements of certificate subscribers, relying party and other.
Do not guarantee any software used in electronic certification activities.
Do not assume any liability when certificate is used beyond the prescribed purposes.

Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc.

When subscriber violates the commitments defined in CP Section 9.6.3, or relying party violates the
commitments defined in CP Section 9.6.4, GDCA can exempt from liability.

9.8. AHPFRF4E Limitations of Liability

UEFIT 7 HOBUT K GDCA # 4 H FE T UGIEAR 85 W R FE B8 24k, GDCA HkiH

A% CP %5 9.9.1 W HLE A IR 5L

The certificate subscriber and the relying party specialized in civil activities suffered losses due to

electronic certification service provided by GDCA, GDCA only assume limited liability amount stipulated in
CP section 9.9.1.

9.9.

B£Z Indemnities

9.9.1. INEHL BRI 34E Indemnification by GDCA

1 GDCA E T4 CP 45 9.6.1 Fth HIBRIR, 1T/ KM 7 &5 9244k v] i GDCA & 38 I

EIUE GREBAE R TRRIN), BIELITHE:

1. GDCA RFUEHAR MR KT LAMOEE =T7, 80T BT 8 R 1

2. EI P IRAAR B EBRHERG . JRSCHITEOL T, GDCA S5 AL L 14 iR (5 B,
SR P BT T AR R A 5

3. £ GDCA WIRNT /M $EA 15 BB BORMA AL R B AU DL, (ESIRIA3T P 2 A IE S,
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SRR T TE Z
4. T GDCA HJEK S8 CA FAEH M55 ;
5. GDCA K#g KIHEIET, SRR 8 28 0.

If GDCA violates statements in CP Section 9.6.1, certificate subscribers, relying parties and other entities
can request GDCA assume compensation liabilities (except for statutory and contractual exemptions). If
the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to losses
of the subscriber or relying party.

2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates with error
information and the error leads to losses of the subscriber or relying party.

3. After GDCA knows the fact that subscriber provides fake registration information or data, GDCA still
issues certificate, which leads to relying party suffering losses.

4. If the private key of CAis disclosed due to GDCA's fault.

5. GDCAfails to revoke certificates in time, which leads to relying party suffering losses.

9.9.2. T PRI 54E Indemnification by Subscribers

NGO, 1% H B RS K GDCAL MRSk, N AR H A2 ST AT

If the following situations cause GDCA or relying party suffering losses, subscribers shall be assumed the
liability to compensate:

L TP HAREMHESE, BMGE . REGE SRR MAA RS TTR, S8 GDCA K%
BLAIE A5 R S5 WM B 25 =T T 2 3 5

2. TP RHCEEE R R E ORI . 8k, WIANFAH DA . BRI AN
GDCA FHIZAMIEF IR SHLI, VL EA AT TG R GDCA A2 AL
UEF RS AU 55 =T 5245

3. PMERNEBIAT N, HERA CP RAHKERIEMNE, BB RIEHH T4 CP M
SE [V 551 F

4. AEFST T ECE e BRI UE T 1 SEAR R I SRR, 2] GDCA Kk 54
G RT AAATKIIE,  dSRAZAE B AT AR AL 5, BB AT 38 H i 2 2
2y, Wk GDCA 12884 CP HUMVEREAT 143 KA, AT L AURSE Py
AR F WL DT

5. EF P IE B AR A B AE R IR AR ARSI A I 3l 1 GDCA A HS T 5

6. BCAXAYIRECE MRS G It SRR E R AR H . oI, RS
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7. ERFAAHERBAFAESCRES, R4 A8 RREAS I R 8K GDCA MK ;
8. UEPSRIMIE AL LS

9. THIEAE BARIC T =J7 KIRIR AL

10. FERUE RN VEFEAME FIE S, i SRR AR 30

1. GDCA and its authorized service agencies or third-party suffer losses due to unreal information, such
as deliberate, negligent or malicious provision of unreal information by applicants when applying for
certificates.

2. GDCA and its authorized service agencies or third-party suffer losses due to disclosure and loss of
private keys deliberately and by mistake; due to not informing GDCA and its authorized service
agencies or third-party of the leakage and loss of private keys with knowing the facts; and due to
handing keys to others inappropriately.

3. Subscribers violate the CP and related operation practices when using certificates as well as using
the certificates activities outside of the CP.

4. If the certificate is used for illegal transactions or causes disputes during the period from revocation
requests submitted by the subscribers or other entities authorized by GDCA to this information of
certificate revocation published by GDCA, if GDCA operates in accordance with the requirements of
the CP, subscribers must assume any responsibility of losses according to this CP.

5.  Subscribers do not stop to use the certificate which its information have changed and don't notify it to
GDCA or relying parties in time.

6. The private key is lost, compromised, stolen, exposed, and etc. due to not taking effective protection
measures.

7. Subscribers continue to use the certificates and do not notify GDCA and relying parties promptly
when they are made aware that private keys are lost or at the risk of being compromised.

8. The certificate has expired but is still in use.
9. The subscriber’s certificate information infringes upon the intellectual property rights of a third-party.

10. Using certificates outside the provisions of specific application scope, such as the use of certificates
for illegal and criminal activities

9.9.3. I B BT4E Indemnification by Relying Parties

FEUWTNIEOL, KA % B 5 5 R IERUE) GDCAL 1T ik, B 47K G2 54T«

If the following circumstances lead to the losses of GDCA or subscriber, relying party shall be assumed
responsibility to compensate:

1. & JE1T GDCA ST B PSR CP AR RILE I 3555
2. REBEMKIEA CP MVEREAT S A%, 3 GDCA N HFRBHIUE TR S5 HLM BER =75

ERE;
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3. EAGHEBINTE FHBUES, AT B FIIE A | HIRR A f 17 7 5
IEH S B 7T R N ST TG, (AT SR RASIE 15«
4. ARWTT A KHIE S S AT AT 30 5
5. KT BCA B A ) CRL B OCSP A AIE 1542 75 i 1
1. Obligations defined in the CP and agreements between GDCA and relying parties are not fulfilled.

2. GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate reviews
against this CP.

3. Trust certificates in unreasonable circumstances. For example, relying party still trusts the certificate
with knowing that the certificate usage is beyond its scope or period or the certificate has or may
have been stolen.

4. Relying party does not verify trust chains of the certificates.

5. Relying party does not check whether a certificate is revoked through querying CRL or OCSP.

9.10. BRHE5%1E Term and Termination

9.10.1. BRI Term

A CP 7E kAT HIEN IEAXAR, bE—MARK CP FR R, A CP 1E F—hA CP A%
2 HBAE GDCA & 1b B FIAEAR S5 I 234

This CP will enter into force at 12 o’clock of the release date, and the last version CP will become invalid.
This CP will become invalid when the next version CP enters into force or the electronic certification
services of GDCA are terminated.

9.10.2.  #&]1E Termination

GDCA 1 -FIMIERR S, A& CP &1k,

When GDCA terminates electronic certification services, this CP is terminated.

0.10.3. ZIFMIBER 574 Effect of Termination and Survival

A CP 21k, BMAEMENGINIENY S5 B 281k, EENY S5 2 IEAN RRE A UE LR
TR L. VAENUTENL 5 2610 Ja RERBCE BRI, KD IE RS B AR VGIEN LAY, £
UEVT P A 2

The termination of this CP means that the termination of CA business, but the termination of certification
business does not mean the termination of CA’s responsibility. After the termination of business, CA shall
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take reasonable measures to transfer certification service to other CA so as to ensure the interests of the
subscriber.

0.11. N E5HMANHELERERXE

Individual Notices and Communications with Participants

WAENUAFE L Z R OLS, ISR e KT FORAE T H0E ST g KT
FoAtn 3 ST P CRIAT N, s S A iR aE . RO (SRS, RERNT
AT -

The circumstances that CA actively revokes the subscriber’s certificate, finds out subscriber using
certificate out of specified usage, or behaviors of subscriber violating subscriber agreement have
occurred, CA can use appropriate way, such as telephone, E-mail, letter, Fax, etc., to notify subscriber
and relying party if necessary.

9.12. #&iT Amendments

9.12.1. EiTHFF Procedure for Amendment

% GDCA %4 KM T M1, CP w5 /N BFEZR/DHE— KA CP, MAREFFAE
R, BB TR ER LA S E Brbn e, 77 A AEME 45 FF i A S PR i 22 .

Through the authorization of GDCA Security Policy Committee, CP composition team shall review this CP
at least once a year, to ensure that CP meets the requirements of national laws and regulations and
administration department, to meet the latest SSL baseline requirements and specifications, and satisfy
the actual requirements of certification business operation.

A CP W&, H CP w5 /NS HBITIR, 3K1F GDCA ZA&RE NSt G, |
CP 45 /NAM FTHLMELT, BTG CP 43T GDCA %4 5ilg 23 B x4tk J5 1IE 0t oh K& Afi o

The revised version of this CP will be revised by CP composition team and approved by GDCA Security
Policy Committee. CP composition team will be responsible for the revision and the revised CP will be
officially released after being approved by GDCA Security Policy Committee.

0.12.2. BHEHLEIFIHEARR Notification Mechanism and Period

BTG/ CP &4ttt j5 ¥4 LRI 7 GDCA 3k www.gdca.com.cn kAR . X175 @it
B HRAE . AS1F. AR5 I A1E . GDCA KLEA FE I 8] Nl A a X547, AR
IS 5] S ORAE A 507 52 BRI SR B /0N o
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After approval of the revised CP, it will be posted on GDCA official website www.gdca.com.cn immediately.
For the modification notified by email, mail, media and other ways, GDCA shall notify the relevant parties
in reasonable time, which ensures that the relevant parties have minimum influence.

0.12.3.  WSIMBITHITEE Circumstances Under Which CP Must be Changed

IR I FFIESL, GDCA AN A CP #HATIE:

If the following situations occur, this CP must be modified:
1 EHER I E R E, 2LEmILA CP HIA R

1. The encryption technology develops significantly enough to affect the effectiveness of existing CP.
2. A FRENL S5 HIHE SR HEREAT 59T

2. The relevant standards have been updated.
3. NIERGUNA R BTG & 2E ORI

3. Certification system and relevant management regulations take significant upgrade or changes.
4. VERRFHU AR EOR,

4. The laws and the administration departments require the CP to be modified.

5. IA CP il H ZwRIE

5. There is some significant deficiency in the existing CP.

0.13. FiUfEP23K Dispute Resolution Provisions

2 GDCA. 1T RS 5 22 T8) B3, A7 SR T N2 H Db 3G e v e ke, 0 e
RAT I, LB VA

Any disputes between GDCA and subscribers or relying parties shall be resolved through negotiations as
agreed, and those cannot be settled by negotiations will be resolved by laws.

9.14. BHEHPAE Governing Law

GDCA 1] CP 32 [F 58 chaiAn i € o N RFLANE o725 447500 (R INIE RS B IMED |
(R FINIEAR ST # A% B B M%) A E

The CP of GDCA is governed by the law of “ Electronic Signatures Laws of People’s Republic of China”,
the regulation of "Measures for the Administration of Electronic Certification Services” and "Measures for
the Administration of Cipher Codes for Electronic Certification Services” promulgated by the country.
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9.15. &F&i&E M Compliance with Applicable Law

WIENUG R T AL &3, &R R ifrsa ChENRIEME B 724275) . (8
FWAEMRS BB ME) CRTFIAMEMRS FIEEINEY DI B A N R E )
ME -

All businesses, activities, contracts, and agreements of GDCA must conform to "Electronic Signatures
Laws of People’s Republic of China”, “Measures for the Administration of Electronic Certification

Services”, “Measures for the Administration of Cipher Codes for Electronic Certification Services” and
other laws and regulations of People’s Republic of China.

9.16. —f%4k=k Miscellaneous Provisions
0.16.1.  SEEPHMN Entire Agreement

CP. CPS. I/ il HOMs B S HANTE I BCR A A PRI 22 N3 2 T8 [ 52 BE B Mo

The entire agreement is composed of CP, CPS, Subscriber Agreement and Relying Party Agreement as
well as its supplementary agreement.

9.16.2.  ik¥¥ Assignment

RAEA CP AP IR HIAUESEAR % J5 RIBURIAN (5%, 07 25 AT #2IRVE AR A S o 1t
ATRURIRSC S5 AL o SRR ARAT Dy AL AN RS i B e L D50 53— 5 AR 53 55 B SAR [ BE 8

According to the rights and obligations of certification entity parties detailed in this CP, all parties can
transfer the possession of rights and obligations in accordance with the relevant provisions of the law. The
occurrence of the above transfer behavior does not affect the change of any debt and liability among the
transferors.

0.16.3.  4#If% Severability

IR CP AT 23k B IR BT 5 GDCA FITTE 85 X 1348 7= A i 5 4 4 e 9 T
BEAEIAT I, GDCA BLAEF iR Z I IRZ MEIT 250K, (4R ET2, HARE DA
SR, GDCA RLAE & LSBT N2 .

In case any clause or provision of this CP is held to be unenforceable or invalid due to any conflicts with
the laws of any jurisdiction in which GDCA operates, GDCA shall modify any conflicting clause or
provision to the minimum extent necessary to make them continue to be valid, and other clauses and
provisions shall remain valid without being affected. GDCA shall disclose the modified contents in this
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section.

9.16.4. BRI AT Enforcement

ANiEH
Not applicable.
9.16.5.  AAIHi/) Force Majeure

KA CP il %€ (1 CPS NMALFEARIFL /163K, BLRI & T3 A2k o

CPS formulated in accordance with this CP shall include a force majeure clause to defend the benefits of
each party.

9.17. HAb4kzk Other Provisions

GDCA X} 4< CP B f &AL

GDCA has final interpretation rights to this CP.
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Bff=%: GDCA IEH RSB IT iId xR

Appendix: GDCA CP Revision Records

1.0 i 5 WIAR AR 2020 4 12 H 22 H | RARIER IS
1.0 Creation of the initial document. December 22, 2020 | Security Policy Committee
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