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1. #EEHERHIR Introduction

1.1. iR Overview

1.1.1 A=]f#H4y Company Profile

B AR G IR A 5] (Global Digital Cybersecurity Authority Co., Ltd., fij#x
GDCA 5 “#zi X", JFEA “I REFAEHIGEF OERA ", BALT 2003 4 3 H
6 [1.2005 49/, GDCA fkikim it 1 [ 2 % i A B = A i Bl 5 A3 S = ML B (1 W v o
R A EEHONFERS CRFUGERSFATIEY G AHIES . ECP4401021007) 1 HL
WIEMRS PG 2 —; 2008 4F 12 H, $FA5E SR8 B RAUR I (R F &R0 s B VF
AIEY; 2011 4F 4 H, 8 T KSR HL R B S B AR SS BE VRS, 3R1 (L
TR HFIERS P (S5 A021) #Efg. 2013 4, X HFIAMEARS RGHAT
SM2 BEFH g, i T E K ELE R AN 7 g A, 2015 4F, GDCA @il T
WebTrust [E Br 22 48 THAE, H& 7 EbrbsE s & 8 s ARS KF, ol LAt 4 5k
WP IEAR S . SRS KRR E, 2016 4E 5 H, “T AEFAEB AL OH R
WNA]” HEN CHE B BR A

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as GDCA, or “#{z ") with the
former name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003.
In September 2005, GDCA passed through the security review by the State Cryptography
Administration Office of Security Commercial Code Administration (abbreviated as OSCCA) and
the former Ministry of Information Industry by law, as one of the first eight electronic authentication
authorities granted the "Electronic Authentication Service License" (license number:
ECP4401021007) in China. In December 2008, GDCA obtained the "Commercial Cryptography
Products Sales License" issued by OSCCA. GDCA passed through the assessment of
E-government and Electronic Authentication Service Ability by OSCCA with the qualification
certificate of "E-government and Electronic Authentication Service Authority® (number: A021) in
April 2011. In 2013, GDCA upgraded electronic authentication service system for SM2 algorithm
and passed through the security review by OSCCA. In 2015, GDCA passed the assurance review
for Certification Authority by WebTrust with the international level of operation management and
service to provide digital certification service globally. For business development, GDCA changed
its name from "Guangdong Digital Certificate Authority CO., LTD." to "Global Digital Cybersecurity
Authority CO., LTD." in May, 2016.

GDCA B4 5, J& “T" AREBFIEFHIMEF OHRAR " M5 5. MamMmaE
W55l “ B RMARE R B IR AT " &4k, fEEAHTS GDCA LL “T R Bk
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NER O RA R 4 CEATHIATR . B0 R« RECTEFE O R A
A7 SRR RIS 530 “ O AR A IR A =] 7 R 4k

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO.,
LTD." were inherited by GDCA and all the rights and obligations of the contracts and agreement
signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

RE B BIHT. RS AME” WISE B, GDCA BUI TN TS, HTBS
Lot 245 BACEE R ATIR BEOL T 1 FL T AE AR 55

With a business philosophy of “Authority, Innovation, Services and Credibility”, GDCA has been and
will continue to dedicate itself in offering electronic authentication services of high quality to
industries including e-commerce, e-governance, and social informatization etc.

1.1.2 BTFINIENEHN (CPS) Certification Practice Statement (CPS)

A HTAEME S RN (faTPR CPS) R4 (Hh A NRILHIE M 72544720« CFELTIAIE
MRS EBIMNED . (T VAEIRSS B FINE) SRAE MR EOK, TE4IE T GDCA
SEHERI T YRR ST BT . AT AR R S5 B0l A R0 DA S TAEAR S A R 2 5
FHTRERI5IE. A CPS B GDCA LU I3 SCHLMEIE A JF B AT 2t J i 1254407
JI AREUTAANAE S 5%, UiifR GDCA Frgftrg TAMERSS Rk, Tolk.
BB S =7 T INIEAR ST« X T GDCA Frfe it s 7 INUIEIR S5 R M 5T AEVE ], A< CPS
BE T T I IIRUE -

Pursuant to the requirements of the “Electronic Signature Law of the People's Republic of
China”, "Measures for the Administration of Electronic Certification Services", "Measures for the
Administration of Cipher Codes for Electronic Certification Services" and other related laws and
regulations, this Certification Practice Statement (abbreviated as CPS) outlines the overall
processes that GDCA employs to provide electronic authentication services, illustrates the set of
rules that GDCA conforms to in offering the electronic authentication service, and elaborates on the
responsibilities undertaken by the participants of such services. GDCA and its branches make this
CPS available to the subscribers, relying parties and other relevant participants through open
publication to ensure the validity, professionalism, and authority of GDCA's electronic authentication
services. This CPS also clearly defines the limitation of liabilities for the electronic
authentication services provided by GDCA.

A CPS il ) 25875 (GDCA E-i5Em%) (http://www.gdca.com.cn/cp/cp), [Fl
o o fE B W o ¥ & & E B OB N E B OER OB )
(http://www.gdei.gov.cn/fixx/xxaq/dzzw/201208/t20120808_108276.htm). {EHITA CPS
i, (GDCA IEBHNE) 5 (BHsi 22U HIEF ) fAEBCUNE
JS42 A RN AL 2« )87 F T S AR i 45 E DN PRI i R A8 A4 R ELIE T 5B )
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N T B B A S 5 TN EE 15389 (GDCA EF53RME Y. UE 215 N A T S s 0
NI H TR IE S HEE (R0 SR R AT HEAT 01 o

This CPS conforms to both "GDCA Certificate Policy" (http://www.gdca.com.cn/cp/cp) and
"Certificate Policy for Mutual Recognition of Electronic Signature Certificates issued by Hong Kong

and Guangdong" (http://www.gdei.gov.cn/flxx/xxaq/dzzw/201208/t20120808_108276.htm). The
following principle shall prevail in case of any conflicts exist between the above two policies: the

certificates applied to mutual recognition of electronic signature certificates issued by Hong Kong
Certificate Policy for Mutual Recognition of Electronic Signature
Certificates issued by Hong Kong and Guangdong”, while other certificates conform to "GDCA

and Guangdong conform to

Certificate Policy". Whether a certificate is applied to the project of “Mutual Recognition of
Electronic Signature Certificates issued by Hong Kong and Guangdong” can be determined by the
object identifier of certificate policy.

GDCA E7f CAIN %2214 3% (CA/Browser Forum, [EFRZLZY, NFREFR CA M1 48
LR, ZHIE CA EPFrFRUERINLN, www.cabforum.org) ‘& 76 [F & BT R A1 Baseline

Requirements Certificate Policy for the Issuance and Management of Publicly-Trusted

Certificates (f4]#% “Baseline Requirements” ). Guidelines for the Issuance and Management
of Extended Validation Certificates (ffii#% “EV Guidelines”) #E{T% K FIE #EA LA {E/E
SSL 7l -+, PASHCH A 1 ¢ Minimum Requirements for the Issuance and Management
of Publicly-Trusted Code Signing Certificates). Guidelines for the Issuance and Management
of Extended Validation Code Signing Certificates (f&#% “EV Code Signing Guidelines”)
BEAT RS RAVE B A LA EAE IS AR 2 E TS, @ISR RGO, JRR el ys ok
i IRRASBEAT 81T CPS, WIRA CPS 5 CA/X 2581 (CA/Browser Forum) & AT A
FARERTE TP RIS CA AN — 277, WIBL CAZNBE #3183 1E 3R A I Tyt o

GDCA conforms to the latest versions of the Baseline Requirements Certificate Policy for the
Issuance and Management of Publicly-Trusted Certificates (hereinafter referred to as “Baseline
Requirements”), Guidelines for the Issuance and Management of Extended Validation
Certificates(hereinafter referred to as “EV Guidelines”), as well as the latest versions of the
Minimum Requirements for the Issuance and Management of Publicly-Trusted Code Signing
Certificates, and the Guidelines for the Issuance and Management of Extended Validation Code
Signing Certificates (hereinafter referred to as “EV Code Signing Guidelines”) published by
CA/Browser Forum (an international organization, also known as international CA browser alliance,
to establish international standards of CA, www.cabforum.org) to issue and manage the
publicly-trusted SSL digital certificates and publicly-trusted code signing certificates. GDCA
regularly checks the updates on CA/Browser Forum’s website and continually revise its CPS

according to these updates. The specifications of the CA/Browser Forum shall prevail in case of
any discrepancies between the provisions of this CPS and the standard specifications published by
the CA/Browser Forum.


http://www.cabforum.org/
http://www.cabforum.org/
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1.1.3 GDCA iEFH BE&ZE# GDCA Certificate Hierarchical Architecture

GDCA H i 6 MRIEFS, 73 %19 ROOTCA ilE 45 (RSA). GDCA ROOT CA iE$5.
ROOTCA i+ (SM2) fil GDCA TrustAUTH R5 ROOT iE-5. #zzhf /X R5 R CA iE45+
GDCA TrustAUTH E5 ROOT iEf5. #AMR CA Ni&4h CA, LKA FiEf . GDCA
AN RANBHH CAIEF .

Currently, GDCA has 6 root certificates, including ROOTCA certificate (RSA), GDCA ROOT CA
certificate, ROOTCA certificate (SM2), GDCA TrustAUTH R5 ROOT certificate, %1% H /% R5 i CA
certificate and GDCA TrustAUTH E5 ROOT certificate. Each Root CA has Subordinate CAs to issue
subscriber certificates. GDCA does not issue external Subordinate CAs.

1) ROOTCA (RSA)

ROOTCA
(RSA2048-bit)
[
W8 GDCA TrustAUTH R2 CA
(RSA1024-bit) (RSA2048-bit)
| ]
Individual Organization Equipment Other Individual Organization Equipment Other
Certificate Certificate Certificate Certificates Certificate Certificate Certificate Certificates

ROOTCA(RSA)iIE 52 [E 2 % 54 3R FAR UE S, B EE N RSA, IREAKEN
2048-bit, FEFAF L CAET, Hr: (1) GDCA Guangdong Certificate Authority iif
1, #HKE N 1024-bit, 2R HHK AN RSA 1024-bit (4N NZEIEF . HUZEIE .
WA UM HARSEUEH: (2) GDCA TrustAUTH R2 CAE, 4K JE Ny 2048-bit,
2R K N RSA 2048-bit £l RSA 1024-bit fAN AZKAEH . HUHSEIES . & &IEED
FHABSIIE TS

ROOTCA (RSA) certificate is a root certificate of OSCCA using RSA algorithm with 2048-bit root
key length. There are two subordinate CAs under this ROOT CA, including: (1) GDCA Guangdong
Certificate Authority certificate with 1024-bit key length is used for issuing RSA 1024-bit individual
certificates, organization certificates, equipment certificates and other certificates. (2) GDCA
TrustAUTH R2 CA certificate with 2048-bit key length is used for issuing RSA 2048-bit and RSA
1024-bit individual certificates, organization certificates, equipment certificates and other
certificates.

ROOTCA (RSA)IUE14# T 2025 4F 8 A 23 HEIH.

ROOTCA (RSA) will expire on August 23, 2025.
GDCA Guangdong Certificate Authority if 5T 2015 4F 7 H 19 H#|##, 20154 1 H
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1 Hitg, GDCA A2 CA LR KIT /M iE+5. GDCATrustAUTH R2 CA E+545 T
2018 4F 12 JJ 15 HEHW, 2017 4F 12 J] 15 Hi2, GDCA ¥ AFHE]Z CA IEFAERIT
JHIEFS

GDCA Guangdong Certificate Authority certificate expired on July 19, 2015. From January 1, 2015,
GDCA no longer used it to issue subscriber certificates. GDCA TrustAUTH R2 CA certificate will

expire on December 15, 2018. From December 15, 2017, GDCA will no longer use it to issue
subscriber certificates.

2) GDCAROOT CA (1024-bit)

GDCA ROOT CA

I

GDCA Guangdong
Certificate Authority
[
Individual Organization Equipment Other
Certificate Certificate Certificate Certificates

GDCA ROOT CA IEH MR 247K & 4 1024-bit, "~ % GDCA Guangdong Certificate
Authority 1E+5, FHKE N 1024-bit, 2K EHKIE N RSA 1024-bit FIN ANKIUEF . #l
FIZEIEFS . WA B HANSEIE TS .

The length of GDCA ROOT CA certificate root key is 1024-bit. There is a GDCA Guangdong
Certificate Authority certificate under this ROOT CA, used for issuing RSA 1024-bit individual
certificates, organization certificates, equipment certificates and other certificates.

GDCAROOT CA iE+5# T 2024 £F 12 7 11 H 33,
GDCA ROOT CA certificate will expire on December 11, 2024.

GDCA Guangdong Certificate Authority iF 34 7~ 2024 4F 1 H 12 HE[}#H, 2016 4F 1
H 1 HE, AFAEHZ CAIERZERITIUET.

GDCA Guangdong Certificate Authority certificate will expire on January 12, 2024. From January 1,
2016, GDCA no longer used it to issue subscriber certificates.

3) ROOTCA (SM2)
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ROOTCA
(SM2)

Guangdong Certificate Authority
(SM2)

| I I |

Individual Organization Equipment Other
Certificate Certificate Certificate Certificates

ROOTCA iE+5 (SM2) & [ S A i B R I ARIE S, #5508 SM2, HREHIK
[ A 256-bit, 1% Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) 1t
KR 256-bit, 2R E% HE SM2 I NKIES . HUWZEIEF . W&KIUER
ANFARSRAES o
ROOTCA (SM2) certificate is a root certificate of OSCCA using SM2 algorithm with root key length
of 256-bit. There is a Guangdong Certificate Authority (GDCA TrustAUTH E1 CA SM2) certificate

with key length of 256-bit under this root CA, used for issuing individual certificates, organization
certificates, equipment certificates and other certificates with SM2 algorithm.

GDCA ] SM2 iEf5#5 1 ROOTCA (SM2) i) Guangdong Certificate Authority
(GDCATrustAUTH E1 CA) &k

All of the SM2 certificates from GDCA are issued by Guangdong Certificate Authority (GDCA
TrustAUTH E1 CA).

ROOTCA iE45 (SM2) ¥ 2042 % 7 H 7 H 2.
ROOTCA (SM2) will expire on July 7, 2042.

Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) iEH¥47E 2034 42 6 A
21 A2, 2030 £ 1 H 1 HilZ, RKAFEMHZ CAIEREKRIT T IES.

Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) certificate will expire on June 21, 2034.
From January 1, 2030, GDCA will no longer use it to issue subscriber certificates.

4) GDCATrustAUTH R5 ROOT
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GDCA TrustAUTH RS
ROOT
v v v 17 v v v
GDCA TrustAUTH | | GDCA TrustAUTH R4 | | GDCA TrustAUTH | | GDCA TrustAUTH | | GDCA TrustAUTH | | GDCA TrustAUTH | | GDCA TrustAUTH GDCA TrustAUTH
R4 EV SSL CA EV CodeSigning CA R4 OV SSL CA R4 IV SSL CA R4 DV SSL CA R4 CodeSigning CA R4 Generic CA R4 Primer CA
T
\
v
EV SSL Server EV CodeSigning OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization, Type | Individual
Certificate Certificate Certificate Certificate Certificate Certificate Individual Certificate Certificate

GDCA TrustAUTH R5 ROOT il +5 (¥R % 1 7y 4096-bit, % 8 1> Z CA IEHS,
Hrr: (1) GDCA TrustAUTH R4 EV SSL CA, #HKJEN 2048-bit, 2R EHHK LR
RSA 2048-bit ] EV SSL k45 #321E45; (2) GDCA TrustAUTH R4 EV CodeSigning CA,
BRIy 2048-bit, 25K %K E Ny RSA 2048-bit ) EV fRA%AE 44 J41E+: (3) GDCA
TrustAUTH R4 OV SSL CA IS, B Ky 2048-bit, K% 1K RSA 2048-bit
¥ OV SSL k%5 #% JSHF13: (4) GDCATrustAUTH R4 1V SSL CA, ZEH1 [y 2048-bit,
R REPIK LN RSA 2048-bit ) 1V SSL it 5545 2K1E45; (5) GDCA TrustAUTH R4 DV
SSL CA, #HIK 0N 2048-bit, 2% # PN RSA 2048-bit (1] DV SSL fiRk 55 & 2L 45

(6) GDCA TrustAUTH R4 CodeSigning CA iIE15, Z4HK N 2048-bit, 25Kk ALK S
>N RSA 2048-bit [1Ri5%5: 4 21E45; (7) GDCA TrustAUTH R4 Generic CA iE45, %]
KA 2048-bit, %R HHAKIE N RSA 2048-bit [HIHLIE . N AZKIET: (8) GDCA
TrustAUTH R4 Primer CA, Z A5y 2048-bit, %% % $HH &y RSA 2048-bit 11/~ A
1 RiEH

The length of GDCA TrustAUTH R5 ROOQOT certificate root key is 4096-bit. There are eight
subordinate CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA with key
length of RSA 2048-bit is used for issuing RSA 2048-bit EV SSL Server Certificates. (2) GDCA
TrustAUTH R4 EV CodeSigning CA with key length of 2048-bit is used for issuing RSA 2048-bit EV
CodeSigning Certificates. (3)GDCA TrustAUTH R4 OV SSL CA with key length of 2048-bit is used
for issuing RSA 2048-bit OV SSL Server Certificates. (4) GDCA TrustAUTH R4 IV SSL CA with key
length of 2048-bit is used for issuing RSA 2048-bit IV SSL Server Certificates. (5) GDCA
TrustAUTH R4 DV SSL CA with key length of 2048-bit is used for issuing RSA 2048-bit DV SSL
Server Certificates. (6)GDCA TrustAUTH R4 CodeSigning CA with key length of 2048-bit is used for
issuing RSA 2048-bit CodeSigning Certificates. (7) GDCA TrustAUTH R4 Generic CA with key
length of 2048-bit is used for issuing RSA 2048-bit Organization, Individual Certificates. (8) GDCA
TrustAUTH R4 Primer CA with key length of 2048-bit is used for issuing RSA 2048-bit Type |

Individual Certificate.
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GDCA TrustAUTH R5 ROOT il T+ 2040 4 12 J3 31 H 2.

GDCATrustAUTH R4 EV SSL CA IE43K57£ 2030 4 12 A 31 H 2, 2027 41 7 1
Hig, AR Z CAIERZERIT FE.

GDCA TrustAUTH R4 EV CodeSigning CA iE 134 7E 2030 4 12 A 31 HEI#H, 2027
F1H1HE, AR Z CAEREAAT M IET.

GDCA TrustAUTH R4 OV SSL CA i34 2030 4 12 F 31 HEIM], 2027 41 H
1 H&E, BAFEMHEZ CA BRI FIES.

GDCATrustAUTH R4 IV SSL CA ilE-Ri £ 2030 4 12 H 31 HEIHI, 2027 41 H 1
HiEg, AR Z CAIERZERIT FE.

GDCA TrustAUTH R4 DV SSL CA iR £ 2030 4 12 H 31 H 2], 2027 4 1 A
1 B, KAFEHZ CAUERE R Ik .

GDCA TrustAUTH R4 CodeSigning CA iE +5:#47E 2030 4 12 /] 31 H 2}, 2027 4= 1
A1 HE, AR Z CAERE AT IE.

GDCA TrustAUTH R4 Generic CA il 15457 2030 4F 12 A 31 H#I}, 2027 41 A 1
HiEg, AR Z CAERZERIT FE.

GDCA TrustAUTH R4 Primer CA i34 7£ 2030 £F 12 JJ 31 HEIH], 2027 £ 1 H 1
HiES, AR Z CAERZERIT FUE.

GDCA TrustAUTH R5 ROOQOT certificate will expire on December 31, 2040.

GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January
1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. From
January 1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 OV SSL CA certificate will expire on December 31, 2030. From January
1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 IV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 DV SSL CA certificate will expire on December 31, 2030. From January
1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 CodeSigning CA certificate will expire on December 31, 2030. From
January 1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Generic CA certificate will expire on December 31, 2030. From January
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1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Primer CA certificate will expire on December 31, 2030. From January 1,

2027, GDCA will no longer use it to issue subscriber certificates.

5) #Hr#zi R5 1R CA

2z H{CRS
HRCAIEF
! ] ] , l ] }
#UmtH A R4 EV LU R4 OV HUmH R4 TV HUai A R4 DV Hointfir4 @R Bt fiR4
iR %5 #HET CA NI % 8RIEF CA IR %5 #8E+ CA R 5 #HE+ CA ARG FZIEF CA FEBHT FHES CA AT FAEF CA
A 4 A A A A
EV SSL Server OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization, Type | Individual
Certificate Certificate Certificate Certificate Certificate Individual Certificate Certificate

iR R5 MR CA IE BB A K FE N 4096-bit, Fi% 7 Mg CA RS, FHorb:
(1) =R R4 EV RS FIET CA, HHHKEN 2048-bit, R FHHKEN RSA
2048-bit ] EV SSL Ik %5 #5KIEF5; (2) iR R4AOV REEHIET CA, BHHKE N
2048-bit, 2K HK LA RSA 2048-bit ff) OV SSL %5 8 2KET: (3) Hwehff{ R4 IV
MRS EAESS CA, WKy 2048-bit, 2K B K E Ny RSA 2048-bit [#) IV SSL il 55 2=
FiEF; (4 A R4 DV IREGFHES CA, HHKE N 2048-bit, 2K %KL
N RSA 2048-bit [ DV SSL IR&-#82K1E s (5) el R4 RIGZE4IET CA, %8
K JE N 2048-bit, 254 8K A RSA 2048-bit US4 2K0EH; (6) Frzehf{t R4 ¥
WITFUET CA, KN 2048-bit, 25K %K N RSA 2048-bit FIHLG . NAFK
Es (7)) BgerHAR R4 EAET FHEDR CA, HHIKE N 2048-bit, BRFHKEN
RSA2048-bit I A 1 Kk,

The length of #ZH{{ R5 R CA certificate root key is 4096-bit. There are seven subordinate CAs
under this root CA, including: (1) #t% i1 R4 EV AR #71ET5 CA with key length of 2048-bit is used
for issuing RSA 2048-bit EV SSL Server Certificates. (2) X R4 OV R4 #/1EF5 CA with key
length of 2048-bit is used for issuing RSA 2048-bit OV SSL Server Certificates. (3) #ZH{L R4 IV
AR5 2#ET5 CA with key length of 2048-bit is used for RSA 2048-bit IV SSL Server Certificates. (4)
Bz it R4 DV R4 #4iEF CA with key length of 2048-bit is used for issuing RSA 2048-bit DV SSL
Server Certificates. (5) #ZziTt R4 AAAE25 4 1E 1 CA with key length of 2048-hit is used for issuing
RSA 2048-bit CodeSigning Certificates. (6) #&Zhf L R4 il ~iE+ CA with key length of
2048-bit is used for issuing RSA 2048-bit Organization, Individual Certificates. (7) #Z i\ R4 At
1T FET CA with key length of 2048-bit is used for issuing RSA 2048-bit Type | Individual
Certificate.

Bz AR RS AR CA IE 55T 2040 4F 12 A 31 H 2.
U RAEV RS ZHIET CAUFHKLE 2030 4= 12 A 31 HFIHE, 2027 41 A 1
HiEe, AT HZ CAIEBERIT P IER.
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H X R4 OV IRFFAHIETS CAEFRKAE 2030 4F 12 H 31 H ], 2027 41 7 1
Hi, 5 AREf % CATEBE& R iE.

B RA IV RS FIEF CA TETH47E 2030 45 12 A 31 HEIM, 2027 41 A 1
Hig, BASE# % CAERE&RIT IR+

ez RADV ARS #UE T CAE47E 2030 4 12 F 31 HEIH#, 2027 41 A 1
Hi, A% CATEBZ& R iE.

ez R4 AARSZEZIET CA TEFRIEAE 2030 4F 12 ] 31 HEIMH, 2027 41 1
Hi, 5 AREf % CATEBE& R iE.

ez RA MHEIT ET CAERK7E 2030 4 12 F 31 HEM, 2027 4E 1 A 1
Hi2, BASE# % CAERE LT FIES.

Hez X R4 FEREAT FHEF CA MEIEAE 2030 4F 12 ] 31 HA, 2027 41 1
Hi, A% CATEB& R iE.

ezt X R5 R CA certificate will expire on December 31, 2040.

Bt R4 EV IR 2HIE+H CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

Bz R4 OV RS 24F-F CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

Bz R4 IV RZS23IEF CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

Bz R4 DV R #3IET5 CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

Bz R4 LS4 3F T35 CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

Bz R4 1T FE+S CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

Bz R4 ZEfb1T FEF CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

6) GDCA TrustAUTH E5 ROOT

GDCA TrustAUTH ES

|

l

l

4

l

!

}

GDCA TrustAUTH E4 EV SSL CA

GDCA TrustAUTH £4 OV SSLCA

GDCA TrustAUTH E4 IV SSLCA

GDCA TrustAUTH E4 DV SSL CA

GDCA TrustAUTH E4
CodeSigning CA

GDCA TrustAUTH E4 Generic

GDCA TrustAUTH E4 Primer CA

EV SSL Server
Certificate

OV SSL Server

Certificate

IV SSL Server
Certificate

DV SSL Server
Certificate

CodeSigning
Certificate

Organization,
Individual Certificate

Type | Individual
Certificate
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GDCA TrustAUTH E5 ROOT il H5 ()% i 55 ECC, MREFHK BN 384-bit, N ik
7 A CAAED, Hd: (1) GDCATrustAUTH E4 EV SSL CA , 4K & 4 256-bit,
2R EAHKE N ECC 256-bit (1) EV SSL iR 55 #8 J5E+5; (2)GDCA TrustAUTH E4 OV SSL
CA, ZHKE N 256-bit, 25K % EHKE N ECC 256-bit [1) OV SSL Hr &5 #8J5iEH; (3)
GDCATrustAUTH E4 IV SSL CA, HHHKE N 256-bit, 25K & HHKC N ECC 256-bit 1)
IV SSL AR 45 #835IE5; (4) GDCATrustAUTH E4 DV SSL CA, 4K A 256-bit, 25
REFFKE N ECC 256-bit 1) DV SSL k%5 #%KiUE5; (5) GDCA TrustAUTH E4
CodeSigning CA, ZHIK LN 256-bit, %5k % HHK LN ECC 256-bit ARALAE 44 FKIE+:
(6) GDCA TrustAUTH E4 Generic CA E-5, % 8HK S 256-bit, %5k % EHK N ECC
256-bit FIHLFI N ANZEIEFS; (7) GDCA TrustAUTH E4 Primer CA, 24K &4 256-bit,
2R K ECC 256-bit 19N A 1 281k,

The length of GDCA TrustAUTH E5 ROOT certificate root key is 384-bit with ECC algorithm. There
are seven subordinate CAs under this ROOT CA, including: (1) GDCA TrustAUTH E4 EV SSL CA
with key length of 256-bit is used for issuing 256-bit ECC EV SSL Server Certificates. (2) GDCA
TrustAUTH E4 OV SSL CA with key length of 256-bit is used for issuing 256-bit ECC OV SSL
Server Certificates. (3) GDCA TrustAUTH E4 IV SSL CA with key length of 256-bit is used for
issuing 256-bit ECC IV SSL Server Certificates. (4) GDCA TrustAUTH E4 DV SSL CA with key
length of 256-bit is used for issuing 256-bit ECC DV SSL Server Certificates. (5) GDCA TrustAUTH
E4 CodeSigning CA with key length of 256-bit is used for issuing 256-bit ECC CodeSigning
Certificates. (6) GDCA TrustAUTH E4 Generic CA with key length of 256-bit is used for issuing
256-bit ECC Organization, Individual Certificates. (7) GDCA TrustAUTH E4 Primer CA with key
length of 256-bit is used for issuing 256-bit ECC Typel Individual Certificates.

GDCA TrustAUTH E5 ROOT iE 54T 2040 4% 12 H 31 H £},

GDCATrustAUTH E4 EV SSL CA iE-f5#4 7 2030 4 12 7 31 H3I}, 2027 £ 1 7 1
Hig, EAREAZ CAERZRIT FEH.

GDCA TrustAUTH E4 OV SSL CA i3 /E 2030 4 12 H 31 H (], 2027 41 7 1
Hie, BAEMHZ CAUERZERIT .

GDCATrustAUTH E4 IV SSL CA I3 7E 2030 4 12 A 31 HAI, 2027 421 H 1
Hitg, KA Z CAERZRIT FHEH.

GDCA TrustAUTH E4 DV SSL CA iE-f5#41E 2030 4 12 7 31 H3IjH, 2027 £ 1 H 1
Hitg, KA Z CAERZRIT FHEH.

GDCA TrustAUTH E4 CodeSigning CA ik 544 7E 2030 4F 12 H 31 H 21, 2027 4+ 1
H1HE, BAFEEHZCAIERZERIT T IER,

GDCA TrustAUTH E4 Generic CA iE3#47E 2030 4= 12 H 31 HEIMH, 2027 21 H 1
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HES, AR Z CA IR FHE,

GDCA TrustAUTH E4 Primer CA IE+547£ 2030 4 12 F 31 H 2], 2027 41 A 1
Hig, AR Z CAIERZERIT FE.
GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 OV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 IV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 DV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 CodeSigning CA certificate will expire on December 31, 2030. From January
1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Generic CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Primer CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

Xf T H# GDCA TrustAUTH R5 ROOT k5. X R5 # CA iE+5. GDCA
TrustAUTH E5 ROOT %K (M2 CA FiZ KM FiE+: GDCA #{f CAB iz
Chttps://www.cabforum.org.) & A B4 hi A () Baseline Requirements.  EV Guidelines
BEAT R RANE B LS AE SSL Hrrik 45, BLAEHTIRAS ) (Minimum Requirements for
the Issuance and Management of Publicly-Trusted Code Signing Certificates). EV Code
Signing Guidelines #1748 & FEF HLA H A {EAE RIS ZAE 1, wIEE HE B,
FR FF SRS LA AT B RRASHEAT BT CPS, IR A CPS 55 CA/MIYi#%183x (CA/Browser
Forum) AR FIAH AR EERRTE H (1) 2% 30 A — 2yt )y, WIBL CAR 2818 3s IE Uk AT
HIRRTE g o
For subscriber certificates issued by the subordinate CAs that are issued by GDCA TrustAUTH R5
ROOT certificate, 1% HH{ R5 R CA iFF and GDCA TrustAUTH E5 ROOT, GDCA conforms to
the latest versions of the Baseline Requirements and the EV Guidelines of the CA/B Forum for the
issuance and management of the publicly-trusted SSL digital certificates, and complies with the
latest versions of the Minimum Requirements for the Issuance and Management of Publicly-Trusted
Code Signing Certificates, and the EV Code Signing Guidelines of the CA/B Forum for the issuance
and management of publicly-trusted code signing certificates. GDCA regularly checks the updates

on CA/Browser Forum’s website and continually revise its CPS according to these updates. The
specifications of the CA/Browser Forum shall prevail in case of any discrepancies between the
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provisions of this CPS and the standard specifications published by the CA/Browser Forum.

1.2. R4 FRE5RRIR Document Name and Identification

ISCRERRAE (B AR 3 R 7] B IAENL S5 ) - (6% GDCA CPS.
A CPS), CPS Jy“Certificate Practice Statement”[{I4i5 . fEACRIH, CPS & [H T AT
Hh S SISO 44 FRAE FH 2 R

A CPS LA SCUETE AR A, A S SCRRAS 5 v SCRRCAS B ATEL S, REBA ST
JRAS A o
This document is called "GDCA Certification Practice Statement" (abbreviated as “GDCA CPS").

And CPS is equivalent to “GDCA CPS”.

This document is the Chinese-English bilingual edition of GDCA CPS. If there is any inconsistency
or conflict between the Chinese and English versions, the Chinese version shall prevail for all
purposes.

1.3. PKI &53# PKI Participants

1.3.1. B FAEIRSG LI Certification Authorities

GDCA 2R (e NRILAE i 72842350 CRTINIEIRSS & BIMNE) e, K
ST =7 B UAIE AR LA - GDCA Il it 45 I 5 158 5 G i K45 7 B AR AR £
TR SRAECTIE P IRAIE AR 55 5 T BU Oy LIRS B 1 2 5 4R

GDCA is a third-party electronic authentication service authority established by law pursuant to
"Electronic Signature Law of the People's Republic of China" and "Measures for the Administration
of Electronic Certification Services". GDCA becomes a participant in electronic authentication
activities by issuing certificates and providing certificate verification services to the parties who
engage in electronic transactions.

1.3.2. FEM VLI Registration Authorities

GDCA ¥ il BiE ML 4 GDCA IERIZAUE 554> 32, A& iE By
M (RA) Fts, IERAHSZE A (LRA) 2, JEMVIIIE N GDCA [iEPHiEE
ST A AR A S

Registration Authorities are branches authorized formally by GDCA, including Register Authority
(RA), Local Registration Authority (LRA), etc. A Registration Authority is an entity that establishes
registration process for certificate applicants.
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1.3.3. T J* Subscribers

TN, WTPREER TSN IEBFA AN, £ GDCA MUK UL+ I i
ARER WA WU IR A 1t O 2 R A e 4%+ Bkt IR 55 A A
T il fE A B

In the application of electronic signature, subscribers also called electronic signers or certificate
holders are end users of the certificates issued by GDCA. The subscribers could be the individual,
organization or components of infrastructure such as router, firewall, server or other equipment
used for secure communication.

1.3.4. I Relying Parties

GDCA HHIE TR 7 FHG 3 T3 GDCA s FAMIENS 2l i -4 44 0 (T
P FIEENA . ZSAETTLUR, H7T LA GDCA Hy— NI T/«

Relying Parties are the entities who are engaged in related electronic authentication activities
based on its trust of the electronic signatures provided by GDCA. This entity may, or may not be a
certificate subscriber.

1.3.5. HAthZ 53 Other Participants

HAhZ 532489 GDCA K HL 7 IETE S FR AR 55 1 HAth s 4k

Other participants are the entities that provide related services in electronic authentication activities
of GDCA.

1.3.6. IEF R Certificate Usage
1.3.7. EEHIEH M A Appropriate Certificate Usage

GDCA {37 FHuEA 2@ FH eSS, R SRR AR, #AAE RN flani~ A
UEF SRR IEZE L IME MR BFEIrA OA RGi5, HUMES FRIEAT N o B4,
BRI RR IR B S 3 BEAT (R ROEIE I S5 BR 7 BEOVIEPAr iR B B4R S A
A SOE N A 2 541, GDCA 1T b4 ] A2 N A AE L3 BUSS . HL7 7 55 I ot
oz, DSBS GE. BTAEA . SSBEEEINE S H A, (Rt OR HL I
EAE AR XUT B (SR E A LS A LA B S B AN R 1k

Subscriber certificates of GDCA are widely used. Different types of certificate are applicable for
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different cases. For example, individual certificate is used for sending encrypted e-mails with digital
signatures, logging into OA system, etc.; organization certificate is used for online tax declaration,
etc., and equipment certificate is used for identifying equipment and encrypting communication
tunnels, etc. Apart from different applications caused by the identity of the certification subject,
GDCA subscriber certificates can be widely used in e-government, e-commerce and other social
activities to realize identity authentication, electronic signature, and encryption of data etc.
Meanwhile, it can be used to ensure the validity and authenticity of identity between peers of
communication via Internet as well as the integrity and confidentiality of information.

GDCA 2R ME+:, MIBRE L AT LA A2 T4 % A 2L

1 SME, fRIERA] GDCA fEAEMRSS IIEH A # S ikt

2. BUE(E e, RAIERH GDCA Uik B w28 4 0), AT LURHIES BAE AL it
FER R, FORMEIIE RS — 2.

3. ERMIBUENE, PUEMERIEARIETT RO B B RINLE, Axiltias ek &%
BT -

4. BUEHCTREA, RHME RIS S AN PR KK e B8 28 44 #EAT BRI

o

Certificates issued by GDCA can meet the following security requirements by functionalities:

1. Identification: the certification can ensure the validity of certificate holder using GDCA trust
services.

2. Verification of integrity: the assurance to an entity that data has not been altered and further
verifies the consistency of information between sender and receiver using certificate of GDCA.

3. Confidentiality: the certification can ensure the confidentiality of information during
transmission, and avoid the leakage to other non-authorized patrties.

4. Verification of digital signature: the certification can ensure the non-repudiation of transaction
entities by verifying the digital signatures.

RAEUEF2KAY, GDCA K HIER AN NFET . HUSEIEF . WadE+.

SSL k5 ae Rk, AL RUEFSE . Hrdr:

® T NKUERANUGEIES, RIS SAEB 2255, 0770, BPRP
RSN, SOy 428, Ko, 2o, 25007 2™k

® T SSL R4 #FKIUETS, 4rH DV SSL (Domain Validation SSL) 1E+5. IV SSL
(Individuals Validation SSL) iF+5. OV SSL (Organization Validation SSL) iiE 51
EV SSL (Extended Validation SSL) ilF4%;

® TS ZIUES:, S N ARG A UE A EV ISR AZAE TS

® A IUEHA N kAT 432K

According to the types of certificate, the certificates issued by GDCA include Individual Certificates,
Organization Certificates, Equipment Certificates, SSL Server Certificates, and CodeSigning
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Certificates.

® For Individual Certificates and Organization Certificates, GDCA classifies them into four
categories according to the security level, authentication method, and private key protection
mode of the certificate. The higher the class, the higher the security level, and the more strict
the authentication method,;

® For SSL Server Certificates, there are DV SSL (Domain Validation SSL) Certificates, IV SSL
(Individuals Validation SSL) Certificates, OV SSL (Organization Validation SSL) Certificates
and EV SSL (Extended Validation SSL) Certificates;

® For CodeSigning Certificates, there are normal CodeSigning Certificates and EV CodeSigning
Certificates;

® Equipment Certificates have no classification.
VPR DR SR iR B, B 32 P ok g SR AR RS G R 2R, ANFEIE A
A A NG

Subscriber can choose suitable type of certificates based on actual requirement. Different
certificates are applicable for different cases.

1.3.7.1. A AEKAER Individual Certificates

Y-S WNIIE S ST AN L PAYNEIE =2/ NI DN AR A - S AN (ol A A N
£

Individual certificate is a digital certificate that is issued to the individual, including natural person or
personnel with specific identity, such as civil servant and employee, etc.

AANFAEF 73 LRI G 1 38 NAEFS . 26 2 8 NAEFSANIE ] T SSLUEA5 AN
R4 UETS):

There are four different types of individual certificate (Type | and Type Il individual certificates are
not applicable to SSL certificates and code signing certificates):

%5 LR NIEB——R MW A5 BALISE IR P EARAIELD e, & TR 22
) B P T 55 N FH A8 B A FL 7 B0 B sk R 5 1 2R ARSI T 7 S48 S 4 %
¥, GDCA RFES ik 7 iR 2 iifE B, WAk . FHUS1945%. 55 13840 NEHT
PR o0t 2 S ZORAN i) FL IR A4 L 0 S v (R4 1) JE 7 R 01 B e W )/ NARE
Ve

Type | individual certificate provides the basic authentication function in the process of online
information transmission, which is applicable for the cases of the low security requirement,
including e-commerce and non-e-government transactions. There is no need to offer identity
information when applying for the Type | Individual Certificate. GDCA just need to verify the
information submitted by users, such as e-mail address, mobile phone number and so on. Type |
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Individual Certificate can be used for e-mail signatures with low security requirement, client-side
authentication, and small transactions that do not require any identify certificate etc.

55 2 R NEH——RBHE M A5 BALIE R TP S AE 5 BN g 7254
SEDIRE, WX A — 5 SR LT 55 N AT S AR T ST N AT . R A
2 B NUE-P IR 75 SR 05 BRI¥ £ 4 BEORHE 5., GDCA FREIER 7 TR A 15 8. o ZEI,
I ZBE BB =T B R S T A A NS5 2 5 2 R NAEHS AT B+ 1R
PIVAIE S 3. HEERIE AT 555

Type 1l individual certificate provides the identity authentication, data encryption and digital
signatures etc. in the process of online information transmission. It is applicable to the e-commerce
with high security requirements and non-e-government. When applying for Type Il individual
certificate, GDCA requires the applicant to provide some personal information, to verify the
information submitted by users and, if necessary, to authenticate the identity of the individual
through an authorized third-party database. Type Il Individual Certificate can be used for login
through internet and the transactions with medium amount payment.

% 3 BN NIEB——LIAERM A5 AL ISR 2 2 J0N B0 B GIE s (5 B
FABCT AL S TRE, 1G] 2 4 BER B E 1 HL 7 55 N FH AT AT A HL 5 I 55 L A0
o HIEH 3 R NIEF TR A2 B0 5 05 5 S B4R, GDCA IaZiixt B i Bk
FHRVE P REEEAT IR, SR 7y T DU 15 & AU, FA RS DT AT i\ BOR R
F RGBSR = J7 B P b 0045 BT EEXTERAIE . 58 3 284 AUEH e LA T¢
SE N RGN BAIE. BORETHL TR %385 % .

Type 1l individual certificate is used in the process of identities authentication, information
encryption and digital signatures etc. during online information transmission with higher security
level, applied for e-commerce and non-e-government with higher security requirement. GDCA
requires the user to provide complete identity information and application materials when applying
for the Type Il individual certificates. The GDCA must authenticate the identity data and application
materials through voices, videos, photos, etc., or compare the information with authorized
third-party database. Type Il Individual Certificate can be used for the authentication of specific
application system and e-commerce transactions with large amount payment.

55 4 T NIEHS——SEIE M A5 B A% RE 22 2 900 i i 1 B AEE S 15 200
WAy R A4 S T RE, 8 TR 22 A EERAR e Y FL 1 T 55 I P AR P 78055 I P A
HE 55 4 28 NIE I Fa e (1 52 B0 5 315 B ) RS AL RL, GDCA b Ul L 1 5 AL
1 R S5 B SI it X T P 4 3 S5 SR AT A, EANE A IR B R A IS RS BB
= 7B R S AT XTI AE . 2R 4 SN NIEF R LA T SRR KREUE
ERCE 7k

Type IV individual certificate is used to achieve the highest security level of identity authentication,
information encryption and digital signature functions during online information transmission. It is
applied to the cases with highest security level, including e-commerce and e-government. Users
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are required to provide complete identity information and application materials when applying for
Type IV individual certificates. GDCA must verify the identity by voice, video, photograph, or
face-face verification, etc. Type IV Individual Certificate can be used for the signing of electronic
contracts and large amount payment of e-commerce transactions etc.

1.3.7.2. BUHISRIES Organization Certificates

MR G WU BB THIE TS, HUA ARG A BURHLR. M BR4E.
GDCA NZEREH 1 AN 2 BHMNES:, RAEAEH 3 KA 4 BHIES:

Organization certificate is a digital certificate that is issued to organization, including enterprise,
institution, government and social organization, etc.

GDCA does not issue Type | and Type Il Organization Certificates, and only issues Type Ill and
Type IV Organization Certificates.

55 3 RHUHE B ——SLBUAE W _EA5 B AL ISR TP i B0 AGE {5 BN g 72544
SEIRE, 8 TN A R A R 1 R 55 N AT A ST B AT RS 3
FNUIEF I TR I AL B B 315 B G FPEL, GDCA N HURIESF Bk b FR 544
BT IR, AR )7 0] DUETE S U 3 S5 sUHEAT A B0k B & 1R 21
15 B GBUBER =77 e B 15 B3 AT EEXS IAIE o 58 3 ZRHUAIE TS AT LA T4 58 B &
GRS INE. BT EA . INiRESE

Type Il Organization Certificates are used for authentication, information encryption and digital
signature in the process of information transmission on the Internet. It is applicable for the cases
with high security requirements, including e-commerce and non-e-government transactions.
Subscribers are required to provide complete identity information and application materials when
applying for Type Ill Organization Certificates. GDCA must verify the identity by voices, videos,
photos, face to face verification or compare the information with authorized third-party database,
etc. The certificate can be used for the authentication of specific application system, digital
signature, and encryption etc.

55 4 RHUVIE S ——SCBUAE W A5 BARIE I RE A 22 2200 i) B GIE S 15 2on
AT R4 T RE 38 T 0T 22 4 BEORAR vy (1 HL 7 7 55 I P AT+ 5 IS5 2 FH 4K
HE 28 4 R IEF N A IR O 52 B B 05 2 ) B A4 kL GDCA L 25 I 8 ¥ AL
11 R 58 St T X T P 45 031 S5 AT A, AR A 2R B R AR R S BB
=7 Bl e rh A B AT B IS . X GUIE T A L USB. Key S5 AR HIIE S, 7]
DUH TSR KRBT RS 3E5 5%,

Type IV Organization Certificate is used to achieve the highest security level of identity
authentication, information encryption and digital signature functions during online information
transmission. It can be used in the cases with highest security level, including e-commerce and
e-government. Subscribers are required to provide complete identity information and application
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materials when applying for a Type IV Organization Certificate. GDCA must verify the identity by
voices, videos, photos, face to face verification, and compare the information with authorized
third-party database. The certificates must be used with USB Key. They can be used for the signing
of electronic contracts and e-commerce transactions with large amount payment etc.

1.3.7.3. & SAEH Equipment Certificates

IR 25 B8 OB, SO AR ARST A% . Bkt B R aess, SKIEFiE s H
TR BB R S E, W& R 2 4E RS, B, 45 0R55 &MU FIE {3 3 %
e 1 AT W sl 55 2 R 5 435 6 SSL N il 8 DU WUy AT I 21k .

Equipment certificate is a digital certificate that is issued to equipment, including server, firewall and
router, etc. It is usually used for identification and secure communication among online facilities. For
example, the browser can identify the server with certificate issued for the server to create SSL
communication channel for secure communication session.

1.3.7.4. SSL RZ-2&KFH SSL Server Certificates

SSL S5 UEFihR 1 Web Wil Web 5545 (10 5 6y, A LUH T10E B 0 3 1) £ 473
sE B SR SSL nEEIE, AMEH TR S . SUTIIZE 4 BRI

SSL server certificate is a digital certificate that identifies the website or server, applicable for
verification of website certificates and provides SSL channel. It cannot be used for signature or
verification of transaction and payment.

GDCA JIrZ /K 1) SSL Hk 55 #s RUE B4 AT DU A

® EVSSLiE+ (Extended Validation SSL Certificates), E[13 & 56 1iF U iR 5% #%iiE 5

® OV SSL iF# (Organization Validation Certificates), B 75 ZL5611E ki ik i B H LK B 5k
S5 bR AERY SSL AIES

® |V SSLiEP (Individuals Validation SSL Certificates), B[l 75 BLIGIE M BG4 5 # N A
G AR AERL SSLET

® DV SSL if+ (Domain Validation SSL Certificates), Rl I&IE X wkidak 4% B A AL 7
51 SSLET

SSL server certificates of GDCA include the following:

® EV SSL certificate (Extended Validation SSL Certificates), the extended validation SSL
certificates.

® OV SSL certificate (Organization Validation Certificates), the SSL certificate requires to verify
the identity of the organization that owns the website.

® |V SSL certificate (Individuals Validation SSL Certificates), the SSL certificate requires to verify
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the individual identity of website owner.

® DV SSL certificate (Domain Validation SSL Certificates), the SSL certificate that only verifies
the ownership of the website.

Forfr, OV SSLAES. IV SSL Ik m SEBL R il WL 45 S5 B0 85 LA K X i B 473 4 960 11E
Difg, DV SSLiE+ R4 ub L% E SN oiae. EV SSLUE+i#EfE (GDCAEV ik
FETF YGRS N, A CPS ASFXf H 4T Bk A .

SSL S5 E AN IR AIEAL F AR, dnmgkisids . BURIERAL 55

OV SSL certificate and IV SSL certificate provide the functions of information encryption and
verification of website identity. DV SSL certificate only provides information encryption. The
issuance and usage of EV SSL certificate conforms to “GDCA EV CPS”, which is no longer covered
in this CPS.

The types of domain names in SSL server certificates are not restricted, e.g. .com, .gov etc.

1.3.7.5. RAGZ A4 RIEF CodeSigning Certificates

AABZEAAE AR R BAFARS KRR EE P, R e T8 2RS4, A
BHT RS A InEEN .

RS ZAEASAT AR, AR AR T XEB A WEes. 12
BURAT S BEPIFERNREA .

CodeSigning certificate is a digital certificate that identifies the source or owner of the software
code. It can only be used for digital signature and cannot be used for transaction, payment and
encryption, etc.

Subscriber must commit not to sign malicious software, virus code, infringement software and
hacker software using CodeSigning certificate.

A2 2 FRUE P AFE T B A UE A BV I UET, EV RIS AIE A
BB BT A Thae, FTASIE] 2 06 JUEAE 4 BR G — (K7 b S A B0 EFR 1 ™ 4%
HE R CRAP LA o BV ARBSZE 44 UE 5384 (GDCA EV iE-F B IAIEME S5 RN ), A CPS
AR HHEAT AR B IR o

CodeSigning certificate includes normal CodeSigning certificate and EV CodeSigning certificate.
EV CodeSigning certificate has all functions of normal CodeSigning certificate. The difference of EV
Code Signing is that the issuance and usage of EV CodeSigning certificate must follow the strict
international standards of identity verification and private key protection mechanism. EV
CodeSigning certificate conforms to "GDCA EV CPS", which is no longer covered in this CPS.
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1.3.7.6. ZHAERHEH IR R A5 RS CP Object Identifiers of Certificates

5 1R NIEP 5. 1.2.156.112559.1.1.1.1

55 2 BN NIE5ER%: 1.2.156.112559.1.1.1.2

55 3 RN NIEP 5. 1.2.156.112559.1.1.1.3

55 4 B NAEP5EnE: 1.2.156.112559.1.1.1.4

55 3 RHUME 5% 1.2.156.112559.1.1.2.1

55 4 ZRYUME P 5 1.2.156.112559.1.1.2.2
WA UE 5 : 1.2.156.112559.1.1.3.1

OV SSL lE+i5HE X RARIRAF: 1.2.156.112559.1.1.4.1

IV SSL iEF5 SR BE X RARIRAF: 1.2.156.112559.1.1.4.2

DV SSL iEF5 sug X RARIRFAF: 1.2.156.112559.1.1.4.3

EV SSL ilE 5 5K BE AT SRR 1.2.156.112559.1.1.6.1
B AR 44 RUE P Mg XS RARAST: 1.2.156.112559.1.1.5.1
EV RASEE A E P BRI RAR AR 1.2.156.112559.1.1.7.1
BT NIEP S0 AR IASRT: 2.16.156.339.1.1.1.2.1
B N UEF SIS RAR RS 2.16.156.339.1.1.2.2.1
Type | individual certificate policy: (1.2.156.112559.1.1.1.1)

Type Il individual certificate policy: (1.2.156.112559.1.1.1.2)

Type Ill individual certificate policy: (1.2.156.112559.1.1.1.3)
Type IV individual certificate policy: (1.2.156.112559.1.1.1.4)
Type Il organization certificate policy: (1.2.156.112559.1.1.2.1)
Type IV organization certificate policy: (1.2.156.112559.1.1.2.2)
Equipment certificate policy: (1.2.156.112559.1.1.3.1)

OV SSL server certificate policy: (1.2.156.112559.1.1.4.1)

IV SSL server certificate policy: (1.2.156.112559.1.1.4.2)

DV SSL server certificate policy: (1.2.156.112559.1.1.4.3)

EV SSL server certificate policy: (1.2.156.112559.1.1.6.1)
General CodeSigning certificate policy: (1.2.156.112559.1.1.5.1)
EV CodeSigning certificate policy: (1.2.156.112559.1.1.7.1)

Hong Kong-Guangdong mutual recognition individual certificates: 2.16.156.339.1.1.1.2.1
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Hong Kong-Guangdong mutual recognition organization certificates: 2.16.156.339.1.1.2.2.1

1.3.8. FR 1| E 5 B A Prohibited Certificate Uses

B RBMPES, AR BEN A FEE RN ER S E S M. fln, AL
BREM TN R, TAGENE R ST a5 B ABUME S ], HURES ANBESE
NN N EAEF R, B E A BRI AN ARHURIEF R o ARFIART &1
R, A CPS BRI

Each certificate shall only be used to in dedicated usage corresponding to the subject’s identity. For
example, the Individual Certificate can only be used as individual case rather than the cases being
used as Equipment or Organization Certificate; the Organization Certificate cannot be used as
Individual and Equipment Certificate; the Equipment Certificate cannot be used as Individual or
Organizational Certificate. Any risk raised by inappropriate usage cannot be addressed from the
CPS.

E-P 2R IR AR AR AT s R SRR i B R B X 2 2 (I T A, 75 0 i
RS R AT P AT BRI A, ERABEH T AMTEAT . AR T
JERIAB R AR B, BN T 2SRRI &, Wik i e SR CHLE ST
OB NR S 2 P A IE I ] R G e E ] R G, OV E RET I BEAR Al fE S BUET .
N G4 T 5™ PR B RR

The certificate is prohibited to be used in such circumstances, such as any violation of state laws,
regulations and national security or legal consequences, otherwise all legal liability that triggered by
this will be taken consciously by subscribers themselves. Special note here, the certificate is not
designed for, not intended for, not authorized for control equipment in danger, or for the occasion
where the failure is required to avoid, such as operation of nuclear equipment, navigation or
communication systems of shuttles, control systems of air traffic or weapons, since these faults or
failures may lead to death, personal injury or serious environmental damage.

1.4. $EE&E T Policy Administration

GDCA %A HMEZL Hi2x /e GDCA HLTINIEIRSS AT SR ) de 2 B BRALA), S Do
#%ALHE CPS, FFAFE N CPS Sifite: i i & i) S e REN LI -

GDCA Security Policy Committee is the highest management authority responsible for review and
approval of policies of electronic certification services, as well as the highest decision organization
to perform inspection and supervision of the enforcement of CPS.

22



Il somrnnnammas
Soen rmnpm——,;e GDCA H-FIEME S5 RIN] (V4. 6) ki

1.4.1. SRS SCARU B BALHY Organization Administering the Document

SRS SR BEHLAE Y GDCA % 4 SRR 2R A 2, VRN SIS BALR T 5T 3T L A
BB A CPS. GDCA Za&RIKR N HKE T AR EHZ. TEL. EHPL. 80k
Hals s 3878 IR ST L ST S SR A B AR ALK

GDCA %452 A I A B RE L IE TS SRS BEAT A2 PLANSE v, 52 — Sk
SER INRE M, &0 & BRI IER RER

AN SCR R3S A0 A R 55 55 H A AT BUE B T4 5T

GDCA Security Policy Committee is assigned as the document management authority responsible
for establishing, publishing and updating this CPS. The committee consists of the relevant
representatives with the right of decision-making from GDCA’'s management, administrative center,
marketing center, technology center, operation and service center, etc.

Member of GDCA Security Policy Management Committee has the right to vote over management
and approval of certificate policy. The Chairman of the committee may have two votes for decision
in case of tie of votes.

Consultation of this policy document to the external parties and other routine jobs are undertaken
by the administrative department.

1.4.2. Bt Z A Contact Person

GDCA KX HL-F-IAEME 55 R BEAT ™A% (O i A, it GDCA $i2 7€ & 1 THIHLIY
PR FE . A1 CPS A . @il BEm%E, #ErT L% LA T BT R

BRI T: GDCA fTBUEHAI]

BRAN: Tt

WAk bk https://www.gdca.com.cn/

H PR AR . gdca@gdca.com.cn

AR E: AR NRILAIE R8N TR X 2R KU 2% 448 = fehin K S 36 23 #%

MR 4w fid: 510030

HL5 5 15: 020-83487228

fEH 515: 020-83486610

Specialized agencies who are designated by GDCA take the responsibility of strict version control
of CPS. Any problems, suggestions, questions, etc., about this CPS, you could contact us as follow:

Contact Department: GDCA Administrative Department

Contact: Ms. Wang
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Website: https://www.gdca.com.cn/

E-mail: gdca@qgdca.com.cn

Address: 23F, 448 Dongfeng Zhong Road, Guangzhou, Guangdong, the People’s Republic of
China

Postal Code: 510030
Tel: 020-83487228

Fax: 020-83486610

1.4.3. WRE CPS fF& K& HIALH Person Determining CPS Suitability for

the Policy

GDCA %M B /2 ] CPS HEMS il %€ 1 e i BUBMLI, A& 5 e HLHE CPS.
HRIE CPS 55 HEME B o

As the highest organization for making CPS, GDCA Security Policy Committee is a decision-making
organization to ensure the CPS is in line with CP which is responsible for examination and approval
of the CPS.

1.4.4. CPS #t#EFE R CPS Approval Procedures

AHUHH] CPS Hi GDCA 24 5K HE 22 23 443 CPS 4 5 /INHI T SCHY, CPS 45 /)
5E UG HE3E GDCA %A RIE R 4%, KK L it)E, 1EX/E GDCA B JiM
uh FRAN, JERIE CRPIGERSEEINEG) e, Wbk fiz HiEr=+HZH
) Tl A BB A

This CPS is drafted by the team designated by GDCA Security Policy Committee. After the
completion of drafting, the CPS is submitted to GDCA Security Policy Committee for review. After
approval by the committee, GDCA will publish the CPS on its official website. Under the provisions
of "Measures for the Administration of Electronic Certification Services", GDCA should put the
record to the Ministry of Industry and Information Technology within 30 days after thepublication.

1.4.5. CPS 4&1] CPS Revision

GDCA AR [ S (BRI FAR ZER ARAE AL Bl 55 e J 1 DL S I AZ 1T A CPS,
CPS % 5 /NG K HITEHUAUE CPS BT -, $R7C GDCA Z4 kR N Hi i,
Sz Ak, IE3UE GDCA ‘B J5 Wk kAT .

A CPS Z/DBFEBAT IR WERTBNAENSN, WEERARA S . EHRATI A A2
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B [H) S AZT 10 5% o
BTG CPS, MXHANE A 2 H i =1 H 2 P A DAk A B AL 4 %

This CPS will be updated timely in line with the changes of national policies and regulations,
technical requirements, standards and business development. The proposed suggestion of revision
will be submitted by the team which is responsible for writing CPS based on relevant changes, then
it would be reviewed by the GDCA Security Policy Committee. After approved by the committee,
GDCA will publish the updated CPS on its official website.

This CPS is updated at least once every year. Even if no other changes are made to the contents of
this CPS, GDCA will increment the version number and update the release date, effective date, and
the revision records of this CPS.

GDCA should submit the revised CPS to the Ministry of Industry and Information Technology for the
record within 30 days after the publication.

1.5. X HYEE Definitions and Acronyms

1.5.1. ARiEE X —%FE List of Term Definition

GDCA B R R A IR A A 48 S
GDCA %4 50%Zs 14> | GDCA AUEHR A 22 PN 1 i e S /5 L B LA A CPS — 3K
P e E LA

BN IE AR 25 ML GDCA FAZRU FErh s CA HiFx N FIMEARSS WL
(Certificate Authority, CA), LR UETIINUENIA, MUK UE
Sk

FEMHLAA FEMFLK) (Registration Authority, RA) 47 5t AbHIE 5 1% %
MREFRIT P IRSSTE R, Fk RGNS, iR
UEH HAE @S M AR A S, SR TORHIE S H I AT B
PRIRFNEE], R EALEBUE PR E R, AR B FIIEIRSHL
A HE SR UE P ST A R

A I 0 52 P R AHbIE M2 FE 55 (Local Registration Authority) & 32 HHE 5 AR
FW 2, 1EN GDCA INIEAR G544 2R 4244 A B 421 ) FH
FUIIRS 4k, Zid CA B RA FIFRBUNE SRS

SR PSTFANEB FIEE IR MG S, PhBh - 2p By e 15
. . T
% Pt ZAE S HEE R, B B AE T A . A
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EHTE T

HL P2 A IEIEFS HL P IIEAR 55 3R 138 25 5 (0 A DIIEIE P A AL 72544
Srhy . GRS EI HAMA A5 B BT ST

By eSS il FH 7 25 44 AR R 26 40 N S 4 AR W28 44 AT 2844 500
P i) — R T 2P VAEIES

R4 FARMN 22 N B3 AR W1 268 44 AT 2 44 Bt 1 D R 3¢
ARFBL

By IR AR FTAER AR R N RGN F TR BT I L AR A
RSP — Pl 7284

LINECEZUN FEARTFA FL T 2844 M E s O DAAS N B iy sl BLL I ARR 1
2SSt TR A4 N o

L2844 M7 FEAR 2 BT 28 AL DR R B 125 A I (S T AT

ESEE PN

AP (TR HIER
)

FEFL TR R R, R 72840 5 i T2 40 N R SRR
FERII TR AL H .

NIRRTl
i)

FEART T IRAIE FL T2 A4 O

P

ML FAAEAR S5 U R SIE S (0 SE 4k, B MONIER R N
TEHRFZLN AT, TR FES N,

AR5

WO TAE PR SR SR . FER TR, RN 7284
W7« AT AT LGE S A AAE— T

GDCA

Abbreviation for Global Digital Cybersecurity Authority CO., LTD.

GDCA Security Policy
Committee

It is the highest management and monitor function for CPS and the
decision-making agency pursuant to CPS within the GDCA
certification services system.

The electronic certification
service authority

GDCA and authorized subordinate CA are called as electronic
certification service authority, also known as the certificate authority,
and they are the entities to issue the certificate.

Registration Authority

Registration Authority (RAD
requests from certificate applicants and certificate subscribers, and

is responsible for processing service

submitting them to the certification authority for the final certificate
applicant to establish registration process. RA is also responsible for
identifying and verifying certificate applicants, initiating or transferring
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certificate revocation request, and approving certificate renewal or
re-key request on behalf of the electronic certification service
authority.

Local Registration | As the entity serves to users directly in GDCA authentication service

Authority system, LRA is the end authority providing certificate services
authorized by CA or RA.

Entry Clerk Entry clerk is responsible for inputting the information submitted by the
applicant and help the user handle certificates application, revocation
and renewal procedures etc.

Reviewer The reviewer is responsible for checking the information of certificate
application and help the user handle certificates application,
revocation and renewal procedures etc.

Electronic Signature | Electronic Signature Certificate is issued by the electronic certification

Certificate authority to prove the electronic signature, identity, qualification and

other relevant electronic information of the certificate holder.

Digital certificate

Digital certificate is used as a digital signature certificate used for
identifying authorization and indicating that the signer has recognized
the signature.

Electronic signature

Electronic signature is a technical mean for identifying authorization
and indicating that the signer has recognized the signature.

Digital signature

An electronic signature uses asymmetric encryption system for
encrypting or decrypting electronic data.

Electronic signer

Electronic signer is a person who holds electronic signature data to
generate data in his/her own name or to perform electronic sign-off on
behalf of the person he represents.

the relying party on
electronic signature

The relying party on electronic signature is the person who engages in
the relevant activities based on his trust in the electronic certificate or
electronic signature.

private key (creation data
of electronic signature)

In the course of the use of electronic signatures, private key is the data
such as character, encoding, etc. associate the reliably electronic
signatures with the signer.

public key (validation data
of electronic signature)

Public key refers to the subscriber's validation data of electronic
signature.

Subscribers

Subscriber is the entity receiving the certificate from the electronic
certification authority, known as certificate holders. In the applications
of electronic signature, subscriber is an electronic signatory.

relying party

A Relying Party is an individual or entity that acts in reliance of a
certificate and/or a digital signature issued by CA. A Relying party
may, or may not be a Subscriber.
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1.5.2. IEmSAE R HA& X —Y 3R List of Abbreviations and their Meaning

CA Certificate Authority T AEAR S WL

CP Certification Policy WE S

CPS Certification Practice Statement R TP 5 50 )

CRL Certificate Revoke List WFBRUE 5 %
Global Digital Cybersecurity

GDCA _ Bz AR B A IR A 7
Authority CO., LTD.

KM Key Management Center SRR 0
Lightweight Directory Access

LDAP BRI VI P
Protocol

LRA Local Registration Authority A HbE ST T

OCSsP Online Certificate Status Protocol 1 RIE R A

PIN Personal Identification Number AN NG 4R ARG

PKCS Public KEY Cryptography Standards N B B BT R

PKI Public Key Infrastructure N LR EH IR AL T
RA Registration Authority VM AR S ALK
RFC | Request For Comments VSRV ERRAE(— b LI bR )

2.8 B Rfi 51 B B # Publication and Repository

Responsibilities

2.1. GDCA {8 B FE Repositories

GDCA 5 B & — A AMATFIE B, S REVEIRAE . BUENE TS K SiE 1A 5K 15
2 .GDCA 15 B FE N B RFEEARR T LU A% : CP A CPS BiAT A1 7 St A< IEF5 . CRL
WA, A E | GDCA ARG . GDCA K & KA tiEiE+s. CPS
AT T BRSNS, XEARLARTFS CPS A EHEM 3. GDCA 58
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FE R LUERE ML https://www.gdca.com.cn 1], BiH GDCA B 45 & i e il il gy ik
EIRR

GDCA repositories are open to the public. It can store, retrieve certificates and their related
information. GDCA repository includes but is not limited to the following: current and historical CPs
and CPSs, certificates, CRLs, subscriber agreements and other information published irregularly by
GDCA. GDCA will release certificates, CP and CPS revisions and so on timely that must remain

consistent with the CPS, relevant laws and regulations. You can search at https://www.gdca.com.cn
or via any other communication methods specified by GDCA at any time.

2.2. NIEE B W& A Publication of Certification Information

GDCA 75 J5 Mk https://www. gdca. com. cn K Aifs B, %Mk GDCA k&
MFTEE S EE T B BB

GDCA i H R 45 4% KA BIIEF A1 CRL, 1T 77 BUAK#6 /5 mT LLid i 77 7] GDCA
) H SR 25 253 SR BUIE B A5 SRR AYIE 4% [T, GDCA HRELTELIEFIRA R
5, AT P BT T SE BB RS B

[FIE, GDCA K 2 M4k 75 B2 R HUH A m] B i T8 AT 15 B R AR

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website

is the primary, most prompt and authoritative channel to publish all information about GDCA.

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain information
of certificates and CRLs through LDAP. Meanwhile, subscriber or relying party can check the
current status of certificate instantly via OCSP service provided by GDCA.

Meanwhile, GDCA may also release any related information in other possible forms.

2.3.  RATHIES[E)FISHZ Time or Frequency of Publication

GDCA TEV] FHEF AR i A, @ i H iR 45 25 8UE 75 W3k H SlkiE T3 F1 CRL
KAi, RAEHEINAKRT 24 /ANKE, BILE 24 /NG9 R A el CRL: 7EE &5 T,
GDCA nJ A FAT Y@ uE A1 CRL R AT [A]. GDCA R4 R AT — X FL A UE IR &5 L
ff) CAEF A1 %1% (ARL).

R LAt A 2R B B AT TR RIAREE, B GDCA BT e, X 5 A % A2 B
IR ), I BRI R R

GDCA releases automatically the latest certificates and CRLs via LDAP or official website within 24
hours after the certificates are issued or revoked. In particular, GDCA can choose time to release
the certificates and CRL in case of an emergency. GDCA releases CRL of CA (ARL) every year.

29


https://www.gdca.com.cn/
https://www.gdca.com.cn/

l] SN RIZRIRERIE
o R A GDCA T IATEAL 5 MU (V4. 6)

GDCA can independently choose the time and frequency of releasing other information of
repository. The release is immediate, efficient and consistent with the requirements of the laws.

2.4. 15 B FEVs E#EH] Access Controls on Repositories

GDCA 15 B G B XS A TR AT, AR NHRRENS BB, XTIXLE(5 2 R ik
Vi IR ASSZAE AT B A1 o

GDCA il M 2B RG24t 2 BH R AL RN &
A REATE B ERIE I, MR, Bo. KATERAE.

The information in GDCA repository is publicly available. Anybody can read the relevant information,
and there are no restrictions on the read-only access of such information.

With network security, secure system design and security policy, GDCA ensures that only
authorized employees can add, delete, modify and publish the repositories.

3. iR 5 X5 Identification and Authentication

3.1. #¥4% Naming

3.1.1. & #2KA Type of Names

GDCA WA IR 15, & MU MU ARE T P BRI A4, WHIEF HE# 1 5
WA BT SR, HUAFEMFR LR EE . IE RS AR R4, LR
% (Distinguished Name) JEA G EEUEB AN, ZUFHRAH FE—R154% . GDCA
HIEFRF& X509 brd, ZrHCZAIEP A2 SR B 44, SR X500 k44 75 2.

Certificate issued by GDCA can authenticate the identity and other attributes for applicant with
different identifier including issuer and Distinguished Name (abbreviate as DN) of subscriber. The
identifier of certificate holder is named as the DN contained in the certificate, and the DN is unique
identifier of the subscriber. The certificate format meets X.509 standard and the identifier which is
assigned to the subscriber as the DN meets X.500 standard.

XF 1 SSL R S5 asiEts, P 44 B 1P Mk #R A I 2 0 A4 b, TinE A4 o8
AL B IP Mk, AZURE — A AR U 4 T A B 1P k.

For SSL server certificate, all domain names or IP addresses are added as the Subject Alternative
Name and the common name is a primary domain name which must be one of the domain names
or IP addresses from the Subject Alternative Name.

GDCA IE a0 A& AR ) T2 AR T 51 44 i 42 K4
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Naming rules of issuer’s DN are as follows:

JE (=l

EZ (C) CN

B (S UEBMURE A, BeE A

HuIX (LD UEF AR P e T, s A

MLk (O Global Digital Cybersecurity Authority Co., Ltd. 5§

GDCA Certificate Authority

PFURFERTT (OU)

GDCA FJREMcHE I 2R B4R X AN R AN R
MUK P U AIES, BT L GDCA IE Ha] DL 35 AN R g At
LR

W% (CN) g CA £
Attribute Value
Country (C) CN

State (S)

State of issuer (if included)

Local (L)

Local of issuer (if included)

Organization (O)

Global Digital Cybersecurity Authority CO.,LTD. or GDCA Certificate
Authority

Organization  Unit

Certificate contains various issuers depend on subscriber types,

(o) applications and regions to issue the certificate.
Common Name | Name of CA
(CND

GDCA {EF51T /7 1 = ARER ) 44 a2 A

Naming rules of subscriber’s DN are as follows:

J& L 1A
EZx (© CN
A (S R ETER Y, BEAH
X (LD VP PTES T, BE A
Bk (0D T A ENURIT P, AT PRAEN LR 44 R
HUREEETT (OW) | AT LAV S LA T — A N4
VP FTEEN UG (R B A D
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LAt A8 B 3 BIE R 5

HPEEeE (B) | W AT R, BAN

WA (CND | 3 (i), sl (BUSREEIES), B AZEA (4
NRHGEAD),  BEHAR R R 144 5k

Attribute Value

Country (C) CN

State (S) State of subscriber (if included)
Local (L) Local of subscriber(if included)

Organization (O) | Organization where subscriber subordinates for certain one;

Organization Unit | One or more following options can be included:

ow . .
OU of subscriber subordinates;
Any descriptions which describe identity or certificate type;
Email (B Subscriber’s email address (if included)

Common Name | Domain name (equipment certificate), organization name (organization
(CND certificate), individual name (individual certificate), or other identifiable
names

3.1.2. Xt 2R ALK E SR Need for Names to be Meaningful

DN Ti (1) 2 AR IR BAT — 8 AR ME R S IEB ERAFRbR IR AUE B TR
RASRHIRFE AR, 8 T 5 EE AT 2RI E KRG R .

The common name in DN has a representative meaning. The common name identifies the end
entity’s particular name mentioned by this certificate. Identifier describes information of the
specified entity with bound public key.

3.1.3. TP RIE B84 Anonymity or Pseudonymity of Subscribers

A% CPS JlsE, GDCA [T AEREAT Byl A5 HF I AN RE A B 44 B Dy 44

Under this CPS, subscriber cannot apply for certificate with anonymity or pseudonymity.
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3.1.4. HBARZRKFEZRBPMU Rules for Interpreting Various Name

Forms

GDCA 2 Kk B IF B 56 X.509 V3 b, B4 4% 0085 X500 Frifi. B4
1 4 0 B GDCA € X .

A certificate issued by GDCA conforms to X.509 V3. The format of DN conforms to X.500, and
naming rules of DN are defined by GDCA.

3.1.5. L PRI ME—$% Uniqueness of Names

f£ GDCA SIS, AR eSS 1) EAASEU A% A REARE, SUEME—f. H
XFFE 377, GDCA W] LA FME— i) AR B 42 9 HAE K 2 SKAEAS o e+ R
BUASFIT A AR R RIS, AR 56 R E SR (T, e FRs 3 3 n B ka5 2 7 B
DX 51 ) S U

DN of certificate must be unique for different subscribers in GDCA trust domain, and same DNs
cannot be allowed as subscriber’s subject name. GDCA can issue more than one certificates using
the unique DN for one subscriber. When DN is not unique to different subscribers, the first applicant
has the priority to use the DN, and the latter could add more additional information to distinguish
from others.

3.1.6. FFREIRS. %55/ Recognition, Authentication, and Role of

Trademarks

GDCA 25 & FIUE A EAREUN 4 AR &R bR 4

Subject’s DN of certificate issued by GDCA does not contain any trademarks.

3.2. FIEEEAHEIA Initial 1dentity Validation
3.2.1. FEHIAEREARI 5% Method to Prove Possession of Private Key

UE S L AGIE A 5 B M A SHAR S N A FAEH , E B A 7 v ARG LR IE S H
HHEPEEHTES (PKCSHI0). He 5 r%HR IR Tk, 835 GDCA R
(K e UE R 5 20, LGS AT UG A AE B (R 20 e i) 5 B A A A FORGE RZ K PIN i) 25

Applicants must prove that he/she holds the corresponding private key to the public key being
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registered. You can use the ways of digital signature contained in certificate request messages
(PKCS#10) or other equivalent method to identify the secret keys, or some ways required by GDCA,
such as initial information (distributed key medium and its PIN code), etc. to prove that you holds
the relevant keys.

3.2.2. PMABHHIEH] Authentication of Individual Identity

XHF PR AN NS OES, B ASEEAS . US4 SIESS . SSL RS54k
UEASEE, 7 F I IS 200 A N RS 2 BEAT ECSC S (R 58 ), e iod 200 T {5 40 R 0
AR FCSEE i T4 ) B A A et LR ELA T LAARAS H S 2 BT ) B 4315 2 10 75 35
AN KSR HGAIEAS R R A B A B g BUAIE S R R I 2 7 R 1%
IEFS I A SRR, JRARIEA N I TTE

For the application of all types of individual identity certificates, including individual certificates,
CodeSigning certificates, SSL server certificates, etc., the identity of applicant must be
authenticated by GDCA via trusted database validation, on site authentication and other methods
that can verify the identity of applicant. Applicant or applicant’s representative should sign the
application form and accept corresponding terms of his/her responsibilities described in the
attached agreement.

GDCA WA ZIARAE /N NPT B8 BAE B HIAE, BATAF G057, — 8
B, UEBGE, ZafEgEE, Sy UM, BRIANREBAm. 5 1R NIE
Poo 52 BN NIEPAEEES B GUEBAEH T SSL AEP AL ZE+ .

GDCA must perform different authentication methods depending upon the type of certificate applied
by the individual. Generally, the higher class certificate type means higher security level, and
stricter authentication method with more comprehensive authentication information. Type I, Type I
individual certificates and the individual mutual recognition certificate of Guangdong and Hong
Kong are not applicable to SSL certificates and code signing certificates.

Lo AT 1NN, $A7 LA T4
GDCA HFR IR IR A KI5 12 AT P B AT 50A0E o Ak 1075 20 AT LR
F R E AR AL IS BT HiE . TS 55 F A T 52 0y 2ok s DR FR i 25 T4 22
(15 S B %I IS IE . GDCA AN . AHHLR TR A HIE 1 BRIG TEAS S ASM
b B BR E LM, IEER). BT HiEE AN,

1. For Type | Individual Certificate, the following authentication is performed:

GDCA only verifies the information submitted by the subscriber and does not validate the
identity of the subscriber. The information submitted by the subscriber can be validated by
sending a verification code, making a phone call, sending an SMS message or any other
reasonable ways. GDCA will not ensure or guarantee the validation and reliance of other
information, and will not validate whether the information belongs to the subscriber, except the
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2.

information submitted by the subscriber.
T 2 B NIESS, $ATRLT %51
GDCA TS el 7 iR 2 M5 B, IE- A I 44 91T T 9 sk 44 . AR 75 5K

A DL R A A AR SR B0 6 Bl i At . TR AR S Fo At T S 17 SORERAE FHE ¥
PR S SRR setk, B, I8 7 A RUEER = 75 B A A R SR T 2O FE
H AL S E BTSRRI, B R B PR S B B E LR 2

2.

1)

2)

3)
4)
5)
6)

1

For the Type Il Individual Certificate, the following authentication is performed:

GDCA shall verify the information submitted by the subscriber, and to verify that the common
name is the real name of the subscriber. The information submitted by the subscriber can be
validated through sending a verification code, making a phone call, sending an SMS message
or any other reasonable ways. GDCA can also validate the identity of the subscriber through
the well-known third-party database if necessary, to ensure the consistency of the information
from different channels.

T A 3 R NIEF, AT LA T %50

BB B 0 1R LSRR 280 o AR 77 SO 202 3R A5 FR i 8 2220 — b R IBURT
UL ) AR A IR I S IE I SO (s RS riiE . P18, ZEBiEait
fib [ SFHERE ), GDCA A B 1% IE B SCAF 2 75 A3 A1 AFT B Bt sl P adt (R JRZE, A6 B2

GDCA AJ LIE i 25 K A RA S A7 ik W ST AU SR = 07 08t PEREAT -2 B i\ Wil
Sy, WR] DL 1 T A 4R A 7 SO0 B SR AL ME R AT R SERE,

IRATIR LG R 5 A 4R —2.

FNHE 2 (bl . GDCA AT LGBk 25K 5. ARAT R TIK 5 5l 5 FH R Tk A 45 A I
FA 25 P b ik B P AORBURT 25 R 1) B - iE B S B iy

AE PG R E St . GDCA I Hih . W57 20, 5 Bl A% IE 151 5K
INREFEM AT H, TR ERESLT LA I NS e .

X T ABEANH R A NG 4 LRSI, 34 T5 B4R A H e S HR A RUE B A
HHTEE SO EIERN, [TERAZIMRSAAE, AR IEAL TR T
PRI o AN BESRERSEATHRAE A SCPF BRI SE = 78 e . OB A A L IR 55
For the Type IIl Individual Certificate, the following authentication is performed:

Ensure the identity of the subscriber. This mustbe validated by obtaining at least one currently
valid government-issued photo ID (e.g. ID card, passport, military 1D, or equivalent document
type), GDCA inspects the copy for any indication of alteration or falsification. GDCA
cross-checks with an authoritative third-party database that issues the valid identification
document, when necessary, GDCA may also verify the information submitted by the subscriber
through a voice communication, video, photo taking, etc. as well as validate through
cross-checking with a well-known third-party database, to ensure the consistency of the
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2)

3)

4)

5)

6)

1)

2)

3)
4)

5)
6)
7)

1)

2)

information from different channels.

GDCA may verify the address of the applicant using a utility bill, bank statement, credit card
statement etc., or directly rely on the address on the identification document issued by the
government.

GDCA verifies the certificate request with the applicant by sending e-mails or making phone
calls etc.

If applicant delegates an agent to submit the application form, the identity of the agent and
authorization document should also be validated.

For the application applied by someone in his/her name who works in an organization, the
applicant also needs to provide the proof materials from the organization.

When the application information contains some information of an organization, it is necessary
to confirm the existence of the organization and whether the applicant belongs to the
organization. GDCA could require the applicant to submit the certificate of incumbency, or
validating by a third-party database, or sending e-mails to the organization, and so on.

XFFE 4 A NIEH, HATEUR %5

BN FIEE S B SEAMARE BT RN 1D DRI R iE
M HBUFIUR UK AR A S S (s R SHRE. 37
M FRIEEIARFSHERD, GDCA e BRI SO A T B e sl Oy i (1R
20 R A RS IR I S BB =7 B R AT R B A, B R BT
ARG S E R 2.

AR Bk . GDCA W) U Ml e K B . SRAT - K B Bl A5 R K B A sk
A 2 Rt bk B B AU 22 5 1) B e B S B i

RAEUEFIE R E . GDCA M Hith . WSS 30, 5 HIEE L RIEIE K.
WERF, GDCA WLUERLIE &G AL S5 200 B & 1 S it AT ik
By AR 1 ) 7 AT AR A
WREACHANPHE, TR B LI N ERFT L T OriE ]

XFF BN RS N S 40 SCRB 1, 3875 BRI E S AL (1 A IE AR .
HHFEEEEIEER, fERMIANZI R AL, ULHIEANZE SR TZI
PR o AN EESRER AR MU B SO . A0 28 =T 80 e . RS A e 1 I 55

=

For the Type IV Individual Certificate, the following authentication is performed:

Ensure the identity of the subscriber. Ways of authentication are: 1) obtaining at least one
currently valid government-issued photo ID (e.g. ID card, passport, military ID, or equivalent
document type), GDCA inspects the copy for any indication of alteration or falsification; and 2)
Cross-checking with an authoritative third-party database that issues the valid identification
document, to ensure the consistency of the information from different channels.

GDCA may verify the address of the applicant using a utility bill, bank statement, credit card
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statement etc., or directly rely on the address on the identification document issued by the
government.

3) GDCA verifies the certificate request with the applicant by sending e-mails or making phone
calls etc.

4) GDCA may verify the information submitted by the subscriber through a voice communication,
video, photo taking, etc. GDCA may also validate the information face to face.

5) If applicant delegates an agent to submit the application form, the identity of the agent and
authorization document should also be validated.

6) For the application applied by someone in his/lher name who works in an organization, the
applicant also needs to provide the proof materials from the organization.

7) When the application information contains some information of an organization, it is necessary
to confirm the existence of the organization and whether the applicant belongs to the
organization. GDCA could require the applicant to submit the certificate of incumbency, or
validating by a third-party database, or sending an e-mail to the organization, etc.

SHEDA s N8 WIRNTIR LTEON= /e S E

A N L FE S B R HAAE ST, GDCA LATHIX Ifl ) 87 4% 7 s A AN N S 43
I E 1 SARE M SO CRAEEARR T B O0E, 37 e e S EM BERD, #iA
MNIESL G0y, HE S 2505 B B s IR £ AR AR B

FEEEEILT GDCA WM A A Zi 1 e Ao 45 0 7 A BER B A AR KA
K
5. For the individual mutual recognition certificate of Guangdong and Hong Kong, the following

authentication is performed:

When an individual applies for a mutual recognition certificate of Guangdong and Hong Kong,
GDCA conducts a face to face authentication his/her identity, GDCA confirms the identity is
corresponding to the subject of the certificate, of the applicant by a legal document of attestation
(including, but not limited to, identity cards, passports or other identification documents).

If necessary, GDCA may also establish other reasonable authentication methods or obtain
additional information.

FEIRAL P 40 R B IS B P D AIE 5 328 A 8 HEIE P, B /5 ZUG IR %
THH RS IR, I ESR AT A RO VBB B SO B BR X P
AR ST AR 5 o

RN A 75 2, GDCA 7T LU A 55 =77 SRE 45 BRI IE 12 S & A 5
fir, WK GDCA ik =7 BRI i BME S, AIRATe =5 T s, Bk
S SR AN (5 EANIE AL R

GDCA must verify the ownership of proprietary when a domain name, a device name or an email
address is used as the subject of the certificate. For example, the subscriber should submit
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ownership documents of domain name or written ownership commitment of subscriber, etc.

If necessary, GDCA can also verify the subscribers’ identities using the information obtained from
the third-party. If GDCA cannot get all the required information from a third-party, it may delegate
the third-party to conduct an investigation or require certificate subscribers to provide additional
information and evidence materials.

Ak, LERF, GDCA & n] AT H e T i ZE I % il 77 A Bk

HIE A LS5 ORIE RIS MR ST 2, AR 5 AR SR R 5T

XFF DV SSLiE+s, GDCA REGIE Mg A A AL, AR HiEAN NS #4756,
4 BT AU SR IE A CPS 4 3.2.7 TR $uUT .

If necessary, GDCA may also establish other required identification methods and information.

The applicant is obliged to ensure the authenticity of the application materials and shall bear the
corresponding legal responsibility.

For DV SSL certificate, GDCA only verifies the ownership of website’s domain name. The
verification of ownership should be performed according to section 3.2.7 of this document.

Xt T GDCA TrustAUTH R5 ROOT iE+5. £ i A R5 #2 CA iE+5.GDCA TrustAUTH
E5 ROOT &K M2 CA T KT FHE+, GDCA @i brvE FH T IR B AL A i
KSR VEE DUIUE g R . X FiRAN “mRBe” fuEfigsRk, GDCA HE:T AR 4.,

For the subscriber certificate issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT
certificate, #zif8 R5 R CA ilf15 and GDCA TrustAUTHES ROOT, GDCA establishes evaluation
process to identify the applicant with potential high risk. GDCA can refuse the certification request
from this high risk applicant.

3.2.3. M4 K% Authentication of Organization Identity

FEATAHLN (BUFHILE . gl iras), £ AHSNI 4 RIS HLSESS
B RUETS . SSL AR S5 A5 FAE PS5 - R AUE IS, NEBEAT ™M 10 B 3 5501, il Ay
A5 0 P R E L SR | TS T 85 ) B A7 Ak DA B HLA R ASRAS B 335 3 B ) 5 £
S A HURISEIT P IAE S B S 2R AT BRI 8 2 B B 78 0 BB IE S H S B ARER
M2 (NED RoRIESAEHIEIAT R, HFARHEAR B TTE.

Identities of organizations (government agencies, enterprises and institutions, etc.), which apply for
organization certificates, equipment certificates, SSL certificates and other types of certificates,
should be authenticated strictly by cross-checking with the trusted databases, making a face to face
validation and other ways that can clearly prove the identity of the subscriber, etc. Subscriber or
subscriber’s representative fully delegated by the organization should sign the application form with
company’s chop, and accept and affords corresponding responsibilities described in the attached
agreement.

38



Il semnmennaman

GDCA

GDCA HLFAIEME M) (V4. 6) FiR

GDCA AR S AU BT HR % BIEF SR AR, AT AN 5 6 4505005 2K, — At

B, RPN, wagoie, 0007 BT, S A A A

GDCA must perform different authentication methods depending upon the type of certificate applied
by the organization. Generally, the higher class certificate type means higher security level, and

stricter authentication method with more comprehensive authentication information.

1.
1)

2)

3)

55 3 FHUUEAS I LY B 6325531

BRI R SEAFAE R BRI setk . Bl sUnT Lo BURF PR A A 20
fF, AR EART TRIE R AP B A RN ARIIESS, BOE kA %
SO BB EE =5 Bt PERf A o

GDCA W LB EHIE G AU, 1R S B i BB E =75 Hdie 55 U7 20 i
L HEMREATIRE, BRPTIREIIE R S AL R —8. WA HE, GDCA T
WS =T R AT WSS R S T AU R U EEAT IS, ABRAGE HR iF
FIAME R SEE, AR AN PR B TE R R P I AR HE A
e AU A A I N BRI EIE S B RO R 2 TP NAT AT, iR
22 P NAS 2 R UL BOFRAL o

1. For the Type Ill Organization Certificate, the following authentication is performed:

1)

2)

3)

1

2)

Confirm the legal existence of organization. This can be proved by a valid document issued by
a government agency, such as an Industrial and commercial business license, enterprise
National Organization Code certificate, or validation through well-known authorized third-party
database.

GDCA may verify the information provided by the subscriber through voice communication,
video, photo taking, etc. or cross-checking withwell-known third-party database. If necessary,
GDCA may contact the organization based on information from third party, such as telephone
number, email address and so onto verify the authenticity of the applicant’s information, e.g.
job position of representative or whether the person from the application form is the real
applicant.

GDCA should validate the materials submitted by the authorized agent and the identity of the
agent to ensure the authorization.

55 4 FENURUE TS B 40 4501

BRI R SEAAAE R BRI SeE . BN Jr SUAT Lo BURF PR 2 A 1A 20
fF, AR EART TRIE IR SFb A A RN ARDIESSE, IRl kA 2
SO RIALBER =7 K8l o BEAT A2 A

GDCA W ZUE I i Fl il M, RS J7 20 B 1R AL i0M5 BTN, JF &
WRUBER =5 B8l P B 3 S L RIS MR BEAT I0AIE, B DR IR BLI0ME B S & 4h
K8, LS, GDCA I NPT D 43 )75, 1A # 2, GDCA wlilid 5
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3)

4)

5)

=R BAE SRS MREUE RS Ty U B AT, AR H R
BRI, A AREE A M ER AL BIGAIE B R AR AN AR BB A

Fo 25 H SRR AL LA 20 9 N F I I BEAIE 1 0 B (RSO S B I N RS A
H R TP NS B HE N ROF A o TR, XA N B 475 S it 1 % T 1 ' 4%
JiR.

TEXR A . A% AR NE 15 32 R P 28 FOEAIE PR, 6 75 B i SUR B A 1%
BUR], N B R BSR4 Fir B B A EBUIE A SRR sl B 2% BT AL A5 1
RS

WA T, GDCA & AT LUt B =77 BRI BRI IEZ S WL & 1y
5 GDCA Tk NS =7 BT A T H M1 5, AT BB =7 BT, sk
THF TSNS ERE SR

2. For the Type IV Organization Certificate, the following authentication is performed:

1)

2)

3)

4)

5)

3.

Confirm the legal existence of organization. This can be proved by a valid document issued by
a government agency, such as an Industrial and commercial business license, enterprise
National Organization Code certificate, or validation through well-known authorized third-party
database.

GDCA must verify the information provided by the subscriber through voices communication,
videos, photos taking, etc. and also cross-checking with well-known third-party database, to
ensure the consistency of the information from different channels. If necessary, GDCA may
contact the organization based on information obtained from the third party, such as telephone
number, email address and so on to verify the authenticity of a particular information item of the
applicant, e.g. job position of representative or whether the person from the application form is
the real applicant.

GDCA should validate the materials submitted by the representative, as well as the identity of
the representative and the signed document from the organization to verify the authorization
from the organization. If necessary, GDCA shall do a face to face validation for the
representative.

GDCA must verify the ownership of proprietary when a domain name, a device name or an
email address is used as the subject of the certificate. For example, the subscriber should
submit ownership documents of domain name, and supporting documents or written ownership
commitment of subscriber, etc.

If necessary, GDCA can also verify the subscribers’ identities using the information obtained
from the third-party. If GDCA cannot get all the required information from a third-party, it may
delegate the third-party to conduct an investigation or require certificate subscribers to provide
additional information and evidence materials.

S 5 HAAIE S AL SN LA B 0 45031
BAEFTHLNN (BURFHLR . gl A s B At e 2155 4 B s 5 HaA
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HIS, GDCA RL455%0 H S i EAT M I 450, B4R AN PR T

D AT BUBIKIEE =07 S I BORRIE B Z A SR SEAE AR, B HBURF LG R H ) &
VEMETER, B HE A AT BB SR AL R E B TR

2) A RO A H SN RS FOR LS, M ORI IE R 2R H LW 78 45 1
PRI REPR AL B L AUIRIE M5 B

3)  HERHLHMAE R EIEN N S04 I, GDCA MR IZA SIS HAN A
SO LS, I BRI KARL AT # 4% 5

4)  HIERHLHRIET BHIZAUR K HIERT, GDCA M ERIZBUR KSR ZA LW 7
SR TR B SO (i), s R A BUR R AT B H SR ) B A 42
L

5)  DATHIA I AR A7 A% 7 U A ABARER B 473 38 12 7€ 1) B i BA SO CRILFE (AN PR T &
THIE P IREE HEAH G IEHTRD, Sl AR R EZ LS .
WA F 2, GDCA & r] LUl 3 = J7 43 3 (¥ il 555 5 Bl & 2T A .

3. The organization mutual recognition certificate of Guangdong and Hong Kong

For the organization mutual recognition certificate of Guangdong and Hong Kong, the following
authentication is performed:

When organizations (government agencies, enterprises and institutions, etc.) apply for organization
mutual recognition certificate of Guangdong and Hong Kong, GDCA should conduct a strict
authentication process on its identity, including, but not limited to:

1) To confirm the existence of the organization through information (e.g. proof of legality issued
by a government agency) provided by an independent, authoritative third party or supporting
information provided by other recognized authoritative organizations.

2) Validate the authenticity of the organization's application materials in an efficient manner to
ensure that the application has been fully authorized by the organization which can provide
additional information that must be verified.

3) If the organization certificate includes the identity of the individual, GDCA shall request the
organization to verify the authenticity of the individual identity and to submit relevant materials
for review.

4) When an authorized representative applying for an organization certificate, GDCA shall
request the representative to submit a written document (such as a letter of attorney) that is
fully authorized by the organization, and to verify that the representative has been specifically
authorized by the organization.

5) Conducting a face to face authentication on an identity of authorized representative, GDCA
confirms the identity of the representative by a legal document of attestation (including, but not
limited to, identity cards, passports or other identification documents).
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GDCA may even contact the applicant via telephone number retrieved from a third-party to confirm
the identity of subscriber, if necessary.

sbAh, AER, GDCA W] LABE B Bl E R m 77 M Bk

HIE A LS5 ORIE RIS MR ST 2, AR 5 AR SR R 5T

%+ DV SSL iEFS, GDCA HIEGHIEMI S A BB AL, A% HiEALL B 4 HEAT B0,
A A B SRR IR A CPS 5 3.2.7 Tifiid 44T . 1T GDCA TrustAUTH R5 ROOT
IEFS . #rZemHR RS M CAE5. GDCA TrustAUTH E5 ROOT 25 K ) 1 4% CA B & 1
W PIET, GDCA #SL PP Al it FH T IR A7 ZE T 7E i AU IR VE RS B IE T R o i)
A R HIEIER, GDCA H4% T LAME4.
If necessary, GDCA can also establish other required identification methods and information.

The applicant is obliged to ensure the authenticity of the application materials and bear
corresponding legal responsibility.

For DV SSL certificate, GDCA only verify the ownership of website’s domain name and not verify
the identity of the subscriber. The verification of ownership should be performed according to
section 3.2.7 of this document. For the subscriber certificate issued by the subordinate CAs of
GDCA TrustAUTH R5 ROOT certificate, %%/t R5 # CA 145 and GDCA TrustAUTHES ROOT,
GDCA establishes evaluation process to identify the applicant with potential high risk. GDCA can
refuse the certification request from this high risk applicant.

3.24. BEFSHHILH Authentication of Equipment Identity

B S 1 5 0 AR IR HL B AT & AR T AN R, GDCA U 1T 7 BEAT B 43 %
s BN A

BER AT 7 BRI R, BRI SO IE I SO E AR BN Ak 55
IR IR NA AU B R AR B

Authentication on equipment identity varies by  different owners. GDCA must authenticate the
identity of subscriber, including the following:

Subscriber submits application form of equipment certificate with original and copy of owner’s ID,
authorization of operation, original and copy of delegated person’s ID.

VLA 2 1) B A7 5 SRR AR 7] 22 o RS R 1) B 3 S8 00 05 AT, 1T P A A,
Yy S BE AR CPS 5 3.2.2 158 4 XN NIEBENRFE AT 1T/ AN, T8
CPS % 3.2.3 %95 4 BHUIEP & RAE AT .

R EE 1 RS DGR RS RO B = 5 B0l B R ARSE, EfufE IS
iz, HEMEERLLHREHEFIAAME.

IZEFALL TP N B AR UEA 1 A R B
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Authentication of Individual equipment Identity will be different according to the different owner of
the equipment. If subscribers are individuals, GDCA performs the verification of identity according
to the CPS section 3.2.2 class 4 personal certificate identification process. If subscribers are
institutions, GDCA performs the verification of identity in accordance with the CPS section 3.2.3
class 4 institutions certificate identification process.

GDCA checks whether the key information submitted by the applicant complies with those from
valid documents or information from third-party database in order to avoid the writing mistakes.
However, application information should be subject to applicant’s confirmation.

GDCA checks the original and copy of authorized delegated person’s ID.

When the device name is applying for a certificate as the certificate subject content, GDCA also
need to verify whether the applicants have the right to do so. Confirmation can be done as follows:

Applicants shall provide the certificate of ownership or the written commitment of the ownership or
use-right from the institution with company chop.

WRANNA 7 2, GDCA B ] LU M HE =T IR A5 B OREAE 1Z s H A S
fir, Wik GDCA ik =738 Fra A BE S, AIRITEH =5 T E, sk
i & SR LA MO (5 B ARIE AT R

Bk, AEERF, GDCA ] LA H e T s ZE A 2 0 AN Bk

If necessary, GDCA can also verify the applicants’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate a
third-party to conduct an investigation or require certificate applicants to provide additional
information and evidence material.

GDCA can also set other required identification methods and information.

3.25. SSL RS 4rH4 R Authentication of SSL Server Identity

WA T2 R HUE BRI RHAT AR E I 205 X, BRI N2

XFF OV SSL iE, 5 IE R ul fr A E A B B SE Sy, H2) 07 A CPS
55 3.2.3 1 4 RHUIER L RIRAR AT .

X5 IV SSL RS, FRgiE M 28 FH A NE S Sy, H4E5) 77 %A CPS % 3.2.2
TEE 4 A NUEF NIRRT .

XtF DV SSLET, W FIRUEA NSHLAIRT W sl sk 4 (1 B AL sl AL, TE AL
FEJERAN N LS 5 3 BEAT BAIE
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XFF EV SSLAETS, H %575 0lE (GDCAEV iE+ L FAEML 25 MUY, 7 CPS
AT AT B AR A

FEXR A W AE NAIE S 3 P 25 B UE B, 30 T3 B IE %A SR B AR, X
LS RZIRA CPS 28 3.2.7 T HUT -

GDCA must perform different authentication methods depending upon the types of SSL certificate
applied by the subscribers.

For OV SSL certificate, GDCA shall validate the identity of the owner of website in accordance with
the Type IV organization authentication procedures in section 3.2.3 of CPS.

For IV SSL certificate, GDCA shall validate the identity of the owner of website in accordance with
the Type IV individual authentication procedures in section 3.2.2 of CPS.

For DV SSL certificate, GDCA shall validate the ownership or control of the domain name and will
not verify the identity.

The validation procedures of EV SSL certificates is described in the GDCA EV CPS and not
covered in this document.

In case of domain name is used as subject of certificate, GDCA shall validate whether the
organization has the right and the validation of domain name is supposed to be in accordance with
the CPS section 3.2.7.

WHANNHE T2, GDCA & v LA A EE = J7 BRI BRI UE Z H il & A A &
fit, WHR GDCA TEMB=FHRBFAENGENGEE, RS =7, 8ER
H i 2 SR LA (5 RORIIE B A R o

BeAt, NE, GDCA & LA e H e Fr s 2 i 2500 7 A Bk}

If necessary, GDCA can also verify the subscribers’ identities using the information obtained from
the third-party. If GDCA cannot get all the required information from a third-party, it may delegate
the third-party to conduct an investigation or require certificate subscribers to provide additional
information and evidence materials.

If necessary, GDCA may also establish other required identification methods and information.

3.2.6. RIS 54147 Authentication of CodeSigning Identity

e A5 4 By 4 1) 45 AR H AR 40 A & 1A FIPAT A R & 48500 07 =X, 4T
UL, F I8 A CPS 55 3.2.3 558 4 RHUMIE B RIFAESIAT: T/ AR, %18
A% CPS 5 3.2.2 155 4 KA NIEBENRAEIAT . EV AURBRE4 B 4 1) %259 1845 (GDCA
EV IE TP SN, A CPS AP H kA7 B AR A o

HE AR 44 AT 7, AL EAN N, D620 FEAR AT 25 42 1IE 45 468 FH 31 1Bl i s 7
FEHEHAE B SO, AR VE A FARRD 4 UE T 5 R RS 2R
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Different authentication of subscribers’ identity for a code signing certificate is performed based on
different subscribers. . For organization subscriber, GDCA performs certificate validation process in
accordance with the Type IV organization authentication in CPS section 3.2.3; for individual
subscriber, GDCA performs certificate validation process in accordance with the Type IV individual
authentication in CPS section 3.2.2. The validation procedures of EV CodeSigning certificates is
described in the GDCA EV CPS and not covered in this document.

Subscriber must make a statement and prove for the use of the CodeSigning certificate. Subscriber
must promise not to sign malicious software, virus codes, infringement software and hacker
software using the CodeSigning certificate.

3.2.7. BAZKHAFLR] Domain name recognition and identification

X T34 SR IE , ABIRIE R SRR AT LU FRE# I BE A R, T w3 B AL, GDCA

AR LA #5077 30 B — i

1. I A4 VIR S5 B BB R 58 = 05 s e o A ) B i 1238 A A E S D R
TR B G, USRS HL T IR bk AT R 807 S S A A IS R, i
o] AR B SCBEE AR (. IS ERIEMHME R 844 E B4, #il
1,4 B A AL . 4 591 77 203275 Baseline Requirments v1.4.1 %5 3.2.2.4.3 i fl1%45 3.2.2.4.4
s

2. AR 344 IR 55 ML AL B 48 44 IR B S AT A s . %800 U7 SN 75 Baseline
Requirments v1.4.1 % 3.2.2.4.5 75,

3. fEfL7 FQDN (GEafREis4) B URl (Gi—FRIFEARIART) HIFEZR N 0T X2 1
B Ry, Wi I7 LA IEE X FQDN HSEPrisfilil. 25077 2E1E
Baseline Requirments v1.4.1 5 3.2.2.4.6 7.

For the purpose of domain name validation, entities to be validated may also be the applicant's
parent company, subsidiary company, or affiliate. GDCA may use one of the following ways for the
validation of domain names:

1. Obtain the e-mail address or phone number of the domain name owner listed by the domain
name registrar or other authoritative third party database, and check the key information (e.qg.
documentation information or domain name details etc.) with the owner by emails or phone
calls to confirm its ownership of the domain name. This way of validation conforms to section
3.2.2.4.3 and section 3.2.2.4.4 of the Baseline Requirements v1.4.1.

2. Verify according to the domain authorization documents provided by the domain name
registrar. This way of validation conforms to section 3.2.2.4.5 of the Baseline Requirements
v1.4.1.
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3. By making a change to the agreed-upon information found on an online Web page identified
by a uniform resource identifier containing the FQDN, to confirm the applicant’s practical
control over the FQDN. This way of validation conforms to section 3.2.2.4.6 of the Baseline
Requirements v1.4.1.

XFFIERCAT AL, GDCA i RZEECAT A 344, PRIEEECAT (%) Al iligi42 &
WA B TR — A R Ak A H A BRBUT LRSI, FEal e SRAG .

GDCA fEZERCAT (%) A M B R TIIRAL . A IR S H3g 2 e B LAY
PR A FRE P A, BRI i 2 REMEAIE W L 58 A P ik 44 O i A i 4 22 1)

WES, GDCA B ERBUOL B ML di A i, LAz s AL, R
RHEAGEFRBARN AT B, 1% FEE AMFIELIXFER .

As for the validation of a wildcard domain name, GDCA verifies the domain name in the right
position of the wildcard to ensure the domain name in the right position of (*) is obtained through
registration, and explicitly owned or controlled by a business entity, a social organization, or a
government authority etc.

GDCA rejects any certificate request with a domain name in the right position of the wildcard (*)
being a gTLD, public suffix, or a registry — controlled domain name, unless the applicant proves its
rightful control of the entire domain namespace.

If necessary, GDCA may also perform the independent investigation to confirm the ownership of the
domain name. The subscriber shall not refuse the requirements when corresponding assistance is
needed from GDCA.

3.2.8. MU FRIE Verification of DBA/Tradename

FAEP E A DBA B 4K, GDCA Flifit LUF 5 2 i & b —Fl LU sz
IV & A RS 1% DBA R ML 44 7K -
1. HEE FTIERE X I BURF LA B (K FT IE B B & SV O A ESEA AT S0k, Bk
5 Z BRI VA
A P B SR
597 SR ELI 2 DBA GHRER LA FR A BURF B Va8 5
Bt S ARF ST PRI B B 2
PR B, HRAT XK B, A5 AR IR B, BURFSS R IR, B GDCA I\l 4
SOETATW S

a c w N

If the subject identity information is to include a DBA or tradename, GDCA verifies that the
applicants have right to use the DBA/tradename using at least one of the following:

1. Documentation provided by, or communication with, a government agency in the jurisdiction of
the applicant’s legal creation, existence, or recognition;
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2. Areliable data source;

3. Communication with a government agency responsible for the management of such DBAs or
tradenames;

4. An attestation letter accompanied by documentary support; or

5. A utility bill, bank statement, credit card statement, government-issued tax document, or other
form of identification that GDCA determines to be reliable.

3.29. FrEEB#IAS%R] Verification of Country

A e I AL [ 5L T, GDCA I AR =77 Hifs PE A& ) I DNS 5%
TR P bk B AR EE A IP sk R B BT E [, OR FR I ONR 1P MLt BT AE [ 5 SN
SEBR T AE [ — 2

In case the “countryName” field is present in the subject, GDCA verifies the country associated with
the subject though checking the IP address of the applicant or the IP address on the DNS record
from an authoritative third party database, to ensure the IP address of the applicant is consistent
with a country where the applicant is actually located.

3.2.10. 1P bk AR XA Authentication of an IP Address

GDCA KHI LR 77U i —Hh, AR % & 44T S s bras il i 1P ddik.

1. HISHIREEA B A Z IP HuhkfuE B SO/, ndg i A IANA (the Internet Assigned
Numbers Authority) 5 [X 5 AREEALFIZRAS 1P Huhik 73 B R 3IE B SCAF

2. fEALE IP MR URD (G —RUEFRIASRT) MIFEZM 0T X2 5€ 115 BT ),
i 75 A BT X 1P ik ) S PRz AL
GDCA AN IP k%5 % EV SSLAEH.

GDCA adopts one of the following ways for the authentication, to confirm the applicant owns or
practically controls the IP address:

1. GDCA confirms the applicant’s capability to actually control and manage the IP address, and
the applicant provides relevant authorization documents over the IP address, such as the
authorization documents on the IP address assignment obtained from IANA (the Internet
Assigned Numbers Authority) or a regional agency.

2. By making a change to the agreed-upon information found on an online Web page identified
by a uniform resource identifier containing the IP address, to confirm the applicant’s practical
control over the IP address.

GDCA does not issue EV SSL certificate for an IP address.
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3.2.11. R FIHER M Data Source Accuracy

FERL AT B SRS Ay P AR R A5 A FH 2 1T, GDCA SHZ IR (1 T et ,
Bk, M CBE e e s AT B AT VRN, R EE LR R &R
PR M5 B AR IR
5 RSV T AR
HARHERIRT, MR R H 1
HHE T A A% 1T M B T e
Dy et B O R A
A MV A g P A0 S Hhs SR b 3RAS 1 25080 BRSO AN I IE B A AT 27 AN A, U
GDCA A {8 F 125t K ST AT
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Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its
evaluation:

1. The age of the information provided,

2. The frequency of updates to the information source,
3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and
5. The relative difficulty in falsifying or altering the data.

GDCA may use the documents and data to verify certificate information, provided that it obtained
the data or document no more than twenty-seven (27) months prior to issuing the certificate.

3.2.12. WHWIERIT P45 B Non-Verified Subscriber Information

WH, B IZRENE T P AUESR I B 005 8 fa B B W I SERSsE BAAh, XE
TBCH EORIGIERIIT 5, GDCA AR RAF B H S, AAHH R AE ST E.

In general, apart from some necessary information require to be verified. For the subscriber
information which is not required to be verified, GDCA does not promise the authenticity of such
information and does not bear the relevant legal responsibility.

3.2.13. HAUAIA Validation of Authority

PV P I TP NIPEIEFS ML 555, GDCA #E4T 40 R 4k -
1. B =07 Sk B AR 55 B8 e UM 328 T 188 R 1 S 0T Bz L A7
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GDCA FVFHIEE 48 E ML NSRRI IET 27 i # LA 46 52 1 T BT
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B G O SR IE R, GDCA K[ HHiE# R H C R AN A I

The following verification should be conducted while the representative of organization subscriber
applying for certificate:

1. Confirming the organization from third-party identity verification service or database,
documents issued by government.

2. Using telephone, postal letter with return receipt, employment proof document or any
equivalent way to confirm that the person belongs to above organization and his/her behavior is
authorized by these organization.

GDCA allows an applicant to specify individuals to request certificates. If an applicant specifies, in

writing, the individuals who may request a certificate, then GDCA does not accept any certificate

requests that are outside this specification. GDCA provides an applicant with a list of its authorized

certificate requesters upon the applicant’s verified written request.

3.2.14. H#E{EHEN Criteria for Interoperation

ST AR B FUGER S, ATLLS GDCA HEAT H MR, {H2i% 8 FUAERS:
PR CPS 25 GDCACP #2:3K, Jf H5 GDCA 2 HH B Ml

GDCA ¥ KIE LN A, $%3F GDCA HIKIENM SR IER, %R
FHREFRIE S o

BEHAI, GDCA RZEREMAEXAEF,

AR E SOEHE IO I BUE , GDCA H4/™4% T LAAT .

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS
are in compliance with the requirements from GDCA CP and sign related agreement with GDCA.

GDCA accepts the information authenticated by other CAs and issue corresponding certificates
based on the agreement.

To date, GDCA has not issued any cross certificates.
If there are provisions of national laws and regulations regarding interoperations of issuing

certificate, GDCA will perform strictly according to relevant legislations.
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3.3. FHEIERPIMRIREXS Identification and Authentication

for Rekey Requests

FEAT PREBEIAT, AT/ SR I P AR5 2 . GDCA — it
EERIT P AN B B BT FRIE <R

Prior to the expiration of an existing subscriber's certificate, it is necessary for the subscriber to
obtain a new certificate to maintain continuity of certificate usage. In general, GDCA requires
subscriber to generate the new key pair to replace the old one, which is called re-key.

3.3.1. I HAREHRFIRE XS] Identification and Authentication for

Routine Rekey

X T BRIEE LN SR S A R, 1T SRR R R EE B RS E R, A
P4 IEBFE55%E, X BE SER 3T LU LA 5T -
®  HIEXS B BEE R AR I H U EN A 2K s
®  FHIFIEFS LT AR B 1 2 AT IR IE ;
® A TREME BT B .

For general application of rekey, subscriber must submit sufficient information for identifying original
certificate, such as DN of subscriber, serial number of certificate, etc. Authentications are including
the following:

®  Original certificate issued by GDCA exists.

® GDCA verifies the signature of re-key request using subscriber’s public key in original
certificate.
® GDCA authenticates the identity based on original registration information.

BB S o RS P SR R s (R SO s oA A, DAL, AT P AR R
SRR, A6 5B P T ORI 1 SCA Bl A e, it sk, GDCA
R A DUE

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or
data. Therefore, the subscriber should make sure the encrypted documents or data have been
decrypted before they apply for the secret key's updating. GDCA shall not assume any
responsibility incurred by failure of decryption by the renewal of the secret key.
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3.3.2. B4 e A IR RE XS Identification and Authentication for

Rekey After Revocation

GDCA AN FEHEIE 545 85 5 12 FH BE
GDCA does not provide Re-key/renewal after revocation.
3.4. BEERPIHIREXS Identification and Authentication for
Revocation Request

2 GDCA EEMHA 787 BB mATT 7 BREBR, ABURERAIES, XM
TEOLTCAEAT S5 o G RAT P BB ER AL, LA CPS 28 3.2 Tfliid AT S

GDCA or RA can revoke a certificate based on sufficient reasons without authentication.
Subscribers who request to revoke s certificate follows CPS section 3.2.

3.5. FTAURSHABIPRIRAET] Identification and Authentication

for Authorized Service Organization

i&E AT GDCA TrustAUTH R5 ROOT iFE. E#if RS # CA iF$. GDCA
TrustAUTH E5 ROOT 25 & )2k CA FiZs k1T FHEYs, GDCA HATHEATIET RA, A
4T HAL RA.

For subscriber certificates issued by the subordinate CAs which are issued by GDCA TrustAUTH
R5 ROOT certificate, #ZzH1{ R5 iR CA certificate and GDCA TrustAUTH E5 ROOT certificate,
GDCA will serve as RA by itself, rather than assign another RA.

A EBEMEBRBIEESR Certificate Life Cycle Operational

Requirements

H CANERGZ K HHEIE, GDCA 2K NRAEF . HLHRANIEF A 2L
W09 3 LI BRI IR ARy 5 B LA SSL AR 5% Sl AN AS 22
YAEBHIA RN 3 8L« — A RERIE A dr FUW AR HE L I 2% KA
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From the issuance date by GDCA system, individual and organization certificates are valid for a
period no more than 3 years; equipment certificates are valid for a period no more than 5 years;
SSL server and CodeSigning certificates are valid for a period no more than 3 years. A whole
certificate life cycle includes the application, verification, issuance, distribution, renewal, logout,
revocation and archiving, etc.

4.1. EFHE Certificate Application
4.1.1. iEF5 #1115 524% Who Can Submit a Certificate Application

RS FE SEAR A AE AN NN BA ISR N B A S WU (RAEATENLS . SRl spr
e ik IDNEMEI [

Entities of certificate applicants may be individuals and organizations with independent legal
entities (such as administrative organizations, institutions, social organizations, people's
organizations and other organizations).

4.1.2. FEMHEFE 5 $T4E Enrollment Process and Responsibilities

1. UEPBHENIERE

1) TS RLUE R R

2) BT RLFIE B AL E] GDCA TR (RA B LRA) HEATIEFHIE, 1M
WU BAZIEIL S, RN TR Hoh o RS BN S N A AN F I &R 4
AR

3) VEMAHLKF GDCA FEACIEFE K, ] 22 4 1% 2 GDCA.

4)  GDCA HR¥EE M PR A1 K25 A UE

5)  HEMHLRE I 2 A iy ORHIE A AT AT

2. L

1) HEHNEHEL THIT . CP A CPS S5 320 I, 45 b 26 Tk
PIEHTEE . BRIl S AFELR ARG N A .

2) TP 5T GDCA $eft F sz, SEFIHERG LT BB (S BRI BTk .

3) MM RIS LT PR AERUE T HEE B S B OHIE A BORMG — BOMERS A AR, RIS
AR R B A% T AT

1. Certificates registration process
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1) Subscribers shall fill in the certificate application forms.

2) Subscribers shall bring the corresponding proof materials to the registration authorities, i.e. RA
or LRA of GDCA, for the application. After reviewed by RA, the request data are recorded.
The reviewer and information recorder are two different system operators respectively.

3) The certificate requests submitted by RA shall send to GDCA through the secure channel.
4) GDCA issues certificates according to the registered agencies’ requests.

5) RAs deliver certificates to the subscribers in a secure way.

2.  Responsibilities

1) The applicants should learn about the agreed-upon matters stipulated in the subscriber
agreement, the CP and the CPS etc. in advance, particularly those in relation to certificate
usage, rights, obligations and warranties.

2) The subscriber has the responsibility to provide real, complete and accurate certificate
application information to GDCA.

3) RAs shall ensure the consistency between certificate application information and identification
which subscribers provided and bear corresponding responsibilities of review.

4.2. EFH B Certificate Application Processing

4.2.1. HB 5% B ThEE Performing Identification and Authentication

Functions

2 GDCA S EMUE 332 BT P HIEH HiE 5, R4 CPS 3.2 2K, XfiT /-
AT B iR 5 S

GDCA 7EACFEES Hid I A v, @ 1 AT B DRUE 1345 (B 5 TE 8 1 B 45 BT
o HHIEBA RS BRI HIE .

TEUEBE K AT, # GDCA MR4E CPS 3.2 fif & SR IR 13 (M s B B SC AN 27
NH HAZAE B R R A, W GDCA RIAE AR BRI S, A SHER T IIE R

After GDCA and its registration agencies receive the subscriber’s certificate application, they should
perform identity recognition and verification of identification over the subscriber according to the
requirements of CPS 3.2.

In the process of certificates application, GDCA will take effective measures to ensure that the
certificate information is in line with correct application information, and the certificate is issued to
the right applicant.

GDCA may use the documents and data provided in section 3.2 to verify certificate information,
provided that it obtained the data or document from a source specified under section 3.2 no more
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than twenty-seven (27) months prior to issuing the certificate, and provided that no changes
occurred to the documents and data within such time period.

4.2.2. iE 5 B 5 i #E A1 3E 48 Approval or Rejection of Certificate

Applications

4.2.2.1. IEF BE ROHLH#E Approval of Certificate Applications

GDCA JEMHUAE BBl 58 i T IE+5 Bl BT e /5 BB A 2D BT R SSIE 1 K m
GDCA i AT IEUE PR AEIEF 1, — FAEHHORAT, CA KB HERTES
T EE S B R IERTE.

After GDCA’s registration authority successfully completes verification steps for the certificate
application and submits a certificate request, when GDCA formally issues certificates, it means
GDCA has approved the certificate application. Once the certificate is issued, GDCA shall not have
the responsibility for inspecting the accuracy of the certificate information.

WERFFE NIRRT, VEMHLE (RA) AT RAEAEIESS H i

1. iZHEEAT A CPS 3.2 KL FIT 1 S0 bR IR AN % A SE 5

2. HEE BB RO P MU 2SR

3. HIEH CAIIBUE ST T AR B H .

RA will approve the certificate requests, if  the following conditions are met:

1. The application shall completely meet the requirements from CPS section 3.2 regarding the
subscriber's identification information and authentication.

2.  Applicant accepts or has no opposition regarding the content or requirements of the
subscriber's agreement.

3. Applicant has paid already in accordance with the provisions.

422.2. IEF HiE IFE4E Rejection of Certificate Applications

MPRAETINEE, TP (RA) FELIEF HE:
1) ZHIEAFFEAR CPS 3.2 KA 1T 1 By HIFRIR AN 5 AE 5
2)  HIEEABEIR ML Z W S UE IR
3)  HTEFE B ARERZAT A RN AR
4)  FRIEE AT B AN RE 4% B E SOAHRE L) 2 H
5)  HIIHMIEF S ICANNCThe Internet Corporation for Assigned Names and Numbers)
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e H gTLD (THZdek44);
6) GDCA B MU A 1% HE 1 20T GDCA 7 R G+ VR A Gy Bl P 0k

If the following circumstances happened, GDCA refuses the certificate application in case of the
following situations:

1) The application does not meet the specifications of subscriber’s identification and
authentication in CPS 3.2.

2) The applicant cannot provide the required identity documents.

3) The applicant opposes or does not accept the relevant content or requirements of the
subscriber's agreement.

4) The applicant has not paid or cannot pay the appropriate fees.

5) The requested certificates contain a new gTLD under consideration by ICANN (The Internet
Corporation for Assigned Names and Numbers).

6) GDCA or RA considers that the approval of the application will bring about controversies, legal
disputes or losses to GDCA.

X} GDCA TrustAUTH R5 ROOT k-5 . #r 2 i AX R5 #i2 CA iE-+5 .GDCA TrustAUTH
E5 ROOT KM CA Fras KT FHAES, W sk k5 B, =i
GDCA i\ it EiZ HiiE LA m Xt , GDCA RiFE44i% i, GDCA M5 £ i Ik A
B EE) T A ORI . AR DT I 2% 2 e A U B S5 58 =T KA &2 B, A LI
IRAFFRIE 3 Fa 115 R, B GDCA Al I T~ PR5E ) 6 4 1 B3 HAth Vi B FH e B RE 17
62 FRUE T iE SRR B AOUE 15, BT RIGES TIETS i WU B A3, TEBSZUE T i I
K BEWIZFNERE L M THIRP B RGN, GDCA W HEAR LI HIE.

ST IR RS F %, GDCA 3 A1 H i & - B i 2RI

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT
certificate, #7418 R5 2 CA ilF15 and GDCA TrustAUTHES ROOT, if the application is prohibited
clearly by laws and regulations, or GDCA considers that there are highly risks to approve the
application, GDCA shall reject it. GDCA establishes and maintains a list of high risk certificate
applicants according to the list provided by anti-phishing alliance, antivirus vendor or related
alliance, government agencies which are responsible for network security affairs and other third
parties, or the disclosure of information through public media reports, or previously rejected
certificate requests by GDCA due to suspected phishing or other fraudulent usage or concerns.
GDCA will query information from the list during accepting certificate application. If the applicants
appear in this list, GDCA will reject their application directly.

For the rejected certificate application request, GDCA will notify the applicant about the failure of
application.
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4.2.3. AbFEIEF B 5 AR A] Time to Process Certificate Applications

GDCA AL E MR R Al S B PSS F3 RS ARG B 15 2 — B LAY
BT B RAE S, KA 7T A TAEH WARERE S HS

FEA AU BE 15 E LRI (RS PR Y AR BEAE S R BCR HES I AR R S, 528
AEFHBARAT 1 AHIRAS B 75 A s 82 | GDCA Y FLEDK .

RA authorized by GDCA will make a reasonable effort to check the certificate application
information as soon as possible. Once RA received all the necessary information, it will process the
certificate application within 7 working days.

The capability of the RA to process the applications within the period mentioned above will depend
on whether the applicant has submitted the true, complete and accurate information as well as
responded the management requirement of GDCA in time.

4.2.4. INENLFZAL (CAA) Certification Authority Authorization (CAA)

XtF GDCA M & i /& CA/NI Y #3815 EV Guidelines. Baseline Requirements %3k
MIAFERME(ER SSLUET, M 201747 H 1 Hig, GDCA KXtk iE i35 44 &
T 4R~ ANSName fi CAA e sRAS 7, 7E L2 BT, GDCA XF SSLAEH: HiiE it CAA
W T o

GDCA #R#E RFC6844 [ AL “issue”. “issuewild” Jz “iodef” [#))& 1t br%s -
27 “issue”. “issuewild” FRZH AL A “gdca.com.cn”, W GDCA AN KXt M FIAIE TS5
# CAA L HIL “iodef” b2, N GDCA 5 Hiilk #7418 Ja Y /& 15 A H AR 1S .

GDCA LA R4 CAA itk BRI A AT 28 R AEF % F: 1) £E4F GDCA 1)
FA Bt &) CAA KRG 2) Bl —IRE T AR CAA il 3) A fE
DXCRAEAESR 7] ICNNA MR X 5 ) DNSSEC 0 iEHE .

For the publicly trusted SSL certificates issued by GDCA and conform to the EV Guidelines and
Baseline Requirements of the CA/Browser Forum, from July 1, 2017, GDCA will check the CAA
records for each dNSName in the subjectAltName extension of the certificate to be issued, and
GDCA will not perform the CAA check for the SSL certificate requests before July 1, 2017.

GDCA will process "issue", "issuewild", and “iodef”’ property tags according to RFC6844:

GDCA will not issue corresponding certificates if the "issue", "issuewild"property tags do not
contain“‘gdca.com.cn”. In case the property tag “iodef” is present in the CAA records, GDCA will
determine whether or not to issue certificates after communicating with the applicant.

GDCA treats a record lookup failure as permission to issue certificates if: 1) the failure is outside the
GDCA's infrastructure; 2) the lookup has been retried at least once; and 3) the domain's zone does
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not have a DNSSEC validation chain to the ICANN root.

4.3. FRZK Certificate Issuance

4.3.1. ERFERAEPEMRIE (RA) MEFNERFIME (CA) KIfTA

CA Actions During Certificate Issuance

MR CA FIEF%5 % H1 GDCA AU RIS N G I K A A8 4, AR CA $ATIIE
PR RIE.

TEIE A RS FE T RA M EL G S 5T IE B g aiit, JHBIHAE RA R
RAEBIER AL CA MIEBE K RS, RA KL CA MIEB&EIEREEIE RA I
G0 %555 BRI, JE ISR B EM CAIERZSK R4 .

CA MIE-HZEK RAIERM RA FHERZRIERIG, HREA RA MEEHITENS
fiEss, MNTABERERER, IEBERRGERI FIE.

GDCA FEfLHEIET i 2 5, KR . IEB MR Rk B UGE RS LI i
25 4 E S HEE T IR H

i#H GDCA 25 R IMIE-F51E 24 /NN AR 3K

A trusted person authorized by GDCA deliberately issues a direct command with respect to
certificate issuance by the root CA, in order for the root CA to perform a certificate signing
operation.

In the process of issuing certificate, the RA's administrator is responsible for the approval of
certificate application, and sending  certificate issuance request to the certificate issuance system
of CA via the RA system. Issuance request which RA sends to CA must include identification with
the measures of information security. RA must ensure that the request is sent to the correct CA
certificate issuance system.

After obtaining the RA certificate issuance request, CA certificate issuance system authenticates
and decrypts the requests. For the valid certificate issuing request, certificate issuance system
issues the subscriber certificate.

GDCA will issue the certificate after approval over certificate application. The issuance of the
certificate means GDCA approves the certificate request formally.

In general, certificates issued by GDCA will take effect within 24 hours.
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4.32. BT\ UE AR 55 ML A8 A A LM X 3T P B @ 45 Notifications to

Subscriber by the CA of Issuance of Certificate

GDCA 2RI LR J Uit 75 J 3 FiiT ) -
1. HLFERAU 152 B [EI9A
2. TR (e-mail);
3. I E TR EAIT T CUn S B2 B R T O
4, HAth GDCA I N4 w47 177 3.
GDCA will take the following notification ways to inform subscribers:
1. Electronic or paper receipt
2.  E-malil
3. Face to face (such as the applicant gets certificate from RAT, etc.)

4. Other secure and practical manners considered by GDCA

4.4. EFEESZ Certificate Acceptance
4.4.1. MBI SZEB AT A Conduct Constituting Certificate Acceptance

Lo AT BATV R E TR GDCA R R 55 WIS RAIE TS T 3 E b s, ik
TR ERGE AR P Tk,

2. GDCAVEMPHUMIARE AT /7 N 8AETS, N BE T K B R AFAE B UE TS B A o
IR T IR AR P A TR

3. W THAREBM R, I HBA R SHEBEE B A 2

4. VTP ROVIEF B IE S N AR AR R I

1. Subscribers access to specialized GDCA certificate service website, then download certificate
to the certificate carrier, that means subscriber totally accepted the certificate after it has been

downloaded.

2. When RA of GDCA downloads the certificate on behalf of subscriber, the downloaded
certificate will be kept in digital certificate carrier. Once the subscribers accept the certificate

carrier, the subscribers accept the certificate.

3. Subscribers have received the way of obtaining the certificates, and no objection of the

certificates or their contents.

4. Subscribers failed to oppose or conduct the operation of objection over the certificates or the
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content of certificates.

XtF GDCA TrustAUTH R4 OV SSL CA & GDCA TrustAUTH R4 CodeSigning CA ilE

PR BT UES, W SR IEBRIAT -

1. AT EATUI R E T T GDCA TIE -5 Al 55 WUk 45 2, UE 5 T 8o ER IR 1T %
%2 Tkt

2. GDCA EMWUMZEIT PRV T, BT T EAET, FFUuE-iE e gg ok & Hofh
GDCA AT FETT KIR LT 7, BRERIT P82 TR+ .

3. WFERRZ THMRIERM TR, I HRA TR ROIE BB R I A A

4. AT RONHIEFS B I+ A 28 B HRAE 2R U

For subscriber certificates issued by GDCA TrustAUTH R4 OV SSL CA and GDCA TrustAUTH R4
CodeSigning CA Certificate, the following behaviors constitute acceptance of certificate:

1. Subscribers access to specialized GDCA certificate service website and download the
certificate. When the certificate is completely downloaded, it represents that the subscriber
have received a certificate.

2. GDCA's RA downloads certificate on behalf of the subscribers, when a subscriber receives a
certificate from RA through e-mail represents that the subscriber has received the certificate.

3. Subscribers have received the way of obtaining the certificates, and no objection of the
certificates or their contents.

4. Subscribers fail to oppose or conduct the operation of objection over the certificates or the
content of certificates.

4.4.2. B TFAE ARG AL SHIE B & A Publication of the Certificate by the

CA

WP 2R 5, GDCA AE 24 /N K% 1T FIE 5 & A B GDCA I H Sk IR%s R4t

GDCA KH . M H SRS a5 85 ok o3 A Pl 25 R AEFi o 28K 58 i B BB R AT 3
FHFMRS B, SRR B, B3 H SRR A AR A B RS B H RS A
BT ORI T AR R 2R

After a subscriber receives a certificate, GDCA issues the subscriber certificate to the GDCA
directory service system within 24 hours.

GDCA uses the main and subordinate directory server architecture to distribute issued certificates.
Issued data are directly released to the main directory server, and then through the master-slave
mapping, the main directory server data automatically synchronized to the subordinate directory
server for subscriber and relying party to query and download.
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4.4.3. BTN E AR % BL A X Fo A SE4R )38 45 Notification of Certificate

Issuance by the CA to Other Entities

GDCA FeiF MU K AN HoAth SeARHEAT I8 25 o HoAth skl DUE R M B AR 5548 A
#3] GDCA C A% KR INE TIEP .

GDCA and RA will not notice to other entities. Other entities can obtain GDCA'’s issued certificates
by querying the directory server.

45, FHAMNANERKIEH Key Pair and Certificate Usage

45.1. TP IR RERRMER Subscriber Private Key and Certificate

Usage

WPERT TIERHEIF##%% T GDCA Frs KHIEH G, ¥ e REET 5
GDCA. &I RIIBUFIR S 5K 1T P B BIBCFIE T, BRI B it 2% 5
DRAFFLAIEAS X LRI AL PR G R 2 R B AE T

W W B IE I IIEE . A CPS RAKAT ™ Bl SUHLAE 1) Vi TRl A 456 P AL B ATIE S

PGS, AR ERMNRESY, 7 MAEIFHIAEA NN E. T
IEESS, HAVP RT3 R X B A PN 1015 S BEAT s o AEUE S R 4 2
Ja s T2 LA R R SR B AL B

XF T SSLAEFS, 1T A TTAEAN 355 PRAE R AEIE TS o 41 H B0 3 R 42 6 8 FA) R 55 4 o
HEE .

After the subscribers have submitted certificate application and received certificates issued by
GDCA, they are deemed to have agreed to comply with the terms of GDCA, relying party related

rights and obligations. The subscriber who receives the certificate shall take appropriate measures
to properly keep the corresponding private key to the certificate from unauthorized use.

Subscribers can only use the private key and certificate in the CPS specified range, and under
applicable laws and the subscriber agreement.

For the signature certificate, the private key can be used for the signature of a message. The
subscriber should well know and confirm the signature content. For the encryption certificate, the
private key can be used to decrypt the information which uses the corresponding public key to
encrypt. After the certificate expires or is revoked, the subscriber must stop using the certificate’s
corresponding private key.

For the SSL certificates, the subscribers undertake an obligation and warranty to install the
certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.
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45.2. AT AHMIERFfEA Relying Party Public Key and Certificate

Usage

BT NI BT L RIE R, A LS5 EAT DU N AR
SRAFH 72520 %08 L IAIE A5 B A5 AT

BN 44 0T LR E 45 R AR 7 154 B IE

R A CRL B OCSP ffi i\ 1225 44 %o N I AIE 15 42 75 45 9 5

RS ) & IE 10 R 25 44 5

i HIESS B APHRAIERE 4

o A~ L b

When the relying party has received the message with digital signature, the party has the obligation
to carry out the following operations to confirm:

1. Obtain digital signature’s corresponding certificate and trust chain.
2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.

3. Confirm whether the signature corresponding certificate has been revoked by querying the
CRL or OCSP.

4. Certificate usage is suitable for the corresponding signature.
5. Use certificate’s public key to verify the signature.

DAL SR AR AN TR, BT A TR A A E R .

BT T B RIEINEAR B 12 7, AUGIEE 1 2 B@ AR IR 1G4 32 7 BN # Ik
o, ORJE A FIEF_E R APIXSAE BN o AT ORI 2 U 15 1 RN (5 2 — il A ik 4y
3277
If the above conditions are not met, relying party has the responsibility to refuse to sign information.

When the relying party needs to send an encrypted message to the receiving party, the party must
first obtain the encryption certificate of receiving party through proper channels, and then encrypt
the information using public key of the certificate. The relying party should send the encryption
certificate and encrypted information to receiving party.

4.6. IEFHFEH Certificate Renewal

UEFS SR A SR UE T 7 19 A ECHAETE SRR DU R, N7 7 85— 5K08T
UEFS o UEFEHIN O/ RGO EMME R, W IR R FIE B2 wE R, W
WP ERIA S BRI SEE, A EHES ARSI B & A PR SR iR (5 B A8 44

Certificate renewal is the issuance of a new certificate to the subscriber without changing the public
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key or any other information in the certificate. When renew certificate, the subscriber no longer
needs to submit certificate registration information, instead, he/she only needs submit sufficient
information which can identify the original certificate, such as subscriber DN, certificate serial
number, etc. using the private key of the original certificate to sign for the renewal application
information containing of the public key.

4.6.1. EHEHFIETE Circumstances for Certificate Renewal

Xt GDCA Z8 R AT FIESS, 1T AR 2IIRT 30 KA (H AT AT IE s B, 2
JATHT 30 KN, 1T AT i 1a] GDCA iFEF5 ik 55 W i 535 31 GDCA (i LI BEATE -5 5E 57
MHE. PIFIERERLRESEMEER, RASHIRMAIHENER. IEREHE,
VT 0 5 F A R

XF T SSLEFS, GDCA #321] FH AEAN B 25 AR B i SERTIE 5

For subscriber’s certificate issued by GDCA, the subscriber can update the certificate 30 days
before the expiry of the certificate. From 30 days before the expiry, the subscriber can access the
GDCA Certificate Services Website or GDCA Registration Authority for certificate renewal
application. Applicant for certificate renewal has no need to fill in the registration information, while
the system will automatically obtain the information. If the certificate had expired, the subscriber
must apply for a new certificate.

For SSL certificate, GDCA accepts the subscriber to apply for certificate renewal without updating
the key.

4.6.2. B RIEHE B4k Who May Request Renewal

RV B 3 5 A 51T 7

The entity who requests certificate update is the subscriber.

4.6.3. TEHEHERAIAEE Processing Certificate Renewal Requests

XFTUEF R, HAE R AR RERIE. B0, RIS . X HRIE 1 IR U R 45
T LUR LA 5T -
1. W HJFEBAAE I Hoii GDCA P&k
2. B UFUE 55BN SRAE VAT IR P 5
3. ETEEMIE BT B %

For certificate renewal, its process includes application and verification, identification, and issuance
of the certificate. The verification and authentication of application shall be based on the following:

1. The original certificate of subscribers exist and issued by GDCA
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2. Validate the certificate update request is in validity period.
3. Identity verification based on the original registration information.
75 LA_EBRAIE A %5 )8 1 /5 GDCA A AT HEHERE KIS .
FEUEFS RTINS, AT AT DU R A RO RL B BB SR AT 2644, GDCA KX HIJ
BN RN EE S AT IERE . SRR — PR IR A 25 531
GDCA can issue certificate only if all the verification and identification above are passed.

When the certificate is updated, subscribers can use the original private key to sign the update
request, and GDCA will verify and identify the validity, legality and uniqueness of subscriber’s
signature and public key, user information of the update request.

® T FXTHIEE SHTA4, CA FHHEAIETH I AHNES AT IRAE
® I EMEREA KA, CA T HIFAE FME BT Hik 78 &8 fiE

® Subscriber signs off the application information, and CA verifies signature by the original
certification’s public key.

® There is no change on subscriber's registration information, and CA issues a new certificate
based on their original registration information accordingly.

VTP AT DL 3 — AT ARIE 15 FE R AR AT UE P BT, 421 A CPS 28 3.2 1 2
SRAR AT HH L UE B AN S e Bk GDCA FEAR AR5 150 T #B Al 44 X AW 4A 1 5 H
T A5 XA e 5 ST I 1) 5 1 A B T B

Subscribers can also choose the initial certificate application process to apply for the certificate
update, and submit the application and identification information required based on CPS 3.2. In any
cases, the identification of initial certificate application process will be used for the method of
certificate update.

4.6.4. MR BEBE T P B84 Notification of New Certificate Issuance

to Subscriber

[F A< CPS % 4.3.2 7.

See CPS Section 4.3.2

4.6.5. MR EZEFIEFERIT N Conduct Constituting Acceptance of a

Renewal Certificate

A4 CPS % 4.4.1 i,

See CPS Section 4.4.1.
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4.6.6. HFINERFZ VAN EFUEHB R KA Publication of the Renewal

Certificate by the CA

Al A< CPS 55 4.4.2 75,

See CPS Section 4.4.2.

4.6.7. P I\ AIE AR 55 HL R 5 o SE 4R B 38 %5 Notification of Certificate

Issuance by the CA to Other Entities

[A] 4 CPS % 4.4.3 71,

See CPS Section4.4.3.

4.7. EPHEEAEH Certificate Rekey

UE S B R 4R 1T 7 AR S 5 38 AR X s B RS U AR R — A e
15

UE P B o R SCUE PV IME S, T IR R U IR R 2 5 S
WAT PB4 AEPFR SIS R MR AARHE P S P EWE R4 5, JF Lk
1B B R RORIE

Certificate Rekey refers to generating a new key and requesting to issue a new certificate for the
new public key by the subscriber or other participants.

When the certificate key is updated, the subscriber has no need to submit the registration certificate,
while can only submit sufficient information that can identify the original certificate, such as
subscriber's DN, certificate serial number, the certificate key renewal signature of the original
certificate's corresponding private key, and send a new public key for applying a new certificate.

47.1. ERFEHEFEIFERE Circumstances for Certificate Rekey

GDCA HJIE % P B BB (H AR T L T 5 -

1. EF R ER I S o

EFS 3.

IEFE A EI .

FETHOR, BURZ 4R, GDCA ZRIEHEHH .

> w0 DN
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GDCA certificate re-key including but not limited to the following circumstances:
1. Revocation certificate due to private key leakage.

2. The certificate expires.

3. The certificate key expires.

4. GDCArequires certificate key update based on the security reasons of technology and policy.

4.7.2. W RIE R FEHAFEF LA Who May Request Certification of a New

Public Key

TSR B TS (S A ONE T

The entity who requests re-key is the certificate subscriber.

4.7.3. EHZHEHIERIIAE Processing Certificate Rekeying Requests

GDCA XIFE5 %5 5H B i SR 1) A PRAE 1 31FE 5 58 5 SR AL PRI FE 52 1o
GDCA iIF 5 %5 57 55 391175 SR [ AL FH AR [F) A CPS 26 4.6.3 iR,

The process of certificate key update request is completed by the process of certificate update
request in GDCA.

The process of GDCA certificate key update request is described as CPS section 4.6.3.

4.7.4. R BEBE T P B84 Notification of New Certificate Issuance

to Subscriber

[Fl A< CPS %5 4.3.2 7.

See CPS Section 4.3.2.

4.7.5. T R FHEHEHRI4TA Conduct Constituting Acceptance of a

Rekeyed Certificate

A4 CPS % 4.4.1 i,

See CPS Section 4.4.1.
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4.7.6. LA E AR S5 AR X 25 40 BB FriE 5 i &K AR Publication of the Rekeyed

Certificate by the CA

WPESAET R, GDCA £ HAUE IR 8] R ZAT 7 BB JA IE+ & A 2] GDCA
VIR E 2

After subscribers receive a certificate, GDCA will issue the subscriber updated certificate to the
GDCA directory service system in the specified time.

4.7.7. BTN E AR &% BL 8 X Fo A SE4R )38 45 Notification of Certificate

Issuance by the CA to Other Entities

[F A< CPS %5 4.4.3 75,

See CPS Section 4.4.3.

4.8. IEPHEATE Certificate Modification

ERE R R AR, 1T P AUER I MEUEFS . GDCA AN T452 0 Tk HHIFIE 1)
P A2 BRI R

When there are some changes over the certificate information, subscriber shall apply for the
certificate again. GDCA will not accept the request of modification on the certificates which are
already issued.

4.8.1. U HES 5 Circumstances for Certificate Modification

GARAT PSR RTEAME R A AL, a2 GDCA 2 HEF5 22 5

WARAEP A S S B A W BERIRT P BRI 355 YA, AT 2 AN BE FRFIE 522
B, HREmBZIETS, FEH I IE .

UEFS A B B AMIE P B P A (KRS . 2% — B0

If the registered information which subscriber provide has some changes, the subscriber has to
submit the certificate modification to GDCA.

If information contained in the certificate changes that may affect the rights and obligations of
subscribers. The subscriber cannot apply for the certificate change, and he/she can only revoke the
certificate then apply for a new certificate again.

Both the procedures and conditions of the certificate application and modification are the same.
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4.8.2. ERIEPHARTE K248 Who May Request Certificate Modification

T SRAE 528 S S AE AT

The entity who requests the certificate modification is the subscriber of the certificate.

4.8.3. IEPEFFERAIAEIE Processing Certificate Modification Requests

UEASAR S A IR AT AR 5 A M A AT AL B

The certificate modification is processed following the registration procedures where the first
application for a certificate.

4.8.4. R BEBE T P B84 Notification of New Certificate Issuance

to Subscriber

[F] 4~ CPS f 4.3.2 i,

See CPS Section 4.3.2.

4.8.5. M EZAEEIER K AT A Conduct Constituting Acceptance of

Modified Certificate

[F] 4~ CPS %% 4.4.1 i,

See CPS Section 4.4.1

4.8.6. B INMERS IR B EIERRZAA Publication of the Modified

Certificate by the CA

WU E, GDCA 75 H R e R 8] AT FHIE & A 2l GDCA 19 H & i

After subscribers accept a certificate, GDCA will issue the subscriber certificate to the GDCA
directory service system in the specified time.
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4.8.7. BTN E AR % BL A X Fo A SE4R )38 45 Notification of Certificate

Issuance by the CA to Other Entities

[F] 4~ CPS %% 4.4.3 i,

See CPS Section 4.4.3.

49. PRI Certificate Revocation and Suspension

4.9.1. IFF B 4% s Circumstances for Revocation

4.9.1.1. iTHEHERBHIER Reasons for Revoking a Subscriber Certificate

MRILCL R, EA 24 A

Lo 3 DA R 208 SRR E

2. 1T @A GDCA B HIE 1 SR ARAT BIBAH ARG W B AT A

3. GDCA 33 TiF#s, M SiEBAHEX BT PR HE S TIRE, SAHFS
Baseline Requirements 28 6.1.5 77 A58 6.1.6 1 JFH R EK

4. GDCA 345 T k518 31z FH 1 ik

5. GDCA ZRZBIT iR 71T i« CP/ICPS Hi ) — e £ i K 54T

6. GDCA K& 7T FQDN B¢ IP Huhik i AR TR vE B v (fildn, HeikBeak
hk 5 2 A T I T AL R AL D), S T N R IR AR VR AT &
ARG Wi 28 1, BB TR A AR R S T 4 ) s

7. GDCA 3RS BeAFIE Fs B T % B RO ik S E I 44

8. GDCA FREIE 4 pir & {5 Bt I H KA AL

9. GDCA FERIF % K ARRERTF & Baseline Requirements %5k 8{ GDCA ] CP 5 CPS;

10. GDCA Y NAEAT HIAEVE R 45 BAHERf . AR SEERAT IR T 1%,

11. GDCA Hi TAEMIREFIEIZE, HARE 5 —5 CA BRI CAIR HEIETS A I 55

12. GDCA {4 Baseline Requirements 25 & IE S AL 1R AL,  sgies slipli 221k, Bk
H a4k 8485 CRLIOCSP {5 B4

13. GDCA ZREH TEKIUEBHIH % CA BIFLIIE S 1 7] BEHIH1

14. GDCA [{J CP 8 CPS Z:R M4 1T FHlE13;

15. UEBBEA Py A ok 20 R B SRR i BRSO (91 4n, CA/Browser 1932 1T BEIA
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16. CPS HHA ST (M EAT WAL IR B2 AN ) MBHAS s FAR R E s T EALBURAE R V&
LR B EVEE ISR BUNAT A SO E S A A 0 SR R H AR AE
JEL A P 1

17. GDCA C&JEATHESI S5 )m, T T TERGAEN IR S5 9% -

Certificates must be revoked if one or more of the following occurs:

1. The subscriber requests in writing that GDCA revoke the certificate;

2. The subscriber notifies GDCA that the original certificate request was not authorized and does
not retroactively grant authorization;

3. GDCA obtains evidence that the subscriber’s private key corresponding to the public key in the
certificate suffered a key compromise or no longer complies with the Baseline Requirements
sections 6.1.5 and 6.1.6;

4. GDCA obtains evidence that the certificate was misused,;

5. GDCA is made aware that a subscriber has violated one or more of its material obligations
under the subscriber agreement and CP/CPS;

6. GDCA is made aware of any circumstance indicating that use of a fully-qualified domain name
or IP address in the certificate is no longer legally permitted (e.g. a court or arbitrator has
revoked a domain name registrant’s right to use the domain name, a relevant licensing or
services agreement between the domain name registrant and the applicant has terminated, or
the domain name registrant has failed to renew the domain name);

7. GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate fully-qualified domain name;

8. GDCA s made aware of a material change in the information contained in the certificate;

9. GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or GDCA’'s CP or CPS;

10. GDCA determines that any of the information appearing in the certificate is inaccurate, unreal
or misleading;

11. GDCA ceases operations for any reason and has not made arrangements for another CA to
provide revocation support for the certificate;

12. GDCA's right to issue certificates under the Baseline Requirements expires or is revoked or
terminated, unless it has made arrangements to continue maintaining the CRL/OCSP
repository;

13. GDCA is made aware of a possible compromise of the private key of the subordinate CA used
for issuing the certificate;
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14. Revocation is required by GDCA’'s CP and/or CPS;

15. The technical content or format of the certificate presents an unacceptable risk to application
software suppliers or relying parties (e.g. the CA/Browser Forum might determine that a
deprecated cryptographic/signature algorithm or key size presents an unacceptable risk and
that such certificates should be revoked and replaced by GDCA within a given period of time);

16. The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as
natural disasters, computer or communications failures, changes of laws and regulations,
government actions or other causes beyond the reasonable control, causing threats to the
information of others; or

17. Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
subscribers to pay.

RATFHINEE, I+ GDCA UEP M RGP MAET, Flin CA. RA. ZHMA
B TIRS B CRIEIRS RS B IIES) AR AUESS, AT EAR AR
1. GDCA 5 RA. 2B 852507 P 2% 1R B R AR AR
2. UEFRAEH R AR 2 A MR B B B R AR e e IR
3. HTEHEMFEE.

If the following circumstances occur, for the certificates using in GDCA certificate service system,
such as certificate using in CA, RA, RAT or other services entities (including equipment using
certificate in service system), GDCA can revoke the certificate:

1. Agreement between GDCA and RA, RAT has changed or terminated.

2. The private key of the certificate has been compromised or is suspicious of being
compromised.

3. The management consideration.
UEFST P Un SRR I BE A SEIE AL % e A4, ML RTIE A GDCA #EAT HidH .

XFT SSL R A FUESS, H HBLLA LR — T LIS, AT eSS fm A At

1. TEAEAT GDCA f3HHIEF sk 44 5 1P btk 1 {5 FAS FE R B R vr I %, 3
AT A A4 BOBUR] ik e s f B LR . 53 T 1 S A 25 1k
S A T BB AL R

2. GDCA 1351 —/NEEAF U B AR IAE — MR VEVE 1R T (10 73844 5

3. GDCA Hi A RN IEIa1T, FHRLCHI A CA F2 4 B B9 SRR AR

4. GDCA L HIBUR CJm i i sk 1k, BRF GDCA Cufitth 2fk, 4ksiyi
#' CRL/OCSP;

5. UEFIIEOAR A AR R 2 s 1 X N A B I B AT AN T 52 1A XU

If certificate subscribers discover or suspect the security of private key of the certificate has been

compromised, they shall immediately notify GDCA to revoke the certificate. For the SSL server
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certificate, if the following one or several cases have occurred, GDCA also needs to revoke the

certificates:

1.

The situation which of GDCA knew domain name or IP address in the certificate no longer
allowed been used by law, e.g. the right of registrar’'s domain name has been canceled from
court or arbitration organization; or fail to renew the domain name etc.

GDCA knew a wildcard certificate was used for a fraudulent misrepresentation sub domain
name.

GDCA terminates the operation for some reasons and doesn’t arrange other CA to provide for
supporting operation of revocation certificates.

Unless GDCA make special arrangements, GDCA will continue to maintain CRL/OCSP, under
the circumstance of that GDCA's right to issue certificate has been expired, revoked or
terminated.

Technical content or format of certificate causes unacceptable risks for application software
vendor or relying party.

49.1.2. F14 CA EBKRERE Reasons for Revoking a Subordinate CA

Certificate

EHILLL M UL 1 —FhE 2 Fh, GDCA RFE 7 RZ WA CAIE:

GDCA 343 TiEdfs, WEMISUEB A B CA RHE R 7 41FE, BAHMS
Baseline Requirements 2% 6.1.5 %1 J2 5 6.1.6 1 FRIAH K 5

GDCA A5 1 iE5 18 213 AIESE

GDCA R RIF K K BERT & Baseline Requirements 3k, 5id14% CA REEFF&
CP/CPS;

GDCA I\ AEAT H BLAEUE P 45 EAHER . AN SLE R A 1R S

GDCA th TR R T 1EIZE, HARS 5 —% CA BB AR HHESS A IR 55
GDCA f{#f Baseline Requirements 25 & E T3 AL J1 2R R, BB B 260, BRIk
H kL4 CRLIOCSP {5 B

GDCA [fJ CP/CPS ZLK 4 i 4 CA IE+;

UEAS AR A A B O B AR B 2 7y By (492, CA/Browser 1327 fEIA
DTN B 4 SR B I B S BT AN W R T R HLAIE 15 S AR R E i
A9 B GDCA R4 S B ) i sk T AT 52 1R KUK o

GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1.

GDCA obtains evidence that the subordinate CA’s private key corresponding to the public key
in the certificate suffered a key compromise or no longer complies with Baseline Requirements
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of Sections 6.1.5 and 6.1.6;
2. GDCA obtains evidence that the certificate was misused;

3. GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or that subordinate CA has not complied with the GDCA CP or CPS;

4. GDCA determines that any of the information appearing in the certificate is inaccurate, unreal
or misleading;

5. GDCA ceases operations for any reason and has not made arrangements for another CA to
provide revocation support for the certificate;

6. GDCA's right to issue certificates under Baseline Requirements expires or is revoked or
terminated, unless GDCA has made arrangements to continue maintaining the CRL/OCSP
Repository;

7. Revocation is required by GDCA’'s CP and/or CPS;

8. The technical content or format of the certificate presents an unacceptable risk to application
software suppliers or relying parties (e.g. the CA/Browser Forum might determine that a
deprecated cryptographic/signature algorithm or key size presents an unacceptable risk and
that such certificates should be revoked and replaced by GDCA within a given period of time).

49.2. 1B RIEH R SE4K Who Can Request Revocation

1% RAF A SR AT L VEMLI . GDCA. & al iU =N 5 o Ak,
WA T N AR AR B9 B AU B At 1 28 = 5 mT DASR RS UE S 1l il o, A
GDCA H& B R IE .

The subscribers, RA, GDCA, or judicial officials authorized by judicial institutions can initiate
revocation. Additionally, relying parties, application software suppliers, anti-virus organizations and
other third parties may submit certificate problem reports informing GDCA of reasonable grounds to
revoke the certificates.

4.9.3. A E R AR Procedure for Revocation Request

4.9.3.1. TP EFHIRE A4S & The subscriber actively proposed to revocation

application.

Lo AP MG S IR A HE, JFES IR M HIER, EAUAZ SR
B SR 1) B A7 RO AL S AR ) 5 47

2. VEMHURRAES f 8 BRI C 4 GDCA, i GDCA 5E /M.

3. GDCA #2ft 724 /NI ATESS f B Fpig AR SS, 1T P nlddad LR J7 =X H i 4
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® HiifiT5id: 95105813
® E-mail: webtrustreport@gdca.com.cn

4, GDCA USR5 G 24 /N AT H 45 B .

1. Subscribers may submit the revocation request to the RA and complete a certificate revocation
form, and the RA will verify the identity of subscriber and the delegated party.

2.  RA submits a revocation application form to GDCA and GDCA completes the revocation
operation.b

3. GDCA offers 24x7 certificate revocation requests service, and subscribers may request the
revocation of a certificate through the following ways:

® Call: 95105813
® E-mail to: webtrustreport@gdca.com.cn

4. GDCA will process the revocation requests within 24 hours after receiving.

4.9.3.2. T PR RS R 4A%1IETS The subscriber is forced to revoke the certificate

1. 34 GDCA sEMALAA 787 H P AR (S 5 2 M R 23T T HIE-B, GDCA EiiE
ML IR 5 N G2RT LI RE A E 6 58 AR 3R 1 A IE 15
2. TEUEPMHE, GDCA BE MR EIEE 2 1772, AARIE. WiEss, JEAR
ZEAT RS TR A A A I R D o AR BRIBRES AT PN, RSB R, GDCA
XoF 7 A A TIE 5 S I el 1R AT A
3. GDCA 424 724 /NS FRIE i [r) B4R 15 R AL BRI o
4. M7 FEN . SBEER A TE PR B LA S 5 =07 R I TS T REAELE ]
A, WAAH B EE B . UE B AE R T AT RS AR 42 4, AT R
i BT 5 AT 1) R o
® Miif5h: 95105813
® E-mail: webtrustreport@gdca.com.cn
GDCA W J5, £ 24 /N XS ZIEFS [ @R i WA TR, JFEET LT AR
HEAR e TS A IE S
(1) RS i P
(2) L] R B ORI
(3) A BRI S
(4)  F %t GDCA CPICPS FHLT F* HM S5 AR SR 1) TG 155 1ot
(5)  PUATVEENEIN 8 o
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1. When the GDCA or RA has sufficient reasons to revoke final subscriber’s certificate, related
person of GDCA or RA can revoke certificate through internal formalized process.

2.  After the certificate revocation, GDCA or RA will use appropriate ways, including mail, phone,
fax to notify the final subscriber that the certificate has been revoked and the reason why to be
revoked. If we cannot contact subscriber, if necessary, GDCA will publish the information of the
revoked certificate on its official website.

3. GDCA maintains a 24x7 certificate problems reporting and processing procedures.

4. The relying parties, judicial institutions, application software providers, anti-virus organizations
and other third parties may contact GDCA timely through the following ways in case they found
any suspicious problems in relation to the certificates, such as private key disclosure or
suspicious disclosure, certificates abuse, the use of certificates to sign suspicious codes etc.

® (Call: 95105813
® E-mail to: webtrustreport@gdca.com.cn

GDCA will investigate the reported problems of certain certificates within 24 hours of receipt, and
will decide whether or not to revoke the certificates based on the following criteria:

(1) The nature of the alleged problem;
(2) The number and frequency of certain certificate problem reports received;
(3) The entity making the reports or complaints;

(4) Subscribers’ compliance with the GDCA CP/CPS, the Subscriber Agreement, and other
relevant specifications;

(5) Compliance with existing laws and regulations.

49.3.3. B FINE RSB A S IE ) 744 Revocation of electronic certification

service organization certificate

GDCA A B iEF i) mdH, A M S8 R 1€ Ja 4 w] LLEAT .

GDCA's certificates will be revoked only after the approval from the regulatory authorities
concerned.

4.9.4. M8 7E R 52 BR 3 Revocation Request Grace Period

D SR I T e AT R B S T, T R SR I R L A A i kB 8
/NI CAPA B o JELA 17 9 i AT 4 73 4 2 SR A AR AR BT 1) 48 /N R

If key exposure occurs or suspected occurs, revocation request must be submitted in finding
leakage or leakage suspicion within 8 hours after key exposure or suspected exposure is found.
Revocation requirements caused by other reasons must be made in within 48 hours.
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4.9.5. B A E AR F A AL 2 4518 SR OB BR Time Within Which CA Must

Process the Revocation Request

GDCA AbPE i R IT JE 1N 24 /N

The cycle of GDCA processes revocation request is 24 hours.

4.9.6. I REEH B4 HIESR Revocation Checking Requirements for

Relying Parties

GDCA $2fitAE Lk AR AW, KBS R fE GDCA [l E3EAT &

GDCA provides online query on revocation status. The relying party can query on the GDCA
website.

4.9.7. CRL RAFHIZE CRL Issuance Frequency

XFFAT FHIETS, GDCA ) CRL KAt 3104 24 /NS, BIFE 24 /NiF N KA B CRL,
H. nextUpdate =Bt IF{E AN H thisUpdate fE 117 10 KEA L.

XFFrg CAEFS, GDCA i) CRL KA 12 M H o WR M+ CA L,
GDCA 7& 44 )5 24 /N2 W EEHT CRL, H. nextUpdate 7B B ANEE Y thisUpdate 1 )
124 HEl k.

TERFIR X 2L R 0T LAE CRL 2RI 3L (R AE W 48 AR 3 26 1FBEBS AR UE D, CRL {157
B A= 24 GDCA il i I R AT SRS LE -

For the subscriber certificates, GDCA updates and publishes certificate revocation list (CRL) every
24 hours, and the value of the nextUpdate field is not more than ten days beyond the value of the
thisUpdate field.

For the subordinate CA certificates, GDCA updates and publishes certificate revocation list (CRL)
every 12 months. In case the subordinate CA certificates are revoked, GDCA updates and
publishes the certificate revocation list (CRL) within 24 hours after the revocation, and and the
value of the nextUpdate field is not more than twelve months beyond the value of the thisUpdate
field.

However, CRL can come into effect immediately determined by release strategy made by GDCA in
special emergency circumstances (assuming that the network transmission condition can
guarantee).
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4.9.8. CRL RAm KI5 J5 i) 1] Maximum Latency for CRLs

GDCA 1] CRL & A7 e Kt Ji B 1B A R AT I 2 J5 # 24 /NEFIS .

Maximum latency for GDCA's CRLs is 24 hours after release cycle.

4.9.09. ELXRASEWKT A Online Revocation/Status  Checking

Availability

GDCA i 43T F R M7 4R (4 7 22V 15 IR 45 25 4 B 55 . OCSP Wi B 4144 5
RFC6960 {1225k, I HA OCSP %5 #4544 . OCSP IR 4523 IMIIE -5 15 IEAE B HRZS IRIIE
Tt A — 4 CA %k, OCSP % %% ik 1ot — 4 RFC6960 & X MK Ky
id-pkix-ocsp-nocheck ¥ 1 .

GDCA supports OCSP responses for subscribers and the relying parties. The OCSP responses
conform to RFC6960, and signed by an OCSP Responder whose Certificate is signed by the CA
that issued the Certificate whose revocation status is being checked. The OCSP signing certificates
contain an extension of type id-pkix-ocsp-nocheck, as defined by RFC6960.

49.10. FELREEHZER Online Revocation Checking Requirements

MR L E BT LIRS T, GDCA AT W B ATAT H UL .

GDCA #fit Get Al Post #7477 3\ OCSP Ik 55 -

ST FET, GDCA ZE/b R PU K HH OCSP {5 .. OCSP i B ¥ 5 KA %04y 10
Ko

Xt g CAAET:, GDCA £/A4 12 A~H B H OCSP 5. HmiiHhs CA L)
F, 7E 24 /N A BEE OCSP {5 2.

X TR R FIEBHPREE G K, GDCA AR “good™IRZ .
Users may feel free to inquire status online. GDCA does not impose any access limits.
GDCA offers the OCSP service using both the Get and Post methods.

For subscriber certificates, GDCA updates the OCSP information at least every four days.OCSP
responses from this service have a maximum expiration time of ten days.

For subordinate CA certificates, GDCA updates the OCSP information at least every twelve months,
and within 24 hours after revoking a subordinate CA certificate.

GDCA does not respond with a "good" status for the request for status of a certificate that has not
been issued.
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4.9.11. R EE BRI EAR R ATFZR Other Forms of Revocation Advertisements

Available

GDCA ARAt (5 B R H A A AT

Currently GDCA does not provide other forms of announcement about the revoked certificates.

49.12. E4H B E KR B E R Special Requirements related to Key

Compromise

B CPS 2 4.9.1 W RUEMITEIEAL, 24T B LR AOIIE 5 3 B O 48 R 8 Bl vl
RE L RTET, 2 ) GDCA #2 HIEF5 A il oK

Except for the case described in CPS Section 4.9.1, when certificate key of subscriber or RA has
been or may have been lost, certificate revocation request must be made to GDCA immediately.

49.13. {EPEHEAEE Circumstances for Suspension

AEH

Not applicable.

49.14. ERIEHHEAK 4K Who Can Request Suspension

AEH

Not applicable.

4915  EHEIERKREE Procedure for Suspension Request

ANEH

Not applicable.

49.16. H=HEARFRFR%] Limits on Suspension Period

AEH

Not applicable.
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4.10. EFIRFSIRS Certificate Status Services
410.1.  BAEHFME Operational Characteristics

AT BLd CRL. LDAP. OCSP #IERIRAS, BRIy MED IR M55 B 1%
X B WU SR AT TR e 2 N ) R - b P g

X AR AIUETS, GDCA FEIE T BRI AR HAE CRL F I M4 idk. GDCA
AMIEE CRL A ARAD 2 44 TEF5 () T e 5% o

GDCA MMl gk OCSP i 45 %8 7 it B 10 3%

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate state
services described above should have reasonable response time and concurrency process
capability for query request.

For the revoked certificates, GDCA does not remove their revocation records from CRL prior to
expiration of such certificates. GDCA does not remove the revocation records of code signing
certificates from the CRL.

GDCA does not remove the revocation records in the OCSP responder.

4.10.2.  ARZAT A Service Availability

GDCA &4t 7*24 /N FIUE RS B AR SS,  ELw Rir ] AN 10 #0 . RIAZE 4% 5
VFHIME LT, 3T 7 Be 8 SEi SR TR A B RS

GDCA provides 7X24 certificate status query services, and the response time is of ten seconds or
less. If the network is permitted, the subscriber can timely obtain certificate status query services.

4.10.3.  HIBKHE Operational Features

UEFSIRZS A H A T8 e 55 75 KOWIT 7 A GDCA fi5 7€ 1) CRL Huhit, i H sk s%
PARMEL A RS, I T CRL BIAM, BHTIEFIRE M AR,

Other optional service of certificate status for subscriber is using CRL address which is specified by
GDCA. The subscriber can query and download CRL to query certificate status locally through
guery system provided by the directory server.

4.11. ITMZ5 End of Subscription

WIS RS U DL
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1. AT e ] GDCA SR BEHIEUTIE IS, 2251 GDCA & HEFS 48 1 Fi i .
HIETFE A CPS 28 4.9.3 TiHIE . GDCA MAHIET G, R I IE T A IE
G A

2. BIEBARIETHRE, T RIGERSR55 P, GDCA MAHIEF A, RMIT I
W4T IR 4h

3. LA ROV, B RATUE S R BCE P R, Rl AT AT O I AR

The following conditions shall be deemed that the user terminated the use of the certificate services
provided by GDCA:

1. When the subscriber stops using certificate provided by GDCA, an application of certificate
cancellation must be made to GDCA. The application process is described as CPS Section
4.9.3.After GDCA revokes the certificate, it indicates that the subscriber’s ordering behavior
has been formally terminated.

2. After the expiration of the certificate, GDCA revokes the certificate if the subscriber doesn't pay
the renewal service fee, which indicates that the subscriber’s ordering behavior has been
formally terminated.

3. After the expiration of the certificate, if the subscriber has not carried out certificate or key
update, it indicates that the subscriber’s ordering behavior has been formally terminated.

— B PR A SR 21 E 48 B GDCA [RIAIE FAE AR %S, GDCA 7E v 4%
1EER G, BEMHEIZIT P ERED R8s, JR%IE CRL & AT NS HE4T KA. GDCA
VESHIC S 1 A5 1E 5 AR o R 3 8 UK T W 45 3RS A AIE 8 B A T P s ik AT
VA

Once the user terminates the use of GDCA certificate authentication services within the certificate
validity period, GDCA will revoke the certificate in real time after approves on his or her request for
termination, and release in accordance with the CRL distribution strategy. GDCA will record the
process of revoking certificates in details and archive the certificates whose subscription is over and
the corresponding subscriber's data regularly.

4.12. BHAER &H5RE

Key Escrow and Recovery

4121 FHRER. &0 E5RENEKSITH

Key Escrow and Recovery Policy and Practices

GDCA ZRAT P AUE AT ' B UE B EUA L B 4 B I o 1T P AT LRSS
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GDCA AT it A7 A sl 28 4 B AN A 3R o Hh T35 44 RABH I8 2K BT i B 403 2% |l 4T
F & 3$H, GDCA X A& 54T .

GDCA requires subscribers to generate signature key pairs by their own certificate carriers.
Subscribers can authorize GDCA to generate signature key pairs and other related operations.
Subscribers should undertake the responsibilities by themselves for the losses incurred by the loss
of signature private key, and GDCA refuses to take the corresponding responsibilities.

HERT PSS B HAR 1 GDCA ARIT P ) ™ R A BB L A, e
RAEHET LA, SR B E S IR, ATLA GDCA i
PRSI Y], GDCA FIB A B I LB, YORL, BT i,
T PR HIBZR I .

The certificate subscriber's encryption key pair which is applied for by GDCA on behalf of the
subscriber is generated and also managed by Guangdong key management center. When the
certificate subscriber needs to recover the encryption key, the subscriber should apply to GDCA for
recovery. GDCA will accept the subscriber's application and help the subscriber recover his or her
encryption key according to the corresponding rules and procedure of Guangdong Electronic Key
Management Center.

UEFAT P A 2 S X T P BATORE , GDCA 32T P4 4 AR E Ak E .
GDCA AFRBEIT A HIFEE AR B IR 55

Subscribers shall keep signing key pairs by themselves. GDCA does not provide the key escrow
and recovery services for subscribers' signing key pairs.

GDCA does not provide key escrow and recovery services for the subscribers' private keys.

4122.  XWEEFREREESERINRKATHN

Session Key Encapsulation and Recovery Policy and Practices

FEXS PR FEH LR 5 B 17 FORFE 2T E ], B ARG B EE AT
e E AN, %2EMNA CHRHREIRE SR,

The session key is packaged in digital envelope using asymmetric algorithm. The digital envelope is
to encrypt the session key using information recipient's public key, then the recipient can use their
own private key to decrypt and recovery the session key.
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5. INENIA R BEMEEIEREH] Facility, Management, and

Operational Controls

5.1. YpEIEH| Physical Controls
5.1.1. B B 584 Site Location and Construction

GDCA (¥ S ANHL S e A% IR B b e St -

The GDCA's building and data center shall be constructed in accordance with the following
standards:

GB/T 25056-2010 ({5 2% & ARUEFHUE RS E I S HA R 2 A H AR FTE)
% JRi[2010]7 H CFET 055 FE - A IR SR B0t 1 1 5K )
GB50174-2008 {HL 115 & RGEHL 55 it #iE)
GB6650-1986: (THHALY: FHiE AR A S AT)
GB2887-2011 (5 MLz i FH AN )

GB30003-93 FL T iHEEHLAL S it T S22 B o v )
GB50222-95 (T N BB LT K ARTE )

GB50116-98 (ki Hak & RG it Hie)

GB50057-94 (BB & Bt A )

GB5054-95 (fI% s e FL B RV )

GB/J19-87 (RMEE X152 15 Bt AL )
SJ/T10796-1996 (i+SHALHLES HIVE B HAREA KD
YD/T754-95 il AL 5 i HiL 77 47+ 1) )

V V. V ¥V ¥V ¥V V VYV VYV VY V V V

A\

GB/T 25056-2010 “Information security techniques- Specifications of cryptograph
and the related security technology for certificate authentication system”.

»  State Cryptography Administration [2010] July “Construction Requirements for electronic Auth
entication Infrastructure of E-government”.

» (GB50174-2008 “Code for design of electronic information System Room”.
» (GB6650-1986 “Specification for raised floor of computer room”.
» GB2887-2011 “Specification for computer field”

» (GB30003-93 “Construction and acceptance test code for electronic computer room”.
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» GB50222-95 “CCode for Fire Prevention in Design of Interior Decoration of Buildings”.
» (GB50116-98 “Code for design of automatic fire alarm system”

» GB50057-94 “Design code for protection of Structures against lightning”

» (GB5054-95 “Code for design of low voltage electrical installations”

»  GB/J19-87 “Code for design Of heating ventilation and air conditioning”

»  SJ/T10796-1996 “Specification for raised floor of computer rooms”

»  YDI/T754-95 “General rules for electrostatic protection of communication rooms”

GDCA LG5 AL T L i Rt XA LB, & — W ASE I e, Ha&Bifg. Bk, Bi
Ky BIEEDIRE, BEANLG G A ME—R N I AITERS, GDCA HLHL55 1R D RE
FOONL X RS X . BEHX, BEX. ALK AANXK. RS AR 4 6
HBENFZAL X 35 o

The data center of GDCA is an independent building located in Shishan Town, Nanhai District,
Foshan City, Guangdong Province. The basic protection of GDCA's data center include:
shock-proof, fire-proof, water-proof, lighting-proof, etc., and with only one entrance and a single
road. According to the functions, GDCA data center divided into core area, service area,
management area, operation area, and public area. Only the personnel officially authorized by
GDCA could access the restricted areas.

5.1.1.1. AJEX B Public Area

RNIXBEFEAD . KEE, REE, HESAEEREA R RS, AN I AR

Public area includes the entrance, lobby, security room and etc., deployed with various supporting
facilities and monitoring devices. Any individuals must be registered when access to the public
area.

5.1.1.2. #1EX Operation Area

BAE DR RABRIEAN L. RN AR AR, 75 ZE R B 43 00 R A S0 )
AFTLAEEN, A DU M E X BT H Bl WZJEHIG, B (R8s i3 SR F ok
B3 45 o

Operation area is a working place for RA operators and administrators. Anyone who wants to enter
the operation area needs to use identification card and fingerprint identification at the same time.
Every access behavior to the operation area has been well recorded. From this level of areas, all
the walls should be strengthened by high strength protective wall.
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5.1.1.3. B X Management Area

FHX 25 RA BHEHG, CAEH, &k, HitEhla, MEER, skl
B, & RAM CAEH I, HiF MM RN TAEX, RAavrE X e e A
SABEN, 75 EEPNE 2 O3[R IS B 60 AR R AR S ) A AT BLEE

Management area is a working area for RA and CA administrators, auditors and network security
officers, installed with the RA management console, CA consoles of management, issue, and audit,
and consoles of network management and monitor. Only authorized and specified administrators
have the rights to access this area. Enter this area needs two administrators to use identification
card and fingerprint identification at the same time.

5.1.1.4. HR% X Service Area

ARG IX FE 22 M LDAP RS 25, OCSP AR5578. RA EMIRSS 845k %, R Al
AR X E A H N RN, 75 B AN 3 B R A P 5 0 AR S R AR S0 % i A mT DLk
Ao

Service area is installed with LDAP servers, OCSP servers, RA register servers and other related
devices. Only authorized and specified administrators have the rights to access this area. Entering
this area needs two administrators to use identification card and fingerprint identification at the
same time.

5.1.1.5. i [X Core Area

O IX BRI, Inemnm AN GIBT # ], E2%de CA 4S54, CA ¥l
PEMRSS 25 KM B HIRSS 35 I (A BIR 5 28 552 0 e &, R Vi XKRLE
NGUHEN, 1 75N E 03 RIS B 00 R R R SO R A FT BLBEN o 2 A0 AE A
BIRAEAL L X, FETRE R

Core area, a shielding zone with high strength steel security doors, is mainly installed with CA
signature servers, CA database servers, KM key management servers, timestamp servers and
other core devices. Only authorized and specified administrators have the rights to access this area.
Enter this area needs two administrators to use identification card and fingerprint identification at
the same time. The password ark for storing confidential information is also placed in the core area.

5.1.2. Y)# 5 18] Physical Access

GDCA WL N AT 9 BT 12 il T I TAE R G 1 M BIR NSRS, X4 R Gt
TSR, SERFEEHU AR BURE, I TIEE R G EAR . 2 R G RE LI BRG]
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WRL JFATDRENIRE . TR ST SR R e G180 Rek, JF Hit
H BT [ TR AT I (B SR AIAR SAE B AR, 55 X S A% o X 7 22 793 1 B 5% ) I P
AR R AR SUCE R AT ABEN, WL AR S IEHLDs B ARG, B A X 1450
ST RN, RN

In the data center of GDCA, it has 9 doors installed with electronic access systems and one
physical intrusion alarm. The electronic access systems are monitored, with real-time access
records to set permissions of access, and can set an alarm when the doors are opened over time.
The staff is required to use the identity card and fingerprint to open every door, and each access
behavior has been recorded with time-stamp and related notice. Enter the service area and core
area, two administrators need to use ID cards and fingerprint identification at the same time before
entering the room. According to daily working specification, the specific personnel will archive the
access records on a monthly basis, and retained for one year at least.

PR ) 45 A 40 R LA T T
a) RS BHIEZEITEH . TENAFRMEH SRR G DA BERLUE E
AReHEH, HE A TE TR B R SRS BAR.
b) WERG: HRAEEMANEEAN AEIEHE FBIOIFIT. AR RN 55 578 15 DL 8
PR E R, B RG T I IREALE .
c) MIERG: HIVAMYIENRE RS AEHAIICERMGEERS, 24X
FNBAE XARGEAT 7%24 /NI ARIWFAR . T B ER 2R 6 N, DA,
Physical access controls includes the following aspects:

a) Access control system: It is used to control access to the doors on each floor. Staff needs to
use identity card with a password or fingerprint to enter and exit. Entering or exiting every door
should have the time records and related notice.

b) Alarm system: Alarm system should be triggered by any illegal intrusion, unauthorized opening,
long time opening and other abnormal situations. Alarm system can clearly identify the alarm
location.

c) Monitoring system: video monitoring system is working with access control systems and
physical intrusion alarm system. The monitoring system is responsible for continuous
recording the restricted area and operation area within 7*24 hours. All video records will be
retained for at least 6 months in order to future inquiry.

5.1.3. 22B5 % Security Monitoring

WRIEHLGE B TR 2 1% R G ER, AW RS EAEN T 2504 i
RN 248, UPS kel R 48, MBI T R4, B WUl #2498, BIRER
My &2t WKENT RS, BT R%. NETRS. BGREET RS WA
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Wt MUEIERRGL 20 RGUIRGLEET 7%24 /NS SERFIEIN, il 2 iz, H5
HFFRE, Wl RNy 6 M H L E

According to the requirement of data center power and environment security monitoring system, it
includes electronic detection subsystem, UPS detection subsystem, air conditioning equipment
detection subsystem, fresh air machine detection subsystem, temperature and humidity detection
subsystems, water leakage monitoring subsystem, fire control subsystem, access control
subsystem and image monitoring subsystem. The system carries out real-time monitoring of
infrastructure equipment status, data center environment condition and the security system status

within 7*24 hours. In order to meet the need of fault diagnosis and post audit, monitor records will
be retained for more than 6 months.

5.1.4. #7522 Power and Air Conditioning

AP R T R . — B 28RN, EEA LTINS, &L
5 BB A SIS L A LA . BB RSt HLENRA T AN EI Wit L R 48 UPS, Al it
KT8 /NI g0 LT XIS AT T B s, SEILBUAE . RS54 PIZR i &S5
R IER AN
The data center uses dual power sources and a diesel generator for supplying electricity, and has a
specialized electronic distribution room. Each data center is equipped with independent power
distribution equipment and the lightning-proof system. The data center area is supported by

uninterruptible power supply which can provide more than 8 hours extra power. The data center
area also takes anti-static to protect cabinets, servers and network devices.

WU 25 R X8 A e R LA, 32 MR sV B DL AL BLAE TR « ML H
300kcal/h m2 #fifar it 5. BEFEEIRIHRE: 35°C: AF=EIMHEE: 0C; i
HNBATHRE: 224°C, MXHEE: 5535%/Mh . A, HLE2E THXNAS, WHL5E#E
ATH, DRAEHLES AR 25 0 SR R IR L LB L i 2 A vl ) SR 458 ]

The data center’s air conditioning adopts air cooled condenser unit. The air cooled condenser unit
is placed in the attic outside of the data center. According to 300kcal/h * M2 heat load, outdoor
designed temperature is 35 Celsius degrees in summer and O Celsius degrees in winter. Indoor
designed temperature is 22 +_ 1 Celsius degrees and relative humidity is 55 + 5%/h. Meanwhile,
the data center is installed with a fresh air system for ventilation to ensure air quality inside and
solve the problems of fresh air supply to meet the demands of specified air cleanliness, etc.

5.1.5. JK BB 16 Water Protection

NBTIR K FERHLGS B, GDCA FENLp: 145 = N i B AKIRE RS IR/KIRE
R A A2 O R B, — BURAEKRST RIS, JE AT RN SRS, S . R fE
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In order to protect the data center from water disasters, GDCA set water leakage alarm system
inside the air conditioner room of data center. Once the flood is detected by detection ropes
surrounding the air conditioners, the system will alarm immediately and notify related personnel to
take emergency measures. At the same time, the data center is installed with a drainage ditch and
a drainage floor along the periphery of the wall. Once the flood has occurred, water can be drained
immediately, and all exterior windows are sealed.

5.1.6. KR PP Fire Prevention and Protection

GDCA ML N 75 XIEEIR T 1 ISR R R PRI 2% JF 2238 1 KR B el R 4
LA BABKKARGE, BRGRA A T LU 2380 =FE 377 3

EEIIRE T, BRI XORAEJCER, KIARE R 253 BB X PN RAL K KR
BG5S RV MR E S . &l 30 PP IEIGERT, KOAREEGERE S, Bk
ARG, AR, BSOS DRSS SR BHE S, B XA T TT R, B A R .

The data center of GDCA uses smoke and temperature fire detectors in each area, and installs the
fire automatic alarm and gas extinguishing system. The system has three operation modes
including automatic, manual and mechanical emergency.

In the automatic mode, when protection district is on fire and detected by two independent alarms,
fire alarm controller will immediately trigger a linkage signal. After 30 seconds’ delay, the fire
extinguishing system will be turned on. At the same time, alarm controller receives feedback signal
from the pressure signal device, and the door light will be on in protection area in order to avoid
personnel strayed.

AP X aE A N LA, " RUER B X TN Tl B s HoT K, RGH
FPREFHR B TR, AP O A JCER, REEE g R MIREE S, ANamtsifE
67 BMEPEN GIBRIAKE, %N 32 AR sl B 37 X AN S5 shigl, BRI 7 E S
ENARGE, IR K

HMEAD . FAIRIURSIHER RN, AT A SEEILHUN. S 31 R 5l

When the staffs work in the protection area, the automatic/manual switch outside the door in the
protection area can be used to turn the system from automatic into manual. When the protection
area is on fire, the alarm controller only sends the alarm signal and waits for operator to confirm,
operator can press the control panel or shatter emergency start button in protection area to activate
the system by using gas fire extinguishing agent.

When automatic and manual modes both fail, operator can activate mechanical emergency
operation in the ampoule storage room.
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5.1.7. B A Media Storage

GDCA XA B A7 TNV i A2 B ks Bk Bl Bl Bijiih, Bl dedi
g B AR AN SR R AR . SR T A AR B E M AT R 1 e A
SR ISEIL T XA A TR

GDCA meets the following physical media storage and use security requirements: fire-proof,
water-proof, shock-proof, moisture-proof, corrosion-proof, pest-proof, static-proof, electromagnetic
radiation-proof, etc. and implement media usage registration, media copy protection, information
Confidentiality and other measures to achieve the security protection of the media.

5.1.8. YA Waste Disposal

= GDCA A HIARSK SCAF AR AL CAS i i 2 A7 A BT BR LI, A ZBR i i 4
8, MG R IIEIRE . B A RS 2 A A A A IR A B ATAR G i i 42
BEIR TSR AT A I AT P AR B

The written documents and materials of GDCA should be destroyed when they are no longer
needed or exceeded the expiration date, and must not be recovered. Cryptographic devices and
media with sensitive information should be initialized and physically destroyed by using
manufacturer’s method before disposal.

5.1.9. FHLZ4} Off-Site Backup

GDCA &AL T St Bl &y hoe, AEFI LTI So i AR Ge it . o T H S A
AN AR EURRAS AT S S &

GDCA has established a remote data backup center. It backups the core system data, audit log
data and other sensitive information by the specialized software at off-site location in real-time.

5.2. FEFF#EH] Procedural Controls
5.2.1. {54 Trusted Roles

£ GDCA At FIMERS SR, GEMAR FmiEBrmik . . &8
B 500 N B H AR TR 7  GDCA MUNRIE A, XA EEFEEANRT: &

PR S RE BN G REEHAR. ZaWit NG A SEHE AR Sk S #IEA
D15, BRI ALAAFRANER L GDCA 1 b A 5t B i
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In the process of electronic authentication service provided by GDCA, a person who can essentially
affect the processes of certificate issuance, usage, management and revocation, and other related
positions which are involved in key operation is considered as trusted roles. The trusted roles
include but are not limited to: key and cryptographic equipment administrators, system
administrators, security audit administrators, business administrators and business operators, etc.
The specific job names and requirements shall be subject to the GDCA job descriptions.

5.2.2. IS BER AT Roles Required per Task

GDCA £ B AR 55 HUVE po SCH AR 55 BEAT P A% 42 1, BURGRAF 3 ZE 2 Dl fE M ik
Al 5E s, Bilin:
1 EHAEE R BRI &2 5 el {E N R 3 KR ek
2. UEPBRARGNEGHME: FEIDPRGEHEAN DTN 2 Dl FE N AR K
3. WIRMZEKIES: FE 2 AAE AR

GDCA strictly defines the controls of core missions in specific standards. Multiple trusted roles
should be required to jointly complete the sensitive operation. For example:

1. For operation and storage of the key cryptographic equipment, it requires at least three of five
trusted persons to operate.

2. For background operation of the certificate issuance system, it requires at least two of three
trusted persons to operate.

3. For review and issuance of the certificate, it requires two trusted persons to operate.

5.2.3. FMAEAKRHEXR Identification and Authentication for Each

Role

GDCA Jirf A H T {5 M (L OFEHR N AR 285 — @ AR P I 4EIE « %5 UERE 772 GDCA
RN 5 3 Y B2 B rh L E

All current staff who undertakes the trusted roles in GDCA should pass certain accreditation
process. This process is set out in the GDCA personnel management regulations.

5.2.4. FEIF 458 1M Roles Requiring Separation of Duties

NRIE RGi %4, AR S MO BRI, Bl GDCA W] {5 Mt th AN A A48
f£. GDCA BHATHR DT 70 B A o, BFRHARR T T4 M

a) Efilk %5 523

b) iF 138, CRL %K
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In order to ensure security of the systems, it should follow the trusted role segregation principle that

the trusted role must be assumed by different personnel in GDCA. Roles requiring segregation of
duties include but are not limited to:

a) The acceptance of the certificate businesses
b) The issuance of certificates or CRLs

c) System Engineering and Maintenance

d) CAkey management

e) Security auditing

5.3. A R$EH Personnel Controls

5.3.1. B ZHMITRER Qualifications, Experience, and Clearance

Requirements

GDCA Xif A& HH 1] {5 1 €4 1 TAE N 5 A BERE ER W R

1. A% RIS TIES 5.

WAy E A O, IR GDCA M4 — 2 Hk I HE.

WSy GDCA 5 X% A FLHIMTE . e R FE

BA REFIANANRIT . 1BF5 UL SONE AT TAES R RIFRIMALE T .
H & RUFHI BN VERE 1

THE IR

RBEAIZ L B LI TAE N L AR A ARSI TAR A5G, B GDCA AH G5
WA G 7 e B

The qualification requirements of person who undertakes trusted role in GDCA are as follows:
1. Good social and working background.

2.  Complying with state’s laws and regulations. Obeying GDCA's unified arrangement and
management.

3. Complying with the GDCA related security management norms, regulations and specifications.

4. Having good personalities and working attitudes, with good working experience.
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5. Agood team player.
6. Noillegal and criminal records.

7. Staff in key and core positions must have related working experience, or pass GDCA's related
training and examination before they start their work.

GDCA ZER7E 2 m 5 M iy N 5 2D b JiUE 4 R IS SO0 AR A TERY
Wi CA Iz AT HE M TAE . JoRAT ML KA RIC K5

A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and
dedication to work, without other part-time work that affects CA daily operation, no major bad
records of this industry and etc.

5.3.2. B =¥ BFEF Background Review

GDCA 54 KHBUMERT I BN &1, 5ERo (& A TS SR A .

FITA TR AT A5 B3 LA FR R RN TR AT A5 B3 L 06 20045 T ) o0 L B AT 8 i . 15 5 i
BB E AR R, AR 2R TR A R A 9 N RO 3 ik
AT BRI AN GETF B, RaTREHusd AL ST T AR =GR
A% K

GDCA collaborates with governments and investigation organizations to complete background
review for the trusted roles.

All employees who are trusted or apply for should have a written consent that they must go through
a background investigation. The background investigation complies with laws and regulations. The
content and method of the investigation, officer engaging in the investigation shall not violate the
laws and regulations. The background investigation will be conducted legally, in which background
information of employees will be checked through the organization concerned.

HRIFED N EARFEMEMAE.

HARE OIS TP, DAL, #FE, XA NRE.

ST A AR S EAC R AT H SNEBAERIE R IC S, A R AN L AT T
.

Background review including: basic review and full review.

Basic review includes reviewing  work experience, job recommendation, education and
social relation.

Full review includes reviewing criminal records, social relations and social security apart from
basic review.

B .
a) NFERTT ST NS GRS NBEREF LA A . $REALI R 50k BT e
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PreMVAESS . SEALAEAS . BERSIE S B ISR AH KA RGIE R
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OETFIHET, R TR G, T CLERIR RO A5 N G B A% -
® (ARG SE R AT
fi B AN AT N G R
i FHARVR I B IE B B 22 1 AR BRI T 5
LA A= AL AT
d) AT B IS HEMEE. 1B 5ERAETT 00 HE 5. REAZ O
RN BB AN B WG, 3 5 2 MYIR 17552 o AR5 Z2 K 25 R E AR B K 2
e) &% 1%, GDCA 5 5 TRAT fRa thill, LA A TAVRME: CAEF RS M
REANBURAE 2o RIS, GDCA MR #2 HEAH LR AN D38 B 5 26 1 X A AR 4H AT A Ay
RPN AT S, DMERENE R AL I0IEIX 28 N B RIS AR SR AR fE

The review procedure includes:

a) The HR department is responsible for confirming candidate’s personal information. Candidates
should provide the following information: resume, the highest degree graduation certificate,
degree certificate, qualification certificate and identity card and other related valid certificates.

b) The HR department identifies the authenticity of the information provided by candidates
through telephone, correspondence, network, visits and other forms.

c) Inthe background investigation, if GDCA finds the following circumstances, GDCA can directly
refuse qualifications of trusted personnel :

® There is fabricating facts or information

® With evidence of the unreliable staff

® Use illegal identification or education, qualifications
® The behavior of serious dishonesty in the work

d) The HR department checks candidates through on-site assessment, daily observation,
situational test and other methods. After the staff of key and core position has passed the
review period, extra inspection must be required. Appropriate arrangement is made according
to the investigation result.

e) After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At
the same time, GDCA will also be in accordance with the relevant organization regulations of
personnel management and make job examination on in-service staff who assumed trusted
role, so as to continuously review these employees’ trustworthiness and working ability.
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5.3.3.

FIIZER Training Requirements

GDCA a5 MBI TR, 45 PAHRN AR TR, R E R I AT

GDCA 2Bk R,

GDCA AR R

GDCA ‘% 4= S AH L
MIATER BT 48— K

PKI Rt A1

B 53 56 UE AN B R SR FIAR T 5

G MR AN 25 % SV

CP. CPS BUK MAHRARHEFIREFF
GDCA EHBUR . il B XSk
B R T IAIE RS A VR Sbnite . 27
FoAth 75 AT 5 4

Based on the requirements of trusted role, GDCA gives the corresponding pre-job training. The
comprehensive training contents are as follows:

GDCA operation system

GDCA technology system

GDCA security management strategy and mechanism
Job responsibilities requirements

PKI basic knowledge

Authentication and the policies and procedures of audit
Disaster recovery and business continuity management
CP. CPS and related standards and procedures
GDCA management policies, systems, measures, etc.

The laws, regulations, standards and procedures of electronic certification service in
China.

Other needs of training

GDCA ¥ i T IR G UL Bad sk HAERS, XF2EK SSL 4545 A1 fRAY
BB REAE R EZ R, LR tE B )1 3EE E) Baseline Requirement HZEsR
(19 N Z 00 T A i 2 0 57 BB 7K
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GDCA keeps a record about the participation in the training. The operator and assessor who issues
SSL server certificates and Code Signing certificates must pass the training and reach the skill level
required by Baseline Requirement which engaged in this work before starting the work.

5.3.4. BRI ARMER Retraining Frequency and Requirements

X 78 2 TS A B A E B A RN B, R B0 152 GDCA HA I EE I — IR
MFNERGUISE RN R, GRF 2 DIAT— SR R B REMFIRENI. B4, GDCA
RARTEHU R G RGBSR EOR, AN E I ER N 134T 4RS84

For persons acting as trusted roles or other important roles, they should be trained at least once a
year by GDCA. Related personnel for operating authentication system should have the training of
relevant skills and knowledge at least once a year. In addition, GDCA will provide ongoing training
for employees irregularly according to system upgrade, strategy adjustment and other
requirements.

5.3.5. TAERAr % A B MIBAF Job Rotation Frequency and Sequence

GDCA TEBUN 5 1) AR i AN 4 0 FE SR o A 3 AR LA (1) 2 e e B8 SRS T i 2

GDCA will define and change the Job rotation cycle and the sequence based on the organization
security management strategy.

5.3.6. R A R ) TYE% 22 Performance Investigation

GDCA 17 BG4 TAE N 1 2588 1 T AT TARC AR EAEIR N RETK
1%, RN RIRESUOERJF AR a B s, hEf ]2 B AT SO .

GDCA administrative department will carry out work records check and performance appraisal for
the various departments in each quarter. All in-service staff shall fill out the performance
improvement forms and seek approval from the Department Managers. Performance evaluation will
be done by the each Department Managers.

5.3.7. FIBAUT HFI AL ST Sanctions for Unauthorized Actions

AIMBERN R EGE AR GDCA R4t BRAFVAENL S5 O,
GDCA —Z ik, R LRI IZ A R R ESAUETS RN 2 R G T HAUR, FFZA
SURSBUT ARG B, SCRixT %4 N G R IE R IE . S50, TR AR IR AZ AL
FE Kb P S5 i o

When the circumstances that in-service staff use GDCA systems, perform authorization businesses
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without or beyond the permission, once the above circumstances are confirmed by GDCA, we will
immediately revoke the login certificates and simultaneously terminate the system access
authorization. GDCA makes the implementation of the official notice criticism, fine, dismissal and
submit judicial institutions and other measures depend on the seriousness of unauthorized
behavior.

5.3.8. I A4 NBIER Independent Contractor Requirements

X FAET GDCA HU A EE TAE N5, (H G GDCA M55 =k TAERI Al 5573 32
BURITE S N D1 BN S35 297, GDCA 4 — 28Rk
o \AMRMGEREH
o AA 14U MRS TAELR:
® GDCA #=Atgt— ) bd AT Il S AR IEER, Bl AR A5 EAR T GDCA
A5 52 UL U AT EE A TR 55 RN

For persons who do not belong to the GDCA but participate in the relevant works for GDCA
businesses, such as business personnel of business branch organization, management personnel
and other independent contractors, GDCA has requirements are as follows:

® Record management of personnel profiles
® \With more than 1 year relevant work experience

® GDCA provides unified training and retraining, includes but not limited to the GDCA
certificate acceptance rules and electronic certification business rules.

5.3.9. AL R T AR Supplements for Personnel

FEFS I IR, GDCA #2445 S LRI YISO AR EA R T LU R J12E:
® GDCA i TF M

® GDCA IET MG L IAIE MY A5 MR AT S s R R 5
® GDCA AR R 0HY;

® GDCA KA HR 57 1 B 45

® YIRS, AR SIS BN K R T SR
® GDCA 48 Hi L5

During the training or retraining, GDCA provides training materials including but not limited to the
following categories:

® GDCA employee handbook

® GDCACP, CPS and related agreements and standards
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® GDCA technology system documents
® GDCA job descriptions

® Internal operating files, including business continuous management, disaster recovery
programs, etc.

® GDCA security management regulations

5.4. ®Hi+HZERER Audit Logging Procedures

5.4.1. CREHHIZRE] Types of Event records

PIA R AE GDCA K L A STl o B St AT _E I 8] B & IF 0 SR AE T ER B
FErh, Xeidsk, AR TINEREE ARG ENENR, MM ZUE T ER:
FAF R H YR a5
ISR RER:
ORI
IR MR
R HIFH LR,

o c w bpoE

All major security incidents occurred in GDCA will be logged with the time-stamp and recorded in
the audit trail records automatically. Regardless of manual or automatic generation, these records
should contain the following information:

1. The date and time of the event

2. Sequence number for the record

3. Type of record

4. Record source

5. Event recording entity

XA OIFEARR T

1L HAEGRAMARSE RS, OREEHER. &0 A6 WS A, .
RS, B LB R A

2. EIRAAGAMANME RS, FERSE. 2. WEL BE. A
PR

3. UEFHUESEM, G PRS2 B HAE AL B ORI E
PR S S0 I R DR AR5

4. EPBAEMFMAKEESMG, OFEDROEIE. Mk T, BE% RER
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These events include but not limited to:

1.

Management events in key’s life cycle, including generation, backup, storage, recovery, usage,
revocation, archiving, destruction, private key leakage, etc.

Management events in cryptography device’s life cycle, including receiving, installation,
uninstallation, activation, usage, repair, etc. for equipment.

The certificate application events, including the subscriber accept subscriber’s agreement, the
applied company, application data verification, application and validation data preservation,
etc.

Management events of certificate life cycle, including application, approval, update, revocation,
etc. System security events including: successful or unsuccessful access attempts for CA
system, unauthorized access attempts for CA system network and files, operation (read, write
or delete, etc.) for restricted and sensitive documents or records, system crash, hardware
failures and other abnormal events.

Security events recorded via firewalls and routers.

System operating events, including startup and shutdown, creation or deletion of permission,
configuration or modification of password.

Access to CA facilities, including the access of authorized or unauthorized personnel and
attendants, and the access to security storage facilities.

Management record of trusted roles and personnel, including network account application,
system permission application, modification, and creation, and the changes of personnel
status.

5.4.2. 4b¥E H E KA B Frequency of Processing Log

GDCA A BT — Ik H GRS AL 2, Ao B S BUR ML e ERFHAF, & H 3T KIIE
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GDCA carries out log tracking process on weekly a basis, reviews the violations of policies and
other major events, and analyses the certificate issuance system logs monthly. All the audit logs are
checked and reviewed by specific personnel regularly in order to discover the significant security
and operation events and take corresponding measures timely.

5.4.3. #HiH H EHRFHIFR Retention Period for Audit Log

GDCA %23 RAFH TIMERS K H &, s RS TR E2DWAH, R
RO T2 A NIER B 4

GDCA saves electronic certification service audit logs properly. The retaining period of audit logs in
database is at least two months. The preservation limitation period is ten years after the date of
expiration of the electronic signature certification.

5.4.4. # i+ H E KR Protection of Audit Log

GDCA i i+ H GBS e B, IF HSel by, Hrh s oo i s iHE
BEAHEAHE S . GDCA HUAT ™K M BLAIZ B ) i Pl 16, AR OR A BN B4 RE
PR SH AU, AR A B BN BR SR A

GDCA audit logs are stored in the database with backup, including audit information and event
records in related documents. GDCA carries out strictly the measures of physical and logical
access control to ensure that only personnel authorized by GDCA can be access to the records
being reviewed. These records are strictly protected from unauthorized access, reading,
modification and deletion.

5.4.5. #Hit H FE LA EF Backup Procedures of Audit Log

GDCA {8 T R ER SO Hi b 558 BE GURT 6 1 N 538 H JEAT o 18 H ZERT o T SRS Y
VARS8 3 o PP SRS B A5 5 0 o T BRI SO LAk A7 75 T 4 R A TP 2 A A SRS PR A

GDCA'’s audit tracking documents are carried out by the business administrators and auditor for the
archiving of audit log and audit documents monthly. All documents including the latest audit tracking
documents should be stored in secure disks and stored in a secure document library.

5.4.6. HTHKEE R4 Audit Collection System

GDCA B HAIH iZ A G A HF L F 5 3R, HallFA RN RE R & % FH T
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GDCA sets up an automatic validation system for audit records and data. It can report audit events
to the relevant personnel or system automatically.

Audit log collection system involves in:
1. Certificate management system
2. Certificate issuing system
3. Certificate directory system
4. Remote communication system
5. Certificate accepted and approval system
6. Access and control systems
7.  Security system of website, database
8. Other systems considered by GDCA for necessary audit.
GDCA i FH i v T Hi @ h ik R G0 T )25 T K

GDCA uses the audit tools to meet the requirements of the system audit described above.

5.4.7. X S B HA LR S Notification to Event-Causing Subject

GDCA KRIIMHEIR, RACKB A& ATy, VAT (a4,
R B SR IR R 36T SR Tt XU o R ALy 25 AT DR B DI WS B il 2 2 28T TR Al
55 IR FENEERT AL B A I

GDCA A B IE R 50 S ECFAF I Sk BT 8 75

When GDCA detects the attack attempts, it will record the behaviors of the attackers and try to track
the attackers within the laws. And GDCA reserves the right to take appropriate countermeasures.
According to the attacker's behavior, GDCA takes actions including cutting off the open services for
attackers, submitting the evidences to jurisdiction and etc.
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Whether to notify the attackers or the perpetrators is decided by GDCA.

5.4.8. WE TR Vulnerability Assessments

CA ZEMEFIRIEHR. BORAE B2 S BEATHE S5 3R 04, J& T R] AGRAD
IR gg3AY, RIS orab, J& T AR 9RA M 55345, GDCA BREEXT R Uk AT Mg g PE V04,
PAFEAR R G AT I KU o

CA security program carries out timely weakness analysis according to the change of policy,
technology and management. The weaknesses should be remedied immediately. If some
weaknesses can't be remedied, GDCA will launch system vulnerability assessment each year in
order to reduce the risks of system operation.

55. oA

Records Archival

5.5.1. JHR4IE F ISR Types of Records Archived

GDCA Xf LA F LR EAT IF R 5, AR EAR T
1 IEBRGE RN,
2. UEBHHES B8R,
3. UEPHIE SRR, IEBRSMAERIELR G R, SIEBIT S G
4. HIHEF;
5. UEFSREE . L IAUENL S H SR
6. LR, GFEARTERMAE. FH. BIGETRL
7. BRHMB. NEURAE SR
GDCA archives the following events, including but not limited to:
1. Certificate system constructed and upgraded documents.
2. Certificate and certificate revocation list.

3. Certificate application for information, information about approval and rejection of
certificate service, the certificate subscriber agreement.

4.  Audit record
5. Certificate Policies and Certification Practice Statements.

6. Employee information, including but not limited to background investigation, hiring,
training, etc.
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7.

5.5.2.

Various external, internal documents of the review and assessment.

JFRSE = KR AE A PR Retention Period for Archived Records

TR ARG, R HIBGEA R X T REREFIMRSE Z e F D
53¢, FLTRE R R B 2 58 s i g VE VA B B O

1.
2.

3.
4,
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CAIEFBHIZ I AR E CA EF AT L i JA 2 4h, BAMARE 10 4F.

For different archived records, the retention periods are different. For system operation event

records and system security event records, the archives should be retained to complete the security

vulnerability assessment or audit consistency.

1.

5.5.3.

Archiving for management events in subscriber certificate life cycle should be kept for
more than 10 years.

Archiving for management events in CA Certificate and key life cycle should be kept for
not less than life cycle of CA certificate and key.

Archiving retention period of subscriber certificates should not be less than 10 years after
the expiration of certificates.

CA key and certificate archiving should be kept for 10 more years after the end of life
cycle.

RS SRR Protection of Archive

GDCA % th GDCA L& HAEAT A AN RAF . o TH BRI SRS R PRI 7 LA 54
AR VEARE ] o AR S A R B 2 4 )5 AT ORd7 s F ELOR B — A AR BRI A
[, R GDCA k45 BN 53 ] LA ] o

GDCA database is encrypted and protected by the GDCA master key. Protection of audit tracking

documents will be illustrated in detail in the following sections. The archived media is protected by

physical security way and set an entrance with restrict authorizations, and only business
administrators of GDCA have the right of access.

5.5.4.

TR SCE K& B2 Backup Procedures of Archived Records

T RGBT IERACS, BEEAT S0, S0 ST A
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XA A VAR BORE, AN BT, (R EERIBU™ R A it ORIE L 2 Ak

PITA VAR ) R SO RSN B T ORA77E GDCA R e, B AE R R A7 HL A 1
ARSI R 2 — SR U B B AR R B I T 3, SN KA B H. A AP
TARN A B G OL N, A REXH RS SR AT TR ME . GDCA £ 2 e pL_EARIESE
IR S R A AT IR . B CEE R AR

Electronically archived records generated by the systems should be backed up weekly. The backup
file should also be stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures need to
be taken to ensure the security.

All the documents and data archived usually are stored in the main storage site of GDCA. If
necessary, the backups will also be saved in the offsite. Archived database is generally isolated
physically or logically, with no interaction with the outside. Only authorized personnel or others
under the supervision can conduct the operation for reading the files. GDCA provide mechanisms to
protect archives and backups from being deleted or modified.

5.5.5. O B E K Requirements for Time-Stamping of Records

GDCA A4 SAE AN (I AN #5717 GDCA Hr' 72544 (I A1 B .

The GDCA file must be created with time-stamped signed by GDCA digital signatures.

5.5.6. JAR4WCEE R St Archives Collection System

GDCA [ 1T EREFAS RINEE R R EA CPS 28 5.4 1R AETESH UL BH o
43 B AR A7 AL AR 2 A7 R IR AN S T GDCA R4

GDCA audit trail collection system is detailed in section 5.4 of this CPS.

Storage of separated media data storage and archiving of its security storage are not included
in GDCA system.

5.5.7. FREBFR I TR S B HFEFF Procedures to Obtain and Verify Archive

Information

GDCA 2z 41 i Gy MDY 558 B 6170 i IR B GDCA RIZA5 B 2 MBI, E3RAT
TRMEE RN, JUIX 2 AP AT ELEL
Security auditors and business administrators of GDCA retain 2 copies of the GDCA file information

respectively. While obtaining the complete archived information, comparison of the 2 copies should
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take place to confirm the integrity.

5.6. HFINERSHMBIERAE XIAR Expiration Date of Root

Certificate for Electronic Certification Services Agencies

GDCA MIHUIE A R KAV 30 4, AR AR AIES, B+ CA L
PR eSS, HATROWEE AL A A, ARl CA KRNI Ik,
FARONHR T4 CA IEFRIA R

WRAEF R g CA IER A A, IR N RS .

Maximum validity period of GDCA's root certificate is limited to 30 years, and the expiration time of
the certificates of subordinate CAs and subscriber issued by root CAs are not later than the root ce
rtificates. Also the expiration time of each subscriber certificate issued by subordinate CAs is not la
ter than the relative subordinate CA.

The expiration time of the certificates of root CAs and subordinate CAs must be stated clearly.

5.7. HTIMNEREZVIHEHAKEE Key Changeover

FEUES BT LUHT, GDCA R 2 HEIE 5 SRS AR X AR s A BEAT S 45, 2B BB (RIE S
FERAT SR E R, P42 [ GDCA KT B BLAOMNE . CA P 5 i 271G LA
VLR
1. fE CAEF A dn A WIZ R AT 15 I 222 B (0 N JUIESS, BAERAE CA IIES 2N ey

ARt AR .

2. FEAFIEZEROEN T YOIET S RIUE-B RN, 42 CA PR CRL, ERI& S

— 5K T GEEAS I .

3. ERUIEEE CA XTI, PRSI ST E HANE
4. I RATHTH CA UEASS
5. FAGREBATEERE LA WH], AHIEERE .

Prior to the expiration of certificate, GDCA will replace the root key in accordance with the provisio
ns of CP, and generate a new certificate. When generating the new key, specifications of GDCA
key management should be followed strictly. CA key changeover must comply with the following
principles:

1. The new subordinate certificates can’t be issued before the end of the life cycle of subordinate
certificate, which ensures that all subordinate certificates are all expired as the CA certificates
expired.
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2. From the end of the issue of a new subordinate certificate to the expiration of the
certificate, CA continues to sign CRLs with the original private key until the last
subordinate certificate expires.

3. CAKkey generation and management must strictly follow the key regulations.
4. Release the new CA certificate timely.
5. Ensure the entire transition process safely, smoothly and no vacuum of trust.
GDCA [{/E B Sl el KM 55 E BRI H HiiiE . Y] H iy, GDCA
i AR = ANHTUE
® HIRAZ A B AP GDCA LS
® IR E IHAPH GDCA UES;
® [HRAZAMAEH AP GDCA EF.

The changeover of certificate key of GDCA administrator is applied by the KM services
administrator. During the key replacement, CA should issue three new certificates:

® GDCA certificate with new public key signed by new private key;
® GDCA certificate with old public key signed by new private key;

® GDCA certificate with new public key signed by old private key;

5.8. #WMEEHRMEHKE Compromise and Disaster Recovery
5.8.1. HMHELERERF Incident and Compromise Handling Procedures

T T B o AR Ak B S ORI A5 T R AR (L, GDCA AL T — R N b B TR S A
FRAE LT %, Bl
1. GDCA RGHkEAb BRI
2. GDCA HKF#HMATE
3. GDCA RGi#&h 5EITH

FH G BL A AR N GORE 2 BB DL b 75 ZERIAH DG BE e, R St A2 0 52 v R
B, AETRFEREAT R SR SIS, BT — R K R SR SR

In order to timely respond to and handle accidents and damages, GDCA establishes a series of
emergency response schemes and accident treatment schemes, for example:

1. GDCA system fault treatment specification.
2. GDCA major accident emergency scheme.

3. GDCA system backup and recovery scheme.
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Related personnel will actively carry out the recovery plans in accordance with the regulations of
the above schemes and related systems. And perform the data disaster recovery drill each quarter,
and an emergency response drill on major accidents annually.

5.8.2. THERIE. BHMER/EHEBHRIE Computing Resources, Software,

and/or Data Are Corrupted

GDCA Xk 55 248 Sl A B E R GBI B BBt AT 1 8 tn, JFlE 7 AR
IR SR BRRE . 2R A AR5 B SBOR . T SN B AN RESR B I3 M55« AT et
R ods P B i S IR BRI AN W 40 7038 B R A, GDCA K42 IR S SR 1 Rl St PR &2

GDCA backs up resources of the business system and other important system, software and data
and formulates corresponding emergency treatment process. When identified the destruction of
network communication resources, failures of devices for daily services, malfunction of software, or
tampered database etc., GDCA will launch the disaster recovery plan.

5.8.3. SEARFAVEH R E AR Entity Private Key Compromise Procedures

FEME I NN B AR R AE RSN » GDCA K4 REU R 315 R LK K 2 4385
1. GDCAWIERGH HAHLSEH G, WA EIER. RAEHAMTESL,
2. MRAEFHMERITERT, B B AR T M e EHTAE.
3. W HFLFM AR HRA AR EEE, HXEEE, IMFERM CRL FE T
4. RNy ie) 22 A I R AT ReA B R HR A
5. R T B A E R AL E S, R RAE A PATIRE
6. WIRTHEEWE GDCA VA HRAE R MECE S, W 554 —44 GDCA 240\l #i ik
SAEO 558 5 TR

In case of any intentional, man-made or natural disasters, GDCA will take the following steps to
restore security environment:

1. GDCA verification system’s password is changed by the business administrator, business
operators and system administrator.

2. According to the type of disaster, some or all certificates should be revoked or re-verified later.

3. Directory data, encryption certificate and CRL are needed for recovery if the directory is
unavailable or directory with impure suspicion.

4. Timely access to security site as far as possible to restore operation reasonably

5. While restore the business administrator's configuration file, it should be done by the system
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administrator.

6. While restore the GDCA business operator’s configuration file, it should be done by another
GDCA security business operator or administrator.

M CA MRVHBE B . 8. # A MEkiitEE, GDCA JaZhE KRR S B

HA 22 4% SR 22 A S FIAH DG I 5 SRIEATVEA, B AT2h iRl iR R E MY CAES, ¥

SEREL LA T it

1. SERP AP AR S5 B B I A 5 R AR ERORF S 3R T VAR, e st A A A S 1
PRIEVT P AT @, SRS B3 G FH P R 2 1 52 AR R

2. SERIEHAH AT 5% S UE FAEIR S A M R 5

3. LRI TR CA 2K BET, i CRL il OCSP {55, AUkl 7 A
5. [F GDCA S7RIAE B (35 4%

4. FHMIERR KRG, % GDCACPS X THEBEKRKMME, EHER FHIEHA T
ZIAEh g CA EP,

5. GDCA BifHEB K5, H i@t GDCA 5 8. HMS%S 8. HTTP & Uk
i o

When CA root private key has been damaged, missed, tampered or leaked, GDCA will launch a
major emergency treatment process, which is assessed by GDCA Security Policy Committee and
the relevant experts to make a plan. If the CA certificate must be revoked, the following measures
will be taken:

1. GDCA reports immediately to the electronic authentication service management office and
other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests against any further losses.

2. GDCA notifies the relevant parties to disconnect the systems associated with the certificate
authentication services immediately.

3. GDCA revokes immediately all the certificates issued, and updates CRL and OCSP
information for subscribers and relying parties. Meanwhile GDCA immediately generates a
new key pair.

4. After the new root certificate has been issued, GDCA Re-issues the certificates and the
subordinate CA certificate in accordance with the GDCA CPS about provisions of certificates
issuing.

5. After the new root certificate has been issued by GDCA, it will be immediately published by
GDCA repository, LDAP, HTTP, etc.

g CA AP BUEIR . HeBich. MR, MhER B2l = o1 OB RE IS, #E
CA J¥i:
1. SZHEIE GDCA BEATVCAR I AL BT B3 SR AE Pl oK, B2 AT HOE F.
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2. GDCA SLR[ [ HL- IR AR 25 8 B0 A S A CA U S 0 11V, TS W A A
NIRRT PREATIE T, RIS It e P A 2 08 52 SRR K

3. SLBLE A RMATT 5% S IEFAEAR SR R S

4. SLHIEEIPTE CEg SR RAET, B CRL AT OCSP {5/, ST Rk s
.

5. BihZk CAIERZKIG, #H GDCACPS X TIEHA KT, B KITFE
5.

6. GDCA ¥iiEH2 k)G, #oriliEid GDCA 15 B B4 HTTP & 77 =it
1T KA o

If private key of GDCA Subordinate CA is missing, tampered, cracked, leakedor used by

unauthorized third parties suspiciously, Subordinate CA should:

1. Subordinate CA reports immediately to the GDCA and generates a new key pair and certificate
request to apply for a new certificate.

2. GDCA reports immediately to the electronic authentication service management office and
other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests against any further losses.

3. GDCA notifies the relevant relying party to close the system associated with the certificate
authentication services immediately.

4. All the certificates issued by the Subordinate CA are revoked immediately to update
information on CRL and OCSP for querying of certificate subscriber and relying party.

5. Subscriber certificate is re-issued in accordance with the CPS about provision of a certificate
issued after the new Subordinate CA certificate has been issued.

6. After the new root certificate has been issued, it will be immediately published by the GDCA
repository, LDAP, HTTP, etc. for distribution.

UEFT P RORAE T RE L IR 8. 3B MR CELDS, BRERCGE =F BiHINS, AT
1% GDCA CPS HIRLE, 56 R IETS R, I MEOE B8 A s H AIE 15

When private key for subscriber certificate is damaged, missing, cracked, tampered or used by
unauthorized third parties suspiciously, the subscriber should apply for certificate revocation
immediately and re-apply the new certificate following the provisions with the CPS of GDCA.

5.8.4. M S5 ML 55 L2688 7 Business Continuity Capabilities

GDCA {EMiBAYT 5.8.1. 5.8.2 F1 5.8.3 ik AT, JEILILAMHUE], 16
24 /N 2 T 45 0L 5 O T A AT

After encountering the disaster described in section 5.8.1, 5.8.2 and 5.8.3, GDCA can use the
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backup mechanisms to recover systems for operation and service delivery within 24 hours.

5.9. HFMNERFZVHEEMPIAKZIE CAor RA Termination

GDCA Z 1341 JE R RT LA 23 2 4 32 40 5 DR R AR 25 BH 2 B S R, 2 4 32 40 s B T
feflF5 GDCA IRE ALK, IEHHZHURF I ae 5 il F F= A XK.
fFE GDCA & IL-f, W42
ZHCML 55 AR B A
T H GDCA & 1k
N5 GDCA {5 1EAHH IR 1 S A4
LIV NEE &R
ETS A
Kb BRAF RS SCAF I3 s
{5 AR O R 5 5
RS H RS 35
R H R M55 45
Ab3H GDCA V55 B 1A GDCA MK 55 #8415
S Dk R o2
- BB AN USRS s
13. j#F% GDCA FEHUEH.

© © N o o ~ w N

e e =
N PO

The reason of GDCA termination event can be key damage or non-key damage. Key damage may
be resulted from the loss of GDCA root key, and non-key damage reason may be related to
commercial factors.

Before termination, GDCA must:

1. Arrange the business to undertake

2. Draft GDCA termination statement

3. Notify the entities that are related to GDCA termination.
4.  Shut down subordinate LDAP

5. Certificate revocation

6. Treatment of archive file record

7. Termination of certificate authority service.

8. Archive main LDAP
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9. Shutdown main LDAP.
10. Process GDCA business administrator and GDCA business operator.
11. Process encryption key.
12. Process and store sensitive documents.
13. Remove GDCA mainframe hardware

H T3 B 2 AN AR 2 R R i 2 1k GDCA, LT 2258 Al [F] (B i — 11
ANJAIFE GDCA # 1B ARE A [a] R A b, d T2 8 2 41 R K ¢ 1E GDCA, %5k GDCA
HEIT AR RR S G AR P2 R IR R 28k GDCA, f£ GDCA AT il )™
Jei, RHUE =120 B GDCA & IEXTHT

With the termination of GDCA due to key damage and non-key damage, the operations are mostly
the same. The only difference is time limitation of GDCA stopping sending notification. As for GDCA
termination due to key damage, the process in which GDCA notifies the subscriber needs to be
completed as soon as possible. As for GDCA termination due to non-key damage, it can take
appropriate measures to mitigate the effects of GDCA termination on the subscriber after GDCA
notifies all the subscribers.

6. INIER G A 244 Technical Security Controls

6.1. ZFEHXTHIAE RS %3 Key Pair Generation and Installation

6.1.1. AN A B Key Pair Generation

6.1.1.1. 47 BN A B Generation of Signing Key Pair

CA B BRI e [ 5K % A S 3 I v ANV mT i AR B o BRI AR R 3, A7
fili AR RIS ROEAE FIPS140-2 AREFIAHOCHE . BT FIPS140-2 bRttt /& B 5 %
B 3T A AT R SR RObR e, B 00 T3R5 7= i P2 A% R BREEKR, Rl FIPS140-2
PRAE S HRIAT, R AE [ ORI S BRI AT i N iisBE , BIASIRR&)
AL TR TSR A O S A AR i [ 2 B AR T 4 . WIS

VP B, W UBAE B K R EOR MLE « GDCA SRR 2 i i) 2
LA TR, W DM R A A R AR (1. USB Key), AT DU A AR HE (R 3£
SRR (1. YRS ARG, Web R4S SRR SR A S A R RESE), IE
P iE S AR L T TR R . TS 4 B NED. 5 4 BHUMEED . B&IE,
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Key pair of CA is generated by the device approved and licensed by OSCCA. The generation,
management, storage, backup and recovery of the key pair shall comply with the relevant
regulations of FIPS140-2. Since FIPS140-2 is not a standard that approved and accepted by
OSCCA and OSCCA implement a strict management of state’s cryptographic products, GDCA only
apply part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the product
manual of the device is for your reference. Hardware Security Module used for key generation must
be evaluated and certified by OSCCA.

The generation of the subscriber’s signing key pair must comply with the national laws and
regulations. GDCA supports multiple patterns to generate signing key pair. Subscriber can use a
hardware cryptogrammic module (such as USB Key) or a standard software cryptogrammic module
(such as the cryptogrammic module provided by the browser or the key generate function offered
by web server software, etc.), so subscribers can choose according to their needs. It must use the
hardware cryptographic module to generate keys for type IV individual certificate type IV
organization certificate and equipment certificate. In any case, the security of key pair’s generation
should be guaranteed. GDCA shall implement adequate security measures in technology, business
processes and management.

XF T TR AR ) GDCA 1T/, W ZiUAE [ S i B R e vV ml A e
A ARSI RSN, AR, USB Key. IC REEA L. 1T fEIEFRIX LK
AT, NESER GDCA HiljH KA MAENIEZFH. GDCA [A1] R HEFT & B 50
R AR S AE 1) USB Key 1F T 7 25 44 5 X 28 ORI e 6

For all GDCA's subscribers using hardware cryptographic modules, they have to generate signing
key pair with devices approved by OSCCA, such as cryptographic server, cryptographic card, USB
Key and IC card etc. Before choosing of these devices, subscribers should consult in advance
system compatibility and acceptance with GDCA. In addition GDCA provides USB keys to
subscribers as generation and storage devices of signing key pairs which are in accordance with
the relevant provisions of state cryptography management.

GDCA — AT P AR B2 2N, G - 5T RS 348 GDCA itttk
GDCA FJ LAy il RO s gt I HAR AR AR EIA, SREUZ 88 115 it Ok
U AR ) 22 A PTSEPEAIME— M, (H T S5 AN st 2 . it 8 48 Do DR 0 ol P 402
%, GDCA AHEPTA] THE 5 X 5o

XITH GDCA TrustAUTH R5 ROOT ik, ##hff{ R5 # CA i+, GDCA
TrustAUTH E5 ROOT 22K 2 CA Fr B K HIAT FHIES:, 3T 7 & 8% BT 7 B & ik
S5 T B % N B B A ML AL . GDCA T 5% 1T J AL i % il CSR, Fh
N R S BT SSL NS EBARIE AT P o VT P B B A ks Hh TS M e T A E

109



Il somrnnnammas
Soen rmnpm——,;e GDCA H-FIEME S5 RIN] (V4. 6) ki

FA LR B e Oh BE AL ASUAE A T /2 BB FIPS 140-2 38 — 2000 R BN e
e, K 2 /0 RSA 2048 £78 ECC 256 7. 1E GDCA Wb FI AL A A il T B
Fir= A2 0 RS EH T /7 730 . GDCA AN RAFATAT AR D, B 1X 85 B ARk 2 -
Je MBS o
BT PG R RV 2 S I ST R L5, FEARHH i B RIVEE 5T

Generally, GDCA does not provide signing key pair for subscribers, only when the deputies obtain
authorize by GDCA with application form, and generate not to hold copy of private key, making use
of effective preventive measures ensure the key pair keep safety, reliable and unique. However,

due to the loss caused by this key to the missing, leakage or other reasons, GDCA does not
assume any responsibility and obligations.

For subscriber certificate issued by subordinate CAs of GDCA TrustAUTH R5 ROOT certificate, %%
Z B R5 #R CA certificate and GDCA TrustAUTH E5 ROOQOT certificate, subscriber’s key pair is
generated by his/her own server or other devices embedded key generation mechanism. GDCA
accepts the generation of keys and certificate signing requests for the subscribers, and the private
keys are delivered encrypted and protected via SSL secured connection to the subscribers.
Subscriber key generation is performed by personnel in trusted roles within a secure cryptographic
device that uses a suitable random number generator (RNG) or pseudo random number generator
(PRNG) and meets or exceeds the requirements of FIPS 140 level 2. The key sizes are at least
RSA 2048 or ECC 256. The use of the private key generation utility at the GDCA website is at the
sole risk of the subscriber. GDCA does not keep any private keys or passwords, and all such
information is deleted after delivered to the subscribers.

Certificate subscribers have the responsibilities and obligations to protect the security of private
keys, and assume the legal responsibilities for this.

6.1.1.2. InEE XA B Generation for Encryption Key Pair

TEFIT P A 50 B GDCA AT ) AR S B O g A R, IRl
ARG OATE I, HIEIT P R ERE IS H AR, R R s
OIS TRE, BT 7 i FRE LT P A R N 258

XITH GDCA TrustAUTH R5 ROOT iiE+i. ##hff{ RS # CA i+, GDCA
TrustAUTH E5 ROOT 22K 2 CA FrZE K HIAT FHIES:, 3T 7 &85 BT 7 B & Ik
S5 T B % N B B A ML A . GDCA T 5% 1T J AL i 3 % il CSR, b
IR BT SSL NS EBARIE AT P o 3T P 8 A A ks th TS M e T A&
FI AL AR bt O BTV EC A s T AL B FIPS 140-2 58 — 000 SR I N2 B &
TR, K /0 RSA 2048 8% ECC 256 1. £ GDCA 3k (i Fll AL B A= il T2
BT B ER T P 730 . GDCA AMRAFATAT AR RS, BT X 2efs BEAL %4 H
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GDCA applied for generation of encryption key pair to Guangdong key management authority on
behalf of subscriber. The encryption key pair is managed by Guangdong key management authority.
When the certificate subscriber needs to recover the encryption key pair, GDCA accepts
subscriber’s application to recover the corresponding encryption key for the subscriber according to
the specification and process of Guangdong key management authority.

For subscriber certificate issued by subordinate CAs of GDCA TrustAUTH R5 ROOT certificate, %X
ZIX R5 #8 CA certificate and GDCA TrustAUTH E5 ROOT certificate, subscriber’s key pair is
generated by his/her own server or other devices embedded key generation mechanism. GDCA
accepts the generation of keys and certificate signing requests for the subscribers, and the private
keys are delivered encrypted and protected via SSL secured connection to the subscribers.
Subscriber key generation is performed by personnel in trusted roles within a secure cryptographic
device that uses a suitable random number generator (RNG) or pseudo random number generator
(PRNG) and meets or exceeds the requirements of FIPS 140 level 2. The key sizes are at least
RSA 2048 or ECC 256. The use of the private key generation utility at the GDCA website is at the
sole risk of the subscriber. GDCA does not keep any private keys or passwords, and all such
information is deleted after delivered to the subscribers.

6.1.2. TN FEHFEIRESIT P Private Key Delivery to Subscriber

H GDCA AUE T /7 X & 48 B Lo g th s S B AR 1 K, S8 B e 7= AR
IR RAEIAE FHAT P s i E AT Berm e, AR 7 Wtk ik4%: GDCA, it
GDCA T #(EIT e E AR, 1771 B CHIERER MRS Z A A7
GDCA submits application of encryption key to Guangdong key management authority for
subscribers and Guangdong key management authority will use digital envelope encryption
technology to encrypt private key with subscriber's communication key and send it to GDCA by data

stream. Subscribers download the private encryption key from GDCA, decode and save the key
using certificate carrier.

XITH GDCA TrustAUTH R5 ROOT iE+i. #zhff{ RS #2 CA i+, GDCA
TrustAUTH E5 ROOT 25Kk 2 CA PR R AT e+, AT HAT42R, GDCA
A TR EHFLA L LR TT P . GDCA R HEEZ AT AL BUE AHXT A CSR, FABH N Cr 4 fo i
i SSL & EERRALE LT 1
For subscriber certificate issued by Subordinate CAs of GDCA TrustAUTH R5 ROOT certificate, %
ZIHL R5 R CA certificate and GDCA TrustAUTH E5 ROOT certificate, subscriber generates
private key by himself/herself. GDCA does not need to send private key to subscriber. GDCA

accepts the generation of key pairs and certificate signing requests for the subscribers, and the
private keys are delivered encrypted and protected via SSL secured connection to the subscriber.
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6.1.3. NRAFBIELERZ KL Public Key Delivery to Certificate Issuer

HIIE 2 R WL % B B rh O fR R BB SR, BB B O = AR IR s A A8
FHEF BT R A EEINE, BRI T B GIE BRI, BiEB2 AN
X SR B SR AT R RIS R B PR BT AR TS . R AR
PRI A5 UE P AEE PSR R UR P4 I A il

X+ 1 GDCA TrustAUTH R5 ROOT . %%/ R5 # CA k5. GDCATrustAUTH
ES ROOT 25K (¥4 CA PR KINAT IESS, HZAT 7 Al RA Sl PKCS#10 4% 31k
BELERE BB e B4k, DU TR 20 2913524 GDCA %
Ko
GDCA requests the application to Guangdong key management authority, and Guangdong key
management authority will using digital envelope encryption technology to encrypt public key with
communication certificate and send it to GDCA by data stream. GDCA will decode the cipher text

and issuing certificate with decoded key information. Communication certificate used in the process
of key transmission is generated in the initializing stage of CA system.

For subscriber certificate issued by subordinate CAs of GDCA TrustAUTH R5 ROOT certificate, %%
2 R5 #R CA certificate and GDCA TrustAUTH E5 ROOT certificate, end subscriber and RA
sends certification issuance request to GDCA electronically. The request contains public key for
GDCA to issue the certificate. The request information is encoded as PKCS#10 or other packing
format with digital signature.

6.1.4. B INERS LA A AL ESKE T CA Public Key Delivery to

Relying Parties

GDCA )AL & 1E GDCA B2 R IR CAEBANYSS CAIEH Y, #id GDCA &
J7 Wk iE4T KA. GDCA SZHEM GDCA MG Nk 7 AL i A48, UIIES T P Al
RS T7 A A P

Public keys of GDCA are included in the self-signed root CA certificate and business CA certificate
of GDCA and published through GDCA's official website. Subscribers and relying parties can
download public keys from this website.

6.1.5. FBEEE AR Key Sizes

GDCA 2] RSA #HHK N 1024 Ak b b, FHAFAFFAEEUE T RSA %4H
KRN 2048 AE LA b, SCHF SM2 ZEHK SN 256 fin, SCRFI ECC %EHK E N 256
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The size of RSA key which GDCA supports is 1024 bits or more, and the size of RSA key for the
publicly trusted certificates is 2048 bits or more. The recommended key size of SM2 is 256 bits and
ECC is 256 bits or above. GDCA will conform to the specifications and requirements of key size
from state’s laws and regulations, government, etc.

6.1.6. MEFH#A4E Certificate Carrier

GDCA RIFEAFE N FER, S 7 PKCS#11 s i [ 52 2 Al 24 )= v A3 1)
USB key fEMiEH#ifA. USB key /& —FBA 24X RGNS AR dees, LA
R U R RN D2 i, B anlde, XO7 @iy, 32308 1R, RA B3
HER B HIIRE -

According to different application requirements, GDCA uses PKCS#11 or USB key which has
passed the review of OSCCA as a certificate carrier. USB key is a cryptographic device with
security file system. Its internal chip has a security module based on smart card, which is secure

and reliable, and easy to carry. It will destroy the key automatically when suffering violent
destruction.

6.1.7. ANASERE R R ERZE Public Key Parameters Generation and

Quiality Checking

X TAE P B ALY GDCA T 7, AHSHOU T A 1 5K 25 0 B R e v
A AN EE & AR AR B B AL, <. USB Key. IC REEA ALY,
I IX B2 1 A RO FIRR 1 . GDCA YN B £ R4 i N B B L%
GHKT RN R EERER.

Xt TS B0 R A, (R R 3 3ok ] 5% 2 e R V4 AT AR 0 2 5 6 AR A
BEAT, BlaninZE L. Ii# R, USB Key. IC 5. GDCA A yix L6154 i 4 & (19
W, HEECRRE T RN ZEERER,

Public key parameters of subscriber who use hardware cryptographic modules must be generated
in encryption equipment and hardware medium approved and permitted by OSCCA, such as
cryptographic server, cryptographic card, USB Key, IC card, and follow generation standards of
these devices. GDCA considers that built-in protocols, algorithms for these devices and medium
have already met sufficient level of security requirements.

Quality of public key parameters is also checked through the encryption equipment and hardware
medium approved and permitted by OSCCA, such as cryptographic server, cryptographic card,
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USB Key, IC cards. Of course, GDCA considers that built-in protocols, algorithms for these devices
and medium have already met sufficient level of security requirements.

6.1.8. F481¥ FH B 1 Key Usage Purposes

GDCA HIHR CA # MU T35 LA M-
1. AEEIR CA AR
2. g CA MIET S 32 AIES;
3. M THRLBOMEMEF (41 OCSP Wi Rig8EIEF: ).
Root CA keys of GDCA are used to sign the following certificates only:
1. Self-signed certificates to represent the root CA itself;
2. Certificates for subordinate CAs and cross certificates;
3. Certificates for infrastructure purposes (e.g. OCSP Response verification Certificates).
W R AT DU T 3R B 22 4 iR 55, B S DGIE AN RTHRBHE AN B A e B 1 55
T I Ay LU 5 S0 s A
B EAA I RS, PSS ALE  SRBUE B SN E S L .

Subscriber's key can be used for providing security services, such as identity authentication,
non-repudiation and the integrity of information, etc. Encryption key pair can be used to encrypt and
decrypt information.

Authentication of identity, authorization of management, confirmation of responsibility and other
security mechanisms can be done via using signing key and encryption key.

6.2. FAHARPMELEER TEZEH] Private Key Protection and

Cryptographic Module Engineering Controls

6.2.1. 2% B0 B B ) AR E AT #% #]  Cryptographic Module Standards and

Controls

GDCA Jit FH )2 B 1 4% # o 20 1B G B A B R A Pl (1R o B BRI AE I BB A7
filiv R AKE RIS FIPS140-2 FRiERIAHCHUE . BT FIPS140-2 FrifJFF 2 5 %
AL T TN TR S R bR, SO0t F R0 7 S A 1 B ER, (M, GDCA fE
RN AR, (NS FIPS140-2 FRfEm R, JETEE K%M HECRV il aT it ~
FEEPEPEE R, RSB & T SRR TRl FH T I8 8 4 A il 2 R A 2 i [
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Key pair of CA is generated by the device approved and licensed by OSCCA. The generation,
management, storage, backup and recovery of the key pair shall comply with the relevant
regulations of FIPS140-2. Since FIPS140-2 is not a standard that approved and accepted by
OSCCA and OSCCA implement a strict management of state’s cryptographic products, GDCA only
refer to part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the
product manual of the device is for your reference. Hardware Security Module used for key
generation must be evaluated and certified by OSCCA.

6.2.2. FEAE AFEH) (m i& n) Private Key (n out of m) Multi-Person Control

GDCA R EHT. Ml & AR SRR 2 AP HIAL, RIERELL
e =T7 50 FAHIE BALR - E) 5 A s P B o, BRI = AAEY IRV AT
THOLT, EAE PRI PIN i, 4 BEX R BEAT #4E

Generation, update, revocation, backup and recovery operations, etc. of GDCA private key adopt
multi-person control mechanisms. Namely, the mechanism is three out of five, means the key
management authority is distributed to five key administrators, the operation of private key is
performed in the presence and permission of no less than three employees via inserting cards of
administrators and inputting their PIN code.

6.2.3. FAEHIK B Private Key Recovery

NYUEEZ R R, P E B L A PR S PR AL, 2 8 B O 2 R
T BT b B B F O T B, DR T SO0 A AR FH 2 N 8 R S T R AR IR R
FERAT FVEWE, 44 B X B i

In order to safeguard state’s rights and interests, the encryption key pair generated and managed
by key management authority should be used under a key recovery mechanism. It ensures that
encrypted data can be recovered by law.

6.2.4. FAEHIEE Private Key Escrow

WP INEIE RS B AR ) 2R B s A B O E, 1T IR AR B A FA
HECRE, #HEHEPLAIIEE

JUIR AR B A AR DRAIE s R e A, s LUE SOE A RAE, SRR
A =g, FESNFARETI

The private key of encryption certificate is escrowed by Guangdong key management authority. The
private key of signing certificate is kept by subscriber and not escrowed by Guangdong key
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management authority.

Guangdong key management authority ensures the security of subscriber’s key pair strictly. Key is
preserved via encryption. Key library has the highest security level, which is refused to illegal
access.

6.2.5. FAEH&4 Private Key Backup

AR AR 73 N =R RIL R %A - FIIRA A By CHAER — IR R G R R AT 449
AN CEMXN RGP RHAERERE D, MEEN ERGUT KNGS )G, M
AR &)

Isa e  f2 R G IR AL BN HEAT I AL %47

ARG RIERAE & 0 R LTS AT e By, IR IE%
TR A I35 A R L T R A FREAT Ay, BER— IR

Private keys backup includes three types: initial backup (backup in the first installation), complete
backup (regular copies of private key library in the system) and incremental backup (backup for big
changes).

Initial backup is private key backup in the system installation.

Complete backup is complete backup of private key library once a week. Incremental backup is
incremental backup of private key library once a day.

6.2.6. FAEHERY Private Key Archival

A B AL BT AE B S R AT IR ORAE . ORAF T SO 5 X 70 B =
3 99 P R RN 8 SRR AT N I ORA AL 5 0 8 B A (R 500 e R R )
FHZINE, GDCA 1 10 RS sHR R . RIS fRA7 2270 7 4.

Key management authority archives key information. It splits the key pair into three parts, encrypts
them using symmetric encryption algorithm respectively, stores them in its database and disk.

Once private key expires, GDCA will complete archiving operation in 10 days. The validity of
archiving private key is at least 7 years.

6.2.7. RASH. SAFHEBIR Private Key Transfer Into or From a

Cryptographic Module

AE B R E S, RS 3 H A6 JIUEE S HH BIRIE A5 3R 1) 3 S i X
Ho RIS B0 M AERR RS BT =50, FFXHEERR ) RORL IS S AT X AR
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Private keys are of paramount importance. The private key information must export to the cipher
storage area of certificate carrier. The export of private key is as follows: GDCA must split the key
into three parts, encrypt them using symmetric encryption algorithm respectively and store them in
storage area of certificate carrier. The import of private key is as follows: GDCA must decrypt three
parts described in export process, combine them into one and import the key.

GDCA does not provide the export of subscriber’s private key from hardware cryptographic module
and allow this operation. As for the private key stored in software cryptographic module, and if
subscriber is willing to bear the relevant risks, subscriber can choose the way of import and export
with access control such as password, etc.

6.2.8. AP EFEEERK G Private Key Storage on Cryptographic

Module

CA RGBT v £ K FH B 5 B T B Ry S VP AT (O IR 55 A 2 AL, A 3 A At
Pz /D FFE FIPS 140-2 = bR ER[F) 55 90 22 47K 1, FABH B0 A7 Ak 78 iR 55 45 25 F H LA
P, FEBEAN AR o A A 22 B SCH AR RE AR 2 AL Ab

WP IRV G TE R & B R B A ELRE 1 USB Key AR ESCAHIET T, FrATE
USB Key T2 IRV, AR SCITE IR o X T3 PR AR 5 A RS A e FARH ,
UFFERE AR B AR AR A AN, 3T 7 AT DL B R B A 22 A DR 8 it PO A o 1
RIS

T 2RI 2R BT PRV B 0 2 /D755 FIPS 140-2 —Zibr
HE B [F) A8 2 22 4K F

The hardware cryptographic equipment used by CA systems had been approved and permitted by
OSCCA, and hardware cryptographic module at least meets the FIPS 140-2 level 3 standards or
equivalent security levels. Private keys will not be in the form of text outside the hardware
cryptographic modules in the entire life cycle.

Subscriber's private key is stored in the USB key medium or file certificate meeting the regulations
of OSCCA. All the private keys stored in the USB key are stored in the form of cipher text. For the
private key generated by software cryptographic modules is preferably stored and used in hardware
cryptographic modules. Subscriber can also use specific software cryptographic modules with
security measures.
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The hardware cryptographic module used to store the private keys of the code signing certificates
at least meets the FIPS 140-2 level 2 standards or equivalent level of security.

6.2.9. BUERHRIFEE Methods of Activating Private Key

HPEH A A CHE B RESRSHEGEIL, TR RAERE, HE=
Y G R AE .

XTI A USB Key It~ s ples HAl i s o a pg i e (31 7
FaBH, AT AT PGB 14 1C REETTEE— B /Y. AT TSR E 2 AR (1 9K E)
Ja, ¥ USB Key. IC REHHAMMNIHET, BARY LS, WAHBEGE. X8
FEAT P SR A B s AL, 1T ROZeR & B 3 it M B L ORGP T AL
CABA IEAE ARG R P SRS OL T, HAR N S8 AT P BT LR AL . R
TEAE AT B AR P U AAEH A 1 BR A7, 2 B 3 R A R A A8 W A6 AL B R T8RS
AR S ORIV, PRSI B R, BT E R D RERIE FAEH o

Key administrators use their own administrative cards to login cryptographic server. Three
administrators need to be at presence for private key activating operation.

For the private key saved in such as USB Key, cryptographic card, cryptographic server, or other
forms of hardware modules, the subscriber can protect through password, IC card, etc. After the
appropriate driver is installed in subscriber’s computer, the private key is activated by the way that
the USB Key, smart cards are plugged into the appropriate device to enter the protection password.
For the private key stored in the subscriber's computer software cryptographic module, the
subscriber should take reasonable measures to protect the computers physically in order to prevent
unauthorized personnel from using computers and private keys of subscriber. If the private key is
stored in software cryptographic module without the password protection, then the loading of
software cryptographic module means the activation of private key. The private key protected by
password can be activated via inputting password.

6.2.10. AR HBEGERIRE K ¥ Method of Deactivating Private Key

WHHVE B O ST B R B RS SR MRS S AL, AT R AL IR AT
L= R RN,

— BAVARRGE, BRAFXFIRS R ER, RS TIEIRE . AR L
M, APHERRBERGE, R BEHET —3RAE, WURT TS — Ik RlE, & 2Rt
AT o

GDCA f# B AV ABE RS 107 AR AEIR B RPIRAS . DI Bl p A g
Th AR GSE. RARBIERIA G, AT DUBEATH SRR
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Key administrators use their own administrator card to login cryptographic server and deactivate the
private key. Three administrators at presence can execute above operation.

Once the private key is activated, unless the state is deactivated, the private key is always active. In
some cases, the private key is activated for one operation and reactivated for another operation.

The ways of deactivating private key include exit, shutdown, removing hardware cryptographic
module and logout of user or system. Unauthorized person cannot execute above operation.

Subscriber can deactivate the private key by themselves. And private key will be deactivated when
logout, or remove hard cryptographic module from card reader, or turn off the power supply.

6.2.11.  ASEFERITTE Method of Destroying Private Key

WARAHA R, B SRR B A SR BCE g MR, iR LA T
PRSI N, ASAZ AN AR s 4 7 o 7 AR BR s WERAL TR A B
WA & 1IC RELIBIE S NE. FE, BFraHTHeER A PIN S, IC R
S A A B s Wi IEl

W A BT, B0 S AP B A A B BCE i, il o osE
HAHET, TP RIS RSB RAEH, R IEA R 5TtE. W R P 2] A Ok
AR, AT P e AUZ A CPS [ RLE AT -

If the private key is no longer in use, or after the corresponding public key is expired or revoked, for
the circumstance that the key is in software encryption module, it must be cleared by methods of
mulching. For the circumstance that the key is in hardware encryption module, it should be cleared
in the encryption device or IC card. Meanwhile, all the PIN codes, IC cards for activating private key
also must be destroyed or recovered.

Private key no longer being used, or the public key corresponding to private key expired or revoked,
the method of destruction is determined by the subscriber. The subscriber must destroy the private
key effectively and assume the relevant responsibilities. Storage and archive of the key after
expiration must conform to the provisions of this CPS.

6.2.12.  FHEHFIPEME Cryptographic Module Rating

GDCA i FH [l 5% % A 3L oy FhL v 4R W] 1) 538 72 i

GDCA uses the cryptogrammic products approved and permitted by OSCCA.
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63. HHXNEHK H A 7 E Other Aspects of Key Pair

Management
6.3.1. A%AIFA% Public Key Archival

Xt RGN A SRR AT RE I (VAR ORAT s X ORAF I A B RREAT AR NS,
REETI Z 2 B A ER .
NHIFIWE, GDCA FE 10 KA TE BRI #HRAE

GDCA should carry out archiving and preservation timely for public key data generated by the
system and use symmetric encryption for public key information. Ensure to obtain the safe and
complete public key information.

If public key has expired, GDCA should complete archiving operation in 10 days.

6.3.2. T P B4H TR FI45 5 Archival and Destruction of Subscribers

Trusteeship Key

T o
N/A.

6.3.3. E R e ML xHE F IR Certificate Operational Periods and

Key Pair Usage Periods

INEAARVER B BT RR S5 TE A5 AT IR O%, (B IR A e R FF— 2.

XHF R4 B BRSSOV R BEAEIE P RO A A 0] DU 302644, AR
FUEWBRASE L UE P A RAWRR o (E52, Oy 1 RIEAEUEFAT RN N 244 1015 12 n] LLSSAIE,
OB IR AT LAZEIE S 8 ROYIRR EAS

xFFona e+, HAHRBAESE RSN A TR FInEELS, SH0E
FHIIBR AN LU P AT RO PR o (HE, O 1 DRAEAEIE TS5 ROV i (0 45 5 mT BUAR T
AL B8 TS BR AT BALESIE 5 A RO R DA

The usage period of public key and private key is related to the validity period of certificate, but they
are not completely consistent.

For the signing certificate, its private key can only be used for signing within the certificate validity
period and not be used beyond the validity period of certificate. However, in order to ensure
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signature information can be verified within the certificate validity period, the public key can be used
beyond the validity period of certificate.

For the encryption certificate, its public key can only be used for encryption within the validity period
of certificate and not be used beyond the validity period of certificate. However, in order to ensure
information encrypted can be used to unlock the information within the validity period of certificate,
the private key can be used beyond the validity period of certificate.

St F B 0 % A R & e TS, LRV AN A BH X BETEE F A RO A A AT DA

M—ANMETA ZA A&, APFIREA TR DL B A&

FANFERM R TR PRI CAIES, UEBEIE, R 2 LT,
FCVFAE A B8 PR UEAS BEAT ST . BB R AN RE TC PRI T o

For the certificate used for authentication, the private key and public key can only be used within
the validity period of certificate.

If a certificate has multiple usages, the usage periods of public key and private key follow the rules
described above.

In addition, after the expiration of certificate, under the circumstances of ensuring security, original
key pair can be used to update the certificate. But the key pair can’'t be used indefinitely.

X FANE RS, FLE A o Vi I ik 4 BEHT R e A R BARR 2 R
1. X ROOTCA(RSA)% K] RSA2048 fii CA iE45, FLaEEHNT 5 K Fo i fi i 4
P2 10 4F, AIZ>T 10 4,
2. X ROOTCA(RSA)Z K ] RSA1024 i CA iE+, HE AN K fo Vil 4E
PR 10 47, mI/bF 10 4F;
3. X ROOTCA (SM2) 2% ) SM2CA E45, B HH%H e K Fo V4 4R PR
20 4, W[/ 20 4,
4. X} GDCA [¥] RSA4096 Dt CA TS, JLE N 1 e K Fu 4 FH 47 A2 30
AT 30 4
5. %I GDCA i] RSA1024 £t CA HiE-5, HaHX i A o VA AR R /2 30 4F,
AT 30 4
6. X1 GDCA [#] RSA1024 fi il CA 25K 1) RSA1024 1¥) CA ik, HEHXT 1)
KAV AR IR A 20 4F, AT 20 4F;
7. XFT GDCA ¥ ECC 384 fi#il CA HIE45, FH2 PN 1 fe K o VA FH A B2 30 4
AT 30 45
8. XT RSA2048 7 SSL R4 2%k, 2018 45 3 H 1 Hlj, HEHNIEK R
fEH AR &2 39 A, Al 394N H; 2018 4E 3 H 1 H)E, HEHXMMREK R
VHE IR E 27 AN H, 71T 27 4 H s
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10.

11.

12.

13.

14.

15.

Xt T RSA2048 ArARKLZEGAE1o, BP0 1B K fo Vi A BIBR 2 39 AN, ]
bF 39 M H;

XfF RSA2048 i Fx SSL MR g5 @ik -+ K ARG AR AT e, xS
B RV AR A2 8 41, mIZb T 8 4F;

XFT RSAL1024 AT FHiE+, HEHX RK RvHEHERE 4 4, /b7 4
s

XFF SM2 AT FIESS, B PN B K VAR 4 45, AT 4 4,
XfF ECC256 iz SSL AR5 2815, 2018 4 3 A 1 Hul, HEHAX K LiF
{EH AR 2 39 N H, Al 394N H; 2018 4E 3 H 1 H)E, HEHXNMRKR
VA TARR 2 27 N H, AT 27 A

$tF ECC256 AiARADAE 44 IETS, L4 iR I fu Vi FARR 2 39 A~ H, w]
bF 394N H

Xf 1 ECC256 firfk SSL k45 &k LARKSAE A UEH AT e, JLB XS i
B RVHEFAERZ 8 4, n T 84,

For different certificates, the maximum usage period of the key pair can be obtained via certificate

renewal:

1.

For ROOTCA (RSA) RSA 2048 bits CA certificate, the maximum usage period of the key
pair is 10 years or less than 10 years.

For ROOTCA (RSA) RSA 1024 bits CA certificate, the maximum usage period of the key
pair is 10 years or less than 10 years.

For ROOTCA (SM2) SM2 CA certificate, the maximum usage period of the key pair is 20
years or less than 20 years.

For the GDCA RSA 4096 bits root CA certificate, the maximum usage period of the key
pair is 30 years or less than 30 years.

For the GDCA RSA 1024 bits root CA certificate, the maximum usage period of the key
pair is 30 years or less than 30 years.

For the GDCA RSA 1024 bits root CA certificate, the maximum usage period of the key
pair is 20 years or less than 20 years.

For the GDCA ECC 384 bits root CA certificate, the maximum usage period of the key
pair is 30 years or less than 30 years.

For the RSA 2048 bits SSL server certificate, the maximum usage period of the key pair is
39 months or less than 39 months before March 1, 2018. The maximum usage period of
the key pair is 27 months or less than 27 months after March 1, 2018.

For the RSA 2048 bits code signing certificate, the maximum usage period of the key pair
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is 39 months or less than 39 months.

10. For the RSA 2048 bits Subscriber Certificates beyond the SSL server certificates and
code signing certificates, the maximum usage period of the key pair is 8 years or less
than 8 years.

11. For RSA 1024 bits subscriber certificate, the maximum usage period of the key pair is 4
years or less than 4 years.

12. For SM2 subscriber certificate, the maximum usage period of the key pair is 4 years or
less than 4 years.

13. For the ECC 256 bits SSL server certificate, the maximum usage period of the key pair is
39 months or less than 39 months before March 1, 2018. The maximum usage period of
the key pair is 27 months or less than 27 months after March 1, 2018.

14. For the ECC 256 bits code signing certificate, the maximum usage period of the key pair
is 39 months or less than 39 months

15. For the ECC 256 bits Subscriber certificates beyond the SSL server certificates and the
code signing certificates, the maximum usage period of the key pair is 8 years or less
than 8 years.

6.4. BIEEIE Activation Data

6.4.1. BOEEHE KA f 223 Activation Data Generation and Installation

N T RIPAIR 22 4, RS AL R 22 B s B b AU IRALE 22 4 P 58, AT 38 4
MABOIR . Befmel. BAREEM . BB B BARESRA 3

CA R BE A, 2% AT S8 BHROS Bl 70 BN P BINA N EOR, ™
WEREAT AR 2 RAVE T AT P AR eSS, SR T TEIEBR D4 (CUEEE
B ASEME ) USB Key. IC < (8 Il 14, R ZUAE 22 4] SERIAEE T BENL™ 42 .

GDCA FERudEEdE, BT FEIEBM S (U EE B AR,
USB Key. IC RHJERG 455, #RRAE LTSN N, KSR EdE, #
P GED U7 ol X 13t e W 1 B R YT R N 12 G R e Vs a2 A DI I R | St/
8 FIS0E 28, GDCA EEUH 7 BAT T 122k

Subscriber must use secure and reliable generation and installation of activation data to protect the
private key from exposure, theft, unauthorized usage, modification, or unauthorized disclosure.

Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.
Activation data of subscriber private key, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generated
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randomly in secure and reliable environments.

Activation data generated by GDCA, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generated
randomly in secure and reliable environments. The activation data are delivered to subscribers
safely and reliably, such as through offline face-to-face submission, post courier delivery, etc. For
activation data of non-single usage, GDCA suggests users to modify by themselves.

BT (5 1 A AR R AR 25 5 BRI, R84 LR JUAS B
% 8 R f

e O NINCEZE

IR e e

A AR A R 0% 540 )

REEAAE . hif sy

FIL P 46 03 L OB K 0 T2 7o

© >~ w Do

All the protection passwords should not be something easily guessed, and should follow the
following principles:

1. Contain at least eight characters

2. Contain one lowercase letter at least

3. Not contain many of the same characters
4. Not be the same as operator’s name

5. Not use birthdays, telephone numbers

6. Longer substring in user name information

6.4.2. BIEEAE KRR Activation Data Protection

Xt CA RV RIS Hdle , e Z00Hs 8t s 12 ) e 105 2000 s e AN R Rl 45 A
A, T H BN AR S IR 5T BRI 2K

VTP B S I A 2 A SRR T 2, AT 2 R, B el s
BEATAHEG AT AN TERE . IRAEASIT A B B PIN BRI AAHRL, 1T 7 N
HORE I 2B PIN 5, By 1B FR B eI B W RAE 5T 7 8 A AR L R4 AL B, 3T
JU R R B AR AR N AR B . RN Y 1A RGN Z TR, NMiZ4
OO AT R

Activation data of CA private key must be separated in a reliable way and kept by different trusted
personnel. Administrator must meet the requirements of responsibility division.

Subscriber’s activation data must be generated in the safe and reliable environment and be
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properly safeguarded or destroyed, and cannot be leaked to others. If the certificate subscriber
uses a password or PIN to protect private key, the subscriber should take good care of password or
PIN to prevent the leakage or theft. If the certificate subscriber uses biological characteristics to
protect the private key, the subscriber should also pay attention to prevent his/her biological
characteristics from illegal obtaining. Meanwhile, in order to meet the security requirements of
business systems, activation data should be modified regularly.

6.4.3. BUEEHE AR 5 H Other Aspects of Activation Data

AL BOE Bl AT Ik, MR AR IR R R T R gl Bk
ARAGH TR BAR AU .

AP B RS A T 2 DOz JFRITEN I R T R es. MRl
AEAAUE T, BB A R R Tl TR AR AR B A ot B 4% B2 SRAT 0 280 1 0 70 B
FAES, AR 1A AR TUL AT o

FIER R, X THIFIEBRIT P BonEdE A F, MUl

1. AT HRIEIEBR O 4, HE G KA.

2. T PRI ALEHEE IC R\ USB Key [, GESGT P AR ML 55 82 H] #0752 B I
TUAARHE, (AR 3 A 5 M BT .

Activation of private key should be protected from loss, theft, modification, unauthorized disclosure,
or unauthorized usage during the transmission.

The activation data of private key which is no longer used should be destroyed and protected from
theft, disclosure or unauthorized use during the destruction. The result of destruction is that some
or all of activation data can’t be recovered directly or indirectly from the residual information and
medium, papers recorded with passwords must be shredded.

For the security reasons, the rules of certificate applicant activate data of lifecycle as below:
1. The password used to apply for certificate becomes invalid after successful application.

2. The password used to protect the private key, or IC card, USB Key, could be modified by
subscriber at any time based on business application, and should be modified three
months after the validity.

6.5. HEMLZ4#%] Computer Security Controls

6.5.1. AR ENZEBARER Specific Computer Security Technical

Requirements

GDCA RGHIME B2 aE B, I8 E bR GIEFAIE R G S HAH R 22 A BRI |
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LAV AME BACER AT (T AEAR 55 E BT %), 2 15017799 15 8 % bR #EANTE LA
L HABARIME B asbmite, 52 A S N 2 4 BRI M| 1, AEI8 8 PP Ll
St B AN R BB 2 A ROR A S B Oy PR AIRAIE < S AR IRl P
PER TR N SRS BUE B R85 ] 42 115

Information security management of GDCA certification system meets "Specifications Related
Security Technology Certificate Authentication System" published by OSCCA, "Measures for the
Administration of Electronic Certification Services" published by Ministry of Industry and Information
Technology, standards of information security in ISO17799 and security standards of other relevant
information. GDCA draws up comprehensive and perfect security management strategies and
standards, which have been implemented, reviewed and recorded within operation. The main
security technologies and control measures include: Identification and authentication, logic access
control, physical access control, management of personnel's responsibilities decentralization,
network access control, etc.

AT RO I ENL], ORI RS (B4E CA R4t RA &40 Uil
BRI 5373 BCME— (R U (0 17 A BR BR A A AT AR BR S 2R K i MR o 15 7]
I [FEI R 44 2 BLS B PUE PSR 3R 6 a7 3

LA ) 2 A T B MR CA BF B S R G R T E RS, A
SR BIREFRBIIVT A

Dual-factor authentication mechanism shall be utilized in the login process to validate the digital
certificate and username/password of user. GDCA assign each user of CA/RA system a unique
account with minimum permissions according to the requirements of user.

Strict security controls ensures that the system of CA software and data files is secure and reliable
and will not be accessed without authorization.

b RGNS ARG H D B, B RS E AR GG ERE . X B AL
BHLE B A6 5 (1 I FH R e xR 28 1K) U5 1] o A8 FH RIS K s BEL L AR AN A1 N AR A2 7 2R 480
2%, BRIV A RGRNES) . W CA RGURESEMATK. ALETEFRE. U
EERS-OIEEYNATIS Gl B Ryl OV -/ €/

Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for
specific applications. The usage of firewall is to prevent the intrusion from the internal and external
network production system and restrict activities of access production system. Only trusted persons
in operation and management group of CA system, when necessary to access the system can
access the CA database using password.
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6.5.2. THENZ4 G Computer Security Rating

GDCA HRIEVERVERA FE T IHE, %R E K EH 2 S RMER, L E
LS

GDCA HJINIE &%, @i T H R E WM 2 ks A,

GDCA HJVIE RSt TN A M 2% 22 4, FE4E i SO0 1R 2 R T T AR &
iy tPENL WS APATHEEAG A, RS T R LTFEN, SHMERS K&
ARG AT T i

GDCA achieves a system of security level in accordance with the specifications of laws, regulations
and administrative departments and the requirements of state computer security level.

GDCA certification systems pass the security review of OSCCA.

Authentication system, computer and network security of GDCA should be evaluated by OSCCA
each year. According to the opinion of the relevant experts and leaders, GDCA should upgrade the
authentication system and system security.

6.6. A=A MIFARIEH Life Cycle Technical Controls
6.6.1. RYTT K% System Development Controls

GDCA R A B RIFF I R 1847 DA R S«
il € A F AT B IR, SR AR N G R AR IR AR AT
i 5 2 ) PR 8 RS AR A B o
TR R T S ZAETE RIS AT PR MR B i, P PR S8 T A = M B
AR B AT BN TE LR A1
55 = 5 B UE AN o 2
22 A A 23 BT R AT S 15
[FfF, GDCA MR KERAERTE, 27 1S015408 [1hriE, ATAHIC HIHRRIFI A
Rz

© a &~ w b

Software design and development of GDCA process follows principles:

1. Establish internal system of corporation about update, alteration and application. The
employees should follow this system strictly.

2. Establish internal purchasing process and management system of corporation.

3. After the programs have passed strict test in development environment, they can be
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deployed to production environment.
4. Effective online backup must be done before deployment changes.
5.  Verification and review of third-party
6. The security risk analysis and reliability design

The operation specifications of software development, which refer to 1SO15408 standard,
implement relevant plan and development control.

6.6.2. 4B S| Security Management Controls

GDCA MIER GG B 2 a8 B, ™ M7 [ 2 5 2R AT s AT i B it
ITHRAE

GDCA NIER G R AT A M I h3E It FirA 1) 2R GeAi it )™ 4% 1 Ik 9 e s
A AT AAREN, ARFME ST 28 AL GO IAT AR IR ] DRI iiAnIE % .
GDCA iR INUE AR GeitAT 5 WIAAN & T s 2 At

GDCA KM — 7 5 is i) & PR 2RI HI A R G BCE ., PLBT IER IR 2L

Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.

GDCA authentication system has a strict control measures, and all the systems can be used only
after being rigorously tested and verified. Any modifications and upgrades will be recorded for
reference and made for version control, functional test and record. GDCA also carries out regular
and irregular inspection and test on certification system.

GDCA uses the flexible management system to control, monitor system configuration and prevent
unauthorized modification.

BEA 2% BRI BN, Sedf AT R, MRS R EANR, &5
FAAE LRI A5 o N B0 2% PR R I AN 22 25 L 3 A8 SN ™ % 1) 22 A LA R, BEAT e
RIS 2 AR

GDCA ML RS B e s TH R LLE, IR IH B AEEAT A BRI, 15 S 20
IWHR A M2 2 (5 B AFAE

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

After all the hardware and software equipment of GDCA authentication system are upgraded,
GDCA must confirm the existence of information which affects the security in waste equipment.
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6.6.3. A A A 22441 Life Cycle Security Controls

GDCA NIE R G I A e 8 B T REEMERI TG R, FLrp g 7k, BEHE
i JE AR 2 e o

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.

6.7. MILKH2Z4$EH] Network Security Controls

GDCA AIIE F 5K FH 22 257 K B A0 W) 45 B e A RGO ORA, I HL S 52 35 1
AR HEre Ny

WIERG RIFHCS B IESS . BMIE-BAE AR SR ETh R, BER i 25 351 T
R GDCA R 51 LRt it N GDCA iE-llR%5#5 . GDCA iE+5 H %k %% #%. GDCA
(I T S

AT W4 24, GDCA MRS R 23 E T NRIM . 2451t B
TR R G0, JEH K R K N W 2 A e v s S A0 M RIS,
LU AT RE A BEARSR BT 190 268 XU

GDCA authentication system has multi-level firewalls and the protection of network resource
security control systems. It also has complete access control technology.

Authentication system only provides the operations such as application and query of certificate to
subscribers over the network. Only employees authorized by GDCA can access the GDCA
certificate server, GDCA certificate directory server, GDCA operation center and other equipment or
systems.

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and
updated to the version of above systems, as much as possible to reduce the risks from the network.

6.8. M TE]ER Time-Stamping

WIERGN &P R G HE BAE 0 BHSLZATAH R N AR R o I L (i) AR IR AN TR
R BT30S A 207 I TR B AR

All kinds of system log and operation log of authentication system should contain a corresponding
time records. The time records do not need to use the technology of digital time-stamping based on
encryption.
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7. iEH. EPBHTRAELIEFIRSTHY Certificate, CRL,

and OCSP Profiles

7.1. VEH Certificate Profile

GDCA i F U EAIE A4 2R & IR G AH AR LR, 2 ITU-T HEFF I — AN E Brb e
ITU-T X.509v3 (1997): {5 EHAR-TFIN RS Hi%E-H3: AUEHESR (1997 46 H) #nifk
A1 RFC 5280: Internet X.509 A%HZERN LA CRL 454 (2008 45 F).

GDCA il CSPRNG KT 0 HAK By 64 AL AR SIERIEB 515

The format of GDCA certificates conforms to national standard, i.e. ITU-T X.509 V3 (1997):
Information Technology - Open Systems Interconnection - the Directory - Authentication Framework
(June 1997) recommendation by ITU-T and RFC 5280: Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile (May 2008).

GDCA generates non-sequential certificate serial numbers greater than zero containing 64 bits of
output from a CSPRNG.

7.1.1. R A5 Version Number(s)

GDCA iEFifF4A X.509 V3 WiiE Tt =X, ARAME BAF AR UE TS AR A A= Y

GDCA certificates are compliant with X.509 V3 certificate format. The version information is listed in
the version field of the certificate.

7.1.2. WEHH B I Certificate Extensions

GDCA & 7 {1 H] X.509 V3 i FibrAE AR HES FEITLASL, I H] 1 H & LT

P

® iFFhhRiET

1. UEPRRA S (Version)

9] X.509 iEF % A, EN V3.

2. EFF%S (SerialNumber)

HI'EH GDCA 43 B 45 UE -5 1 M — )0 7 AR IR A

3. ZABIEFRSF (Signature)

1552 tH GDCA 2 A AIE T BT A5 i Fr) 25 44 S
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4. KA (lssuer)
FIRARRAE RAUEF 1 CA 1) X.500 DN 47, I GDCA &M@k, GfEE%K. A
. W AT, FEAH 4. flan:
CN = GDCA Guangdong Certificate Authority
OU = Guangdong Certificate Authority
O = GDCA Certificate Authority
L = Guangzhou
S = Guangdong
C=CN
5. AEWAXOY (Validity)
FH KA 2 E 15 004 2800, B0 G E T 4 A= R0 B SR [) DA K 2k 3k i H B A ]
RO HIIE Y, 75 EA AR T2 SR RO A .
6. UEHH )4 (Subject)
858 UE PP 11 X500 ME— &2 5. BFEEZ. &, i WU, SR TRE A 4,
R ALE email Mk A N 2.
7. UEBFEAEEAFEHEE (subjectPublicKeyinfo)
EBFEE AT EREEROETHANEEE L IEBFAFENATFEHANE: A
YL R SEARRAT . AR AT S ATT 8 PIHE R hash ik

In addition to the X.509 V3certificate standard items and standard extension items, GDCA also
uses customized extensions.

® certificate standard items

1. Version

This field describes the version of X.509 certificate.

2. Serial Number

The serial number is a unique integer assigned by GDCA to each certificate.

3. Signature Algorithm Identifier

The algorithm identifier is used to identify a signing algorithm with which GDCA used to Issuer.
4. Issuer

The issuer field identifies X.500 DN of CA that has signed and issued the certificate, namely each
attribute of GDCA, including country, province, city, organization, department and common name,

e.g.

CN = GDCA Guangdong Certificate Authority
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OU = Guangdong Certificate Authority
O = GDCA Certificate Authority
L = Guangzhou
S = Guangdong
C=CN
5. Validity

The certificate validity period is the time interval during which the CA warrants that it will maintain
information about the status of the certificate, including two dates: the date on which the certificate
validity period begins and the date on which the certificate validity period ends. The validity must
be checked each time using certificates.

6. Subject

The subject field identifies X.500 DN of subscriber, including country, province, city, organization,
department and common name. It may also contain email addresses and other personal
information.

7. Subject Public Key Info

This field is used to carry the public key and identify the algorithm with which the key is used. This
identifier identifies public key algorithm and hash algorithm.

L JRTIES LE

L. WURHLAEEHPR AT (authorityKeyldentifier)

WU B R RRIRFE Y ettt 7 — M7 X, BLRGI S UE B L REXT R A 24
WURF BT 2 A E R B T RN RA 2 /M8 % AN Y R .

2. EREHFRIRS (subjectKeyldentifier)

AT — R AL & — AR E AHBUEB 757 3 AR R T HOAIER A FF
WAH. BRIy [ — AR RS (i, AT R AR

3. WML (key usage)

8 SR AE: s, AR, BT, HEnE, S B
UEIEP%544, SiE CRL 24, R, Hfgw, RE4.

4.  CRL KA K

H1 GDCA fRE i CRL AAii i
® Certificate extensions
1. Authority Key Identifier

The authority key identifier extension provides a means of identifying the public key corresponding
to the private key used to sign a certificate. This extension is used where an issuer has multiple
signing keys (either due to multiple concurrent key pairs or due to changeover).
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2. Subject Key Identifier

The subject key identifier extension provides a means of identifying certificates that contain a
particular public key. The extension identifies the authorized public key. It provides a means to
identify different keys used by the same subject (e.g. when rekeying).

3. Keyusage

The key usage extension defines the purpose (e.g., electronic signature, non-repudiation, key
encryption, data encryption, key protocol, certificate signature verification, CRL signature validation,
only encryption, only decryption and only signature g) of the key contained in the certificate.

4. CRL Distribution Points
It refers to CRL Distribution Points specified by GDCA.
® [E IR
FEXASFIRGIE S BT A 55 755K, GDCA W] R € g R I, SR EARTIT
I
1 #akiES: HFRRT Ptk 56,
2. HALHAI: HFRom AL .
3. LREMS: TRk TRt si
4. EBEICUES: HTRadlk FR-S 65
5. fHHEMSSS: WEBAUANUA AR AR 5
6. MBFILIES: M TRoaRdlhBi 5.
7. DASRIES: TR E RS IR ME— 5
® Customized extensions

To satisfy different requirements for certificate application service, GDCA can define some
extensions flexibly, including but not limited to the following extensions:

2. Insurance number: It is used to indicate the subscriber's insurance number.
3. Organization Code: It is used to indicate the Organization code.
4. IC registration number: It is used to indicate enterprise IC registration number.

5. Taxation registration certificate number: It is used to indicate enterprise national taxation
number.

6. Trusted service number: It is used to indicate subscriber’s unique number generated by
GDCA.

7. Land taxation registration certificate number: It is used to indicate enterprise land taxation
number.

8. Resident identity card number: It is used to indicate unique number of resident’s identity card.
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7.1.3. HEX R FRIRAF Algorithm Object Identifiers

GDCA ZE R IUEFi 1, % 5 A AR A4 A shalRSA . sha256RSA Fil sha256ECDSA,
HAp A TFAME RS S FEAME A shalRSA.

The cryptographic algorithm identifiers of certificates issued by GDCA include shalRSA,
sha256RSA and sha256ECDSA, and GDCA does not use shalRSA for the cryptographic algorithm

of the publicly trusted certificates.

7.1.4. £ # I Name Forms

GDCA %5k HIIE A R U s R0 Y 258456 X.501 Distinguished Name(DN) i) %
5l 42X

Name of certificate issued by GDCA is formatted in accordance with X.501 DN.

7.1.5. £ FRPR# Name Constraints

TERE -

No stipulation.

7.1.6. TEFEME N RAFIRAF Certificate Policy Object Identifier

UE S R WE XS G AR IR FFFIA CPS 28 1.3.7.6 717.

See CPS section1.3.7.6.

7.2. IEPFERBF)E CRL Profile

GDCA EHI% % CRL, f:H & iffEA.

GDCA issues CRL regularly for the subscribers to query.

7.2.1. FZ4s Version Number(s)

GDCA HUET M 51126 K H X.509 v2 #% .

CRL issued by GDCA is formatted in accordance with X.509 v2.
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7.2.2. CRL 1 CRL 2 H¥ B3 CRL and CRL Entry Extensions

GDCA HIET MH%1R (CRL) &AM A i (el e #7244 1) 2 masiE
%1% . CRL 2 K& & CA, GDCA il kAT CRL $24te prds k& A T UE TR S

.
BECE

1. CRL MIlRAS: FIRAEE CRL BRA S S, GDCA K2 X.509 V3 iE-5X [
] CRL V2 Jiii A,

2. Z4%%iL: GDCA X shal RSA. sha256RSA. sha256ECDSA. SM2 Jx ECC %4
Bk

3. MIKF: TREZKNMN DN 4, HEZR. &, W, P, AT AEH 4 %4
o

4. ARSIl $RE—NHBERME, FLREIA CRL AR IR

5. HHIEIA: FRE—ANHE M, FUARE R —IR CRL KR AR ) CARFRE
SR A3 380 -

6. MBIEHFIR: f8E CAMBMIERSIR. AL EAH KT F S eS8 i
B H AN A

7. WRNIRIEAARRIRAS (Issuer Unique Identifier): ZRIHFRIRHREHIF/E CRL %544
MIATFRAH . B REHE A — CA AR 2 4.

CRL is a revoked certificate list with time stamp and digital signature. The issuer of CRL is CA.
GDCA provides certificate status information through releasing CRL.

1. CRL version: It refers to version information of CRL, GDCA adopts CRL V2 corresponding to
X.509 V3 certificate.

2. Signature algorithm: GDCA adopts shal RSA, sha256RSA, sha256ECDSA, SM2 and ECC
signature algorithms.

3. Issuer: It refers to DN of issuing authority, including country, province, city, organization,
department and common name, etc.

4. Effective time: It refers to date/time which indicates CRL issuing time.

5. Update time: It refers to date/time which indicates next issuing time of CRL. (It's an enforced
field in this CPS).

6. Certificate Revocation List: It refers to a list of revokedcertificates. The list contains certificate
serial number and certificate revocation date and time.

7. Issuer Unique ldentifier: It is used to authenticate the public key which is used to verify
signature of CRL. It can distinguish different keys used by the same CA.

135



[] BSFRtNIZRAERAE
o GDCA HL-FIAUEME SR (V4. 6) )R

7.3. ELIEFRSEMI OCSP Profile

GDCA RH IETF PKIX TARHIF K HI—MELIEADIRA L (Online Certificate
Status Protocol, OCSP, RFC6960), Z WS E 1 — Fihni B3 KA R A5 5 k% =X LA
WIEH R BB 7o £ GDCA B 7 Mt T8 OCSP & il % /i %I GDCA ‘& J5
i KA OCSP #AE U I #EATACE, BRI ] fH] GDCA FITELIEFIRA A 95 . GDCA
R I¥) OCSP Mg B 22 /b4 5 LAR T (19 OCSP LA R ASIAN A 75 -

Version: 2 7 3 {5 ] () OCSP HiMM B4 5 ; GDCA HIFELIE R T vI il
signatureAlgorithm: 25& OCSP 1 51i2;

responderID: 2&&% OCSP Sk, 25K AFHRT SHAL U4 1 A ANIE 83 4
producedAt: OCSP i 5. A= B (1) H SRR [A] 5

Signature: OCSP Wi vy B %724

Nonce(— X HEREHLED): 7ERZS1ERIE B 1—A4> requestExtensions 25 £ A1 b7 1
S A1) responseExtension A8 & H AL F— IR BENLEL, By 1k B

7. UEPRE: IERRECHRE, BFEAS. MR,

GDCA adopts an Online Certificate Status Protocol (OCSP, RFC6960) developed by IETF PKIX
working group. This protocol defines a standard request and response information formats to query
whether a certificate is revoked. Subscribers can download the OCSP query client from GDCA
official website and follow the OCSP guide book published at GDCA official website for
configuration. Then subscribers can use GDCA's online certificate status query service. OCSP
response message issued by GDCA contains at least OCSP organization basic domains and

o aa &~ w bd PP

contents described below:
1. Version: OCSP protocol version number used by client. The version of GDCAOCSP is v1.
2. SignatureAlgorithm: Algorithm used for signing and issuing OCSP.

3.  ResponderlD: ID of entity who issues OCSP. It consists of SHAL of issuer’s public key and DN
of certificate.

4. ProducedAt: Date and time when OCSP response message is generated.
5. Signature: Digital signature of OCSP response message

6. Nonce: The nonce, which is used to prevent replay attacks, is included in requestExtensions
variable of state request message and responseExtension of response message.

7. Certificate status: The latest status of a certificate, the status can be valid, revoked, and
unknown.

136



[] BSFRtNIZRAERAE
o GDCA HL-FIAUEME SR (V4. 6) )R

7.3.1. OCSP R MMM AL HE OCSP Request and Response Resolution

—/> OCSP 1R A5 LA N HH : PhBURAS s R 55 223K HARIE T3 AR LRI AT I (97 R T0155

TERESZ— MR G, OCSP JIR 45 it Wi L B HEAT 40 AL

® {5 EIEMRS L

® i B e 55 A A B B A SR AR 55

® RS TR AR TR E A S, MR — AR AR L, B4 OCSP
R 55 SR A AR AR s AR, R BN E [ R

Protocol version, service request, target certificate identifier and optional extensions, etc.

After receiving a request, OCSP server does the following tests during response:

® Information is formatted correctly

® The response server is configured to provide the request services

® The request contains all the information needed by response server. If any pre-condition is not
met, the OCSP server will return an error message. Otherwise, it returns a determinate
response.

P i e 24 HT GDCA IEHE K FH BT 74, EEPIRIREMEE.
UERAR. CREE. RAT. BIEAE 2l LU B 4Rk
® [ BiEENIIRA
M 7l 55 4% 44
Xof 17 SR SAIE A5 1 [
AEY
B F IR R RTT S
xRl A5 B LA JE 2844

All determinate responses are signed by GDCA certificate issuer. The main response statuses are
valid, revoked, and unknown. The response message consists of the following components:

® Reply syntax version

® Response server name

® Response to the request client certificate
®  Optional extensions

®  Signature Algorithm object identifier

® The signature after the response information is hashed
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WA A, OCSP MRgsatsxikEl—/ M EE, XE4R(EEHRA GDCA IEH%
REERNZS . HEHEE R 2.
KIERRSAALITE R (malformedRequest)
PR CinternalError)
A I (trylater)
TEA 4 (sigRequired)

KA Cunauthorized)

If an error occurs, OCSP server will return an error message, which doesn't contain key signature
signed of GDCA certificate issuer. The error message includes:

® malformedRequest
® internalError

® trylater

® sigRequired

® unauthorized

138



Il somrnnnammas
Soen rmnpm——,;e GDCA H-FIEME S5 RIN] (V4. 6) ki

8. INENL¥ # i+ M H A ¢ £5 Compliance Audit and Other

Assessments

8.1. VFAh B M X 5 1F £ Frequency and Circumstances of

Assessments

GDCA 2 N AT — IR — B d iRz B VRl R ECE > 3% % 1IiE
FoREAT AL, DUBRIEIE BRSSO Al Stk . e Ve fmT# ik AT F3E iy GDCA
TrustAUTH R5 ROOT k5. ¥ % 4{ RS R CA iE45. GDCA TrustAUTH ES ROOT ilE
PR CA FITZE K 1) SSL IR S5 #RIEF5 -

GDCA conducts an internal compliance audit and an operation assessment each quarter to ensure
the reliability, security and controllability of certification services. We extract at least 3% of
certificates for assessment. The extracted certificates are SSL server certificates issued by
subordinate CAs of TrustAUTH R5 ROOT certificate and #1Z I /% R5 #8 CA certificate and GDCA
E5 ROOT certificate.

B 7 A ERE THAIPEAL 4, GDCA JEHSTE ALK o v g 55 Fr, $%H WebTrust X
CA IR AT 150 o H ANV Ay«

1. AR (P NRIEME BRI CRPERS S EIMNE) SR ER,
TP — RHESZ E T IV A IR

2. GDCA #ZIREZK EEHMI M ER, EFAHSARUER A CPS 1#IE S it i A1 il
5, FRHRN VAR R A TR, R A AT — I I PR A, BLEEX GDCA
WHT A (RA ZH A MV H .

3. GDCA HEEMALI iS55, 4%/ WebTrust X CA B LHRIN, 42k
AT —IRAME R LAV Al o

4, GDCA BAFHAT— AR PG AR, W3 IR 5 40t iy, VPl i R
A AT REME SOE BB . HEURAE H AT SRS BOR. RGO SAE I R
JSERE AU, AR U PRAL, G ST AERRIR G AR R W AR

In addition to internal audits and assessments, GDCA also engages external audit firms to perform
assessments and evaluations according to the CA requirements of WebTrust on CA.

1. GDCA is assessed and inspected once a year in accordance with the "Electronic Signature
Law of the People's Republic of China", "Measures for the Administration of Electronic
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Certification Services" and other requirements by administrative authorities.

2. GDCA conducts operations and services according to the requirements of state’s authorities,
the specifications of state’s relevant standards and this CPS. GDCA should conduct internal
assessment and audit to other entities (including RA or LRA, etc.) in GDCA at least once a
year.

3. GDCA engages external audit firms to conduct assessments and evaluations once a year to
be compliant with WebTrust for CA.

4. GDCA performs a risk assessment once a year to identify internal and external threats, and to
evaluate the possibility of occurrence and potential damages, and to assess if the current
strategies, technologies, systems and relevant measures are able to mitigate these risks.
Based on the risk assessment, GDCA develops, implements, and maintains a security plan
consisting of security procedures, measures, and products.

8.2. THEEHIHE A Identity/Qualification of Assessors

GDCA N #fHI T, H GDCA 4RIk i Mot AL # I TR B THorAt N, i
TPk AN PAT LT A

GDCA IS AN AL, ROZ A % BT I 5

1. ARSI APV RSP, 1R =a R

2. TITENGERZERR. BEMZLETNR, PKI BAR. AREMEIE

3. HEBKARGSTHR T E AR T A

4. ELESTE RS

Cross department audit assessment group organized by GDCA Security Policy Committee
performs internal audit of GDCA.

External auditors which GDCA hires should have the following qualifications:
1. Must be an authority which has been licensed and has a good reputation;

2. Understand computer information security system, communication network security
requirements, PKI technology, and related standards and operations.

3. Have the expertise and tools to check the system operation and functionality.

4. Beindependent.

8.3. VFMiHE EBIEMFE ZEI KX KR Relationships between the

Assessor and the Assessed Entity

1. GDCA #Hil REANMM R EE A SR S HRAE 5 TAE R A A Re &
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2. ANERVEALE (fF B L AR AL TR 55 B LU AL R) A GDCA 2 1A 2
MSLHIR AR, BAAEMADLSS . WASAER, B H e AR TR 50 2 2 LA PR
FRNE, VRS E RN, AR, FAHIASEEXS GDCA HEATIEAY .

1. Segregation of duties is required between the GDCA auditors, and the GDCA system
administrators, business administrators, and business operators.

2. The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There are no business interactions,
financial transactions, or any other interests that could affect the objectivity of the assessment
between the above two. Assessors should evaluate GDCA in an independent, fair and
unbiased attitude.

8.4. L% Topics Covered by Assessments

GDCA Lo v LAF AR LA R A
1) ZA RIS 15 2 78 70 A St
2) E TARGAEAH R 15 2™ R 5
3) EAARIL CPS. Mk STHIVE AN 2 4 R IT FE AL 555
4) FAHE. CRENTE, EEAEN -,
5) & T AAAE A AT REAEAE A 22 4 KU
55 =7 TS 55 BT R WebTrust For CA BISEIEER, X GDCA BEAT ML H# it
GDCA's audit contents include:
1) Whether the security strategy is fully implemented
2) Whether operation procedures and processes strictly followed

3) Whether strictly following the CPS, business specifications and security requirements
when conducting authentication services

4) Whether all kinds of logs and records are preserved and if there is any question
5) If there’s any other potential security risks

Third-party audit firms perform assessments and evaluations on GDCA to be compliant with
CA requirements of WebTrust.
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85 XMHBEANEFXREKFEE Resolution for Problems and

Deficiencies

T AU B 45 b 1) R, p o A /N2 7 B O ) R ) B AR IR R )
BEAT Y5 OB RN 52325 (A 0 o 58 BOKT B T2 TR elodh f s A BB 1] 7% 1 W o E P4l /N
PR 55 etk T AR B RS

X} T GDCA BBLEMHAG A vh 24558, Wiz IEAE #4735 ) A CPS J¢ GDCA il
SE AL S BTG 14T, GDCA K T LARIIE, A B 514 H AL B (X 247y, R
R4 GDCA FERBEATIL S5 B . M S5 3ERUAT J 5 = B AV EMIHLA, GDCA M1k
SHZH U I HLF AR 5545 FAZ AL

5= IR S S5 BT RS SE S, GDCA 4RI TR IR HEAT 8k, FRE32 K
o AT AL o

ok

Audit assessment group monitors responsible departments for improvements and complete status
of issues that were mentioned in audit reports. After improvement of audit results have completed,
various functional departments should submit summary of improvement to audit assessment group.

For authorized RA mentioned in GDCA's audit report, if they are violating the CPS and other
business standards defined by GDCA, GDCA will stop the above behaviors immediately and ask
them to make changes in accordance with the requirements of GDCA.GDCA will terminate relevant
authorization of electronic certification services of RA if the above behaviors are seriously violated.

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the
audit reports. GDCA will be evaluated again after the rectification.

8.6. PHL%RKIfEEE KA Communications of Results

GDCA 18 T 25 SR m) A LA & HARE B 1T LA A B U1 A FRIE 5 E LG AT 1IE 08
], XTATREIE AT A bR R, GDCA B B [T F i .

B EIPMES TEEE S, A FE ISR, KB www.gdca.com.cn (35
BEAT A0 o ARART S =07 I8 VT Ak SEAAIE 0 0P8 25 SR B SRS B, T 2502 56 B 1 1)
GDCA @& H AT 38, HAETS GDCA KR, 1543 5 A M2 R 7h; GDCA 1+
B AEIX 5 TH FE AL T

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA will
notify the subscribers of any potential security risks timely.

If the assessment from a third-party auditor firm is completed, the audit results will be
published at GDCA website (www.gdca.com.cn). Third-party should communicate its purposes

142



Il somrnnnammas

= e GDCA LT IRV SR (V4. 6) JR

and methods to GDCA in advance before notifying the evaluation entity on the assessment
results or similar information, except otherwise defined by law; GDCA reserves the legal rights

in this part.

8.7. HAbiRfL Other Assessments

TERE o

No provisions.
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9. R FAEMH AR S22 Other Business and Legal Matters

9.1. %%H Fees

9.1.1. IER& K FEH Certificate Issuance and Renewal Fees

GDCA AR S AL i L IR SR 55 [ AU E 1T P o g A, B S bm
AEAR R [ 5 S i BRER T O ST AT, IR B 2R 48 B AT AR 5 i B b v e
IRAE N RAHETT S FENC SR bRAETE I Y, RSB W SR bR HE R L T, GDCA AL
FRAE T GPIRIL,  BEXF AR PR A4 H AN ] R AL 2 SR s B A0 B 435 it

R GDCA ZZE WP H e B k% F1 GDCA A NS AS—2, DL i
i
GDCA can charge subscriber certification fees for the digital authentication service provided. The
specific charge standards are executed according to the approved documents of state related price
administration department. Guangdong electronic certification service charge standard is approved
by Guangdong price administration at presence. In the standard range of the charge, namely not

exceeding the upper limit, GDCA has the rights to launch different charging and discount policies
targeted to different subscriber groups.

If the price specified in GDCA agreements with subscribers is different from the one published, the
agreement price prevails.

9.1.2. IEFE W Certificate Inquiry Fees

FEVERAROAA, SHZIEBE S TE®, HAT GDCA AU E M. RIEH
PRI R R TR K, T2 GDCA SCATHSMKI B, GDCA K5 H 7 ik s B S i
2 I o

WA 2 IR B R A A8 4k, GDCA K4 i 7E k3t www.gdca.com.cn
EF R

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at
its website (www.gdca.com.cn).

144



Il somrnnnammas
Soen rmnpm——,;e GDCA H-FIEME S5 RIN] (V4. 6) ki

9.1.3. EH R BURASE BRZE# %% Revocation or Status Inquiry Fees

GDCA Xf THEH A AR B, H BT AU 2% o BRART 3R AR IR 5K
52 GDCA A8, GDCA -5 7 1 i S BUS i ISC (1 9

I SR A AR S A5 B B R R BUR A AR (T A2 46, GDCA Rt 2 S I 78 A i
www.gdca.com.cn _FF LA .

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless
the subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with
the subscriber for appropriate charges.

If revocation and status information inquiry charging policy has any changes, GDCA will promptly
post the changes at its website (www.gdca.com.cn).

9.1.4. H AR % B Other Service Fees

1. Wi i GDCA RHUAUR ) CPS sAHLABA A1l LI, GDCA i il
R ] 7 A e 3 AR R A 9

2. GDCA Hg [ I R FHEAS A7 N AR ICAR S5, GDCA fE51T 7 Bl JAt S
BB TR ZIN K

3. HAth GDCA H s W EiRHLHIRS I 2, GDCA Hoox K AAE, HH
if]

1. If subscriber requests paper version of CPS or other related documents from GDCA, GDCA
will charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares
the prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.

9.1.5. B K Mg Refund Policy

GDCA T WX 9 L B 1 k5 o 378 R0 58 2 FH 8 D s BE bl o] LUIRIE 1,
GDCA AN F AT 2 F

FESEHAIE P E A2 RAE PRI e h, GDCA 357 ™M I BRERE AN 550G . 1 o
GDCA 15 7 A CPS FrillsE (I LB & B oK 5%, 1T/ AT LAZEsR GDCA Al it
Bk, £ GDCA B44 TIT P IEF )5, GDCA H53r RIFEIT /2 o HFZAE S S0 A3 0 2%
M ARBURIELE 1T F .
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BEAR RS AN PR VT P15 2 2 AR A2
SERGE G, 1T R 4k e E FiZIEH, GDCA B 7t Hak gt i/t

GDCA does not refund any fees to subscribers except fees charged for certificate application and
renewal because of specific reasons.

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CPS or
other material obligations, subscribers can request GDCA to revoke certificates and refund. After
GDCA revokes subscriber’s certificates, GDCA will immediately refund the full amount that
subscribers have paid for the certificate application.

This refund policy does not limit users from obtaining other compensation.

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate
his/her legal liabilities.

9.2. M%FAE Financial Responsibility
9.2.1. PRESFERE Insurance Coverage

IR PIE IR GDCA Wil G, UEFIT . MW7 55 SER ] LA GDCA 7&4H
W2 TTE (VEE B E R TR A .

® GDCA RHEBHIRMZE K 1T 7 AMIEE =T5, SBOT ) BEE KB 1K
iop

® i])RME T A MHE B SR, GDCA KIUSTIARZA T+, SEUK
T I SRR

® GDCA RAIZEULERIAT LS HIFE BT H ISR 7 b1, SE0T
J R 5 T SR

® T GDCA HJF K S BUE AP . SiEL, Sy~ s iy 18 52 45 2%
ff1; GDCA AR fe S A UEF5

®  GDCA X FTARTUEASIT /o HRALT5 S5 SEARAT SAE P2 K & T DT AR R A A AN

H T IR S LA -
HE5 2R T 12 & 41 - BR
A NE 800 & (RMB)
HURIUE T 4000 7 (RMB)
WA UE 8000 7t (RMB)
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AL 242 AE+H 200000 7t (RMB)
SSL Ak %5 A5 Uk 15 1000000 & (RMB)

If the following circumstances occur and is confirmed by GDCA, certificate subscribers, relying
parties and other entities can request GDCA assume compensation liabilities (except for statutory
or contractual exemptions).

® GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

® After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

® GDCA issues certificates without authenticating subscribers’ application and it leads to the
losses of subscribers or relying party.

® |f the private key of the certificate is deciphered or stolen due to the fault of GDCA, which leads
to the subscriber or relying party suffering losses. GDCA fails to revoke the certificate in time.

® The compensation maximum amount for the certificate is as follow:

Type Compensation Maximum Amount
Individual Certificate 800 RMB

Organization Certificate 4000 RMB

Equipment Certificate 8000 RMB

CodeSigning Certificate 200000 RMB

SSL Server Certificate 1000000 RMB

9.2.2. HAh ¥ 7= Other Assets

TEAE -

No stipulation.

9.2.3. M A LA RKERHE LR Insurance or Warranty Coverage for

End-Entities

GDCA Ui Je |4 CPS H#lsE rER 5T, WEHIT /. MOl & SR m] LU i GDCA
ARG THE GRS E R TR . 74 GDCA LG, AL iZ SR AT G .
A R A G
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GDCA JIT i I LA AT 9.2.1 T HUE I RIGTE I, A G T
A R, A ERR AT Al GDCA MRAEIGHLE B E, GDCA 2xH4 #
il 52 JE TS DU 2B FIAR G H N

GDCA RATEIEF A RUYIPR A 7R A5 R I A2 DT AE

If GDCA violates the provisions of this CPS, certificate subscribers, relying party and other entities
can request that GDCA shall assume the liability for compensation (except for statutory or
contractual exemption). After confirmation, GDCA can compensate for the entity. Limitations of

compensation are as follows:

1.

All the compensation obligation of GDCA shall not exceed the insurance coverage stipulated in
section 9.2.1.The amount of compensation shall not be higher than the compensation
maximum amount. GDCA can reset the compensation maximum amount. GDCA will notify
relevant parties immediately after the reset.

GDCA only assumes compensation liabilities when the certificate is valid.

9.2.4. FAE4BR Liability Exemption

ARG/, N2 %kk GDCA Z5i1E:

1.

VTP E B AL GDCA 3 ik B, HiER i X452 —1:

1) WA SRR, R, HERIOMEAE S, AERMER. TR
UENSY

2) TR RE GDCA P K AU IEHE A fRI PIN 5, A5t PIN
A K R T UE A AR B A AT 5

3) TPERH] E R P B N, AT AR A R G

4) ATREHR T EARAESE D2 R E BE T DR E R, B S A
GDCA JAHK A Ts, FFA& ATz 72 44 i M H

5) IR ETHE I AU T E K AE R AT EOR RS . AR
FUEFEy GDCA ME 13 FH vt Bl A1 (0 HLAt AR AT FH A 156 5

6) P AENE A R N R M SRR R R R O
AR PR PR IES;

7) WA SRR E BT ) GDCA J 4 ik %5 52 2R fiAs R %5 9

If one of the circumstances below has occurred, the responsibilities of GDCA shall be exempted:

1.

If one of the following obligations are violated when subscribers are applying and using GDCA
digital certificates:

1) The subscriber has the obligation to provide real, complete, accurate material and
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information, and forbid to provide fake, invalid materials and information;

2) The subscriber shall properly keep the certificate carrier issued by GDCA and protect PIN
code, and forbid to leak the PIN code or deliver the certificate carrier to others at
discretion;

3) When the subscribers are using their own keys or certificates, they shall use reliable and
secure systems.

4) If the subscriber has known data used for making electronic signature (private key) has
been compromised or may have been compromised, he/she should inform GDCA and
related parties promptly, and terminate the use of data used for making electronic
signature;

5) Subscribers shall abide by national laws, regulations and administrative rules and
regulations during the use of certificate. Subscribers are prohibited to use the certificates
out of the scope which specified by GDCA.

6) Subscribers must use the certificate within the period of validity. Subscribers are
prohibited to use certificates that have compromised or may have been compromised,
expired, frozen or revoked.

7) Subscribers have obligations to pay the service fees to GDCA and local service
acceptance points promptly.

H T AR BRI S B TIEBE R R IR, ik, TTERR, BEE. &

1B e RS 1K AT RLEZ “ARTPis 7, RIGAREIUL. AR %

FARETE IR A NG OL, AR EAR T

1) BARUZEFARRE, WHEHE. KLk, B A, S, oK.
HEOR . B NEERBLE

2) MG HEFREFACEBUF TN, SRBUFAUAH MBS R EMATE
P, B B BEAELSA SR .

If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to force majeure.
"Force Majeure” refers to unforeseeable, unavoidable and insurmountable circumstances,
including but not limited to:

1) Natural phenomenon or natural disaster: earthquake, volcano eruption, landslide, debris

flow, avalanche, flood, tsunami, typhoon and other natural phenomenon.
2) Social phenomenon, social abnormal events or government actions: the government
issues new policy, laws and administrative regulations, or other social abnormal events

like war, strikes, chaos, and etc.
[K GDCA H 1A £ BRI 2 i S5 RO M R 1 S B P uE PR K B iR 1B b, .
ERR, BEE . K aEEE e RS B ATTRE 2 “HRMEE” 5] R
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AL AHANBR T

1) AuHiII;

2) KERHALANE ). EAE. BRI TEG
3) HEUH:

4) GDCA 115 2% Bl W 2% i

3. If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to equipment, network
or other technical failures of GDCA. "Technical Failure" refers to the following circumstances,
including but not limited to:

1) Force majeure

2) Failure due to relevant departments such as electricity, telecommunication and
communication departments

3) Hacker attacks
4)  Equipment or network failure of GDCA

4. GDCA CLEMHEMEE 1 ZEE . VEIHE B HE B UEL S5 U, mATA 5%
PR

4. If GDCA has been compliant with certificate authentication rules defined by national laws and
regulations, but the losses still occur.

FEBAB NI H 47 LN N2 b 58 78 2 HBORF AT H 7R AR 55 45 3R 1T BT
fE:

FEREST ARSI IS EORA (B PRI HIEFSRNE ) (2Eat b, AR
B AT YAENR S E B TR AR ARRAT N, AR T GDCA BiMISRIE TS
A R BER 2 SR THEMZREE, GDCAL 1T FIHR IS 7 %o B kP HLBURT 455 o

For the certificate of Hong Kong-Guangdong mutual recognition, the responsibilities of Guangdong,
Hong Kong governments and electronic authentication services departments will exempt their
responsibilities if the following circumstances have occurred:

On the basis of compliance with the relevant laws and regulatory requirements and the " Hong
Kong-Guangdong mutual recognition of electronic signature certificates certificate policy", applying
in the certificate of Guangdong Hong Kong mutual recognition and electronic certification service
departments and related behavior, any responsibilities and compensations caused by shortage and
negligence of the GDCA or related certificate, GDCA, subscribers and relying party can’t claim the
responsibilities from Guangdong and Hong Kong government.
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9.3. W%z BRE Confidentiality of Business Information

9.3.1. P15 E Y8 Scope of Confidential Information

1)
2)

3)

7E GDCA #RAE M LA EM S b, BLURE BN IRE (S B

GDCA 1T T I H 72544 I S o % 8

HTHd s A HE, REHEHE, BRHERNEE, XEE 88 GDCA N
REFEE, HAEREH T RS ER A EE. BRIGHEER, Ral7EA A4
KA.

oAbt GDCA I RA fRAFIIA NI A AlE BN IR S, BRIZEER, A A6,

In the electronic certification service provided by GDCA, the following information is treated as

confidential information:

1)

2)

3)

GDCA subscriber’s digital signature and decryption key

Audit records including local logs, server logs, archive logs information, which is treated by
GDCA as confidential information. These records can only be accessed by security auditors
and business administrators. Unless for law requirements, this information cannot be released
outside of the company

Other individual and company information preserved by GDCA and RA and should be treated
as confidential. Unless for law requirements, this information cannot be released to the public

9.3.2. B TRE K5 B Information Not Within the Scope of Confidential

Information

GDCA K LA M E B NAREE B

i1 GDCA KATHIIEHAH CRL HHIfE B

H1 GDCA 3 #5. CPS iH 5 HIE B Hems s {5 ..

GDCA VI, 47 GDCA T JjfliH], 1E GDCA Wub AT R ATHIE & o
Hofth: GDCA 15 B ({2 P X w5k 1 A5l TR0 E 17

GDCA treats the following information as non-confidential information:

Information in the certificate and CRL issued by GDCA
Information in certificate policy supported by GDCA and recognized by CPS

Information that is permitted by GDCA, only used by GDCA subscribers and published at
the GDCA website
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® Others: The confidentiality of GDCA information depends on particular data items and
applications

9.3.3. R REE BRI TTHE

Responsibility to Protect Confidential Information

GDCA A ZH R SR AT 9.3.1 HHUE MR E B TS L%

GDCA has the responsibility and obligation to protect the confidential information described in
section 9.3.1.

9.4. MABEFREE Privacy of Personal Information

9.4.1. BRAAREE 7R Privacy Plan

GDCA % HIEAT AN N BRI BEARAEL, PRIIE 58 238 I8 1 SO0 N BURIBE A DRI (1
FRIE S [FIINF, GDCA Kef PR 2 PRI B3 7™ 4% 8 A 22 s AN ER AR HEXT D N B AL 2
TR

GDCA respects the privacy of the certificate subscriber’s personal data and guarantees to fully
comply with the relevant national laws and regulations. In the meantime, GDCA requires all
employees strictly comply with security and confidential standards for personal privacy.

9.4.2. VENEERA AL E RS B Information Treated as Private

GDCA & VA N & B NIEF T 7 HIEALE B -

® iAW S USRS AN .
® iR,

® I/ B E b ANE L.

® i HIRITIKS

GDCA defines the following information as certificate subscriber’s privacy information:
® Subscriber’s valid documents number such as ID number, organization code

®  Subscriber's telephone number

® Subscriber’s mailing address and living address

® Subscriber's bank account number
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9.4.3. AN REFRL 15 B Information Not Deemed Private

GDCA & X AFHEARR T LU ME BABAMIE 1T 7 R AME B -

The information of certificates subscribers not deemed as private by GDCA include but not
limited to the following:

® IR, ARG,
o iRl AR AR
® i Ul E LK HEE AL .
® i) HIHLTHRAH

Subscriber’s name, organization name
® Subscriber’s gender, organization nature
® Subscriber’s postal code of mailing address

®  Subscriber’s email address

9.4.4. fR4P B FA R 5 4E Responsibility to Protect Private Information

GDCA 17 % RE 5 IRITATT 9.4.2 A HE MHIEF & D AR 3TES 5.

GDCA has the responsibility and obligation for proper custody and protection of the certificate
applicant personal privacy described in section 9.4.2.

9.4.5. R BERAEERNSE M 5EAE Notice and Consent to Use Private

Information

GDCA RSR[5 BRORYUEFAT P I NBSAL, FFR RIBOT S 1) 2 2 T B AR
CAFHH N ANBRAAME B o BRAFMRIEZ R BEUR 1 sR I ERUE , ERSENE-BIT T VFnT
Z AT GDCA fRAEASACIEF T B S A IE B - A BRSNS N5 B e ftea ok
KB =7 (BTN,

GDCA takes appropriate steps to protect the certificate subscriber's personal privacy, and takes
reliable security measures to protect stored personal privacy information. GDCA guarantees not to
provide the certificate subscriber’s personal information, except personal information written in the
certificate, to unrelated third parties (including companies and individuals), without the permission
of certificate subscriber, unless base on provisions of the law or government.

153



l] SN RIZRIRERIE
o R A GDCA T IATEAL 5 MU (V4. 6)

9.4.6. REREBATEBREF K/E E#E Disclosure Pursuant to Judicial or

Administrative Process

HATHHLR T 2 GDCA SEREARR (e HI 2 ARG A BN, GDCA /g fitan T

W EAME .

WP A NI s 43 & 145 .

T % GDCA I3k (1 6 53 155 1O o

GDCA #-4 BB ZR ik A AR LA (S B

When administrative organization requires GDCA to provide subscriber's information of
corresponding certificates, GDCA needs to provide the following information:

® Subscriber’s basic information
® Information encrypted by subscriber’s personal encryption key
® GDCA website login information of subscribers

® GDCA will provide related information to law-enforcement officials in accordance with the law
requirements.

9.4.7. HAhfz BB BB Other Information Disclosure Circumstances

INAAEASIT 7 EE5R GDCA SR SAT € & 7 SCHR AR 55 W BRI AT I, GDCA U 75
SR P 2k 44 A2y ki 5545 BSR4 28 = F il ey A .

If certificate subscriber requires GDCA to provide some particular customer support services such
as mailing materials, GDCA needs to send the subscriber's name, mailing address and other
related information to a third-party such as mailing company.

9.5. &MiRFEHL Intellectual Property Rights

® GDCA A3 H 4 B XHIET5 LA L GDCA Rt T 1 A 45 =

® GDCA XMEFIEBRGEPMF RAFAR. LB Flai 5 4.

® GDCA AR e R A Z45t.

® GDCA 3l E AT —YIE B4 GDCA 7=, K4 GDCA HHE i, fi A EE
FE R T AT N

® GDCA RATHIEF A CRL #°45% GDCA LM~

® tAhaEE H RIS GDCA ™.
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9.6.

k£~ H %+ GDCA 3 H B S2AR B33 48 (LR TiFR DND - PA S Z 38 A il i 25 2%
i SR HEH, ¥ GDCA A7~ .

GDCA reserves and remains full intellectual property rights for all the certificates and software
offered by GDCA.

GDCA holds ownership, the right of name, the right to share the benefits for certificate system
software.

GDCA has the right to decide to use which software system.

All the information published at GDCA website is GDCA property. Without written permission of
GDCA, others cannot repost them for commercial activities.

Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.
External operation management strategy and specification are GDCA properties.

The distinguished name (hereinafter referred to as DN) used to express the GDCA domain
entity in the directory and the certificate issued to the terminal in the domain entity are the
properties of GDCA.

ik 51H{R Representations and Warranties

9.6.1. B FAE ARG HLH IR R 5 4% CA Representations and Warranties

GDCA fE#R it LT IAEAR ST E s R P ARV 0 T

BIREEAT P AIE R 7 & GDCA (¥ CPS IR BT AT SR 5K .

W ANEAT P AT CRN 0, KEAEART LR mT - BUE A A AT S S
KRG CPS SR AN 5 IE .

TELEE AU 5, K Sz R ) IE 5 B 38 T8 AT i 40 2

BIE H B 0 FIFE IR R B R AR (B, A TS, RS T
A7 34 A FE AL AN L B0 T )34 K 1P bk 47 e A s o

BEAIE FRE AL TR IR R LS B F AR RIS 1480, DM S & B IE
I UEE P rh AT 2 B AR AE S RO HERf 1% CorganizationalUnitName 13 2. 571 );
SKEEGAIESE i LIS /NIEH 3/ “organizationalUnitName” #1 T & 145 BAEAE IR S
Ry AT REE

¥ CPS 3.2 By ZERIGE HE N 1 & 45

# GDCA 51 e KEk, M GDCA 5i] F A VEA B H AT HAT T M 3O8Us
ZAT P A CAI ST 2818 1% K A1 (Y] Baseline Requirements 255k, 2 GDCA 5
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During the process of providing electronic certification service activities, GDCA makes following
commitments:

® Certificates issued to subscribers by GDCA must be in line with all substantive requirements of
this CPS.

® Informs subscribers any known events, which will fundamentally affect the validity and
reliability of the certificate.

® Revokes the certificate acoording to this CPS.

®  After refusing to issue a certificate, GDCA would immediately refund the fee that the applicant
has paid for the certificate.

® Verifies that the applicant either had the right to use, or had control of, the Domain Name(s)
and IP address(es) listed in the certificate’s subject field and subjectAltName extension (or,
only in the case of Domain Names, was delegated such right or control by someone who had
such right to use or control);

® Verifies that the applicant authorized the issuance of the certificate and that the applicant
representative is authorized to request the certificate on behalf of the applicant;

® Verifies the accuracy of all of the information contained in the certificate (with the exception of
the organizationalUnitName information);

® [Implements a procedure for reducing the likelihood that the information contained in the
certificate’s subject: organizationalUnitName attribute would be misleading;

® Verifies the identity of the applicant according to section 3.2 of this CPS;

® That, if GDCA and subscribers are not affiliated, the subscriber and GDCA are parties to a
legally valid and enforceable subscriber agreement that satisfies the Baseline Requirements
and other requirements published by the CA/Browser Forum, or, if GDCA and subscribers are
the same entity or are affiliated, the applicant representative acknowledged the terms of use;

® Maintains a 24 x 7 publicly-accessible repository with current information regarding the status
(valid or revoked) of all unexpired certificates;

UEH AT AA G, GDCA fRAERRARZIAUERITT FE B AN, UET g HARIT {5 B AR
FEHERA 1) o

GDCA AN 53 WAt UE 52 15 7518 24 (3Gl A, 31 AT AR IET P BRI
T ISR DRAIE 5 F - Se VR I I H

After the certificate has issued to the public, GDCA guarantees that the subscriber information in
the certificate are accurate except the unauthenticated subscriber information.
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GDCA is not responsible for the assessment of whether a certificate is used within an appropriate
scope. Subscriber and relying party ensure the certificate is used for appropriate purposes based

on the subscriber agreements and relying party agreements.

9.6.2. EMAAFIBRIR 5H AR RA Representations and Warranties

3.

GDCA [FIFEM AL LE 25 HL T DA IE AR 55 i 2 1 AR U G

PEALELUETSIT P IR M F2 58 47 A GDCA [¥] CPS [¥1 T A S MR 2R .

7E GDCA A= FIEFh i, A2 TR A LG ¥ % -5 B0 1 b 1045 8 S IEH Bl
M5 BA—

MUK CPS HIHLE, K i) GDCA #2538 s TR EEIRSS HiiE .

During participation in the process of electronic certification services, registration authority of GDCA

makes following commitments:

1.

The registration process provided for subscribers is compliant with all the substantive
requirements of GDCA CPS.

When generating certificates, GDCA does not allow the inconsistencies between certificate
information and certificate applicant information due to mistakes of registration authority.

Registration authority will submit the applications of revocation, update and other services to
GDCA in time according to the provisions of CPS.

9.6.3. 1T P W BRi2d 5484+ Subscriber Representations and Warranties

WP — B2 GDCA ZRMIIESS, BB IE GDCAL FEMAHL K ASHEAS AT

MG NAEH BL R A&

® (IR RIEZ GDCA 1 “H IR I TAE 1" FIA CPS T A 2% s F 444

o TEIFBIIAEINAN T HEE 4 .

® i TE B UE TN FE AL AR AL B AR BT, SE BRI, B R AR AT A
PRALE . HIESE BIER T MREERIEN, WA IR Z 7
B TAT . WA SRR BT AT T A LA 58t 81 GDCA i H#24L
(RIE 5 R 5 HLAA o

o il FUEREIE AR NIRRT TS — IR, R H NS, IF
HAERATE AN, IERRAERMET GEBEEEH. B8, IEBMAF NI A
U7 1) R

®  [RIAEZIT P AR IEN UG I T I B SRR, 1T P RIS AR IENLR (BZEAUL
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RGE, KICEHRM TP bk B LRV RIS R . ThEE . 4 B s R S AU

® RHELAEMTR A GDCA Azl (/A B s S FH5E, BAREASER T S
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® CREUZA. A BRI MR B ILE PRV I YRR AN B S A

® XitT SSL LSS, 1T/ SATAN SCAS AR R AEIIEA5 Hh 41 H F) =5 A5 44 %k 7 F) A 45 i o
HIE ST L

® I TRBAELZIUEBIIT T, A RILA TSN, MAZRIE GDCA HE MAHIET: 1
UE R 45 B B0 O R BRI (5 B 2) IE B 5 A 8H AR R
FIEBEIR: 3) AUEdERY], AL 1258 nl BEAAY .

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the
following commitments to GDCA, registration authority and related parties who trust the certificate:

® Acknowledged and accepted all the terms and conditions of GDCA "certificate application
responsibility" and CPS.

® The subscriber uses digital signatures if the certificate is valid.

® All information that subscriber provides to registration authority during certificate
application process must be true, complete and accurate. The subscriber is willing to take
legal responsibility for any false or forged information.

® |f there is an agent, then both the subscriber and agent take jointly responsibility. The
subscriber is responsible for notifying GDCA and its authorized certification services
agencies any false statements and omissions made by the agent.

® Each signature is generated using the private key corresponding to the public key
included in certificate by subscribers themselves. The certificates shall be valid at the
moment of signing, i.e. certificate is not revoked or expired. The private key for the
certificate is accessed and used by the subscriber itself.

® Subscribers ensure that they don't engage in business performed by the issuing agency
(or similar institutions) unless they sign written agreements with the issuing agency on
such matters.

® Once the certificate is accepted, subscribers are considered as knowing and accepting all
the terms and conditions in the CPS as well as corresponding subscriber agreements.

158



l] EXSTRIIT ?F!Illilliii/\ﬁlﬁ.ﬂﬁ'z."‘ﬁl

Globed Dligital Cut

GDCA

GDCA HLFAIEME M) (V4. 6) FiR

9.6.4.

Once the certificate is accepted, the subscriber should assume the following
responsibilities: always maintain control of their private keys; use trustworthy systems;
and take reasonable precautions to prevent the loss, disclosure, alteration, or
unauthorized usage of the private keys.

Prohibited for rejecting any statements, changes, updates and upgrades published by
GDCA, including but not limited to modification of strategies and standards as well as
additions and deletions of certificate services.

The subscriber only uses certificate for the authorized or other lawful purpose within the
range specified by this CPS.

The subscriber use secure and reasonable measures to prevent the private key from loss,
disclosure, alteration and other events.

For the SSL certificates, the subscribers undertake an obligation and warranty to install
the certificates only on servers that are accessible at the subjectAltName(s) listed in the
certificates.

Subscribers of code signing certificates shall promptly request the revocation of their
certificates by GDCA in case of the following situations: 1) any information in the certificate
is or becomes incorrect or inaccurate; 2) there is any misuse or compromise of the
subscriber’s private key associated with the public key included in the certificate; 3) there
is evidence that such code signing certificates are used to sign suspicious codes.

W5 iR 5 4R Representations and Warranties of Relying

Party

S A CPS I AT ALE o

FAAIE PSR AE 1) ¥ FELRH PR A8 R IE S

FEASRUE R, XHIES A E AT BRI

TEASHUEF5 AT, Jdid A i) CRL B OCSP #i A E 15 2& T 4k 1 49 o

—Hii TR e AR RS 7 AR AR AR B0 B RS 4 GDCA

HORMIHUR AT HME I HARIE R I B B S 5t N2k .
® AEHLAEMKE GDCA ~rnid Ml eAe . BHr THS%, BAEEART 3.
FRAC PO A8 CSORTAE 5 R 55 FX) 38 o k=5

® Abide by all provisions of this CPS.

® Ensure that the certificate is used in prescribed scope and duration.

®  Verify certificate’s trust chain before trust the certificate.

® Before trust a certificate, verify whether the certificate is revoked or not through querying CRL
or OCSP.
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The relying party is willing to compensate GDCA for the losses and accept liabilities for any
loss of self or others, due to negligence or other reasons violating the terms of a reasonable
inspection.

Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

9.6.5. HAh2 5F KR S5HAR Representations and Warranties of Other

Participants

GDCA M\FHHFNEEsI HAth S 55 1E WS &K
WP A CPS [T A MLE

Other participants engaged in GDCA electronic certification activities make the following

commitments:

Abide by all provisions of this CPS.

9.7.

AR 457 Disclaimers of Warranties

BrA CPS9.6.1 H IR A& %41, GDCA A& HH HAAT AR 2 (0 ARAE AN 355
ARIEE AT P 5307 Hth S5 5 IPRE A 25 .

AN B DIE 3% B P A FH AR ART 00 A R E

ANTHEFE  H R H 9 LAAM A R AR AT A AT

SHERFATHUS, W4, 18R 9 35 253 R AR 25 P T 5 E G I AP 25 4 R A AR
BT,

B RA CPS9.6.3 /KW, BURIUTENRA CPS9.6.4 KRS, 13 LAYER
GDCA Z 5ifE.

Except for the commitments declared in CPS Section 9.6.1, GDCA does not assume any other

forms of guarantee and obligation:

Do not guarantee the statements of certificate subscribers, relying party and other.
Do not guarantee any software used in electronic certification activities.
Do not assume any liability when certificate is used beyond the prescribed purposes.

Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc.

When subscriber violates the commitments defined in CPS Section 9.6.3, or relying party
violates the commitments defined in CPS Section 9.6.4, GDCA can exempt from liability.
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9.8. APFRIAE Limitations of Liability

EASIT S KHT A GDCA FRAE R HL T IAIE AR 55 I ZF R FE SE 32 ik, GDCA
KRNI A CPS9.9 #ILE (KA PRI £ 51 4F

If the certificate subscriber and the relying party specialized in civil activities suffered losses due to
electronic certification services provided by GDCA, GDCA will assume limited compensation liability
no more than the amount stipulated in the CPS Section 9.9.

0.9. JE££ Indemnities
9.9.1. GDCA K235 4F Indemnification by GDCA

U1 GDCA /% T4 CPS9.6.1 H BRIk, UEP T/ k#7555 k] LLH1E GDCA
ARG DT (8 BLE TR . WL NS, GDCA A&IHA BRI 2 5T/
1. GDCA KIEBHIRIIZ KRG F UM =T, SECT " 8UKE T 8 5245 1
2. FE PR BEEORIMER . BT LT, GDCA AR MET L T H#HR1E B,

FEOT P BT 1 AR R
3. fE GDCA BAIT F 422 A5 Rk BORMETE MR B AR A oL, (BT8R 11T 1 2 R AES,

S B TT T 2RI
4. T GDCA Wi R S BOEHA AR SIEL MtEE, SEOT P a7 8 2 2k

¥
5. GDCA K ft i e, 58Uk 82480,

If GDCA violates statements in CPS Section 9.6.1, certificate subscribers, relying parties and other
entities can request GDCA assume compensation liabilities (except for statutory and contractual
exemptions). If the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates
with error information and the error leads to losses of the subscriber or relying party.

3. After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

4. If the private key of the certificate is deciphered, stolen or disclosed due to GDCA, which leads
to the subscriber or relying party suffering losses.

5. GDCAfails to revoke certificates in time, which leads to relying party suffering losses.
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In addition, GDCA’'s compensation limitations are as follow:

1.

All the compensation obligation of GDCA shall not exceed the insurance coverage stipulated in
section 9.2.1.The maximum amount of compensation can be reset by GDCA based on
different situations. GDCA will notify related parties immediately after the reset.

For the losses caused by subscribers or relying party, GDCA does not assume responsibilities.
Subscribers or relying themselves should assume their own responsibilities.

GDCA assumes the liability for damages only when the certificate is valid.

9.9.2. TP RIEALFRAE Indemnification by Subscribers

© N o O
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If the following situations cause losses to GDCA or relying party, subscribers shall assume the
compensation liability:

1. GDCA and its authorized service agencies or third-party suffer losses due to unreal
information, such as deliberate, negligent or malicious provision of unreal information, by
applicants when applying for certificates.

2. GDCA and its authorized service agencies or third-party suffer losses due to disclosure and
loss of private keys deliberately and by mistake; due to not informing GDCA and its authorized
service agencies or third-party of the leakage and loss of private keys with knowing the facts;
and due to handing keys to others inappropriately.

3. Subscribers violate the CPS and related operation practices when using certificates as well
as using the certificates activities outside of the CPS.

4. If the certificate is used for illegal transactions or causes disputes during the period from
revocation requests submitted by the subscribers or other entities authorized by GDCA to this
information of certificate revocation published by GDCA, if GDCA operates in accordance with
the requirements of the CPS, subscribers must assume any responsibility of losses according
to this CPS.

5. Unreal, incomplete or inaccurate information provided by subscribers.

6. Subscribers continue to use the certificates and do not notify GDCA and relying parties
promptly when information in the certificates is changed.

7. The private key is compromised, damaged, stolen, disclosed, and etc. due to not taking
effective protection measures.

8. Subscribers continue to use the certificate and do not notify GDCA and relying parties
promptly when they are made aware that private keys are lost or at the risk of being
compromised.

9. The certificate has expired but is still in use.

10. The subscriber’s certificate information infringes upon the intellectual property rights of a
third-party.

11. Using certificates beyond specified scope, such as the use of certificates for illegal and
criminal activities.

9.9.3. KT IR 34E Indemnification by Relying Parties

WA RS M35 GDCA BT - 32400k, KA B AR FH I 4 DA E -
1. &ATJE1T GDCA ST I HAIA CPS HlsE i) 3555
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If the following circumstances lead to the losses of GDCA or subscribers, relying party shall be
assumed compensation responsibility:

1. Obligations defined in the CPS and agreements between GDCA and relying parties are not
fulfilled.

2. GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate
reviews against this CPS.

3. Trust certificates in unreasonable circumstances. For example, relying party still trusts the
certificate with knowing that the certificate usage is beyond its scope or period or the certificate
has or may have been stolen.

4. Relying party does not verify trust chains of the certificates.

5. Relying party does not check whether a certificate is revoked through querying CRL or OCSP.

0.10. AXHIFR 541k Term and Termination

9.10.1. AR Term

A CPS AR HINZE I IR AR, E—hA R CPS A k3% A CPS 1E T — A
CPS A%z HELAE GDCA Z& 1k HiL T IAIE R 55 I 2R 2

This CPS will enter into force at 12 o’clock midnight of the effective date, and the last version CPS
will become invalid. This CPS will become invalid when the next version CPS enters into force or
the electronic certification services of GDCA are terminated.

9.10.2.  # Ik Termination

7E GDCA % 1L H TAEAR S, A CPS &1k,

When GDCA terminates electronic certification services, this CPS is terminated.
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0.10.3. A& IE 548 Effect of Termination and Survival

A CPS & ub)m, HAJPKFRIR 21k, CPS N AR ATLRHAEM, EXZE I
HAT A AL RVE RS, CPS A 5 7 TR ML E K ST SR T3 AR 1E H

After the termination of this CPS, its effect will terminate at the same time. The contents in CPS wiill
be considered as invalid. However, for the legal facts occurred before the date of termination, the
regulation and the exemption of responsibilities defined in CPS for all parties are still applicable.

02.11. 2 E5F KN #E % 5 W E Individual Notices and

Communications with Participants

A% CPS #1bJ5, GDCA it SCRE R R A S FIUE HI 25 AN U BT DA 31 (1
BHREHEN,

After the termination of this CPS, GDCA will notify all related parties who have participated in GDCA
electronic certification activities about related matters on document expiration.

9.12. 1] Amendments
9.12.1. BEITFEFF Procedures for Amendment

%4 GDCA LA RIRE N, CPS 'S5 /NHEHFZR/DHE — A CPS, #fifRtL
T & B SR BERUR T 0 BER B G E b, #5& CP MZER, FF& M
T 1) S i

A CPS HMEM T HT, HH CPS 4’5 /NI IZIT Y, 4 GDCA %4 RIRZ: 2
fILHESS, M CPS w5/ NH M TTHLUEIT, BITJEH) CPS £1d GDCA % k23 A o4t
HE S5 1E A R AR

As authorized by GDCA Security Policy Committee, CPS composition team reviews this CPS at
least once a year to ensure that the CPS meets the requirements of national laws and regulations
and administration department as well as relevant international standards; to ensure it meets the
requirements of CP and actual needs of certification business operations.

Revisions and updates of this CPS should be initiated by the CPS composition team and approved
by GDCA Security Policy Committee. The revised CPS shall be officially released after being
approved by GDCA Security Policy Committee.
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0.12.2. BEHMLEIFIHAIFR Notification Mechanism and Periods

BTG CPS it J5 ks 32 B YE GDCA F 3k www.gdca.com.cn R A, Xt 7
FLEE BT UEE EAE SR SE  SOBAIIE L, GDCA K754 BRI [A] il AT K%
Jis A BRI R RLARIEA 5% 75 52 BRI 5/

After approval of the revised CPS, it will be posted on GDCA official website www.gdca.com.cn
immediately. For the modification notified by email, mail, media and other ways, GDCA shall notify
the relevant parties in reasonable time, which ensures that the relevant parties have minimum
implications.

9.12.3. A AMBENEHNFITETE Circumstances under which CPS Must be

Changed

GDCA 1A 45U A% CPS BEATIE U AT T L4 : CPS HhAH ok A & 5 B H R IR AN — 2L,
] ¢ W 1T A LG DTE MY 5547 WY £ B 5 s B R 4

The situations that GDCA must modify this CPS include: discrepancies between CPS and
governing laws, clear requirements of changes or adjustments for GDCA certification services
initiated by national regulatory departments.

90.13. i 4hF Dispute Resolution Provisions

GDCA. HETT P AR# 7 25 SARTE H-FINIEVE B b = AR 4T 42 LR AP SR o
1. HEA CPS HHHlE, BT TIIE T
H1 GDCA AHICHERI ] 1515 HiE AN Wil
E R, P HA EES T T T #k
AT 5 GDCA B AN A CPS FTi K AT f] 4+ SRR VAR, 52 GDCA L7
TEM T L RN BT B A
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If GDCA, certificate subscribers, relying parties and other entities have disputes in the electronic
certification activities, following steps can be taken for resolution:

1. Confirm the party to be held responsible according to this CPS;
2. GDCA's related departments are responsible for coordinating with the applicants.
3. If coordination fails, these parties should reach out to the legal authorities.

4. Prosecutions against GDCA or its authorized agencies over any disputes arising from this CPS
should be governed by the people's court in the place where GDCA is registered.
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0.14. E¥EHESR Governing Law

GDCA ] CPS Z[EZCmiAmfy) (e NRILAE B 72275 A CEFINERS
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The CPS of GDCA is governed by the law of “Electronic Signatures Laws of People’s Republic of
China” and the regulation of “Measures for the Administration of Electronic Certification Services”
promulgated by the country.

90.15. 5ERERKFE1: Compliance with Applicable Law

o GDCA FIEF 1T P KA 7 S5 SE AR FE r] b J5 43 DA S 7 A Ak Ff GDCA [R5,
A CPS AT MRBEAIRE P A R 2438 A N ISR E 1975k . (TS5 GDCA B(#%
BEEMHLIAIEA CPS BTtk S AT 48, 35738 3 Fh e N IR AT [ vt o

Regardless of the place of residence for the subscribers, relying parties and other entities or place
of use of the GDCA certificates, the execution, explanation and procedure  should be compliant
with laws of the People’s Republic of China. Any disputes involved by GDCA and its RA in relation
to this CPS should also be compliant with laws of the People’s Republic of China.

0.16. —f&%% 3k Miscellaneous Provisions
9.16.1.  SEEEWMY Entire Agreement

GDCA [f] CPS ZE &) RS 4y dh: bnfll. Hat. THANE 3 #9r. TR HZ
MERANBFESGHIBRAE, BReRE ALY M EE GDCA KM
F DL [ 0

Complete document structure of GDCA CPS includes 3 parts: titles, table of contents and main
contents. Modified alternative content of the table of contents and the main contents  will
completely replace all previous parts. The previous parts would be placed at the GDCA web site for
browsing.

9.16.2.  ¥ik Assignment

GDCA A, MR4EA CPS iR HIAUE SR J7 HIBURIAN L 5%, #0729 AT #%
HEVE R SR E REAT BRI RN L 55 B Lk o B LEAT R AR I AR MR BB E T 0] 53— T
RIAEA 5255 K DTAE AR BT
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GDCA represents that, according to the rights and obligations of certification entity parties detailed
in this CPS, all parties can transfer the possession of rights and obligations in accordance with the
relevant provisions of the law. The occurrence of the above transfer behavior does not affect the
change of any debt and liability among the transferors.

9.16.3. 4% Segmentation

WIERAS CPS WAFA 25 kB N -5 GDCA FIr e 8 4 X 32 7= A v 5% T 43 1)
TE NTCREAS BT IS, GDCA A LAFE S AR AL G PR M BT 2 5%, (i LAk B 3
HARE A ZH, GDCA KA E T HEFR BTN E

TEARPEAEAT 5 ER S RAE T 2 1T, GDCA H K% MR- 2 question@cabforum.org, i
%1 CAB i1z CPS th ETHIME R, FFHA I O 2 A LI SR AAEAE T A LR 5
%113% (https://cabforum.org/pipermail/public/).

AAREAEIEN, B0 CA/B IR ZR BB, £ GDCA RN #F& CA/B IAH]
Baseline Requirements AR 2EK, A E 15 AR5 GDCA MK 5545 R B 5 A i 4%
G . RS B RET AR DG EE, X GDCA ) CPS [M&1T, JiIn] CA/B itix
RIE KTEE7E 90 KN 5E R

In case any clause or provision of this CPS is held to be unenforceable or invalid due to any
conflicts with the laws of any jurisdiction in which GDCA operates, GDCA may modify any
conflicting clause or provision to the minimum extent necessary to make them continue to be valid,
and other clauses and provisions will remain valid without being affected. GDCA will disclose the
modified contents in this section.

GDCA will (and prior to issuing a certificate under the modified requirement) notify the CA/Browser
Forum of any modified content in the CPS by sending emails to guestion@cabforum.org, and
confirm that it has been posted to the Public Mailing List and is indexed in the Public Mail Archives

available at https://cabforum.org/pipermail/public/.

Any modification to GDCA'’s practice enabled under this section will be discontinued if and when the
law no longer applies, or the requirements published by the CA/B Forum are modified to make it
possible to comply with both them and the law simultaneously. An appropriate change in practice,
modification to the GDCA’'s CPS and a notice to the CA/Browser Forum, as outlined above, will be
made within 90 days.

9.16.4. BRI 4T Enforcement

GDCA 7, FFUEIT . AKH 7 &SRR 4T GDCA 1) CPS A Rkl e, gl
NG SR SRAN AT Z 00 B A R 5 o

GDCA declares that, if the subscribers or relying parties did not execute any items within this CPS,
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it should not be considered that they will not be executed in the future.

9.16.5.  AH[HLJ7 Force Majeure

GDCA AR R KK AN A IR RAEAS ATy S rid A CPS
FUE LR IR S IERETC B AT 157

GDCA do not assume responsibilities for losses incurred by the violation, delay or inability to
perform the CPS regulations due to the force majeure events like wars, epidemics, fires,
earthquakes and other natural disasters.

9.17. HAh% K Other Provisions

GDCA X} A CPS H A H & fRBHL .

GDCA has final interpretation rights to this CPS.
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Appendix1: Certificate information of the publicly trusted CAs

Root/CA Certificate

Information

GDCA TrustAUTH R5 ROOT

Country=CN

Organization= GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
Common Name= GDCA TrustAUTH R5 ROOT

Serial Number=7d 09 97 fe f0 47 ea 7a

Validity= November, 26 2014 to December, 31, 2040

SHAldigest= Of 36 38 5b 81 1a 25 c3 9b 31 4e 83 ca €9 34 66 70 cc 74 b4

GDCA TrustAUTH R4 EV SSL CA

See “"GDCAEV CPS”

GDCA TrustAUTH R4 EV CodeSigning
CA

See “GDCA EV CPS”

GDCA TrustAUTH R4 OV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 OV SSL CA

Serial Number= 39 c0 77 fc 1e d6 15 e3

Validity: April, 5 2016 to December, 31, 2030

SHAL digest= c3 4a d6 45 d5 79 1c 5f 22 e7 33 d7 53 47 08 15 85 75 6¢ 2d

GDCA TrustAUTH R4 IV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 IV SSL CA

Serial Number= 28 34 52 {4 73 3f 26 a6

Validity: March, 31 2016 to December, 31, 2030

SHA1 digest= 78 ae a8 51 a3 1b 0f 04 9a fO 2c dO f2 ad 91 40 60 4f a7 a3

GDCA TrustAUTH R4 DV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 DV SSL CA

Serial Number=76 39 e3 80 9c 62 1e 26

Validity: March, 31 2016 to December, 31, 2030

SHAL digest= 30 18 4a 5b 92 4e 67 9e 7a 91 32 93 17 d0 56 Of 58 7e 69 7b
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GDCA TrustAUTH R4 CodeSigning CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 CodeSigning CA
Serial Number= 17 b3 ad d2 40 a3 b9 20

Validity: April, 7 2016 to December, 31, 2030

SHAL digest= fc 6d cb 06 a5 5b ff 76 83 64 27 5b 29 d6 4f 7c 3a a9 cf b4

GDCA TrustAUTH R4 Generic CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 Generic CA

Serial Number= 28 35 6a 9c 70 b4 55 78

Validity: April, 7 2016 to December, 31, 2030

SHAL digest=6f ed 83 eb e1 83 cc 71 dO ed el 2a e8 77 e0 df 98 96 1f 24

GDCA TrustAUTH R4 Primer CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 Primer CA

Serial Number= 7a a7 21 5f 89 b7 19 02

Validity: March, 31 2016 to December, 31, 2030

SHAL digest=14 c2 b3 3b bf 6e bd 84 fc a7 01 54 13 eb d0 43 3e 17 1a 98

Root/CA Certificate

Information

&=L R5 M8 CA IEF

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=%{ %Kt R5 R CA

Serial Number= 2e d9 58 82 91 39 ad 07

Validity: March, 31 2016 to December, 31, 2040

SHAZ1 digest=23 eb 1b a4 64 71 al e7 e9 f2 db 57 01 fe f8 f2 f8 Oc aa e9

Bt RAEV RS 2IET CA

See “GDCA EV CPS”

=ML RA OV IRG%E+H CA

Country =CN
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Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#{ZIff R4 OV k% #=iE+: CA

Serial Number= 78 b6 25 84 85 f2 84 9e

Validity: March, 31 2016 to December, 31, 2030

SHAL1 digest= 93 92 5b 05 17 30 05 86 fd 2c 45 eb 18 6e 00 9e b9 75 a5 dO

B RA IV RS #EH CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#( %I R4 IV Fa+ET CA

Serial Number= 13 28 8c d8 93 9c d0 49

Validity: March, 31 2016 to December, 31, 2030

SHA1 digest= 10 b8 fb 9a d2 50 32 6a ee fb 05 ad da 9d 3a 2b bb bd 5d bf

¥z RADV RS 2IEPE CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#{ %X R4 DV JiR%5#HE+H CA

Serial Number=6¢ 81 58 42 a9 55 70 3d

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest=01 ad 04 cd el 05 56 23 4a f6 6f a0 €6 64 f3 a6 18 80 4d 5

e X R4 AARSREHZAETS CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#(% X R4 A% ZIE+ CA

Serial Number=6c¢ 6¢ e2 6b 3e a8 4c 87

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest=4f be 54 bc 70 8e b1 2a 11 86 dd 79 aa ff e7 95 f8 ad c6 €9

iR R4 HiW1T FET CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#{Z X R4 #iHI] FIETS CA

Serial Number=7b 98 39 30 58 a0 9d 13

Validity: March, 31 2016 to December, 31, 2030

SHA1 digest=07 33 29 cb 53 b1 86 36 25 38 1b fb 48 a0 43 a7 bl fe 28 6f

Bz S R4 HEAIT IEH CA

Country =CN
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Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= #(iff4 R4 FLAaliT 7iE+ CA

Serial Number=68 f5 ae 07 7b cb da 8b

Validity: March, 31 2016 to December, 31, 2030

SHAL digest=e5 da 52 2d 5f 38 7a 6e 72 49 5e 66 a4 be ba 0f 24 f2 59 dc

Root/CA Certificate

Information

GDCA TrustAUTH E5 ROOT

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E5 ROOT

Serial Number= 1a f5 1f 4d 2c da bb 53

Validity: March, 23 2016 to December, 31, 2040

SHAL1 digest=eb 46 6¢ d3 75 65 f9 3c de 10 62 cd 8d 98 26 ed 23 73 0f 12

GDCA TrustAUTH E4 EV SSL CA

See “GDCAEV CPS”

GDCA TrustAUTH E4 OV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 OV SSL CA

Serial Number= Of a7 49 2f 24 9b 14 de

Validity: March, 31 2016 to December, 31, 2030

SHA1=50 15 62 d8 1b a2 40 27 1b ee 06 d2 b3 7f 5b 35 cb 9d 8c b8

GDCA TrustAUTH E4 IV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 IV SSL CA

Serial Number= 51 ba 77 d9 8c b3 2a 3f

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest= a8 45 2b fc 20 f9 de b6 9b 8b 3f 29 73 e0 a3 b3 6f 82 eb 5b

GDCA TrustAUTH E4 DV SSL CA

Country =CN
Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 DV SSL CA

Serial Number=34 f2 54 c9 b2 fc 6a 6¢

173




Il semrmemnmmnas

GDCA HLFAIEME M) (V4. 6) FiR

Validity: March, 31 2016 to December, 31, 2030

SHAL digest=8e 9b 9a db f5 ec c4 6b 05 76 82 2e de 5e 80 d1 57 6b 5d 7c

GDCA TrustAUTH E4 CodeSigning
CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 CodeSigning CA
Serial Number=71 18 49 83 c1 22 58 ca

Validity: March, 31 2016 to December, 31, 2030

SHAL1 digest= 10 6a 4e 5d ca 05 92 28 e4 ff 89 52 66 53 a4 64 7d 57 ee 63

GDCA TrustAUTH E4 Generic CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 Generic CA

Serial Number=05 ac ef 56 ff 70 b0 cb

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest=fd 63 ba 6e e7 89 f6 0a 16 72 b5 b3 3a 29 7d 71 71 65 54 ee

GDCA TrustAUTH E4 Primer CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 Primer CA

Serial Number=1d ad 3b b9 e6 71 7f e7

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest=5f 42 a4 4d c8 ca 12 df ae 1c 29 92 1f 47 3e 3b be 8b d4 2c
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Appendix2: Certificate information of the non-publicly trusted CAs

Root/CA Certificate

Information

ROOTCA (SM2)

Country =CN

Organization = NRCAC

Common Name= ROOTCA

Serial Number= 69 e2 fe c0 17 Oa c6 7b
Validity: July, 14 2012 to July, 7, 2042

SHAL1 digest= 06 05 b6 26 16 8a 7a 78 5d 37 b9 78 b2 d7 21 05 85 d8 8f d9

GDCA TrustAUTH E1 CA

Country =CN

Organization = GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
Common Name= GDCA TrustAUTH E1 CA

Serial Number= 3e 7e 54 df dc 3f 77 bd 31 3b c8 31 99 21 8f d2

Validity: June,26 2014 to June,21 2034

Root/CA Certificate

Information

ROOTCA (RSA)

Country =CN

Organization = OSCCA

Common Name= ROOTCA

Serial Number=6f Oc €9 52 69 c8 62 99 02 ff 63 a5 cc eb ed 3c
Validity: Aug, 28 2005 to Aug, 23, 2025

SHAZ1 digest= db b8 44 23 c9 28 ab 8 89 d0 e3 68 fc 31 91 d1 51 dd b1 ab

GDCA TrustAUTH R2 CA

Country =CN

Organization =GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
Common Name= GDCA TrustAUTH R2 CA

Serial Number=52 c4 67 59 4c d7 76 90 0d b8 8b 4c 58 01 eb 85
Validity: Dec, 16 2013 to Dec,15 2018

SHA1=c6 b2 19 eb 62 3d 68 cf ae 28 94 00 ad 2a b4 Oa 28 d3 e3 1d
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Appendix 3: GDCA CPS Revision Records

CEA
% e . ' I
I BT V4.5 V4.6 eV
1.3.7.1. N g e
. i g W 1 RN, 2 2
Individual A NP AIE T SSLAES
ifi AR AAE T
Certificates
322 4 7y e L
“ %A%; IR = RS DU NI
Authentication XA NAE 5% 5 i A2 | B0 fean s .
- TP N AP BT EEESE T )IEBNAY
of Individual e
. %5 50 77 =
Identity
323. MWL
U\ B B
5 4 W% R T S I A T B 2
Authentication e
I %5 50 77 =
of Organization
Identity
3.210. IP b
Eﬁmﬁﬁwﬂ P#E “ GDCA AA IP Hihk%s
Authentication KBV SSLAEH".
of an IP Address
3.211. # &
K YR ) E 1 P P 5= B UE TR SO AS e
Data Source PEKREH 27T M H .
Accuracy
3.2.13 % B # X
; s SR B
i Validation of | 1 FRUBRINIIAE | e i i
) N2
Authority
3.2.14. H #

YEHEN] Criteria
for
Interoperation

s “# 2= HAl, GDCA K%&
KA AE XAEH 7,

4.2.1 $uAT IR
5 % Jl
Performing
Identification
and
Authentication
Functions

3 9 E TR RO IR
BRI 27 M H .
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4222 iE P
B3 AR 4
Rejection of
Certificate
Applications

i #% GDCA ALK GH
ICANN (  The Internet
Corporation ~ for  Assigned
Names and Numbers) 2% &1 1]
HrgTLD (TR AZ) kRt

10

424. N E
Bl 4%
( CAA >
Certification
Authority
Authorization
(CAA)

Xt CAA K2 Im AR 3
& AN B

WIHi CAA R B LR fA .

11

431. iE P
25RO R E
WAL (RAD
AR T A IE R
WK (CAD
) 1T A CA
Actions During
Certificate
Issuance

WAL RS FE TR CA 1
75,

12

45.1 iT P ALEH
HIE 5 (1) 48 H
Subscriber
Private Key and
Certificate
Usage

XFAT IR 5 A T R
e AN BT o

Peig “x%tF SSLiFH, iT/A
TEFN SLEARAUE R AEE 157 )
H R 2 ) 44 X6 I 1 AR 45 s R
BT

13

497. CRL
RATHAE CRL
Issuance
Frequency

Wt CRL A AR (R HliA o

14

499 TELIRE
i) 1) AT A
Online
Revocation/Stat
us Checking
Availability

5% OCSP nJ HIPERIAH Y .

15

4.9.10 7E 2% IR
A H M EK
Online
Revocation
Checking
Requirements

P& OCSP ZLR 47T
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PFE TR mamiE,
GDCA TEE5 31 HA AT A H B

;1.110.1. i E 7 CRL H i M 4410 . GDCA
F
16 Operational AR CRL H RS2 AAIE 5
Characteristics [ B . GDCA A M
OCSP 4528 H 1 mH . ”
5
410.2 J 3 W Y% OCSP R 45 Wi 87 ) A3
17 H T Service i 10 B
Availability e
6.1.5 I H Ik B B 75 B A I Al A5 AT AE 15 1
18 AR #E Key RSA HHKE Ny 2048 frEk L
Sizes F.
71 W B P % “GDCA i ik CSPRNG ‘&
19 Certificate KT 0 HAK BN 64 62 113E 7
Profile HIERET 557,
7.1.3 HIEXN R
N A O A T R 43 (T R
gort TR 1] shalRSA.
Object
Identifiers
715 % K| .. -
20 || Name | OB HERIBIAM | oy <,
. Ko
Constraints
9.6.1. M F
NATE AR 55 AL A4
NEVIN iR 5 E N [ S =+
| DIESHE $h7 CA RS S0 (I % 3.
Representations
and Warranties
266{;? . ;Hg Wi W SSLIE, A
i | subeniter A 25 AR U AEE T o 5
. HH ) 35 R 42 06 I8 R 4%
Representations g
and Warranties " °
Y 9.16.3. 7 # 4% Baseline Requirements i
% Segmentation BN,
BT — e PR IR SN RN
25 HAbAZAT

— B 5 5 TR BB A
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ontents Sections A5 46 R ‘
V4. v4, emarks
SEQ Revised
Disclosed “Type | and Type Il
1.3.7.1. MAKE o yp.. P
4 . individual certificates are not
1 iE F  Individual ] -
. applicable to SSL certificates
Certificates o -
and code signing certificates”.
Clearly stated the procedures
and details of authentication for
3.2.2 ™ N & 4y | Description on  the o
- o Type lll and Type IV individual
£ 5 5 | procedures of -
L L certificates.
2 Authentication of | authentication for .
o o . .| Revised the ways of
Individual individual certificates is o T
. . authentication for the individual
Identity not sufficiently clear. . N
mutual recognition certificate of
Guangdong and Hong Kong.
3.23. HMHH Revised the ways of
& Al authentication for the
3 Authentication of organizational mutual
Organization recognition certificate of
Identity Guangdong and Hong Kong.
3.2.10. IP Huht Disclosed “GDCA d i
isclose oes not issue
RTINS o
4 o EV SSL certificate for an IP
Authentication of
address”.
an IP Address
Disclosed that the validity period
3.2.11. sk of the documents and data used
. PRHIER % Data to verify certificate information
Source does not exceed twenty-seven
Accuracy (27) months prior to issuing
certificates.
3.2.13 #ZHUHEIN | Descripton on  the
6 Validation of | validation of authority is | Clearly described the validation
Authority not sufficiently clear. of authority.
3.2.14. HEAE Disclosed “To date, GDCA has
7 N Criteria for not issued any cross
Interoperation certificates”.
4.2.1 AT W _ . :
5 P | Disclosed that the validity period
= Vil
. of the documents and data used
Performing ] B ) ]
o to verify certificate information
8 Identification
g does not exceed twenty-seven
an
o (27) months prior to issuing
Authentication B
. certificates.
Functions
o 4.2.2.2. iFH

WM e A

Disclosed that GDCA refuses to
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10

Rejection of issue certificates that contain a

Certificate new gTLD under consideration

Applications by ICANN (The Internet
Corporation for Assigned Names
and Numbers).

4.2.4.  NIEHL

A (CAA)D
Certification

Description  on  the

procedures of CAA

Clearly described CAA checks.

Authority checks is not sufficiently
Authorization clear.
(CAA)
431. EB%
R R AL
¥ (RA) FilE-F
NIE iR 5% %)
11 A . i‘m ¥ Disclosed the root CA actions
(CAOIITH CA _ . .
] ) during certificate issuance.
Actions  During
Certificate
Issuance
. Disclosed “For the SSL
451 i P #5A . .
— . certificates, the subscribers
AT AE $5 () f# ] | Disclosure on the usage o
) . undertake an obligation and
Subscriber of the subscriber ) .
12 . » ] warranty to install the certificates
Private Key and | certificates is not
- o only on servers that are
Certificate sufficiently clear. )
accessible at the
Usage . . .
subjectAltName(s) listed in the
certificates”.
497. CRLXk
13 fii 4 * CRL Clearly describped the CRL
Issuance issuance frequency.
Frequency
499 fELWRSE
[l T
Online . )
) Disclosed the details of the
14 Revocation/Stat L
. OCSP availability.
us Checking
Availability
4.9.10 7EZARAE
EIHER Online
j% Disclosed the details of the
15 Revocation .
. OCSP requirements.
Checking

Requirements
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4.10.1. HE{EHr

“For the revoked
GDCA does not
remove their revocation records

Disclosed
certificates,

from CRL prior to expiration of
such certificates. GDCA does

) : not remove the revocation
16 {iE  Operational o
o records of code  signing
Characteristics .
certificates from the CRL.
GDCA does not remove the
revocation records in the OCSP
responder”.
4.10.2 JIR5nr H Disclosed that the OCSP
17 {3 Service response time is of ten seconds
Availability or less.
6.1.5 H YR ER Clearly stated that the size of
18 A tx #E Key RSA key for the publicly trusted
Sizes certificates is 2048 bits or more.
Disclosed “GDCA generates
7.1 ik B non-sequential certificate serial
19 Certificate numbers greater than zero
Profile containing at least 64 bits of
output from a CSPRNG”.
7.1.3 B Bhx Clearly stated that GDCA does
20 H 7 Algorithm not use shalRSA for the
Object cryptographic algorithm of the
Identifiers publicly trusted certificates.
7.15.  ZRIR o . .
Description is not related | Modified the content as “No
21 il Name . . .
) to Name Constraints stipulation”.
Constraints
9.6.1. HTIA
E R 25 WL A (1) I
. EHLIWE Added clauses for the CA
22 w5 R CA . .
) representations and warranties.
Representations
and Warranties
Disclosed “For the SSL
. certificates, the subscribers
9.6.3. IIH dertak bligati q
. undertake an obligation an
%ok 5o R | Jeron
) warranty to install the certificates
23 Subscriber
. only on servers that are
Representations .
accessible at the

and Warranties

subjectAltName(s) listed in the
certificates”.
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9.16.3. Zr#E|M:

Updated section 9.16.3 pursuant

24 i to the CA/B Forum Baseline
Segmentation .
Requirements.
Corrected a few mistakes in
. section numbers, adjusted some
25 Other revisions

wording issues, and other parts

that may cause confusion.
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